SYSTEM AND METHOD FOR PRI VI LEGE MANAGEMENT AND REVOCATI ON BACKGROUND 1.
Field of the Invention The present invention relates generally to the
managenent of privileges associated with certain applications that are
accessi bl e by users of electronic equipnent, such as, for exanple,

net wor ked conputers, nobile wireless communications devices, and the |ike.
In particular, t i.s¢l.o e ] ﬂd %co stens and t hods for
managi ng pri vil e%ﬁ@@@c‘fﬁbﬂﬁs\? lsgé(g EMV%]Y‘Wng{Né@W?OI’
revoking these privileges in a tiANDYRIEMOGATIONunner. 2. Related Art It
is well known that certain electronic equi pnment, such as, for exanple,

net wor ked conputers, nobile wireless comuni cati ons devices, and the like,
i ncl ude applications resident on s%mt hat nmay have access to
certain privileges that enable th to performvarious
functions. Typi cal Ig, a systemadm nistrator may use I T policy and

appl i cati onlcont ¥igld o theelnvendonpri vi | eges associ ated with vari ous
applications present on the equipnment that is subject to the

admini strator's ?Q@?E&bnt ﬁ%@ﬁﬂbﬁ%lﬁfesgeh&fa'l %%h@%aﬂagﬁhféﬁ??{ Eﬂ'{fﬂegé%a”p' e,

allowi ng an application to use inter-process conmunication C), “enabling

the opening_of .nternal and external cgonnections, enabling the injection of
br owser 11 1 Eapelt R BRiceli SBHERIS R aro e SAabE §Y DAL TRy SRLE of
e-mail, enabling the use of personal information nanagement (PIM

f uncti onal i equipmeat, sfich as, for example, networked computers, mobile wireless

communications devices, and the like. In pa.rticula;r, the disclosure is directed to
systems and methods for managing privileges associated with particular
applications and for revoking these privileges in a timely and robust manner.
2. Related Art

[t is well known that certain electronic equipment, such as, for example,
networked computers, mobile wireless communications devices, and the like,
include applications resident on such equipment that may have access to certain
privileges that enable the applications to perform various functions. Typically, a
system administrator may use IT policy and application control to set the
privileges associated with various applications present on the equipment that is
subject to the administrator’s control. Examples of privileges may include, for
example, allowing an application to use inter-process communication (IPC),
enabling the opening of internal and external connections, enabling the injection of
browser filters, enabling Bluetooth ™ functionality, enabling use of e-mail,

enabling the use of personal information management (PIM) functionality, use of



1 application programinterface (APlI), etc. It is inportant for the system
adm ni strator be able to track which applications have access to which
privileges, and to be able to revoke privileges on an as needed basis. For
exanple, if an application has access to a privilege, and the system

adm ni strator revokes that privilege, the application should immediately,
or within a small wi ndow of tinme, be denied access to that privilege. In

ot her wor ds appheatiqur proigtamg éntsifaut A PP, ery dk edinasorsarToatenasih! e. Events
that mght trigger a revocation of privileges may include, for exanple, an

application I g f | T adm.ni sirator/application control
data is pres gﬁ?ﬁﬁgﬁhﬁﬁggglg\l/élj‘g)et%cg%&ﬂgc&pﬁpiﬁ%8?15 fl%ved@%cgégg)rg 1(E}bp]‘d‘él‘i?agE'?Sogue
application, or conpany policy changes, resulting in limting the use or
avai | abi | i t $néfo E@EB@; o rappke prvileges email av ngadeditiasipes  associ at ed
therewith. Regardl ess of the reason for privilege revocation, such

revocation nust Per cR&AERPH & lic@ti@flﬁl%g%@esg%'?%ﬂﬁ o! ‘r‘h@ﬂ'{%{gfﬁrﬂat ha

prevents possible work ~arounds by malicious appli‘catiéns or ual s.
In general,_according to.current, privilege reyocatiaqn schenes, privilege
checki ng i s2CYHVEEHOY To@kes il driyilegpethe applcatione shanld dmangshaigly, g evitlksr
exanpl e, applications communicate with IPC using the application registry.

Once an appt swatliwmdeasobtimef be dagied (2@ cess, topRatrerilege0 Thhgheo@plds @td on
registry, it is difficult to take this reference away fromthe application.

anot hor gt oo a4 PRERBEE shOB A FRAEPRE ey ST Tudle BT e ©
first application .. .
revocation of privileges may include, for example, an application being loaded
before the IT administrator/application control data is present on the device, an
application is discovered to be a rogue application, or company policy changes,
resulting in limiting the use or availability of certain applications and/or privileges
associated therewith.

Regardless of the reason for privilege revocation, such revocation must be
accomplished in a secure manner and in a manner that prevents possible work
arounds by malicious applications or individuals. In general, according to current
privilege revocation schemes, privilege checking is typically performed on the
first access to a privilege. For example, applications communicate with IPC using
the application registry. Once an application has a reference (e.g., pointer) to the
application registry, it is difficult to take this reference away from the application.
In another example, if an application has passed some if its privileges to another

application using IPC, conventional systems can detect that the first application



2 has access to IPC, but there is no way to detect that the other
application has been passed the privilege(s). Therefore, there remains a
need for a systemand nethod for effectively mnanaging privileges
associated with applications, and in particular, when privilege revocation
is required, to revoke these privileges in a tinely and robust manner.
SUMMARY I n view of the foregoing, we have now identified an efficient,
accurate, Mhebaetesainl[RGsutttbeieripherveay tosgeteainttamn chevethen dpplicativariagi begn
privileges associated with particular applications and for revoking these

privileges ipBssdd the Ivﬂegé‘(ﬁ reliable manner According to an exenplary
enbodi nent an appI| avi ng privileges that are to be revoked may be

shut down. Wen application is restarted, access to revoked
privileges will e BT Feins 2 nesdienp systaakanst meriashforgpactivaly ons
need to be shut down and reset, the system nust keep track of which

appl i cat i onmahaymganteised amcezahe@ Kyl mﬂ@amfﬁp agaqﬁl;ﬁrﬁaﬂhi QUhIOpFild e

privileges accessed by applications, each time an application uses a

I I d
orivi | age. nsdosulT LERULEEY Ovekble AR bE°UGER i Uiyl fha A

conventional nethods, such as, for exanple, a data table listing the
application identifier and correspondi ng accessed privilege(s) associated
with the application identifier. Wien the system adm nistrator, or any
other authority, institutes a changegunvRiAYyedes, the system

In view of the foregoing, we have now identified an efficient, accurate,
robust and easy to implement system and method for managing privileges
associated with particular applications and for revoking these privileges in a

- timely and reliable manner

According to an exemplary embodiment an application having privileges
that are to be revoked may be shut down. When this application is restarted,
access to revoked privileges will be denied. In order to keep track of which
applications need to be shut down and reset, the system must keep track of which
applications have accessed which privileges. To enable monitoring of the
privileges accessed by applications, each time an application uses a privilege, the
system records the application identifier and which privilege has been accessed.
This may be done in any of a number of conventional methods, such as, for
example, a data table listing the application identifier and corresponding accessed
privilege(s) associated with the application identifier. When the system
administrator, or any other authority, institutes a change in privileges, the system
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3 accesses the record of which applications have accessed which privil eges.
A conparison of accessed privileges with the privileges to be revoked is
performed. Each application that has accessed a privilege that is to be
revoked is identified by the systemand then shut down. Wen the
application is restarted, the application wll not have access to any of
the revoked privileges. In another enbodinent, a device reset may be
perforned. By°5SE iragord ofgubicheapplinatiensshasior acsessedugihich poivilegeowA st at e.
According to this enbodinment, a system adm nistrator, or any other

authority, spepaiik@sof hadessedIBMi B d¥USHh ik %x?ﬁigeg%% 1BvHE i@%e@rﬁ%g%eﬁ‘?‘t

revokes (or changes) privileges is institut evice reset ‘may

instituted ny. i the adm nistrator, or aythority deeps |t necessary
to do so. Fgﬁcﬁ%é%?ag{%nﬁaés?w%?&a H%\jl?%%e his tartisieyekedusridantifed by
that includes privilege revocation is instituted. However, this may result

in  nuner outhewystere ssditherdshvitade wre sWtheavhatpplitatoraiseegatent thalabylication
i nconvenient to the wuser and may interfere with use of the device.

Al ternati velyl nbPBawy 2R E@X@k‘?ﬁg}eﬁe{z%@ Bﬁgﬁ% ¢h devices include which

applications, and use this Info 1 on @i ne a less intrusive

devi ce reset schedul e, For_ exanple, resetting only those devices having
appl i cati ons t hat® MFheiormhediment, Hdovre seresmnaybe perfponedyByhasssng an yet
anot her advant ageous enbodi nent, aspects of previously described

embodi nent sdeiee, cherbysiesh it Oroagtitde Q1WA biawe RE&(YHCIEI?%&) RN A9E BB MeRNY
revocation. According to this exenplary enbodi nent, the system

?gmr QL_Z E r at gte?ﬁ adﬁﬁﬂi(i{raf’blf"f 8P 5r'1§ Xth%?%u&%rf% C,t slfaaelciffe%q‘.hgto a|1 device mV\IIJhs% earege%\/i ce
when a new policy that revokes (or changes) privileges is instituted. A device
reset may be instituted at any time the administrator or authority deems it
necessary to do so. For example, a device reset may be done whenever a new
policy that includes privilege revocation is instituted. However, this may result in
numerous unnecessary device reset events that are potentially inconvenient to the
user and may interfere with use of the device. Alternatively, the system may keep
track of which devices include which applications, and use this information to
determine a less intrusive device reset schedule. For example, resetting only those
devices having applications that may potentially be affected by the policy change.

In yet another advantageous embodiment, aspects of previously described
embodiments are combined to provide effective privilege management and
revocation. According to this exemplary embodiment, the system administrator or

other authority has no actual control over when a device is reset. The

administrator merely manages the privileges of the system and particular
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adm ni strator nerely manages the privileges of the systemand particular 4
applications. The device itself is responsible for resetting when
necessary. In this enbodi nent, the device keeps track of which
applications get access to which privileges. Wen policies or application
control changes, the systemdetects which privileges have been revoked for
whi ch applicatj.ons. This can be _acconplished by sinply conparing the old
set of privitPRYEAIGHSt thqfievrﬁ%fwt%%ﬁ 1sgespaawsible felgiesettipgrwkei Reeassyiredn this
privilege for a given application, the system determnes if the

appl i cati onehdmdavent, dtcesaed kédrtrddk of WELRE dpplich@oasdt acO6ssnetwlichabove,
the system has been keeping track of these since the systemwas first

started up. Jf: a ication has accessed rivile that is,now revoked
oty ) et R PRI P B e BECRIS el drbnegS e Ao deds (o o
IPC), it still cannot be determ ned whether a privilege has been used as a

resul t of b#ihagh prisidegestiraymbean ot hkeddpp il applicafwney diiooen bhe pot enti al
for mssing a revocation of privileges when applications pass privileges

bet ween t hegaeiny®sshelifov §ifh] : PN t is
able to be passelg bgt er} é’pgfé?@%‘ﬁ%‘ sﬂ;léolsisfﬁ&;tggg}ﬁlé@&gfg%%ntyhé%%ﬁ%gﬁi on,
regardl ess of if th m has detected that the _application has accessed

syst h [ € app.
the privil eBdVieass- Fricas ﬁﬁ‘é&e@é’fﬂé%ﬁ.foq‘ﬂigé"f?fé%lmhwlprl» thersyistetthe devi ce
back to a known state. Device reset wll only be done when necessary, thus
limting thdetatmines iDfher gpdicatiamtaselatizngedsae thahiwegasaans phed Avnbled

privileges that have been passed between applications. Each of these

enbodi ment Sy, (U RS é&lstélﬂ Hs Yekh EEé’piﬁé bk W E9S TR %q;%rs]{em was first
started up. If an application has accessed a privilege that is now revoked at any
time in the past, the device is reset. ForAsome privileges (e.g., IPC), it still cannot
be determined whether a privilege has been used as a result of being passed from
another application. To overcome the potential for missing a revocation of
privileges when applications pass privileges between themselves, if, for example,
IPC (or any other privilege that is able to be passed between applications) is
revoked from any application, regardless of if the system has detected that the
application has accessed the privilege, the device must be reset. This reset will
bring the device back to a known state. Device reset will only be done when
necessary, thus limiting the number of resets and solving the problem associated
with privileges £hat have been passed between applications.

Each of these embodiments is useful in a variety of privilege management

environments ranging from a low-level low-priority where a modest level of

privilege revocation security is needed, resulting in a less robust system, to a
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environments ranging froma |lowlevel lowpriority where a nodest |evel of
privilege revocation security is needed, resulting in a | ess robust system
to a5 highly inportant ultra-robust environment where user inconvenience
is secondary to the need for absolute certainty of privilege revocation.
BRI EF DESCRI PTI ON OF THE DRAW NGS These and ot her enbodi nents along with
their attenﬂggﬁ advan%&geﬁﬁfrﬁ%@described herein with reference to the

fol | owing drigilydemoktaphplir-rohust pryisonReRt Wheiisdisar Hicoayenienee |s segondary

el ements, and wherein: FIG 1 is a block diagram show ng a conmputer network
and communi dathoncedistabsolute vértdhtyedfosivitipeGedeydtik@s runni ng applications
havi ng access to associated privileges are used; FIG 2 is a block diagram
of a wirel ess nobile conmunication device as an exanple of an electronic
devi ce runni ng applications having access to associated privileges; FIG 3
is a flowdiagramillustrating a nmethod of revoking privileges according
to an exenpl ary enbodi mERIEEDESERIPTION OF THEDRAWIDGSati ng a net hod
of revoking privileges according to another exenplary enbodinment; and 6

FIG 5 is a fl owjgiea@hadotid: %ﬁsﬁo@tﬂneﬁisya%ng%gg@(%@&%gn%d\raﬁvﬁék ales

privileges according to another exenplary

described herein with reference to the following drawings in which like reference
numerals refer to like elements, and wherein:

FIG. 1 is a block diagram showing a computer network and communication
system in which electronic devices running applications having access to

associated privileges are used,;

FIG. 2 is a block diagram of a wireless mobile communication device as an
example of an electronic device running applications having access to associated

privileges;

FIG. 3 is a flow diagram illustrating a method of revoking privileges

according to an exemplary embodiment;

FIG. 4 is a flow diagram illustrating a method of revoking privileges

according to another exemplary embodiment; and



DETAI LED DESCRI PTI ON OF EXEMPLARY EMBODI MENTS FIG 1 is a bl ock diagram
showi ng a conputer network and comruni cation systemin which electronic
devi ces runni ng applications having access to associated privileges are
uses. The conputer network 18 includes, for exanple, various networked
conputers 28 and, optionally, a nessage server 26, all linked via a Local
Area Networ k (LAI% 38.. Tngﬂmi c,ﬁti on systemincludes a Wde Area
Networ k (WAN) 12 FdGupiisa 1agEwBIt BT aing vehanathes mgthed of sevlingr k
gateway 16 and the LAN 30 of the conputer network 18. The wi rel ess network
gateway 16 ipsivikges auenrding el ahother vkémbRes cadodineaat i on network 20 in
which a wreless nobile conmunication device 22 (hereinafter "nobile
device"), is configured to operate. The entire system 10 is typically
managed by, anong others, a systemadm nistrator or |ike authority 32. The
conputer system 14 may be a desktop or |aptop personal conputer that is
configured to ¢ j SERIAE TOANOE EXEMRIL AR ENMBOBEMENESor K,
such as, for exanple, the Internet. Personal conputers, such as the

conput er systenrid, | iyPh I ] i [Eﬁﬂl% : ice
Provider (1SP), Applicat F}gﬁ dég%i@?[ggﬁo&r@ idﬁﬁ@%&ﬂ%@%ﬂﬂ e. 'Ihh%ﬁﬁ) N 30
is an exanple. of .a typical working conmputer netwark _environnent, in which
mul tiple conpurerd %%P@C%H}%@?‘ga@% NBIEARBIRIONH BAVIRZASKBIH ©r net wor k
18 is typically located behind a security firewall 24, Wthin the LAN 30,
a nessage s@sveiiibpridieeatingsan Bheoompher nbehirikd 8 e lddasefm dxaddlemy

various networked computers 28 and, optionally, a message server 26, all linked
via a Local Area Network (LAN) 30. The communication system includes a Wide
Area Network (WAN) 12 coupled to a computer system 14, a wireless network
gateway 16 and the LAN 30 of the computer network 18. The wireless network
gateway 16 is also connected to a wireless communication network 20 in which a
wireless mobile communication device 22 (hereinafter “mobile device™), is
configured to operate. The entire system 10 is typically managed by, among
others, a system administrator or like authority 32.

The computer system 14 may be a desktop or laptop personal computer that
is configured to communicate with the WAN 12 or any other suitable network,
such as, for example, the Internet. Personal computers, such as the computer
system 14, typically access the Internet via an Internet Service Provider (ISP),
Application Service Provider (ASP),or the like,

The LAN 30 is an example of a typical working computer network

environment, in which multiple computers 28 are connected in a network. The
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act as the primary interface for the owner of the conputer network 18 to
exchange nessages both within the LAN 30 and with ot her external nessaging
clients via the WAN 12. Known nessage servers include, for exanple,

M crosoft Qutl ookTM Lotus NotesTM Yahoo! TM Messenger, AOL | nstant
Messenger, or any other client- server or peer-to-peer, or sinmlar

nmessagi ng ¢ h wvar|] ous ar I tect Messay recei ved t he
message ser\?gﬁlpfgere{’reiwaﬂg ﬂ%{}fp {lolo%t,e Sﬁ’é@ uﬁgﬁflre‘é(@]é@&ntwléé@ﬁ@ssed
in the received nessages, and are then accessed by a user through a

messagi ng cbﬂdﬁtwop@nmsagﬁgsemeaz@ etz Gy sttempider tohend dieeligivid] 24 may
nerely an exenplary description illustrating a client-server archi tecture

and in no t ess

suitable arc tectEﬁ Eﬁ%ﬁﬁﬂggb?ﬁlng&gicﬂ ﬁ%cﬁﬁq¥l 3W¥H%§§B%eﬁ§¥ﬂge

Al t hough on%y ZP ge .server_26 is shown in the LAN 30, those skilled in
the art wil Piesspges bosh withiathaLANBhandiwith oder oxtesraltpersagiol damiers
supporting resources that are shared between the networked conputer

systens 28, tRMWANAD. Kﬁ@wﬁﬂﬁé@ﬂ%e §&W¥ﬁr1ngﬁd@aﬁbr@]g(§§1pzé qm&esﬁ@@&d e ho

functionality, such as dynamc at abase storage fo ata suc
LN TRt S T e T
illustrative purposes only. Systens and net hods for managi ng and revoking
privileges $recrapiderdbipect,oraimildemeasypinotliattestitonindoesichirsetugesd are
inno way |limted to electronic devices with nessaging capabilities. 8 The
wirel ess gavrReped fedtitdd BHth& ek SieR bARE 26%:8 dMiFiBLEIS RIS K638 user

accounts addressed in the received messages, and are then accessed by a user

through a messaging client operating on a computer system 28. The foregoing is

merely an exemplary description illustrating a client-server architecture, and in no

way implies that such architecture is necessary, as other suitable architectures

known to those skilled in the art may be used.

Although only a message server 26 is shown in the LAN 30, those skilled

in the art will appreciate that a LAN may include other types of servers supporting

resources that are shared between the networked computer systems'28, and that

the message server 26 may also provide additional functionality, such as dynamic

database storage for data such as, but not limited to, calendars, to-do lists, task

lists, e-mail and documentation. The message server 26 and electronic messaging

are described for illustrative purposes only. Systems and methods for managing

and revoking privileges are applicable to a wide range of electronic devices, and

are in no way limited to electronic devices with messaging capabilities.
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t hrough whi ch nessages may be exchanged with a nobil e device 22. Such
functions as addressing of the nobile device 22, encoding or otherw se
transform ng nessages for wireless transm ssion, and any other interface
functions are perforned by the wirel ess gateway 16. The wirel ess gat eway
16 may be configured to operate with nore than one wireless network 20, in
whi ch case the reless gateway 16 al so determ nes a nost |ikely network
for locating a gilnvirgless geewayiléeprpzides dnpotesfack yo arwicklesobitherki@li ces as
users roam between countries or networks. The nobile device 22 is, for

exanpl e, a dabaghwhithheatdoRn rﬂ@’b@@xcl?a%ﬁ%th & PREBN %f\ﬁ%@@ld%%ﬁe’ a

dual - node communi cati on device such as y nodern cellular telephones

havi ng bot h ice co ni catjons,fupctionality, a nultiple-node
devi cg capagﬂgctt%flggg8%{@@?818&0%?181%%1@6‘{&!%&& €HFO ]@t&%ﬁﬁtb@l’["i@é@ns, IOa
personal digital assistant (PDA) enabled for wrel ess communi cations, or a

| aptop or Wer¥pupingompstages Syswiraless trananivsics] @88 anDdeler iNEYFAEOTIHERINS
systemwi th access to the WAN 12 may exchange nessages w th the nobile

device 22 t el t Al ternatjivel private
W rel ess ne%}re r kfbég{ég y@gsﬁgﬁlegfé#{r}véygg erﬁérlwgfg?esﬁrgia\%eﬁ Y im%ﬁ’c& (VPN)
routers could:be inplemented to provide a private interface to a wreless
network. A W“rfbguéggwr ButvEn mes thag ene wirelessectwark 20, pr whiabesasa the
private interface fromthe LAN 30 to one or nore nobil e devices such as 22

Eng ; og gh t hewitblest gatewigt Mpalso 28terifdd & Rt iiREIS TGSt PordlolRid § ofiayi ce 22
mobile device 22 and possibly track mobile devices as users roam between
countries or networks.

The mobile device 22 is, for example, a data communicatidn device, a voice
communication device, a dual-mode communication device such as many modern
cellular telephones having both data and voice communications functionality, a
multiple-mode device capable of voice, data and other types of communications, a
ﬁersonal digital assistant (PDA) enabled for wireless communications, or a laptop
or desktop computer system with a wireless modem.

Any computer system with access to the WAN 12 may exchange messages
with the mobile device 22 through the wireless network gateway 16.

Alternatively, private wireless network gateways such as wireless Virtual Private
Network (VPN) routers could be implemented to provide a private interface to a
wireless network. A wireless VPN router implemented in the LAN 30 provides a

private interface from the LAN 30 to one or more mobile devices such as 22

through the wireless network 20, A private interface to a mobile device 22 may
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al so effectively be extended to entities outside the LAN 30 by providing a
nmessage forwarding or redirection systemthat operates with the nessage
server 26. Such a nessage redirection systemis disclosed in United States
Patent No. 6,219,694, which is hereby incorporated into this application
by reference. In this type of system incom ng nmessages received by the
to a user of a nobile device 22 are sent

message server eﬁ?@gnd deresae& . :
t hr ough t he &% velepagxiendedh i entities oussidn dhe LAN BRhysrovERnESut er, t he
wirel ess gateway 16, or another interface, for exanple, to the wireless

network 20 amdsage fhievandiep' o redibédtRncenicde thad dpe el Wath (Bb hedsiakesdrager face
to a user's mail box on a nessage server 26 may be a Wreless Application

Prot ocol ( ) I WAP. gat e . a,list. of, nessages.in a
user's mail box %ﬁhﬁ]"\@%ﬁs@g 5%%19%%1%\%835 ,Isawg&ﬁ]ﬁ%% }rbﬁ{/‘lt@géﬁm@ﬁ@é%&} %r a
portion of each nmessage, nmay be sent to the nobile device 22. A wireless
network 20 AcL¥s094 vefich veherehy ssagperated htad this appboatinmby sefeomceddnithiias
such as the nobile device 22 via RF transm ssions between base stations

and,dovicesupENg s aSEoBl YL A0 s 0ty BIATEL Ry Ner o grgent 1

wireless network, a voice-centric ess -node net wor k

that can support both voice and. data comruni cations_over the same
infrastr uct%ffcﬁ.esselget@ean'ﬁeﬁ 03@&83%%3@%@@ kS senfdhiiehdbaavirglossneivaskil ti pl e

Access (CDVA) networks and General Packet Radio Service (GPRS) networks.
So-cal | ed tiiteriacegertbeas warel¢3 PNaowsrkhel witeleknpancas 1Baa anaties f or
A obal Evolution (EDGE) and Uni versal Mobile Tel econmuni cati ons Systens

o oo’ b P, I oA, FEENPRIBN nerote 20HRl Ao AL ABLIRWERice
22. Another alternate interface to a user's mailbox on a message server 26 may be
a Wireless Application Protocol (WAP) gateway. Through a WAP gateway, a list
of messages in a user's mailbox on the message server 26, and péssibly each
message or a portion of each message, may be sent to the mobile device 22.

A wireless network 20 normally delivers messages to and from communication
devices such as the mobile device 22 via RF transmissions between base stations
and devices. The wireless network 20 may, for example, be a data-centric wireless
network, a voice-centric wireless network, or a dual-mode network that can
support both voice and data communications over the same infrastructure.
Recently developed networks include Code Division Multiple Access (CDMA)
networks and General Packet Radio Service (GPRS) networks. So-called third-
generation (3G) networks like Enhanced Data rates for Global Evolution (EDGE)

and Universal Mobile Telecommunications Systems (UMTS) are currently under

development. Older data-centric networks include, but are not limited to, the

10



10 MobitexTM Radi o Network (" Mbitex"), and the DataTACTM Radi o Net wor k
("DataTAC'). Voice-centric data networks such as Personal Communi cation
System (PCS) networks, including Gobal System for Mbile Conmunications
(GSM and Tinme Division Miultiple Access (TDVA) systens, have been avail abl e
in North America and worl d-wi de for several years. FIG 2 is a block

di agr am of emplary wirel ’ ile.co ni.cat Lon rnedevi.ce as an exanpl e
of an el ect %ﬁ?@eﬁeﬁ%%pwaﬂggﬁ%au? ﬁ@@l‘%};oo adi NEWHE syst ens
and net hods di scl osed herein may be used with many different types of

devi ces, su€faeTa&r'Sonalicelcantrial daas abtstaRs sudPRBIrsodalsRompmanogtidrer s, or
the like. The nobile device 500 is preferably a two-way communi cation

devi ce havi ' . t ' i it . e
mobi o devi SoEanC GoaperaErs el SRR Mo BRR SRR e
conput er Syﬁé§g£an the Internet. Depending on the functionality provided
by the nobi néelinpg Divigism Maltipleidcesean{TBMA pspnted, havedseea ayailable
nmessagi ng device, a two-way pager, a cellular telephone with data

Tessaging caPNOIthi Ainesica anuii G ESadl RérelIetal JRBls, ance, or a data
communi cation device (wth or without tel ephony capabilities). As

Gevi cae. " The mobl T ait BleE3HBE el hER eEtmb el SUrOR ebile SoRuERuirbteasor
538, a display 522, non-volatile nenory 524, random access nenory (RAM
526, auxi | feifige phpuekanpiue! {1 Llektrdric doaicss Howaveeii shoupd bt 1Hd6rstaod
keyboard 532, a
that the systems and methods disclosed herein may be used with many different
types of devices, such as personal digital assistants (PDAs), desktop computers, or
the like.
The mobile device 500 is preferably a two-way communication device
having at least voice and data communication capabilities. The mobile device 500
preferably has the capability to communicate with other computer systems on the
Internet. Depending on the functionality provided by the mobile device, the
mobile device may be referred to as a data messaging device, a two-way pager, a
cellular telephone with data messaging capabilities, a wireless Internet appliance,
or a data communication device (with or without telephony capabilities). As
mentioned above, such devices are referred o generally herein as mobile devices.
The mobile device 500 includes a transceiver 511, a microprocessor 538, a
display 522, non-volatile memory 524, random access memory (RAM) 526,
auxiliary input/output (I/O) devices 528, a serial port 530, a keyboard 532, a

speaker 534, a microphone 536, a short-range wireless communications sub-
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speaker 534, a m crophone 536, a short-range w rel ess conmunications sub 11
system 540, and nmay al so include other device sub-systens 542. The
transceiver 511 preferably includes transmt and receive antennas 516,

518, a receiver (Rx) 512, atransmtter (Tx) 514, one or nore | ocal
oscillators (LGCs) 513, and a digital signal processor (DSP) 520. Wthin

t he non-vol at | ry. 524, .the bil.e device 500 inc es.a plurality of
sof t war e m)gt%ﬂg%l %néﬁfw ?lﬁatm%lgﬁ@ pher é%?é{kﬁ?tsé’@'wt@c%g%ﬁc &5‘6%@%@8@' 538
(and/or the DSP 520), including a voice conmunication nodule 524A, a data
comuni cat i 6d Ireliereblgiud@pdenttammit andirédeyve afitennhiies 1 QFd8atiropalen@IY)| es
524N for carrying out a plurality of other functions. The nobile device 500

is preferablsyra & kcat.i vy i LCE ta .
communi cati on 2canafiiter (IR Gl Sndf o oNHABH UGS ELIR dgisalrmy
communi cat e .oveL a voice_network, such as any of the analog or digital

cel l ul ar nef\RFRKBIOCEHPIARPPAISL0. I ithimihedton-voletileameaany dadwdraanoliie  voi ce

and data networks are depicted in FIG 2 by the comrunication tower 519.

These voi cedavide d80dnciativos SurdBly HescTRPAELahEIFIRIBAACSIAI0 hA&lwdHeks using
separate infrastructure, such as base stations, network controllers, etc.,

or they may i ated into a si e . wrel wor k. References to
t he net wor kejg%sltécgﬁgg{ledn}l%gpéqc(??%orﬁé%?dqu)’rﬁmb Fﬁ‘? @ﬁagf@mé‘?fﬁb%@ hEdth a
single voice and data network and separate networks: The communi cati on
subsyst em 5aaminieaip modoleniiiAcat éataicommineicatien wirdalS $94BThed DRRR20y i S
used to send and receive comuni cation signals to :
of other operational modules 524N for carrying out a plurality of other functions.
The mobile device 500 is preferably a two-way communication device
having voice and data communication capabilities. Thus, for example, the mobile
device 500 may communicate over a voice network, such as any of the analog or
digital cellular networks, and may also communicate over a data network. The
voice and data networks are depicted in FIG. 2 by the communication tower 519,
These voice and data networks may be separate communication networks using
separate infrastructure, such as base stations, network controllers, etc., or they may
be integrated into a single wireless network. References to the network 519
should therefore be interpreted as encompassing both a single voice and data
network and separate networks.
The communication subsystem 511 is used to communicate with the
network 519. The DSP 520 is used to send and receive communication signals to

and from the transmitter 514 and receiver 512, and also exchange control

information with the transmitter 514 and receiver 512. If the voice and data
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and fromthe transmtter 514 and receiver 512, and al so exchange control
information with the transmtter 514 and receiver 512. If the voice and
data 12 conmunications occur at a single frequency, or closely-spaced set
of frequencies, then a single LO 513 nmay be used in conjunction with the
transmtter 514 and receiver 512. Alternatively, if different frequencies
are utilize AERYIe{C icat hons versus data, communi cations or .t he
robi e dewt cOnEftELiGns CRAIE, SRR NEAGE B n BB el srEl SRS Hsicior k
519, then a plurality of LOs 513 can be used to generate frequencies

cor r espondi M1 &S bQEbHMmay heheseddnwonfunchog. wish theoumgismivier b4 endas 516,
518 are depicted in FIG 2, the nobile device 500 could be used with a
single ant engiwdIsict ukRerb oMt diffrenthidihchBiel WG R0 for (BLe and data
information, is comunicated t anci romt Commini cation o nodul e 511 via
a link between the DSP 520 and the m crooprocessor 538. The detail ed design
of the commtiAFCHTOH LTSRS gammypatians or {ag geohile drier 500 mpenndred
sel ection, power level, etc., is dependent upon the comunication network

519 in whi cfortdeenmohidadodewieroGhan snk MeanaRds 1D thaPephtrglitFFLexaml e, a
nobi | e device 500 intended to operate in a North Anmerican narket may

include a coypydi,cai | 11, designed to. operate with the
Mobi t ex or Dat aTAg n%cﬁ%%?ﬁg%fgé@(%hn?%%ic Ié&e?%%“ﬁ‘é%@%m?é é‘ﬁ%ﬁﬁl &%&e&‘é’?%ned to
oper at e vvit? ny %f a variety of voice communication networks, such as
AVPS, TDMA, k%w&}t pagh two@nteniie 5d s 5 48 athil¢mcavinddGs A0thermehdedevioer use
in Europe may be configured to operate with the GPRS data

500 could be used with a single antenna structure. Information, which includes

both voice and data information, is communicated to and from the communication
module 511 via a link between the DSP 520 and the microprocessor 538.

The detailed design of the communication subsystem 511, such as
frequency band, component selection, power level, etc., is dependent upon the
communication network 519 in which the mobile device 500 is intended to
operate. For example, a mobile device 500 intended to operate in a North
American market may include a communication subsystem 511 designed to
operate with the Mobitex or DataTAC mobile data communication networks and
also designed to operate with any of a variety of voice communication networks,
such as AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device 500 intended
for use in Burope may be configured to operate with the GPRS data
communication network and the GSM voice communication network. Other types
of data and voice networks, both separate and integrated, may also be utilized with

the mobile device 500.
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comuni cati on network and the GSM voi ce communi cation network. O her types
of data and voice networks, both separate and integrated, nay al so be
utilized with the nobile device 500. 13 Comruni cation network access
requi renents for the nobile device 500 also vary dependi ng upon the type
of network 519. For exanple, in the Mbitex and DataTAC data networks,

nobi | e devi ces ar i.stered on the network usi a_ unique jdentification
nunber associ at e(g’eO Vﬁ%hggﬁﬂgﬁgg}’%f _&CFRSS@@&EH&@F&&%@FW Wé’%ﬁem%ﬁséd
network access is associated with a subscriber or user of the nobile

devi ce 500. al8ocRRBdgpendieg upph thad typerodqeiwesk 51% uBscetdmeple] detits Mpbiedul e
("SIM), which is required in order to operate the nobile device 500 on a

GPRS  net wokkd De@&PA COlarhf %t?k&%!ﬁbﬁ%%@%&@fé I%Eiésg#f@&toiﬂqﬂé %\LQ%}P%%PE? e

operable, without the SIM t’he no evice I's unab out
functions invol Vi'H comuni cations over the network 519, other than any
legal Iy rebffi9Mead %& it mimbss @nsepdated prith epely destiess lo4PPRAglatanelyorkiy
required network registration or activation procedures have been

conpl et ed, hdvwevabinbevatviccessG9asdosiald &ifl0a SERMLriBBLHOF 8681 0faHE QRFRIN cat i on
signals, preferably including both voice and data signals, over the network

519. Sign : hV the. enna. 516 from the .co ni.cati on_network
510 are ot el Po0y R TS S i AR T B PR G e
anplificatign, frequency down conversion, filtering, channel selection,

etc., and rlayM"3ovBichur sequired isgréer todipgiratel the ombelesdanice 30@loag GBRE gi t al

conversion of the received signal allows :
network. Local or non-network communication functions (if any) may be

operable, without the SIM, but the mobile device 500 is unable to carry out
functions involving communications over the network 519, other than any legally
required operations, such as '911' emergency calling.

After any required network registration or activation procedures have been
completed, the mobile device 500 is able to send and receive communication
signals, preferably including both voice and data signals, over the network 519,
Signals received by the antenna 516 from the communication network 519 are
routed o the receiver 512, which provides for signal amplification, frequency
down conversion, filtering, channel selection, etc., and may also provide analog to
digital conversion. Analog to digital conversion of the received si gnal allows
more complex communication functions, such as digital demodulation and
decoding, to be performed using the DSP 520. In a similar manner, signals to be
transmitted to the network 519 are processed, including modulation and encoding,

for example, by the DSP 520 and are then provided to the transmitter 514 for
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nore conpl ex conmmuni cation functions, such as digital denodul ati on and
decoding, to be perforned using the DSP 520. In a simlar manner, signals
to be transmtted to the network 519 are processed, including nodul ation
and encoding, for exanple, by the DSP 520 and are then provided to the
transmtter 514 for 14 digital to anal og conversion, frequency up
conversion, 4 Ll i i.flcation and _transm ssi to the..co ni cation
etwor k- 510 S anGoe PR G Bl e soRTRMte Flfbae. rpufiahan ngd
shown for both voice and data communications, in alternative enbodinents,
t he nobil e @@RPEESSERDIMRY conuhumicatioh nepherkd ¥t viadhe ahteans GéBy exlithoughich as
a first transceiver for transmtting and receiving voice signals, and a

second tr anskeiy fhnd @iy TISTEAEAGoPRG FHEL ¥hddafilFnioiiAlidns Gh @ FITst
transcei ver configured to operate wthin afirs requency ang, and a
second transceiver (g:(gqnf i.%ur ed to operate within a second frequency band.

In additi ontEI5HEEE eps. Hsuabie davice s 08ingraincludgmubgResheingt so

provi des for receiver and transmtter control. For exanple, the gain |levels

applied totrensweivirsadichas i fiatianideitdigor eagimarinb badasskivimnaitéter 514
may be adaptively controlled through automatic garn control algorithns

Al S0 be i mot ERa A Face ety PRRERTChe ST bt Rl Y8HMsoth at ed
control of éP? transcei voenrf_ 51_1. The m croprocessor 538 preferably nanages
and cont r ol BI¥REngeRver ¢onlipeed to operafe withimafirstefrepiency ba0o, aivhayedonges of
m croprocessors or mcrocontrollers could be used here, or, alternatively,
a singl e DSras2RivedbdfiBBred to operate within a second frequency band.
In addition to processing the communication signals, the DSP 520 also
provides for receiver and transmitter control. For example, the gain levels applied
to communication signals in the receiver 512 and transmitter 514 may be
adaptively controlled through automatic gain control algorithms implemented in
the DSP 520. Other transceiver control algorithms could also be implemented in
the DSP 520 in order to provide more sophisticated control of the transceiver 511.
The microprocessor 538 preferably manages and controls the overall
operation of the mobile device 500. Many types of microprocessors or
microcontrollers could be used here, or, alternatively, a single DSP 520 could be
used to carry out the functions of the microprocessor 538. Low-level
commmunication functions, including at least data and voice communications, are
performed through the DSP 520 in the transceiver 511. High-level communication

applications, including the voice communication application 524 A, and the data

communication application 524B are stored in the non-volatile memory 524 for
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used to carry out the functions of the m croprocessor 538. Low | evel
communi cation functions, including at | east data and voi ce comuni cati ons,
are performed through the DSP 520 in the transceiver 511. High-Ievel
comuni cation applications, including the voice comunication application
524A, and the data comunication application 524B are stored in the

non-vol ati | . UL y.the meroprocessor 538. For
exanpl e, th?x\%ﬁgﬁggﬁﬁ%%ﬁ@g ?%(%éﬁﬁn;sgﬁ ? %2%&%9 tﬁpg@fc&ecognmu&hqq%wel user
interface ope((rﬁbl e to transmt and receive voice calls between the nobile
devi ce 500 aneduleplddamayyprevidenryghvered eserimiéface apeaatlsdo tenennkakd 9.
Simlarly, the data conmuni cati on nodul e 524B may provide a hi gh-1evel

user interf aseeiopeoiielllk VerweMthRIMGHIE A&GEL ¥DOYndat ural'r‘fg o oﬂ%rev’dfgée lt neen

nmessages, files, organizer information, short text ssage etc.

the nmobile i 0Q and a ality of other data devices via the

net wor k 519%#?%?%&%}63%’8955%-55@@?@5 D& BfneemmunitrtignHapdales %8
subsystens, such as the display 522, RAM 526, auxiliary |/O devices 528,

serial port mBg0prokedha high-1e58Pyses preekface bdrabia furaphding MmGrecaivit@dhtar ange
conmmuni cati ons subsystem 540 and any ot her device subsystens generally

desi gnat ed _ l.eg1.the. . - N,are executed by the
m cropr oces glg$15é%% ng%(qj nf\r?)éay r'S ’gglleg’e&?ﬁ}l%gﬁ hﬁ?g\%‘éﬁéﬁm& Fs tﬁégnﬁﬁ 8 né/tg., user
of the nobile device and the nobile device. This interface typically
i ncl udes a ?‘é‘fﬁﬁnégzP npehiodetice pPGendadhuratisy gh ottes dafasgevages B22heand an
i nput/ out put conponent provided through the auxiliary 1/0O devices

network 519,

The microprocessor 538 also interacts with other device subsystems, such
as the display 522, RAM 526, auxiliary J/O devices 528, serial port 530, keyboard
532, speaker 534, microphone 536, a short-range communications subsystem 540
and any other device subsystems generally designated as 542. For example, the
modules 524A-N are executed by the microprocessor 538 and may provide a high-
level interface between a user of the mobile device and the mobile device. This
interface typically includes a graphical component provided through the display

1522, and an input/output component provided through the auxiliary I/O devices
528, keyboard 532, speaker 534, or microphone 536. Additionally, the
microprocessor 538 is capable of running a variety of applications that may be
present in the device non-volatile memory 524, including applications that have
access to various privileges, as will be described in more detail herein.

Some of the subsystems shown in FIG. 2 perform communication-related

functions, whereas other subsystems may provide "resident" or on-device
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528, keyboard 532, speaker 534, or mcrophone 536. Additionally, the

m cr oprocessor 538 is capable of running a variety of applications that nmay
be present in the device non-volatile nmenory 524, including applications
that have access to various privileges, as will be described in nore
detail herein. Sonme of the subsystenms shown in FIG 2 perform

conmmuni cat i n-relatﬁi(8 functions, whereas other subsystens may provide

"resi dent" GMEIRIgevYLaPYesqmnsEbBEMNSLED Ry kewomasd SuBpst dipplay i2nas
keyboard 532 and di splay 522 may be used for both commrunication-rel ated

functions, beubedsordiitkcongninit&idn-rEIESARRNCHOfs, ETEANENEHSHAR OMRT nRssialed
communi cati on network, and devi ce-resident functions such as a cal cul at or

or task |i st 4 . type, functions,. rati ng,system sof t ware used
by the ni cr%oﬁﬂé%rﬁe%é@ggrlogggeﬁ %Hggaeqomgwahgp%gwog aﬁdﬁléyg:ieérteé D5t ore such
as the non-volatile nmenory 524. In addition to the operating system and
conmuni cat i BickedsSeeh 594 palplatoreomiask Vist ait dther RBotype fiddtions. i ncl ude a
file systemfor storing data. The non-volatile nmenory 524 may al so include

data stores for @fd@%tirﬂg‘”sfﬁfegxg%%a?é‘gﬁ%&e%%&ﬂ%gﬁogrg@%tig ‘ﬁ?efe%rats}ﬁy

operating system “specifi'c device ap 'ons or or “par

t her eof , m%é be. tenporarily loaded into a volatile store, such as RAM 526
for faster S ff@?’é}tqﬁ Sispgit stare such at B pen-velatilhmeanoy w24 Juadditey tathso be

tenporarily stored to RAM 526, before permanently witing themto a file
syst em | ocatpedafing sydtemnont coh@unl@tivarodulz2 424 AN, temotphaldtle nimndry 524
may be inplenented, for exanple, with Flash nenory, non-volatile RAM or .
battery 524 may include a file system for storing data. The non-volatile memory 524 may

also include data stores for owner information and owner control information.

The operating system, specific device applications or modules, or parts thereof,

may be temporarily loaded into a volatile store, such as RAM 526 for faster

operation. Moreover, received communication signals may also be temporarily

stored to RAM 526, before permanently writing them to a file system located in

the non-volatile memory 524. The non-volatile memory 524 may be

implemented, for example, with Flash memory, non-volatile RAM, or battery

backed-up RAM.

An exemplary application module 524N that may be loaded onto the

mobile device 500 is a PIM application providing PDA functionality, such as

calendar events, appointments, and task items, This module 524N may also

interact with the voice communication module 524A for managing phone calls,

voice mails, efc., and may also interact with the data communication module 524B

for managing e-mail communications and other data transmissions. Alternatively,
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backed-up RAM An exenplary application nodule 524N that may be | oaded onto
the nobile device 500 is a PIMapplication providing PDA functionality,
such as cal endar events, appointnments, and task itens. This nodul e 524N
may also interact with the voice comunication nodul e 524A for managi ng
phone calls, voice mails, etc., and may also interact wwth the data

conmuni cat i e 524B.. f managi ng_e-nail. co i cati.ons, and, ot her
data trans mggsﬁﬂé;fu%?&oggﬁ%&}gw o1 ugcating W%ﬂ?i%gﬂél ?I%@/at?fdactﬁe voi ce
comuni cati on nodul e 524A and the data communication nodule 524B may be

i ntegrated FomsurheatRInMnoduls 824 Brmyrennvegrated lirtonthedt) hkiyde ef er abl y
provides a file systemto facilitate storage of PIMdata itens on the

device. The PIM LG &t i . il d
Coteive data | tesnenoRRdIAeRRGhEER MY plAELIFRo AR SRIC HfemioTRIRAES, |
es. 524A, 524B, via the wireless network 519. The

data comuni cati OQ}]%MH'@ i | es: _
Pl M dat a it P& teaiays en e dewps. TheddMheeplicatipacpiebmpbldnaldes
updated, via the wireless network 519, with a correspondi ng set of data

itens stort abiligsecendted ryddite datioims @IRLE BY iSYIF! &Mn ddMfERRIoCHEAL i Ng a
mrrored systemfor data itens associated with a particular user. Th

e
the mobi e HEviie SHORA Bt RRGE BRT B4 R e RV TS  aelh &k 00
530 of the pobile device 500 to a serial port of the host system The
serial port31%536herRiMadata itsmsume greferabiy seambpaslerintagratedns yrohramded wndr
control information ' .
updated, via the wireless network 519, with a corresponding set of data items
étored or associated with a host computer system, thereby creating a mirrored
system for data items associated with a particular user.
The mobile device 500 is manually synchronized with a host system by
placing the mobile device 500 in an interface cradle, which couples the serial port
530 of the mobile device 500 to a serial port of the host system. The serial port
530 may also be used to insert owner information and owner control information
onto the mobile device 500 and to download other application modules 524N for
installation on the mobile device 500. This wired download path may further be
used to load an encryption key onto the mobile device 500 for use in secure
communications, which is a more secure method than exchanging encryption
information via the wireless network 519.
Owner information, owner control information and additional application

modules 524N may be loaded onto the mobile device 500 through the network

519, through an auxiliary I/O subsystem 528, through the short-range
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onto the nobile device 500 and to downl oad ot her application nodul es 524N
for installation on the nobile device 500. This wired downl oad path may
further be wused to |load an encryption key onto the nobile device 500 for
use in secure comunications, which is a nore secure nethod than
exchangi ng encryption information via the wireless network 519. Owner
infornationC owner. control information and additional application nodules
524N may be PURHBHCHIN SUREY eI, qeiirereinany pHics seHaklps uhexsigRo425 and
through an auxiliary 1/0O subsystem 528, through the short-range 18

conmuni cat i stalkdigys uemif4he non-vobatde gherasyy $1h6r RANISDS|, eSiboad biiny 542,
and installed by a user in the non-volatile nmenory 524 or RAM 526. Such

flexibility;,d i ¢atlon: 1.0 |.at] i.nereases.t.he functi onald of the
b 1o devy e RUGRERA BRI BRI b QS GRTE D VPl TE SRR 300 e
communi cation-rel ated functions, or both. For exanple, secure

comuni cat i BAY AppYide snpaneechen-devigd fenetiast eanimunicadiomeredased dwedticonsoand

ot her such financial transactions to be performed using the nobile device

500. When thehorlegah@Vd, 66c®RQdngmARREAbA ﬂg?ﬁ%ht%en%%@y- B mode,

a received signal, such as a text nessage page own} oad, wll be
processed the transceiver 51l and_provided to.the m croprocessar 538,

whi ch pref e‘%’ﬂﬁrk‘?mefmﬁg?s ?ﬁ%eagﬁ‘gégéh BRI L aCUP G D3 DAL OIRFASIEG t he
di splay 522, or, alternatively, to an auxiliary I/O device 528. Omner

i nf or mat i orihe owidte dwice 600. i nf or mati on, commands or requests related to
owner information or owner control

When the mobile device 500 is operating in a data communication mode, a

received signal, such as a text message or a web page download, will be processed
by the transceiver 511 and provided to the microprocessor 538, which preferably
further processes the received signal for output to the display 522, or,
alternatively, o an auxiliary I/O device 528. Owner information, owner control
information, commands or requests related to owner information or owner control
information, and software applications received by the transceiver 511 are
processed as described above. A user of mobile device 500 may also compose
data items, such as email messages, using the keyboard 532, which is preferably a
complete alphanumeric keyboard laid out in the QWERTY style, although other
styles of complete alphanumeric keyboards such as the known DVORAK style
may also be used. User input to the mobile device 500 is further enhanced with
the plurality of auxiliary I/O devices 528, which may include a thumbwheel input

device, a touchpad, a variety of switches, a rocker input switch, etc. The
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information, and software applications received by the transceiver 511 are
processed as described above. A user of nobile device 500 nay al so conpose
data itens, such as enmil nessages, using the keyboard 532, which is
preferably a conplete al phanuneric keyboard laid out in the QAERTY style,
al t hough other styles of conplete al phanuneric keyboards such as the known

DVORAK style ma |.so .be used. User input to the nobile device 500 is
further enh&ﬂ@d}gﬁﬁ?{iﬁla ifq1es PnyE BY iths ugsr age $han wansmhitied gver 8 528, whi ch

may include a thunbwheel input device, a touchpad, a variety of swtches,

a rocker i npommswiitatiion s¢tovorfidd 9492 cdopasedivdatsali tens i nput by the user
are then transmtted over the communication network 519 via the

transcei ver 511. i€ hG 0.ls.operati in a voice

communi cati on nmyg‘,q &pﬁﬁgﬁ ggggg}iﬁcg%épdgpg%a&flgﬁﬁ@ MBI F@mgggpg%u%@oldg,
substantially sim]ar to the data node, except that received signals are
out put to tHE apsak epertiongidhe mablesdayied §00 fsosubstantiatiy sentlar & theghber at ed

by a m crophone 536. In addition, the secure nmessaging techniques

descri bed ahpide, Bx @k tmtreétﬁ{i&ﬁﬁgﬁhﬂsh@%uﬁ@)ﬁ I BEk dRaKO 554 AL@TOUR GALIONS-

Al ternative voice or audio 110 devices, s as a‘voi ce nessage recording
voi b or aul QiR e oo g UGBl PORANE e bugh NS BB, ¢ he
di splay 522 nmay al so be used to provide an indication of the identity of a
cal i ng parmgssagieg thehaiques defcribedoitmeecal ght not netdsedri ydiecepsladd toraliat ed
information. For exanple, the mcroprocessor 538, in conjunction with the
vol ce comimunications. Alternative voice or audio I/O devices, such as a voice message
- recording subsystem, may also be implemented on the mobﬁe device 500.
Although voice or audio signal output is accomplished through the speaker 534,
the display 522 may also be used to provide an indication of the identity of a
calling party, the duration of a voice call, or other voice call related information.
For example, the microprocessor 538, in conjunction with the voice
communication module 524A and the operating system software, may detect the
caller identification information of an incoming voice call and display it on the
display 522.
A short-range communications subsystem 540 is also be included in the
mobile device 500. For example, the subsystem 540 may include an infrared
device and associated circuits and components, or a Bluetooth or 802.11 short-
range wireless communication module to provide for communication with

stmilarly-enabled systems and devices. Thus, owner information insertion, owner

control information insertion, and application loading operations as described
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comuni cati on nodul e 524A and the operating system software, may detect the
caller identification information of an incomng voice call and display it
on the display 522. A short-range comuni cati ons subsystem 540 is al so be
included in the nobile device 500. For exanple, the subsystem 540 nay
include an infrared device and associated circuits and conponents, or a

Bl uet oot h or .11 short- range wirel ess. co ni cation nodule to provide
for comuni @QS?%W% lg%enai}llqd ?%ﬂfeymé’%ﬁﬁl Hl@yﬁgg‘ﬁﬁ thserepd\nores30 phatder owner
information insertion, ower control information insertion, and

appl i cat i onshoddbnge opanmmicitmnasublemsrhifed, 20 above may be enabl ed on the
nobi | e device 500 via the serial port 530 or other short-range

comuni cations s Y- ELGa: e ) eci fic exanple of an
cl ectron ¢ dovi oo b2upierctas aspeeitt CRBIE T s oA At viohtt Hauh Peff
herein may be inplemented, |nplenentation of such systens and nmethods in

ot her el ect FOMI Y yslameandmgthagls degeribed heteswmay berimfilefentast conponent s
than those shown in FIG 2 would occur to one skilled in the art to which

this appli chhplmaestici oSsuhtyafeind Med Bledh&s iﬁﬁﬂ&érﬁtgé&iﬂoﬁie cf%@ié@s B8yt he

scope of the present application. FIG 3 is a flowdiagramillustrating a
hi o exarpl B ek Rl L PRy ORR R e s SRR G o) B oeiedOmay
be shut down. \Wen the application is restarted, access to revoked
privil eges 949 $killed dreticedt ta whigtdénis applietpntpeaaknsadnd are therefore

| considered to be within the scope of the present application.

FIG. 3 is a flow diagram illustrating a method of revoking privileges
according to an exemplary embodiment. In this example, an application having
privileges that are to be revoked may be shut down. When the application is

 restarted, access to revoked privileges will be denied. In order to keep track of
which applications need to be shut down and reset, the system must keep track of
which applications have access to which privileges. To accomplish this, for
example, the system monitors and detects use of privileges by applications 300.
The system may record an application identifier associated with a particular
application and which privilege has been accessed by the application 302. This
may be accomplished in any number of conventional methods that are readily
apparent to those skilled in the art. For example, a data table listing the
application identifier and having pointers directed to privilege(s) accessed by the
appiication or associated with the application identifier. The system then

continues to monitor the system for any change, for example, a change in IT
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whi ch applications need to be shut down and reset, the system nust keep
track of which applications have access to which privileges. To acconplish
this, for exanple, the systemnonitors and detects use of privileges by
applications 300. The systemmay record an application identifier
associated wth a particular application and which privilege has been
accessed by t(ﬁ@ application 302. This may be acconplished in any nunber of
convent i onal PHEYhUEL MEERE reswlE 1h & seiyoqption s s biileges 30hoSe lorgias @@ susht he
art. For exanple, a data table listing the application identifier and

havi ng poi ntekasgdisrdet¢aed frodgeibionlRae S04,a66 5586 LIRS (GRRbi&RKEN OF
associated with the application identifier. The systemthen continues to

nonitor the . for. .any. . .for. exampl.e, a change in I T 21 policy,
that night rkéégﬁlﬁml{r??gpﬁgv%@g}%%gﬁ %FO%?ﬁeaiﬂrgB’dgge%OA So long as no such

change is detected in decision block 304, the system continues to nonitor
and keep track &paippieieetionat aahdngs St natdd rgsuiiinl regesatidipainpraviteteect i on
of a change that would result in revocation of privileges being accessed

by appl i cat being dddei g by RPalYnd ﬁ?th@%gist%h%\é ?ﬁfﬁ&ﬁ%bl@&ﬁg@gé}ssuchfal%r

exanple, a change in I T policy, a conparison e recorde ata relating

to the accg%sedgﬁ)rli vi l.eges W hhcﬁ listing of the new privileges is
performed 308 “FEPeAdimEs IndiPalics a camnsrispaohithe respsdethdatagelséinatied
accessed privileges recorded in step 302 are conpared to the new privil ege
list, or tothe adcessedfprielegkeifira Visting e the3bw pAvelcghanRyas{lnsUseRARGer ei n
are typically instituted and adm nistered by a system adm nistrator or

ot her aut hogtdniphth N8R 18 it dil ¥nd %so%?eﬁé@%&@e@sgcplqrivileges recorded in
step 302 are compared to the new privilege list, or to a list of revoked privileges
306. The changes discussed herein are typically institufed and administered by a
system administrator or other authority who has responsibility for operation and
management of the system.

As aresult of the comparison 306, each application that has accessed a
privilege(s) to be revoked is identified 308 by the system. Upon identification of
these applications, the system implements a shut down of these identified
applications 310. When these applications are restarted 312, the applications will
not have access to any of the revoked privileges. The system will continue to
monitor and detect the acéessing of privileges and associated applications as
described above.

In another embodiment, as illustrated in the flow diagram of FIG. 4, a
device reset may be performed, According to this example, all devices in the

system are monitored 400. A system administrator or other authority specifies, for
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managenent of the system As a result of the conparison 306, each
application that has accessed a privilege(s) to be revoked is identified
308 by the system Upon identification of these applications, the system
i npl enents a shut down of these identified applications 310. \Wen these
applications are restarted 312, the applications will not have access to
The systemw || continue to nonitor and

any of the revg}g()(jd pri v'hl eq}es. ) ) Y I
det ect the &&¢ MB%W PHEVET thsge & aRbangsdssysteaupaliey thehre@Hsesagvocation
descri bed above. In another enbodinent, as illustrated in the flow di agram

of FIG 4, arclengoenrmbalegomyiODealpestiossmithe AGRAINNG bOrdsai sogxanpl e, all
devices in the systemare nonitored 400. A system adm ni strator or other

authority speghLfi fQr, | e,..that whenever there is a.change in
syst em pol |g§e%'l[3{§% chﬁﬁihrcéébﬁégg@ﬁqyg m%‘? a kheNGedatent gy F‘\??@tﬁé’éé" %?,theall
devices in the system nust be reset 404. Resetting the devices brings the
system to aSK¥euwnkaavat which applicatisnmbave acoski thwhivd privisdgemtkrmaghowhibeh
appl i cations have access to which privileges throughout the system Upon

restarting these. aUpbi Eésftdrﬁﬁ% HQ8 ;?@ii@étié&ezldlﬁé@t%etph%%@Ice”i%é%} A€ o

applications will no | onger have ess to any o e revoked pri w?eges.
According t thia]% exaln a device reset may be instituted any tine the

. | e, 20,
system adnf® liGarans Wil nd longer R3Ye 2rcerssta anyneiche gy gkadpidvilegss. For
exanpl e, a device reset may be done whenever a new policy that includes
privilege r é@o@ahng)m itss exaraplet atdediceAssdt Mep bk institied 239! titht Ohe BR¥einvoke
numerous (potentially :
administrator or authority deems it necessary to do so. For example, a device reset
may be done whenever a new policy that includes privilege revocation is
instituted. As a result, this solution may invoke numerous (potentially
.unnecessary) device reset events that may be infrusive and inconvenient for the
users. However, this embodiment provides very robust and timely privilege
revocation, and is thus suitable to highly secure systems where privilege
management is more important than user convenience.

Turning now to FIG. 5, another advantageous embodiment implementing
features of both embodiments described above with respect to FIGS. 3 and 4 is
illustrated. According to this example, aspects of the previously described
embodiments are combined to provide highly effective and timely privilege
management and revocation. In this example, the system administrator or
authority has no actual control over when a device is reset. The administrator or
authority merely manages the privileges of the system and of particular

applications. The device itself is responsible for resetting as needed.
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unnecessary) device reset events that may be intrusive and i nconveni ent for
the wusers. However, this enbodi nent provides very robust and tinely
privilege revocation, and is thus suitable to highly secure systens where
privilege managenment is nore inportant than user convenience. Turning now
to FIG 5, another advantageous enbodi ment inplenenting features of both

enbodi nents descri bed above with respect, to FILGS. 3 and 4 | il l.ustrated.
According to thidf @%&%F@ﬁ%‘@%%&%%?ﬂqm@rw@%w {radest pt heade s Baerant s
are conbined to provide highly effective and tinmely privilege mnmanagenent

and revocat peress o vthicls pexdegdset00;, had sylsg @ﬂp&ﬂﬂe%éﬁdﬂh@deﬁbe iauehas02y has
no actual control over when a device is reset. The adm ni strator or

thorit | i Vi tihe..syst d of tiGul
ool 1 cat] onsre TRECRIIELo b QupetO A ol o BpY PO R B B eBlel 26
In this exanple, the device npnitors which agpl i cations of the device have
access to wHEHYSEIR 90 e dbthesp, naaplerngel dajeaied pP4 bk dgeisefoontinhes tevi ce i s

kept 602. The device nonitors whether policies or application control

changes ar emisaiter hppliédl%rﬁ)éﬁﬁ%ﬁ%“log'd‘f grpgfe et forfe @[Q@i@gfg(ﬂ%?gt e, 604,

t he device continues to nonitor applic ns and keep a log of privileges

for the device 600, 602. |f h ' licy, . j cati trol i
ot ect ed | reIChER 6881 iog by Ceufah Sealns Aol Bre gt P B alAkue boen

revoked for which applications by conparing the old set of privileges in
the | og wi tdetemaingewiteh pofvilpgésvhdedesen regoked fut Wiicmapbhcatysissiny
adm ni strator 606. The device then determnes if any .

- comparing the old set of privileges in the log with the new set of privileges
received from the system administrator 606. The device then determines if any
revoked privileges are present on the device 608, If revoked privileges are
detected, e.g., if an application has accessed a privilege at ény time in the past that
has now been revoked, the device will reset 610. As described above, resetting the
device brings the system to a known state in which all applications and privileges
are known. After the device is reset 610, it is restarted 612, Upon restart 612, the
device applications will have access to the correct privileges. Advantageously, if
no revoked privileges are detected in step 608, the device performs another check
to ensure that no privileges that have been passed between application have been
missed. As explained above, for some privileges, e.g., IPC, it cannot be
determined whether a privilege has been used as a result of being passed from
another application. To overcome the potential for missing revocation of

privileges when applications pass privileges between themselves, the system

checks for privileges that are able to be passed between applications (e.g., IPC)
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revoked privileges are present on the device 608. If revoked privileges are
detected, e.g., if an application has accessed a privilege at any tine in

t he past that has now been revoked, the device will reset 610. As

descri bed above, resetting the device brings the systemto a known state
in which all applications and privileges are known. After the device is
reset 610, it ,is.restarted 612. Upon restart 612, the devi.ce appli.cations
Wit have ablbslf § BT SHal Bibigto e ragied bealioah BRGNS 19V ORRd Faboked
privileges are detected in step 608, the device perforns another check to
ensur e t hat ampapplicitiongespatdlats diaifehd ewtemdns eldtdreddvwban tiepgbplaationhasave
been m ssed. As expl ai ned above, for sone privileges, e.g., IPC it cannot

be determ : iMid gOe I [

passed 1 romasaepae iRt alh AR BRI ERL O R b ihs Biofubihg
revocation of privil e%es when applications pasqsdagri vil eges bet ween

t hensel ves, KRoRen${aie.o ilte essiiang, dhe deviee ietpstartadan 122 ead awillene s Hsee fas sed
bet ween applications (e.g., IPC) 24 614. |If a privilege that is able to be

passed bet weey 1aReldcedds t0MBe bortQvYRKAhges OM (RDYnARBL | FedldOftsel RUabA]ess of
if the system has detected that the application has ‘accessed the privilege

614, the deyice nust.be reset 610 to pring the systemto a no st at e.
After reset?q ng,fopﬂ%d &’i\‘?flé’éc?%smfyeéﬁlé% ﬁ’é(’é‘lu’g& ghe %‘Hég% qr)rﬁ TeRB\Y aﬁ]glvfé)wlﬁg ey y
have access to the correct privileges. In this manner, device reset wll
only be pepbbiemassidatcdadtspaviegdsithst o mhdétaget imenatbar abilityeésées and
solving the problem associated with .privileges that go undetected due to

their abil iﬁ@ésé&b%eegaa%%gga@@ﬁs\{\een appl i cations.
While this disclosure describes specific exemplary embodiments, it is
evident that many alternatives, modifications and variations will be apparent to
~ those skilled in the art. Accordingly, the exemplary embodiments described
herein, are intended to be illustrative, not limiting. Various changes may be made
without departing from the true spirit and full-scope of the invention, as defined in

the following claims.
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VWhile this disclosure describes specific exenplary enbodi nents, it is

evident that many alternatives, nodifications and variations wll be
apparent to those skilled in the art. Accordingly, the exenplary
enbodi nents described herein, are intended to be illustrative, not

limting. Various changes may be nade w thout departing fromthe true
spirit and full scope of the invention, as defined in the foll ow ng
claims. 25 WHAT IS CLAIMED I'S: 1. A nethod for nanaging privil eges
associated with applications in an electronic system conprising:

moni t ori ng W&lAE ¢S JIAIMEDelSect roni ¢ systemto detect use of privileges by
applications (300) being run by any of the devices of the electronic
system recordi ng which applications have accessed which privileges (302);
detecting a change in privileges (304) of the system conparing recorded

privil eges (306) previousl ccessed by, applicatjons wth set of

privil ege changes; i@eWFMfﬁén};ﬁWg‘&r& 'F"P@@@%aﬁ%cﬁéedr‘é%l@éﬁﬁl‘%aéﬁ’élf Haked on

a result of said conparing step (306); when a privilege to be revoked is

i denti fi ed clestnonid sygtednwonzrisizggpl i cati on that has previously accessed the

revoked privilege (310); and restarting any application that was shut down

for having accessed @onitoring devices in the electronic system to detect use of

privileges by applications (300) being run by any of the devices of the electronic
systermn,

recording which applications have accessed which privileges (302);

detecting a change in privileges (304) of the system;

comparing recorded privileges (306) previously accessed by
applications with a set of privilege changes;

identifying any privileges to be revoked (308) based on a result of
said comparing step (306);

when a privilege to be revoked is identified, shutting down an
application that has previously accessed the revoked privilege (310); and

restarting any application that was shut down for having accessed a

revoked privilege (312).

2. A method according to claim 1, wherein said step of recording,
comprises:
storing an application identifier associated with an application that
has accessed a privilege; and
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revoked privilege (312). 2. A nethod according to claim1, wherein said
step of recording, conprises: storing an application identifier associated
with an application that has accessed a privilege; and 26 associating said
identifier with the privilege accessed by the application. 3. A nethod
according to claim2, wherein said recording is stored in a data table
listing the application identifier and privileges associated therewith. 4.
A nmet hod according to claiml, wherein said set of privilege changes
conprises privileges to be revoked. 5. A pethod accordin o claim1l,

wherei n said set of ﬁﬁoﬂaltlé‘ﬁéaldc’ﬁlﬁﬁ’ijg@' WG B@ﬁ%ﬁq 4%%8%6%&&%“
privileges available for use, and does not include privileges to be
revoked. 6.appliosidnod according to claim1, wherein said devices conprise a
wirel ess nobile electronic comruni cation device. 7. A method according to
claim1l1, further conprising continuously repeating the steps. 8. A nethod
according to claiml, wherein said change in privileges is a result of a

h i t I T ligcy. 27 .. . . ) . .
change 1n sys ery onmle%d according to claim 2, wherein said recording is stored 1n a

data table listing the application identifier and privileges associated therewith.

4. A method according to claim 1, wherein said set of privilege

changes comprises privileges to be revoked.
5. A method according to claim 1, wherein said set of privilege
changes comprises a listing of all privileges available for use, and does not include

privileges to be revoked.

6. A method according to claim 1, wherein said devices comprise a

wireless mobile electronic communication device.

7. A method according to claim 1, further comprising continuously

repeating the steps.

8. A method according to claim 1, wherein said change in privileges is

a result of a change in system IT policy.
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9. A nethod for managing privileges in a systemconprising a plurality of
el ectroni c devices, said nethod conprising: nonitoring, by each device of
the system which applications on each device have access to which
privileges (600); recording privileges accessible via applications resident
on each device of the system (602); detecting a change in privileges (604)
available to said devices in said systenm conparing an old set of
privileges with a new set of privileges (606), said new set of privileges

correspondi ng tq, sai d, chan in privileges:; determ ning if. an i vi.| eges
are Lo be revoked (605 HAELE" SHITEEIE PROHSS FLaREoe i § PRSKRCh
device (610) that has access to g@(g)ri vilege that is to be revoked;

det er m ni ngfveatieaic dewicqsr paiil negjeed compeisingvoked are able to be passed
bet ween applications (614); and when a privilege to be revoked is able to

be passed between ap@diiino0B$ cadle8&litd POIRAGHHEIGEL hPFicalidas agcess to
said privilege (610). 10. A nethod according fo claim9, wherein said

change |1 BEGHULPERy|soited ESpLPRI BFIFIRILD DLoCeT T poLi ey 28 31 A

recording privileges accessible via applications resident on each
device of the system (602);

detecting a change in privileges (604) available to said devices in
said system;

comparing an old set of privileges with a new set of privileges (606),
said new set of privileges corresponding to said change in privileges;

determining if any privileges are to be revoked (608) based on said
comparison (606);

resefting each device (610) that has access to a privilege that is to be
revoked;

determining whether any privileges to be revoked are able to be
passed between applications (614); and

when a privilege to be revoked is able to be passed between

applications, resetting each device that has access to said privilege (610).

10. A method according to claim 9, wherein said change in privileges is

a result of a change in system IT policy.
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includes an indication that privileges are to be revoked. 1.2. A nethod
according to claim9, wherein said step of resetting said electronic
devices brings said systemto a known state. 13. A nethod according to
claim12, further conprising restarting said electronic devices after said
devi ces have been reset (612). 14. A nethod according to claim9, wherein
said electronic devices include a nobile wreless communi cations devi ce.
15. A system for managing privileges in a network conprising a plurality

f elect ic devi ) [ ter i Si ng:; r (538
Cesident i n oach oviibBXROd RESLRE T, Hsk DGR REY CHDIBE Rt | ons

on each device have access to which privileges; a nenory (524) for

recordi ng pRFldeegendacteaghal privilegeappl todwmtriconlsed. r esi dent on each devi ce
of the system and wherein said processor is operable to: detect a change
in privileges available to said devices in said system conpare an old set
of privileges with a new set of privileges, said new set of privileges

correspondi ng t qssai &N in privileges, 29 determne if any privileges
are to be revokg‘g ‘ bagséﬁgg}h&ﬁaaﬁcarﬁ%iﬁ)gﬁﬁgﬁ)ﬂW%@boé?;galrdeséeéjt 0%‘5’5%“55\??1& t hat
has access to a privilege that is to be revoked; and

electronic devices brings said system to a known state.

13. A method according to claim 12, further comprising restarting said

electronic devices after said devices have been reset (612).

14. A method according to claim 9, wherein said electronic devices

include a mobile wireless communications device.

15. A system for managing privileges in a network comprising a

plurality of electronic devices (500), said system comprising:

a processor (538) resident in each device of the system; for
monitoring which applications on each device have access to which privileges;

a mermory (524) for recording privileges accessible via applications
resident on each device of the system; and

wherein said processor is operable to:

detect a change in privileges available to said devices in said systen,

compare an old set of privileges with a new set of privileges, said
new set of privileges corresponding to said change in privileges;
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determ ne whether any privileges to be revoked are able to be passed
bet ween applications, and when a privilege to be revoked is able to be
passed between applications, resetting each device that has access to said

privilege. 30

determine if any privileges are to be revoked based on said
comparison (606};

reset each device that has access to a privilege that is to be revoked;
and

determine whether any privileges to be revoked are able to be passed
between applications, and when a privilege to be revoked is able to be passed

between applications, resetting each device that has access to said privilege.
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