
EP 0 308 150 B1 Description This invention relates to a method of
communicating digital signals and a receiver for use with such method
particularly, but not exclusively, applicable to the communication of
digital video signals via a 5    passive optical network. CATV systems
have, to date, used analogue transmission schemes because the cost of
digital equipment and the bandwidth required for transmission is high but
use of digital techniques in television receiver design is increasing with
a/d conversion at the input to a single digital processing integrated
circuit. Digital encoders are now becoming available which have the
potential for low-cost implementation and 10  which provide a picture
quality that compares favourably with off-air reception. Among the benefits
of digital transmission to users are guaranteed picture quality, the
possibility of adding new services to receivers equipped with more advanced
digital signal processing, the elimination of the requirement for a/d
conversion. Until now the extensive use of digital transmission has been
limited by bandwidth and cost constraints of the copper network. However
new, low-cost broadcast optical networks are emerging which 15  allow a
mixture of services to be provided by time domain or wavelength domain
multiplexing (TDM or WDM) on an evolutionary basis. The speed limitation of
the electronic components connected to the network rather than the network
itself is now the limiting factor on the digital channel capacity per
wavelength. Recent papers entitled 'Single mode optical networks' by Payne
D. B. and Stern J. R. Proc. Globecom'85 and 'Technical Options for Single
Mode Local Loops - TDM or WDM?' by Payne D.B. and 20 Stern J.R. Proceedings
of ECOC 1986, Barcelona have discussed the merits of multiple access local
networks based upon passive optical networks which use power dividers to
serve a large number of customers. These include the possibility of
broadband transmission on a single carrier and upgrading via wave division
multiplexing (WDM). Whilst WDM would provide one solution to this problem,
TDM seems more attractive because only a single transmitter is required. 25
The passive, multiple-access architecture has a number of operational
advantages as discussed in the paper on single mode optical networks
referenced above. The need for cables with a large number of fibres near
the head end is reduced, it is more reliable and easier to maintain than a
network with active switching at splitting nodes, and it is possible to
upgrade the network as wavelength multiplexing components become available.
These networks are most cost sensitive in the customers' final drop and
equipment as 30   the cost of the head-end is shared by all users. An
objective of the present invention is to provide a method and a receiver
for use with such a method whereby customers can access a large number of
digital TV channels in a way which can reduce the cost of customer
equipment by eliminating the need for digital circuitry operating at the
multiplex rate. US patent No. 3,649,915 (Mildonian) discloses scrambling a
plurality of digital video signals, multiplex- 35  ing the scrambled
signals, converting the multiplexed signal to a multilevel signal and
transmitting the multilevel signal via a microwave radio relay transmission
facility. The digital signals are recovered in receivers by an inverse
process in which a demultiplexer must operate at the bit-rate of the
transmitted multiplexed signal. Another object of the present invention is
to provide a method of signal communication and a receiver in which the
received signal is processed at the channel bit-rate, thereby avoiding the
use of 40   a demultiplexer operating at the transmission bit-rate.
Mildonian employs scrambling to eliminate essentially the unwanted DC
component in the internally generated multilevel signal, and uses the same
scrambling sequence for each digital signal. Thus, after demultiplexing the
received signal, all the channels are descrambled to produce digital
signals from which the original analogue forms are derived. 45    It is a
further object of the present invention to provide a method of signal
communication and a receiver in which a level of security can be given to
some or all of the multiplexed channels by scrambling prior to transmission
and in which the channel selection and descrambling is carried out
automatically by the receiver. According to one aspect of the present
invention there is provided a receiver receiving a time division 50
multiplexed signal comprising two or more time division multiplexed
channels of digital signals at a predetermined bit-rate and for selectively
extracting a signal constituting one of the two or more time division
multiplexed channels of digital signals, the signal constituting said one
channel having been scrambled before forming the multiplexed signal using a
predetermined digital sequence, which receiver comprises a clock means
arranged to provide clock pulses having a clock pulse repetition rate
dependent 55  on a clock control signal, and initially nearly equal to said
predetermined channel bit-rate and a digital sequence generator means for
providing a generator signal representative of the predetermined digital
sequence at the clock pulse repetition rate, and is characterised by; a
first sampling means arranged to provide a sampled signal which is the
received multiplexed signal 



2    EP0308 150B1 sampled at the clock pulse repetition rate; and and lock
means arranged to perform a descrambling process on the sampled signal in
accordance with the generator signal and provide an output signal, to
detect in the output signal the presence of the known characteristic, and
to control the clock pulse repetition rate in dependence upon the detection
of the known characteristic whereby, in use, the clock pulse repetition
rate is synchronised to said one time division multiplexed channel. The
scrambling and descrambling is preferably by XOR-ing with the scrambling
and descrambling sequences as this tends to produce a balanced data signal.
The lock means, preferably in the form of a delay-lock loop, is arranged
such that when there is no correlation between the sampled and generator 10
signal the clock control signal produced causes the clock pulse repetition
rate to be slightly different from (it can be above or below) the channel
bit rate. There will therefore be slip between the received multiplexed
channel signal and the generator signal. When the scrambled channel signal
becomes aligned with the descrambling sequence, a descrambled video channel
is output. Additional circuitry is required to detect the presence of this
video channel, so that the delay-lock loop may be closed. One method of
achieving 15  this is as follows. The video channel contains long strings
of zeros in the line blanking intervals, and these are detected using an
8-bit ECL serial/parallel converter with wired 'or' outputs. This produces
a logical 'O' output during the line blanking interval if the channel was
scrambled prior to transmission by a sequence corresponding to the
receiver's descrambling sequence. The descrambled signal is fed to a
circuit designed to lengthen 20  the zero level pulses. The change in
signal level which occurs when this string of descrambled zeros is detected
is integrated, altering the frequency of the VCO to give delay-lock at the
incoming channel rate. The lock means may comprise a comparison means
providing an output signal representative of the generator signal XORed
with the sampled signal, a signal detector coupled to receive the output
signal of the comparison means, and being arranged to provide an output
having a d.c. component, and an averaging 25  means arranged to provide the
clock control signal such that the clock control signal is representative
of the time - average of the d.c. component of the output of the signal
detector. It will be clear that the above invention can be operated with
logical 1s as well as logical Os as the line blanking signal by the
inclusion of inverters in the appropriate places. Delay-lock occurs at the
edge of the appropriate channel 'eye' pattern in the multiplex, where
incoming 30  data transitions provide a suitable reference point so the
descrambled data in the delay-lock loop therefore is prone to errors. To
achieve error-free operation of the video channel, it is preferred that the
input data is also sampled by a second D-type bistable, clocked at the
centre of the 'eye' pattern via a T/2 clock delay line. This data is then
descrambled independently using the locally generated PRBS. Using this
method of communication the receiver will automatically select a channel
which has been 35  scrambled by the same sequence as generated by the
sequence generator in the receiver and at the same time automatically
adjust the clock pulse repetition rate relative to that channel thereby
obviating the need for a clock recovery system independent of the
descrambler. The demultiplexer selects a single channel using a sampler
clocked at a rate equal to the channel rate and locked to it by the
delay-lock loop. A benefit of this method of demultiplexing is that clock
recovery and 40 time slot synchronisation is achieved at the baseband rate
enabling all the receiver electronics to operate at the channel rate. A
further benefit is that the same channel selection technique operates
independently of the number of channels up to the speed limitation of the
sampler. Conveniently, the digital sequence is provided by a dedicated
pseudo - random sequence generator although alternative methods can be
employed for example reading out a sequence stored in an EPROM or 45
generating the sequence by a general purpose computer. Preferably the
pseudo-random sequence generator is a stream cipher. According to another
aspect of the present invention a method of communication comprising
transmit- ting a time division multiplexed signal comprising two or more
time division multiplexed channels of digital signals scrambling prior to
transmission the signal constituting at least one of the channels using a
50   predetermined digital sequence receiving the transmitted time division
multiplexed signal, sampling the received multiplexed signal at a
controllable clock pulse repetition rate to provide a sampled signal,
generating at the clock pulse repetition rate a descrambling signal
representative of the predetermined digital sequence, performing a
descrambling process on the sampled signal in accordance with the 



descrambling signal to produce an output signal, controlling the clock
pulse repetition rate in dependence 55  upon the detection of the known
characteristic to synchronise the clock pulse repetition rate to said one
time division multiplexed channel, and providing a descrambled signal.
Preferably at least one other of the signals constituting channels in the
multiplexed signal is scrambled using a respective predetermined digital
sequence, the predetermined digital sequences being different 3    EP 0
308160 B1 from one another, and the resulting time division multiplexed
signal is transmitted to one or more receivers. Various service protocols
between the transmitter and the receivers to which the multiplexed channels
are transmitted can be set up. In one arrangement the receiver is provided
with means whereby the customer can alter the sequence generated by the
sequence generator. This can be readily achieved by 5 providing a
pseudo-random sequence generator (PRSG) whose output is determined by a
characteristic function which can be set by, for example switches, in known
manner. The customer can then select one or more of the channels to be
received by setting the characteristic function to that of the desired
channel. By providing the customer with the means to set only a subset of
the characteristic functions of the channels at his receiver he will be
able to select a channel from that subset of channels only. The provider of
the io signals to the customer can alter the availability of channels to
such a customer by choosing which channels are scrambled with the sequences
available to a particular customer. Each customer may have a fixed,
unalterable set of available characteristic functions distinct from another
customer yet they can receive the same data if the data is separately
scrambled onto two separate channels using two different scrambling
sequences. 15     Embodiments of receivers and a method of communication
according to the present invention will now be described, by way of example
only, with reference to the accompanying drawings, in which - Figure 1 is a
schematic diagram of a delay-lock loop for use in a receiver of the present
invention; Figure 2 is a schematic diagram of a distribution arrangement
and includes a block diagram of a receiver according to the present
invention; 20    Figure 3 is a circuit diagram of a PRSG scrambler suitable
for use with the present invention; Figure 4 is a block diagram of a TV
communication system using the receiver of Figure 2; Figure 5 shows part of
a 2.2 Gbit/s multiplexed signal; Figure 6 shows an exemplary distribution
topography; and Figure 7 is a schematic diagram of a head-end. 25
Referring to Figure 1, a delay lock loop 2 comprises a voltage controlled
oscillator (VCO) 4, constituting a clock means, providing clock pulse
signals at an output 6 which clocks a conventional ECL D-type bistable 8,
constituting a sampling means, and a known stream cipher pseudo-random
sequence generator 10 (PRSG) of conventional design. The pseudo-random
binary sequence (PRBS) output from the PRSG constitutes a generator signal
of the present invention and is dependent on a predetermined characteristic
30 function represented by the switch inputs 12 (constituting a setting
means of the present invention) to PRSG 10. The PRBS can be selected via a
conventional infra-red key pad (not shown), as used with domestic TV sets
and VCR's, and is set to match that of the scrambler used to encode the
input data. A multiplexed data signal received from a transmitter (as shown
in Figure 2) is input to the bistable 8 at its D input 14 which outputs
from its Q output 16 a sampled signal sampled at the rate determined by the
VCO 4 which provides 35 the clock signals. An exclusive -OR (XOR) gate 18
compares the sampled signal from the bistable output 16 and the sequence
from the PRSG 10 to provide an NRZ video signal at line 20. The output of
gate 18 is therefore the generator signal XORed with the sampled signal.
The presence of video is detected as from a descrambled string of zeros
during the line blanking interval using an 8-bit ECL serial to parallel
convertor with wired 'OR' outputs as a zero detector 25. Pulses from the
zero detector 25 are coupled via a pulse 40   stretching circuit 26 (the
zero detector 25 and the pulse stretching circuit 26 together constituting
a signal detector of the present invention) to an integrator 22 which
provides at its output 24 an electrical signal representative of the time
average of the d.c. component of the output signal of the signal detector,
and which constitutes the clock control signal. The XOR gate 18, the zero
detector 25, the pulse stretching circuit 26 and the integrator 28 together
constitute a lock means of the present invention. 45     The VCO 4 is
arranged to have a start-up clock rate close but not equal to that of the
bit rate of each of the incoming channels. Slippage therefore occurs
between the received multiplexed signal and the output from the PRSG 10.
The XOR gate 18 performs a continuous bit by bit comparison of the outputs
from the bistable 16 and PRSG 10. When these outputs are the same and in
phase, NRZ video is output from the 



XOR. This is detected by 25, 26 and 22 to provide an output, constituting
the clock control signal, which 50    changes the output frequency of the
VCO 4 to achieve locking of the clock rate to the channel rate. The
receiver's PRSG output will slip through the channels in the received
multiplexed signal until it locks to that channel scrambled by the same
sequence as produced by the receiver's PRSG. The inputs 12 to the PRSG are
arranged to select the characteristic function of the PRSG 10 (and hence
the channel to be descrambled) in a known manner. The PRSG sequences can
clearly be obtainable 55 by other means, for example reading out sequences
stored in permanent or volatile memories, possibly under computer control.
The descrambled channel can be obtained via output 20 from the XOR 18 but a
preferred arrangement for improved reception is shown in Figure 2 and will
now be described. 4    EP 0 308 150 B1 Referring to Figure 2, a receiver 28
incorporates the delay-lock loop 2 of Figure 1 (the same elements being
given the same reference numeral) receiving a multiplexed signal from a
transmitter 29 via an optical distributor 30 and an optical detector 31.
There is included a further sampler 34, exclusive 'OR' gate 36 and video
decoder 38 driven by delayed clock and delay-locked sequence. In normal
operations, delay-lock 5  occurs at one edged of the input 'eye' pattern
where incoming data transitions provide a suitable reference point. To
obtain low error rates, the clock signal is delayed by a delay 32 by an
interval T/2 to operate the additional sampler 34 at a time corresponding
to the instant of optimum signal amplitude. This signal is then descrambled
by XOR 36 and decoded by the video decoder 38 by conventional means. The
receiver was constructed using conventional ECL 100k and ECL III ICs. It
could easily be integrated 10 onto a single chip with approximately 300
logic elements, and a 70 MHz maximum clock rate. The ECL III bistable set
up time is <300 ps, which is sufficient for 2.2 GBit/s transmissions.
Access to other transparent channels may be obtained using further samplers
fed via an appropriate clock delay. Referring now to Figure 3, there is
shown the 127 - bit stream cipher PRSG 10 configured for use in a 15
transmitter to scramble a channel using standard electronic components
which can also be used as the PRSG in the receiver of Figure 1. Referring
now to Fig 4 a T.V. communications system 39 comprises eight video sources
40, for example a T.V. camera, (only one of which is shown for clarity)
each separately encoded by a video encoder 42 and scrambled by a scrambler
44 at the head or transmitter end of a TV communication 20 system. The
video encoders 42 give a serial transmission rate of 70 Mb/s. Video
encoders giving a serial transmission rate of about 70 Mb/s can be achieved
by reducing the composite PAL signal bandwidth to about 5 MHz, sampling at
11.2 MHz and using 6 bit codewords. A multiplexer 46 contains a clock
divider which provides a synchronous clock source for the video encoders 42
and multiplexes the eight scrambled video channels to 2.2 GBd. The
multiplexed channels are broadcast by modulating the output of a 1.55 um 25
laser 48, injecting the optical signal into a single mode optical fibre 50
for onward transmission to a 64 way transmissive star 52 in the form of
fused biconical taper couplers. The transmitter of the applicant encodes
each channel prior to multiplexing which is a departure from the hitherto
normal line transmission practice which is to use a single line encoder at
the output of the multiplexer. Disadvantages of such single line encoding
are that line encoding after multiplexing (at eight X 30 70 Mbit/s) is
difficult and that the line decoding must be performed in the customers'
premises before demultiplexing, both of which are also expensive. One line
code scheme that may be used is the known coded mark inversion (CMI). This
is a biphase code which is simple and cheap to implement. One disadvantage
of CMI is that it doubles the transmission rate but on the other hand the
composite 1.12 GBd signal has the desirable properties of being both 35
balanced and having a constrained maximum run length of 24 like elements.
Each customer of the 64 possible in this particular embodiment, of which
only one is shown for clarity, receives the multiplexed channels at an
optical detector 54 whose output is fed to a receiver 28 shown in Figure 2.
The descrambled signal is then passed to a video decoder 56 whose output
drives a television 58. A fairly high launch power is required to provide
fan-out to a large number of customers and allow for 40  losses in
transmission. Semiconductor lasers are available with launch levels of O
dBm at 1.3 or 1.5 urn into single mode fibre. Fan-out to customers can be
provided using fused biconical taper couplers as described in the paper
entitled "Wavelength flattened fused couplers" by Mortimore D.B.
Electronics Letters 1985 Vol 21 no 17 pp 742-743. These could be a single
array in a roadside cabinet or local distribution point, or distributed
through the network. The suggested power budget is as follows- 



45 launch power                 0 dBm fibre loss                   5 dB
loss of a 64 way power divider   20 dB system margin                4 dB
receiver sensitivity       -29 dBm The required sensitivity of detector 31
can be achieved with a germanium APD, PIN-FET with integrating front end,
or a PIN-FET transimpedance receiver. A low-cost PIN-bipolar receiver has
been 55 found to provide adequate sensitivity for use with an eight way
splitter. Figure 5 shows a 2.2 Gbit/s multiplex measured on a real time
oscilloscope with a transition time of approximately 350 ps. This displays
all 32 channels and shows the two active channels with open 'eye' patterns.
An 'eye' measured on a sampling oscilloscope had a transition time of
<75ps. The time to acquire 5    EP 0 308 150 B1 locking increases in
proportion to the number of channels multiplexed. This was <500ms for the
2.2Gbit/s multiplex. Figure 6 illustrates an example of a distribution
topology. A single fibre 60 from the exchange 62 comprising a head end 64
and laser transmitter 66 feeds a number of customers via passive optical
splitters 5  at the Cabinet and Distribution Point (DP) positions 68 and 70
respectively. Each customer 72 receives a fibre 74 (or alternatively
coaxial cable) from a DP 70 and, via this, a TDM signal broadcast from the
exchange 62. The customer's equipment accesses the particular channels in
the TDM using the delay-lock loop channel selector according to the present
invention. Up to 32 channels can be multiplexed to provide service to 32
customers on such a topology within the 10  power budget and speed
limitations of existing receivers. Thus two DPs can be fed from a single
fibre splitter at the cabinet and each customer can be offered a blend of
services ranging from his own pre- selectable broad band (68.736 Mbit/s)
channel to 32 separate broadcast channels. One of the more attractive
options might be access to 16 broadcast channels plus up to 16 channels
with material pre- selected at the head-end. Channels can be reserved for
control, data transfer, and high quality audio 15 services. In general,
such channels will not have identifiers such as the line blanking
intervals, and may need to be transparent to binary data. Access to a
transparent channel is possible using a non-transparent channel as a
reference and an additional sampler and clock delay set to offset the
required amount to be locked to that channel. Casual access to channels can
be prevented by the design of the descramblers in customers' 20 equipment
which access time slots using unique descrambling sequences. To ensure that
customers only descramble authorised channels it would be necessary for
operating companies to maintain control of the key polynomials. Figure 7
shows in detail a head-end for transmitting channels for use with the
present invention which comprises N analogue video sources 80. These are
individually coded by video coders 82 by reducing the 25 composite PAL
signal bandwidth to about 5 MHz, sampling at 11.2 MHz, and using 6 bit
codewords to give a channel rate of 68.736 MHz. Each line blanking interval
in the video signal is encoded as a string of 128 zeros. Each channel is
then scrambled by scramblers 84, with its own unique sequence, providing
channel identification. The channels are then multiplexed by multiplexer 86
together to give a line rate of Nx68.736 MHz. Combinations of silicon and
GaAs technology have been used to provide 4,8,16 and 32 video 30 channels
at 275, 550, 1100 and 2200 MHz, to demonstrate the flexibility of the
receiver design. The multiplexer, driven at Nx68.736 MHz, provides clock
fan-out to each channel at 68.736 MHz. The present invention can be used as
a video demultiplexer and descrambler capable of recovering a designated
video channel from a TDM, irrespective of the number of channels presented,
up to the limit of the set-up time of the input bistable. 35     A
broadcast optical network has been developed by the applicant over which
eight video channels have been broadcast using 1.12 GBd synchronous time
division multiplexing (TDM). A single laser can serve 64 terminals via
passive optical splitters over such a network which if employed with simple
demodulation technique should provide low-cost video distribution. This
technique opens up opportunities for a number of new digital video
distribution system options. A new range of all-digital video receivers can
be envisaged, 40   with channel selection operating in the time domain, in
a manner analogous to the conventional frequency domain. 



The receiver specifically described above requires a string of logical
zeros in the pre-scrambled channel to provide a scrambler sequence in the
transmitted signal to which the receiver can phase lock. This occurs in the
blanking intervals of pulse code modulated video signals and so the
invention is 45 applicable, but not restricted, to use with the video
channels. If it is required to send non-video channels which do not have
the equivalent of blanking intervals, these may have strings of zeros
inserted before scrambling or be accessed as transparent channels as noted
above. Means may be provided for temporarily setting the clock control
signal to a value such that the clock in the receiver will be made to slip
from the channel to which it is in synchronism. This will start the
receiver 50  scanning through the remaining channels. Thus if the customer
has a receiver with an unalterable PRSG he can still tune into several
channels if each is scrambled with a corresponding scrambler sequence as he
can start the receiver scanning and it will continue to scan until the
clock is brought into synchronism with the next appropriately scrambled
signal. It will be appreciated that the level of security is not high as
the descrambling sequence necessarily 55 forms a significant portion of the
channel signal to allow channel selection. This will not be a disadvantage
for applications where high security is not a requirement. The PRSG is
preferably a stream cipher sequence generator but other scrambling methods
in which the scrambling sequence appears on the scrambled channel to which
the receiver can lock its internally 6    EP 0 308 150 B1 generated
descrambler sequence can be used. In another arrangement of receiver
according to the present invention in which higher security is obtained the
channel has a signal structure comprising a predetermined sequence as
produced by a PRSG or read out of a suitable memory element. In such a
system the receiver has an additional sampler and a 5  descrambler
operating on another time slot via a suitable clock delay. This additional
descrambler could be of the self synchronising type and could make use of
high order prime polynomials. Other combined scrambling and encoding
schemes are envisaged, to give still higher levels of security eg public
key encrypted signals. If the channel to be scrambled has large components
of strings of binary '1's, the scrambler sequence 10  will appear as its
complement on the scrambled channel when XOR-ed with it. A receiver
according to the present invention in which one of the generator signal or
the sampled signal to the XOR gate is inverted will lock to the channel in
the manner above described. The descrambled signal is then obtainable from
a further XOR gate which separately combines the sampled signal with the
generator sequence. In addition to the setting means being under the
control of an operator of the receiver, the setting 15  means may be
controlled by signals sent from the head-end station in one of the
channels. The received channel signal may be used directly, or after
descrambling in the case that the head-end has performed scrambling. Claims
20 1. A receiver (28) for receiving a time division multiplexed signal
comprising two or more time division multiplexed channels of digital
signals at a predetermined channel bit-rate and for selectively extracting
a signal constituting one of the two or more time division multiplexed
channels of digital signals, the signal constituting said one channel
having been scrambled before forming the multiplexed signal using 25     a
predetermined digital sequence, which receiver comprises a clock means (4)
arranged to provide clock pulses having a clock pulse repetition rate
dependent on a clock control signal, and initially nearly equal to said
predetermined channel bit-rate, and a digital sequence generator means (10)
for providing a generator signal representative of the predetermined
digital sequence at the clock pulse repetition rate, and is characterised
by; 30        a first sampling means (8) arranged to provide a sampled
signal which is the received multiplexed signal sampled at the clock pulse
repetition rate; and and lock means (18, 22, 25, 26) arranged to perform a
descrambling process on the sampled signal in accordance with the generator
signal and provide an output signal, to detect in the output signal the
presence of the known characteristic, and to control the clock pulse
repetition rate in 35     dependence upon the detection of the known
characteristic whereby, in use, the clock pulse repetition rate is
synchronised to said one time division multiplexed channel. 2. A receiver
as claimed in claim 1, in which the lock means comprises a comparison means
(18) 



providing an output signal representative of the generator signal XORed
with the sampled signal, a 40     signal detector (25,26) coupled to
receive the output signal of the comparison means and being arranged to
provide an output having a d.c. component, and an averaging means (22)
arranged to provide the clock control signal such that the clock control
signal is representative of the time-average of the d.c. component of the
output of the signal detector (25, 26). 45  3.  A receiver as claimed in
claim 2, in which the signal detector (25, 26) comprises a logical zero
detector (25). 4. A receiver as claimed in any one of the preceding claims,
in which the lock means (25, 26) is arranged to lock to the line blanking
interval of a video channel. 50 5. A receiver as claimed in any one of the
preceding claims, including a second sampling means (32, 34) arranged to
provide a sample signal which is the received multiplexed signal sampled at
the clock pulse repetition rate at times delayed with respect to the first
sampling means. 55 6. A receiver as claimed in any one of the preceding
claims, in which the digital sequence is provided by a pseudo-random
sequence generator (10). 7    EP 0 308 150 B1 generated descrambler
sequence can be used. In another arrangement of receiver according to the
present invention in which higher security is obtained the channel has a
signal structure comprising a predetermined sequence as produced by a PRSG
or read out of a suitable memory element. In such a system the receiver has
an additional sampler and a 5  descrambler operating on another time slot
via a suitable clock delay. This additional descrambler could be of the
self synchronising type and could make use of high order prime polynomials.
Other combined scrambling and encoding schemes are envisaged, to give still
higher levels of security eg public key encrypted signals. If the channel
to be scrambled has large components of strings of binary '1's, the
scrambler sequence 10   will appear as its complement on the scrambled
channel when XOR-ed with it. A receiver according to the present invention
in which one of the generator signal or the sampled signal to the XOR gate
is inverted will lock to the channel in the manner above described. The
descrambled signal is then obtainable from a further XOR gate which
separately combines the sampled signal with the generator sequence. In
addition to the setting means being under the control of an operator of the
receiver, the setting 15  means may be controlled by signals sent from the
head-end station in one of the channels. The received channel signal may be
used directly, or after descrambling in the case that the head-end has
performed scrambling. Claims 20 1. A receiver (28) for receiving a time
division multiplexed signal comprising two or more time division
multiplexed channels of digital signals at a predetermined channel bit-rate
and for selectively extracting a signal constituting one of the two or more
time division multiplexed channels of digital signals, the signal
constituting said one channel having been scrambled before forming the
multiplexed signal using 25     a predetermined digital sequence, which
receiver comprises a clock means (4) arranged to provide clock pulses
having a clock pulse repetition rate dependent on a clock control signal,
and initially nearly equal to said predetermined channel bit-rate, and a
digital sequence generator means (10) for providing a generator signal
representative of the predetermined digital sequence at the clock pulse
repetition rate, and is characterised by; 30        a first sampling means
(8) arranged to provide a sampled signal which is the received multiplexed
signal sampled at the clock pulse repetition rate; and and lock means (18,
22, 25, 26) arranged to perform a descrambling process on the sampled
signal in accordance with the generator signal and provide an output
signal, to detect in the output signal the presence of the known
characteristic, and to control the clock pulse repetition rate in 35
dependence upon the detection of the known characteristic whereby, in use,
the clock pulse repetition rate is synchronised to said one time division
multiplexed channel. 2. A receiver as claimed in claim 1, in which the lock
means comprises a comparison means (18) providing an output signal
representative of the generator signal XORed with the sampled signal, a 40
signal detector (25,26) coupled to receive the output signal of the
comparison means and being 



arranged to provide an output having a d.c. component, and an averaging
means (22) arranged to provide the clock control signal such that the clock
control signal is representative of the time-average of the d.c. component
of the output of the signal detector (25, 26). 45  3. A receiver as claimed
in claim 2, in which the signal detector (25, 26) comprises a logical zero
detector (25). 4. A receiver as claimed in any one of the preceding claims,
in which the lock means (25, 26) is arranged to lock to the line blanking
interval of a video channel. 50 5. A receiver as claimed in any one of the
preceding claims, including a second sampling means (32, 34) arranged to
provide a sample signal which is the received multiplexed signal sampled at
the clock pulse repetition rate at times delayed with respect to the first
sampling means. 55    6. A receiver as claimed in any one of the preceding
claims, in which the digital sequence is provided by a pseudo-random
sequence generator (10). 7    EP 0 308 150 B1 7. A receiver as claimed in
claim 6, including a setting means (12) whereby the characteristic function
of the pseudo-random sequence generator (10) can be set by an operator of
the receiver. 8.  A receiver as claimed in claim 7, in which the setting
means (12) is controlled by the received 5      multiplexed signal before
or after descrambling. 9. A receiver as claimed in any one of the preceding
claims, and further comprising a self synchronising descrambler. 10  10. A
receiver as claimed in any one of the preceding claims, including means
(not shown) for deactivating the lock means thereby causing the generator
signal output to slip relative to the received multiplexed signal. 11. A
receiver as claimed in any one of the preceding claims, including a
transparent channel sampler 15     driven by a further clock signal which
is time delayed from the clock pulses from the clock means. 12. A method of
communication comprising transmitting a time division multiplexed signal
comprising two or more time division multiplexed channels of digital
signals, scrambling prior to transmission the signal constituting at least
one of the channels using a predetermined digital sequence, receiving the
20     transmitted time division multiplexed signal, and characterised by
sampling the received multiplexed signal at a controllable clock pulse
repetition rate (6) to provide a sampled signal (16), generating (10) at
the clock pulse repetition rate a descrambling signal representative of the
predetermined digital sequence, performing a descrambling process (18, 36)
on the sampled signal in accordance with the descrambling signal to produce
an output signal (20), detecting (25) a known characteristic of the 25
output signal, controlling (22, 24, 26) the clock pulse repetition rate in
dependence upon the detection of the known characteristic to synchronise
the clock pulse repetition rate to said one time division multiplexed
channel, and providing a descrambled signal (20). 13. A method as claimed
in claim 12, in which the output signal constitutes the provided
descrambled 30     signal. 14. A method as claimed in claim 12, in which
the descrambled signal is provided by further sampling the received
multiplexed signal at times which are delayed with respect to the clock
pulses to produce a further sampled signal, and performing a descrambling
process on the further sampled signal in 35     accordance with a further
scrambling signal which is the descrambling signal correspondingly delayed.
15. A method as claimed in claim 14, in which the delay of the further
sampling times is substantially equal to half the period of the clock pulse
repetition rate. 40  16. A method as claimed in any one of claims 12 to 15,
in which at least one other of the signals constituting channels in the
multiplexed signal is scrambled using a respective predetermined digital
sequence, the predetermined digital sequences being different from one
another, and the resulting time division multiplexed signal is transmitted
to one or more receivers. 45  Patentansproche 1. Empffinger (28) zum
Empfangen eines Zeitteilungs-Multiplexsignales, der zwei oder mehr
Zeitteilungs- Multiplexkandle von digitalen Signale bei einer vorbestimmten
Kanalbitrate aufweist und zum selektiven Herausziehen eines Signales, das
einen der beiden oder mehr Zeitteilungs-Multiplexkanile der digitalen 50
Signale bildet, wobei das Signal, das den einen Kanal bildet, verwUrfelt
wurde, bevor es das Multiplexsignal bildet, wobei eine vorbestimmte
digitale Folge benutzt wurde, wobei der Empfanger 



emne Takteinrichtung (4) aufweist, die angeordnet ist, um Taktimpulse
bereitzustellen, die eine Taktimpuls-Wiederholungsrate haben, abhfingig von
einem Taktsteuersignal, und die anfanglich fast gleich der vorbestimmten
Kanalbitrate ist, und eine digitale Folgenerzeugereinrichtung (10) zum 55
Bereitstellen eines Erzeugersignales, das kennzeichnend fOr die
vorbestimmte digitale Folge bei der Taktimpuls-Wiederholungsrate ist, und
gekennzeichnet ist durch: eine erste Abtasteinrichtung (8), die angeordnet
ist um ein abgetastetes Signal bereitzustellen, das das empfangene
Multiplexsignal ist, das bei der Taktimpuls-Wiederholungsrate abgetastet
wurde;    EP 0 308 150 B1 und Sperreinrichtungen (18, 22, 25, 26) die
angeordnet sind, um einen entwOrfelnden ProzeB auf dem abgetasteten Signal
in Obereinstimmung mit dem Erzeugersignal durchzufUhren und ein
Ausgabesignal bereitzustellen, um in dem Ausgabesignal die Anwesenheit der
bekannten Charakteristik zu erfassen, und um die
Taktimpuls-Wiederholungsrate in Abhangigkeit von der Erfassung der
bekannten Charakte- 5      ristik zu steuern, wobei, bei Gebrauch, die
Taktimpuls-Wiederholungsrate synchronisiert ist mit dem einen
Zeitteilungs-Multiplexkanal. 2. EmpfInger gemaB Anspruch 1, be! dem die
Sperreinrichtung eine Vergleichseinrichtung (18) aufweist, die ein
Ausgabesignal bereitstellt, das reprasentativ ist fOr das mit dem
abgetasteten Signal exklusiv- 10     oder-verknflpfte Erzeugersignal, einen
Signaldetektor (25, 26), der gekoppelt ist, umr das Ausgabesignal der
Vergleichseinrichtung zu empfangen, und der angeordnet ist, um eine Ausgabe
bereitzustellen, die eine Gleichstrom-Komponente hat, und eine mittelnde
Einrichtung (22), die angeordnet ist, umr das Taktsteuersignal
bereitzustellen, so daB das Taktsteuersignal reprasentativ fOr das
Zeitmittel der Gleichstrom-Komponente der Ausgabe des Signaldetektors (25,
26) ist. t5 3. Empfanger gemaB Anspruch 2, bei dem der Signaldetektor (25,
26) einen Logisch-Null-Detektor (25) aufweist. 4. Empfinger gemaB einem der
vorhergehenden AnsprUche, bei dem die Sperreinrichtung (25, 26) 20
angeordnet ist, um die ZeilenaustastlOcke eines Videokanales zu sperren. 5.
Empfanger gemlB einem der vorhergehenden AnsprUche, der eine zweite
Abtasteinrichtung (32, 34) aufweist die angeordnet ist, um ein Abtastsignal
bereitzustellen, das das empfangene Multiplexsignal ist, das zu der
Taktimpuls-Wiederholungsrate zu Zeiten, die bez~glich der ersten
Abtasteinrichtung 25     verzogert sind, abgetastet wurde. 6. Empftnger
gemaB einem der vorhergehenden AnsprOche, bei dem die digitale Folge
bereitgestellt ist durch einen Pseudo-Zufallsfolgenerzeuger (10). 30  7.
Empffnger gernaB Anspruch 6, der eine Setzeinrichtug (12) aufweist, wobei
die charakteristische Funktion des Pseudo-Zufallsfolgenerzeugers (10)
gesetzt werden kann durch einen Bediener des Empfangers. &  Empfinger gemaB
Anspruch 7, bei dem die Setzeinrichtung (12) gesteuert ist durch das
empfangene 95     Multiplexsignal vor oder nach Entwlrfeln. 9. Empffinger
gemaB einern der vorhergehenden AnsprOche und weiterhin aufweisend einen
selbst- synchronisierenden EntwOrfler. 40  10. Empffinger gemaB einem der
vorhergehenden AnsprUche, der eine Einrichtung (nicht gezeigt) zurn
Deaktivieren der Sperreinrichtung aufweist, dadurch die
Erzeugersignalausgabe veranlassend relativ zu dem empfangenen
Multiplexsignal zu gleiten. 11. Empfanger gemaB einem der vorhergehenden
Ansprlche, der einen transparenten Kanalabtaster 45     aufweist, der durch
ein weiteres Taktsignal angetrieben wird, das zeitverz6gert von den
Taktimpulsen der Takteinrichtung ist. 12. Kommunikationsverfahren, das
autweist Obertragen eines Zeitteilungs-Multiplexsignales, das zwei oder
mehr Zeitteilungs-Multiplexkanale von digitalen Signalen aufweist,
Verwlrfeln vor der Obertragung des so     Signales, das zumindest einen der
Kanile bildet, wobei eine vorbestimmte digitale Folge benutzt wird,
Empfangen des Obertragenen Zeitteilungs-Multiplexsignales, und
gekennzeichnet durch Abtasten des empfangenen Multiplexsignales bei einer
steuerbaren Taktimpuls-Wiederholungsrate (6), um ein abge- tastetes Signal
(16) bereitzustellen, Erzeugen (10) bei der Taktimpuls-Wiederholungsrate
eines entwOr- felten Signales, das reprasentativ fMr die vorbestimmte
digitale Folge ist, DurchfUhren eines EntwUrfe- 55     lungsprozesses (18,
36) auf das abgetastete Signal in Obereinstimmung mit dem entwOrfelden
Signal, um ein Ausgabesignal (20) zu erzeugen, Erfassen (25) einer
bekannten Charakteristik des Ausgabesi- gnals, Steuern (22, 24, 26) der
Taktimpuls-Wiederholungsrate in AbhIngigkeit von der Erfassung der 



bekannten Charakteristik, um die Taktimpuls-Wiederholungsrate mit dem einen
Zeitteilungs-Multiplexka-    EP O 308 150 B1 nal zu synchronisieren, und
Bereitstellen eines entwlrfelten Signales. i3 Verfahren gemrln  Anspruch
12, bei dem das Ausgabesignal das bereitgestellte entw~rfelte Signal
bildet. -.5 KY    14. Verfahren gemaB Anspruch 12, bei dem das entwOrfelte
Signal bereitgestellt wird durch weiteres Abtasten des empfangenen
Multiplexsignales zu Zeiten, die verzogert sind bezUglich den Taktimpul-
son, um ein weiteres abgetastetes Signal zu erzeugen und DurchfUhren eines
Entwlrfelungsprozesses auf das weiter abgetastete Signal in Obereinstimmung
mit einem weiteren verwOrfelnden Signal das das 10     entsprechend
verzogerte entwUrfeInde Signal ist. 15. Verfahren gemaB Anspruch 14, bei
dom die Verzogerung der weiteren Abtastzeiten im wesentlichen gleich der
HaIfte der Periode der Taktimpuls-Wiederholungsrate ist. 15  16. Verfahren
zum Obertragen eines digitalen Signales, bei dem ein digitales Signal
verwlrfelt wird, wobei eine vorbestimmte digitale Folge benutzt wird, und
zeitteilungs-gemultiplext wird mit zumindest einem anderen digitalen
Signal, das verwOrfelt wurde unter Benutzung einer jeweiligen vorbestimmten
digita- len Folge, wobei die vorbestimmten digitalen Folgen unterschiedlich
voneinander sind, und wobei das resultierende Zeitteilungs-Multiplexsignal
zu einem odor mehr Empffingern Obertragen wird. 20 Revendlcatlons 1. Un
recepteur (28) destine a recevoir un signal multiplexe & division de temps
comprenant deux canaux de signaux numeriques multiplexes a division de
temps ou davantage & une frequence de bits de canal 25     pr6determinee et
a extraire selectivement un signal constituant un premier canal parmi les
deux canaux de signaux numeriques multiplexes a division de temps ou
davantage, le signal constituant ledit premier canal ayant ete brouille
avant de former lu signal multiplex4 en utilisant une sequence numerique
predeterminee, recepteur qui comprend un moyen (4) de signaux d'horloge
agence pour produire des impulsions de signaux d'horloge, dont la frequence
de repetition d'impulsions de signaux 30     d'horloge depend d'un signal
de commande de signaux d'horloge et est initialement prosque egale & ladite
frequence de dits de canal preddtermin6e, et un moyen gen6rateur (10) de
sequence num~rique pour produire un signal de generateur representatif de
la sequence numerique predetermin6e a la fr6quence de repetition
d'impulsions de signaux d'horloge, et est caracterise par un premier moyen
d'echantillonnage (8) agence de fagon & produire un signal 6chantillonne
qui est 95    le signal multiplexe regu echantillonne A Ia lfrquence de
repetition d'impulsions de signaux d'horloge; et un moyen de verrouillage
(18, 22, 25, 26) agenc6 de maniere & executer sur le signal echantillonn6
un traitement de d6brouillage selon le signal de generateur et produire un
signal de sortie, & detecter dans le signal de sortie la presence de la
caracteristique connue, et & commander la frequence de 40    repetition des
signaux d'horloge en fonction de la d6tection de le caracteristique connue,
grace A quoi la frequence de repetition de signaux d'horloge est
synchronisee, en utilisation, audit premier canal multiplexe A division de
temps. 2. Un recepteur solon la revendication 1, dans lequel le moyen de
verrouillage comprend un moyen de 45     comparaison (18) produisant un
signal de sortie representatif du signal gendrateur, trait6 en porte
EXCLSIVE-OU, ou XOR, a l'aide du signal echantillonne, un detecteur de
signaux (25, 28) coupl6 de manibre a recevoir le signal de sortie du moyen
de coparaison et agence de fagon a produire une sortie comprenant une
composante en courant continu, et un moyen (22) de calcul de moyenne agence
pour produire le signal de commande de signaux d'horloge d'une manibre
telle quo le signal de 50     commands de signaux d'horloge soit
representatif de la moyenne dans le temps de la composanto en courant
continu de la sortie du ddtecteur (25, 26) de signaux. 3. Un recepteur
selon la revendication 2, dans lequel le detecteur (25, 26) de signaux
comprend un detecteur (25) de zero logique. 55 4. Un recepteur selon l'une
quelconque des revendications prec6dents, dans lequel le moyen de
verrouillage (25, 26) est agence de maniere a verrouiller a l'intervalle de
suppression de lignes d'un canal video. 10
Hl il1 I 



EP 0 308 150 B1 5. Un recepteur selon l'une quelconque des revendications
precedents, incluant un deuxieme moyen d'echantillonage (32, 34) agence de
maniere a produire, & des instants retardes par rapport au premier moyen
d'echantillonage, un signal d'echantillone a la frequence de rep6tition des
impulsions de signaux d'horloge. 8 5. Un recepteur selon Pune quelconque
des revendications precedents, dans lequel la sequence. num6ri- que est
produite par un g6nerateur (10) de sequence pseudo-aleatoire. 7. Un
r6cepteur solon la revendication 6, incluant un moyen de reglage (12) au
moyen duquel la fonction 10     caracteristique du generataur (10) de
sequence pseudo-aleatoire peut 8tre regl6e par un operateur du recepteur. &
Un recepteur solon la revendication 7, dans lequel le moyen de reglage (12)
est commande par le signal multiplexe recu avant ou apres ddbrouillage. 15
9. Un recepteur solon l'uns quelconque des revendications precedentes, et
comprenant an outre un debrouilleur & synchronisation autonome. 10. Un
recepteur solon l'une quelconque des revendications precedentes, incluant
un moyen (non repr6- 20     sent6) de desactivation du moyen de
vorrouillage en amenant ainsi la sortie au signal de generateur a glisser
par rapport au signal multiplexe regu. 11. Un recepteur solon l'une
quelconque des revendications precedentes incluant un echantillonneur de
canal transparent excite par un autre signal d'horloge qui est retarde dans
le temps par rapport aux 25     impulsions de signaux d'horloge venant du
moyen d'horloge. 12. Un proced6 de communication comprenant les etapes
consistant a transmettre un signal multiplexe & division de temps
comprenant des canaux multiplexes de signaux num6riques a division de temps
ou davantage, brouiller avant transmission le signal constituant au moins
un premier des canaux en 30     utilisant une sequence numerique
predetorminee, recevoir le signal multiplexe a division de temps transmis,
caract6ris6 par les 6tapes consistant a 6chantillonner le signal multiplexe
regu a une frequence reglable (6) de repetition des impulsions de signaux
d'horloge afin de produire un signal echantillonne (16), engendrer (10) &
la frequence de repetition de signaux d'horloge un signal de d6brouillage
representatif de la sequence num6rique pred6terminee, effectuer solon le
signal do 35     d6brouillage un traitement de debrouillage (18, 36) sur le
signal echantillonne afin de produire un signal de sortie (20), dfetcter
(25) une caracteristique connue du signal de sortie, commander (22, 24, 26)
la frequence du repetition d'impulsions de signaux d'horloge on fonction de
la detection de la caract6risti- quo connue afin de synchroniser la
frequence de repetition des impulsions de signaux d'horloge audit premier
canal multiplexe a division de temps, et produire un signal d6brouille
(20). 40 13. Un procede solon la revendication 12, dans lequol le signal de
sortie constitue le signal debrouille produit. 14. Un procede solon la
revendication 12 dans loquel le signal debrouille est produit on
poursuivant a des 45     instants qui sont retardes par rapport aux
impulsions de signaux d'horloge l'echantillonnage du signal multiplex6 regu
afin de produire un autre signal echantillonne, et effectuer sur l'autre
signal 6chantillon- ne un traltement de debrouillage solon un autre signal
de brouillage qui est le signal de debrouillage retarde de fagon
correspondante. 50  15. Un procede solon la revendication 14, dans lequel
la retard des autres instante d'echentillonnage est sensiblement egal A la
moitie de la periode de la frequence de repetition des impulsions de
signaux d'horloge. 16. Un proced6 solon l'une quelconque des revendications
12 a 15, dans loquel au moins un autre des 55     signaux constituant des
canaux du signal multiplexe est brouille en utilisant une sequence
numerique predeterminee respective, les sequences numeriques predeterminees
etant diff6rentes l'une de l'autre, et le signal multiplexe & division de
temps qui resulte est transmis vers un ou plusieurs r6cepteurs. I      L|1|
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