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I nvention relates to the fields of position determ nation, jamrer ?E??PEB' o7
and GPS geo-location systens, and, nore specifically, to procedure
detecting janmers which nmay introduce error into the process of determ ning
positions based on GPS satellite or other transm ssions. RELATED ART The
GPS geo-location systemis a systemof -darth orbiting satellites from which
entities visible to the satellites are able to determne their position.
Each of the satellites transmts a si%nal nmarked with a repeating

pseudo- random noi se ( PN)PROGERNRE ROR JAMMER BEJECTION dent i fyi ng t he
satellite. The 1,023 chips repeat every mllisecond, The signal is also
nodul ated with data bits, where each data bit has a 20 ns duration in the
nodul at ed HKHEDQDBAa)E THEGNVENTIOXMt rates an application of the GPS geo-Ilocation
system whereby subscriber station 100 in a wireless comunications system
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position d "{5893? 1'53 entlty etermnes the position of
the station ro Ye nmeasurenents, Alternatively, subscriber station 100

determ nes its own p05| tion fromthese measurenents. The station 100

sear ches f ssion froma particular satellite by correlating the
PN code for Eﬁ%+é§@ql te with a received signal. The received signal is
typically osite of transm ssions fromone or nore satellites visible
to the st atTh@rG]gpg@leW@ﬂ sygiem igvesysieasefiranh orbiting stellitthBomorhie entition | s
performed ousgbledo thagfellitets apoabd¢ tol detesminkettbeinpositive. Eai of dissalatlitemtramsmits e

sear ch wi ncosigndl marked ewibra rapeating psenfio-Rogdpinaroise (BN uexie\of 1/02p chipe ariguelizach
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i's number g@dnafoherent integrations which are non-coherently conbined. The
correl ation values are associated with the corresponding PN code shifts and
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time in terns of chips. The vertical axis 78 FEB 2007
The station 100 searches for a transmission from a particular satellite by correlating the
PN code for the satellite with a received signal. The received signal is typically a
composite of transmissions from one or more satellites visible to the station's receiver in
the presence of noise. The correlation is performed over a range of possible shifts of the
PN code known as the search window W, and over a range of Doppler frequency
hypotheses. Each correlation is performed over an integration time I which may be
expressed as the product of N, and M, where N, is the coherent integration time, and M is
number of coherent integrations which are non-coherently combined.
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The correlation values are associated with the corresponding PN code shifts and Doppler
frequency hypotheses to define a two-dimensional correlation function. Any peaks in the
correlation function are located, and compared to a predetermined noise threshold
selected so that the false alarm probability is at or below a predetermined value. A time
measurement for the satellite is derived from the earliest non-sidelobe peak in the
correlation function, along the code phase dimension, which exceeds the threshold.

FIG. 2 illustrates a typical correlation function for a GPS satellite along the code phase
dimension. The horizontal axis represents time in terms of chips. The vertical axis



-2 represents energy in dB. The correlation function conprises a main |obe
200 and one or nore side-lobes 202. The tine 206 associated with the peak
204 of the main |obe forns the tine neasurenent for the correl at |2c5n a2 2007
function. A problem arises when a peak is introduced into the correl aélon
function due to an internal or external janmmer. An internal jamer is a
jammer which is introduced by the recepver. An exanple is a clock spur
generated by a VCOwithin the receiver. An external janmer is a jamer
which is introduced by a source external to the receiver. An exanple is a
si gnal traneprPsents@nergy i dB.afherdiorrelation funsigonecompnises anpial lelbs2Womdhone oat i ons
system hawarg sidedobss 262 e simeXi6anwmciatidotitiothe peak20dtvdtheahain hebesysem i n
use. |f peadkstimesehdurement farthe comelation duretion.r oneously identified as valid
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the total rmsateiites andthereedivercttie adqaired informmeiors for ipesitidri daéradingtion parposssk i n
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mul tiple peaks in the localized portion of the correlation function due to

mul ti - pat h,giiMRARY esthpld INVENTSOR abl y set sufficiently high so that
mul tiple peaks arising due to nulti-path are not erroneously identified as
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function due to multi-path, the threshold is preferably set sufficiently high so that

multiple peaks arising due to multi-path are not erroneously identified as being due to a

jammer.

In one implementation, the localized portion of the correlation function comprises a
plurality of samples. The plurality of samples includes peak and non-peak samples. The
number of non-peak samples is compared to a threshold number of sampies. If the
number of non-peak samples is less than or equal to the threshold number of samples, the
peak is identified as being due to a jammer. Again, since there may be multiple peaks in
the localized portion of the correlation function due to multi-path, the threshold is
preferably set sufficiently low so that multiple peaks arising due to multi-path are not
erroneously identified as being due to a jammer.

In a second embodiment of the method, a peak in a localized portion of the correlation
function is identified as being due to a jammer if the peak energy in relation to a noise



function is identified as being due to a janmer if the peak energy in
relation to a noise 2 6 FEB 2097 -3 estimate for the | ocalized portion of
the correlation function is |less than or equal to a jamrer _thresi;é)lg @9
one inplenmentation, the noise estimate for the localized portion FER A
correlation function is a nmean neasured noi se estimte. Menories enbodyi ng
these nethods and rel ated systens are aliso described. BRI EF DESCRI PTI ON OF
THE DRAW NGS The conponents in the figures are not necessarily to scale,
enphasi s i nstead being placed wupon illustrating the principles of the
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identifying whether a peak of a correlatioh function is due to a jamrer by
perform ng a conparison step involving the total nunber of peaks in the

| ocal i zed i thOn ion. FIG 4 is a flowhart of a
second emmﬁﬁRmﬁ%ﬁ%@b@ﬂw ng whether a peak of a
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of i npl enerdesignan sorsgspenilingpartsderougiovhediffegeryviews, and conbi nati ons
thereof. FIG 6 illustrates an exanple of a valid peak in a two-di nensional
correl ati orfFlouhdt a dnck dibgr@n of ai GRSgdorlatamnapstananpl e of a ridge of peaks

i ntroduced by a jamrer into a two- dinensional correlation function. FIG 8
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SD.  FIG  Yekisedfrbald GrS SdIGRItIaASMRY8AP! es of jamer thresholds, in dB and
inlinear ternms, useful in the pseudo-code of FIG 8. FIG 10 is a plot
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is a block diagram.of a subscriber station in Wi rel ess. communi cat i ons

system enddyfit? Bewsre! gareond sabediment ofadnetapd of identifying whetker Eppak

DESCRI PTI oNf a correlation function is due to a jammer by performing a comparison step involving
the peak energy in relation to a measured noise estimate for the localized portion of the
correlation function,

FIGS. 5A 5D are flowcharts of implementations of the methods of FIGS. 3 and 4, and
combinations thereof.

FIG. 6 illustrates an example of a valid peak in a two-dimensional correlation function.

FIG. 7 illustrates an example of a ridge of peaks introduced by a jammer into a two-
dimensional correlation function.

FIG. 8 is pseudo-code illustrating an implementation example of the method of FIG. 5D.

FIG. 9 is a table indicating examples of jammer thresholds, in dB and in linear terms,
useful in the pseudo-code of FIG. 8.

FIG. 10 is a plot illustrating the reduction in jammer false alarm rate which is possible
through utilization of various aspects of embodiments of the invention.

FIG. 11 is a block diagram of one embodiment of a system for detecting whether a peak
in a correlation function is due to a jammer.



As utilized herein, terns such as "about"” and "substantially" are intended
to all ow sone |eeway in mathematical exactness to account for tol erances
that are acceptable in the trade. Accordingly, any deviations Up?ﬁ,\?ng %
downward fromthe value nodified by the terns "about” or "substahti p @W in
the range of 1% to 20% should be considered to be explicitly within the
scope of the stated value. Mreover, as4used herein, the term "software"

i ncl udes source code, assenbly | anguage code, binary code, firmare,

macr o-instructions, mcro-instructions, or the like, or any conbination of
two or nor &1Gf 12 e blaskeldpgrang of #Fsubsérihenstron inheviradesncbmemnioptionssygem t o any
pr ocessor - redmddyihgonecdérponatingthle sgisterg obBIG. 1ot limted to RAM ROM EPROMV
PROV| EEPROM di sk, floppy disk, hard disk, CD-ROM DVD, or the like, or
any conbination of two or nore of the foregoing, on which my be stored a

seri es of qjg]tmgg]b]gggmlbpps executabl e by a processor. The terns
“processor" or refer to any device capable of executing a serles of
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function i Mateovev.ed uksd lwmin,ehamdsctﬁmxe“riedediasedume godle, assemblydarPMageode f or
one of t he cedd, birlaryt adle dfirerware) mdcpd-mstadeng maise-inktyetiois sethe dikel amahy i pl e
Doppl er fr egmbmatomyfitobhe atte ofGbaseegwnd. | y, the correlation function is
defined over two dinensions, a code phase di nension, and a Doppl er
frequency Gi,pRESIoPE) thelBfn maalﬁo rafbﬂs% &ﬁprbé&éﬂrk@a@i@bl@%édhﬁﬂ leélualhgebut
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conpri ses npar i the ot er of eak e Iocallzed ortion of
the corrol gﬁvawﬂ roerer” m?ﬁf’ﬂ”f ﬁﬁ%ﬁbrfeo?lh eefBEsEresq! { he t ot al
number of & Bware F%Ol'@ra“ nchigs "Y‘ “'t HF'E%WB# :agergra ‘s‘%ré’ ecid) ZP“F%"S?)erfor med.
In step 3omcrovme§§erapﬁmtﬁ stgigaraching, Gontrpligsneampuiss Eltiﬂé}&ﬂ@l proeessas (BSPamer .
Thi s enbodiomthetlikgt i | i zes the property that a janmmer has little or no
correlation with the 2 B FER 20007 -5 PN code used to derive the
corr el at i orFIGuhdtuswates dserabadiment of a ntetliod pif detkdting witetled a peak ofradottiefation peak s
i n the shagendion deriveddon BreeBved eigalliiz dst tpanimmer. The tdeeivedsiprdidd a on
function. domp6aRidtaihals &ahdn@REMbE Shedt mdrd GPS seRitealisibleitd @ rdckivecal | y
i ntroduces @eiRdihe §ighalPfifdne sthiple, the correlation function is derived by correlating the

received signal with a PN code for one of the satellites over multiple code phase

hypotheses and multiple Doppler frequency hypotheses. Consequently, the correlation

function is defined over two dimensions, a code phase dimension, and a Doppler

frequency dimension.

corrput er,

The peak is within a localized portion of the correlation function, such as a Doppler
segment. A Doppler segment is a portion of a two-dimensional correlation function
characterized by a Doppler frequency bin along the Doppler frequency axis, and a range
of code phases along a code phase axis.

The method begins with step 302, which comprises comparing the total number of peaks
in the localized portion of the correlation function with a threshold number of peaks Te.
If the total number of peaks equals or exceeds the threshold T, step 304 is performed. In
step 304, the peak in question is identified as being due to a jammer.

This embodiment utilizes the property that a jammer has little or no correlation with the



a localized portion of the correlation function. Consequently, a threshold
Tp may be used to distinguish between the two cases. If nmulti-path is
present, the GPS transm ssion mght introduce other peaks into the

| ocal i zed portion of the correlation function. Therefore, the thresm;IFéB'EQJ]?
Is preferably set sufficiently high so that it avoids erroneously
characterizing nmultiple peaks due to multi- path as resulting froma jamer.
FIG 6 illustrates an exanple of a valid peak 602 within a Doppl er segnent
of a correlation function. In this particular exanple, the peak 602 is
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FIG 7, nurbisp ‘?‘ﬁ'@Fﬂt O?Pé%e?h‘%ffﬁé’ ss tﬁn E"EQH iAo oao Smer
and numner al®H# t‘?’d £tiqn is due,fp ajammeg fsd g‘f‘_ﬂ@" ppl er
segnent corfeRi492ng stapet Fé&kpeﬁkse“&% %gelg@@ﬁo a!’ﬁ'ée P%‘tmaée B’Ftl}elﬂleca igehk ener gy
706 to the mmcm@félmm ation fnctien incompeter e ajammextthresheld Bt {fshepeakne peak
ener gy 606 anergy lirerahation do thetnioisaegingd8is less thumeor eqyil emiba jammenthreshaléhils

enbodi ment ,stéphi@4 nopesformed. ilnatep 404 thd ek ividedtifiedds peing doatoaf jamitee correl ati on
function is a nmean neasured noi se estimte (MVWE) derived by averaging the
non- peak sarpy @sbcdimédiatilifgahd groferBohit (Bpdak ehérey tsta RhRULOR o jaRbier N | N
one i npl e”&@ﬁaﬁ&ﬂ o' rﬁ%s%@ﬂlﬁate%rﬁﬁ@lﬁchl&eﬁ B%ﬁﬁbﬁﬂe%ﬁefﬁﬁo@ﬁﬂ@% S#puaiyand two

adj acent | BRitert &‘ann%oH i8For 4 valiipeall. @% ﬂlh?d?mﬁe%a”p ¢ are
al I the sanplg54 foyl se@o‘%ﬁ&n' %h twe ‘?\%o 5%% Or the peak and
adj acent sanp es use o characteri ze peaks he | ocal i zed portion of the

correl ati OnTlIlsu Fr%}aér?yr%s best?llusgateg gy comparing FIGS. 6 and 7. In FIG. 6, numeral 602

identifies the peak energy of a valid peak, and numeral 608 identifies an estimate of the
noise level in the Doppler segment containing the peak. In FIG. 7, numeral 706 identifies
the peak energy of a peak due to a jammer, and numeral 708 identifies an estimate of the
noise level in the Doppler segment containing the peak. As can be seen, the ratio of the
peak energy 706 to the noise estimate 708 is much smaller that the ratio of the peak
energy 606 to the noise estimate 608.

In one implementation of this embodiment, the noise estimate for the localized portion of
the correlation function is a mean measured noise estimate (MMNE) derived by
averaging the non-peak samples of the localized portion of the correlation function. In
one implementation example, a peak is characterized by a peak sample and two adjacent
samples. The non-peak samples in this implementation example are all the samples in the
plurality of samples except for the peak and adjacent samples used to characterize peaks
in the localized portion of the correlation function.



-6 FIG S5A illustrates an inplenmentation of the nethod of FIG 3. In this

I npl ementation, the |ocalized portion of the correlation function conprises
a plurality of sanples including peak and non-peak sanples. This

I npl ementati on of the nethod begins with step 502. Step 502 conpra%5532m7
conparing the nunber of non-peak sanples in the localized portion of the
correlation function to a threshold nuber of sanples TS. |If the nunber of
non- peak sanples is less than or equal to the threshold is, step 504 is
performed. In step 504, the peak in question is identified as being due to
a jamrer. dgaln since there may be multiple peaks in the portion of the
correl at i oFlGub iliustratgsian implemeritationpditle methed ofil6s Bdindhissmplemeniefiar,abl y set
suf fi ci ent Ithe looslized perian ofithke tcbptletigpefikstionaomprisg adpleratity ofshimplepat h are not
er r oneousl yindloding pdakeld asn-peikmgmplee. to a jammer. In one exanple, each peak
in the |localized portion of the correlation function is characterized by
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the localized portion of the correlation is conpared to a janmer threshold
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i[lustrat e%oﬁf@l@ﬁ&?funbﬁﬂhl tf@ttthé)ﬁeaﬁ{fana Wgaomt bpshiaf FI G In this

I mpl enent ation, a pl urallty of peaks are contained within a |ocalized

Pﬁr: Ihgnl 8]; PtlaeSB ﬁﬂ{s{r E?ﬁd ﬂﬂ: ﬁ&?&tioﬂ%hl qutsﬁ]feec% %nl}a l{)ltl QFthte%e?llnon'dﬁ? S Of peaks
thr eshol d ir?éer &mpﬂses ol the 0& ﬁﬂé"t"

exceeds th ’8[‘ °“ t'%ﬁ@e% “"?bﬁfgf ;ﬂ he peaks
in the Ioczfl"FeZ’Qﬂ béFelpl ‘%Per PF‘@P cak i qusstion ﬁ? ‘I‘ﬁ@b“gas bei ng
due to a j dNatajampegs. They ¢ then gomplste Frtatlonls eff|C|ent since all the
peaks in the | ocalized portlon of the correlation function may be

cl assi fi ed If the aunherofpealgl is lesotipm Tr,stap 361§ parfoenied. dn step §10,3heipeake®rg® D

i || ust r at edn aalatemaop neiseestintte fomthedneatizad potiorndf the CorrdBionlisn cerhpasedtoanypl e,
the | ocal ijadtepthrdsheld TRfIf thegealoereedyeinirelatidninalid misel e3timadiin@sd than peak in

question CoiRAlits 5 step SpL W Rifotiied In S8 P12 $hel peak iquRstidIER kdehtitled @ beppak
sanpl es. Thiug teXpMhE. DROhSBodMHeR cothflRtes.

FIG. 5C illustrates another implementation of the method of FIG. 3. In this
implementation, a plurality of peaks are contained within a localized portion of the
correlation function. In step 514, the total number of peaks in the localized portion of the
correlation function is compared to a threshold number of peaks Tp. If the total number of
peaks equals or exceeds the threshold Tp, step 516 is performed. In step 516, all the peaks
in the localized portion of the correlation function are identified as being due to a jammer.

The foregoing implementation is efficient since all the peaks in the localized portion of
the correlation function may be classified through a single comparison performed in step
514.

FIG. 5D illustrates an example of the implementation of FIG. 5B. In this example, the
localized portion of the correlation function inciuding the peak in question comprises a
plurality of samples including peak and non-peak samples. This example begins with step



2 B FEB 2007 -7 518. Step 518 conprises deriving a nean neasured noise
estimate (MVNE) for the |localized portion of the correlation function by
averagi ng the non-peak sanples thereof. At the sane tinme as the @%ﬁ
bei ng derived, the nunber of non-peak sanples in the |ocalized porti o7
the correlation function is also counted, since this nunber is also
required to conpute the MVWNE. From step7518, the nethod proceeds to step
520. In step 520, the nunber of non-peak sanples in the |localized portion
of the correlation function is conpared with a threshold nunber of sanples
Ts. |f the H&n¥ep 5B commispeddtivingrohean meashred soist estinmte @NRNE)tfor thhe

t hreshol d rocatieed mirticecishe sorfetiontfeptioR By avergging the moo-pealnsantpdgs th22of. t he peak
in question is identified as being due to a jamrer. The nethod then

conpl et es. Atthsiani thadas thé MMRENsB3IeE dérfvedahe Peaker S8 ABA- E§ald samplesdt @e t han
the t hr eshabeliZsd poridPofiBécortetatRAMTRKIBR & aldTtoSh@d, i thit REmB&AKaRHET gy T Or

t he peak '%fh&%ﬂtdéﬁ?nﬁd’t'eﬁ%'l\%‘l\@ to the mean neasured noi se estimate
derived in step 518 i's conpared to a jamrer threshold Tf. If the peak

energy inr t gss th n or equal
Co 1 he | angeiis ﬁ%% ¢ i€ ?‘%“‘ ; ﬁgﬁwéﬁﬁ ?tsf%%d Wt&%% t@ peak |5
i dentii fi ed 29 plﬁ%f g’o lOI‘l corgfafign é')l?

ef ficient, '@p El e[ h&fnj"'ﬂ’(?ﬁ”g. RPE &S 15 aS AR or | i zed
respect i velt Epsiep a22is perormed i stepeise) the pesk Wé%!eﬁt'tﬁmstep
518. FIG &3 tdlel“tféetdraétbé@gﬁ%ﬁb&ﬂﬂ&@@é @m%%en smplaigs.enent at i on exanpl e of
FIG 5D. This pseudo-code is in the formof a subroutine which may be

cal | ed in rlabtgp 520 if the pamberaff nohgeakpsanipiesiingraaten than thie tirestiodd TgewpisStd ed by a
cor r el at or .is fitréoridehdh step S2grtbarpeak@nergy fornbe pdak ipgudstiominqelation @rthe mead so

i denti fi ed heasir®nsisdestiviatederived i stdp B Spacdmpaddo agxamiet threshbld TDOIFHeer
segnent i s pellaémedyeinirelatib the feAPhEIsuRl Moisd B4ANGET &l A drREudPaPiker

frequency gjééhﬁter REhdld TaNeD 26 iSferfrfled. RIS S24,ithe ;seaktssldetnﬁe%t BXiag arranged
al ong a coQgepbasgndfi S- However, it shoul d be appreciated that many other

exanpl es of Dopp er segments are possible. The pseudo- code returns a bool ean

flag, jor e SR Rk D A0, SRR erhon ROR SRR B [0,
£ ot i |r85d’e?‘é‘te o orm R SRRl e
802, the tract ed energy suni is corrput ed. ThIS Is the sumof all the

non- peak sarrpl es in the |localized portigon of the correlation function. It
i s conput ed'1y8 divgirstes piendo-gudesembarng thedepleaentating example elIG- 4B Thig out t he
sanpl es t halseltﬁiha-‘tﬂd@ tsdn thecfomn oha sbreuiine whichimay be catled moslstien teseaghefithe(or i n
ei ther of tpeskstine liatjfpeelstidendificd by axomblatoh (a) are above the applicable
noi se floor, and (b) are within 15 dB of the naxi mum peak within the
segnent . Ediie Duppler bdgnidhecdatfiping thergRnjueitiondh alsa ideatifiedd trysubkoutige.sanpl es,
a peak In this particular example, the Doppler segment is characterized by a Doppler bin

arranged along the Doppler frequency axis, and a range of 64 code phases (in units of

chipx2) arranged along a code phase axis. However, it should be appreciated that many

other examples of Doppler segments are possible.

The pseudo-code returns a boolean flag for each of the peaks indicating whether or not
the peak is due to a jammer. If so, the boolean flag returned for the peak has a value of
true. If not, the boolean flag returned for the peak has a value of false.

In line 802, the "subtracted energy sum” is computed. This is the sum of all the non-peak
samples in the localized portion of the correlation function. It is computed by adding all
64 samples together, and then subtracting out the samples that characterize each of the
peaks in the Doppler segment (or in either of the two adjacent segments) which (a) are
above the applicable noise floor, and (b) are within 15 dB of the maximum peak within
the segment. Each peak in the Doppler segment is characterized by three samples, a peak
sample and two adjacent samples. Consequently, this step involves subtracting off three
samples for each peak in the Doppler segment which satisfies the stated conditions.



sanpl e and two adj acent sanples. Consequently, this step involves
subtracting off three sanples for each peak in the Doppler segnent which
satisfies the stated conditions. 2 8 FEB 2007 1In |ine 804, nunRermzi ngfbgﬁmg
refers to the nunber of non-peak sanples in the Doppler segment. It ﬁ
conpared with the threshold jamNunThresh. If the nunber of non-peak sanples
Is less than or equal to the threshol d;8the subroutine is exited and a

bool ean value of true returned, indicating that the peak is identified as
being due to a jammer. In one exanple, the threshold is set to the value 52.
This value is derived fromthe total nunber of sanples in a Doppler segnent
(64) m nus In hee Yo dumRemhiningEngesfenntotha nntnber of mbnpeatk sanipthestin theeyDeppdaned t o
be present segmdnndt Depmpaned svithitkethradheld janNunThregta tfthé Apmberchf nbhgealtinber of
sanpl es useamples Hess Aher eqal Geuhb tieéshbhicte spiratitneis kxitddantiaoReEvaludie mean
neasur ed nQif &ge RfirhéR iRiidating AP the @l idbntifie Abeidedheubhijash&d energy sum
calculated in |ine 802 by nunRenai ni ngéng. In |ine 808, peakHeight is the

peak ener gy, bhdedahipRAtheltRictiold RISAS R il li’hitsr@‘ilugggrflv FrOMERE topdl
ﬁmwfafﬁf'nﬁgb@fts plEE s ﬁﬁ%ﬁf SBeméEH n%ﬁﬁililﬁgbgodlu 1 th % Eihdngbeﬁonpar o
DRl BB
|
P

ith th ; th
}chi s pr gduglir'e, n"t"% ro s(fﬂ}pé)ﬁt"is?ldet%'c arg%@ﬁ%ege Ie%(?(?fuésa(ﬁ 'val ue gf true i is o

returned, indicating that the peak is, identified as being due to a jammer.
| f peakHei dhinedifafhe meandncaswad neisestimats is computebrdividing the qubieasicfeasNoi se,
line 810 ieBergx sy calgulated in linp8Q21ky numitemaiminghing ne is exited and a bool ean
value of false is returned, indicating that the peak has not been
i dent i fi ed latind80%; geaklteighd issth¢ penkenerg¥ Ko lineantenms) hysesitted avithtthepeaksn used i n
| i ne 808 degnestids, meéanMeasi¥aisaizehemaanvheasiired auise estinidoe adé threshLinoie aof t he
correl at i ofarfuticthiesiiold kxpresed Indidear ternid) The o4l adpéak Heightiis ecbmpared wiihitles t ant i n
this regar grafuet 6mﬁegﬂh@mﬁlemmafse.@péakﬂeigﬁm)essﬁmﬂtﬁibfmﬂuap@ae (M of
coherent i Rfg@hfid i9Bgitedhnd i bBbRaM Pl SRS ek & iR tHat fhe plali 8 a table
illustrati g@cnrﬁhg%hﬁ‘gﬁgjdde%gzmgn in both linear terms and in dB, which

e pseudo-code of F

may be used I n t IG 8 for certain settings of the

correlatio ers.. .. Jhe colum aqf | F h N erms is
Cdenti f1ed WPPRR 39%?*;@%3;2%%*56.8@?5“ oP sk ?ﬁ%ﬂ%@%ﬁgéﬁs JRe1d <
| dent i 11 ed pIeRuRd Jaline 815 xfe spproii i "Q?#gar@ Fyg[esn% OIS iYL onver ¢
the t hr eshdPdicatimghat g pealk has 1oL begaddentified, 25, peifgduedo 2RMMAL 4B t hreshLin = |
+(2/ M 1In*10(th Mo) (1) The pseudo code of FIG 8 utilizes two distinct
tests for ildedammer theeshnld nbichisused in lingrd8dependsonithy parameters whishgayed i n
| i nes 802 dheidegiyation of thaewrtlasiontfonctipntlnipanigulen thegfargseeiers whichtaie  Doppl er
segnent . THmpsewan irckthisgegard ereitheicahdrenninteigrasion 80® (8720 and the bamber (3D afhe peak
ener gy for cohaemaatiegrationsaltdth o nbw-colieeentlyanmbimadur ed noi se estimate for the
Doppl er segnent.

FIG. 9 is a table illustrating the jammer threshold, in both linear terms and in dB, which

may be used in the pseudo-code of FIG. 8 for certain settings of the correlation

parameters. The column of jammer thresholds in linear terms is identified with numeral

902, The column of jammer thresholds in dB is identified with numeral 904.

The following equation may be used to convert the threshold back and forth between
linear terms and in dB:

threshLin= 1 + (2/M)!?# 1 (treshdBi20) )

The pseudo code of FIG. 8 utilizes two distinct tests for identifying peaks due to jammers.
The first test, embodied in lines 802 and 804, is based on the total number of peaks in the
Doppler segment. The second test, embodied in lines 806 810, is based on the peak
energy for the peak in relation to the mean measured noise estimate for the Doppler
segment.



2BFE62Q7 -9 The first test may catch a significant nunber of jammer false
al arnms that woul d not have been caught by the second test. A j arm;g gﬁllgﬂ%
alarmis a peak due to a jammer which is erroneously accepted as V&P i
peak. This is best seen in FIG 10, which plots the jamer false alarmrate
as a function of the power J of the jammer in relation to the noise density
No. The curve identified with nuneral 1002 is the false alarmrate assum ng
only the second test above is in effect. The curve identified with nuneral
1004 is the false alarmrate assumng the first and second tests are in

ef fect. As Thafirpiestmay cateing sigaificant nymberaf jarmmersialse algeams fhahwerld noemvesent ed
at the ri gleeromuglpdytthesecotd testeAfiammerfalse hlerm édupdtak due to njahmheoviadhais m r at e
due to enf erromuesly acfeptedas hivalid paaksThis & tebtgmerf indd6t 10, Avhiengloditient of a
system f or jahehedhisaglamh edthiey a funprimikofahe poveed 0 o€ thetiamimef inrelationto thensiveed from
a recei ved den@M,. The clree identifigdavititumeral 1002 Blthefahd aldﬂmﬁht@ass’bimng"@nl%_

i 1T ustrat eghe scbdif 18 abAVDIS MeTFelE The BV RRAGMfed 2 n@nétaNRIMAYthé Mide The
menory 1104444 @ﬂb@isﬁmn?ﬂh@ﬁlrs@%ncﬂse%@ﬁdﬁﬁs%:h@ﬁJt%ééa‘ﬁ’h% sEaf meﬁmw ng any

of the met hadge Qfonks mie rép eqrgh st Sf ﬁl uction

| npl enent atn;l.rﬁa'ﬂs%’al %@Fe&f(g &%of g& 2165 Ll’%d

suggest ed Pogeassr 1% con I gure to acces execute t he softmare
instructions t | bl nbodi e mam)r 1104 eby. det ect vvhet her a
peak in a a‘@ﬂ '% FrIl Eﬁf‘?ﬁ"t"? gﬁﬁta Eyl"s“’ﬂg‘@t mer. An
enbodi ment dgHves fg%gefrcpws signals tpm%mmprrléll ate%mwm AtAsﬂlug % mis

i 11 ust r at edhe sypiemicgmptises progessop A 192 and| ragmary 404/ The mesmasy il b3 tangibbnf i gured to

enbody or iembodigbe sariss phisstregions for perfenmang any, ofitheimethedpelldEiSy &4, ﬁ is

conf i gur ed or enymfdbe embodimensh,amglementations, posxamples thexeofwdiidehaye beemat a, onto an
RF carri er desnilediemsndgesteileThe procksbartiecbnRewed its acesstand eRécaierthd sefblaad

i nf or mat i ornstrActichs tamgitdy dmbédiedbyrmshboured, thereby desoting whethietlu pedkda aRF
carrier ovebréatidd Rh&tin starediUnémbali1005isldubko 2p¢hni@cei ve a nodul ated RF
carrier over a wireless comunications |ink. Baseband processor 1208 is
conf i gur ed Afenfdakhd P2 SEHREMLr SRfieH iﬁaatWi?échSrcgﬁhﬁﬁHa ﬁ;tehﬂsﬁl‘hﬁﬂﬁ&&' ver
1206 for t rf?[ﬂ 1§3Tﬂ5p8%§£1alasu%érﬁ; s?:?uo%quH 9@:% In turn

obt ai ns th| ormation from an ev ce'w thII n user 1 nterface
1216. Basé HH processor 1208 is al so conflgured to provi de baseband

I nformatio rom transg ver 206 to E{ # 1202 in turn gecow des
thi s basebayd!o FngseRsl %‘P&on %&M prmal B’(S“Flﬁ?%w ¥ 1216.
User i nt er [aReonio 4% RE Saier-cd dam g Aim arder tp gptam-basehand g o

out put t i ng iRfeenationnf or mat i on such as voice or data. The devices typically

i ncluded within the user interface include a keyboard, a display screen, a
m cr ophone,Areanteraa $ pHbis epnfighiRS! todwesmita nmzlmlatﬁdsRchlﬁd:rgn’leedWﬁrg esecei ve and
denodul at e ceiBunhedisilink ahd sereive asnmintated RF carrier over a wireless communications

link.

Baseband processor 1208 is configured to provide baseband information from CPU 1202
to transceiver 1206 for transmission over a wireless communications link. CPU 1202 in
turn obtains this baseband information from an input device within user interface 1216.
Baseband processor 1208 is also configured to provide baseband information from
transceiver 1206 to CPU 1202. CPU 1202 in turn provides this baseband information to
an output device within user interface 1216.

User interface 1216 comprises a plurality of devices for inputting or outputting user
information such as voice or data. The devices typically included within the user interface

include a keyboard, a display screen, a microphone, and a speaker.

GPS receiver 1212 is configured to receive and demodulate GPS satellite transmissions,
and provide the demodulated information to correlator 1218.

Correlator 1218 is configured to derive GPS correlation functions from the information



and provide the denodul ated information to correlator 1218. Correlator 1218
Is configured to derive GPS correlation functions fromthe information 2B
FEB 2007 -10 provided to it by GPS receiver 1212. For a given PN codegp 2007
correlator 1218 produces a correlation function which is defined over a
range of code phase hypot heses which define a search window W and over a
range of Doppl er frequency hypot heses.-1IBach individual correlation is
performed in accordance wi th defined coherent and non-coherent integration
parameters (Ne . Correlator 1218 is also configured to derived

pilot-rel atpéd’ldféﬁ‘i’ by Gishreeeiverti2bh o p given PRk eodprorrelatardRA8 preguees api | ot

si gnal s pr sotrelatipn fgn¢tionpyhich isdefivddvaver a moge ofivods phask bypethéssmwhich defiedd by t he
subscri ber aseatli wmdpw Weapd over avrangt eSBoppieniiaquerstyihypetheses. \Back indivithaahnel
decoder 1226rrélstiononperdarned i accdrianckewitindeimet cshendmhsd pomwoldemtto it by
baseband primegation pataiders (g Mynder | yi ng source bits. In one exanple, where
the channel synbols are convolutionally encoded synbols, the channel

decoder is ®r¥iaid?1Dis E‘.%fs@d:%ﬁﬁ rédlto%eﬁes@,smﬁaae@l:&relxv;b%rﬁnéttb%s g@annel
synmbol s ar ¢,&erdid Eu B%i %ﬁ zﬁlfsc {168 %hsoiﬂﬁzlnnﬁf?&ﬁs the
channel dec %@&b %d (Ntlrﬁ Qa 10*19%&9”60' to hold

r UC% ons e

software ins e rre 4, 5A 5D, or
any of the i,ment s S the whi ch have
been descri g g%'gq@%g CPQ"'%@?{ G%E SP'E?V E U b¥ng execute

t hese sof t RaEa “[t‘b“ ¥'&‘6 SOWrEs

correl ati oﬁymhﬂéﬁﬁe(‘}ﬁg‘“’]%‘%‘@ yercod rclh@ﬂ“&l Qﬁcoq‘eﬂga Xllt@r Q‘EFOE’%" j ammer s.

CPU 1202 i dn apesend examplevdgre the squvlesym ﬁbamasﬁgalr@méms gong#Hepiarsoli ocat ed

in the corcortolutional dodes; tiewhannel decadeti 1229 15 a tarbo deg@er.i s configured to

determ ne the root nean square error (RVSE) associated with each of the

measur enmenthdemorh €384 im@afigeoe tf Isoldusaftvibnstradtions erabal yirgoany dé thetmoethod3DE  ( not

shown) . ThefPIES. 3\ PO5B, &aiml of thetehtbotinmemts) BifarhentitimebreRarhples thexef se of

i ts correspgiéh Rge iRl bed or sidiaestéd) EPLPEI1BERTighRE tb S&cels A ekétate

subscri ber t%@gdfa&rbﬁ@%%stmt&ew&h@f%e § H REEPSorrélation RALhNR! Y. the

subscri ber ?&ﬁ&éd(?ﬁlt cgﬁgpa{&gq%rg&egﬁ\@w on fromthis information. In
rreasu

one embodi e U 12 ags t renments derived from peaks
which are i r&g r?ée%nrlre Rt e éth tl&%{ed llgﬂ'l%r ed or

de- vei gh 551*%1 R Eordayfilde PR fedh

oot o &0 TSR o T T
appar ent téq‘fq% °rc§ |aﬁs<§’i°$? ifh each of the mepsureRENs. ey nore enbodi ment s,

i npl enentations and exanpl es are possible that are within the scope of this
i nvent i on, These ipeasuteagnisiand Rivbdelvatugstase prowidpdtos BB (atishevabbeDRet ect i on
i n accor danesghts ¢dch ofithe neasuremenss based pe tifednyasse Gfiits cetresppagding BMSEyvrdves
transmi t t ecindyhehastimatesthi dreatiomtheisulstrilses station based on the weighted

measurements. Alternatively, the subscriber station determines its own location from this

information.

In one embodiment, the CPU 1202 flags time measurements derived from peaks which
are due to jammers, and these measurements are either ignored or de-weighted in the
position determination process.

While various embodiments, implementations and examples have been described, it wili
be apparent to those of ordinary skill in the art that many more embodiments,
implementations and examples are possible that are within the scope of this invention. In
particular, embodiments are possible where jammer detection in accordance with the
invention is performed in relation to signals transmitted by base stations in wireless
communications systems, including omni base stations and individual sectors in a multi-
sector cell, or signals transmitted by combinations of base stations and GPS satellites.
Consequently, the invention is not to be limited except in relation to the appended claims.



comuni cations systens, including omi base stations and individual sectors

in amlti- sector cell, or signals transnitted by combinations of badeFEB 2607
stations and GPS satellites. Consequently, the invention is not to be
limted except in relation to the appended clainms. 2 0 FEB 2007 -1l CLAI NS
What is clainmed is: |I. A nmethod of detecting whether a peak of a correl ation

function derived froma received signallis due to a jamer, said peak being
within a localized portion of the <correlation function having a total

nunber of peaks, conprising: conparing the total nunber of peaks with a

t hreshol d nunber of peaks; and identGH4AMY said peak as being due to a
jamrer if the total nunber of peaks equals or exceeds the threshold. 2. The
met hod of claim|l wherein the total nunber of peaks within the |ocalized
portion of WhativdaimsHat:i on function define a plurality of peaks, and the

i dentifying step conprises identifying all of the peaks in said plurality
of peaks ad.bei Agmethed bbdetectingmihethel 4 pdak@f b obrdlativhndastionfdefieakBomgual s or
exceeds t heedelve@ sizahlds di toA Biﬂhﬁpdalﬂfpeﬂ@lﬁéﬂéwmﬁlnm&&ah%d riGkrthé a

correl ati oRofrb1aGdr ﬂﬂctﬂﬁrﬂa\é aﬁb@ﬂﬁtﬁnbe&%@ﬁ‘éaﬁ?%ﬁlbﬂéﬁ I'S due to a janmer, the
peak bei ng W'th'camsa B&Idﬁeatemgh;ﬁhrésﬂaa b} peiChiPn having a
noi se estimate, ; Ij. l(E?H]Hle?e B5HmFREl e mfﬂtﬂqter%tp%kﬁggtgqsa“ ng

t he peak ene&gﬁyeﬁ]}he < €- Nnol se es Fmate t

and identj 5 e pe s bei ng due to a JamTer i f the peak energy in

relationt the noi matel ss than or 0,

t hr eshol d. Og H\?ﬁ’r‘i’ﬂ “EllanWFe?,“ a}‘?é‘l’té Wntméoﬁ&ag%wgg‘flltﬂﬂoéﬁmga nean
measur ed nd’l°§5’“ the; "h’ﬁﬁ@t’o‘s netien deding gplwplity o peaka. apd dheidenttiise seant i f yi ng
step conpr iceaprisegddpntifyjngg)! efithe perkain wid plutality ofpealises feingdhe to 3 ammes peak
energy is lithetattlammber efipeaks aquals beexseetsihe thossholdhe j ammer threshol d and the
mean neasured noise estimate. 6. The nethod of claim4 wherein the localized
portion of 3 he @omethbdof dutedting ethiether a peakiof b serselatign funaidntderioéd Bowmpl es

i ncl udi ng perlvedsignildndpcala jamet, @it peak einp vithiRAdlocAlRad poreidn BPthee esti mate
i's derived chrelatiéi RattRe HaRhgQidiseRekma HAt &lfe pedk hdVik aséémteégg claimé6
wher ei n eachmpgdikgi N the localized portion i s characterized Dby a peak

sanpl e and two Pﬂnﬁ&ﬁ@{ Sg%r?rp@lén%ﬁté‘ 0B8R K HRD| SR AR TSGRt | the

sanpl es i n es except for the pea adj acent
sanpl es. ai ei n the Qrtian
correl ati on funé g [ Fa}ksag?e ﬁ a‘H the&lh %\H%ﬂk egeﬁgﬁé? [Fc'ﬁq Gqf)ggk and
non- peak SWF& l H ?qﬁ an orequa e_lamm reshng
The method of claim 3 wherein the noise estimate is a mean measured noise
esttmate.
5. The method of claim 4 wherein the identifying step comprises identifying the

peak as being due to a jammer if the peak energy is less than or equal to the product of
the jammer threshold and the mean measured noise estimate.

6. The method of claim 4 wherein the localized portion of the correlation function
comprises a plurality of samples including peak and non-peak samples, and the mean
measured noise estimate is derived by averaging the non-peak samples.

7. The method of claim 6 wherein each peak in the localized portion is characterized
by a peak sample and two adjacent samples, and the non-peak samples comprise all the
samples in the plurality of samples except for the peak and adjacent samples.

8. The method of claim 1 wherein the localized portion of the correlation function
comprises a plurality of samples including peak and non-peak samples, and the
identifying step comprises identifying said peak as being due to a jammer if the number
of non-peak samples is less than or equal to a threshold number of samples.
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16. A method of detecting whether a peak of a correlation function derived from a
received signal is due to a jammer, said peak being within a localized portion of the
correlation function having a total number of peaks, comprising:

a step for comparing the total number of peaks with a threshold number of peaks;
and

a step for identifying said peak as being due to a jammer if the total number of
peaks equals or exceeds the threshold.

17. A method of detecting whether a peak of a correlation function derived from a
received signal is due to a jammer, the peak being within a localized portion of the
correlation function having a noise estimate, and the peak having a peak energy,
comprising:

a step for comparing the peak energy in relation to the noise estimate to a jammer
threshold; and

a step for identifying the peak as being due to a jammer if the peak energy in
relation to the noise estimate is less than or equal to the jammer threshold.



