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THI S invention relates to a system and net hod of
verifying an image transmtted over a conmmunications
network. There are a nunber of applications where
copi es of docunentation are required to be stored
electronically. It is often necessary to ensure that
the copies are authentic and the copies therefore
need to be verified. One exanple in the South African
context relates to the Financial Intelligence Centre
Act (FICA). In ternms of this act certain financial and
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required to be stored electromc;ally It is often necessary to ensure that the

copies are authentic and the copies therefore need to be verified.

One example in the South African context relates to the Financial Intelligence
Centre Act (FICA). In terms of this act certain financial and other transactions
cannot be processed without a financial institution, for example, obtaining
copies of the identity documentation and proof of residence from at least one

of the parties to the transaction.

This normally means that the relevant party is required to be physically present
at the financial institution to supply originals of the documentation which are

then copied by the financial institution and thereby verified.

The present invention seeks to address this by providing an improved system
and method of verifying images transmitted over a communications network to

allow copies of the documentation to be obtained remotely.



I mage transmtted over a comuni cations network, the
nmet hod including: receiving via a first
W@ 0vaM0dat i ons network i mage data at a serverPCT/IB2007/053136
storing the inmage data in a nenory; receiving
verification data fromthe conmuni cati on device; and
conparing the verification data with previously stored
verification data and if these natch then verifying
the image. In one exanple, the nethod may incl ude
transmitting a request over a-2econd conmunications
network to a conmuni cation device to verify the imge.
The data received fromthe communi cati on device may be
r SUNMMARY\ QR THEINVENTION communi cations network. The
first conmuni cation network and the second
comruni cati on network na be.the sa C ni cat.i.on
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conmuni cation device is a nobile comunication device.
I n an exanpl e enbodi nent, the imge data is stored in
a menoir¥ceing Vig a fig kbmenucicatinnsinettarioimage\dateeatsngbrver;
represents an inmage captured using a digital canera
of the nobile conmunication device. The verification
dat a neyoring tiee ipegsaiatd iniaceertoryi cati on nunber. WO
2008/ 018032 PCT/1B2007/ 053136 -3 The nethod may
i nclude registering a communi cati on device for use by
st or i ngecalying deificatfanciata foem e comenuisaiomewes: 8Ad devi ce
in a menory together with the personal identification

nunber. In this exanpl e enbodi ment, the verification
dat a r exowipadng thecyaiidieafiogrflata with previously stored verification data

and if these match then verifying the image.

In one example, the method may include transmitting a request over a second

communications network to a communication device to verify the image.

The data received from the communication device may be received via the

second communications network.

The first communication network and the second communication network may

be the same communication network.

The second communications network may be a mobile communications

network wherein the communication device is a mobile communication device.
In an example embodiment, the image data is stored in a memory on the
mobile communication device and represents an image captured using a

digital camera of the mobile communication device.

The verification data may be a personal identification number.




identification of a conmunication device from where
the personal identification nunber was transmtted
W@rwsnsseszi n t he received identification of theCT/1B2007/053136
conmuni cati on device and the received persona
identification nunber are conpared with the
previously stored identification of the conmunication
device and personal identification nunber. According
to the present invention there is further provided a
systemfor verifying an i mage3ransnmitted over a
communi cations network, the system including: a
comuni cation nodule for receiving via a first
communi cations network inmage data at a server; a
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and personal identification number.

According to the present invention there is further provided a system for
verifying an image transmitted over a communications network, the system

including:

a communication module for receiving via a first communications

network image data at a server;

a memory for storing the image data; and

a _verification module to receive verification data from the
communication device and to compare the verification data with

previously stored verification data and if these match then verifying the

image.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a system within which the present

invention is implemented; and



appl i cations. For exenplary purposes the system and
method will be described in the context of the
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this act copies of certain docunentati on need to be
obtai ned and verified before certain kinds of
prescribed transactions can occur. Previously this
nmeant that a party to the transaction would need to
physically bring originals of the docunentation to a
financial institution, for exadple, where they could
be copied and the copies verified. The system and

nmet hod descri bed bel ow all ow an agent to be sent to
the party to obtain digital copies of the required

dqGguremnt at | @rﬁbvwwﬂév@dmgwahf Yustlagsgan eﬁeiﬁme m'eﬂg)dtaﬁ verifying
Figure 1, an a the% comruni cat.i e é‘{" IS
used to obfaf ag{%ff’“\?@l‘ )?V?rn%%cggmumﬁa 5’[‘?8 g gﬁ%l e the

comuni cation device 10 is a nobile conmuni cation

devi ce which allows the agent to be nobile and to
capture images renotely froma server 12 and then

t rpESCRIPTION OREMBODIMENT® server 12 via a

comuni cations network 14. The inmage data transmtted
fromthe nobile comunication device is received at
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bring originals of the documentation to a financial institution, for example,

where they could be copied and the copies verified.

The system and method described below allow an agent to be sent to the party
to obtain digital copies of the required documentation and to verify these.

Referring to Figure 1, an agent with a communication device 10 is used to

obtain and verify images.

In one example the communication device 10 is a mobile communication
device which allows the agent to be mobile and to capture images remotely
from a server 12 and then transfer the images to the server 12 via a

communications network 14.

The image data transmitted from the mobile communication device is received
at the server 12 and stored in an associated memory in the form of a database

16.



In any event, the server 12 initiates the transmtting
of a request over a second communications network to

W@ 2@8Mma0st cat i ons device to verify the i mage. PSI/IB2007/053136
nmenti oned above, in the illustrated enbodi nent the
communi cation device is a nobile conmunication device
and thus the request transmtted nmay take the form of
a Short Message Service (SM5) or a Miultinedia
Messagi ng Service (MVB) nessage. The request is
received at the nobile communi-®ati ons device 10 and
the agent is pronpted to enter verification data into
t he conmuni cati on device 10 which is then transnitted
to the server 12. In an alternative enbodi nent, the
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(MMS) message.

The request is received at the mobile communications device 10 and the agent
is prompted to enter verification data into the communication device 10 which

is then transmitted to the server 12.

In an alternative embodiment, the agent may transmit the verification data to
the server 12 without being requested to do so or after being requested to do
so by an application executing locally on the user's mobile communication

device or computer.

In any event, the verification data typically takes the form of a personal

identification number (PIN).

The received personal i‘dentiﬁcation number is compared with a previously
stored personal identification number and if these match then the image is

verified.



comuni cation device 10 they are able to capture
i mges of the docunents requiring verification, which
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nobi | e conmuni cati on device 10 before being
transmtted to the server 12. |In another exanple
enbodi nent, the nethod includes registering a
comuni cation device for use by storing-an
identification of the communication device in a
menory together with the persofial identification
nunber. In this exanple enbodi nent, the verification
data received includes an |dent|f|%at|0n of
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In this example embodiment, the verification data received includes an
identification of a communication device from where the personal identification
number was transmitted and wherein the received identification of the
communication device and the received personal identification number are
compared with the previously stored identification of the communication device

and personal identification number.
An example of the first time registration of the agent is as follows:

e The server will receive an instruction to load the agent.

e A user will capture all of the agent's details on server including the
MSISDN of the agent’s commﬁnication device.

e The agent will receive an SMS advising them that they have been
loaded.

e They will select a URL in the SMS to initiate the download of an

application onto their mobile communications device.

If the details of the agent change, the process is as follows:



has been changed. The server will then store the new
MSISDN in a nenory. (r) The agent will receive an SNS
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They will select the URL in the SM5to initiate the
downl oad of the application onto their nobile
comruni cations device. A typical application wll
occur as follows utilizing a nobile communications
~device as the capture nmedium Agent opens application
on their nobile comunications’device. A nmenu is
di spl ayed providing various verification options
avai l able for selection of type of data to be
gathered. Agent selects the applicable option. The
appl i calpkeserri dydtdm e aryesificationitebtrige MBSDEIGS thesagent
informatign fields that have to be conpleted. Agent
t akes A3PREEHCANYEFe customer, their | D Book and proof
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e Agent opens application on their mobile communications device.

e A menu is displayed providing various verification options available for
selection of type of data to be gathered.

o Agent selects the applicable option.

e The applicable menu is displayed providing the various information
fields that have to be completed.

e Agent takes a photo of the customer, their ID Book and proof of
residence if applicable using a digital camera of the mobile
communications device.

e Agent captures the guardian’s details if applicable

« Field Agent then confirms the above details on submission of the data.

e The mobile communication device application requests an agent
authorization from the server system. Thus once the data (for example,
photo, -name and addresss details) is received, the back end system
initiates a request to enter the PIN. In this way, the device that the data
has been received from as well as the individual operating the device
are properly identified

e Agent authorises the assisted 4registration and verification by entering

their pin number.



are properly identified Agent authorises the assisted
registration and verification by entering their pin
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server receives the data and verifies the transaction
or forwards the data to another server to verify the
transaction on receipt of the data. The server
stores the data and confirnms that the transaction is
successful . A successful nessage is displayed to the
agent. In the case where the i-8t-ernet is used the
follow ng takes pl ace Agent | ogs onto a Wb
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avai t adihe septer seeeivesrthe dptacanderifies AR Hansasfien: Pk farwards

appl i caid ga@Pbi Hdther EBRePRP VEMRRKS traREBLbDS ofli repdigty&ftihe
provi di ng‘a the various options that have to be.

conpl etdd Agent captures the applicabl e custoner

f'gt glé 'o'irhe é\%&t S]Eo?é‘sef $hed dé_mgta(hdof:(_)tfcﬁhﬁs Cirlétt Qﬁbﬁli‘ﬁr,an*sé‘tﬁibﬁ is
an roof o resi dence i f applicable using a

di gi talsuéﬁ?ﬁé‘)"& Astucesrsfuhpisseage '%S'ﬁﬂlﬁ}ﬁ‘?pcgtgtﬂi’%ﬂ%e”&evi cg.

Aggnt gapt ures the nobile tel ephone details of the

individual if required for,t banki n I ocess.

AdBiiie ‘E%@H"W?%?’Fﬂﬁ%mf’ﬁé ua%vs?ﬁ'awmghék%ﬁ%ﬁ?bm ssi on of

the data. Web Application request an agent

aut hori sat
° Agen![ I%BS I)rritgrg\xlggAg&%éﬁoennd

o A menu is displayed providing the available options for selection.

e Agent selects the applicable option.

o The applicable menu is displayed providing the various options that
‘have to be completed.

o Agent captures the applicable customer details.

e Agent takes a photo of the customer, their ID Book and proof of
residence if applicable using a digital camera of the mobile
communications device. '

e Agent captures the mobile telephone details of the individual if required
for the banking process. ‘

o Agent then confirms the above details on submission of the data.

e Web Application request an agent authorisation from the back end
system.

o The agent authorises the assisted registration by capturing their PIN on
their mobile communication device.

e Web Application receives notification that the transaction has been
authorised and sends the transactions data and images to the server.

e The server stores the data and confirms that the transaction is
successful.

o A successful message is displayed to the agent together with a main

menu ready for the next transaction to be captured.



system The agent authorises the assisted
registration by capturing their PIN on their nobile
W@ oivaiodat i on device. Web Application recei vRGI/IB2007/053136
notification that the transacti on has been authorised
and sends the transactions data and i mages to the
server. The server stores the data and confirns that
the transaction is successful. A successful nessage
is displayed to the agent together with a main nenu
ready for the next transaction%-o be captured. WO
2008/ 018032 PCT/1B2007/ 053136 It will be appreciated
that the server 12 may i nclude a,L nunber of nodul es in
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tomgﬁ%‘:'ﬁw@@{rh%ﬁ%@?t?ﬁpg %ﬁ’gﬁgcggl\{@%eéwal 'y well find
‘application in a distributed, or peer-to-peer,
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ocated on one or nore servers operated by
oriBstaictionsy whichs twhent pésyted by a machine, cause the machiné to

perform any of the methods described above.

It will be appreciated that embodiments of the present invention are not limited
to such architecture, and could equally well find application in a distributed, or
peer-to-peer, architecture system. Thus the modules illustrated could be-

located on one or more servers operated by one or more institutions.



WD 2008/ 018032 PCT/ | B2007/ 053136 -10- CLAIMS 1. A
met hod of verifying an inmage transmtted over a
W@ 09st0dat i ons network, the nmethod i ncl udi ngPCT/IB2007/053136
" receiving via a first communi cati ons network inmage
data at a server; storing the inage data in a nenory;
receiving verification data fromthe conmuni cati on
devi ce; and:- conparing the verification data with
previously stored verification data and if these
mat ch then verifying the i magd®-2. A nethod according-
to claiml further including transmtting a request
oﬂm& second communi cations network to a
G cation device to verify the inmage. 3. A nethod
according to claim2 wherein the data received from
the, co ni cation .device j ved v :
comhurl GRITERE ARy AL oeod FEEFIE ol HifR R aths
cl ai mr2tvaork,dhamet®dwheudingy t he first comunicati on
network and the second communi cation network are the
same communi cation network. 5. A method according to
cl ai m 4 wheeesiving Me @ drafipemeunicgionfenslyPrk inadg dawp st e
communi cat iQRg,-network and wherein the communication
device is a nobile communication device. WO
2008/ 018032 PCT/ 1 B2007/ 053136

storing the image data in a memory;
receiving verification data from the communication device; and

comparing the verificaton data with previously stored
verification data and if these match then verifying the image.

2. A method according to claim 1 further including transmitting a request
over a second communications network to a communication device to

verify the image.

3. A method according to claim 2 wherein the data received from the
communication device is received via the second communications
network.

‘4. A method according to claim 2 or claim 3 wherein the first
communication network and the second communication network are

the same communication network.

5. A method according to claim 4 wherein the communication network is a
mobile communications network and wherein the communication

device is a mobile communication device.



11 6. A nmethod according to claim5 wherein the inmge
data is stored in a nenory on the nobile
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using a digital canera of the nobile comunication
device. 7. A nethod according to any preceding cl aim
wherein the verification data is a persona
identification nunber. 8. A method according to any
precedi ng claimfurther |nclud|ng registering a

- communi cati on device for use by!storing an
identification of the comrunication device in a

nmenory together with the pe nal .identification ..
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verifi gatdipRatdat@mbeem t he communi cation device and
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9. A method according to any preceding claim wherein the verification
data received includes an identification of a communication device from
where the personal identification number was transmitted and wherein
the received identification  of the communication device and the
received personal identification number are compared with a previously
stored identification of the communication device and personal

identification number.

10. A system for verifying an image transmitted over a communications

network, the system including:

a communication module for receiving via a first

communications network image data at a server;
a memory for storing the image data; and

a verification module to receive verification data from the

communication device and to compare the verification data with



W@ 2008034082 t he i nage.
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stored verification data and if these match then

10 wherein the comuni cation nodule further transmts
a request over a second comuni cations network to a
communi cation device to verify the image. 12. A system
according to claim 11l wherein the data received from
the comunication device is received via the second
comuni cations network. 13. Al3ystem according to
claim1ll or claim12 wherein the first comunication

network and the secaond ,co nj cat,i on netwark a t
same conmunPEOUEH Fateo Y meqlen f{a%/gf"g e@%r@?‘tﬁa ?’gn
clai m 13 wheesfying thesimagemuni cation network is a

mobi | e communi cati ons network and wherein the

comuni cation device is a nobile conmunication
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system according to any one of clainms 10 to 15 wherein
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13.A system according to claim 11 or claim 12 wherein the first
communication network and the second communication network are

the same communication network.

14. A system according to claim 13 wherein the communication network is
a mobile communications network and wherein the communication

device is a mobile communication device.

15. A system according to claim 14 wherein the mobile communication
device includes a memory and a digital camera, wherein image data is

captured using the digital camera and stored in the memory.

16. A system according to any one of claims 10 to 15 wherein the
verification data received by the verification module is a personal

identification number.

17.A system according to any one of claims 10 to 16 wherein the
verification module further registers a communication device for use by
storing an identification of the communication device in the memory

together with the personal identification number.

11. A system accordi ng tRCTIR00M053136



storing an identification of the communication device
in the nenory together with the personal

w0 deanigfosrat i on nunmber. WO 2008/ 018032 PCT/IB2007/053136
PCT/ 1 B2007/ 053136 -13 18. A system according to any
one of clainms 10 to 17 wherein the verification
nmodul e further receives verification data which
includes an identification of a comunication device
fromwhere the personal identification nunber was
transnitted and wherein the re¢efved identification
of the communi cation device and the received personal
identification nunber are conpared with a previously
stored identification of the conmunication device and
per so8al systenmt atéardihg dn anyuwberaf claims 10 to 17 wherein the

verification module further receives verification data which includes an
identification of a communication device from where the personal
identification number was transmitted and wherein the received
identification of the communication device and the received personal
identification number are compared with a previously stored
identification of the communication device and personal identification

number.



