FLE4BLE SERVI CE NETWORK FOR COVPUTER SYSTEMS Thi s invention

rel ates to the data proceSS|ng field. Mxre particularly, this m@y&n&ﬁﬁﬁ
provi des fot:a flexi'ble‘Service network for conputer systens.

foll owi ng co- pendlng patent applications,are comonly assigned, were flled
on the sane date as;ithis patent appllcatlon and are rel ated: European
Pat ent Appllcatlon nunber

FLEXIBLE SERVICE NETWORK FOR COMPUTER SYSTEMS -
This invention relates to the data processing field.
.«More particularly, this invention provides for a flexible
service network for computer systems.

The following co-pending patent aﬁplicationé are
commonly assigned, were filed on the same date as this
patent application, and are related:

'European Patent Application number
Entitled : AUTOMATED ENROLLMENT OF A COMPUTER SYSTEM INTO
A SERVICE NETWORK OF COMPUTER SYSTEMS

European Patent Application number
Entitled : TRACKING THE RESOLUTION OF A PROBLEM ON A
COMPUTER SYSTEM IN A SERVICE NETWORK OF COMPUTER SYSTEMS

. European Patent Application number
Entitled : PROBLEM PREVENTION ON As COMPUTER SYSTEM IN A
SERVICE NETWORK OF COMPUTER SYSTEMS

-~

Servicing midrange and mainframe data-processing
systems is a major segment of thetﬁata-process1ng indus-’
try. A manufacturer or larg;:company may employ as many
people for repair and service ds for'sales or for develop-
ment of new systems. Serv1cang rédnuiires extensive net-
works of service represenﬁgilves,- parts inventories,
software, and physical fac1lrt1es dDIronically, the ser-
vicing of data-processing systems relies heavily on human

labor and mental effort.

U.S. patent 4,654,852 proposes one step toward more
automated repair of data-processing systems. That patent
allows an operator to run problem-determination procedures
(PDPs) stored in the system itself. The PDPs can them-
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Entitl&d : AUTOVATED ENROLLMENT OF A COVPUTER SYSTEM | NTO A SERVI CE
NETWORK OF COVPUTER SYSTEMS European Patent Application nunber

Entitled : TRACKI NG THE RESOLUTI ON OF A PROBLEM ON A COWUTER SYSTEM I N A

SERVI CE NETWORK OF COVPUTER SYSTEMS European Patent Application
nunber Entitled : PROBLEM PREVENTI ON ON A UTER SYSTEM IN A SERVI CE
NETWORK OF COVPUTER SYSTEMS Servicin m dr ange and mai nfrane

dat a- pr ocessi ng Systemi,e §e§ E@L&rmﬁsg%@ehofcoﬁmeqé@ aaPé°§:@§§éxﬁ9 mdt&ﬁe
try. A manufacturer any

| e for
and service is for sal éé’sﬁ? Sﬁt ai‘?gﬁ'fs oft?‘ﬁﬂ %E resydt §| g?
requi res extensive net mew tests §er¢e@emmeapyhe<§eﬁ@&q itbpesun nexkt s These
inventories, software, ppprg pAYShesd ife%ﬁlektttl% opeka st Ol |perfbhi &&Yions,

vici ng of data pr OCGSSIs%ghSX.gt gé@tl&%' gr?t:@%.g\“!ﬁ/sc%gnmg cables, and re-
starting programs. The PDPs propose problem solutions as
messages to the operator recommending that certaip actions
be taken, or that certain service representatives be

summoned.

A centralized service data-processing system has also
been established; for example, the IBM "RETAIN" network
has been available for many years. A customer can tele-
phone the nation-wide facility and relate a problem on his
system to a service representative, either a customer

engineer (CEj or product support staff. A The representa- .

tive attempts to diagnose the problem by asking the cus-
tomer what symptoms his system experiences, and what
hardware and software components are present on the sys-
tem. As the customer answers these guestions, the service
rep enters certain key words into a terminal. When he is
satisfied that he has sufficiently characterized the
problem, the rep accesses one or more problem-management
data bases stored in the central system, ﬁéing the key
words as search arguments. Each entry in the data base
has one or more key words and descriptions of proposed
solutions for problems inveolving those kéy words.

European Patent application 89.480038.2, discloses a
computer system that is able to detect a problem and send
a service request to a central service system. The cen-
tral service system receives the service request and
checks a database to see if a solution to the problem is
known. If so, solution information is automatically sent

to the computer system.




| abor :and nental effort.

toward nore automated repair of data-processing systens. That patent
all ows an operator to run problemdeterm nation procedures (PDPs) stored in

the systemitself.

sel ves determ ne which conponents are present
agai nst them wusing the results of previous tests to determ ne which PDPs

The PDPs can them

U S. patent 4,654,852 proposes one step

in the systemand run tests

to run next. These PDPs ThanakgveoPsieiteapPlinatierapeasents fesiehhigett ons,
such as setting cont p@sncelesconnechencricadl e, @nguter system service.

However,'this computer system requiring service could only
send service requests to one central service system. In
addition, if the central service system could not find a
fix for the problem in its database, it had to notify a
support center where a human being would have to look into
the problem further. The central service system could
therefore only automatically fix a subset of the problems
likely to be encountered by the computer systems looking
to it for service. This problem is magnified when one
considers that most computer systems today contain hard-
ware and software manufactured by several different ven-
dors. In addition, computer systems can be radically
different in hardware and software configurations and
capabilities. It is unlikely that one central service
system will be able to adeguately service the diverse
problems likely to be encountered by perhaps hundreds or
thousands of combuter systems depending on it for service.
This computer system also lacked the ability to efficient-
iy' £rack the resolution of problems, or to request or

receive problem prevention.

It is a principle object of the invention to service
problems in a computer system in an efficient manner,

It is another object of the invention to have a
service netvork of computer systems to efficiently service
problems. )

It is another object of the invention to have a
service requestor that can choose between more than one

service provider for service.

It is another object of the invention to allow =a
service provider to become a service requestor and request

service from another service provider.
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for problens involving those key words.

A service network has several computer systems con-
nected togéther. A computer system can either be a "Ser-
vice Requestor" (SR), a "Service Provider" (SP), or a
hybrid of the two, a "Service Provider/Requestor" (SP/R).

Once the service network is established, a SR can
automatically detect problems with it's components (hard-

ware, software, or microcode}, build a service request .

describing the problem, select a SP/R responsible for
fixing the problem, and send the service request to that
SP/R. The SP/R.responsible for fixing the problem re-
ceives the service request, verifies that the SR is enti-
tled to receive service, and chécks a solution log to see
if it has the solution for the problem. If so, solution
informatien describing the fix for the problem, accompa-
nied by one or more software components, microcode compo-
nents, hardware parts order,.and/or textual instructions,
is sent down to the SR. If the responsible SP/R cannot
fix the problem, it checks to see if it receives support
for this problem from any other SPs or SP/Rs to which it
is connected. If so, it sends the service request on to
this SP or SP/R, which may in turn send the service re-
quest on to other SPs or SP/Rs until a fix is found. The
SP or SP/R can alsc perform remote problem detection and
determination on a SR.

Fig. 1A shows a simplified service network of the
invention.
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Eur opean Patent application 89.480038.2, discloses a conputer systemthat
Is able to detect a problem and send a 'seivice request to a central service
system The cen- tral service systemreceives the service request and
checks a database to see gRily.a1B0oshdwsoR tord lvemplablsenvies laetwerk Jdff the,
solution information,i §e1?éitofl”at ically sent to the conputer system

n - . . . . .
3 The above pat ent application represents a significant advancenent in

the field of conputer system service- However, this conputer system
requiring service could dﬁpy 1C shows - an exemplary service network of the -

invention.

Fig. 1D shows an extremely complex service network of

the invention.

Fig. 2A shows a block diagram of a service requestor

of the invention.

Fig. 2B shows a block diagram of a service provid-

er/requestor of the invention.

Fig. 2C shows a block diagram of a service provider

of the invention.

Fig. 3A shows the fields contained in an entry of the

problem log of the invention.

Fig. 3B shows fhe fields contained in a service

request of the invention.

Fig. 3C shows the fields contained in an entry-of the

solution log of the invention.

Fig. 4A shows the fields contained in an entry of the

entitlement database of the invention.

Fig. 4B shows the fields contained in an entry of the

support database of the invention.

Fig. 5A shows a flowchart of the enrollment of a
service requestor into a service network by a service

provider.

Th



send sefvice requests to one central service system |In addition, if the _
central service systemcould not find a fix for the problemin its '
database, it had to notify a support center where a hunman bei ng woul d have
to look into the problemfurther. The central service system could
therefore only automatically fix a subset of the problens likely to be
encountered by the conputer systens | ooking to it for service. This probl em
is magni fi ed when one consi ders_t hat nost conputer ?Xéstems togaé z(_:Jonnt ain '
hard- ware and sof t war eEHEhufBcBRr ShPhyPAEBUEH A G 198 SAEPIAYRS €9 In

addi tion, conput ertisyshesElneat frecessli cal I y different in har dware and

sof tware configurati ons and capabilities. is unlikel y t hat one central
service systemwil | bl e dequat e giM & the 4 ¥g{ pr Q! gns
i kely to be encounter eg épér%é ¥e hun%y wgs Qr t housands Co ut er

systens dependi ng. o?ﬁrvtlc?oPrS‘éﬁ‘iﬁFcemt?hl% EWﬁf’er“eE‘i&rﬂ‘erﬁYa%os BE&Ed t he
ability to efficientequeytésr.ack the resolution of problens, or to request or
recei ve probl em preventi on. It is a principle object of the

invention to service prgbl ens in a col %ﬁﬁla’ﬁ:&sg‘éﬁén@ %gsﬁ‘ fi;egl gitsgganner.

the enrollment process.

Fig. 7. shows how the enrollment process shown in-
Figs. S5A and 6A are approved.

Figs. 8-12 shows how errors are detected, analyzed,

and reported by or for a service requestor.

Fig. 13 shows how advisories are sent to a service

H

provider.

Fig. 14 shows how a service requestor can request

fixes for supported components of its computer system.

Fig. 15 shows the functions that can be performed by

a service provider.

Fig. 16 shows how a service provider processes ser-

vice requests.

Fig. 17 shows how a service provider processes advi-

sories.

Fig. 18 shows how a service provider performs problem

prevention for a service requestor.

Fig. 19 shows how a service requestor processes data

received from a service requestor.
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It" is &nother object of the invention to have a service network of conputer

systens to efficiently service probl ens. It is another object of the
i nvention to have a service requestor that can choose between nore than
one service provider for service. It is another object of the

i nvention to allow a service provider to becone a service requestor, and
request service from anot her service provider.
Figs. 20A-20D show exemplary problem tracking

screens.
' Fig. 21 shows an exemplary screen graphically dis-
played at a console for tracking problems.

This invention is related to the following patent and

pending patent applications :

US Patent 4,654,852
European Patent application 884800574 (Calvert I)
Application 89480038.2 (Calvert II)
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I. Overview

For the remainder of this patent application, a
computer system that requests service from one or more
computer systems and does not provide service to other
computer systems will be called a "Service Requestor", or
"SR". A computer system that provides service to one or
more computer systems, but can also request service from
one or more computer systems, serves a hybrid, chameleon-
like role and will be «called a "Service Provid-
er/Requestor”, or "SP/R". A computer system that does not
request service from any computer systems but provides




4 ° * It is another object of the invention for a service provider to
performrenote problemdetection and determ nation on a service requestor.
These and ot her objects are acconplished by the service network discl osed
her ei n. A service network has severaB corrput er systens connected

t ogether. A conputer stem can either erV|c Requestor” (SR, a

" Sgrvi ce Provi (rjrgr I§)e‘¥ Visie &ohgBti “Ef’fret ﬁ%‘“ ‘\?B \c/]‘f]gjf Be cdifd
Provi der / Request or " (SP#R«)lce Providegfceort ABESer vi ce netvvor k is established,
a SR can automatically detect problens with its corrponents (har dwar e,

software, or m crocode), bﬁwldflg %g %cg sg%qﬁeddg% Ql Q?%v;or}ﬁ %robclh%m

sel ect a SP/R responsible 8 fixin Vi ce

request to that SP/ R iTHen€ppR $% sllst@mf"(‘}Fe‘FlY&anélP‘helz& &BI %?rfﬁ‘ ec@i-ves
the service request, sPeri iB@sis hatnridute@Rvis &irk t146d tioo SPeddiOve Iserthiece,

and checks a sol uti OnNpreferred embodiment, SR 110, SP/R 130, and SP 150 are all
IBM Application System/400 midrange computer systems,
although any other computer systems, such as mainframe
computers or personal computers, could be used. Lines 120
and 140 are normally telecommunications links such as a
leased line or a public switched telephone network or
other carrier, but could be a direct link, such as a wire
or optical cable, or a local area network. SR 110 also
includes processor 111, storage 112, and one or more
terminals 113. Likewise, SP/R 130 includes processor 131,
storage 132, and ohe or more terminals 133. SP 150 in-
cludes processor 1?1, storage 152, and one or more termi-
nals 153.

Fig. 1B shows a more complex service network of the
invention. Each SP/R is typically connected to several
SRs. The SP/R acts as a service provider for these SRs.
Each SP/R is also typically connected to several SPs. The
SP/R acts as a service requestor to these SPs.

Fig. 1C shows an exemplary service network of the
invention. Lets assume that SR 110 is a computer system
for Pete's Catering Company, a hypothetical small busi-
ness. SR 110 communicates over 1link 120 to SP/R 130,
otherwise known as the Software Fixit Shoppe, a hypotheti-
cal software repair company. The Software Fixit Shoppe
communicates over link 140 to SP 150, a mythical applica-
tion software development company called Sam's
Spreadsheets. The Software Fixit Shoppe is also connected
to SP/R 146 (Really Big Computer Company), and SP 145
(Lot's of Words, Inc). SP/R 146 is further connected to

1K




| 6g tovsee if it has the solution for the problem If so, solution
i nformati on describing the fix for the problem acconpani ed by one or nore
sof tware conmponents, m crocode conponents, hardware parts order, and/or
textual instructions, is sent down to thegSR If the responsible SP/R
cannot fix the problem it checks to see if it receives support for this
probl em from any ot he¥? 953, ofPAP/IRE . t andhHiEc RSPt | B/ RoRhecteFOlPrcted tq
sends the service repesisodnardd sbhiss SBrgr 152/ Rs wdtinekteyoi At uss, ssend -
the service request ofgto,,ptdhefsePs or SP/Rs until a fix is found. The SP -
or SP/R can al so performrenote  problemdetection and determination on a
SR Accordingly, the invention discloses a nethod for automated anal ysis
and resol ution of probl es® 119 dsfaist coonpafedr teySR/BMITH Y °Servnkel71.
network, said first GayRULIRY iSYSiNkEGRNGE! &k HerdyaseCrndt CHmgeer Sy&l em
and said second conpuil,sySLeM.CNRRELAR L8 3 144) 56 PRTPHAY Systggy sald
nmet hod conprising the steps of: : :

178 and SP/R 146. SP/R 177 1is further conneCled to SP
s 181. SP/R 178 is further connected to SP 182.

Typically, Hardware Fixit Shoppe 170 and goftware
Fixit Shoppe 130 would also be connected to huundreds or
even thousands of service requestors like Petefs Catering
110, and could be connected to more SPs or SP/Ra than is

shown in Fig. 1C.

The network of Fig. 1C is built by an_enrollment
process that adds computer systems into the service net-
work. A SP (or SP/R acting as an SP) already in the
network can initiate the enrollment of an SR (or SP/R
acting as an SR) into the network. In addition., 3 SR (or
SP/R acting as an SR) can initiate a request foi enroll-
ment into the network. If such a request is init (ated, it
must be approved by the receiver of the request.

Once the network shown in Fig. 1C 1is eslablished,
Pete's Catering computer system can automatically detect
problems with it's components (hardware, Sofiyare, or
microcode); build a service request describing tihe prob-
lem, select a SP/R responsible for fixing the problenm,
(either the Hardware Fixit Shoppe or the Software Fixit
Shoppe) and send the service request to that 8p/R.  The
SP/R responsible for fixing the problem YeCajyes the
service request, verifies that Pete's Catering im entitled
to receive service, and checks a solution 109 to see if
it has the solution for the problem. 1f so, golution

information describing the fix for the problem, accompa-

¥
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nents, hardware parts order, and/or textual instructions,
is sent down to the SR. If the responsible SP or SP/R
cannot fix the problem, it checks to see -if it receives
support for this problem from any other SPs-or SP/Rs to
which it is connected. If so, it sends the service: re-
quest on to6 this SP or SP/R. This process continues until
a fix for the problem is found.

For example, let's assume that Pete's computer system
has discovered a problem with one component (also referred
to as a field replaceable unit, FRU, replaceable unit, RU,
module or object) of its spreadsheet application program.
It determines that the Software Fixit Shoppe is responsi-
ble for fixing this component, so it builds a service
request and sends it to the Software Fixit Shoppe. The
computer system at the Software Fixit Shoppe verifies that
Pete's Catering is entitled to receive service, and checks
a solution log to see.- if it has the solution for the
problem. It can't find a solution for the problem, so it
checks to see if it receives support for this component
from any other SPs or SP/Rs to which it is connected. It
discovers that Sam's Spreadsheets is supposed to support
problems with spreadsheet application components, so it
sends the service request on to Sam's. The computer
system at Sam's receives the request, searches its solu-
tion log for a solution, and finds a solution. It sends
the solution information down to the Software Fixit
Shoppe, which sends it down to Pete's. Sam's solution
information is then stored in a solution log at the Soft-
ware Fixit Shoppe. The solution information is also
accompanied by a replacement software component to be used
instead of the component of the spreadsheet program that
caused the problem. '

Sam's solution information is stored in a solution
log at the Software Fixit Shoppe. This means that if

3
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can send the fix for the problem directly to the requestor

- without having to forward the service request on to Sam's

Spreadsheets.

The status of the resolution of the problem can be
monitored by the computer systems of the support network
of Fig. 1C. Each SR, SP/R, and SP contains a problem log
to track the status of each problem. - Problems can have a
status of OPEN, READY, PREPARED, SENT, ANSWERED, FIXED,
VERIFIED and CLOSED. The problem log present in each
computer system makes it possible for status of the net-
work to be easily monitored. The monitoring activity can
be user queried via a series of screens or by graphically
displaying a pictorial representation of the network or a

- searching a solution

- determning that said solution |og

t

a support indicatlon t hat saﬂ@-thlrd conput er systen1supports

M wth

he

portion of the network on a console associated with a

computer system of the network. For example, a console

- {special terminal used by ‘a network operator) at the

Software Fixit Shoppe can graphically display all SRs that
it supports; When the service request is received from
Pete's Catering, the icon representing Pete's may flash or
change color to indicate that a service request has been
received. The appearance of the icon may change again
when the service request is forwarded on +to Sam's
Spreadsheets, again when the solution information is
received from Sam's, and again when it  is sent down to
Pete's. A system can also send an advisory to other
computer systems to notify them of problems for which they
do not have support responsibility. -

The computer systems in the service network of the
invention also have the capability to perform or request
problem prevention. A SP (or SP/R acting as a SP) can
check to see if it has any solutions to problems that one
or more of the SRs (or SP/R acting as an SR) it supports

I
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) » Fig. 1B shows a nore conpl ex service network of the invention.

Fig. 1C shows an exenpl ary service network of the invention. Fig. 1D

shows an extrenely conpl ex service network of the invention. . Fig.
shows a bl ock di agr ahwbfhas gertyvidiecovegqedsonrrapbrtdte vefventlfome, it carFj g.
2B shows a bl ock di ag{s4pighe@ s61uticR RABKIAti&,/ IPeRpiiledOlbyt Néhe or

I nvention. more software components, microcode components, hardware
parts order, and/or textual instructions, to the SRs. In
addition, a SR (or SP/R acting as an SR) can request any
known fixes to problems for a list of supported components
from an SP (or SP/R acting as an SP). The SP sends any
fires to problems associated with the list of supported

components to the requesting SR.

For example, lets assume that the Software Fixit
Shoppe, after receiving the fix from Sam's for the faulty
software component of the spreadsheet program, wants to
perform problem prevention on the other SRs it supports
that has this spreadsheet program but hasn't reported or
discovered this problem yet. It determines who these SRs
are ana sénds the solution information to them, along with

the replacement software component,

Fig. 1D shows an extremely complex service network of
the invention. The computer systems can be arranged in
several levels. SRs can request service from one or more
SPs and/or SP/Rs. SP/Rs can support one or more SRs, and
can in turn request service from one or more SPs and/or
SP/Rs. SPs can support one or more SRs or SP/Rs. Even
one pair of SP/Rs can request service from each other.

Fig. 2A shows Service Requestor 110 of Fig. 1A in
more detail. The executable elements of Fig. 2A are
performed by processor 111, suitably programmed as indi-
cated in the appropriate flowcharts.

Operating system program 210 may be of any type, but
preferably has the conventional capability of executing a
number of programs concurrently such as the Operating
System/400. A resource manager (RM) program 220 maintains
vital product data (VPD) information from a VPD table 221

2A
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Firg. 2€ shows a bl ock di agram of a service provider of the invention.

Fig. 3A shows the fields contained in an epjry of the problemlog of the

i nventi on. Fig. 3B shows the fields contained in a service request

of the invention.

Fig. 4B shows the fleFﬁée%%%tﬁ?ﬁ@ﬁ'lﬁTgﬁ éﬁﬁ

t he

i nventi on.

identifyingClsh@uBavdre Einplodenteontgpascdmodelan esdiny of
the solution log of taﬁfbgﬁenté the softwgfg céH%oﬁQ@M§ ift®alibe! dSmpers,

contained in an entr

entitl enent

actually collected by RAS manager 241. The RM program also
maintains a topology file 222 which describes the inter=-
connections of the components of the SR.

Application programs 230 of any conventional type are
executed by operating system (OS) 210 under any conven-
ticnal management technigque, such as a job queue (not
shown). The operating system runs RM program 220 at
bring-up (IPL) time, as one job among the application
programs 230, -

A suite of service utilities include most of the
elements used by the invention.

The subsystems of the SR all have resident event-
driven reliability and serviceability (RAS) utility pro-
grams which detect any errors occurring during operation
of their subsystem. For example, an I/O processor in a
disk subsystem such as 112, Fig. 1, may have a utility 240
running as an interrupt routine whenever the 1/0 processor
issues an interrupt resulting from an error; they may also
run as notifiable tasks. An error may occur when an
operation produces a known invalid result, times out,
fails to start, produces a stuck fault in a bus line, etc.
A reliability and serviceability (RAS) manager 241 is
event-driven by utilities 240 while the customer system is
running. Rather than running at the level of a job under
OS 220, RAS manager 241 preferably executes as an event-
driven task in microcode. Raw error data collected by the
RAS manager is kept in an error log 242; some of this data
is later transferred to a problem log 243. Data collected
from each error is recorded as an entry in the error 1log.

The fields of each entry of the error log include:

t
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Fig. 5A shows a flowhart of the enrollment of a service requestor into a

service network by a service provider. 14 6
Fi gs. 5B-5H show exenpl ary screens di spl ayed during the enrol |l nent process.

Fig. 6A shows a flowchagtskeh NRgeDidiFREK, quxﬁqﬁerﬁéycgd&i&\fwﬁfé into a
service network by a sej&\l/iscgr;oerq_tiestor

6g entry
Failure statistics (e.g., how many times did a
seek error occur before the correct cylinder was
found?)
The configuration of components (from the VPD
table) involved when the error occurred
Device status provided by the particular RAS
utility, such as register contents or status bits
A reference code identifying the type of error.

Problem log 243 contains a number of entries, one for

each problem encountered. (Note that an "error" is dif-
ferent from a "problem.") Each entry of the problem log
contains fields for:

Network wide unigue problem identifier

Status information

Machine information {(type, serial, model, change
level, network ID, control point)

Initial or point-of-failure FRU list, in order of
decreasing probability

Isolation FRU list, in order of decreasing
probability

Final or fix FRU list, in order of decreasing
probability

Symptom string (coded reference numbers)
Solution Information (filled in when problem is
ansvered)

Originating System Identification (network ID &
control point)

Received from System Identification (network ID
& control point}

Sent to System Identification (network ID &
control point)

Running history of problem resolution activity
that occurred and who performed this activity



F| gS.» 6B—6D show exerrpl ary screens displayed during the enroll nment process.
Fig. 7. shows how the enroll nent processyshown in Figs. SA and 6A are

appr oved. Figs. 8-12 shows how errors are detected, analyzed, and
reported by or for 'a service requestor. . Fig. 13 shows how advi sories

are sent to a service proVpdien-log enthlkdma}dhsPOVEndI0¥E deffitVifRtus
requestor can reque%%3 éix%gsfor.. fg'gp,orgggercoEpé)n% zs%Of;s't &P L&%‘i{;.
B th at can

system Fig uhctions t e perforne
"ready," after all applicable PDPs 246 have finished

executing, "prepared," after the associated service re-
quest 249 has been stored, 'sent," after the service
request has transmitted it to the central service system
for action, "answered," after solution information is
received from a SP or SP/R, "fixed," after the solution is
applied "verified," after the SR verifies that the solu-
tion infofmation did solve the problem, and "closed,"
after all activity for the problem is completed.

The fields of thg problem log entry are shown in Fig.
3A. :

Referring again to Fig. 2A, the term "FRU" literally
stands for "field replaceable unit," the smallest compo- i
nent of a system which will be stocked for replacement of
a failing component, and is in common use in the industry.
In the context of the present invention, however, the
meaning of this term is expanded to refer to the smallest
unit of a problem solution. Such a unit may be a hardware
component as in the usual sense of the ‘term, but may also
be a2 software component sucﬁ as a program, module, or
object, or a message indicating an action to be taken to
solve the problem. For example, the operator might be
instructed to reset certain switches, or to summon a
communications~carrier service representative.

The initial FRU 1list is the list of components sus-
pected of failing by the RAS utility 240 which detected
the problem; this list is derived from the error log entry
written by this RAS utility. The isolation FRU list
contains the components suspected by the PDPs 246; any PDP
executed by PAR program 244 may write one or more FRU
numbers into the isolation FRU list field in the problem-
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a Servite provider. Fig. 16 shows how a service provider processes

ser- vice requests. Fig. 17 shows how a service provider processes
advi - sori es. Fig. 18 shows how a seua®i ce provider perforns problem
prevention for a service requestor. Fig. 19 shows how a service

request or processes dat¥%-ec@h¢eteTHEm Brydaer (pdpbefiddiepisolated FRU list
to produce a final FRU list which designates the suspected

" comporiénts. The FRU code numbers in” each of these three

lists are ordered in decreasing order of probability of
failure by the program which supplies them; each item in
‘the list also has an explicit probability number which
estimates the likelihood that it is the failing unit;
again, these number are provided by the designers of each
component. Different fields of a problem-log entry are
written at different times, and more than one entry of
some fields may be written into a single entry.

A contact data base 201 contains. information relating
to the customer, such as the customer name and address,
the name and telephone number of one or more people who
are to be contacted in connection with system problems,
preferred language textual instructions, and so forth.

A problem analysis aﬁd resolution (PAR) program 244
. contains routines for analyzing problems received by the
RAS manager and entered into the error log. When RAS
manager 241 creates a new entry in error log 242, PAR
program 244 may -- but need not always -~ create a new
entry in problem log 243. The system log identifier, the
reference code identifying the failure, and some of the
configuration data from the error log are transferred to -
the problem~log entry. The PAR program also selects among
a number df problem determination procedures (PDPs) 246,
in response to reference codes in the problem log. Brief-
ly, PAR 244 reads the coded reference numbers from the
problem-log symptom fields, and the failing-unit codes
from the problem log. It then selects a particular PDP
246 and executes it. The selected PDP may interrogate
further fields in the problem-log entry, optionally ask
the operator of the customer system for further informa-
tion (by means of a display on a terminal 113, Fig. 1), or
optionally display instructions for the operator to per-
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7° *Figs. 20A-20D show exenplary problem tracking screens.

Fig. 21 shows an exenplary screen graphically dis-

t racki ng probl ens.

application 884800574

pl ayed at a console for

This invention ild related to the foll owi ng patent
and pendi ng pat ent apglications US Pat n% 4,654,852 Eurgﬁﬁan Pat ent
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such as setting controls or plugging cables.

A user-perceived problem resolution (UPPR) program
247 allows the operator of the SP to create a problem-log
entry even though the RAS manager has not detected any
errors. This is done by means of display screens or
panels 245 requesting information froﬁ the opefator and

receiving his input. The UPPR program may run certain

PDPs 246 in response to data from the operator, and may
also request the operator to take certain actions; it
builds a symptom string and list of involved components
from the PDP results and the operator"information. In
some cases, a PDP executed for this purpose may solve the
problem; in that case, no entry is created.

A system support facility (SSF) program 248 converts
a selected problem-log entry into a service request 249,
transmits it to a SP or SP/R, such as SP/R 130 of Fig. 1,
and manages the SR end of a dialog with the SP or SP/R.
SSFE 248 alsé is used to request enrollment into a service
network, request problem prevention, track the status of
problems, and process advisories.

Referring now to Fig. 3B, service request 249 is of
the form shown in Fig. 3Bl when a SR requests that a known
problem be fixed. Service request 249 is of the form
shown in Fig. 3B2 when a SR requests problem prevention
for a component, as will be explained in more detail in
section V. A service request 249 has fields for:

-=~ Problem identifier

-- Customer data {(name, telephone number, and
address of contact person, customer language)

-~ Machine information of machines that detected and
reported problems (type, serial, model, change
level, network ID, control point)

i
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application, a conp

conmput er systens
will be called a
provi des service
service from one

uter temt at

service pdviliDe {h%@a#ﬂ%er of this patent

requests servjce fromone or nore

an(feaﬁé%e ﬁ&ﬁ“ﬁ%\?f‘ﬂ‘éldsé’fevf?é’af%e%f:ﬂér conmput er systens

"Service Requestor"”,

or "SR'. A conputer systemt hat

10 x986n ProbBRER: Conputer systens, but can al so request
nore conputer systens, serves a hybrid, chanel eon-

or

If

Problem data (problem~log number, date and time

of occurrence, severity, symptom string,

recurrence flags)

Initial and isolation FRU codes (i.e., part
numbers of field .or customer replaceable

hardware and/or software components,

probability estimates that these components

caused the problem, key number of a message

describing the problem).

Textual Problem Description (blank if

automatic)

problem prevention:

Problem prevention type identifier

Component ID

Recurrence flags are set to indicate that the same

component has previously reported a problem within a

certain time period (e.g., 30 days), and - that the same

symptoms had previously occurred within the time period.

The severity code is a number éssigned by the operator or

system to indicate how serious the problem is believed to
be,

from +the results

The symptom string is a series of codes reformatted

problem analysis.

of problem detection and subsequent



| irke role and wll
"SP/R'. A conputer systemthat does not request service fromany conputer
systems but provides 19
nore conputer systens w .cal Led. a " Sel:vi Cex Prayi 190 on 9P
Fig. 1A shows a sinplifi g fgs)lgx}l\glllacgg_%lel?v%r Eﬁ%f ‘ﬁ\'e S?)\i\tllgﬁ{ﬁ olr?fa §OR§llﬁ)eI_Jlss
connected via |ink 19 5P f%‘@f‘ggp?ﬁ%36hﬁ“§eﬁo‘?‘é:§5t]e]t?'vi%15 ISPRKR 140 t o
SP 150. In the prefeFiad3enbedurben lo§RR0Z1Bas SRR AIQVinEiSRsk50 are al |
| BM Application Systenf 400 m drange conputer systens, although any ot her

sy_prhe%‘%mqpilgf5&{1%089@1%%& or personal conputers, coul;zl

-~ Component ID

conput er systens,
be used. Lines 120

be called a "Service Provid- er/Requestor", or

8 service to one or

Version/release level

Solution information (identifies one or more
hardware, software, or microecode components)
Solution status {for each component identified
above)

Symptom string

Requisites {indicates if solution should be sent
for problem prevention requests)

Referring again to Fig. 'ZA, support database 203

keeps track of which SP or SP/R is responsible for sup-

porting a component of the SR's computer syStem.i As shown

in Fig. 4B, support database 203 has the following fields:

Component ID

Network ID of SP or SP/R
Control point

Automatic Install Information
Problem Prevention Information

SR 110 of Fig. 2A communicates with an SP/R or SP via

link 275.

Fig. 2C shows a block diagram of SP 150 of the inven-

tion.

Problem control program 295 manages the dialog with
the SR ox SP/R, handles enrollment and problem prevention
requests, tracks the status of problems, and processes
advisories. Problem control program 295 is performed by
processors 131 or 150, suitably programmed as indicated in
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and 140 are'nornally t el ecomruni cations |links such as a | eased line or a
public switched tel ephone network or ot he£0 carrier, but could be a direct
link, such as a wire or optical cable, or“a |local area network. SR 110

ﬁ! EO i ncl ugg/strl gge_sscﬂlte égamp%&szf@gﬁoa%@ar@md OREb 1k B&Etﬁ-ogeb%mkus 2953.
i kewi se, i ncl udes progesso st o 1 e
ternminals 133. SP 1§6cFﬁs-escIPﬁaggempr%O@egﬁ%f %@i&@g? o?oigge%?sz,g&gn%{%%{:or

nore term - nals 153database (363. 1EEaghoRf dthepPEeehipler8elfi &Ben&Bbr k of
the invention. Each £obh&t iss tdigcesdddy vitimngctldd bd Boyer2gl BRs.conflaénSP/ R

acts as a service prqykegdafadigh LH&Re aITSenfanh SRARshH RsAlsafpdMtRuCBY! ¥p -

connected to several _SPs. _The SP/R.acts as a vi ce reqyestor..to.these
SPs. Fig. 1Cls’fﬂomsp%ﬂkﬁ8'§le‘?ﬁﬂt§f’£ %‘E’FW"&;% et UBHR* qﬁ‘%etshglvh\?é%‘ fon.
Lets assume that SR BE@R# sanw/oonfBe evizsyidnknttor MRacklen ConerehPmOSplny, a
hypot heti cal small Dbuweb-néEFies seRvidd pepsennel cad @solblems it rHappdfrst bBubP/ R

130, otherw se known @g:{hg; SQfitWagf, Figsi t SHOPRE.a186 WAOIRRLLIe buffer
264 for controlling the information presented at the

console, as will be discussed in section IV.

SP 150 also has entitlement database 270. Entitle-
ment database 270 keeps track of what support SRs or SP/Rs
are entitled to receive. Entitlemeht databése.270 is shown
in more detail in Fig. 4A and contains the following
fields:

-- Client Description Data (such as that shown in
Fig. S5E)

-- System Type

-- System Serial Number

-- Network iID

-- Control Point (to uniquely identify.SR or SP/R)

-- Entitlement Status (enrolled or not enrolled)

-- Entitled Compoﬁent ID list

Fig. 2B shows a block diagram of SP/R 130 of the
invention. SP/R combines the eléﬁents of SR 110, already
discussed, with the elements of an SP 150, also alreadj
discussed. Note that problem log 261, solution log 262,
and contact database 263 contain information about all SRs
and SP/Rs that SP/R 130 supports; problem log 243, solu-
tion log 202, and contact database 201 only contain infor-
mation about SB/R 130. '

II. Enrollment of a Computer System into a Service Network

A



cal séftware repair conpany. The Software Fixit Shoppe comruni cates over
link 140 to SP 150, a nythical applica- tion sof twar e devel opnent
conpany call ed Sam s Spreadsheets. The Software Fixit Shoppe is al so
connected to SP/R 146 (Really Big Conputer ,Qonpany), and SP 145 (Lot's of
Wrds, Inc). SP/R 146 is further connect ecf

9 SP 151, SP/R 152, and SP 153. SP/R 152 is connect ed to SP/R 154 and SP

155. SP/R 154 i s connect edflo Sggrr+ ‘;ﬁfG %Pwéﬁ% ta% 881 Ol ment ofSF% 110
is al so connected to SP/R 78 over °Tin 47 R IS a nown as
Har dwar e Fixit Shoppe SEYRCE7Ferdesiprt HELO cdnfEEVLe t%etS’PrﬁB?’ &p Sf?E,l“SP/ R
[err] 77, SP/IR: provider. This flowchart is performed by processor 131 or
151 of SP/R 130 or SP 150 (Fig. 1);_by problem control
program 295 (Figs. 2B and 2C). As an example, lets assume
that our service network consists of the Software Fixit
Shoppe as a SP/R, providing service to SRs known as Joe's
Deli, Willie's Wigets, and Lefty's Scissors {Fig. 1C). The
Software Fixit Shoppe wants to enroll Pete's Catering as a
SR into the service network. Block 601 checks to see if SP
attributes need to be defined or changed. For the purpos-
es of this and subsequent flowcharts, "SR" will refer both
to an SR and a SB/R acting as an SR. "SP" will refer to
both a SP and a SP/R acting as an SP.

If block 601 is answered affirmafively, the operator
at the SP 1is prompted with attribute information to
change, as shown in Figf 5B. The attribute information of

.Fig. 5B is the default attribute information for all SRs
the SP supports ~- it can be overridden on a case by case .

basis for specific SRs, as shown in Fig. S5E.

Block 610 asks if the operator -wants to work with
service requestors. If so, Block 611 displays the main
menu, as shown in Fig. 5C. The main menu shows that Joe's
Deli, Willie's Wigets, and Lefty's Scissors are already
enrolled as SRs in the network. The operator selects
option 1 to add Pete's Catering, thereby answering block
620 affirmatively and displaying the screens shown in
Figs. 5D-5H. The operator inputs customer information
about Pete's in Fig. 5D, changes any of the default at-
tributes in Fig. SE; and adds a list of components for
which Pete's is entitled to receive service in Fig. 5F. A
"component" is defined as a replaceable unit or group of
replaceable units of hardware, software, or microcode.

For hardware, a component could be an entire keyboard or

It



178 and SP/ R 146. SP/R 177 is further Connected to SP 181. SP/R 178 is
further connected to SP 182. Typi2ally, Hardware Fixit Shoppe 170

and Software Fixit Shoppe 130 would al so be connected to hundreds or even
t housands of servi cé&heed¥iedtedr étFelle PEPE' WLEHIRS | AgCIWIRCRH ¥ HSd 2Be
connected to nore Skatdre Skppiieatiort hpupgrsnsheperaking=i gyste@, or otheFhe

network of Fig.  1Gghs Qfﬂarkg{% %ﬂa@r&ﬁ% hpRNl BE %%%ﬁbim&oﬁdgts draaput er
systens into the serV|ce net-

co nA{:cuL:Pl /RaCtln ékn
already in the net wSFRITHR i nft FEPE e GHrOIA RBNTS 5t VT §I5 (6P R act i ng
as an SR) into the m&t AOPRRIT2RR &M BFOAT °&’JSF$ (‘Bfr magnle.oOF| ﬁ@Ya’sarﬂﬁrSR)
can initiate a requesttig. enTid | calvient IDt patdne repidxdtiohf refetenaedequest

is init tated, it ”%Bvé)esmergvsdf@aérshsaakeﬁ Iaa%leéc&be {EES! pro-

Once the netvvork hown est abl Ca
system can aut omatsl 85?1P ;{]dértagstup o eéeraq Lxerarbhlcatlgy sarra;lgécll r&l.%vegrrpm er

of replaceable units (RU). A component can be anything
from one RU on the 0OCG level, to one RU on the SFG ievel
and its associated RUs on the OCG level, to an RU on the
AG level and all RUs beneath it in' the hierarchial struc-
ture. Fig. 5C allows the operator to select components to
support from a list of available but currently unsupported
components. Fig. SH allows the operator to specify which
language is associated with each componént that is enti-

tled to service.

Once all the desired information is inputted into
these screens, blo_ck 622 (Fig. SA) records an entitlement
entry in entitlement database 270. Block 623 sends the
enrollment request to the SR. ' Flow of control returns to
block 610, which checks to see if there are other SRs to
work with. If not, the programI ends in .block 625.

Fig. 6A shows a flowchart of the enrollment of a
service provider into a service network by a service
requestor. This flowchart is performed by processor 111 or
131 of SR 110 or SP/R 130 (Fig. 1), by SSF 248 (Figs. 2B
and 2C). Returning now to our example service network,
Pete's Catering now has-support for his operating system,
spreadsheet program, word processor, recipe database, and
microcode frém the Software TFixit Shoppe, but desires
someone to support his hardware components. Therefore,
Pete wants to request enrollment of the Hardware Fixit
Shoppe as a service provider. Block 651 asks if the
operator wants to work with SPs. If so, block 652 dis-

1



problenms with it's conponents (hardware, software, or mcrocode),
build a service request describing the ggob- lem select a SP/R responsible
for fixing the problem (either the Hardware Fi xit Shoppe or the Software
Fi xi t Shoppe) and gangst tige SRAMI fiénd,eguestiowno it hitilg. SPBR.  ThEh@a B/ énu

responsible for fix Qgthéé“em@rebkamrer9§;bﬂtV%ﬁop§éwelssai¥ééa% caeyipSh

verifies that Pete's tering_in entitled t

receive rvig hecks a
solution log to sedd 2% hasPtife TILGET o?PrTl(S’P h§°pF§§I 8m %P eg’
sol uti on informati cmsesnd bilogk t66€ AEKirmetiveiy.- erCénﬁGhG@@np'éﬁ the )

10 nied by one or Jpargt&Of drariRreoRgIARENbE, dIEp1aPLA GBI - sHML Sn
har dware parts ord%r agg/%i ﬁ)&t ugh. |n§H ug&o&sdmpltg &géﬁtopggmrt% Jhe SR

If the respon5|ble
contact information about the SP. Fig. 6C2 prompts the

operator for service attributes. . Fig. 6D prompts the
operator for the list of components for which support is

requested.

After the necessary information is provided, block
662 creates an entry in support database 203. This entry
indicates that support has been requested but is not yet
approved. Block 663 sends the enrollment request to the
SP. The enrollment request contains the list of requested
components, along with identification information about
the SR. ' 5
Note that a SP/R may request that a component be
supported even if the component is not installed or even
present on the SP/R system. An SP/R may have one or more
SRs ‘that look to it for support. The component for which i
service is requested may be installed. on one or more of
the SR systems but not the SP/R system requesting service
on the component during the enrollment request.

Fig. i shows how the enrollment process shown in
Figs. 5A and 6A are approved. This flowchart is performed
by processor 111, 131, or 151 of SR 110, SP/R 130, or SP
150 (Fig. 1), by SSF 248 or problem control program 295.
(Fig. 2). Block 710 checks to see if there is an enroll-
ment request to process. If so, block 721 asks if the
request is approved. This is normally done manually by
sending a message to an operator asking for approval of
the component list. Approval could also be done automati-
cally by checking the entitlement database for information

~all o
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LY X - - . - - ' - - g
cannot® fix the problem it checks to see if it receives support for this

probl em fromany other SPs or SP/Rs tozphich it is connected. If so, it
sends the service re- quest on to this SP or SP/R This process continues
until a fix for thelgeadpl ermered figubhtiock 622 of Fiy. SRkanfiineth¢ @ass eSfune t hat
Pete's conputer syst e?ﬁmlﬂwﬁwe@%ita @epbhesry B @ge cheapimenthe( al SO
referred to as a f'e'rpeageg' a%%é‘?' orUQJtuéormEE%n ﬁ?&?ﬁ@ﬁk&&nhh pfRdy modul e

or object) of its 3 I'catton program eermnesthat the
Software Fixit Sh °ifsf¥°ésﬁbn £ thy é’aF‘ér°£f F‘x?%@p?ﬁ?"sm&'o?rﬁc?ﬁé‘ﬁf
bui l ds a service ramqedstitanttoseadd®)i.t Far tehenIS@ftwaﬁRamEVXhtatveShépﬁgﬁeiy The

conputer system at ééﬁrt?@f&ﬁlvaér&r?l i(:&t glelalols AT |&-°cab£l§é d%attensmgaterl ng
is entitled to recejve, ser.v

he ks I A it has
the solution for t pﬁhﬁbllghmrmalt °%aan °ug %p%qgg% fg]onn%fg %oﬁgglbérngbl em so
it checks to see i}idty P'é‘ééﬁlﬁbsafsﬁﬁffﬂrlf“e!“brs‘:ﬁﬁ‘i‘% °€on‘tﬂ3’n§ﬁf°lf1teém armf ot her
SPs or SP/Rs to Wr‘rtmh; whs iddnepreateidingl énmhilinente requdsdt r&aiived Sfropadsheet s

i's supposed to supggt sRr QQAGJEB apblévearhetsinih eed113p Phhs alHeOBLEQIPQRENt S, SO

it sends the serV{ce r gngera L9 bSeamegtolleghe conput er

For those components that are approved, block 722
updates entitlement database 270 or support database 203,
and sends a validation response back to the SR or SP in
block 730. The SR or SP receives the validation response
and updates its support or entitlement database to indi-
cate that the enrollment reguest has been approved. For
those components not approved, a reject response is sent
in block 731. The SR or SP receives the reject response
and updates its support or entitlement database to indi-
cate that the support has been rejected for these compo-
nents. )

~ The remainder of our example service network of Fig.
1C is built in the same manner as discussed above.

I1I. Scolving ﬁroblems in a Hierarchial Service Network

Figs. 8-12 show how problems are detected, deter-
mined, and reported either by a service requestor or for a
service requestor remotely by a service provider. These
flowcharts are executed by processors 111, and 131 of SR
110, and SP/R 130, (Fig. lA)'by elements Resource Manager
220, UPPR wutility 247, PAR utility 244, SSF 248, RAS
utilities 240, RAS Manager 241, and PDPs 246 (Figs. 2A and
2B). For purposes of this discussion, SP 150 is consid-
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s;i/sterﬁ at Sanml s receives the request, searches its solu- tion log for a

solution, and finds a sol ution. It sends the solution informati on down to

the Software Fixit Shoppe, which sends i26 dowmn to Pete's. Sam s sol ution
is then stored in a solution log at the Soft- ware Fixit

The sol WRHEGnt0 | hivsr g i Diements of| SHRadddirashevr B Big-epBacenent

sof t war e conponent ifo demots egrobsisine azbtetilohe anonpetamninationhdssppeadsheet

i nf ormati on
Shoppe.

program that causeddriRer-RdLbl em Sam's solution information is

stored in a solution log at the Software Fixit Shoppe.

Block 801, if answered affirmatively, 1looks for
errors on a local system by calling subroutine 900 of Fig.
9. Referring now to Fig. 9, 0S 210 causes RM program 220,
using RAS manager 241, to collect system data at block
310. As described in the above-mentioned patent applica-
tions, hardware and software components of sys;em 110
contain within themselves "vital product data" (VPD) which
can be read out to identify their part numbers, engineer-
ing-change levels, program-code levels, and so forth.
This data includes a type. number, model number, &and serial
number for the system as a whole and/or for a component.
The RM program reads’'VPD information from each component,
and stores it in a VPD table. This table is stored with a
system resource manaaer (SRM) data base or topology file
describing how the components are connected together; this
data may be derived from a conventional configuration
program (not shown) executed whenever the SR System is
reconfigured or expanded. -

Operating system 210 then follows a conventional job
queue 320 to execute system tasks. Some of these tasks
may run concurrently with other tasks in the queue, As
each task is executed, 0S 210 maintains an environment
record 322 describing the task being run and the state of
the system.

During this time, as represented by the dotted line
302, the RAS utilities 240, Fig. 2, are capable of execut-
ing within there own subset of the system. Whenever an
error condition occurs within a component, block 330
causes the appropriate RAS utility to execute at block
331. When the utility determines the nature of the error,
by reading status bits, performing tests, etc., it writes

Thi s nmeans t hat

i f
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anot her' service requestor supported by the Software Fixit Shoppe sends a
service request to the Software Fixit Shogpe with the sane problem
Software Fixit Shoppe can send the fix for the problemdirectly to the

requestor w t hout hadvnnentry firskar dridre legraki bEogkedist Eororn-doGamritsies
Spr eadsheet s.

noni tored by the co
SR, SP/R, and SP con

hl?é séat l&%sehﬁéae 1he§&LrLéTcit%k5h q{mhhﬁl@; Qlél emeaprbe )
yter et Wor 0 ac
AFR SR e st PRt Ra jenP i 1 &, firisp s, el

probl em Probl ens cawlﬁhv%tt&n@%fa:t nsol'eﬁbléPEN Rpspthe preppiatpd Hijrfthat
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If the error is significant, (error cannot be cor-
rected by the subset of the syétem) block 334 creates a
new entry in the problem log, and writes into this record
the data described in connection with Fig. 2, including
the initial FRU list, obtained from the error log: Be-
cause no diagnosis or other analysis has yet been per-
formed, this initial FRU list is usually longer than the
isolation FRU list yet to be written in the problem log.

_Block 335 then accesses a message (using a ccenventional

language-selection utility in the system) and displays it
to the system operator on his terminal 113, Fig. 1. The
subroutine returns in block 930 to block 810 of Fig. 8.
If errors were found, block 810 is answered affirmatively
and subroutine 1000 of Fig. 10 is called. Referring now
to Fig, 10, block 1001 checks to see if the problem was
reported by the system or by the user. If reported by the
user, this subroutine is entered directly. in response to a
command entered by the user at terminal 113 -- 6therwise,
it is entered through block 810 of Fig. 8 being answered
affirmatively.

If detected by the system, control then proceeds to
block 410, where the PAR program 244 selects a particular
PD procedure 246 according to the codes in the initial FRU
list of the selected (or the first) problem.' The selected
PD procedure 246 executes at block 420. PDPs have access



Pete' s*Catering, the icon representing Pete's may flash or change color to
i ndicate that a service request has beep received. The appearance of the
i con may change agai n when the service request is forwarded on to Sam s
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Block 424 writes into the problem-log entry the
results of the tests performed by the selected PD proce-
dure. More specifically, the isolation FRU list field of
the problem-log entry receives reference codes represent-

_ ing the most probable failing FRUs, along with a code
designating the identity and the exit point of the 1last
PDP to execute. Block 425 writes into the problem=~log
entry certain VPD codes relevant to the problem, such as
the model and serial number of the customer system. The
status of the problem-log entry changes to ."ready" at this
time.

'Block 430 converts the isolation FRU list from the
problem-log entry into a symptom string by selecting the
most likely failure(s) from the isolation FRU list, refor-
matting them, and the code indicating the PDP identity and
exit point. Block 431 obtains customer information,either
from contact data base 201, Fig. 2, or from the operator,
should he decide to override the data-base information.
This information includes the name and telephone numbers
of the person to contact at the customer site, and also
includes a severity code for the problem. This code is
optionally assigned by the operator to indicate the urgen-
cy for resolving the problem. The operator may also
optionally write a textual description of the problem to
be included in the service request at this point. Block
440 then writes the actual service request into the prob-
lem-log entry, according to the format described in con-
nection with Fig. 2 and shown in Fig. 3B. (If the request
comes from the UPPR process rather than from PAR, the FRU

I



but has' not discovered or reported yet. If so, it can distribute solution
i nformati on, _acconpani ed by one or nore séftware conponents, microcode
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In this case, block 450 selects and displays a panel

requesting certain information from the operator. Bleck
452 accepts input data and formats the operator's respohs-
es in terms of key words, and writes them to a symptom
string in the isolated FRU list field of a newly-created
problem-log entry for this problem. Block 453 detects any
system problem occurring during the UPPR process. . If a
problem is detected, control shifts automatically te the
PAR process executes block 420. 'If no error is detected,
control passes from block 453 to block 454, to see if the
problem is sufficiently isolated, if not, control returns
to block 450, which . then selects another screen, based
upon the key words generated by responses to previous
screens. The screens displéyed by block 450 may request
certain actions, ask gquestions about the system, and
display advisory information. When block 454 determines
that the problem has been sufficiently isolated, control
passes to block 430 and the process continues as before.

Block 460 determines if the service request should be
sent now or not. If the problem detection and determina-
tion process has been automatic up until this point, block
460 is normally answered affirmatively. However, it is
entirely possible that the problem identified in the
current problem-log entry has been solved at this time;
that is, one or more actions taken by the operator in
response to messages from the initial or isolation FRU

1



several |levels. SRs can request service fromone or nore SPs and/or SP/Rs
SP/ Rs can support one or nore SRs, and can |n turn request service fromone
or more SPs and/or SP/Rs. SPs can support2%ne or nore SRs or SP/Rs. Even

one pair of SP/Rs can vhcgdr a 2A shows
Servi ce Request or lloléggéliet?as SC%\E JI;I e Pad‘l% EF 8;&%%?%“)\(%0&5’5%8 el éfents
of Fig. 2A are perfoPﬁ%’EPbﬁfi ’b?ib%%o?xlflfhe RICEEH ¢t R RGKaMARe. adle may -

cated in the appropri also fexdbcifahesdecides to Qoecr@mb}gasymze‘mgpa@@ram{gﬂo
may be of any type, bgioiieabelaall Yehd@ihd NGemORYENLE ORALat@PADL L] Ty, 0f

executing a nunber of PLS %égm concurgfnélr)éc %q:oag {’Qe”q%?r‘{%ﬁ{*maaﬁ

System 400. A resour cB an ai ns “vit
data (VPD) informati oﬁ"—?@foﬁleas‘VPD tIabYl@tZEIent the service request remains

in storage with a status flag set to a "prepared” status,
indicating it is ready to transmit to the sevyjce system.
If he elects to continue with problem resolution, or if
the problem has been automatically detected ang isg sup-
posed to be automatically sent, block 462 swengs the ser-
vice request to the SP or SPs identified in aupport data-
base 280 as supporting the component suspected of failing.
Normally, only one SP supports a component, lwt it may be
desirable to receive support from many different Sps for a
particular component. Block 465 updates the entry in the
problem log to indicate that the problem ham 5 status of
"sent". The subroutine returns in block 1010 to block 820
of Fig. 8.

Block 820 determines whether a SP/R wanls to perform
remote problem detection and determination on agn SR that
it supports. If so, an operator at the sp/R console }
(which is a special one of the terminals 133 or 153 of
Fig. 1A reserved for network operators) |s connected
remotely with the SR and is permitted to sign on to the SR
computer system. Of course, the operator must have been
given a user id and password to enable accags on the SR
system. Once connected, howevér, the operator at the SP
can initiate the subroutines shown in Figs. 11 and 12 to

rerform remote problem detection and determination.

Figs. 11 and 12 are very similar to Figg. g and 10,
with the following modifications.

Block 1260 (Fig. 12) indicates whether san operator is
available at the SR to perform tasks at the SR. If not,



13" ideﬁtifyi ng the hardware conponents (types, nodels, serial nunbers) and |
the software conponents (product nunbers,3 el ease levels, PTFs installed);
some of this data is actually collected by RAS nmanager 241. The RM program

al so maintains a topaheg¥addilse pedentliiCt BE66K 1265 e mb@iMled €ONIARELONS
of the .Corrponents of ntagg '§3R§'ks re uirlﬁ%plahcg ér%@gpraq.gr @5%30 i?lgthezl.pxythe
conventional type are executed bi; opéerating system { 710 undeér any
conven- tional manag@RBnEXe@tashi gliePleic 248 al§ dif dakerdirpdt vhatbfR)an  The
operating system r un®pRErogsapradéhtatonbthegsRp aad PLYE tiop, paselanereob
anong the applicati OReREQOIBYBLR3PDr, if ady,SWrke1Dfevi8EVhEH siba! i t kRS
i ncl ude most of the element g used by, the, IVELI Qlly resure sn' 188 LRSYS! O
of the SR all have r &SP dEnt “6vEhtP ¥
tion of the problem being accomplished. If a problem is
detected, block 1270 extracts information from the SR
normally used to prepare a service request to search its
solution log for a fix (effectively skipping to block 1611
of Fig. 16A, since no service request is necessary). If a
fix isn't found, the SP/R becomes a service requestor and
prepares a service request for the SR with the problem in
block 1275. The SP/R sends the service request to the
SP(s) indicated as supporting this component in the SP/R's
support database in block 1280. The subroutine returns in
block 1290 to block 830 of Fig. 8. The remainder of Fig.
8 will be discussed in sections IV and V.

In the preferred embodiment, the session required to
perform remote problem detection and determination is an
APPC session (LU 6.2) in an APPN network, although other
types of known connections, such as leased; switched or

public data network, could also be used.

Fig. 15 shows the functions that can be performed by
a service provider. This flowchart is performed by pro-
cessor 131 or 151 of SP/R 130 or SP 150 (Fig. lA), by
problem control program 295 (Figs. 2B and 2C). Block 1501
checks to see if there are any service requests to pro-
cess. If so, subroutine 1600 of Fig. 16 is called. Block
1601 checks to see if there are any service requests to
process. If so, block 1602 checks its entitlement data-
base to see if the SR that sent the service request is
entitled to receive service for the component suspected of
failing. If not, an error message is sent to the SR in
block 1605 and control returns to block 1601 to look for

e



driven rZaI iability and serviceability (RAS) utility pro- grans which det ect
any errors occurring during operation of their subsystem For exanple, an
|/ O processor in a disk subsystemsuch as112, Fig. 1, may have a utility

240 running as an interrupt routi en r L i.Ssues an
interrupt resulting ?'?%ems%ﬁvzé?er %F?‘%ﬁ%' ?ryatigé%%g 1%%"%{5%%%??9%%@%’%5.
An error may occur whEfPl¥n BpeatliclA E‘%’?ﬁﬁcég seqddwhh eV ECE aegrest ti nes

out, fails to start, wiy aiuessed mteutéudlyulfton rthasbse. | iIfe soptisloch 1605
reliability and servigeabidi terr6RARLs4RRAGET tB41sk S eyenisdr inigPibYs10
utilities 240 while thetcustorrerts s.temtl S rtglm ng. Rgt her .t hgn runni ng at
the level of a job uRt& 852267 RaS hendg8F 24T g?gf P abtdtcakectRals &is an
event - driven task i?eiHiseocsdeestRavrerraneived-a cBl9dct ¥d ShypdnkesRAghe
manager i s kept in atomonar at oghe?2 42, ss_mmﬁsmi&adamgas iss 1heionr 164 azesf er r ed
to a problemlog 243¢,D8l2:60]d 6066 JdsOheRE bbb Pdn.i S sbeFQ oS e

ntry in the error |o0g. he fields of _each entr the error | og include:
€ y céLtaIns solutgons for prob eméngth hardware, software,

and microcode components.

Block 1620 checks to see if the number of matches
exceeds the threshold specified during the enrollment
process (Fig. 5B). If so, support personnel at the SP is
notified of the problem in block 1621-via link 285 so that
appropriate hﬁman intervention can be performed. If not,
Block 1630 asks if no matches were found. If no matches
were found, block 1631 checks to see if another SP sup-
ports this component. Another SP supports this component

.1f a) the service request contains a destination ID speci~
fying the network ID and control point of a specific
service provider, or b) the support database indicates
that another SP supports this component. If not, block
1625 checks to see if this service request is a problem
prevention request (which will be discussed in more detail
in Section V). If so, a message is sent back to the SR
that no fixes for unreported problems were found. If not,
the support personnel at the SP is notified of the problem
in block 1621. If block 1631 is answered affirmatively,
block 1640 forwards the service request to the supporting
SP or SP(s) via link 275. Block 1645 then sends a meséage
to the SR indicating that the service request has been
forwarded to another SP. Block 1646 updates the status in
the problem log in the SP to "SENT," and updates the
console in the SP. Flow of control returns back to block
1601 to look for more service requests to process.

Rl .
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14 * A systemlog identifier, a unique key identifying this error-1og
entry Failure statistics (e.g., hownany tinmes did a seek error
before the correct cylinder was f ound?) The configuration of

conponents (fromthe VPBf blpgh| ¥§3q rifolapsHexise meghel Vel or 2 oBeRAIeRH1e
Devi ce status provi dagbdly dehpapiiesi Gut@rfdeA® in thiei bblutiosubdy.as Blegk st er
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Probl em | og 243 con
encount er ed.
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alns a nu ntries, one eac
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Each entry of the ptbél38n | Bye corlugion infernkdipprmay contNdpwerRk oXi dermm que

problemidentifier ofSimd ¢s1idwiasMBydednos iMBSRat@orNf Or mati on (type,
nodel , change

seri al ,

-- Instructions toc the operator at the SR
to take some action to resolve the problem (e.qg.,
reset a control, reconnect a cable, call a
communications carrier service representative)

~-- A list of part numbers identifying hardware
components for installation by the customer or by
a service representative

-- A list of software or microcode components for

resolving a software or microcode problem.

~Block 1651 adds the "ANSWERED" status to the entry in
the problem log in the SP. Block 1655 checks to see if
the solution information is to. be sent automatically by
checking the information inputted into the contact data-
base during the enrollment process. If so, block 1657
requests that the SR send a current copy of its solution
log to the SP. Although the SP's solution log contains
data from the SR that it is aware of, it is possible that
the SP's scolution log does not contain the most up to date
information. This can occur if the SR received solution
information from another SP, or if the SR received a

component from another source not in the network.

Block 1660 compares the solution log sent from the SR
with its own solution log to see if the SR has already
received all of the solution information. If so, the
previously sent solution information did not £fix the
problem, so block 1656 notifies support personnel at the
SP, as well as the SR. If not, block 1662 orders hardware
for the SP, sends to the SP replacement software compo-
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I n order of decreasing probability I solation FRU list, in order of
decreasing- probabilitypentsi nahdfar fsendsRUnidroreds nconpleents detr edsiengy
pr ]9babi lity fS?llrrp; om spEédht( @gldada rsef er gNedk NUEPedcnlis aﬁp'o;ft 'tQ@Ssoltution
I nf or mati on illed in n obl e nsver.e nat i em
| dentificati (()n (net wor km%r aq:l%rbn oqg "(l)Jlatnt\ql&‘1 %)rglé]ﬁ/ed rgm %@ %
| dentification (networ kumtes&téénﬁqlditlabl H‘tg) in &he (SR ginspdedn 1555 to re-

I dentification (networkfld2t& theC Gulluelorpotrnsmittdedntionghbi SROry Babelpr 0bdem

resolution activity t BdatReCd ednadih WROLHeED OTAHRdr 1Y Sf Ahk¥dt Yeturns
to block 1601 to look for other service requests to pro-
cess. The subroutine returns in block 1699 to block 1502
of Fig. 15.

Fig. 19 shows the steps system support facility 248
of the SR performs when it receives the information trans-
mitted to it in blocks 1662 and 1663. Block 1920 receives
the solution information from the SP and stores the entry
in its problem log corresponding to the problem ID and in
its solution log. Block 1920 also checks its problem log
to see if the problem ID sent with this solution informa-
tion corresponds to a service request received from anoth-
er SR. If so, the solution information is sent to the SR
that sent the reguest. Block 1925 changes the status of
the entry in the problem log to ANSWERED. The SR receives
the hardware, software, and/or microcode components in
block 1930, and updates the solution status field in the
solution log in block 1935 to indicate that the hardware,
software, and/or microcode has been received. The compo-
nents are forwarded on to the requesting SR, if any.

Block 1950 then asks if this solution should be
installed on the computer system. Block 1950 may be
executed instantly or several hours or even days or weeks
later. Human intervention may be desirable in making this
decision, or. the decision may be made based on information
inputted into the automatic installation field in the
support database during the enrcllment process. For
example, the Software Fixit Shoppe may decide to automati-



15 YA problemlog entry nmay have one of eight status conditions:
"open," after the entry is fi rst built; "sgeady," after all applicable PDPs
246 have fini shed executi ng, prepared, after the associated service re-
quest 249 has been staibyl, insf@dl | alhf selutipes SoryceBPInagiessupReyted by
transmtted it to thensertinrly BIhVicempnst eomdanl, ablt Qibt "fansSwekeshentaf t er

sol ut | on | nf or nat i onlskg?(lg%%g g;% }nngrgpqe§§§%gt§P/ R, "fixed;" after the

solution is applied verifies that the solu- tion
i nformation did solve the probl em and "closed," after all activity for
the problemis conpl eted.If block TIRS iigl dsswered haeffirostiemlly ogblrrkr 1986 e

shown in Fig. 3A ppl % @hé i HuBISH Rol thedlbPsted)) add1B1b8K MosbRPaates
literally stands for %tq&,r%plt%%egpgﬁqexgqng tapglﬂmclhl esiaQMPoxepent of

a systemwhich will
Block 1960 also updates the entry in the solution log by

adding the status of "APPLIED".

Block 1970 asks if the solution is verified. This
block is answered affirmatively when the system has been
tested and the problem that initiated the service request
is no longer present. This verification process can be
done automatically be restarting the problem detection
flowchart of Fig. 9, or can be done manually via human
intervention. Block 1970 could therefore be executed
instantly or after a considerable delay. If block 1970 is
answered affirmatively, block 1975 updates the problem log
to add the status of "VERIFIED". Block 1980 notifies the
SP that the problem has been verified so the SP can update
its problem log. Block 1985 again updates the status to
"CLOSED" when all activity concerning the problem is
completed. ' )

IV. Tracking Problems in a Service Network

Most problems in a service network can be tracked
each time a new status is added to a problem log entry, or
when a service request is sent and received. An SP will
be able to track all problems for which support is re-
gquested from it in this manner. However, problems occur-
ring on SRs for which it has not received a support re-
quest will not normally be known to the SP. An "advisory"”
is used to provide this additional information. An advi-
sory can be used by anj system in the service network to

inform one or more other systems in the service network of

¥



a faili*ng conponent, and is in common use in the industry. In the context
of the present invention, however, the msaning of this termis expanded
to refer to the snmallest unit of a problemsolution. Such a unit nmay be a
har dwar e conponent as & rprohéemdhat exyssedvithanoshey sygtemd) Ehssepeice
sof tware conponent sucfet¥rr. program nodule, or object, or a nessage

I ndicating an action to be taken to solve the problem For exanple, the
operator mght be instructed to reset _certain switches, or to Sy
conmuni cations-carrier ser VhERIPERr eXEHERT e c30 be usedyko; RYRR Sf‘exﬁRlﬁﬂei'st
is the list of conponestatususnfpengtddnofrefeivednyiby seheiRAS egipsts yaloud
whi ch detected the problm sydtiems! isSttheSsslency atkthesn the error 1og entry-
witten by this RAS utility. The isolation ERU list contains the
conponents suspected by the PDPs 246; any PDP executed by PAR program 244
may wite one or nore FRU ﬁﬁ%ﬂggiarﬁadntﬁ% Figo &yt Pb‘?ﬁ‘Fﬁﬁﬁll‘ﬁh'g{’k%t@?ﬁe? it he

probl em there are any advisories to send. If so, subroutine 1300
of Fig. 13 is called.

Block 1303 builds an advisory message. The advisory
message contains the component ID, textual and/or encoded-
information about the problem and information identifying
the sender of the advisory. Block 1304 sends the advisory
message to appropriate SP(s) or SR(s). This is determined
by checking support database 203 and/or entitlement data-
base 270 to see which SP, SP(s), SR or SR(s) support or i
are entitled to receive advisories for the specified
component ID, Altérnatively, the component ID field may
contain special broadcast data, indicating that this
advisory should be sent to all SPs or SRs referred to in
the support and/or entitlement databases. The subroutine
returns in block 1320 to block 840 of ‘Fig. 8. Block 840
and subroutine 1400 will be discussed later in section V.

Referring now to Fig. 15, block 1502 asks if there
are advisories to process. If so, subroutine 1700 of Fig.
17 is called. Block 1701 checks to see if there are any
advisories to process. 1f so, block 1770 updates the
console to indicate the nature of the advisory received.
The subroutine returns in block 1790 to block 1503 of Fig.
15. Blocks 1503 and 1800 of Fig. 15 will be discussed
later in section V. Note that subroutine 1700 is also
executed by SSF 248 in a SR if the SR has a console.

K



16 Ioj. The service provider updates the isolated FRU list to produce a
final FRU |ist which designates the suspeged conponents. The FRU code
nunbers in each of these three lists are ordered in decreasing order of
probability of failure bymtﬂm:;prﬂgarm%fcﬁ@spphée&d&%rvﬁwhehhgmg,n t he
l'ist also has an eXpli'nC'cton?mtahl Widh NHFRRRa MYnC 8544 NBY ?t'g&)lggm é(ges.l,l hood

that it is the failin g 1 t he egcg\‘be{3 are I’OVI

desi gners of each cor?%&ﬁ i 1o ‘ffag?ie‘hn PFeIGsaBrsss ﬁ ) oikciien s o'ﬁ’séﬁ"f'? yhar e
written at different Bengervigadnefyiorks harveshth caft ipfofmagome fs evdslamy be
witten into a_si ngl €oenNbhylysis and Am&titbAlig.dat Porb e pdlts anthm&ra-

i nformation relating tTJ.Qnt h’?et%u§§%r thac'é"%lﬂra§rf£ﬁ 93\?& %@BE?Q& Cgperlnf;o be

address, the nane and tele ne one or
contacted in connecti*8n% W‘F‘%q‘s‘ﬁsf‘é pr?r(SlB Hase ﬁ?‘éf‘éﬁ"r édff'%dﬁégéa‘t’%rﬁtteal

i nstructions, and som™eakt}paf recipe. He uses the flowchart shown on Fig. 10
to isolate a user reported problem and write a sérvice
request in block 440. Block 460 determines that the SP
that supports fixing the recipe database is the Software
Fixit Shoppe, so the service request is sent there. The
Software Fixit Shoppe executes the flowchart of Fig. 16
and finds the solution to the problem in its solution log
-~ the meat loaf recipe itself, a software component. It
sends the solution information and the meat loaf recipe to
Petg's and updates its problem log. Pete receives.the
recipe and the solution information and updates its prob-
lem log and sclution logs.

System Support Facility 248 at Pete's Catering has
the ability to extract information contained in its prob-
lem log to display for the operator the status of any
problem at any point in time. Example screens shown to
the operator at Pete's after the problem with the meat
loaf recipe has been answered are shown in Figs. 20A and
20B. Figs. 20C and 20D show example screens shown to the
operator at the Software Fixit Shoppe displaying the
status of the same problem.

Alternatively, a console at the Software Fixit Shoppe
could be used to graphically monitor the status of the
entire service network or a portion of the service net-
work. An_ example of what a console at the Software Fixit
Shoppe might look like after a service request is received
from Pete's Catering is shown in Fig. 21. Each SR and SP
in the network that the operator wants to see is displayed

RO 9 90 037B



| _A problemanal ysis and resol ution (PAR) program 244 contains routines for
anal yzi ng probl ens received by the RAS 3manager and entered into the error
| og. When RAS manager 241 creates a new entry in error |og 242, PAR
program 244 may - - “ButPh e At aﬁ?’flﬁf‘s’a‘?l-y'cFB%ltvé‘rémr\%vWé'ﬁPF i S5FBBl em | og
243. The system | ég themedthpek anehalippfayednéeondodbly.deherd yiheg iches
failure, and sone efptdieneond it@ar abhpitedaddtbhdBnhhge 6 @bpl&¥@ndk Lo
transferred to theI_Q%.pebtejg;1 Q. &0 T e B ;osgj}g)nailnsghgetleq&%gkanong a
nunber of probl em déterm nati on proc_eglur_es @@5%5). . , I'nTreéesponse'to
ref erence codes i nfi%e Pr FOEM £ ofOLligr ildPe t], Pepare Spkeriiys whheh chiled
ref erence nunbers temmsichtedphybhamd ogds\pipdasmefii kings, amhdstiepreaeh+ ng- unit
codestfromt the % OQL@{BA ?deboF]).'ﬂzeE k@ﬂ_’csf"s%@{@cfr etsltﬁumflb_ea@g-e%é@v@@hd
executes it. e.se e interrogate further fields e
probl em | og entry, *opt ?%er?ael Fyag%%eng)ge?ea of ot theYClst O‘Jr?e?r ssy%%’ém f or
further informa- tReh Eeftyrsassissors FoaptahpdoRY asebidriviaes1ts, spitd 1), or
optional |y di spl aybbxest.r ucthignsepoesenhe tipar dlbets tandpdiefty's computer

systems -are up and running normally. Willie's Wigets is

connected by a solid line but with a box made of dots.

The console at the Software Fixit Shoppe also shows
that one of the SPs, Sam Spreadéheets, is represented by a
box made of stars. This indicates that an advisory has
just been received from Sam's.  The operator can press a
function key to display additional information about the
advisory.
The choice of representations of system status on a con-
sole is a design choice up to the designer or even the
opefator. If the console supported color and a variety of
attributes, the icons could change color, blink, become
brighter or dimmer, or otherwise change to indicate a
change of status. For example, a red blinking icon could
represent that a service request has been received but not’
answered.

V. Broblem Prevention in a Service Network

A. Service Reguestor Instigated

As has been discussed, a SR can perform problem
prevention on 1itself by requesting any known fixes to
problems for a list of supported components. As Fig. 8
shows, block 840 asks if fixes are requested for supported
programs. If so, subroutine 1400 of Fig. 14 is called.

it



1Yy formcertain actions that can't be done automatically,
controls or plugging cables.

I nvol ved conponents

rom t
sone cases, a PDP ex%c"ht BYFS 1?rhl §°ﬁi}r poee

acga%ngs‘sthr;ottygg g%g}:?&iglaegny rvre(r)nr: S?n r:;,g;lflesst

UES

case, no entry is Crm’cégplar component. EOI‘ example, Pete's Catering may

decide that it wants to be continually updated on changes
to its Spreadsheet program. Therefore, on the first of
every month, a request is generated automatically by
Pete's system for problem prevention for the spreadsheet
program. Problem prevention could also be done at the
request of an operator at an SR for one or moi:e_ selected
components. The information needed to determine the type
of problem prevention request desired is stored in support
database 203.

Referring again to Fig. 14, block 1410 asks: if there
is a component' to request problem prevention., If so,
block 1414 gets the customer information from the contact
database, and block 1420 writes the service request shown
in Fig. 3B2. The service reguest of Fig. 3B2 contains
fields indicating this service request is a problem pre-
vention request for a specified component ID. These
fields replace the symptom string and FRU 1list fields
associated with a service request generated when there is
a known problem, such as that shown in Fig. 3Bl. Block
1450 asks if the service request should be sent nbw. If
so, block 1460 determines which SP(s) supports the compo-
nent associated with the service request by checking the
support database, and sends the service request to that
SP. In either event, flow of control returns to block
1410. When block 1410 determines that all requests for
problem prevention have been satisfied, the subroutine
returns in block 1490 to block 890 in Fig. 8.

such as setting
A user-percelved probl em resol uti on
(UPPR) program 247 alloms t he operator of38 he SP to create a probl em | og
entry even though thg
done by neans of dlsp+ay screens or
the operator and rec®?%ATeg- hi Brehlsat Preven#é%pm [S’POSP%ﬁn %Faflf“an%e?‘t‘dl n
PDPs 246 in responserélingata dhieai tthe shedetiors tocrereyval €Sla rfageestor he

operator to take cerigi '?:oﬁﬁ&dé?ﬁ% 1ttlsb%b&ﬁie%tlﬁ%w%?n%étshbﬂ&@”dpi-éé-t of
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A system support facility (SSF) program 248 converts a sel ected problemlog

entry into a service request 249, transmts it to a SP or SP/R, such as

SP/R 130 of Fig. 1, and manages the SR end of a dialog with the SP or SP/R
SSE 248 also is used to request enrollqgent into a service network,

probl em preventi on,

3B1 when a SR req
is of the formsh

a component, as wWPF? I9dseYfiedined in nore detail in section V. A service

request 249 has f
t el ephone nunber,
Machi ne i nformati
(type, serial, no

request
_ , track the status of problens, -and process advisories.
Referring now to Fig. 8B, ssevVdeerdqagsiesis 24&eli sedf by hend asan sdowrs i n Fi g.

BESlabeblichy S dAUDI AR FTbRBALLXEE £19.536Y 6 EfUOST 249

en a SR requests probl em prevention for

ields for: -- Problemidentifier -- Custoner data (nane,

andg, sé&ddresprdviaeonhacigareason, custoner |anguage)
on of machines that detected and reported probl ens

del, change | evel , network 1D, control point)
A service provider can also perform problem preven-

tion on any service requestors that it supports. The SP
checks to see if it has any solutions to problems that one
or more SRs that it supports has but has not reported or
discovered yet. This is shown in Fig. 15. Block 1503 of
Fig. 15 asks the SP if it wants to perform problem preven-
tion. 1If so, subroutine 1800 of Fig. 18 is called. Block
1802 searches entitlement database 270 to see what compo-
nents a SR is -entitled to receive fixes for. Block 1805

‘'searches the solution log for all fixes having information

in the requisite field that indicates this solution is
available to be sent in response to a problem prevention
request instigated by the SP. It may be desirable to
limit problem prevention to only fixes reported by the SR
to have fixed the problem (thereby having a status of
"VERIFIED"), to avoid needlessly transmitting fixes that
did not work. .

Block 1807 requests that the SR send a current copy
of its solution log to the SP. Although the SP's solution
log contains data from the SR that it is aware of, it is
possible that the SP's solution log does not contain the
most up to date information. This can occur if the SR
received solution information from another SP, or if the
SR received a component from another source not in the
network.

Block 1810 compares the solution log sent from the SR
with its own solution log to look for solutions undetected



18 --Destination ID (optional - network ID and control point of service

provider that this servi ce request should be forwarded to) I f known
probl em -- Problemdata (probleml|og nunber, date and tine of
occurrence, severity, synptom string, Jpecurrence flags) -- Initial and
i sol ati on FRU codes (i.e., part number®d of field or customer replaceable
har dwar e and/or sof tyarg,c8 BySthe sRTARRDpLidkeCThi BRE O Hagheidiese
component s cause lggjg p%&ocﬁ”@az%e¥eég“1%e2hé§e %snggség¥2ported problem

to fix.

If so, block 1850 orders the hardware part(s), sends
the software component(s), microcode component(s) and/or
textual instructions to the SR. Block 1860 sends the
solution information to the SR. Block 1870 updates the
solution log, the problem log and the console at the SP,
and returns to block 1820 to look for more problem preven~
tion to perform. When block 1820 is answered negatively,
the subroutine returns in block 1890 to block 1590 in Fig.
15. 'When the SR receives tlie solution information, it
executes the flowchart of Fig. 19, as has been discussed

previously.



descrt bi 'ng the problem. -- Textual Prq@Rl em Description (blank i
aut omati c) | f problem preventi on: -- Probl emTprew¥gpti GAStBEER | dentifier

-- Conponent 1D Recurrence fl agsAane set nﬁﬁF‘E gy t hat jthe same
conponent has previously reported a problemwt Nh-n—a—eeia-;—n—t—l—nce peri od
(e.g., 30 days), d that t S t had reV| ous ccurred within
the time period. ﬂe sBvd ffic e ?‘gtngl ﬁ %ﬁ gt ‘b‘%}"ﬁ Bhettat or or
systemto indi cate howrsebieggsin r?essr‘dtﬂeemqt@sb@td gedd segvhbes reques- The
synptom string i s a Sekbes cohindzddas toeforsmivies promdbha-dq@sstdrs &fa probl em

detection and SUbsequeggld service provider/requestor connected to a ser- -
vice provider, said method comprising the machine

executed steps of:

detecting a problem in a component of said service
requestor;

building a service request containing information
about said problem;

transmitting said service request to said service
provider/requestor;

receiving an indication from said service provid-
er/requestor that said serwice request was forwarded
to said service provider; and

——
o

receiving solution information from said service
provider/requestor. -
x>y

2. The method of claim 1, fOyther comprising the step
of: ) . i

receiving a hardware component to fix said problem.

3. The method of claim 1, further comprising the step
of: '

rece'iving a software component to fix said problem.

4, The method of claim 1, further comprising the step
of:

A ) BN
* [+ L 4] 5 *
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pr oblem anal ysi s. : 42 19 Referring again to
Fig. 2A, solution | og 202 keeps track of the configuration changes of SR
110. As shown in Fig. 3C__sol.ution

ving milc(x)'gcozd%2 hason;[-: he tfooH. Ovs\sliang frio Iftg% : o
Network ID and Control BSFREVIRY TIRSONENT TDEPRl 8 6hf Paredee reVel --

Solution information (identifies one or nore har dwar e, software, or
m crocode conponent%) - Th&OhekHodn oft alatse (f,0rfueticdr eonprixdny tHenstdd ed
above) -- Synptomstringe;- Requisites (indicates if solution should be
sent

receiving textual instructions to fix séid problem.

6. A method for automated analysis and resolution of
problems in a service requestor, said service reques-
tor connected to a service provider, said method
comprising the machine executed steps of:

receiving a service request from said service reques-
tor, wherein said service request contains informa-
tion about a problem. in a component of said service
requestor; '

determining that said service requestor is entitled
to service for said component;

searching a solution loghtfor matching information
that matches a_§ubset of the data contained in said

-

service request;

finding said mafching information in said solution
log, said solution log also indicating solution
information to f£ix said problem; and

transmitting said solution information to said ser-

vice requestor.

7. The method of claim:6, further comprising the step
of:

ordering a hardware component for said service re-

questor to fix said problem.

e e o
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for problen1preventioh requests) Referring again to Fig. 2A, support
dat abase 203 keeps track of which SP or SBABR is responsible for sup-
porting a conponent of the SR s conputer system As shown in Fig. 4B,

support database 203 has the follow ng fields: -- Conponent ID -- Network
ID of SP or SP/R -- Cantr ahe paétiod- ofAvtoimata,c fupsie |compfyikgt tA8 step

Probl em Preventi on I nformgki on SR 110 of Fig. 2A comrunicates with -
an SP/R or SP via link 275. Fig. 2C shows a bl ock diagramof SP 150

of the inven- tion.
transmitting a software component to said service

reguestor to fix said problem.

9. The method of claim 6, further comprising the step
of:

transmitting a microcecde component to said service

requestor to fix said problem.

10. The method of claim 6, further comprising the step
of: .

transmitting textual instructions to said service

requestor to fix said problem.
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Probl ém control program 295 manages the diglog with the SR or SP/R, handl es
enrol | nrent and probl em prevention requests, tracks the status of problens,

and processes advi sori esFLExﬂLgbg@deggmgﬁbmerglrm@?ﬁ; isysPaid or ned by
processors 131 or 150, suitably progranmed as indicated in

20 the appropriate flowharts. Problem control program 295 accesses
problem | og 261, solution |log 262, and c&?iTR&¢T dat abase 263. Each-of the
preceding are of the same format as discussed with SR 110 of Fig. 2C, but

contain information about ll, the QRs.a0d h§§>/ &v%‘d?pg&ﬁﬁQe dﬁ%eﬂngocon-

Probl em control program 2&5 comuni ca es Wt Vi a

link 275. Pr obl em CBﬁTfr%I tBF%ﬁ’Fﬁm computer system can e1ther be a er-
vice Requestor" (SR) (110), a "Service Provider" (SP)
(150), or a hybrid of the two, a "Service Provid-
er/Requestor" (SP/R) (140). Once the service network is
established, a SR can automatically detect problems with
it's components (hardware, software, or microcode), build
a service request describing the problem, select a SP/R
responsible for fixing the problem, and send the service
request to that SP/R. The SP/R responsible for fixing the
problem receives the service request, verifies that the SR
is entitled to receive s_ervice, and checks a solution log
to see if it has the solution for the problem. If so,
solution information describing the fz’zi for the problem,
accompanied by one or more software components, microcode
components, hardware parts order‘,( and/or textual instruc-
tions, is sent down to the SR. "If the respons:Lble SP/R
cannot fix the problem, it chec!cs to see if it receives
support for this problem from afxy other SPs or SP/Rs to
which it is connected. If so, J,;E ‘'sends the service re-
quest on to this SP or SP/R, wh1ch may in turn send the
service request on to other SPs or SP/Rs until a fix is
found. The SP or SP/R can also perform remote problem
detection and determination on a SR.

FIGURE : 1A
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« 295 notifies service personnel of problems it supports but can't fix via
I'i nk285. SP 150 al so has consol e buffer 264 for controlling the
information presented at the consol e, as{#91 be discussed in section IV.
SP 150 also has entitlenment database 270. Entitle- nent database 270 keeps
track of what support SRs or SP/Rs are entitled to receive. Entitlenent

dat abase 270 is shown in nore detail in Fig. 4A and contains the follow ng
fields: -- Client Description Data (such as that shown in Fig. 5E) --
System Type -- System Serial Nunber -- Network ID-- Control Point (to

uni quely identify SR or SP/R) -- Entitlement Status (enrolled or not
enrolled) -- Entitled Conponent -ID |ist

SERVICE PROVIDER 150

PROCESSOR | - STORAGE TERMINA
151 152 153 )

140

SERVICE PROVIDER/REQUESTOR 130

PROCESSOR STORAGE TERMINAL
151 132 | 133
2120
SERVICE REQUESTOR 10
PROCESSOR STORAGE - TERMINAL
111 112 113

t

FIG. 1A



Bt g. »2B shows a bl ock diagram of SP/R 130 of the invention. SP/R conbines
the el enments of SR 110, already discussed, with the elenents of an SP 150,
al so already discussed. Note that problemlog 261, solution |og 262, and
cont act database 263 contain information Q?Byt all SRs and SP/Rs that SP/R
130 supports; problemlog 243, solu- tion'[0g 202, and contact database 201

only contain infor- mation about SP/R 130. 1. Enrollnment of a Conputer
Systeminto a Service Network 21
SERVICE SERVICE SE
RVICE
PROVIDER PROVIDER PROVIDER
SERVI.CE
PROVIDER/
REQUESTOR
SERVICE SERVICE
2 SERVICE
REQUESTOR REQUESTOR REQUESTOR

FIG. IB



Fi g. BA shows a flowchart of the enrollment of a service requestor into a
service network by a service provider ngi s flowhart is perfornmed by
processor 131 or 151 of SP/R 130 or Slyﬁ 0 (Fig. 1), by problemcontrol
program 295 (Figs. 2B and 2C). As an exanple, lets assunme that our service
network consists of the Software Fixit Shoppe as a SP/R, providing service _
to SRs known as Joe's Deli, WIllie's Wgetsg and Lett yos Sci ssors (Fig.

. — . .
1C). The Software Figit oppe vvaﬁtb to enr et gus Latering a$ g,3R into
the service networ k.8l ﬁt 601 [ch&cks to seg | [SP Fturi bt es ne¢tPEq be
defined or changed. Py & he.pulpok-| es of t& EAgnd ZUbsdadent fl parParts, -
n 1 M U < . Lu n ]

SR'" wll refer botﬁt;vm 2R a&gﬁa SP/ R acg ng jas 4 BR 3 "SP MY (refer
. o d .
to both a SP and-a /ﬁt-_atln\g\a&éa SP. w S f Iogk i\ r ed
affirmatively, |th§Opefatp§ at | @ is prénpLgd w,tihs
i nformation to|charge, |&8| shownd [FI\g. 5B. 2T [at tii r mption of
Fig. 5Bis the|@fdNt attrhbutleFr i OB fBrf alg am.)(grts--
it can be overritdden\on a case by c basi 1\ speci {1 =S “8hown in
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Bl ock»610 asks if the operator wants to work with service requestors. |If
so, Block 611 displays the main nenu, as shown in Fig. 5C. The main nenu
shows that Joe's Deli, WIllie's Wg 3 and Lefty's Scissors are already
enrolled as SRs in the network. € operator selects option 1 to add
Pete's Catwering, thereby answering bl ock 620 affirmatively and displ ayi ng
the screens shown in Figs. 5D 5H The operator inputs custoner

i nformation about Pete's in Fig. 5D, changes any of the default at-
tributes in Fig. 5E, and adds a |ist of conponents for which Pete's is
entitled to receive service in Fig. 5F. A conponent” is defined as a

repl aceable unit or group of replaceable units of hardware, software, or
m crocode. For hardware, a conponent could be an entire keyboard or

22 the "Y' key itself. For software, a conponent can be an

sp _——1 %P SP
Ve SP/R
- \\\ SP/R
SP/R sp
SP
SP/
SR \/ R
sp/
SP/R : / R
SR SR SR

FIG. ID



entire application program operating system or other type of programthat
may itself be a conbination of other programs. A conponent could also be a
very small portion of a program such-aS an object or nodule, or any |arger
portion. The Calvert Il patent application referenced above shows a

sof tware packing architecture where a pro- gramis nmade up of several-
hierarchically arranged | evels of replaceable units (RU). A conponent can
be anything fromone RU on the OCG level, to one RU on the SFG | evel and
its associated RUs on the OCG | evel, to an RUon the AG level and all RUs "~
beneath it in the hierarchial struc- ture. Fig. 5G allows the operator to.
sel ect conponents to support froma list of available but currently
unsupported conponents. Fig. 5H allows the operator to specify which

| anguage is associated with each conponent that is enti- tled to service.
Once all the desired information is inputted into these screens, block 622
(Fig. 5A) records an entitlenent entry in entitlenent database 270. Bl ock

623 sends the enroll nent request to e SR / of control returns to
bl ock 610, which checks to see if there\a{ﬁf;ﬁg%@‘sm to
02 ; _
\\\; SEUTION N
210 23 L |
4_____\? APPLN ~3 e
PRQGS “1\;
220 Seal*
\_ (365 Jam
= — %EERC VPD N 221
Jo X :
Z 247\\\ — TOPOLr~1322 Viﬁs
. S uppPR ] 242 :
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= | 244 — =
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uTits £ MGR K |Ear
241 242

240

ERROR
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work with. If not, the programends in block 625. Fig. 6A shows a
flowhart of the enrollnent of a service provider into a service network by
a service requestor. This flowhart is pé?? rmed by processor 111 or 131 of
SR 110 or SP/R 130 (Fig. 1), by SSF 248 (Figs. 2B and 2C). Returning now
to our exanple service network, Pete's Catering now has support for his
operating system spreadsheet program word processor, recipe database, and
m crocode fromthe Software Fixit Shoppe, but desires sonmeone to support

hi s hardware components. Therefore, Pete wants to request enrollment of -
the Hardware Fixit Shoppe as a service provider. Bl ock 651 asks if the
operator wants to work with SPs. |If so, 2b0|30Ck 652 dis-

23 - SUPPORT |, _

DATABASE
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\Eg(LS'UTION,__
210 230
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i 1 APPLN
PROGS N
220 . Sm=
E | 247 : TOPOL}—222 | 243
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;plays the main nmenu, as shown in Fi gB. The nmain nenu shows that the
Software Fixit Shoppe is already enrolled as a SP. Pete selects option 1
to add a SP, thereby answering block 660 affirmatively. Block 661 pronpts
the operator for information by displaying screens shown in Fi.g. 6C and
Fig. 6D. Fig. 6Cl pronpts the operator for contact information about the
SP. Fig. 6C2 pronpts the operator for service attributes. Fig. 6D
pronpts the operator for the |ist of conmponents for which support is -

request ed. After the necessary information isprovided, block 662
creates an entry in support datab 203. This entry indicates that support
has been requested but is not yet—appreved. §e$g$ t he enrol | nent
request to the SP. The enrol |l megnt requgst cobiBITAEMENE] | of requested
conponents, along with identifijcation i p SkbouF t he SR Not e
that a SP/R may request that a fconponent bejsupported even if the conponent
is not installed or even
261
PROBLEM
- 106 -
262
PROBLEM SQLUTION |/
CONTROL ™ LOG
PROGRAM
263
CONTACT L/
< » DATABASE
264
CONSOLE L/
4— BUFFER - :
‘275
TO SERVICE PROVIDER OR

r— SERVICE PROVIDER/REQUESTOR
>
2é5, TO SUPPORT PERSONNEL

FIG. 2B-2
SERVICE PROVIDER/REQUESTOR



present on the SP/R system An SP/R may have one or nore SRs that | ook to
it for support. The conponent for whichgservice is requested nmay be
installed on one or nore of the SR systens but not the SP/R system
requesting service on the conponent during the enroll nent request.

Fig. 7 shows how the enroll nment process shown in Figs. 5A and 6A are
approved. This flowhart is performed by processor 111, 131, or 151 of SR
110, SP/R 130, or SP 150 (Fig. 1), by SSF 248 or problemcontrol program
295. (Fig. 2). Block 710 checks to see if there is an enroll- nent request”
to process. | f so, block 721:asks if the request is approved. This is
normal | y done manual ly by sending a nessage to an operator asking for
approval of the conponent list. Approval could also be done automati- cally
by checking the entitlenment database2fer information

24 /
ENTITLEMENT| 270
< DATABASE
261
PROBLEM
«— 106 o
262
PROBLEM SOLUTION L/
CONTROL [« LOG
PROGRAM
263
CONTACT
» DATABASE ’/
: 264
CONSOLE |/
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275
< h -
FROM SERVICE . ;
REQUESTOR OR T ,
SERVICE PROVIDER/ T )
REQUESTOR ogs  TO SUPPORT PERSONNEL
FIG. 2C
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afready entered in block 622 of Fig. 5A, (in the case of a SP approving a
request froma SR) or by checking the suppggt database for information
al ready entered in block 662 of Fig. 6A (in the case of a SR approving a

request to enroll it froma SP). For exanple,

enroll ment status of "not enroll ed".

the status of the entry changed to be "enrolled".

conponents that are approved, block 722 updates enti
support database 203, and sends a validation responsg
in block 730. The SR or SP receives the validation rj

support or entitlenent database to indi- cate that t

has been approved. For those conponents not approve
sent in blaock 731. The SR or SP receives the reject

its support or entitlenment database to indi-
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cate,that the support has been rejg }&d for these conpo- nents. The
remai nder of our exanple service network of Fig. 1Cis built in the sane

manner as di scussed above. I'1'1. Solving pjoblenms in a Hierarchial Service
Net wor k Fi gs. 8-12 show gpw probl egs are detected, deter- mined, and

reported either by a service remuestor orwmhor a service requestor renotely
by a service provider. These flowharts are executed by processors 111,
and 131 of SR 110, and SP/R 1302 (Fig. 1Aﬁ2by el enent s Resource Manager
220, UPPR utility 247, PAR utilliy 244, S8BF 248, RAS utilities 240, RAS
Manager 241, and PDPs 246 ~Figs— 2A and 2B). For purposes of this

di scussion, SP 150 is congid-Z&
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;25 ered to have the elenments of SP/R 130 as shown in Fig. 2B if renote
probl em det ecti on and determ nation iﬁ/t49 be perforned. Bl ock 801,

if answered affirmatively, |ooks for errors on a |ocal systemby calling
subroutine 900 of Fig. 9. Referring nowto Fig. 9, OS 210 causes RM program
220, using RAS manager 241, to collect systemdata at block 310. As
described in the above-nentioned patent applica- tions, hardware and

sof tware conmponents of system 110 contain within thenselves "vital product

data" (VPD) which cap_be read out to identify their part nunbers, engineer-
i ng-change | evel s, programcpde |evels, and so forth. This data includes a
~type nunber, nodel nunber, apd serial nunber for the systemas a whole
and/ or for a conponeht. The RM program reads VPD i nformation from each
conponent, and stores%t in fp VPD table. This table is stored with a
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syst em resource manager (SRM data ? or topology file describing how the
conponents are connected together; 1 Zﬁg data may be derived froma
conventional configuration program (not shown) executed whenever the SR
Systemis reconfigured or expanded. Qperating system 210 then foll ows
a conventional job queue 320 to execute systemtasks. Some of these tasks
may run concurrently with other tasks in the queue. As each task is
executed, OS 210 maintains an environnment record 322 describing the task
being run and the state of the system During this tinme, as
represented by the dqg 302, the RAS utilities 240, Fig. 2, are
capabl e of execut- i here own subset of the system Whenever an
error condition occurs Wihin a conponent, bl ock 330 causes the appropriate
RAS utility to execute at {block 331. Wien the utility determ nes the nature
of the-error, by ggadi ng status bits, perforn%BQ tests, etc., it wites
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26 amr entry in the error log at block 332. Error-1og entries have been
described in connection with Fig. 2. ThA¢4dFRU |ist derived fromthe
error-log entry is a series of codes with attendant probabilities that the
associated FRU (that is, a hardware or software conponent, or a nessage
code designating an action to be taken) actually did cause the error.
Control then returns to block 330 in the utility which had witten (i
error-log entry. Whenever a utility has witten an entry in the errgn |l og,
the event-driven RAS nmanager 241 executes at bl ock 333. I f the error
is significant, (error cannot be cor- rected by the subset of the sgetemn

bl ock 334 creates a new entry i'n the problemlog, and wites into tfms
rr—hed—Hr—-eoennection with Fia. 2. i ncl udi ng t he itial

record the data d .
FRU | ist, obtaingd fromthe error |og. Be- N
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cdause-no di agnosi s or other analysislﬁéésyet been per- formed, this initial
FRU list is usually longer than the isolation FRU list yet to be witten in
the problem | og. Block 335 then accesses a nessage (using a conventi onal

| anguage-sel ection utility in the system) and displays it to the(gystem
operator on his termnal 113, Fig. 1. The subroutine returns inyb ock 930
to block 810 of Fig. 8. |If errors were found, block 810 is answered
affirmati vely and subroutine 1000 of Fig. 10 is cal.l ed. ReferringEnOM/to
Fig, 10, block 1001 checks to see if the problemwas reported by he systen1
or by the user. 1f reported by the user, this subroutine is ente

directly in regsponse to a command entered by the USer at termmn 13 - -
otherwise, itjis entered through block 810 of Fig. 8 being answere
affirmatively - |f detected by the system control then proceeds to
bl ock 410, mh=reifhe PAR program 244 selects a particular PD procedure 246
according to thetgodes in the initial FRUlist of the selected (or |the -
first) probIeTl Ege sel ected PD procedure 246 executes at bl ock 420. PDPs
have access @
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27 to the configuration data of the system and they can cause ot her PDPs
to execute, as indicated at 420. The explicit result of a PDP is one or
nore codes specifying a FRU, along with a failure probability. PDPs are

di agnos- tic routines enploying decits{th trees control | ed by the results of
tests and/or operator input. Bl ock 424 wites into the problemlog
entry the results of the tests perforned by the sel ected PD proce- dure.
More specifically, the isolation FRUlist field of the problenytyg entry
receives reference codes represent- ing the nost probable fail FRUs,
along with a code designating the identity and the exit point of the |ast
PDP to execute. Bl ock 425 wites into the probl.emlog entry ggrtain VPD
codes relevant to the problem such as the nodel and serial nu r of the
custoner system The
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status of the problem!log entry changes ta "geady" at this tine.
Bl ock 430 converts the isolation FRU |i st {?onlthe problemlog entry into a
synptom string by selecting the nost likely failure(s) fromthe isolation
FRU list, refor- matting them and the code indicating the PDP idedtijty and
exit point. Block 431 obtains customer information,either fromcontigyt data
base 201, Fig. 2, or fromthe operator, should he decide to override the
dat a-base information. This information includes the nanme and tel egfpne
nunbers of the person to contact at the custonmer site, and also ing¢tudes a

severity code for the problem ° This code is optionally assigned t he
operator to indicate the urgen- cy for resolving the problem The
operator may als¢ optionally wite a textual description of the problamto
be included in the §grvice request at this point. Block 440 then wi tles
t he actual servige request- into the prob- lemlog entry, according to |the
format described]in=€on- nection with Fig. 2 and shown in Fig. 3B. (If] the
request comes from the UPPR process rather than from PAR, the FRU
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28 1ist isin the formof a sequence of key words, rather than nuneric

ref erence codes, however.) At this peins the status of the probleml og
entry is "prepared.” It is possible that the operator may decide
that the SR has a problemeven though it has not itself detected any
problem |If this happens, he selects this user-per- ceived probl

resol ution (UPPR) process by another com nmand or function key atiPi s
termnal (Fig. 1A). In this case, block 450 sel ects and di splays a
panel requesting certain information fromthe operator. Block 4 accept s~
input data and formats the operator's respons- es in terms of key, words,

and wites the?,t-e—a—-syc:pt-am&u.ag_J_n_Lh.a_LsnLaJ_eriEDU list field of a
new y- cr eat ed \
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;probl,emlog entry for this problem Block 453 detects any system probl-em
occurring during the UPPR process. |f a problemis detected, control
shifts automatically to the PAR proc%@?sexecutes bl ock 420. If no error is
detected, control passes from block 453 to block 454, to see if the problem
is sufficiently isolated, if not, control returns to block 450, which then
sel ects anot her screen, based upon the key words generated by res@nses to
previ ous screens. The screens displayed by block 450 may requestiertain
actions, ask questions about the system and display advisory infornmation.
When bl ock 454 determ nes that the probl em has been- sufficiently ¢Dol at ed,
control passes to block 430 and the process continues as before.

Bl ock 460 determnes if the service request should be sent nom1oruﬂot. | f
t he probl em deteCtion and deferm na- tion process has been autonat up

until this point, block 460 is normally answered affirmatively. wever,
it is entirely|possible that the problemidentified in the current
problem|og enfry>ias been solved at this time; that is, one or norg
actions taken by the operator in response to messages fromthe initijal or
i sol ati on FRU .
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29 Llists has cured the fault in thelfét omer system The operator may
then exit the process at bl ock 1010. He may also exit if he decides to
proceed by anal yzi ng additional problens and sending themall at a later -
time, or by placing a voice call directly to a CE or Product-sup t staff
person. In that event, the service request remains in storage w t¥=a status
flag set to a "prepared” status, indicating it is ready to transnk? to the
service system If he elects. to continue with problemresolution or- if the
probl em has been automatically detected and is sup- posed to be
automatical ly sent, block 462 sebds the ser- vice request to the;§E or SPs
identified in syppe a- , 30 SLPC ng aYaaalalal=1a spect ed

of failing. Normally, onIy one SP supports a conponent but it nmay he
desirable to receive support fromnmany different SPs for a
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parti ¢ul ar conponent. Bl ock 465 updates t he entry in the problen1|og to
indicate that the problem has a statu§O9£6 sent". The subroutine returns in
bl ock 1010 to bl ock 820 of Fig. 8. Bl ock 820 determ nes whether a
SP/R wants to performrenote problemdetection and determ nation on an SR
that it supports. If so, an operator at the SP/R console (which is a
special one of the termnals 133 or 153 of Fig. 1A reserved for network
operators) is connected renotely with the SR and is permtted to sign on
to the SR conputer system O course, the operator nust have been given a
user id and password to enah % ggﬁe s on the SR system Once connected,
however, the operator at tniti ate the subroutines shown in Figs.
11 and 12 to perforn1renDte probl'em detecti on and deterninati on.

Figs. 11 and 12 afre—very _ » to Figs. 9 and 10, with the foll ow ng

nodi fi cati ons.
» 652\\
WITH SERVICE EK?ELQENU
PRUV%DERS (FIG, 6B)
'1?
661
I 3 660 /
ADD/ VEs | TNPORMATION
¢ -
HABES %E;{ICE (FIGS. 6C-6D)
NO
I y
UPDATE
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DATABASE
663 \652
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SEND
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REQUEST TO SP
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UPDATE SUPPORT
DATABASE WHEN
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SP VERIFIES OR
REJECTS REQUEST
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Bl ock 1260 (Fig. 12) indicates whether an operator is available at the SR
to performtasks at the SR If not, 30 the
panel s presented at block 1261 are nodified to elim - nate tasks requiring
an operator at the SR Wthin the PDP executed at block 1220, it is
determ ned whet her an operator is present on the SR, and, if not, panels
pre- sented by the PDP, if any, are likewgse nodified. The absence of an
operator in the SR may result in less I'sola- tion of the problembeing _
acconplished. |If a problemis detected, block 1270 extracts i”ffifat'on
fromthe SR normally used to prepare a service request to search

solution log for a fix (effectively skipping to block 1611 of F| 16A,
since no service request is necessary). |If a fix isn't found, the:SP/R
becomes a service requestor and prepares a service request for t SR wi th
the problemin block 1275. The SP/R sends the service request 12_the
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. SP(g) indicated as supporting this conponent in the SP/R s support database
in block 1280. The subroutine returns in block 1290 to bl ock 830 of Fig. 8.
The remai nder of Fig. 8 will be discussed in sections IV and V. In
the preferred.enbodi nent, the sezxi/d6 required to performrenote problem
detection and determnation is an APPC session (LU 6.2) in an APPN network,
al t hough ot her types of known connections, such as |eased; sw tched or
public data network, could al so be used. Fig. 15 shows the_functians
that can be perfornmed by a service provider. This flowhart is rformed
by pro- cessor 131 or 151 of SP/R 130 or SP 150 (Fig. 1A), by p%é?lem

- control program 295 (Figs. 2B and 2C). Block 1501 checks to see t here
are any service requests to pro- cess. |If so, subroutine 1600 of Fig. 16 is
cal l ed. Block 1601 checks to see if there are any service reque&fls to
process. |If so, block 1602 checks its entitlenment data- base tp~see if the
SR that sent the service request is entitled to receive servi celkor the

conpop,e‘m suspected oOf \
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ffailing. If not, an error nessage is sent to the SR in block 1605 and
control returns to block 1601 to | ook fog3/46 31

nore service requests. |If block 1602 is answered affirma- tively, bfdck
1603 checks to see if this service request was received previousl y{drom

this SR If so, block 1605 sends an error nessage to the SR | f(Qot ,
bl ock 1610 creates an entry in its problemlog to indicate that a service
request was received. Bl ock 1615 updates the console at the SP. (Bl ock

1611 searches solution |log 262 for possible solutions*to the prob
Solution |l og 262 contains solutions for problens with hardware, s war e,

and m crocode cgﬂﬁonents. Bl ock 1620 checks to see if the ndﬁﬂer of
mat ches '
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.exceeds the threshol d specifisgdsduring the enroll ment process (Fig. 5B). If
so, support personnel at the SP is notified of the problemin block 1621
via link 285 so that appropriate human intervention can be perforned. If
not, block 1630 asks if no matches were found.” |If no mat s were found,

bl ock 1631 checks to see if another SP sup- ports this co%§§nent. Anot her
SP supports this conponent if a) the service request contarns a destination

| D speci- fying the network ID and control peint of a specifkic service
provi der, or b) the support database indicates that anoth SP supports
t hi s conponent. I'f not, block 1625 checks to see if thidiservice request
is apro } nore detail in
Secti on If so, a nessage is sent back to the SR that no\fixes for
unreporte g?roblems were found. If not, the support personnelj at the SP is
notified the problemin block 1621. |If block 1631 is ansvered
affirmagi Qiy bl ock 1640 forwards the service request to thg supporting SP
or SP(s)] vim link 275. Block 1645 then sends a nessage to thg SR indicating
that the sexvice request has been forwarded to another SP. Bllock 1646
updatesjtheSstatus in the problemlog in the SP to "SENT," ard updates the
consol e |r|§he SP. Flow of control returns back to block By
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. 1601 to look for nore service requests to process.

132 If block 1630 is answered qggggively, a manageabl e nunber of

mat ches were found in the solution I'0g. Block 1633 stores the sol ution

i nformation, which specifies the solution for the current problem in the
problemlog in the SP. The solution information may contain one or nore of
the followi ng types of information: -- Instructions to the operator at
the SR to take sonme action to resolve the problem(e.qg., reset a -
control, reconnect a cable, call a conmruni cations carrier service
representative) -- A list of part nunbers identifying hardware

conponents for installation by the custonmer or by a service

representative
( START )

&
> g
N

710

ENROLLMENT
REQUEST T0
PROEESS

721
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RER00ED ~ RESPONSE

APPROVED
?

YES
722

™

UPDATE ENTITLEMENT
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730
™

< SEND VALIDATION
RESPONSE

FIG. 7



-+ A list of software or m crocode conponents for

or m crocode problem
entry in the probleml|og

Bl ock 1651 adds the
in the SP.

resolving a software
"ANSWERED' status to the

Bl ock 1655 checks to see if the

solution information is to be sent automatically by checking the

information inputted into the contact data-

process. If so,

its solution log to the SP.

fromthe SRthat it

is aware of,

base

it

does not contain the nost up to date information,

recei ved sol ution infornmat

om anot her SP, or

conmponent from anot her. son t he networKk.
conpares the solution |og sen :

if the SR has already received al
the previously sent solution i
1656 notifies support personng

801

820

at the

during the enroll nment

bl ock 1657 requests that the SR send a current copy of

Al t hough tﬂ54§P's solution | og contains data
is possible that the SP's solution |og

if the SR

Thi s can occur
if the SR received a
Bl ock 1660

the SRwith its ow solution |log to see
of the solution information.
formation did not fix the problem so block

I f so,

LOOK
FOR ERRORS ON
LOCAL §YSTEM

YES

CALL LOOK FOR
LOCAL ERRORS
SUBROUTINE
(FIG. 9)

NO

o

/
300

810

LOCAL
ERRORSOFOUND

1000~ | CALL LOCAL PROBLEM
DETERMINAT ION
SUBROUTINE
(FIG. 10)
! 1100\\\
LOOK CALL_LOOK FOR
FOR ERRORS_ON N, YES REMOTE_ERRORS
REMOTE,_SYSTEN SUBROUTINE

FIG. 8A



SP, as well as the SR If not, block 1662 orders hardware for the SP, sends
to the SP repl acenent software conpo- , 33

nents, and/or sends mcrocode conponents not already present on the
SR Block 1663 sends all of the solution information along with the
problem IDto the SR and updates the solution log in the SP in block 1665
to re- flect the solution transmtted 5?/{ e SR. Bl ock 1666 updates the
console at the SP, and flow of control “returns to block 1601 to | ook for _
ot her service requests to pro- cess. The subroutine returns in block 1699
to block 1502 of Fig. 15. Fig. 19 shows the steps system support
facility 248 of the SR perforns when it receives the information trans-
mtted to it in blocks 1662 g d 1663. Bl ock 1920 receives the solution
information fromthe SP an ores the entry . -

¥ §

CALL LOCAL PROBLEM
DETERMINATION
+ SUBROUTINE

(FIG. 12)

»

b4

REQUEST
S %g?ROUTINE

FIG. 8B



inits problemlog corresponding to the problemID and in its solution |og.
Bl ock 1920 al so checks its problemlog to see if the problemID sent with
this solution informa- tion c@B/éd6ponds to a service request received from

anot h- er SR—1f sc, +he—sottdfhon _information is sent to the SR that sent
t he request. 197 changgs PA8 status of the entry in the problem| og
to ANSWERED. | T

RLFG@&RQRS ruy/hardmare, sof tware, and/or m crocode
conponents ip bgggholmﬂﬂEand ypdates the solution status field in the
sol ution | ogli Lock~+935—+e¥ ndi cate that the hardware, software, and/or
m crocode has been received. The conpo- ﬁb:s are forwarded on to the

requesting SR if any’ Bl ock 1950 n asks if this solution should
be installed on the 7 &senputes - system- - -Bl ok ~ 1950 may be executed
instantly or several hours or even days or weeks an i nterventi-on
may be desirable in making this decision, or the.de0|5|on ay be made based

on informati i nput t ed |nto t he autonati 30 ~ation fielld in the
support dat e _duwing e enrollnen [ 5 For [exanpl e, the
Sof tware Fixit ShoEpiany deC|de to aut one NO

SYSTE“F DATA

i
i

> |
320 e 331
N FoLLoM \
JOB OUEUE EXECUTE
t - RAS UTILITY
BZi\\ v 332 ,
UTE
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: | PROGREM LOG IN SR
322 l 333 |
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34 cally install all solutions for conponents supported by the Really Big
Conmput er conpany, but not for conponents supported by Sam s Spreadsheets.

I f block 1950 is answered affirmatively, block 1955 applies the solution to
the system and bl ock 1960 updates the entry in the problem | og by adding.
the status "FI XED'. Bl ock 1960 al.so updates the entry in the solution |og
by adding the status of "APPLIED'. Bl ock 1970 asks if the solution is
verified. This block is answered abbiyggatively when the system has been
tested and the problemthat initiated the service request is no-|onger -
present. This verification process can be done automatically be
restarting the problem detection

LOCAL PROBLEM
DETERMINATION| [ 1000
SUBROUTINE

1001
SYSTEM
OR USER PERCEIVED >USER ,
BROBLEM
o
[SYs
410 450 !
A : N\ SELECT PANEL
SELECT PDP T0 DISPLAY
| T0 USER |
420 l‘ 452
N execute pop T —
GET RESPONSES
424 l FROM USER
\‘UPDATE ENTRY
IN PROBLEM LOG

453

430 -
v

\

ERROR
DETEgTED

BUILD SYMPTOM *
STRING

I

454

PROBLEM
ISOLgTED




fl ownchart of Fig. 9, or can be done manually via human intervention.

Bl ock 1970 could therefore be executed instantly or after a considerable
delay. If block 1970 is answered affirmatively, block 1975 updates the
problemlog to add the status of "VERI FIED'. Bl ock 1980 notifies the SP
that the problem has been verified so the SP can update its problemlog.
Bl ock 1985 agai n updates the status to "CLOSED' when all activity
concerning the problemis conpl et ed. | \BO/#facking Problens in a Service
Net wor k Most problems in a service network can be tracked each tinme
a new status is added to a problemlog entry, or when a service request is
sent and received. An SP will be able to trgack all problens for which
support is re- quested fromit in this man However, problens occur-
ring on SRs for which it has not received aySupport re- quest will not
normal |y be known to the SP. An "advi sory" ijs used to 'provide this
additional information. An advi- sory can be used by any systemin the
service network to 431

\

GET CUSTOMER
INFORMATION

440
3 / ’

WRITE SERVICE
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460

SEND '
SERVICE REQUEST
NOW

462
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SEND SERVICE
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SP(S) ' -
465
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1010

y

RETURN
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i'nforrn one or nore other systens in the service network of

35 a problemthat occurred with another systemin the service network.
Therefore, advisories can be used to supplenent the status information
received via service requests about other systens in the service network.
Referring again to Fig. 8, block 830 checks to see if there are any

advi sories to send. If so, subroutine 1300 of Fig. 13 is called.

Bl ock 1303 buil ds an advigeryr—ressage: Tﬁgjgﬁvisory

LOOK FOR

REMOTE ERRORS
SUBROUTINE

2

SELECT REMOTE
SYSTEM AMONG
LIST OF SRs

COLLECT .
SYSTEM DATA
FOR SR

EXECUTE
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FOLLOW :
JOB QUEUE WRITE ERROR
A FOR SR 1 LOG IN SR
Y o -
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APPLICATION MANAGER

PROGRAM FOR
SR

X WRITE PROBLEM
LOG IN SR
MAINTAIN
< ENVIRONMENT
RECORD FOR SR

DISPLAY
MESSAGE

( RETURN )

FIG. |1




message contains the conponent ID, textual and/or encoded information about
the problemand information identifying the sender of the advisory. Block
1304 sends the advisory nessage to appropriate SP(s) or SR(s). This is
determ ned by checking support database 203 and/or entitlenent data- base
270 to see which SP, SP(s), SR or SR(s) support or are entitled to receive
advi sories for the specified conponent I?.Eﬁlternatively, t he conponent ID
field may contain special broadcast dat 324 dicating that this advisory
shoul d be sent to all SPs or SRs referred to in the support and/or

entitl enent databases 1 subroutlne returns in block 1320 to bl ock 840 of
Fig. 8. Block 840 & uuuuut.ue*;+ﬂ0 w Il be discussed later in section
bl ock 1502 asks if there are

V. Referring p OBLEM 5
advisories to procesasTrU E yT B¥r olit/i ne 1700 of Fig. 17 is called. Block

1701 checks to see anyliadvi sories to process. I f so, block
1770 updates the console to [indicate the nature of the advisory received.
The subroutine returns in bljock 1790 to bl ock 1503 of Fig. 15. Bl ocks 1503
and 1800 of Fig. 15 will be ydi scussed later in j3ggtion V. Not e t hat
subroutine 1700 is al so Y

USER DETERMINE IF
REMOTE_SYSTEM
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1261 N
Y

SYSTEM
OR REMOTE USER
PERCEIVED
PRO%LEM

y

SELECT PANEL TO
DISPLAY TO USER AT

: SP AND/OR SR (IF
SELECT PDP_ ATTENDED)
PROBLEM
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= ——
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UPDATE ENTRY IN YES " ERROR
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executed by SSF 248 in a SRif the SR has a consol e.

36 Through the use of advisories and service requests,

conjunction with information stored in problem]| ogs,
cont act databases on various systens in

of information is avai
of illustra-

sol ution | ogs,
t he service network, a wealth
| abl e for analysis and nonitoring.
tion, lets assune that our friend Pete of Pete's Catering

For

is using his recipe database and can't fi3d4his favorite nmeat

reci pe. He uses the flowhart shown on Fig.

reported problemand wite a service

determ nes that the SP
Sof t war e

Fi xit Shoppe,

itself, a software conponent. It

1270

to isolate a user
in bl ock 440.
t hat supports fixing the recipe database is the
so the service request
Software Fixit Shoppe executes the flowhart of Fig.
solution to the probleminits solution |og

is sent there.
16 and finds the
-- the nmeat | oaf

1300

SEARCH SOLUTION

1275\\ |
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sends: the solution informati on and the nmeat |oaf recipe to Pete's and
updates its problem | og. Pete receives the reci pe and the sol ution

i nformati on and updates its prob- | em | og and sol ution | ogs.

System Support Facility 248 at Pete's Catering has the ability to
extract information contained in its prob- lemlog to display for the
operator the status of any probl em at any point in tine. Exanpl e
screens shown to the operator at Peimes after the probllemw th the neat
| oaf reci pe has been answere re _snown in FIgS.I OA and 20B. Figs. 20C

and 20D show exanpl e screens {sh S opef ajggg at the Software

Fi xit Shoppe displ aying the P q{ g B@OU? E/probl em

Al ternatively, a console at tlhe SOtTWAre AJXL¥ bppe could be used to
graphically nonitor the status of the entire service network or a
portion of the service net- wor k. Ap exanpl e of ‘what a console at the
Software Fixit Shoppe m ght N I thr a service request is

recei ved from Pete's Caterinppg E§$Q§H& Fi-d4021. Each SR and SP

REQUEST

P
L

1410

COMPONENT
TO REQUEST PROBLEM
- PREVEQTION

RETURN
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INFORMATION 5

\\ BUILD SERVICE
REQUEST

SEND
SERVICE REQUEST
NQW

1460
N senp_service
+ REQUEST TO
APPROPIATE SP
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in the network that the operator wants to see is displayed RO 9 90 037B

37 on the screen. Preferably, the various conputer systens in the network
are displayed iconically, where the icons representing the conputer systens
change in appearance to reflect the status of that conputer systemin the
network. Fig. 21 shows a solid line to Pete's Catering, which is :
represented by a box nade of dashed lines. This represen- tation synbolize
that - a service request has been received frngmdete' s that has not been
answered yet. Joe's Deli and Lefty's Scissors connected by solid lines to
solid boxes. This represents that Joe's and Lefty's conputer systens are
up and running normally. WIllie's Wgets is connected by a solid |ine but
with a box nmade of dots.

START

1501 . 1600
\

CALL PROCESS

PROCESS -
SERVICE BEQUESTS

1700

1502 3 -
CALL PROCESS
PROCESS
ADVISORIES
ADVISORIES SUBROUTINE
. (FIG. 17)

J

1
/ 800

CALL PROBLEM
PREVENTION
SUBROUTINE
(F1G6. 18)

PERFORM
PROBLEM PgEVENTION

1590

FIG. 15



The console at the Software Fixit Shoppe al so shows that one of the SPs,
Sam Spreadsheets, is represented by a box nmade of stars. Thi s indicates
that an advisory has just been received from Sams. The operator can press
a function key to display additional information about the advisory. The
choi ce of representations of system status on a con- sole is a design
choice up to the designer or even the opeggfqer. |f the consol e supported
color and a variety of attributes, the icons could change col or, blink,
becone brighter or dinmer, or otherw sg E g V icate a change of
status. For exanple, a red blinkigng1F )B gﬁéd g%d)% @hl |that a service
request has been received but not ansm=ve% ME, ro Prevention in a
Servi ce Net wor k A. Service Reguestor InsL_qated

W 0

’
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As has been di scussed, a SR can perform problem prevention on itself by
requesting any known fixes to problens for a |ist of supported conponents.
As Fig. 8 shows, block 840 asks if fixes are requested for supported

prograns. | , Subroutine 1400 of7/E6g. 14 is call ed.

38 Block 14 ef Ineés The Type of prohl em prevention req t desired.
Probl em preventi on can be done at ti e:bf en- roll nment, m§§§e the SR
desires to receive all fixes for all efiponents it is req ting the SP to
support. Prob- |emprevention coyld al §o be done periodicallly for a )
particul ar conmponent. For exanpd Y petels Catering may degide that it

wants to be continually updated g
Therefore, on the first of. every

automatically by Pete's system for~Qro
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pﬁrograrH

operatoft at an SR for.

needed to determne t
stored in support dat
1410 asks if there is

bl ock 1414 gets thel6s3toner i

bl ock 1420 wites the
request of Fig. 3B2 c
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in Fig. 3Bl
| f so, block 1460 det
associated with the s
sends the service req

returns to bl ock 1410.

1656

1662

one or nore selected co
he type of probleg}

abase 20 e
a conpon

nponent s.

\ierw ce meguest shown i
o] % $0 w di catin
reJQﬁngOIEM L@G sfpeci fi ed
npidm SRring and |FRU i s
there 1s a kno

i ng aga
probl e

n Kig.

Y s‘E'ﬂstéWI\tECG

| SlijEﬂlﬂEINﬁSSOC
WMSPESbbl em su

Bl ock 186250 asks i§f the serV|

request ShouTl d
rts t

chech

gr\“ CamE ST

Ng NDBIBUBROY ¢

conpo-

uej >t PR@B[IEWBLOSP In eit

&
retr—event—TT1T0

at al l

VEBESRITGEK 1410 det dbfBres ¢

UPDATE PROBLEM

Probl em prevention could al so be done at the request of an
The information

nent
dat abaise,
of contro
requests for

and

LOG AND CONSOLE

1655
SEND
AUTO@ATIC

1657

GET CURRENT
SOLUTION LOG
FROM SR

Ld

SR_ALREADY
RECEIVED ALL SOLUTION
INFORQATION

™

NOTIFY SUPPORT
PERSONNEL AND SR

N

SEND/ORDER HARDWARE,
SOFTWARE. AND/OR
MICROCODE NOT ALREADY
PRESENT ON SR

\ 4

FIG.

Y

1663
N

SEND SOLUTION

PROBLEM ID TO

INFORMATION_AND

SR

1665
N

UPDATE SOLUTION
LOG IN SP

1666\

y

UPDATE CONSOLE

L

[
>

168

N IEDRETI A



pr obl em preventi on have been satisfied, the subroutine returns in block

1490 to: bl ock 890 in Fig. 8. 39 The
servicefrequest is received by the SP andsgggprocessed by executing the
flowhart of Fig. 16, as has been di scussed. B. Service Provider

| nsti gat ed A service provider can al so perform problem preven- tion

on any service requestors that it supports. The SP checks to see itf it has
any solutions to problenms that one :

_| | PROCESS
1700 ADVISORIES
SUBROUTINE

RETURN

1 UPDATE
CONSOLE

FIG. |7



or nt{rfe SRs that it supports has but has not reported or discovered yet.
Thisiis shown in Fig. 15. Block 1503 of Fig. 15 asks the SPif it wants to
perform probl em preven- tion. If so, subroutine 1800 of Fig. 18 is call ed.
Bl ock 1802 searches entitlenment databasm/3¢d0 to see what conpo- nents a SR
Is entitled to receive fixes for.Breck—3885—~seareh he solution |log for
all fixes having information in thePERFORMSPR@BLEMe! d t Haj—i1800cates this
solution is available to be sent [i hPR hEk SUBRGUTINEL! Em preventi on

request instigated by the SP. | T may be dgsrraple t imt problem
prevention to only fixes reported by the SR#o have figgd the problem
(thereby having a status of "VERIFlED') SERRCHVOI d nggdlessly transmtting
fixes that did not work. Bl ocl 18ATITIEMEREt Y that the SR send a
current copy of its solution log to §heD&PABAREt houdh the SP's solution |og
contains data fromthe SR that it is aware 't T1s ible that the SP's
solution | og does not contain the nos$ Lnf @rmati on. Thi s can
occur if the SR received solution i nfoSgEARCHN fromianother SP, or if the SR
received a conponent from another so Jrégkﬂl;bgtggish()(ih

i 1807
GET CURRENT |/
INFORMAT TON
FROM SOLUTION
LOG IN SR

! 1810

COMPARE UPDATEDL"
SOLUTION LOG
FROM SR WITH
SOLUTION LOG
INSP

je

UNREPORTED
PROBLEMOTO FIX

RECEIVE : = 1850

HERDRARE BARDARE |

SOFTHARE, J&-- - - - SOFTWARE,

AND/QR AND/OR

MICROCODE MICROCODE

I 3
1875 1860 1870

STORE SOLUTION SEND UPDATE SOLUTION
INFORMATION IN |e--- INFORI\%E'KF%&ON LOG, CONSOLE,
PROBLEM LOG T0 SR ?ﬁDSEROBLEM LOG

UPDATE SOLUTION
LOG IN SR

st st e

N isss

FIG. I8



et work. Bl ock 1810 conpares the solution log sent fromthe SR wth
its own solution log to | ook for solutions undetected

40 or unreported by the SR (not present in the SR solution log). Block
1820 sees if there is an unreported pgldbfemto fix. If so, block
1850 orders the hardware part(s), sends the software conponent(s),

m cr ocode conponent _ textual instructions to the SR Bl ock 1860
sends the START

1920 . -
~ .
RECEIVE SOLUTION

INFORMATION_AND
UPDATE SOLUTION
LOG AND PROBLEM
0G, SEND 10 SR
THAT ORIGINATED
REQUEST.
1925 — 4
SHANGE STARDS UPDATE_ENTRY
PROELEM LOG IN PROBLEM LOG
. TO "ANSWERED” TO “VERIFIED”
19§8 J 4 1980~ | |
\| RECEIVE HARDWARE, NOTIFY SP THAT
SOFTWARE, AND/OR PROBLEM 1S
M1CROCODE VERIFIED AS
COMPONENTS BEING FIXED
1935 ‘ ] 1985
N[ UPDATE SoLUTION UPDATE STATUS
St Sl e
" T0 “CLOSED”
1950 1990
INSTALL N NO ; :
SOLUTTON ——————( END
) . v
- YES
1955
\
APPLY SOLUTION
1960 ! 4 |
\("uPDATE STATUS OF .
PRTRY 1N PROBLEM FIG. 19
{06 TO “FIXED”
AND IN SOLUTION
LOG TO "APPLIED”




soluﬁhon information to the SR Block 1870 updates the solution |og, the
problem |l og and the console at the SP, and returns to block 1820 to | ook
for nore problem preven- tion to perfogsmse When bl ock 1820 is answered
negatively, the subroutine returns in block 1890 to block 1590 in Fig. 15.
When the SR receives the solution i.nformation, it executes the flowchart

of Fig. 19, as has been discussed previously.

CLAI M5 1. A nethod for automated analysis and resolution of probi®s in a
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systemin a service network, said first conputer system connected to a-
second conputer system and said second conputer system connected to a
third conputer system said nethod conpsf4s ng the steps of: - receiving a
service request fromsaid first conputer system wherein said service
request contains information about a problemoccurred in a conponent of
said first conputer system - searching an entitlenent database (fpr an

entitlement indication that said first conputer systemis entitl to .
service for said conponent; - finding said entitlenent indicatio hat said
first conputer systemis entitled to service for said conponent in said

entitlenment database; - searching a solution log for matching i npfdrmation
that matches a subset of data that is contained in said service guest ;

- determ ning that said solution | og does not contain said matchijng

i nfornmation; (,
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~ segrching a first support database for a support indication that said
third conputer system supports fixing said problemw th said conponent; -
determining in said support indication-if said third computer syste
supports fixing said problemw th said conponent; and - formardif%%said
service request to said third conputer system 2. The net hod of aim 1
further conprising the step of ordering a hardware conponent for saN\l first
conput er system for the purposes of correcting said problem 3. The )
met hod of claim 1 further conprising the step of transnmtting a s ware
conmponent to said first conputer systemfor the purposes”of correctThg said
problem 4. The_nmet hod of any of the previous clains wherein sairt-first

conput er systen1y§'a service requestor and said second conputer sys?éq1|s a

service provider|requester connected to a service provider.
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rece ving!a m crocode conponent to fix said problem 5. The net hod of

claim 1, further conprising the step of : recei ving textua
instfuctions to fix said problem 6. A nmethod for automated anal ysis and.

resol ution of problens in a service requestor, said service reques-

tor €onnected to a service provider, saisd/fethod conprising the
machi ne executed steps of: receiving a service request fromsaid
service reques- tor, wherein said service request contains infdQya-

tion;about a problem in a conponent of said service request or ;O

detefmning that said service requestor is entitled QJ
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ervicg for.said conponent; searching a solution |log for matchi‘*g:'

i nf ar mat i on that matches a subset of -the data contained in said
serVice request; finding said matching information in said solution
| 0g,! said solution |log al so indicating solution information to fix
sai d problem and transmtting said solution information to said
ser- . Vi ce Jequestor. 7. The nmethod of claim®6, further conprising
the step of ordering a haréfdfe conponent for said service re-

guestor to fix S%Id probl em

l!‘ll':
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43 8. The nethod of claim®, further conprisi n'g St |
transmtting a software conponent to said service; r~equest bT’até) fix
s&i d probl em 9. The nmethod of claim®6, further bonprl 51 ng.. ;he step

of : transmtting a m crocode conponent to sgl d St vired” ™ ‘requestor
te fix said problem 4

o

e g e

i e SRS
R

It is another object of the invention for a service provider to perform remote
problem detection and determination on a service requestor.

These and other objects are accomplished by the service network disclosed herein,

A service network has several computer systems connected together. A computer
system can either be a "Service Requestor” (SR), a "Service Provider” (SP), or a hybrid
of the two, a "Service Provider/Requestor" (SP/R).

Once the service network is established, a SR can antomatically detect problems
with its components (hardware, software, or microcode), build a service request
describing the problem, select 2 SP/R responsible for fixing the problem, and send the
service request to that SP/R. The SP/R responsible for fixing the problem receives the
service request, verifies that the SR is entitled to receive service, and checks a solution
log to see if it has the solution for the problem. If so, solution information describing the
fix for the problem, accompanied by one or more software components, microcode
components, hardware parts order, and/or textual instructions, is sent down to the SR. If
the responsible SP/R cannot fix the problem, it checks to see if it receives support for
this problem from any other SPs or SP/Rs to which it is connected. If 50, it sends the
service request on to this SP or SP/R, which may in turn send the service request on to
other SPs or SP/Rs until a fix is found. The SP or SP/R can also perform remote
problem detection anﬂ determination on a SR.

Accordingly, the invention discloses a method for automated analysis and resolution of
problems m a first computer system in 2 service network, said first computer system
.connected to a second computer system, and said second computer system connected t0 a

third computer system, said method comprising the steps of:

- receiving a service request from said first computer system, wherein said service

request contains information about a problem occurred in a component of said first
- computer System,

- searching an entitlement database for an entitlement indication that said first computer

system is entitled to service for said component;



10. The method of claim®6, further conprising the,st.

transmtting textual instructions to said servi

probl em
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- finding $aid entitlement indication that said first computer system is entitled to service
for said component in said entitlement database,

- searching a solution log for matching information that matches a subset of data that is
contained in said service request;

- determining that said solution log does not contain said matching information;

- searching a first support database for a support indication that said third computer
system supports fixing said problem with said component;

- determining in said support indication if said third computer system supports fixing
said problem with _said component; and

- forwarding said service request to said third computer system.

Fig. 1A shows a simplified service network of the invention.
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CLAIMS
1. A method for automated analysis and resolution of problems in a first computer
System in a service network, said first computer system connected to a second computer
system, and said second computer system counected to a third computer system, said
method comprising the steps of!
- receiving a service request from said first computer system, wherein said service
request contains information about a problem occurred in 2 component of said first
compiter system; |
- searching an entitlement database for an entitlement indication that said first computer
system is entitled-to service for said component;
- finding said entitlement indication that said first computer system is entitled to service
for said component in said entitlement database; |
- searching a solution log for matching information that matches a subset of data that is
contained in said service request;
- determining that said solution: log does not contain said matching information,
- searching a first support database for a support indication that said third computer
system supports fixing said problem with said component;
- determining in said support indication if said third computer system supports fixing
said problem with said component; and
- forwarding said service request to said third computer system.
2.  The method of claim 1 further comprising the step of ordering a hardware
componert for said first computer system for the purposes of correcting said problem.
3.  The method of claim 1 further comprising the step of transmitting a software
component to said first computer system for the purposes of correcting said problem.
4.  The method of any of the previous claims wherein said first computer system is a
service requestor and said second computer system is a service provider/requester

connected to a service provider.



