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transmission and remote application sharing over a network. The disclosed methods
and systems employ a datagram schema that enables dynamic datagram switching in
network transactions in support of a multitude of applications and network services.
Mobile intelligent data carriers are provided in various embodiments that allow for
implementation of an authentication and encryption schemc.. The pervasive, user-
centric network security enabled by the disclosed methods and systems may be
advantageously deployed in, among other things, the financial and banking
environment, the national security and military information technology (IT) systems,
the healthcare management networks, the IT infrastructure for legal and other
“ professional consultation services, and various online commercial transaction
systems. The systems and methods according to this disclosure may be implemented

in connection with biometric and other smitable authentication means.
DESCRIPTION OF THE RELATED ART

[0002] The digital revolution, accompanied by globalization, is transforming
people’s life in an unprecedented way. The growth and evolution of the Internet
fuels the expansion of the existing businesses while fostering the emergence of new
enterprises cross nation lines. In today’s global economy, the viability of a business

or research institution turns in a large part on its efficiency in processing and
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" transmission will need to start over. The loss may be permanent if one cannot trace

and gather a threshold level of information to allow rescue. This lack of stability

greatly compromises the fidelity of data transmission and thus poses a fatal problem

for distributive data processing and mapagement. Significant costs are incurred in

coping with such failure. As manifested in the difficulties encountered in the recent

years by on-line electronic businesses, this problem can hamper an entire industry.

[0004] The problem of instable—hence unreliable—network communications is

compounded by a want of comprehensive, robust, user-friendly, and cost-efficient

network security solutions for safeguarding information dissemination and

application management in a distributive enterprise IT environment. Private

businesses and public institutions alike often suffer significant fimancial losses from

security breaches. A great deal of money is also wasted on inefficient IT security

solutions due to uncoordinated information and application management.

[0005] Drawbacks of the current network security solutions are manyfold. In

the main, four aspects are noteworthy: First, there is lacking an integrated system

that secures an entire nefwork without severely limiting buginess growth.

Organizations are forced to employ a multiplicity of products from different vendors
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system-centric approach fails to safeguard the point of access at individual users who

use the devices. This inherent problem with the current approach will become more
and more conspicuous as the number of devices and degree of user mobility
increases—an inevitable as the world is transitioning into pervasive computing.
[0007] To appreciate the inherent flaws of the system-~centric systems, one can
consider the various scenarios of cyber-crimes. Cyber-crimes are often marked by
the perpetrator’s attempt to disguise its identity, whether masquerading as someone
else or covering its trail over the routings. Such attempt too often succeeds because,
at least in part, the techniques used to establish and verify the user’s identity are
fallible. For example, most passwords are easy to break; they are often too obvious
or are stored on a device that can be easily compromised. The existing infrastructure
supporting digital certificates and public/private keys is also subject to abuse.
Therefore, the existing ways for identifying the users of a network device and
securing the device vis-a-vis these users—hence system-centric—presents inherent
security liabilities. A high level of security will remain illusory if no effective means
is adopted for pinpointing the identities of those who attempt to access a protected
network. A major paradigm shift is thus warranted for better network security, from

protecting the devices and data to protecting the users. A user-centric scheme for
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that is user friendly and that draws minimal operational and administration

overheads is in need.

[0009] And finally, like in other fields, certain inertia exists in the IT security
industry. Changes and new methodologies {0 some extent are resisted. The existing
way of doing things prevails and dominates the landscape of network security
solutions on both the provider side and the consumer side. The adherence to the
existing technologies and the band-aid approach for improvements and modifications
hampers the development of true innovative solutions.

[0010] For the aforementioned reasons, there is a need for a new network
security paradigm that delivers the desired reliability, efficiency, and user-
friendliness. The kind of security solution that can meet the needs of distributive IT
framework and support pervasive computing and information processing must
address the fallacies of the existing systems.

[0011] A skilled network engineer or a learned user of business IT networks
will appreciate the importance of better IT security solutions. To that end, a brief
review of the history of institutional computing and IT networks will be useful.
[0012] The first computers were mainframes. These complex monolithic
devices required a protected environment to function properly. They could only be
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[0014] The rapid advance of technologies and expansion of business needs

presented an unprecedented challenge for the IT departments around the world. An
ever-increasing amount of data—accessible from a vast number of devices—needs to
be protected. And, such protection must be instituted against the backdrop of the
broadband “always-én” connections. Also noteworthy are the regulatory initiative in
various countries addressing privacy and information ownership concerns over the
Internet. Clearly, a network security solution that is technically robust and
comprehensive business-wise is needed, especially m view of the next inevitable
phase of the IT evolution, one marked by pervasive computing. All analog devices
are being and expected to be replaced by digital counterparts. Televisions,
telephones, CDs and DVDs, digital cameras, video cameras, and computer game
platforms alike will-—if not already—all support Internet access. As network data
access becomes possible everywhere and all the time, the need for protecting
proprietary corporate data and sensitive private information becomes more pressing
and, the level of difficulty in meeting such needs comrespondingly elevates. |
{0015] In sum, reflecting on the evolution of the organizational IT infrastructure
and the current deficiencies in secure network communications, an ordinarily skilled

artisan will appreciate the need for systems and methods that improve the security,
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network. The pervasive and user-centric security may be instituted according to one
embodiment with the presently disclosed systems and methods anytime, anywhere,
using any network device.

[o017] A datagram schema is provided in one embodiment, which allows for the
implementation of dynamic datagram switching in support of a2 multitude of
applications and network services. In another embodiment, mobile intelligent data
carriers are provided, which implement an authentication and encryption scheme for
user authentication. The pervasive, user-centric network security according to this
disclosure may be advantageously deployed in any enterprise IT environment where
a distributive computer network is used, including, for example, governments,
militaries, manufacturers, and in financial service, insurance, consulting, bealthcare,
and pharmaceutical industries. According to various embodiments, this IT security
platform may facilitate a broad array of business operations, including, inter alia,
inventories, sales, customer services, marketing and advertisement, teleconferencing,
and remote sharing of a variety of applications. The systems and methods of this
disclosure may be implemented in connection with biometric and other suitable

authentication methodologies 1 certain embodiments.



met hods for inproving the reliability, flexibility, and efficiency of secure
data transm ssion and application sharing over a network. Particularly, the
met hods anwo Byseew di scl osed herein enabl e an open cl i PUTBIS20642002438
architecture that supports secure, flexible network connections and
reliable, efficient network transactions anong nultiple users. This IT
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network server. The system comprises: at least one intelligent data carrier, issved to

one user, wherein the intelligent data carrier comprises at least (i) one memory,
adapted to store data, (ii) one input-output apparatus, adapted to input and output
data, and (ii1) one processor, adapted to process the data stored in said memory,
wherein the intelligent data carrier is capable of connecting to a host computer
device thereby transmitting data via said input-output apparatus over the network,
and wherein the intelligent data carrier is adapted to establish a network identity for
the user through an authentication and encryption scheme; and a dynamic datagram
switch for dynamic allocation and swapping of datagrams for a multiplicity of
applications in service to the one or more users.

[0020] According to one embodiment, the intelligent data carrier is mobile.
According to another embodiment, the intelligent data carmer is implemented with
one of USB key, Compact Flash, Smart Media, Compact Disk, DVD, PDA, firewire
device, and token device.

[0021] According to yet another embodiment, the authentication and encryption
scheme comprises the following sequential steps: (a} a request being caused to
forward from the intelligent data carrier to the network server that the intelligent data

carrier be authenticated; (b) the network server presenting to the intelligent data
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taken and a single solution is provided that all ows organizations to protect
the entire network, as the network dynamically extends its resources to
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at least one of a pseudo random and a true random code. A pseudo random code is

generated based on a mathematically pre-calculated list. A true random code is
generated by sampling and processing a source of entropy outside of the system.
[0024] According to another embodiment, the randomization is performed with
one or more random generators and one or more independent seeds.

[0025] According to a further embodiment, the analyzing in step f) is based on
one or more analysis rules. In a still further embodiment, the one or more analysis
rule comprises classification according to the one or more classifiers of step e).
[0026] According to another embodiment, the classification 1s speaker
verification, wherein the data object vectors involve two classes, the target speaker
and the impostor. Each class is characterized by a probability density function and
the determining in step (f) is a binary decision problem.

[0027] . According to yet another embodiment, the determining in step (f)
comprises computing at least one of the sum, superiority, and probability from the
one or more data vector objects, based on the one or more classifiers of step (e). In
still another embodiment, the sum is one of a superior and a random sum computed

from the one or more data vector objects.



carrier be authenticated; (b) the network server presenting to the
intelligent data 7 WD 2004/ 099940 PCT/ 0S2004/ 002438 <carrier a plurality of
aut hent i cafyioopo®ededs; (c) the intelligent data carrier poaiERGIIGI3DNE

aut hentication nethod fromthe plurality through an event (d) the network
server sending the intelligent data carrier a demand, based on the sel ected

nmet hod, aut h ' L on from Indellige rrier, ) the
notvor k WL ARkaRRRG T FRiBer iRl IhEoht A7 MorE BAASHRAT hfrep v
intellig Ef H1BEsi ' t ' | ects,
wher ein gg%ﬁﬁg%ta aﬁgu{%lgﬁstliﬁg%ta?%n 0 162%101%59:'11501‘3% atagé \t}g%t%grc%%fbﬁgﬁm capabl e of
bei ng anpigegpd usirgortieg o5 a sl dughasanhbodingnt, (the stper clasifieri bassd eh
anal yzing the data authentication objects, according to the one' or nore
cl assifi ph;ssicalﬁ:aonwgzrmhgtcempmmgattlbmloes@tfnrom‘e_ rehegritichefingeprintsyy; and ()
the network server éendl ng the result to the intelligent data carrier,

8

i ndi cat i hgpdpringsclole fvﬁﬁseé%aﬁﬁﬁqse]@%f%ﬁ% o s s¢a8wpRd 12¢022] Accor di ng

f h mbodj h . ' ' | i f :
touch. ontSrogBERh, IR AoREiEn e 3G ssiferds Bptsitor petmiBiterent
0023] A " L ! vilggrand i
E:orrpr } segf&%‘?dﬁag’aé@jﬁghg#ﬁg{%%Eg%crrﬁgﬁggdnﬁnagalaﬁ%}%ue r azdo%nczfjgl.o i) pseudo

random cpws0] s  gAreses tdaFegha enibdtiineatahd sathentipitircaldCatponi st. A
true randomcode is generated by sanpling and processing a source of

entropy schemialeombristeasysmetrical pHd 2yifimdnce] divmigi- tiphemendrgptienbbua sielt , t he
random zation is perfornmed with one or nore random generators, and one or
mor e i nd&ydhrambediment, thoenslyphienases #deas oaeradopfa fspdhnsknsipher t he

e oS SR SR e S AR A Db AL o

di he . i £i ek - Accor di ng 't
Aot her | SR SRIiaR iF B o A afiocttBhrBion SlanafiB(ABS) RpiAAL T0COLLLME: Wt e
data obj pyi31yect O chiNAY Y& yéthoth 3 eptSodiiBet, tié S@theSRAAIR an

n
| npostor. Each class is Characterized by a probability density function and
scheme uses Secure Key Exchange (SKE). SKE employs a public key system in one

ol s

-

embodiment. SKE uses Elliptic Curve Cryptosystem (ECC) private keys in another
embodiment.

[0032] According to still anther embodiment, the authentication and encryption
scheme includes at least one of a logic test adapted to validate that the intelligent
data carrier has been registered with the server, a device test adapted to validate the
physical parameters at the intelligent data carrier and the host computer device, and a
personal test adapted to authenticate the user based on event-level data.

[0033] According to a further embodiment, the multiplicity of applications
comprises at least one of window-based remote terminal server applications,
applications on 3270/5250 terminal emulators for mainframe, directly embedded
applications, and multimedia applications, wherein the directly embedded
applications comprise at least one of database applications, data analysis tools,
Customer Relation Management (CRM) tools, and Enterprise Resource Planning
(ERP) packages.

[0034] According to another embodiment, the dynamic datagram switch
comprises a datagram schema and a parser. The datagram schema comprises two or

more datagrams, belonging to one or more datagram types. The datagram is adapted

9



the determining in step (f) is a binary decision problem [0027] According
to yet another enbodi ment, the determning in step (f) conprises corrputi ng

at | east e sum superiority, and probability f Sk iR 4064 nor e
data vector o‘gj ec{b, based on the one or nore cl assifieir;s o? stlep e) In

still another enbodi ment, the sumis one of a superior and a random sum
conputed fromthe one or nore data vector objects. 8 WO 2004/ 099940
PCT/ Usmommmteqt@b%formpdz hgnmlsaon &) oteasdaformmationfes one or nore

classifiers.in (of0) er cl SS|f|er derived fromthe nore
t han ofRATHESNE %%‘i?‘glilté]&%& OSIfG %%6? SHRPQT DEtVELT, IQPPP&PF%$

enbodi p

conpri ?aﬁé d&@arﬁ%%%éngw géﬁg:guﬂaggpgﬁﬁ%cﬁﬁnsf ?ﬁg@?ﬁéﬁrﬁ% ga%i%‘gﬁcgpr ints,

bl ood 2k (o2 Thsn er;%,g§ retinal or iris scan, and face
recognition. ean anot hgr e odlfn%e? t he super cl assifier I s based on

per f or bi dwebrding to yetmusthEnembedinicnt theniatigsmsschbmiantntpeed

behavi or. [0030] ACCOI’%I ngato a further entt)’odl mantgat he aut hentllacat|on and
encr ypiat taast cehmagorcdatpgiase typesandwithindhe oandnajpmetaugmaltym;l atileastpher

encryption.. In a still further enbodi nent, the encryption uses at |east one
of out &BPBFJ@@HQQ it¥P®er feedback, ci pher bl ock chai ni ng, and ci pher

eror it s B e em?m Siuipal 56 pias s BiEl aathi s
Ki
gcﬁah%@%%ﬁg%ggﬂ ey s&stem I'n one r%?glﬁfnsgnt eySKE

uses Elphwlgbliei fm&‘d@ﬁagm&ﬂms(@@@h eBeh vadjer 8exsran teosdie figebodi ment .
[ 0032] Accgr dlt% tOJStI | I "ant her enbodi nent, "t he aut hentication and

encr ypmldnpllsﬁqumdlmubzplmm cé'asmondetagfamtypﬁgﬁ c test adapted to vali dat e
dovi ce [0 adafeardinn ja Apethes cmbedaprs e Pa AR amIYRE it Roptedel | | gont
data cgri @e gr%qlp c%nsﬂ%%tg om&atees[erv%? e%sages S donnection control
~ datagram, adapted to authenticate and control user connections, (ii) the content
datagram, adapted to transmit the content data, (iii) the broadcast datagram, adapted

to manage point-to-point, point-to-multipoint, and multipoint-to-multipoint data
transmission, (iv) the connection proxy datagram, adapted to pass proxy data
between the network server and the intelligent data carrier, (v) the instant message
type, adapted to transmit messages in real-time, (vi) the large content transfer
datagram, adapted to transfer oversized data and media files, (vii) the user directory
datagram, adapted to search for network users, and (viii) the remote management
datagram, adapted to remotely control network users.

[0038] According to another embodiment, each datagram in the datagram
schema has a generic layout, which includes (A) header fields for (i) one or more
major datagram types, (ii) one or more minor datagram type, (i1) the datagram
length, and (iii) a datagram checksum, and (B) a datagram payload for carrying data
in transmission.

[0039] In yet another embodiment, the generic layout comprises one or more
additional header fields. In a further embodiment, the generic layout follows a TCP

header.
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personal test adapted to authenticate the user based on event-I|evel data.

[ 0033] According to a further enbodinent, the multiplicity of applications
conpri ses wo Joedgioone of w ndow based renote term nal seCrars2eoiBati ons,
applications on 3270/5250 term nal enulators for mainfrane, directly
enbedded applications, and nultinmedia applications, wherein the directly

Crat o o088 b B bt Sl SR AR AR o1
R Pl ' ) R . 4 ' pbodi t,
the. dynarBBBRTLO P SRt B8 et B SR PO e Bl o e
dat agr am AR, i 868 coi@olHetw B SodiRicAShe M stiEhAtEr BnfHodPR mor e

%m?r
dat agram t ypes. e datagramis adapted 9 WO 2004/ 099940 PCT/ US2004/002438

t o carr ytheinetwofit eatverifitrthet compeiseps kadaradantcsd adepieditd ioniter hed
information for nmanaging and controlling network connections and support
net wor k emytélowtworks conreetpns al he radar copeeatongl the @etwork saraet isy of
functions. The parser |s adapted Jparse th[ one .or nore datagramtypes.
[0035] AcmmeatadionBe jadar sREnbPT ehthsdniabhgent dhia RTISEPYRh BEMERAOHONI 4 Ses

e B AL ALY RS S Wi D PR 18 AR Pe
enbodi "ei4 iriRELAA GRS tEPRAN GE AR feestiBlichigtontiBbagiam types. 1 n

a further em the matrix conprises I TSt tiplicity of major

dat agr anjopgPps anacedardaactd Y’&Jaﬁbﬂﬁ@bﬁﬂfoﬂmaéﬂtpﬁxc@gstdﬁ of kédiire bl i City, a
second nultiplicity of mnor datagramtypes. [0037] According to another
enbodi necdnnecheitydrtheairapy somanyingcior, addpted trcorfnectan brisginguetworls sti ng
of (i) the server nessages and connection control . datagram _adapted to

aut hent i tethe neotosarel angsisanssh datecheadivesn thei oxisting eefficskianddbeagram
20apt ed § 0 BREgith chffor SOA h e B ecrbd nehbiS SRIPBASASE ndBEY A g ort o

or wireless. In still another embodiment, the injector further comprises a radar

connector, interfacing the network and adapted to monitor and control network
connections.
[0042] In accordance with the present disclosure, there is provided, in another
embodiment, a client-server communication system, which comprises at least one
server and one client. The server comprises a dynamic datagram switch for dynamic
allocation and swapping of datagrams for a multiplicity of network applications.
The client is an intelligent data carrier, capable of connecting to a host computer

( device thereby transmitting data via the input-output apparatus over the network.

| The intelligent data carrier is adapted to establish a network user identity through an
authentication and encryption scheme for secure data transmission between the
server and the client.
[0043] According to another embodiment, the client-server communication
system further comprises an injector, adapted to connect an existing network to the
server and transmit data between the existing networks and the client via the server.
The existing network is a wired or wireless network.
[0044] According to yet another embodiment, the server, client, and injector
each comprises a radar connector. The radar connector mterfaces the network and is

adapted to monitor and control network connections. The radar connector of the
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to manage point-to-point, point-to-nmultipoint, and nultipoint-to-nultipoint
data transm ssion, (iv) the connection proxy datagram adapted to pass

proxy d the network server and the intellig ier, (v)
Phe  net IR 2"@@@2‘8’2 Fefm’g%?’-‘@r&r%, (Vi

type, adapted to transmt nessages I'n rea Vi)
the large content transfer datagram adapted to transfer oversized data and
nmedia files, (vii) the user directory datagram adapted to search for
net wor &lientds spnaeeied (o the) radiecormester ofgthagervenoventheagtwoark,andphed t o
renmotely, control ne rk.users. [0038] According to another enbodi nent, each
dat agr BAHar GORRRCIGRP eciIe FROAGECH tytiectardar mmqrq/ﬁ%%eﬁmm&és (A)
header ,fields f£or (i) one or nore nmmjor datagramtypes, (ii) one or nore
m nor %%WQWT ype, (ii) the datagram length, and (iii) a datagram

checks nd ( gﬁ?tﬁél'yérﬁﬁﬁdi rg#' g3 iddt-defAd}sm ssi on.
[0039] "I'n yet a‘ﬁ)gfﬁ%dﬁ%%% I ment, t egﬁg%rt\’g@%cs ayo’%fﬁsegl%lg%ﬂ:{i ses one or nore
addi t i gpamiigesteon §ysedrd Turther orhpribéean ledBAttual il Hewsh ifer | ayout
follows a TCP header. 10 WO 2004/ 099940 PCT/ US2004/ 002438 [0040] According
t o anodéedicatedidada stenage fondhée olientl.i gent data carrier further conprises a
radar connector, the radar connector interfaces the netwprk _ and is adapted
to nonlG04p] and bvaecosiancerwish khe Braseet diselosutenthers i1 pre i ¥#bodi nent ,

the network server further co I,ses a.radar, connect or apt to nonitor
and | coRRET SmbosipRt: R e fRERL SRttt Siel ARBBRSE offeARtihiebfor k server
is co ofRe [ . over

t he ne?&%%%&gﬁ%ﬁgégﬁ%%?ﬁ%?E%thH%%%%FQLPhgﬁgggggkég%ﬁgéwgg%?éﬁﬁgﬂ er adapted
to det ggipuk dsta ﬁ_ﬁ&fﬂ_ﬁf)tdn‘é&ﬁ'oc@é@_dr,idahf)ie@tbjﬁo@&@&ﬁ@&a&%’:&ﬂ&ﬁiﬂ%hi@rk server

t hereby reestablishi ng connections. [0041] According to yet another

enbodi memoryt IFhesini¢ligent date camrerne capable of comsartingitoe Hosticbraputenpri ses an

I nj ector, adapted to connect an existing networks to the network server and
t r ansnilevigara dpetiesk thereby kiansmigng«daipyia iimmputroutput apparatus over the

network. The data transmission is through dynamically-switched datagrams. The
intelligent data carrier is adapted to establish a network user identity through an
authentication and encryption scheme for secure network data transmission.

[0047} In accordance with the present disclosure, there is provided, in still
another embodiment, a method for secure network communication. The method
comprises: issuing to a network user an intelligent data carrier, which is capable of
connecting to a host computer device on the network thereby transmitting data via its
IO apparatus over the network and establishing a network identity for the network
user through an authentication and encryption scheme; and providing a dynamic
datagram switch in a server on the network for dynamic allocation and swapping of
datagrams in support of a multiplicity of applications. In various embodiments, the
method performs authentication, encryption, and randomization in connection with
data vector objects. Super classifiers are used, particularly with physical and
behavior biometric measurements in certain embodiments.

[0045] In accordance with the present disclosure, there is provided, in a further
embodiment, a method for target delivery of one or more applications to a user. The
method comprises issuing the user an intelligent data carrier, adapted to dock onto a
host computer device that is connected to a network on which a network server sits

and communicate with the network server over the network, wherein the network
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intelligent data carrier via the network server, wherein said existing
network is wwred or wireless. In still another enbodinent, the injector
further coweyipagseeeeor adar connector, interfacing the netpovavibsecubozgapted to
nonitor and control network connections. [0042] In accordance with the
present disclosure, there is provided, in another enbodinent, a

client-server communi catiq ystem. which conprjses at | east_.one . server and
one cli eRELVETRATERYRIEAES %ﬁ@é@@l@%éﬁ%ﬂ&% Z\ %&MC@H&WF@%

| [ d ' f . f i pligity of Kk
bl | cat Aaerem oot YRR e Bl e R el Biof BT o
connect | ol NRAEmEORY bRyt kb GEe HOEARY the BASHE tdPapdRtaidsa {he

i nput - out’p appar at us’ ove e network. The intelligent ta carrier is

adapt ed h@oﬁgh@@sgﬁﬂ aatleiientispuser identity through an authentication and
encryption scheme for secure data transm ssion between the server and the
client. [0I83] Acdwmcdidingtoanothehembedimetitythatonetdranots applicatiousare

comuni cation_ system further conprjses. an in' ector, adapted to connect an
exi st i ng prdeandon the maelligent dgta samier oF iasl thenativesk server exthethorg

W r ol 655 CRERIAACt0.4R YAGEORF A G PERS Idha FORUL drvie rabededor ,
i ent ot _ ! ;
it et o RS AURER 8 AR IPRLLSEReind ST RGRDASE Bl A FAYAL oot o
connecti %@ﬂ{to% e l%lgt@?gzo?ﬁﬁﬂ&‘}ﬁagerﬁnal BiithLadARAQGPION BRI phised 4/ 002438

client is conhect e rad connector of the server over the network,
and the digtAT¢omnaediororofidédiplayss, aciopiputar gaone ectised, 4 digitab camest, aconnect or
of the server over the network. [0045] According to a further enbodi nent,
t he serveamere pheng; landr neswovieenablothdomestie applianest em f urt her conpri ses an

encrypted virtual file.systemfor dedi.cated, data storage f{.or.the client..
yP ?00505 According o arigurtﬁer emgoélment, the one or more pp[icauons maylbe

window-based remote terminal server applications, applications on 3270/5250

terminal emulators for mainframe, directly embedded applications, and multimedia
applications. The directly embedded applications comprise at least one of database
applications, data analysis tools, Customer Relation Management (CRM) tools, and
Enterprise Resource Planning (ERP) packages.

BRIEF DESCRIPTION OF THE DRAWINGS

[0051] Fig. 1 depicts the interactions between a client, a server, and an injector
according to one embodiment of this disclosure.

[0052] Fig. 2 illustrates an object vector super classifier according to another
embodiment of this disclosure.

[0053] Fig. 3 depicts a datagram parser according to another embodiment of this
disclosure, including the various components, modules, and processes invoived
therein.

[0054] Fig. 4 is a generic layout of a datagram according to another
embodiment of this disclosure.

[0055] Fig. 5 illustrates an intelligent data carrier, the various modules and

processes implemented therein according to another embodiment of this disclosure.
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[ 0046] In accordance with the present disclosure, there is provided, in yet
anot her enbodi nent, an intelligent data carrier, which conprises at |east

(i) one r apted to store data, (ii) one i'nput- tus,
adapt ed t"ggiqﬁ’ﬁé?”gﬂd output data, and (iii) one pr ocesggﬁ[ﬁ}gggg‘&eg&gto
process the data stored in said nenory. The intelligent data carrier is
capabl e of connecting to a host conputer device on a network thereby
transmi 0066 datRigvé depicts a nhent-aveoplihg &ppaotber embodmehteof thes wor k. The data
transm ssion is_ through dynam cally-sw tched datagrans. The intelligent

dat a cadistlesunesingdRdingdhe ﬁa@@u%@mpm@tm@ms,@%rpmwwwlﬁp@ugh an

aut hent %%?t.i on and encryption schene for secure network data transm ssion.
[ 0047] fofr&Bcor dance with the present disclosure, there is provided, in

still er o4l ? oef r -k i.cation. The
et hod_[%@gzgri s?;g‘ ?ggﬁi{&%sga 0 a E%&ﬁg&%téggﬁeﬁ% e !"3‘3 ta carrier,
whi ch 1 gisCRRaR! ﬁlcﬁ’lidjng(ﬂﬂé‘@&%ﬁ&kérﬁpénéﬁi@ tmE@aTRY L AHd eﬁ%&é%s‘iﬁv&%dnet wor k
thereby transmtting data via its - 10 agparatus over the network and

est abl igargig. a network identity for the network user through an

aut hentication and encryption schene; and providing a dynam c datagram
swi t ch [0858] ser ég. ddepists areinjertir accordingtoi aposidr erahodiment ¢f shaappi ng of
datagrans in suppori, of a myltiplicity of applicatjons. In varjoys

enbodi n@ﬁ@@wh@c?uépaﬂae peRewy wammtmegﬁe&rﬁnmﬁes gAvolsed

random zati.on in connection with data vector objects. Super classifiers are
used, p 5%l ar | y wth physical and behavior bionetric nmeasurenents in

cert ai rbm REég(?Rlpgg?ﬁ]opnrﬁgchqpﬁev%%o MERY&! disclosure, there

IS provi urt enbodi e or target delivery of one
or nor eRpjaf piseusyionsVAREIevant \Ternmi€t hod conprises issuing the user an
intelligent data carrier, adapted to dock onto a host conputer device that
is connected to a network on which a network server sits and comrunicate
with the network _server over the network, wherein the, network 12 WO

2004104902 p( Tihesmbloming bernws, Dby CUeRfybeiven i, Wlain vesior ohiest | i gent
data coidoTertmed ik dath 3B)eef vedior, Bbj6d Yector), classifier, decision-making,
deterministic analysis, object based deterministic analysis (also referred to as object

el

analysis), random number, random number generator, seed, randomization,
probability, probability density function, authentication, private key, public key,
Elliptic Curve Cryptography (ECC), ECC signature, parser, packet, header, TCP,
UDP, firewall, Universal Serial Bus (USB), Apple Serial Bus (ASB), Serial Port,
Paralle] Port, ioken, firewire, as well as other relevant terms throughout the present
disclosure, are to be understood consistently with their typical meanings established
in the relevant art, i1.e. the art of mathematics, computer sciences, information
technology (IT), physics, statistics, artificial intelligence, digital networks, network
communications, Internet technologies, cryptography, encryption and decryption,
compression and decompression, classification theories, prediction modeling,
decision making, voice recognition, and biometrics.

[0060] The following terms, Secure Key Exchange (SKE), Advance Encryption
Standard (AES), Public Key Infrastructure (PKI), Encrypted Virtual File Systems
(EVFS), Virtual Private Network (VPN), Intrusion Detection System (IDS),
Demilitarized Zone (DMZ), Personal Digital Assistant (PDA), USB key, USB token,
USB dongle, Parallel Port dongle, Serial Port dongle, firewire device, token device,
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dat agrans; the server authenticating the user through an authentication and
encryption schene; and granting the user access to the one or nore

appl i cat i one 200megpssuccessful aut hentication. [0049] Acc@CRiUsgoHOHDL her
enbodi ment, the one or nore applications are preloaded on the intelligent
data carrier or installed on the network server or the host conputer

the net e R pg MERE Gk Fioth, Bl PRERH'ESATB YD, Chuilaf ol PO 1
deskt Opaﬂiséél, Iy e %i&%ﬁ%lﬂ?&ndﬂicﬂgms@?ﬁigﬁﬁeigﬂt Phfdotod, mobi | e

phone, girtal TV, an audio or Vvideo player, “a conputer gane consol, a
di gi tal sep@sProtocot ehPAP)pEtetronivData Brethanpk (EDdp IetbrerRelny Clatpl i ance.
[0050] According to a further enbodinent, the one or nore applications may
be wi nddRMabyalic KedusderaynChegksyay (R Chksrmunal Idastifiepplildaas siedl am

3270/ 5250, term nal enulators far mainfr , directly enbgdded, applications,
and nul t@ﬁh@ﬁﬂ-ﬂe"%ﬁ?ﬁnésa@%‘i‘%hou?‘%@ Hqﬁ%tcﬁ%@%gd%@&oé’ﬁd’rq éﬁqﬁpﬁﬂs conpri se at

o o WA B S RN b R LB o
SR E7 oSk SE: 6 AR A0t shourkydofl b scldbs F act ons

this di spogspre. AGRBRIN a8 uséd héeks reftre o aiy SRIuPCT n&@b@lﬁng_le@@ble@' assifier
according to another enbodinment of this disclosure. 50053] ig. 3 depicts a

dat agr andgacsscinterconnatited) viace medivme { suehizsdibarmptiofcable) suitdblecioosur e,
I ncl udi ng the various cogg)onent s, . nodul es, ., and processes involved therein.

[ 0054] Firgnsmitiieg digjtah anforaaylogtdass overdistingm depevintkgneybaasapsn

nbodi t of this di . [ 0055], Fi g. i | trat i.ntelli t dat
croed regf ol (N5 Saclcaurs 10055l g, b LILiatiats an arell oot dats
anot her aabadi ARt HolleRaitbs BLORY! fso referred to as network-connecting device,

connecting device, or device, may be a computer, a digital mobile phone, a PDA, a

digital camera, a digital audio-video communicator, or any other devices that may be
connected to a network via wire or wireless means. The network-connecting device
may be a client or a server as referred to in this disclosure. In one embodiment, the
connecting device may also refer to a host computer for a mobile client such as an
intelligent data carrier. See the discussion infra on the client as an intelligent data
carrier. In certain embodiments, a network may include one or more such clients and
one or more such servers. In other embodiments, a network also includes one or
more injectors, discussed inffa in the detailed description of this disclosure.

[0062] As used herein, a Virtual Private Network (VPN) applies security
procedures and tunneling to achieve privacy in network transactions while sharing
public network infrastructure such as the Internet. Tunneling refers to the
transmission of the protected data—such as those proprietary to a business or private
to an individual—through a public network. The routing nodes in the public network
are unaware that the transmission is part of a private network. Tunneling is fypically
accomplished by encapsulating the private network data and protocol information
within the public network transmission units so that the private network protocol
information appears to the public network as data. Tunneling enables using the

Internet to transmit data on behalf of a private network. Numerous tunneling
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13 WO 2004/ 099940 PCT/ US2004/ 002438 [0056] Fig. 6 depicts a client
according to another enbodi nent of this disclosure; including the various
componen o5, and processes involved therein. | l4%024%8 dEPI CL S
a serverkg%égggy%géto anot her enbodi nent of this disclgggﬁg?ﬁyﬁk?hding t he
vari ous conponents, nodul es, and processes involved therein. [0058] Fig. 8
depicts an injector according to another enbodi nent of this disclosure,

i ncl udiprgtadeds have besn d@ml@p@;namongwhdbbsspn:mﬁqmpic?m’&mi Fﬂiut—M&inﬂﬁelr ei n.
DETAI L DES PTlI ON OF VARI S .MENT Bri Di i . R

Ter ms [B@%ﬂh@rﬁ‘qmlﬁ E@)igvgbﬂpeﬁmwseﬁia@#{%ﬁe@@l ¢ CESCZ’H%WI On:S et aeygc/f1 2£
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Crypt ogs;ugghy (ECC)% si gnhat ur €, pareser, pacﬂlglg%é,mnh?ader, T%P, yU%P,

fir ewalusedinicoansctiorStry amd withen (HeSBFN. Appl e Serial Bus (ASB), Serial Port,
Parallel Port, token, firewire, as well as other relevant terns throughout
the prd9863] di JBlosRelries, agrused an the presentshisdasureneaiers do the mdivisuahei r

t ypi cal ,neani ngs establ.i she in the prelevant art, i.e the.art..of.

ot heneRREACteR ST By Sesld hebavioralor Thigt R iseIerArbbgh U PTidentigs ins.
statistgd {1 E1 [ ' Lag k e

comruni vﬂérg? { %’?}és&th%% %éruf’] & tlﬁfgg%:#]dng@%ﬁ Sa‘i’ft%ri}/.%l[ %ﬂ&%%ﬁé&%sn%r %?ﬂg%ﬁ"eg nd

decr yptiheditiof HEREHE bP A (ROECHE GBIRESTThAtmat o3S PHysfRl bAmbRRQr i €S,
predi ction nodeling, decCision nmaking, voice recogrdition, and bionetrics.

[ 0060] chmepriselshvaicaedoghition (Req spealiée wehifivatiogy Adgérintddhanipeidiacr ypti on
blood vessel paiterns, DNA tests, retinal or iris scan, and face recognition, among

=1

other things. Performance biometrics comprises habits or patterns of individual
behaviors.

[0064] Data, as used herein, refers to any information capable of being \
transmitted over a network. Data is used interchangeably in various embodiments
with the term digital information or information. The content data refers to any data
that is designated for transmission by a user over a network. For example,ina
financial institution or a bank, the customer account information constitutes one type
of content data that may be fransmitted among one or more clients and servers used
or operated by various authorized account managers and system administrators. The
account payment information would be one type of content data in the context of
EDI transactions. Another example of a different kind of content data is the
inventory information on raw materials and finished products in a manufacturing
facility; this data is often transmitted among clients and servers throughout such a
facility for access by production engineers and business planning personnel.
Multimedia data such as audio, video files represent yet another form of content
data. The transaction data——also referred to as the connection data—means, in the
present disclosure, any information that depicts the state of the network connection

between a client and a server and the data fransmission between them. If includes
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Standard (AES), Public Key Infrastructure (PKI), Encrypted Virtual File
Systens (EVFS), Virtual Private Network (VPN), Intrusion Detection System
(1DS), Dawbdlodsawsezed Zone (DMZ), Personal Digital AssispamusS¢tobnd2438)SB key,
USB token, USB dongle, Parallel Port dongle, Serial Port dongle, firewire
devi ce, token device, 14 WD 2004/ 099940 PCT/ US2004/ 002438 Smart Card, Smart
Medi a, Conpact..Fl as Spart D git Medi a, . _DVD, t 4. Disk. Miltiprotocol
Label " SABRRHPISPS iUt Gansst A fhepARsE BEPECe o ke o 5boR
(LDAP) , Qh%%ﬂ‘ﬁﬁgé.c Dat a Exchange (EDI), Internet Relay Chat (IRC), Cyclic
Redundancy ecRsum (CRC), Terninal Identifier (TID), as well as other

rel evant [gpgs)s t DetagDentpréforpireb et ypli &t 128 Sufetredatvdn tthiskizsdlogies sinagd
consistently with their typical nmeanings established in the IT indusiries,

el ect r onbe implenueritedhecenting todhe sypicplantisty pracjicehd vaistyrdf security and
any related fie]ds. [0861]_ A ntetwork, as uaed herein, refers to any group of
net wor ki srecelieasiong gothms,tos commesstaydgsonprestign@f(such as fiber optic

i ot ahcatheas REeWERRR e e LS et 2 Bland AL bR PR B “or
I d , : . g | : : bl ed
Gevi oo, BT o SUFHRAR A, FRHERR 6 Ry i B e e e e

or devi CEoodhi@it RS tRe GRITBNS BMmbodiHést bakhisalicl@uphione, a PDA, a digital
canera, a digital audio-video conmunicator, or any other devices that may be

connect efd066] a neAwsekintefave,ras uoed hereid, esfersranmsy kiffdeofiatmmputiks connect i ng
device may be a client or a server as referred to in this disclosure. In

one enboappinations e pregramschirhepabdss ipteragiionalwith pawer. Adisgr indefacomalyt er f or

"nfira. onb® hereRiEH ot artan BpEil aRED ne Browist ORI B PR HbSABY mont s.

cerver s, el MAGUE IRRER ARG e s ResEabe MR niBl ™o e B gt

[ 0062 AT HE R R S pir ol g T 1y FRE BT R oShmbrsd A8E 7T
interface may also include plug-in tools that extend the existing applications and

support interaction with standard desktop applications such as Microsoft Office, ERP
systems etc. Further, a user interface in certain embodiments may also refer to any
point of information enfry, such as, inter alia, a keypad, a PDA, a microphone, or
any type of biometric input unit.

[0067] A radar connector, as used herein, refers to a module that is adapted to
monitor and control network connections. If may be included or connected to a
client, a server, or an injector, according to the various embodiments. The radar
connector of the client in certain embodiments is adapted further to detect lost
connections and initialize contact to the server thereby reestablishing connections. It
first looks to connect to a port; thereafter, it continuously monitors the network
connections and when a loss of connection is detected, it atiempts to reestablish the
connection by calling the server. On the server side, the radar connector may remain
active at all times, monitoring the state of connections with various clients.

[0068] Pervasive computing, as used in this disclosure, refers to the increased
and widespread use of network computers or other digital devices in people’s
business and domestic affairs. The rapid growth of digital and web-enabled
electronics and domestic appliances (e.g., mobile phone, digital TV, PDA, Global
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procedures and tunneling to achieve privacy in network transactions while
sharing public network.infrastructure such as the Internet. Tunneling
refers t sm ssion of the protected data-such rietary
to a bus?‘hdeg@"é'%?#i vate to an individual-through a puﬁ?@ﬁg@?ﬂoﬁ# . The
routing nodes in the public network are unaware that the transm ssion is
part of a private network. Tunneling is typically _acconplished by

encaps Wasitionng estam (GP8), renwoa phdm,aanalmbtwmk@gmncrpmaacnmﬁigmatw,t hin the

public network trangnj.§sion units so that the private .network, protocol

i nf or rré’t’?ﬁh@f»afb'ﬁé'ér@aiaés wrshet gic)andehgoonipsess %9?&\?4?*'9[“ ﬁn%ﬁﬁ—ﬁﬂ% usi ng
the Internet to tnransm n behal f.of a private network. Nunerous

t unnel icﬁ&n?%u%%%ﬁégg%%%%m%%% prot ocol s have been

devel o anon ﬁcéﬁ'fb ' ﬁh'hﬂe' [ nel i ng

Pr ot ocgﬁg?gFIPTP) ?be eve oi%%%%%%ﬁ%%@%% otnﬁéérr ei(;'E';cl)-srrpilﬂtjaﬁi es;

gener i gebRBit Becveity phatfiral handSIGRi seclaity|cpesnind Qsigooty of aitre and the

Layer Two Tunneling Protocol (L2TP). Tuhneling, and the use of a VPN, does
not sufeswitluhestfaarcomnesting desncésn Hresuser mgnidrseceritiaeecardingsta this on.
Encryption may bémus&g i.n connection to and within the VPN. [0063]

Bi onet digedosurs refeas tq fat the sysleza secides thegane & MPEEy vyess msteatkol opg of dual

h teristics-physical . b ' |-t hat t tabljsh
ot e tamDuRh RS i cRmpyed b the Whrs I omiegh 16 e Bk RIS deny
- AUTHEH f
o or i BBy E e fhsel-Bedib dbeaifty Mk BE tnflmalih S Chibo S Bsllle vy
verifi qré sdfimsanAGREMDISbE thiS BRERISURY SnywhOghyiRe AlsiR@ ehgmRewolNA tests,

retinal or”iris scan, and face recogniti‘on, anorig other things. Perfornmance
bi ormet desfceconpri ses habits or patterns of individual behaviors. [0064]
Data, as used herein, refers to any infornmation capaple of being

transmi®@ZY oveDatagremnis-definedias “aselfseantrined; sdapentent gntity obdataus
cTOd! L, WAL US LIV 942 R e L BBl 0T O

computer without reliance on earlier exchanges between this source and destination

computer and the transporting network.” See, Encyclopedia of Technology Terms,
Whatis.Com, QUE, November 2001. Datagram and packet can be used
interchangeably. Id.
[0071] The term “intelligent data carrier” (IDC) is used interchangeably with
the term “client” in various embodiments of this disclosure. An intelligent data
carrier comprises at least (i) one memory, adapted to store data, (ii) one input-output
- apparatus, adapted to input and output data, and (iii) one processor, adapted to
process the data stored in said memory. An intelligent data carrier is capable of
connecting to a host computer device thereby transmitting data via its 10 apparatus
over the network. It is also adapted to establish a network identity of a network user
through an authentication and encryption scheme, according to certain embodiments
of this disclosure. In one embodiment, the intelligent data carrier is mobile. The
intelligent data carrier may be implemented with or on a2 USB key, a firewire device,
Smart Card, Compact Disk, DVD, Smart Media, Compact Flash, PDA, Smart Digital
Media, or a token device. A token device may be a software dongle such as a Serial
Port dongle or a Parallel Port dongle, any onetime password generation device, or

system access device. Otusr digital media reader may be implemented as intelligent
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that is designated for transm ssion by a user over a network. For exanple,
ina financial institution or a bank, the custoner account information
constit ut e¢oneydogee of content data that nay be transmpCragzenymopisgne or
nore clients and servers used or operated by various authorized account
managers and system adm nistrators. The account paynent information would

be one type of .content,.data,in,the context of EDI transactions. Another
exanpl e tagaHP?IF@PQ?ﬁd%Wdlﬁ‘gﬂf'gﬁt YRIP Sappide of GHRMEEHRE 19 or mat i on on
raw mat ef | L A ' g&nﬁ I | Al hi s data
s oft en{r%‘?‘létﬁsm ts{eg&gﬁr{g%g d?:_?l ?gg#tﬁgéu Igvggrye éﬁ%ﬁ#%g%oatﬁ(?@u%#%m acility
for accegmnbyr. PTREHAETIRENEAGE BRRTES bRl dILHeNRES and &t e esabliching

Mul ti medi a data such as audio, video files represent yet another form of
cont ent gkuge ndiweorkreenseactiommondsxhalfadfsthe meéreandbunchiag apphcatbomestd on dat a
means, in the present disclosure, any information that depicts the state of

t he net wdemandronseithe Hsenis prenrestyputheniinatedhby thassarverr Seedningdhgaleailed

transm ssj on between,t h(fm It iglg(:l udes 16.WD 2004/ 099940 PCT/ US2004/ 002438
i nf or mat PISRUSHOR AR E dieht 2s & getg,_ffq%ppg}ﬁri on and net hods of

aut henti ' . _ ' I on and encrypti on,
as refer%ggyiggfi%smz‘%gc ro@%#@gﬁfn%&ggébpﬁgoﬂm Z}?:cordi ng to the
typi cal industry practice. A variety of specifications and algorithns for
conpr essi on/ deconpressi on and encryption/decryption are well known in the
art and foarg] r el ahedient-ecivet soramanigatiohi sykteneis provideddn aneyemaedineditef t hey
may be utilized in the nmethods and systenms according to the various

enbodi methis distlashiesthdt tnsludegrome of oo®e]cligntsand ome o hateserssrsu statbhaiaaitn,
refers to any ki.nd of conputer pplLicatiqns or prograns that enabl es

i nt er act ISmsingliigent qate parmigr Gapabld uf SHIRATENg Y augvn%cga@b ARd sRcTipdion

I nterface,(GJ such as a _browser.  EX | es. of_such -owser include

M cros ofsfd‘] M% f épc%gpqogpggq%sgﬁa %E‘f’gﬁggeé"ﬁl;w%%@%ﬁ‘%? EASCL‘JIg%anﬁ_H Brface
al 50 MRyt s ShTRlH: ST LB THE 96 erlaBleR sEF i SoQHRGIRERNE S A

authenticates and protects each user directly through an intelligent data carrier. No

matter what kind of connecting devices or local host computers are used, a user may
dock the intelligent data carrier to the host and launch an authentication session to
connect to the target server. Thus, the focus point of access safeguard is not at the
connecting device or local host machine but, rather, it 1s ciirectly on the individual
user who is issued an intelligent data carrier. The intelligent data carrier may be
mobile; such mobility enhances the pervasiveness in the security solution afforded

( by the system. Ii is security on demand, using any connecting device or local host
machine. ‘
[0073] In another embodiment, an injector 1s included in the client-server
communication system. The client-server-injector system enables convenient
integration with existing network infrastructures and facilitates the overall security of
data transmission and application sharing. See infra the detailed discussion on the
injector connecting with the server and client. One or more clients, one or more
servers, and one or more injectors may be instituted in such a network
communication system. Each injector links o and communicates with one or more

servers. Each server connects to and serves one or more clients. The multiple
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interface may al so include plug-in tools that extend the existing
applications and support interaction with standard desktop applications

such as g’ﬁﬁ%@fﬁéﬁts flce ERP systems etc. Further, a psfishidhbdsase in

certain may al so refer to any point of information entry, such
as, inter alia, a keypad, a PDA, a mcrophone, or any type of bionetric

I nput unit. [0067] A radar connector, as used herein, refers to a nodule
that | semeapimthesystam anayeommyninetn Wb arshwather ingnaaging data lowsdn be

i ncl uded or..connected to a client, a server, or an injector, according to
t he valﬂP%E%m?rm ts. The. radar connector of the client in certain

cont S'CWéthe £0L Pt ﬁ%@@%&ﬁ§%ﬁ@ﬁbﬁ%&ﬁ%@%ﬁ%§%ﬂ?‘”9 reddfooks (o

connec |ons &g%\%\ﬂ&b%ross g%ngtbcﬁ:fé r{dfenBedniPr K

connec en a connection Is et ect e I tatt enpts to

r eest abhjesiorhHae a radanesiieetori)7¢ Htbifagn, Iveitls diomsstwok. The radaver side, the
radar connector may remain active at all tines, nonitoring the state of

oot st i s i e [
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ﬁg?%?a&g’%m crowave, re rlgg%??(rﬂ% E\L/\r’/;'g*] % &g%?‘) |Sgﬂg\§g er Ce)?g agﬁd

t he ommdgut essert eoathedtien(by, ﬁ@h@ﬂébﬂﬂ%bﬁbﬂ@ﬁayb@@ﬁﬁm;vmmrvhtﬁlﬂee era of
pervasi ve conputi ng. 0069] Pervasi ve security, as used in the various

enbodi desired acafrecy {Conscqueatlypthe isteguity of dptadrdnsmistibnmajebée peotectedcurity
Cont 1 854 SheiTate P SRURRIPAY DEsed. i oci osur e rofers to that the system
SE OB 1 B3 PSS 100l R PSR "ot i o
processes are common among the client 103, injector 105, and two peer servers 101
depicted in Fig. 1. The permissions manager 109 assigns and manages user

permissions. The service facilitator 111 ensures that specific apphcations or services

are provided to the user as requested. A datagram parser engine 113 is included in

each client 103, server 101, and injector 105, as shown in Fig. 1. The parser engine

113 may consist of a parser and a2 dynamic datagram switch of the system. See, Figs.

7 and 8, a dynamic datagram switch 701, 801 and a frame parser 703, 803 are

included in the server 101 and injector 105, respectively. Correspondingly, a service

parser 601 and services frames 603 are included in the client 103, as shown in Fig. 6.

The datagram switch 701, 801 operates in conjunction with the radar connector 107

on both the client side and the server side to process multiple instances of datagram
transmissions. The detailed discussion on the dynamic datagram switch 701, 801 is

set forth below. The encryption engine 115 processes encryption and decryption of

the data transactions over the network. In the client 103, server 101, and injector 105
systems, the encryption engine 115 is one level behind the radar connector 107 that
interfaces with the network. The parsing engine 113 and the service facilitator 111
implemented in both the server 101 and the injector 105 enable the overall system to

support a multitude of network services and applications as well as transmission of
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The pervasive and user-centric security nmay be instituted in one enbodi nent
using the systens and net hods of this disclosure anywhere, anytinme, using

any network device. [0070] Datagramis defined as "a self- i
i ndependen™V MMM " data carrying sufficient informat iPﬂ?fﬁﬁh‘g‘é&f@Et ed

fromthe source to the destination conputer without reliance on earlier
exchanges between this source and destination conputer and the transporting

net wor k. 'vafieas tfpesyd]dape diatdr ditilml igye Ind other ibdilesanprodgslies adevenber
2001. Datagram and packet can be used _interchangeably. |1d. [0071] The term
"intel | i ghsmssrat in thasepaete gechops belowskea fhmlemﬂgﬁge@rswlm,taﬂd mjgstorer m
"client" in various enbodi nents of this disclosure. An intelligent data
carrier rises at least (i) one nenory, adapted to store data, (ii) one

| nput - out ‘ . L.aAput and out put data, and (iii) one
processor@ﬁé@%%%g‘g%%ﬁg@gég?%%@ stored in said nenory. An
intelligent data carrier is capable of connecting to a host conputer device
thereby transmtting data via its 10 apparatus over the network. It is also

adapt ed {o07s3t abl iAsblientrichup cbmipdtstior deviet thatrietapaile v eonnédiinguem an

aut hentication and encryption schenme, according to certain enbodi nents of
this di scepencempiterarelesidedirongit 3 nethworkwied iogavireldsst 2A client mayiadsaobi | e.
The intelligent data carrier nmay be inplenmented with or on a USB key, a
firew re rateviie eompgifasplimare or Gompace that sells andbromnagts tovesaryer. Chhg alientr| ash,

corvar okl ok 48 o0 YRRl SRR MR BEG)  any
oh! b T By B8 LER AENARAY O Bx AN s iwardy BRAMaRE Gtasl LB By Oh AFest! O (2
P WSZO%&%%&%M@H&&%@ BEVORRC A e SniefrabdiSpdvideddnife They are

capabl e of connecting to a variety of host conputer devices through various
ports or egibodmeantly ile bost corgpnter derivessr. thed ABJ, meldth allewt adsenteaioniter bear s

all the cigé geta}v;]o?‘kft?a%ggétiio%ss afn%rcoiirto?g[atgstgngl%ission once the user connects to a
network server through the IDC. For example, the user interface may provide a
login form for the user to log onto the network. The form may accept entries in
different formats, whether textual, object, or graphical. The user interface also
enables a user to issue instructions for controlling the network transaction and data
fransmission.

[0077} An intelligent data carrier may be mobile according to one embodiment
of this disclosure. In various embodiments, an intelligent data carrier may be
implemented with or on a USB key, Compact Flash, Smart Media, Compact Disk,
DVD, PDA, firewire device, token device such as Serial Port dongle or Parallel Port
dongle, or other digital, analog devices or medium readers.

[0078] An intelligent data carrier has three principle components according to
one embodiment: a memory adapted to store digital information, an input-m;tput
(I0) apparatus adapted to input and output digital information, and a processor
adapted to process digital information stored in the memory. An IDC is capable of
connecting to a computer host device that sits in a network and thereby transmitting
data over the network via its IO apparatus.

[0079] The memory of an IDC may take the form of any computer readable
media, such as CDs, floppy disks, DVDs, Erasable Programmable Read-Only
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secure network connections on behalf of the user and | aunching applications
on- demand, once the user is properly authenticated by the server. See infra
the detailed discussion on a client as an intellligent data carrier. A

C i ent - SHOPHMPELt or Net wor k Communi cati on Syst em [ 00VST/URXWOMIMASE ser ver
comuni cation systemis provided in one enbodi nent of this disclosure that

I ncludes one or nore clients and one or nore servers. Each client is an

i ntel | hoaRbrPAEPROMY), 0 RahaktBofibs SOBRMatt Flash Skt et VSB kegnd
encryption ‘schenme for secure connectionS to a network server. See infra the
di scussteon on a client as an intelligent data carrier. The system enabl es
user centric security, as it _authenticates and protects each user directly

Td hr oug[P0A] : nt elmh'ed appaartys ehthe HpC iseapahle o€ ponmm&dtﬁ@kms;@@mpwﬂ ng ‘
d§¥;C§§¢%csrv?§%‘nyR€3¢e§fﬁpgﬁ{a§r i éﬁﬁi@pf “Sg?&a%?g SSemst eon'ngﬁt:tto
comecFERoR i ptits siiorsTBISEPBUs R AR Bordf Hanilel Bopdy Biffere8 b, 5L (00

| ndi Vi g fire bR coifiections GEFEY 3)! Mhbh IoRG!hiiHsa THY 10 Bonnddifod gl |1 gent

data carrier nmay be nobile; such"ho ty enharices the pervasiveneSs in the
secur i by veieedibt arredédsaicderdingdio vartosyehbodinkénts.SFeeetdrhple, @nofdemand, usi ng
any connecting device or local host machine. [0073] |In another enbodinent,
an i nj embodiment, shotidatge winekess connetticremayrbe astablished betweersthet EMC The
client-server-injector system enables convenient int egrat lon with existing

net wor 04 Aot device puesiaghtp Binetoothspesifioaiony Sesy §tpQthedree ding
transm_gsi on ,and app! i.¢at.i,on_ shar i . .See infra,.the detajl LSCcussi on on
than® Mot eastfmnl, sh 11t AE g SOt Rt fr L P O UPT Lot
one or @ﬁg ety P . : | | i such a
netmrﬁiﬁom%sﬁ?%gﬁegﬁ sys%%%&@a% injrg(gdflgér‘&ﬁ{emgﬁ?épg# co%‘%’f{gﬁ@s wth
one or réfRi: voIRE\R ihagEdath. sme/ﬂ:racqnﬂms%ﬁartsovanﬂa detfon@ne or nore
clients. The nultiple 19 WO 2004/ 099940 "PCT/ US2004/7002438

[0081] The processor of the IDC comprises an integrated circuit (IC) in one

embodiment. In another embodiment, the IC is an Application-Specific Integrated

Circuit (ASIC). The IC supports the execution of the preloaded applications on the

IDC as well as the applications installed on the host computer device or those made
available from the remote server. In aiternative embodiments, the processor of the
IDC does not itself include an IC; it relies on an IC of a host computer device and is
adapted to process information stored in the IDC’s memory and information loaded
onto the IDC’s memory from applications installed on the host computer device. See
infra for detailed discussions on application delivery.

[0082] The intelligent data carrier according to this disclosure is adapted to
establish a network identity for a user through an authentication and encryption
scheme. The intelligent data carrier locates the server and presents itself to the
server by initiating the authentication process. See infra the discussions on
authentication and encryption. In the secure network system of this disclosure, each
user may be issued an IDC that allows the user to conmect to the network server and
access the data and applications thereon. A user may use the IDC to connect,
disconnect, and reconnect to the server at will and as needed. The connection may
be made from any network host device and at any time according to one

embodiment. A host computer device may be a desktop or laptop computer, a
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servers in the systemmy comunicate with each other in managi ng data fl ows
in the entire network [00741 Fig. | outlines the connections anong an

i nj ector 1QR% 2004@ebent 103, and a pair of peer servers PQTwRoew243g t 0 one
enbodi ment. Each server, client, and injector has a radar connector 107,
interfacing with the network. The radar connector 107 constantly nonitors

the state of net.wark conn 1 .ONS, e | oss pf. necilon i s.detected,

t he radaPe@Bﬂaé%\é\ﬁ?f(%*t@ﬁ%% P&%FP&%IPE’SP?%%@@%?&%@ %?154%8 Oraitehpts to
reest abl ] e 19‘9@ ' al, | 4 ryv i t ' has
recorde di? %ﬁglt’ hr}ie(hog](3 r erfrg%g]g rcgﬁﬁf\' 'ﬁlég 615 a@ f%lrrté3 ?’glrezfio% %eeéggh %ﬁg’pét}lﬁio% hgﬁgérg “for t he
NoSt I eCeiihlE@aBRRELE aﬁ%%ande%ch%h HePRBAET i fERitdp Cmittb iy, washered with
the desired accuracy. nsequently, the integrity of data transm ssion may
be pr ot edived, amhdishtveshat dnebrthai dmbedimenty ehe EGandy bE diresly lemimdidedi on to
t he radar connector 107, certain other_nodules and processes are conmmon

among t he & hpsindevigstherehyaprovtdes oscursiata erchsage o5 epplisationhariagmverad i n
Fig. 1. The rm.ssi ons .,nanager 109 assi,gns and.,nana user er,m ssi ons.
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105, respectively. rrespondi ngly, a service parser 601 and services
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switch 701, 801 operates . in conjunction with _the radar connector_ 1Q7 on
bog h t hePreloasied toianellda dbatnie issued by an pathorigeq usee 988 Mitiorls se@isicred Bides of

wi  on TBESRUE. e B o BeRBRECA S Criany BDCOboigeRt AbepRaEt oo
oL YP L BR BESIGE YRRy 3 Bk SETR OmeY e, The TP I L0
I's one | gyghpRebdehdrhfay AdaH a099B8&YIDA &Y a BAlputer—which is connected to

the Internet—at one location and launch the application off the USB key IDC once
successfully connected to the server—also sitting on the Internet. The user may

close the application and save the file onto the server or the USB key IDC. The files

are stored in an Encrypted Virtual File System (EVFS) connected to the network

server. See infra the discussions of EVFS. When at another location, the user may
launch the application—upon proper authentication by the server—off the USB key
IDC using a different computer host device and continue working on the same file.

Such secure, mobile, and user-centric connectivity between the IDC and the network
server thus provides a paradigm for managing and controlling not only data access

but also application delivery.

[0084] Intelligent data carriers may be used to deliver standalone applications or
operating systems according to one embodiment. A user may be issued an IDC with
applications and/or an operatig system that is read only and copy protected. The

user may use the IDC to boot a host system that does not have an operating system

or storage device installed thereon and to access server-based applications or the

preloaded applications on the IDC.
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interfaces with the network The parsing engine 113 and the service
facilitator 111 inplenmented in both the server 1pl and the injector 105
enabl e t v, |, systemto support a rnultitude~of ne rvi ges and
appl i cat ig‘g‘%gwg@%\ké?l as transmission of 20 WO 2004/ 0999%%%#@@%@ 1002438
various types of data. Further details on these and other nodul es and
processes are discussed in the separate sections below for the client 103,
server [0885] and Inteflegent datal@friess meybe Ased\to delivadrl applicatiGas anCarediar [ 0076]

A client is any conmputer or device that is capable of connecting to a
server coptapteeporgingitanathengmbedimente Fapexample; the wsergney bepsovided| i ent may

| f f . fir |1 d

nb Sg_r i an IBCoRsintte N AR g et AP L ictpted Perad Caty B FEk o one

P o A i sl niboer o pelit 6 ihiffRl SRR D X BRKTLAGE G S
user i gpe icﬁlﬂgalierc@mﬂa@djmemnﬁyge héR The BYstbsARS  MATRIsherdevi ce or

t he 1 DC, OWs a user to nmonifor the network transactions and

cont r olprégdsgort seaisd musthen oosther static ypstemcbared dhforimation toadreselansaiticer

through the I DC. For exanple, the user interface may provide a login form
for theopymg cosle, shicnisdhenstored worthe [DGanttbe fiomapfanemstyptadicode i n
different formats, whether textual, object,. or graphical. The user interface
al so gﬂé@!ﬁ om thediser.o iTRRY e it the apRlisation be Al k
transacgtion and.d .fransm ssion. [0077] An intelligent data carrier may
be nobi %%g@%ﬁpﬁ%@?’a&%ne enbodi nent of this disclosure. In various

enbodi , anThialifdent A8t LPE ¥d;i§ | BEBTH W th or on a
USB keg?lvgrrpacth ash, Snacra?ﬁgl\/lgdai%gﬁlg%%%;ﬂét %EﬁbmyD‘%D F%%nfi rewre

devi ce act@idety tteyetamotheenlsodient! ERsh tisetangy be ¢ssubdxal IC thistworkdongl e, or
other digital, analog devices or nediumreaders. [0078] An intelligent data

car ri ewitlaent br seorpspeciifisl decoderp enthurizing scsess byspecific digital media
sources, such as DVD, CD, or MP3 data files. The server may track the access and
usage of the specific data files through the IDC.
[0101] The application delivery paradigm according to this disclosure is

therefore especially useful for proprietary data content, as well as commercial
software packages and IT tools, inclnding, among other things, specialized database |
applications, data analysis tools, and various Customer Relation Management

(CRM) and Enterprise Resource Planning (ERP) packages. Conirolled and targeted
delivery, coupled with rigorous authenticatior and encryption as well as centralized
data and file management, makes this paradigm a practical rival of the existing L
software licensing schemes such as enterprise licenses and floating licenses. In this
capacity, an IDC enables digital rights management (DRM) for proprietary data,
applications and services.

[0102] Referring to Fig. 5, an intelligent data carrier implements a number of
modules and processes according to one embodiment of this disclosure. For

example, an Application Boot Loader 501 allows Systern Integrators (SIs) and
Original Equipment Manufacturers (OEMs) to create custom boot calls to

applications that are stored on the IDC or applications installed on the host computer
device. The Application Boot Loader 501 is part of the processor of an IDC
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one enbodi nent: a menory adapted to store digital information, an

I nput -out put (10) apparatus adapted to input and output digital

i nf or mat i owo 2Mowhoaspr ocessor adapted to process digital POTfGSzom00DIA8 St or ed
in the nenory. An IDC is capable of connecting to a conputer host device
that sitsfin a network and thereby transmtting data over the network via

compt er & 7@5 I”ng thigsdpbpdidively Lanepgall ArgpEs fﬂ%é@?if%@ L SreRsgagreble
P - . 4 PCTI US2004/ 002438 Me EP :
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| O appar gijg3] of t1Re Hlémdr§ FARSUDE RiaytRAACEfME-L-Byaho 83 ofOFME Sor devi ce
via any Kkind of 10 connecfion or port; including, for exanple, nobuse ports,

keyboar depaple—aso nsdr duia srdgdSBORhapplicaiorA\dBaptoragy S0pasmd | el ports,
infrared ports, and firewire connections (|EEE 1394), anpng other things.
The |1 0 codmaistrativeregniigiparitioad b, aesordingsts euecaviaeditnansy Theivsesdata

e S5 B B Sl 508 It 1o
B i.fi . , A . [ ,

0 Setopt SRl 3kl oy B8 Secd i SPSLOR Dol o Loy ShBELATRRY ers
£ enscel ek Alddis EBed THS eh o g ik Kot il el ve

Pr 0Cess ot iRf nbh8irédy ScBPsibRasy et ugdkegrated circuit (1C in one

enbodi nent. I n another enbodinent, the 1Cis an Application-Specific

| nt egr at E0410 r cuAtditaBrDmoduhes dr€ alsopipodsds ineluateg an iGmDewicehe pr el oaded

applications on the |DC as, well 23 the applications installed on the host
L

conput er Adshenicatien (Hisse measiyée S8 401 BIST AUNIEBRFATAN, AdRERECEOpT S Lilrfor
an 1 G ARG 51 ek oR el RO B e Pt EOC P GodSb L 1o
process | pf Q6mHhd itk O AReBRcki¥n ELBRRIY mAP L tibg VERbLLE Bsd0aded

authentication means including object method 515, password system 517, and other

rights policies 519, among other things. The detailed discussion on authentication
and encryption 1s set forth below.

[0105] Fig. 6 provides another illustration of a client according to one
embodiment of this disclosure. Various modules and components are also depicted,
as are the processes involved. For example, depending on the connection with the
server, the client supports different type of transmission, including messaging 605,
streaming 607, and other custom communications 609. A datagram parser (service
parser 601) is employed, corresponding to that of the datagram switch (701, 703) in
the network server in one embodiment. See infra the discussion on the server with a
dynamic datagram switch. Secure Key Exchange 611 and encryption 613 are
implemented in the client. See infira the discussion on authentication and encryption.
Randomization is utilized in connection to the authentication and encryption scheme.
See infira the discussion on randomization in the creation and analysis of data
objects. Additionally, a radar connector 615 is inclnded as part of the client, linking
the client to the server. The radar connector 615 monitors the connections between

the client and the server. The connection may be through a public network such as
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onto the IDC s nenory fromapplications installed on the host conputer
device. See infra for detailed discussions on application delivery. [0082]
The inteldd] a carrier according to this disclos US2R9aRss to
establ i s#%gﬁ%gv?gﬁ identity for a user through an aut lﬁlétgltylhcation and
encryption schene. The intelligent data carrier |ocates the server and
presents itself to the server by initiating the authentication process. See
i nfra theldemets & eanszlembe gstablishedowithima privaten entpmprissnetweihe secure
networ k system of thi,s disclosure, each user may be issued an |IDC that

al | ows esPReIgILY pog Ehatdnylyes @éﬁiuh@vﬁe?%?‘kh%rver and access the data and

applicat] e DC to connect, disconnect, and
reconn%%z %@2@%&@@&%"@'}% ‘gg;iﬁc&'ded. The connection may be nade
fromany network host device and at any tinme according to one enbodinment. A
host conputer device nmay be a desktop or |aptop conmputer, a 22 WO

2004/ 099069 PCTA $&26044002 48P compifervrldightall devicerthat sitsoor af i9péh—a nobi l e
phone, "a digital TV, an audio or video player, a conputer game consol, a

di gi t ak.g ptleriaternceane chspdoreg., am thsiitutionad einvirenadsne d-ngtwenkt that appl i ance
such as a _networked refrigerator,_ mcrowave, washer dryer, .and dj shwasher.

I n cer capable P conResing t%@mnﬁ@u%w@aamgetbmwam’dd@qwdm datacand devi ce
hetwor EPBiRAdR RorRt s eediet o hF oSt mad Becried iR BREn ¥E0kach user
S i nf. h ' i | Fi th

21T or ddvifeter TS SEHSE O HEBERLA: r dis of e yarius Wenfe Gr dedrs |1

conmuniys #d SRgem! ORI erMitidiahh 'B‘éd@épil&lﬂﬁiis&%@ﬂas‘eﬂ cdthepiRReed user

through an I'DC in a ‘secure, controlled manner. In one enbodimént, certain
| i censasderaidphtitied--ens, smprdieg tp bidmeitig heasaneheist-haid the gedgugshital an

aut hori zed user, one who is registered wth the server. The user may run

t he apppdationsore.g4 foeal dosiDpmess theplaspbtime onany ptheridstectahle paramsetevsr |
irrespective of. what | ocal. .host, the | | s docked to. . That is, far exanple,
e uoCicadhe PlisthR sueRRaRb R betisten b stiver searpiithe S ommRTcr Somo

the client and allows access to the data or applications that are owned by the user or

that the user is authorized to access. The data files are in an EVFS that provides

secure, private access to each user. See infra the discussion on EVFS. In other
embodiments, the server may deliver applications to the authorized user once the
connection is established, as discussed supra. |

[0107] As shown in Fig. 7, a server according to one embodiment includes a set
of modules and components, some of which are analogous to that included in the
client, shown in Fig. 6. For example, SKE 705 and encryption 707 are implemented 0
in the server. Randomization is also utilized in connection with the authentication
and encryption scheme. As discussed supra, an EVFS 709 is linked to the server,
providing each client a virtnal private file system for data access and storage. The
EVFS 709 links to the server via an EVFS interface 711. See infra for detailed
discussions. Further, a radar connector 713 is included as part of the server,
interfacing with the radar connector 615 at the client side. The network connection
between the client and server with a radar connector on each side enables effective
monitoring and control of the network connection. The radar connector may also
detect lost connections and reestablish the connection when needed, according to

another embodiment of this disclosure. Various applications or services are
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the Internet at one location and |aunch the application off the USB key | DC
once successfully connected to the server-also sitting on the Internet. The
user nmay whosrebdaoapplication and save the file onto tpreTaSLOs8002388 t he USB
key I1DC. The files are stored in an Encrypted Virtual File System (EVFS)

connected to the network server. See infra the discussions of EVFS. Wen at

anot her |ocatiqn, the usgr na | aunch .t h pplicati 0 r.oper

aut hent i SRPPHR Cﬁ@%e&\‘iéﬁ%‘?ﬁ%%@ﬂg &33 > Eﬁwwgngicﬁft@%ﬁ?dconput er
host devj Lmﬁﬁijc %%B%iﬂge working on the sane file. Such secure, nobile, and
user - centd 1 & CORNEC i'vity between the IDC and the network server thus

provi degpgopgar adioHe f&h tFRRANLACh Bowveeahe 6lieht hd Bk sefvey idlaffactaskatsy but

al so application delivery. [0034] Intelligent data carriers nay be used to
del i ver stamndaicodetagmant switch basedon a dptageam sghema tin oBrtaincanbodigerits.one
enbodi nent. A user may be issued an IDC with applications and/or an

oper at i nieesifuchxamplc i s Albtg data-y-véhetherdhy cpntsne datecr tmsactigedataay use the

dev : Egdf)q?%iagﬁ g A e Ry BNt o };n o the O°
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provi de containing the application that i's copy protected and

read onlmapbewskd. Meltiple dhgpears ej%@ar@dﬁﬁ@éd irotheelatd grathyehemiatdcgbrding
installation of the application. en the installation is conpleted, the

| DC may toempeeshbodienenis themapamdatagvad typetmay haye aphssliry ofanimmr omsaber, or
other static systembased information to create an antj- copyi ng code, which
i 5 t hen tyPes-e8 WIMQTRtagIer Pemeay BUCE COBPIISAdPY Bt leyekdxfagram €5 om t he
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speci fi Cdﬁﬁéila{ﬁ B’f)tei &bubtype. Each datagram type or subtype is capable of supporting

one or more specific applications and carrying one or more specific kinds of data,
The various types may require different and specific privileges and/or permissions.
[0109] Datagrams are processed in the server by the dynamic datagram switch
701. The dynamic datagram switch is capable of creating 701, allocating,
processing, and swapping datagrams in real time. Datagram allocation and de-
allocation are performed dynamically. In one embodiment, the same memory space
is used when one datagram is de-allocated while another is allocated. Memory
pointers are used for multiple datagrams. When one datagram is in service, its
pointer points to the allocated memory. The use of memory pointer provides high-
level efficiency and speed in deploying multitudes of network applications and
supporting network data transmission in service to one or more users. The switch of
datagrams may be implemented, in certain embodiments, within a network
connection through one port; and in altemative embodiments, the switch of
datagrams may be implemented in connection with multiple ports.

[0110] The dynamic datagram switch 701 constitutes the datagram parser
engine 113 according to one embodiment. The parser engine 113 also includes a
parser 703, which filters the datagrams based on their major and minor types. For

example, data are first read from the socket and are appended to the in-quene for that
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according to yet another enbodi ment. Each user nmay be issued an |IDC that
works w th one or m)ge, speci fic decoders authorizing access to specific
di gi tal ' rces,  such as DVD, CD, or MP3 data fi . ver may
track th‘gﬁgig@‘é%%&%nd usage of the specific data fil esl{ ro%zgﬁﬁ?(ﬁggsl DC.
[0101] The application delivery paradigmaccording to this disclosure is
therefore especially useful for proprietary data content, as well as
conmer gheldet. The tparser epgiiealidsthandhedkst toces whethénitiahgockethaga eohepletehi ngs,
speci al i zed dat abase applications, data_analysis tools, and various

Cust ondatapediatin e qeetey it gormpackstd skeepomsh weids feribameat packetitng ( ERP)
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data cand WEhdAtG. CITaY, $t cheakiiesecihethbftecdatafdnPslene 989 $igncef ding to one
enbodi ment of this disclosure. For exanple, an Aptglicat ?on Boot Loader 501

al | ows alByratiemotr ibjegticn.o iEalte3aidn anihjedtiangis rdetedted,i thedatagvtamus digcarded ( OEMs)
to create custom_boot calls to applicatjions that are stored on the IDC or

appl i caed Shesusenstho sesdhe datagrs masohg dsepnnasied.c B theda il8ati on Boot
Loader 501 i t _of the,prpcessor of an |DC 2004/ 099940 .
po ssarvBlY dserypted o SRRGFES r Parsah SRR Bef e IR AR TR Nont | g
file, ' : ' ' boot an
ppl | coie RbrdetiTreiPlept B EMMBRE, 1t Bpelis HBled BB 00 "o
CEMS, E8fneche sV ér, the BatdfRim fPfhan FoRiAded B0 the Bed ot c@Bista] B3 hor age 505,
and admnistrative config partition 507, according to on€ enbodi nent. The
user dtifadpeer server. If the datagram is targeted for the local server, it is then passed on

to the local parser 703.

[0112] The parser 703 then checks whether the sender has the permission to

send that particular type of datagram. This is performed using the object classifier in
one embodiment. See infra Example 2 and the discussion on authentication and
encryption. If the sender has no permission to send the particular type of datagram,
the datagram is discarded and a log file is created. If the sender has the permission
for the datagram type, the parser further checks to see whether the sender has
permissions to send the particular datagram and whether the recipient has the
permission to receive the datagram. If no, and if the negative permission is

* permanent, then the datagram is discarded and a log file is created. If no, but if the
negative permission is temporary, then the datagram may be stored for later retrieval
and processing. If the sender has permissions to send the datagram and the recipient
has the permission to receive the datagram, the parser then proceeds to determine the
datagram type.
{0113] Fig. 3 shows the relevant processes for determining datagram types 301
and parsing datagrams implemented in a parser 703 according to one embodiment.
Each datagram type has a coresponding processing engine, such as instant
messaging engine 303, broadcast engine 305, connection proxy engine 307, user
authentication engine 309, user administration engine 311, user directory engine 313,
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storage 503 is read-and-wite enabl ed. The application data storage 505 is
read-only. The adm nistrative config partition 507 is read-only and copy

prot ect ed. whhsoy@@bid tion information is stored on the | PET/US2604@02:638\\AY
that it is not in the user's view nor directly accessible by the user.
[ 0104] Additional nodul es are also included, including an On Device

Aut henti catiQn ie nodul e 509 for .user,aut henticati,0 radar ,connect or
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system 5fgf14pnd op&&ing éngiik S1Peefesd RSthe pBer pareadegiine residinggs andiherdet ai | ed
di scussi on on authentication and encryption is set forth below [0105] Fig.
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this disclosure. Various mpdul es and conponents, are al so depicted, as are
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objects. Addjtignally, radar gconnector 615 is_included as part of the
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major datagram types, each of which has a second predetermined number (e.g., 256)

minor datagram types. In alternative embodiments, the parser 703 is capable of
parsing a matrix of datagram types that has more than two dimensionalities or layers.
The parsing may be implemented, therefore, based on datagram types, fields, and
layers.

[0116] The appropriate functions or methods may be executed for each
datagram once the datagram is properly parsed out, according to the generic layout
of the datagram. Fig. 4 provides a generic layout of the datagrams according to one
embodiment. The datagram layout includes the payload 401 and the header fields
such as the major datagram type 403, the minor datagram type or subtype 405, the
datagram length 407, and the datagram checksum 409. The payload 401 carries the
content data in transmission. Additional header fields 411 may be included for
different datagram types.

[0117] Referring to Example 1 irzfra, in one embodiment, the major datagram
types include, among other things: the server messages and connection control
datagram, capable of authenticating and controlling user connections; the content
datagram, capable of managing content data transmission; the broadcast datagram,

capable of managing real-time point-to-multipoint and multipoint-to-multipoint data
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especially one that involves distributive conputing. Server Wth A Dynam c
Dat agram Switch [0106]. A server can be any conputer or digital device that
sits on s g., ‘the Internet-or closed-e.g.x, an j ' '

envi ronn@rﬁﬁﬁ%&v{%ﬂ that is capable of connecting to ai)c @g%@&b@ﬂ?&

aut henticating the client, and providing data and application access to the
client. The network may be wired, or in part or in whole wreless. The
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access to each user. See infra the discussion on EVF I n ot her

enbodi resposse uhen saequest ofiguthenticatiom pplitharithenticatiomessulitdadagamy user once
the connectign ig established, as discussed supra. [0107] As shown in Fig.
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transmitted.

. [0120) The connection proxy datagram includes minor or sub datagram types
such as: proxy data to server, capable of passing proxy data to the network server
from the intelligent data carrier; and proxy data from server, capable of passing the
proxy data from the network server to the intelligent data carrier. Another example
of major datagram type is the instant message type. It inclades minor datagram
types such as the file transmission type, the audio-video transmission type, the
instant mail message type, and the remote data collection type.

Injector Connecting With Server And Client

[0121] The secure network system of this disclosure includes an injectorin a
further embodiment, adapted to connect the server to an existing network
infrastructure. The injector can be software or firmware that provides network
connectivity. The injector converts physical connection data into logical network
resources. It allows convenient integration with the existing networks and reduces

the need to modify the existing IT infrastructures.
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anot her enbodi nent of this disclosure. Various applications or services are
26 WD 2004/ 099940 PCT/ US2004/ 002138 supported, including, for exanple,

messagi Ng whxnooHlideeam ng 717, and customi zed conmuni cat ip@TRISEdR/00848405] The
data transm ssion between the client and the server is effectuated by a
dynam ¢ datagram swi tch based on a datagram schema in certain enbodi nents.
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Cach G2t gra LUPE, o1 SUPLYRE L eoneble o SUPBOU I . 80E OF L2 Speci 1
525 oL SR CORS RBTAAD LA 050 S SRR
101 Tne SXABLS, ARSI ol BB cthot SLNGeT BhoBAERt 0.

al | ocat i @fesdiEnpVIBOEHBANHERIY, Al lotherlchsRhe combadiip@ivns ife sane menory
space is used when one datagramis de-allocated while another is allocated.

Menory  pei2sier s Mareosey tiomjenibt émployd atdypamis datttreamematotied Glgamdrhas i n
service, its pointer points to the allocated nenory. The use of nenory
poj nter prdstagram on Gameinavesr 8881 |Idiealntagramaveitaded0] And &presypargen® i t udes of

one o mopEetRaILE s SBagrtivgn (i 5t dHasnE biseT 7 BhBAT T cortain
embodi MenL S WAl e B £19 is also included as part of the injector, interfacing

with the radar connector 713 at the server side. The radar comnector 819 monitors

and controls the network connection between the injector and the server. The radar
connector 819 may also detects lost connections and reestablish the connection when
needed, according to another embodiment.

Authentication And Encryption

[0124] In various embodiments of this disclosure, the secure network system
may employ a variety of authentication and encryption means, including, for
example, an encrypted or non-encrypted ASCII siring, a single classifier model, and
a super classifier model. Symmetrical and asymmetrical multi-cipher encryption
may be used. Encryption may be altered over time by output feedback, cipher
feedback, cipher block chaining, cipher forwarding, or any other method that alters
the cipher and/or key in a manner that both the encryption or decryption engine can
predict or reproduce. In certain embodiments, Secure Key Exchange (SKE) is
employed. SKE involves the generation of random key pairs that are only used once
and thereafter discarded. Pursuant to SKE, no keys are stored on any device or
system except the public-private key pair owned or controlled by the server. SKE
differs from Public Key Infrastructure (PKI), which requires a public key storage
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connection through one port; and in alternative enbodi nents, the switch of
dat agranms may be inplenmented in connection with nultiple ports. [0110] The

dynam c r wi t ch- 701 constitutes the datagram pa | 113
accordi ng?d%’ggﬁ@gionbodi ment. The parser engine 113 al soi’éﬁ@Fﬁ@g@hggs par ser
703, which filters the datagrans based on their major and m nor types. For
exanpl e, data are first read fromthe socket and are appended to the

i N- queggstbar tot dearve inltifleaG6r. (PBO 4Mid4EH b2 tdisiToediaBBpullckey stofige par ser
engi ne 113 then checks to see whether that_socket has a_conplete datagram

i n t he sysiete—2Itypical target fgpaetworkihackerstcalbown dorgnhanced netwerknext packet to
arrive at the socket. If yes, it renoves the conpleted datagramfromthe
socket S€CYIHY. queue and sends it to a decryption and parsing unit to be

ot agr WE5105 o THRSKE i In SRR flrpf splietd el MRADRAURE . 1V, e,
the dabaRRRAWsREYasbadsullic kéir%fb’t&hk%cﬁidiﬁ k8firh&reial loff fHel Gledf | ON or

injection Is detected, the datagramis di scarde and the user who sends the

dat agr §COES) dystethss clonmectratiodinheritha ddancgl Bneryptios Stambad AIBS)decr ypt ed and
val i dated, the parser engine 113 then tries to deternmine the intended
reci pi Rijndagl ishusedatSegy Bederal Infhematiomg fracessmg Stapdards RublicationHéy7,

connected seryver, the dat amis then foyward to, th eer parser engine
113 onAnupyncingthe W?S%JW% F‘%"riﬂo‘{% ét@d’aﬁé let#te | ocal server,
It is then. sse,d o] Ig]'s}tﬁ) éﬁo ?7 fgre Z}%S. éegaillz] The JRalser 7038t h\én

checkscwﬁ’eqlﬁ o‘fﬂ'éﬁ%%aﬁl@ § ]?% 6@?%??22? 't% %?rdv?l?ﬂlf p?zﬁticul ar type
¢ dat L : : | .

grrbogi %‘gllrwcta&t @lien*é aﬁéég&ng@?é%%g&ttﬁgeﬁﬂgﬁ? on onbg{t]? eéryt‘3 ia(]:lg? ?on and
encr yptirRisi. gov/TeymeTesikitias/ mindael ik bp. pof. Senghdther Qﬂbbw atype of

datagram the datagramis discarded and alog file is created. IT the

sender 163 $it BBipter Giuyei Gryptagraphy ¢ECE) &gy anay ppased.nFhp HGenedhnalbgy checks
o e Feawhn Sep o 2 etk OkeRto et al. PSEC, PRovably Sectre Eliiphic Carve 0 "
Encryption Scheme, (Submission to P1363a), March 1999 (available at
grouper.ieee.org/groups/1363/P1363a/contributions/psec.pdf). See also, websites of
world.std.com/~dpj/elliptic.html and csrc.nist.gov/cryptval/dss/fr000215. html.
[0126] In alternative embodiments, various encryption methods may be

employed on a random base and in combination. For example, the alternative
ciphers include, among others: Gost, Cast128, Cast256, Blowfish, IDEA, Mars,
Misty 1, RC2, RC4, RCS5, FROG, SAFER, SAFER-K40, SAFER-SK40, SAFER-
K64, SAFER-SK64, SAFER-K 128, SAFER-SK 128, TEA, TEAN, Skipjack, SCOP,
Q128, 3Way, Shark, Square, Single DES, Double DES, Triple DES, Double DES16,
Triple DES16, TripleDES24, DESX, NewDES, Diamond II, Diamond II Lite and
Sapphire II. The alternative hashes include, among others: MD4, SHA, SHA-2,
RipeMD128, RipeMD 160, RipeMD?256, RipeMD320, Haval (128, 160, 192, 224 and
256 bits) with Rounds, Snefru, Square, Tiger, and Sapphire IT (128, 160, 192, 224,
256, 288 and 320 bits).

[0127] The authentication in one embodiment is based on event-level data. An
authenticating event includes a mouse click, a keystroke, a touch on a screen, an
utterance, or taking a biometric measurement. Event-level data encompasses data

generated at the event as well as data generated pre- and post-event. An event
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perm ssion to receive the datagram If no, and if the negative permssion is
permanent, then the datagramis discarded and a log file is created. If no,
but if thewonegaddoss® perm ssion is tenporary, then the daCagisaeoeisbhe
stored for later retrieval and processing. If the sender has perm ssions to
send the datagram and the recipient has the perm ssion to receive the

dat 1 th de_taq det ] th d ..1L0113

Fra s SWiREDY Reby BF ehiped it REtdak By micaShih e Al bl I R siBBnls, 12l
. _ . L : _ . di 0

Eg(rzfll ggt%g%%%h?ggsg assa @orresg%ml ng%pro?:ess?(r:\g esgdgﬁg{,@such egsrmionls{rgzt

messagi ngapRiHesRs-cliXsifies asdoréihgi toendQmbadiRact i on proxy engine 307,
user authentication engine 309, user adm nistration engine 311, user

di r ect or [01e8pi ne Thause 2Ba WP OlapsRGdn0olRET His2 aphict tuselassificati@nce t he
datagramtype is resolved, the datagramis fed into_and processed by the

gis_) i gn?t sge anfie fePSIALE hb @G}Yﬁ&(ﬁ%mf%@&?&@lﬂ%}l @%@?W@!?l(ﬂe P&t i ng engi ne
to,1 t  anpt . t ,

2 peer shppERdix DerARugbraaSiAc atRv 53 Eeafits HreBeRbncE mr g eer Sopler oo

User ac ﬁgﬁé ,iﬁ;gute\?e%lﬁorp&% m%?rb%eﬁi.ﬁ?lgf]é(ﬁlﬁfeh-ﬁﬁ&[ﬁhggé,%gg.gggpéﬁﬂ?fg?%ﬁggﬁﬁf' red.

For exa n existing connec use erver nmy

ter m nat gbiWhBised et eREsifisr BUREE$H bHk mRidiRent | Sa me-dbExafhleonnect ed to
a peer server that grants higher |evel of access privilege. nnected w.th

t he userRafdbmizsitions is apphedimte 3tper clabeifipebased objort englysi, dikBusseddges and
records perm ssions for all users. Qther . nodul es or processes may be
i ncl udedthiernest lseetiembodi nents that provide additional functionalities as

gﬁ;gﬁfﬁiﬁ%ﬁ%”?&w et GORp oL £ GBS WA Ak o6 LG SERARSL ypos.
dat agr artc et B R Ry rbrfi AT BB RER Rk PRBbrl e, an St BhndT R oc,

m nor  dat gt afbh %BESme flerdibiéd Withite B ok dRithéntidARnRAEElcryftibd S capabl e

of

scheme involves a series of steps. First, the user sends, via the client or the IDC a
request to the network server, requesting to be authenticated. The initiation of an
authentication session 1is thus from the client or the IDC. Second, the server sends to
the IDC a list of authentication methods that are available, from which the user
selects one through an event—e.g., a click of mouse, a touch on a screen, an
utterance, a keystroke, or any other suitable notification event. Input from a digitizer
such as a camera or biometric device constitutes other examples of suitable
notification events. Third, based on the selected authentication method, the server
sends the IDC a demand for authentication data. The demand may be fora
password, which is true random or pseudo-random according to various
embodiments. The psendo random password is generated based on a mathematically
pre-calculated list, and a true random password is generated by sampling and
processing a source of entropy outside of the system. Fifth, the server transforms the
authentication data received from the IDC into one or more data objects or object
vectors. Sixth, the server performs the object analysis on the data objects, using one
or more classifiers or a super classifier. A super classifier based on biometrics
measurements may be used. And finally, the result of the analysis or the decision
based on the classifier 15 sent from the server to the IDC, which either affinmns the
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parsing a matri x of datagramtypes that has nore than two dinensionalities
or layers. The parsing. may be inplenented, therefore, based on datagram
types, fj | ayers. [01161 The appropriate func}j ods
maybe ex@?@g{"?%?o each datagram once the datagramis %Fgg’zsﬁ%"’g%?ged out,
according to the generic layout of the datagram Fig. 4 provides a generic
| ayout of the datagrans according to one enbodi nent. The datagram | ayout

i ncl udesopdieughsativation®f theusartthensbygermiitisg dbe conndriinn ofibedB)Gto tha agr am
Lnt heoivat AE ARHAET DRk Him SiGbetiPRE o alFBR Beon ePOE BilERecont ent cata i n
ot agr WP oo A PiORE o PRR Himpq ittt el Bhesh o Wichfbatidhon ity "t e
maj or dahadtidifion Y&%ﬂaﬁ%&%}ﬁl@%ﬁ%&ﬂigﬂ%&ﬁ%ﬂ% éﬁ%tﬁs%we%rmaﬁgg s and

connection control at enticating and cont I Ng user

connecdedits;tedtifor denIPOL anditlicgwredial cesp il the dlseBRadthiLRivnemby Gat a
transm ssion; the broadcast datagram capable of nmanaging real -tine

poi nt - iisedrin ¢onpEichionamith wak or pooratof the three tasts, mithlar wit@uw\Gata0ski£e109940
PCTI US2004/ 002438 transm ssion; and the connection proxy datagram capable
of tra6lassilieThy proxy data 11 between the network server and the

aat agr WY1 e TRl ot e S PERAR 3 BE0RR BTOWR BEEOEAE, cati on

r equest R AATIs CARRRY Corfly. by oM PnuABeR it DEPLT 23O BuIRAURRL the

aut hentcati’on reply datagram  cap: _ I'ng a “response ‘upon a request
of aut Rengdroad isdnstailed or Meitialitdie Aliublicigivae BOC kég i8Breaté@Bfftee Of
sending the result of an authentication session. [0119] The content datagram
i ncl udearver,nsed enly dtr vaidagioapuryeses. funghclient arAPC obthiakexveniegivedat agr am

capable of transm tting content data; the renote | ogging
the server public key (PK1) when the IDC is configured or created, such that the IDC

is imprinted with the server’s “genetic code” and hence has “registered” with its

designated server. Later, when an IDC is assigned to a user and attempts to connect
to the server remotely over a network, the server’s randomizer generates a large
stream of random data and uses it for seed in producing a new ECC (PK2)
public/private key pair for this connection session. This public key 1is then signed
with the server private key previously created that is only for validation purposes.
The server thereafter sends both the newly produced public ECC key as well as the
signature to the IDC. Upon receiving such information, the IDC uses the “validation
only” public key, with which it was imprinted, to verify the signature of the public
ECC key. If the signature does not maich the “imprint,” the server is not the right
server and the IDC disconnects. If the signature matches, the IDC generates a new
ECC (PK3) public/private key pair for the session, and sends the public key as part
of the Client Identity and Facility (CIF, see supra, Example 1). The CIF is in turn
encrypted using the server’s public key PK2.

[0132] The device test for the IDC focuses on the physical parameters of the
IDC for verification. For exampie, at the time of deploying the client software on a
carnier device, i.e., when the carrier or storage device becomes an IDC, the IDC is |
registered on the server and certain of its parameters are stored on the server, such as

in a server database. When the IDC generates the CIF package, it stores in the CIF
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dattagram capable of comunicating with the network server and establishing
a login session; and the renpte data col |l ector datagram capable of
~transm ttivwg 20089946r om a renote connection; the cont ent PEBISA0AN0HEuest
dat agram capable of requesting verification of the content data
transmtted; and the content approval reply datagram capable of responding

to a reque L £ ' . . ] 120] The
connect | B PROVHHTES yAEk eRfhef bn i€ noR ot Eitied SERBRI Gk SEmedi! 0
proxy dafayito waREY fifis desallefchiptPaRntte @IPﬁécﬁﬁéeawiﬁ th8 puBRE Wey PISET ver
fromthe intelligent data carriér; and proxy data from server, capable of
passi ng iihich pasobeender]riatedam thh erevdbuoldgicad testy atdosenide theerdtypteenCIRiat a
carrier. Another exanple of nmmjor datagramtype is the instant_ nessage

type. |t therservate hfteméscryphon theservppaaysieshy adhether the data indtheGlEsi on t ype,
th di o- vi deo, t i ssion type, the. instant ,mail type, and th
et o AREIChES PG BETGPIES BRC-TPHP LTI (e Mt Y TWERTEBREIC K O font
0121] Th _ i s di ' nj ect or i
L0 ut e s KRS Y e hOb R R S  RBCHIGE oA M CTLOL

| nfrastryGhul fiay B8 thekESIAT aigd@BisbonRet teagsCor firmeare that provides

net wor k connec?i vity. The injector converts physical connection data into
| ogi cal foassprk Thspersoast testi foathouser focuses brnuthentiegtion ofa partidulahe

exi sting networks and reduces the need to nodify the existing IT

i nfrast r ussrurldss te30mMAP IR0dapleseaid with ousateut cbags®rs poa saperRdassifiémg t o
Fig. 8, an injector i.n one enhodi pent inclﬂdes simlar, nodyles and
processed g8t WHBow uying asupanglagsthigr may ipyolye 8 T Ofistepsy .DT%PU’@J@WI e,

SKE 805 | ti i Rl ted in the.injector. dopizat i [
Al so ut R T UCSATA TR £ sl TSR G Fabatt B he: BAEr B PiDteners,
Li ke t heiﬁﬁgdﬁﬁé a lisk 0% ahﬁifeﬁfiE&ﬁoﬂ el ah%ﬁedi']et& tﬁébe%ﬂ'é@t@% aEﬁRﬁér% 0g
users a virtuar private filé systemfor data access t0 the existin

net wor ksrespbfsdDHised SthdnitidkBon, & éXidlenpb it @hie IDC be authenticated. The IDC

then chooses one of the authentication methods. It may or may not prompt the user

for interactive login. In cases where the IDC already has sufficient knowledge to
authenticate, automatic login is provided. Proceeding with the authentication, the
IDC sends an authentication object to the server, implemented in another datagram
type, which contains the validation data to be examined by the server. The analysis
of the authentication data objects varies based on the authentication method that is in
use.

[0134] A user test with the use of a super classifier, on the other hand, may
proceed as follows. A super classifier is implemented based on the various types of
datagram types and datagrams at the server. Upon a successful SKE, an
authentication request datagram is sent from the super classifier to the IDC,
including a list of authentication methods and a challenge that the IDC be
authenticated if one of the authentication methods is a challenge-response based
authentication. The IDC then similarly selects an anthentication method. For
authentication, the server sends the IDC a request for execution of an event-level
task. The request is built with the super classifier based on input from a randomizer.
The IDC performs the task and the resulting event level data is then wrapped into an

authentication data object. This data object includes in one embodiment a separate
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via a Virtual File System (VFS) interface 811. The injector, like the client

and the server, also:supports different types of ,communi cations, i ncluding,

for exa ing 813, streaming 815, and other c Lcations
2004/056930:d! N9 ©19, 9 ’ ;

817. [Oggg Moreover, the injector enploys a dynam c da?ggran1smntc 801 and

has a datagramor frane parser 803. The datagram swi tch 801 and franme

parser 803 correspond tq the datagramswitch_701 and datagram parser 703 in
the ne .ldﬁnﬁﬁeagorcfbiﬁmw@ulasygtwcykambam%$wm sychhat of the

QIn

I nj ect fnterfacin wi th.the radar connect.or . 7 at .t he. server .si.de. The
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enbodi :tr%ﬁts ofdlfﬁrg\iiﬁserd%ﬁggﬁﬁ%ﬁgﬁ%%?ﬁgﬁﬁgk sys?ieeméﬁbr%eéerrpl oy a

vari et yudierication method that #th wsecr ypti on neans, including, for exanple, an
encrypted or npn-_encry;%t ed ASCI| string, a single classifier nodel, and a
super dRandomizatianb . tivaaA na Filafa Wecter Qfestsencr ypti on
may be used. Encryption nmay be altered over tine by output feedback, cipher
f eedback, cipher bl ock chaining, cipher forwarding, or any other nethod that

Gecry piPTon gl AEURRTERHon Y Gty BRTEN KbORh A3hY SelfoE MPRLAPEY ocur o

Key Exaﬁgne& i atibthatiss. gﬁeéf] %ﬁ@i%'tﬁ@&aﬁn@&aﬁ@ hitegdesr andom key

pairs that are only use ereafter discarded.” Pursuant to SKE, no

keys arshertabesp eyntieon deneminatysédsseTbenise dfeanddihizatiohiivat e key pair
owned or controlled by the server. SKE differs from Public Key

| nf r astfacilitated by he yastwomputingpowersavailablel todak e Randomazati 1 typiradlyo4/ 099940
PCT/ US2004/ 002438 syste 0 serve | tiple users. The or{i ssion, of an
i nt er mERYQHVES ecotiacipe M@mg FEENATHOrE generategerols of rardatsr k

hacker 81 A8 ¥Baldd off ﬁn@%ﬁ%ﬁﬂr BELHOBE more seeds. Depending on the characteristics

of the seed, randomization may be classified into psendo random or true random.

Most random generators are pseudo-random number generators. They are based on
a mathematical pre-calculated list, one that can be compromised. By contrast, true
random numbers are usually generated by sampling and processing a source of
entropy outside the computer systems or networks involved. One must identify the
source of the entropy and how the entropy generated the seed in order to break a true
randomizer. - 7

[0136] Randomization is also applied in computer or network security. The -
existing application of randomization in data security is largely static. For example,
a random number may be generated by a client, a server, or another computer device,
and subsequently passed onto a computer by the user. If the number matches a
number within the random number “frame” allowed by the system specific random
generator, the user will be granted access. This is similar to a Public Key
Infrastructure (PKI) where two secretly generated keys are matched and validated at
a shared validation point. One problem with this paradigm is that the shared
validation point may be compromised relatively easily: At the system shared
validation point is a random generator that contains a frame of numbers (or any

desired output combination such as alpha digits) based on a given seed. Although
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security. [0125] The SKE nodule in the secure network systemaccording to
certain enbodi nents uses various public key systens, including commerci al
of f the shgbf2o04/699948) sSystens. I n one enbodi nent, AdvancedTas2o0pbaR
Standard (AES) Rijndael is used. See, Federal Information, Processing

St andards Publication 197, Announcing the Advanced Encryption Standard,

Nov. 2001, i | abl t . .
Nor ¢ oF S sydiam SeRstatBh oo to 85sEys #p infiuite umibat of ragdom PuImber A8F ( o5 of

csrc.ni s i : I, ' | es/ Ri ndael / ;
and csy BB b AARS o 68 aentl o B e A her
enbodi megdnerator iPerdatdd (Bhédad)i Thetisy ¢/het KRaAasAAR YnlyEHe) ordey inWwhidiethesed.
The ECC Technology is known. See, e.g., Tatsuaki Kampbto et al., PSEC

Pr ovabl yraGdotnr eninbergrregeteratel. Frdr saptomizaivmanstaticSUBathssndont miRbha6 3a) ,
March 1999 (avail able at

gr ouper . issbeotetigaldy prashirtablz/ Pl 363a/ cont nbut i ons/ psec. pdf). See al so,

websites of —world.std.coni-dpj/elliptic, htm  and g )
Core ni SIO18B ) o1 yRitSSER eBbrSins iy orrtain Frsbadiments of dhis dinclgure s
enbodi nment s, v-ari r | Qn hads..may: -L andom base
and in c FﬁgPi aoﬁaﬁ'ﬁ%r%%e%gé%q?‘e HE?’# g%cuz% e 13?]%‘%&{}%%%2& g gﬁnﬁjé(g%, anong

ot hers: Anbs q ieREAS ~1, , RC4,
RCS, FR@E}&S%':@@ bgﬁ%é%@%%% SAIC%E&R‘@/S%(ES#S@AFER- e%@fa %),&%ZAIE%!%RGZA AFER- K128,
SAFER- SKdiZ@oml Enerdtdtib séddiedjtapioviSEehdontbdbediy thShaalksis dfdatL, Single
DES, Doubl e , Triple DES, Double DES16, Triple DES 16, Tripl eDES24,
DESX, NewlES; olifeatso fdatalobj@itnamsrutilizediin certamcbf thapests far authefificatibhesnat i ve
hashes incl ude, anong others: M4, SHA, SHA-2, RipeMD128, Ri peMD160,

Ri peMVD25@iSCRespdEBI®, Haval (128, 160, 192, 224 and 256 bits) with Rounds,

Snefru, ., N . S hi 1.,(128, 160, .1 224 256, ,288 d

320 bi 1 SP13Fhs 27 Miele RPN pover XelR rempmd Resi oy g "
o . reatd . _ :

oyot r okgugt i Fari s bR THeSPLAKHN notlohitliend iHRE0L Hied B

nmeasur enpRtinfesg Rbrve validaiéakey tRoR@RSBSe ddf ébject transforms the number into a

value or a data image, based on entropy outside the computer at the event level. It is

therefore outside the environment of the randomizer or random generator and
becomes non-static. Since what is used for the randomization-based object
transformation is itself a key, 1t becomes possible to match the two unknowns
(private keys) and make them known. In alternative embodiments, more than two
private keys may be similarly generated and used. Moreover, any numbers of
private keys may be generated by the objects in the classifier, and thereby makes the
number of private keys unknown.

[0139] In this embodiment, randomization is implemented both for (i)
confronting the user or the client with an authentication challenge based on a true
réndom generator and (1) selecting the object analysis to be performed and
performing the selected analysis.

[0140] A typical pre-programmed random generator may take the following

form:
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generated at the event as well as data generated pre- and post-event An
event 32 WO 2004/ 0999310_ PC ' 1US2004/ 002338 w ndow nay be specified in
recordin ing the event. That is, for exanple, ' of sound
may be tgﬁgﬁo&ﬁ@% natinmnelimt. This data may be useaP(Fﬁ@%’%zP‘%ng
super-classifiers according to one enbodi nent. [01281 The use of a super
classifier involves three aspects: the classification (see infra Appendix
1), analysis (see infr endi x 2),, and decision (see infra Appendix 3). A
super classitd'_er _Lu_&gté\rﬁfcfﬁjg Tl‘e%;t)Lﬁn@CgWiaction of input vector data. The
I nput vector Gata Mgy Ve binary @p;non-binary. See, e.g., appendix 3. An
obj ect vector based diper cl assiffer is used in one enbodi nent. See I nfra,

T oo SRR il I oo R T 2
h ti | : k :
rcoor aNRee SrRIE S oSt Rerrofir bR b APkl e S e 1 o

bl i : , > I
G I S R I R T

series 0O teps. Fitst, the uSer or the IDC a request

t o t heprstilemrkss as wepreveatihesdalaudation dfthaseéd fitons oo éx ,obistivahgan of an
authentication session is thus fromthe client or the | DC. Second, the
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enmbodi nent's. The pseudo random password is generated based on a
mat henesnstaits yre piesenaismyg sdmel nbiss inpenthisappuoech avitladerpesmony hbiust gener at ed
by sanmpling and

Y rrPando%:izers. In still other embodiments, 2 number of pre-chosen random generators

may be used in connection with N independent seeds. A simple sum may be used as

follows:

jé_ f’: (agtiyz + c;) mod my

41 =
1 I"l._‘_,'

=1
[0141] An example of a useful algorithm for combining two linear congruential
generators with a combined period of about 2.3 x 10'® is the ran2 described in '
Numerical Recipes. The algorithm may be modified using two independent seeds.

It may be further modified using 3 or N generators. In one embodiment, at least one
seed is obtained using an indeterministic source that a perpetrator does not have easy
access to. The indeterministic source may be anything outside of the randomizer and
beyond the network system of interest, such as, for example, an external device, the
occurrence of an external event, a third party, and bits derived from the recent
history of the computer.

[0142] When one specific classifier is used in the analysis of an object-based
vector, the predictability may be relatively high such that a perpetrator may solve the
classifier and the seed. In certain embodiments, an ensemble of classifiers—i.e.,

multi classifiers or super classifier—are used, where lower predictability may be
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processing a source of entropy outside of the system Fifth, the server
transforns the authentication data received fromthe IDC into one or nore
dat a obj eave 2064/00b94@Cct vectors. Sixth, the server perf oPCEAISRELMOP4381t

anal ysis on the data objects, using one or nore classifiers or a super
classifier. A super classifier based on bionetrics neasurenents may be
used. And .f.inall t,he result of. .th nal ysi s or tihe | $1L0O based on the
cl assifi %crhl?‘ég‘ieﬁf‘e ArasHsioRAL iy of dhe C&&Fﬁé{%#ﬁ& ﬂ%ﬁé’i‘%”"’g.ﬁ%e?‘s Qﬁy e 33

VO 2004/ 499940, BCTLAR094600343%rc BLRSkA RS, AbbRUEk: Y igguser { her eby

permtting e connect the ver or declares that the

aut hent i gakspn atfnedmimar thiehanddiaifatiohedcotdd S0 this dixcitsage iipasvesr

enbodi ments,” three phases of authentication or three authentication tests
nmay be ipitestiont eddatahectssgilhe dite ebjdets arelbiased os speaificralwds—sheh aglevi ce
test for the IDC, and the personal test for the user. Random zation may be
used i n theseefbiametrics mapsBresnenid ipong embedimeniz—that are ondytknosyn {9 theout dat a

bj ect I i fi .. 101311.The | ogical test | i - tch i
okt t neNSAr BHROTOHE B Ghis QEPBAL e biarnat e (BER Ao GEFYSmATKE By ol ves
 haltss | , f
R i e B s T R e LS S T S

only for | D] A Ed Ghi of ift Riss: ks given the
server p%%la%dgﬁﬁreé;% %@%ﬁd‘% he Id%{%:ﬁlﬁ{s&gggfa?lggrze% or Sc?%g%lé%ﬁﬁgﬁch t hat the

IDC is providesteshpuriod ftnelaspnver establjshiag nod cedfyingndehrleneitibas
"“registered" with its designated server. Later, when an IDC is assigned to
a user abBacayptegi\drtunlddlméystenv(EWESIer ver renptely over a network, the
server's random zer generates a |large stream of random data and uses it for
seed in producing a new ECC (PK2) public/private key pair for this

oy or evi0B4Ey cr B altorde iei royS PribatiB i haekiSe G ftnd L er ' °

Si gnat ur & PEEPREr e TRl AL Pl HESRRHRNS ar A ST R e

“val i dat gefter-based file system or file and data storage facility, which allows the users of a

i 1g))

network systern to store files or data away from theitr local hosts or client carriers.
An EVFS may be useful when, for example, the storage capacity is deficient at the
local host. Examples of the use and implementation of EVFSs are available in
public. See, e.g., the websites of

www .microsoft.comvtechnet/treeview/default.asp?url=/TechNet/prodtechnol/window
s2000serv/deploy/confeat/nt5efs.asp;

www serverwatch.com/tutorials/article.php/2106831; and
www.freebsddiary.org/encrypted-fs.php.

[0145] According to one embodiment of this disclosure, the server of the secure
network system is connected to an EVFS 709 through an EVES interface 711, as
shown in Fig. 7. The EVFS 709 includes a user directory 721, a per-user file
database 723, and file storage 725. The user directory contains relevant information
for all the users, including password, login parameters, biometric profile, physical or
geographic location, online and offline status, public ECC key used to encrypt files
which are stored in the EVFS. The users are the individuals who have connected to
the network server through a client or an IDC and have used or are using certain

applications supported by the network. The applications may be delivered and run
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only" public key, with which it was inprinted, to verify the signature of
the public ECC key. If .the signature does not nat;‘-'ch the "inprint," the
server i i ght ~ server and the | DC di sconnects | gpat ure
mtches,é‘{qg&of‘wadener ates a new ECC (PK3) public/pri ngghﬁééhﬁ'@#ng or the
session, and sends the public key as part of the Cient lIdentity and

Faci Iité@{]CI F, see supra, Exanple 1). The CIF is in turn _encrypted using

t he seoffdhe IDGatdardingtomuz empibadinientoé this discbosussst The applieati®s mayuses on

t he physical paraneters of the .IDC for verificatjon..For exanple, at the
e’ o156 SR G MOFHFOTENIER o1 deyitin Bhish the 10 o1 e Clisht i COMtedunen  { he
carrieg or.,. storage devjce: s an_|.DC _.the i regqi n the
server ﬂ%lt%?ﬁg%y’ ﬂ*\e 4@3“%‘3&3%&% rllmé?@o&léfro@gg% ﬁgrfvﬁg%ge %'giegfs has in a
server%@l%abase. When the | DC generates the CIF package, it stores in the

CF 3 2004/ 099940 PCT/ US2004/ 002438 any information it may gather on
the hogﬁ Nput The demict Ases a G6drditdet ifdc8 72 7dewhich MaRieR intthés docked,
encrypts the entire CIF package with the public key PKI which has been

val i daserdes-A-to laecgmsdhe user ditagtoryl 72lesThe fileistorapd</25is acdigitpbtmedi@F to t he
server. After decryption, the sgrver may_verify whether the data in the OF
mat chethat has gtoredrtheseen Q;teef%l%@n @y «iherdaty of suesest toathg UHsEY: hdmeynbe| DC i s
connected, fr a known or |egqitismat.e networ.k host. 1f. the,vetificatjon

fail's, ykindeh CRomppey TammoreR. TESSF e eingical dosionoyberdbe diles 5 8am: The
per son ' ' b Gl user.
Do SOnlack B4 6 o cHRA KPBNSRS AR RUIER I Bohon B wBePATH GRS

cl aSS'Ee%xmé&ﬁﬂmé’ﬂ)@%b_ﬂ&t@&nﬁuﬁ:&z‘})&rreﬁic%ﬂz'ﬁﬂ%éé%r'.”Mﬂalm% a nunber of
steps. For exanple, follow ng a stccessful SKE, an authentication request

dat agrstordge ExSinatyche tystihiaed for spdaddinteanvienidnt afcasst hent i cati on met hods

and, if one of these nethods is a challenge- response based authentication,

a chal[0343k t haThe per-eae e dataliash 728 moatamsrizer fle nfommationsyshasdhe of t he
aut hent i.cat | nmet hods,. |t, .may or, may not pronpt the user, for interactive
ot o o ial e B, ot bt et A e B P AT OR L e GGy OB

key used to encrypt the file. All files stored within the EVFS 709 are assigned true

random names as well as true random encryption keys; they are mixed among each
other in the file storage 725. The data access is private and secure with respect to
each user. Each individunal user may only see and access those files or data that the
user has ownership of or that the user has obtained the permissions to access. The
level of access the user has with respect to each file or document is controlled by the
server. That is, a user may only be permitted to read and edit a file, but not to move
or copy it off the server—or the IDC if the application is run off the intelligent data E'
carrier—in certain embodiments, As such. Each user virtually has a private
database—i.e., per-user database 723—connected to the server.

[0148] The EVFS 709 used in the secure network system disclosed herein
provides enhanced protection to the data and applications belonging to each user. In
case of physical compromises, e.g., the IDC is lost or stolen, the data stored in the
EVFS 709 will be unreadable—or not in view—to anyone but the properly
authenticated user, the owner of the file who has access to the private ECC
encryption key that can unlock the files.

[0149] The provision of EVFS 709 thus enhances the user-centric aspect of the

secure network system according to the various embodiments. Along with
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aut henticate, automatic login is provided. Proceeding with the

aut hentication, the |DC sends an authentication object to the server,

i mpl emrent egloizoeamosder dat agram type, which contains thecvralSeebatomss data to
be exam ned by the server. The analysis of the authentication data objects
vari es based on the authentication nethod that is in wuse. 10134] A user

For | ows. riith bR it FR5 ehBhes ARehaEe renXtbe Bien o or
datagr a”&i%%’l?@&reaﬂ% BRI Enfbled Jé@u&eééiﬁ{egmﬁl?cﬁ Md%&ﬁ?ﬁgéﬂéﬁﬁ'ﬂ% an

aut hentication request datagramis sen e super c ler to the
IDC, in p;ﬁbﬂgngtﬂrbaghqﬁm_henti cation nethods and a chall enge that the

| DC be uthenticated if one of the authentication nethods is a

chal | engi@15@s ponsEhdusrons embbdinientsarednrthd@ihdescited berths folldwidgy sel ects an
aut hentication nethod. For authentication, the server sends the ADC a
request ®xamplgacubichrarsillugiragiveef hedisrlosedgmbodinaents byt o nos lisui the wi th t he
super classifier based on input froma random zer. The |IDC perforns the

t ask and>dHel} FHMARE -event | evel data is then wapped into an

aut hentication data object. This data object includes in one enbodi nent a
separate 35 | WD 2004/099940 PCT/ US2004/ 002438 random generated identifier
for this particular network exchange session, such that the |ikelihood of
conprom sing the session is mnimzed. The authentication object 1is then
returned fromthe DC, which is analyzed by the server's "verifier" based on
the super classifier. Data object analysis may vary dependi ng on the
specific authentication nethod that is in use. Random zation In The
Creation And Analysis O Data Vector hjects [0135] Random zation

techni ques are well known in the field of theoretical and applied

mat hemati cs. They are often applied in the decision-naki ng processes where
no apparent comon denom nator exists. The use of random zation is
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facilitated by the vast conputing power avail able today. Random zati on
typically involves the use of a seed. Random numﬁer generators generate

pool s of nunbers based on the supply of one or pendi ng
on the c%@g@?@%ggfi cs of the seed, random zation may g@@%@@ﬂ?%’ into
pseudo random or true random Moyst random generators are pseudo-random

nunber generators. They are based on a mathenmatical pre-calculated |ist,
one that can be conprom sed. By contrast true random nunbers are usually

generated by s g and oceSS|n rce of n side the
conput &X % ’?W@S ’Iﬁi—"si Q’d%réfﬁ'%?ﬁeingcfm’é@rof t he
entrop y generated the seed in order to break a true
random ?’9 #%w&#zati on is also applied in conmputer or network
security. The existing application of random zation in data security is

| argely static. For exanple, a random nunber nmay be generated by a client,
a serv@ata GraghEkAmipleonput er device, and subsequently passed onto a
conputer by the user. If the nunber nmatches a nunber within the random
nunber "frarre" aI | owed by the system specific random generator, the user
Wil | % ng?esThis is simlar to a Public Key Infrastructure
(PKI) ere two secretly generated keys are matched and validated at a
shared validation p0| nt One problemwi th this paradigmis that the shared
val i dation point h{IEXt %orrpr om sed relatively easily: At the system shared
validation point 1s a Tandom generator that contains a frame of nunbers (or
any desired out Bemotgloatiat i on such as al pha digits) based on a given seed.
Al t hough 36 WO 2@044088948..861/ US2004/ 002438 the random generator seens to
generate an infinite nunber of random nunbers, the total nunber of random
nunbers to be geREFEEEFESPPEdet er mi ned once t he generator is created
(seeded). That | Sile Trlatnisiien r andom i s only the order in which the random

numbers are gener, g&gqﬁ%ﬂs%gﬁ%g@m zation is static. Each random nunber is

theoretically predicta
EDI transaction

Broadcast types

Non real-time point-to-multipoint transmission
Stock ticker
Non real-time mmltipoint-to-nmltipoint transmission
Channel-based chat (TRC style)
Real-time point-to-point transmission
User-to-user chat
Audio-video conference (audio or voice telephony) L
Real-time point-to-nmMtipoint transmission (broadcast)

Aundio-video broadcast
Real-time multipoint-to~-multipoint fransroission
Avdio-video conference
User Directory Types
Query
Update
Server Queue Types

42



[ 01371 Random zation according to certain enbodinents of this disclosure is
applied in a non-static manner. Random zation is inplenmented in data objects
t hrough onggotoodieesec! assifiers or super classifiers. Seqgmis2eosoeanpl e 2. A
true random generator is seeded to provide random nunbers for the analysis
of data vector objects. Data objects are utilized in certain of the tests
for authenticationoﬁale dgscussed supra. [0138] Multiple and separate private
keys are generated FEEG™8h true random values in various enbodi nent. These
keys do not cont ai fer@nswap mkor mati on based on the initial server validation
key, because the data object transforns the nunber into a value or a data

i mge, based on entropy outside the conputer at the event level. It is

t her ef or €ontessti Bdtar{eormol r onnent of the randoni zer or random generator and
beconmes non-static. Since what is used for the random zati on-based object
transformation is itself a key, it becones possible to match the two
unknowns ( pri vat erikeya@s and make t hem known. I n alternative enbodi nents,
nore than two prigﬂégméﬁ%s may be simlarly generated and used. Moreover,
any nunbers of private Keys may be generated by the objects in the
classifier, and thBhabydatrddddeemomerileiunber of private keys unknown. [0139] In
this enbodi nent, rapgem zation is inplenented both for (i) confronting the
user or the client_with an authentication challenge based on a true random
generator and (ii)F%%Fﬁéting t he object analysis to be perforned and
perform ng the selected anal ysis. [0140] A typical pre-programed random

generato ta the fallgwing form 37 | WD 2004/099940
PCT/ usze'&ﬂi’%éﬂ‘égfﬂﬁg‘ﬁf?g'?'a?, ¢) mdnz 'MYiY N m

{ The begioning of each datagram may be laid out as follows:

Byte size Populated by Content

1 Client Datagram major type

1 Client Datagram minor type (sub type)

8 Server Datagram received at server (timestamp)

4 Server Data gram originator (Client-ID of sender)
1 Client Signature/CRC type

1 Client Signature/Checksum field

(e.g., ECC Signature, MD4, MDS5, SHA, SHA etc.)
Additional header fields may be appended to the aforementioned fields, depending on the type of the

. datagram The additional header fields are typicaily populated by the client, and may be validated by the

SErver.
Signature / CRC types:
Type Length of CRC field

0: No checksum 0 bytes (Depreciated)
1: ECC Signature 87 bytes

2: SHA 20 bytes
3: SHAI 20 bytes
4: MD4

5: MD5 16 bytes
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See, e.g., Nunerical Recipes, WH. Press et a]., Canbridge University Press.
Whet her sinple |inear ,congruential generators or i nproved generators are

used, Lpl dom generators may be enpl oyed-t here
conbina?gbiéﬁﬁﬁ%&%glen}so as to prevent the calculatlonp%Pﬁﬁﬁ@ @Q%’ fron1

for exanple, observing a nunber of random nunbers generated in sequence. In
certain enbodinents, the |east significant digits are truncated in the
sequenée, to mnimze the possibility of leaving out any hints. In other
enbodi gents, besides the seed, the generator specific constants a, ¢ and in
are alsqFPrOV|ded according to the above fornmula. A table with a large

nunber 8¢ SSIb|e val ues may be created for constants a and in. Wen the
constants are chosen using sone noise input, this approach will derive nore
robust random zers. In still other enbodi nents, a nunber of pre-chosen

random generators may be used in connection wth N independent seeds. A

si npl e sum rFagre dye appsnsed aiditioralliepdorsap varidus fatagmgmsy Thebejdpnyend pppulatefiby fheplienk] j =1 s
[0141] (i1 e tatagedy u ssgf Ul al gorithm for conbining two |inear

congruential generators with a conbined period of about 2.3 x 1018 is the
rant described in Nunerical Recipes. The algorithmmay be nodified using

t wo in@gﬂqﬁgﬁnicgﬁﬁﬁsy et may be further nodified using 3 or N generators.

I n one énbodi nent, at | east one seed is obtained using an indetermnistic
source that a perpetrator does not have easy access to. The indetermnistic

sou: ce nmay bﬁ@wm&mm}m@)h@&gﬁﬁmoswﬁm@aﬁ?mm@%ﬁamt wor k
syste ere Suc DL &, an, e na evl ce e
occur FE%‘EE“ nlfem anég'bfeévrcﬁﬁqd s’gécgaﬁmda?n?ﬁr o5 5P S ek??(ﬁpﬂ'i’rf derived fromthe

recent history of the conputer. [0142] Wen one specific classifier is used
in the al ygis of an object-based vector, the predictability my be
reIatiYer Q}EQISUCh that a perpetrator may solve the

1) c.

2 Biowfish

3 RC6

4 Twofish

Secure Key Exchange

SKE is utilized to implement random, one-time (throw-away) encryption keys in certain embodiments, such
that no symmetric cipher keys are stored in the client that would subject to the risk of cornpromise.

Other information or data are exchanged over the network when SKE is executed. These information or data
may substantiate restrictions or elevated privileges for the user. '

SKE Process overview

1. Client connects to server

2. Server sends SPK datagram to client

3. Client validates server signature and returns CIF datagram
4. Server validates client data and returns SKP dategram

5. Client sends receipt

6. Server sends receipt



classifier and the seed. In certain enbodi nents, an ensenbl e of
classifiers-i.e., multi classifiers or super classifier-are used, where

| ower predixgs fihdebio may be 38 WO 2004/ 099940 PCTI US2004/ri2us3Bos/meisgeved.
The di nensionality of the feature vectors nmay be reduced as the variations
that are not class discrimnative are discarded. See infra, Appendices 1 and
2. [0143] . In_sumary, true random zation according to this disclosure

i nproves aagr on data access. The data objects are based on specific
val ues-such as those of bionetrics neasurenents in one enbodi nent that are
only known to the user at the event |level. This focus on the user-rather

t han t he TheSeiveeRbledray $SRED datagpgeie nsedietrpysporideecery s pyblis keipidhasgssion torths chent.

di scl 0SUfTfe serltGnafl BibahO yQGth She bEiARIE PHdIEEe fE-sheteh fubBY BN BEC &by fafd Rt ik r UE
random zed manner and anal yzed in a.super classifier provides a superior

f oundat i STREFET EEE SR ’Eﬂ?qlﬁ n %ﬂ’“@é?ai‘"rsvlﬁ%mﬁgerca%enti ties. Encrypted
Virtual File System (EVFS) [0144] An EVFS according to the various

enbodi ”E%Péslﬁ a pges‘ﬂ?ﬁ)ﬁ (or group of user), per-client virtual file
system afso Feferred to as a file repository. It is a server-based file
system oR fi| eengthf deryen's Bubdie Repefor theesessior §a bethi ch al | ows the users of a
networ k gyst emtd padliekey fot hesssth data away fromtheir |ocal hosts or client
carriers. An _EVFS may be useful when, for exanple, the storage capacity is
deficient at SHE™Focal host. Exanples of the use and inpl enentation of
EVFSs are available in public. See, e.g., the websites of

www. m crosoft.com technet/treevi ew default.asp?url =/Te, chNet/ prodtechnol/w n
dow s2000s erv/depl oy/ confeat/nt5efs. asp;

www. ser véiThaDabtagrann/ t ut ori al si arti cl e. php/ 2106831; and

wwiv. f reebsddi ary. org/ encrypted-fs. php. [0145] According to one enbodi nent

of this disclosure, the server of the secure network systemis connected to
an EVFS TOOcH-hiiesgh st Fabiy & Ndatfrh eodéd data rét@rding B@\ahent (DG gcluding irfhieatidFS 709

i ncl udes or(f1 the' I?oes{ wh%}erﬂ%%e rr|¥15,7as? %‘réll 2 0l %&Elifl:'l Ecg rﬂnc fcf.icln‘z3 wishes to use for the session.
The data are encoded in a CSV-like manner.

Field Description
Chent Public Key for the session
Space separated list of cipher-methods and keylengths supported
Space separated list of hash-methods
Client Device Type (may be encoded binary data)
Client Identifier (may be encoded binary dataj
" Symmetric Cipher key for client -> server stream

oS B = S W R T T o

IV for the Symmetric cipher

Cipher and keylength are formatted as follows:

<cipher method>-<keylength> <cipher method>-<keylength>

Client Device Type refers to a description of the IDC hardware environment (such as the PNP Device-ID for
windows-based hosts). Any information can be used on the host to which the IDC have been connected,
including, for exampie, the host’s Processor Serial number, the firmware revision and serial number of the
motherboard (or motherboard BIOS), authentication data from different hardware tokens (e.g., biometric input
devices, smartcard readers, flash readers), and the MAC of the netwark interface through which the host

communicates with the server.
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dat abase 723, and file storage 725. The user directory contains relevant
information for all the users, including password, |ogin paraneters,
bi onetri f'og%&o physi'cal or geographic |ocation, onlj g@g %#'I ne
st at us, &J@P@é} key used to encrypt files which arei’g?gurse ‘f()ir?IL e EVFS.
The users are the individuals who have connected to the network server
through a client or an IDC and have used or are using certain applications

suppor tTae enive GIR datageam payibe M P prims dhetstrom seblinleyh Ehedixrhapged ¥glup (RY) syent 39 WO
2004/ 092248 Berlb  Gi3¢ 4B pte®@liskaglaliQed: ey RECOYMLWE t 0 one enbodi nent of

this disclosure. e applications may also run on a host conputer or device
to which the IDC or the client is connected. O, alternatively, the

appl i caf meyd ooenere(ihex) dinddngth pf theEV.he server on behalf of the client. [0146]
The seryv : directory interface 727-which resides in the
server-ntog&tég@g‘gss%q%%vser directory 721. The file storage 725 is a digital
medi umn oetyts follppsswidytarcayRtHEIBGH t he files and any other data of interest to
the users. It may be any kind of computer nenories. This is the physical

| ocation where the files or data generated fromor nodified by the user
applications are stored; the user applications are executed on the IDC the
host ccglgpt]ggjaggm enotely on the server. The file storage 725 may be
optim zed for Speed and conveni ent access. [0147] The per-user file database
723 contains user file information such as the original file nane, date and

tine, aRdsan. ﬁ%}@a&ﬁ&ﬂﬁkﬁ)%&&ﬁﬂ&l&% IgESl b%cg,'ﬂﬁ feHgth hdteyskY 86D 1O encrypt

the file. All files stored wthin are assigned true random
names &¥teafed for ofler pERASESy andom encryption keys; they are nixed anong each
other in the file storage 725. The data access is private and secure with

respect,to__eac Ser,. . h..i ndj vi | use onl ee .an ccess those

files :;)rrhe %ﬁ“an?'{:ngfsx%nhﬁée 15%‘%;5? © %ghe g%%rmﬁf“p of>or t ?M“é&ucgeen?s %ug’gc obt ai ned

t he pefke, Fhichindun ge spideths servEhand ehoryptet] wish theyservss spublieckey) SEhis dategramiisteheaded pect t o
each fiy fcOFmdeanuent is controlled by the server. That is, a user may only
be permtted to read and edit a file, but not to nove

Field Description
1 SKP Datagram type

SKP Type 0

This is the normal SKP datagram. It holds information to the client on the cipher, keylength and ciphermode
for up- and down-stream.

Field Description )

Cipher chosen for server -> client stream (O
Bitlength for server -> client siream

Cipbhermode (ECB,CBC,CFB,OFB) for server -> client stream

Cipher chosen for client -> server stream

Bitlength for client -> server stream

Ciphermode (ECB,CBC,CFB,OFB}) for client -> server stream

Symmeitric Cipher key for server -> client stream

Symmeiric IV for the server -> siream

SKP Type 1
Instructs the IDC to retrieve a “client identity” update from a specific server (or 2n additional identity).

OO~y U b W W

Field Description
2 IP address of server holding the additional identity

3 Port on which the server lstens
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or copy it off the server-or the IDCif the application is run off the
intelligent data carrier-in certain enbodinents. As such. Each user

virtual | y Wwases/gmopiat e dat abase-i.e., per-user dat abase PLIAIS200w002438d t O
the server. [0148] The EVFS 709 used in the secure network system di scl osed
herein provides enhanced protection to the data and applications bel ongi ng

to each pser. G nhys 29;7@5 .5eS, e.g., the IDCis |lost or
stol en, the dg%%nglt gr?eggg%nﬁgt ﬁ}%%&/f‘: 0 19% " be unreadabl e-or not in view
to anyone but the properly authenticated user, the owner of the file who
has acce Kl’tf’y 21§ private ECC encryption key that can unlock the files.

[ 0149] e prdvision of EVFS 709 thus enhances the user-centric aspect of
the sechfeensbt WSl thet § wobmiireddcordicrdo thosystbre from it st xdvionl| The sirer mé§ ong Wi t h
40 WO 20 9315’191' 100, i.£ation, and ot her
f eat ur esglﬁ{lmg%%gge ther%%%%ﬁ&?%gg%?cé@g%% ﬂ%ﬂ?@gl%pggtrsg,ﬁg%dhgg&EVFS 709 enabl es
secure delivery and stand-al one operation of applications through an |IDC
[01501 Thegsvapi@ismenbodi ments are further described by the follow ng
exanpl es whi?c{@ are 'IIustdqq{ou)e of the disclosed enbodi mrents but do not
limit the salfF5 AT REHTEP™U41 WO 2004/ 099940 PCT/ US2004/ 002438 Exanpl e
1. Dat aggmpfjwpl es And Specifications O Major And M nor (Sub) Datagram

Types Data G'am Exanpl es |nstant Message types |nstant Message Renote
| 0ggi ng Afke e IRC Wattaupt iicwnd pfjadrrvare update.

Field Description

2 IP address of server holding the firmware update.

( | 3 Port on which the server listens.
4 Optional “Client Identity” to give the server during SKE.
SKP Type 10

Instructs the IDC to ask the wser fo retum the IDC device, as it has been reported missing or lost.

Field Description

2 Message to show nser

SKP Type 11
Instructs the IDC to attempt “self destruction™.

Field Description

( 2 Method (bitfield)
3 Cookie (optional)
SKP Type 11 Methods

Bit Decription

0 Unlink drives
Wipe
2 Add “cookie”

The SKP datagram are encrypted with the client’s public key. The Exchanged Value (EV) is sent along the
encrypted package. The encrypted datagram send may read as follows:
1% and 2™ octet are (in hex) the length of the EV.
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Execute renote command File Transm ssion Audi o-video conmunication EDI
transaction Broadcast types Non real-tinme point-to-multipoint transm ssion

Stock ti al ‘time rrultipoint-to-rrultipoi'nt tr ]
Channel -%ﬁé%%gw(l RC style) Real-tinme point-to-poi n#éyr[g%dso?n)ﬂ%zg?%n

User-to-user chat Audio-video conference (audio or voice tel ephony)
Real -tinme point-to-nultipoint transm ssion (broadcast) Audio-vi deo broadcast
Real - t imnstehitlevpitipe ¥- mul ti poi nt transmi ssion Audi o- vi deo conference

User DiygRetedwd vt aops spidat € Server Queue Types 42 WO 2001/099940 1
CT1 US2004/ 002438 O'tline storage Server swap area Content Filter Control

Filter status Filter statistics Filter update (add/renpbve rules)

CR Datagram

The Client Reci:ipt (CR) datagram is a SHA-1 Hash of the entire (unencrypted) SKP datagram, encrypted with
the symmetric cipher, bitlength and method provided by the server.

SR Datagram

The Server Receipt (SR) datagram returns the same hash, both as yeceipt and as a test of the Cipher stream
from the server io the client.

Major Type 0: Server Messages And Connection Control

The datagram type is used for the server to send messages, error notifications, and server-client
specific information over the network connection.

Subtype 1: Authentication Request
Upon comnecting to the server, the server may issue 2 Type 0,1 datagram, requiring the client to identify itself.

This datagram informs the connected client on the authentication method required to be authenticated by the

SCIVLT.

Subtype 2: Authentication Reply

This datagrarmn is used by the client to validate the user.

A plurality of authentication methods may be used in connection to these subtypes of datagrams, as

exemplified in the following list:

0 Username and password

1 Username and password + x.509 Client cerfificate signature (see, €.9.,
www.webopedia.com/TERM/X/X_508.himi)

2 Username and password + ECC signatwwre

3 Password

43



Filter set Filter reset Mandatory Datagram Fields ginning gramnmy be laid
out as follows: The beginning of each data Byte size Popul ated by Content 1
Cli ent Datwogrammooerjoor type 1 Cient Datagram m nor typePCTAIS2004/082438 Ser ver
Dat agram recei ved at server (tinestanp) 4 Server Data gram ori gi nator
(Cdient-1D of sender) 1 dient Signature/CRC type n client

Si gnat ur ¢/ Che f] ; . gnature, NMD4, MD5, SHA, SHAI etc.)
Addi ti ongl heg%g‘%ﬁi }éﬁdgg:h%gfl ecargp eﬁ}deed to the aforenentioned fields,

dependi n§ on PhevedhECOfeeNE datagram The additional header fields are
typi cal | y popohatddbyoidi®Kel sy@predtind, Jidied Be oMpbswdiatied by the server.
Cooprect 4t ed) DeopRRvatdREptER e Bsionnie S 20 bytes . SHAL 20 bytes
4: NMD4 58 MND5Oistirhypassord3 BCC sig@nhe®04/ 099940 PCT/ US2004/ 002438  6:

9 Voicekey

10 Voicekey +x.509 Client certificate signature

11 Voicekey + ECC signature

12 Biometric hash

13 Biometric hash + x 509 certificaie signature

14 Biometric hash + ECC signature

15 %.509 Client certificate (signature)

16 ECC signature

17 Coxntent Transfer ID (TID)

18 One-iime password transmitted by altemative carier.

19 Temporary auth-token

The specific authentication method used determines the number of additional data fields in these
datagrams. The examples of various fields when certain methods are vsed are shown below:

Method 0
Byte Size Description
1 Length of UserName field
I Ustname
1 Length of Password field
1 Pasgword
{
Method 1
Byte Size Description
1 Length of UserName field
n Usemarne
1 Length of Password feld
n Password
n x.509 signature on username and password fields
Method 2
Byte Size Description
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7: 8: CRC32 There are appended additional headers in various datagrans. The
headers are popul ated by the client and may be validated by the server.
Symetri hiiRboodyyPeS Part of the SKE (Secure Key Exchppgfisa@aosiegoti at ed.
Symet ri ?@@Eers may be supported by both the client and the server and
sel ected based on perm ssions and ci pher type priority. Type Nanme 1

Ri j ndael 2 Bl owfj sh 4 Twofish Secure Key Exchange SKE is utilized
to inpllemant ranWBﬁ%‘%%ﬁ% hr ow- away) encryption keys in certain

enbodi ments, suchUsetshat no symmetric ci pher keys are stored in the client

t hat ul d subj ect %ltﬂit kgof conpronmise. Qther information or data are
excha\r,:ged over the e?\/\%fgfz&h e% SKE i s executed. These information or data

may suldst anti at e Fasrdi ctions or el evated privileges for the user. SKE
Process, over Vi ew gdg sifhtn® B us@htoml fasdwdrSRidéer 2. Server sends SPK dat agram
to client 3. Cient validates server signature and returns ClF datagram 4.
Server validates client data and returns SKP datagram 5. O ient sends

recei pt 6. Maliod®& sends recei pt 44 WO 2004/ 099940 PCT/ US2004/ 002438 SPK
Dat agram The Server Public Key (SPK) datagramis used to transport the
server public key for the session to the client

Byte Sie Description
1 Length of password field
pr] : One-time Password
n ECC Client certificate signature
Method 11
Byte Size Description
1 Length of BCC signature
n ECC signature on Voicekey data
n Voicekey data
Method 12
Byte size ' Description
n Biometric hash
Method 14
o
Byte Size Description
1 Length of ECC signature !
n ECC signature on Biometric hash
n Biometric hash
Method 16
Byte Size Description
] BCC signature on Challenge
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The server may sign the key with the private key fromthe pre-shared
public/private 13CC key pair that is generated during server installation
to guard aw@i%ed0ddfper veni ng hacking. Byte Size Descri pt pomnti2e:pgids of
Server's Public Key for the session (in hex) n Server Public Key for the
session n Signature CIF Datagram The Client ldentity and Facility (CIF)

dat agram encodes data regarding the client (]DC), including information on
t he bast Subtime shAuthenfcaiton Besuldl | as the public key the client wishes to
use for the session. The data are encoded in a CSV-like manner. Field
Description 1 Cient Public Key for the session 2 Space separated |ist of
ci pher - net hodsfiaid aitbsptiestion tagres is procassed dhe cBenBpiicecisep®y dtaguimivhich deifvers the

hash- et Gl de 8N trridRM : .encoded binary data) 5 Cdient

I dentifier r'?ghf %ﬁgncode%éﬁ?%%m%%)ﬁggs'Symmtri c G pher key for client ->
server streanP?7SiE/ f or De%EP8Ymet ri ¢ ci pher Cipher and keyl ength are
formatted as fol |l ows: <g@mhesd tepkhad>- <keyl engt h> <ci pher

rnet hod>- dceyl engt h> Cient Device Type refers to a description of the IDC
har dwar e envi ronnent (such as the PNP Device-1D for w ndows-based hosts).
Any i nf or mat i Bo seemsfileuthegcktion addifenahiirdds ntapbanhilekd:t he | DC have been
connected, iggleding, beLn@¥RNPI e, the host's Processor Serial nunmber, the
firmvare revision and serial nunber of the notherboard (or notherboard

Bl 0S), authentication d¥aPrflssmHi fferent hardware tokens (e.g., bionetric

i nput devices, snmartcanGhRALE ifbicattsd 1agh of gaflerigd , and the MAC of the

network interface through which.th st comunicates with the server. 45
WD 2004/ 09994 PCT/ Uszogﬁ%ﬁ’ﬁﬁg%ﬁ"“e"fgﬁc

Subtype 4: Generic Error

If the server encounters any ervor during a client session, this type of datagram captures the error.

The fields inchaded are:
Byie size Description
n Error message

Subtype 5: Invalid Datagram

If the datagram passed to the server are considered invalid for any reason, this type of datagram will
contain the reeson in its payload.
Byte Size Description

n Error description

Subtype 6: Improper Permissions

This datagram denotes that the network access is denied.

Byte Size Description
1 Major Type
1 Minor Type
n Errer Message
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The entire CIF datagram may be encrypted using the server public key. The
Exchanged Value (EV) i;s sent along the encrypted package. The encrypted

dat agr a ead as follows: 1 E and 2nd octet ar e length
of the %%“@%@'{s follows with the EV n octets foll o&g&}vﬁggﬁg@%&gncrypt ed
ClF data SKP Datagram The Server Key Package (SKP) datagram hol ds

i nformtion on cipher, bit length and keys, but can be extended for other
pur pos Gubt¥pe Kdeep-Aleesl not sign the information in the SKP datagram The
SKP are encrypted with client's public key, which in turn are sent to the
server and encrypted with the server's public key. This datagramis encoded
in a CSV hi lqg,srmsgwmsﬁiwﬂsms%wawemaﬁeomtﬁgﬁmﬁﬂﬁm&mw@p 0 This

|sthen dat hol ds information o the client on the

o pher THACY PG S el ot s g ST PR B BEscr 1 pt i on
2 G phéw-b)homnﬁww-mmnnmmlhammmaéahupr@xtﬁit| ength for server ->
client steam4 G phennode (ECB, CBC, CFB, OFB) for server a client stream 5
G pher chosen for client -> server steam6 Bitlength for client -> server
stream 7 C phistepefclzpgensaieuseflorimpyrverde regpesidhat the clicpirotum adespualivs S

Sy mret idhikgrish, Bh@Mo delyt diRtherIRICUEH is aliveC The@fer S AiBA0BneSYWHER bd leodsV/ish@tividhe
servertfr;)7 t%ﬁ!ﬁ‘?m SKP Type 1 Instructs the IDCto retrieve a "client

i denti e froma specific server (or an additional identity). Field
Descri ption

Byte size Description

0,1 0=No answer needed; 1=Please reply

Major Type 1: Content Datagram

Subtype 1: Normal Content Datagram

This datagram contains the actoal content data to be transmitted.

Byte size Content
4 Final Recipient-TD
n Mime encoded data

Subtype 2: Remote Logging

This datagram contains log-entries from a connecting device, with a “log—collector” client instailed,
destined for a logging server, which may itself be a client to another network, according to certain

embodiments.
Byte size Content
8 Final Recipient-ID
n Mime encoded log-data

Subtype 3: Remote Data-Collector

This datagram represents a query for a client from the “Remote Data Collector” engine at the server,
to acquite data from the client for establishing the connection.

Byte size Content
8 Final Recipient-ID
1 Data gram type (query or answer)
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2 | P address of server holding the additional identity 3 Port on which the
server listens 46 WO 2004/ 099940 PCT/ US2004/ 002438 4 Optional "dient
ldentity” {wo @byedobfee server during SKE. SKP Type 8 | nforgg/ushenslobdiss hat it
is not allowed to. connect to the systemfromits current |ocation. The
server may automatically term nate the connection upon successful transfer
of the type 8 SKP datagram Fie Decription 2 Message to show user
(optional) SRP Type 9 &E'R%mﬁ‘?é‘!‘?zﬁc to attenpt retrieval of a firmiware
update. Field Description 2 I P address of server holding the firmare
update. _3.Port ,0 lch,the seryer listens. 4 Optional "Client ldentity" to
gi ve t heSUSIYRE 4d@q\$@1§kgpro@ilgwtlo Instructs the IDC to ask the user
to return the 1DC device, as it has been reported mssing or lost Field
Description 2 Message to show user SKP Tjpe 11 Instructs the |DC to attenpt
"sel f dest r uc{This Axasram; yed forseauesiipgappgrl of heeHey dAtT2pfRe fych 28 sighigke e

(opt i onabdcumshPexphisErepolts, Mol dbgrohaing ABielectionic fibdatidi@ansaddodnl i Nk dri ves

Byte size Content
8 Fina] Recipient-ID
n Mime encoded and XML formatted content for approval

Subtype 5: Content Approval Reply

This datagram is nsed to reply to Content Approval Requests (Subtype 4).

Byte size Content

8 Final Recipient-ID

1 Approve or reject

1 Length of signature field

n ECC Signature on the data-field of the "Type 8" packet

Major Type 2: Broadcast Datagram

This type of datagrams is used for a variety of conferencing and broadcasting applications. A number
of subtypes may be implemented, including: non real-time point-fo-multipeint transmission; real-time point-
to-point transmission (e.g., user-to-user chat, audio-video conference); real-timne poipt-to-multipoint
trapsmission (e.g., stock ticker, aundio-video broadcast); real-time mulipoint-to-multipoint transmission (e.g.,

andio-video conference).
Major Type 3: Connection Proxy

The Connection Proxy datagrams are used to carry raw connection data and send the same from an
ernbedded or built-in application on the client to 2 network server.

Proxy Connections are typically requested over 2 control~channel, ie., the first connection to the
server, and established when a new connection to the server is opened upon the request, which is successfully
processed. A “Proxy Connection-ID” is then given, also used for anthentication purposes. In alternative
embodiments, the Proxy Connections may be established over the control-channel directty. This supports data
transnyission via a single connection. If lightens the load on the server and client if the proxy connection

carres very Little data, such as the case when & Terminal Server or telnet connection is used.
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1 Wpe 2 Add "cookie" The SKP datagram are encrypted with the client's
public key. The Exchanged Value (EV) is sent along the encrypted package.
The encr ram send may read as follows: 1" and t e (in
hex) the%ﬁ‘ét"ﬁﬁﬁ&t he By. 47 WD 2004/ 099940 PCT/ U82004f§8&§8@4$§1“§§ct ets
follows with the EV n octets follows with the encrypted SPK data CR

Dat agram The dient Receipt (CR) datagramis a SHA-1 Hash of the entire
(unencCynined}ioBKPypes agram encrypted with the symmetric cipher, bitlength
and net hod provided by the server. SR Datagram The Server Receipt (SR
datagramreturns the sane hash, both as receipt and as a test of the C pher
stream fr opiffchat t9RE V¥Rbnnkdioh foodlsin@pbe dBg. Or Type 0: Server Messages And
Connecti on &ontr&lg{,The datagramtype is used for the server to send
nmessages, efror ifications, and server-client specific information over
t he networ kl:conn&®Fi on. Subtype 1: Authentication Request Upon connecting to
the server, the server nmay issue a Type 0,1 datagram requiring the client
toidentify itself. This datagraminfornms the connected client on the

aut henBubttpeoh: Reoxpdatadiiome@liemtbe aut henticated by the server. Subtype
2: Authentication Reply This datagramis used by the client to validate the
user. A plurality of authentication nmethods may be used in connection to
these subt yyigse atghnt agy Glvctabdita feriePpdxly témebtibd) cdnkify ool hoMieR@nd. iGds: 0

User NalE A0SR IRSUILA o SSIBIR ARk BSSNRRE. X AR Rl £5I4 WlAGA ©

to identify each connection.
Byte Size Description
2 Proxy Comnection ID

n Data

Subtype 2: Proxy Data To Client

These are the conmection data coming back from the proxy connection to the clent (ox the owner of
the connection). No other field than the actual data is included, since the proxy commection only sends to and
receives connection data to the owner of the connection. In order for the client to identify which remote
connection (i.e., server) responded, the CID is included in the originator field of the datagram.

Byte Size Description

N Data

Type Sender Description o
0 Server Remote Socket Connected,

1: Server Remote Socket Disconnected.

2: Client Disconnect Remote Socket but keep Proxy Connection (CID).

3 Client Terminate Proxy Socket Connection (complets teardown).

4 Server Proxy Socket Terminated (complete teardown).

Major Type 4. Large Content Transfer

These datagrams are designed to transfer large pieces of content data such as audio-video media and data files.
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www. webopedi a. com TERM X/ X _509. ht M) 2 Usemane and password + ECC signhature
3 Password 48 WD 2004/ 099940 PCTI US2004/ 002438 4 Password + x509 dient
certificatwosog@bsfoe S Password + ECC signature 6 One-tipgrnsascwoLds (S- Key
style, predefined, ordered |ist of passwords) 7 One-time password + x.509
Client certificate signature 8 One-tinme password + ECC signature 9 Voi cekey
10 Voi cekey+x509 Client certificate signature 11 Voicekey + ECC signature
12 Bi oneBubtypea@nResenitddnilmansfeash+ x509 certificate signature 14

Bi onetric bash + ECC signature 15 x.509 Cient certificate (signature) 16
ECC signature 17 Content Transfer ID (TID) 18 One-tinme password transmtted
by al t er Wateisandereggnesied p receirkt Gomh @wrfioal-aacipicatUthhitablecment ey specs.d type dtnghentithcat i on
met hod used.determines the nunber of additional data fields in these

dat agr ans. e exanples of various fields when certain nmethods are used are
shown bel ow. Method O Byte Size Description 1 Length of UserNane field n
Usnmame  the:8Bigt Budtd iRacdyas éhnitdt 0f te CRC field and the transfer-ID.

Byte Size Description

1 Length of CRC field

n Checksum on conient fransferred
n Transfer-1ID

Subtype 1: Content Transfer Request

Used by a client to request transfer of large content. Upon receiving client’s request, the server will return a
Transfer-ID (TID) for the client to use, so the client can open an additional cormection to the server for
transferring the content. As such, the control-connection will not be blocked during lengthy transfers .

Byte Size Description

4 Size in bytes of content fo be transferrsd
2 Total number of chunks to send

4 Final Recipient-ID

Subtype 2: Content Transfer Reply

{ Byte Size - Description
1 O=Transfer denied, 1=Transfer Allowed
n If Transfer Allowed, this field will be present and contain the Transfer ID (TID) to be given to

the server, when the client opens another connection for trangferring the file.

Subtype 3: Content Transfer Segment

Byte Size Description
2 Segment number
n Segment chunk

Subtype 4: Re-transmission request
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n Password Method 1 Byte Size Description | Length of UserNane field n
Usemane 1 Length of Password field n Password n,x.509 signature on

user name rd'fields Method 2 Byte Size Descrl

2004/ 0993%89‘19%%@@004/ 002438 1 Length of User Nane fleféi'&g{@élpﬁ\(gﬁ% 1
Length of Password field n Password n ECC signature on usemane and password
fields Method S Byte Sic Description | Length of password field n One-tine
Pas swomHis is uks@® Eir¢qesst 2 eondnf dfcansrhe vsailly ntheitaee whriettie@ontdnd trddyfepedShikeo faescri pti on

| Lenaty gl Bt Sl ALY b Ll el ARALNLAnlllBhesley data n Voicekey data

Byte Size Description
2 Chunk to resend
n TID

Major Type 5: User Directory

Datagrams of this type are used to search for users, user groups, or update user information in the User
Directory.

Search fields in the query are treated as a mask. Searches are done with the search masks treated as a regular
expression, when the underlying database infrastructure supports,

MySQL may be implemented to provide a defanlt database base system, in which reguolar expression searches
are supposted. The system configuration thus supports all searches using regular expressions.

Subtype 1: User Online

This datagram are used to notify the system when a user becomes connected to the network.

Byte Size Description
4 UserID of user

Subtype 2: User Offline o
This datagram are nsed to notify the system when 2 user is disconnected from the network.

Byte Size Description
4 UsedD of user

Subtype 3: User Search Request

This is used by the connected client to search for users in the entire user directory based on a certain data
mask. This type of search returns the type 5,10 datagrams.

Byte Size Description
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Byte size Description U Bionetric bash Mthod 14 Byte Size Description 1
Length of BCC signature n ECC signature on Bionetric bash n Bionetric bash
Met hod 16 Wzgor_tﬁg;ﬁ Description n BCC signature on Chal | eag81s26d4¥62438

2004/ 099940 P U82804/ 002438 Subtype 3: Authentication Result After the
aut henti cation request is processed, the client will receive a 0,3 datagram
whi ch delivers the authentication result. This datagram has certain static
fields: Byte M¥pkd PEP] ption 1 | =Granted, O=Deni ed For successf ul

aut hentication, additional fields maybe included: Byte Size Description 1
User Proéijae sent_4 |f rof:ﬁﬁe sent, indicates length of profile field n

M rre- encOBBERE: Sy Destgiqt| S5 RRaFER 4: Generic Error If the server encounters
any error during a client session, this type of datagram captures the error.

The fields included are: Byte size Description n Error nessage Subtype 5:
| nval i d m@lggq Syiytype 3, but returns a more precise match on the user. This type of search retumns the type 5,10

datapgrams.
Byte Size Description
4 UserlD
8 Last login
1 Online statns
n Display Name
( Major Type 6: Remote Management

This datagram type enables the administrators or privileged users in the network system to remotely control
other connected clients, execnts applications on the connected clients and push updates.

Subtype 1: Execute Remote Console Application

The 6,1 datagram executes the application defined and maintains an open handie to the application, where the
process-id of the application are returned to the initiator upon successful execution. This process-id must be

used in all subsequent command- or control datagrams for the process.

Byte Size Description
{ ] Target User-ID
n Full path and name of application to execute

Subtype 2: Remote Execution Result

Are sent back to the initiator of the §,1 datagram nupon successfil execution of the 6,1 datagram.

Byte Size Description
8 Destination User-ID
2 Process-ID
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| f the datagram passed to the server are considered invalid for any reason,

this type of datagrammi |l contain the reason i ny its payl oad. Byte Size

Description n Error description Subtype 6: |nproper Per.ssi i

dat agr amRH8H8Y¥hat the network access is denied. Bﬁf@g"@%@%‘fi ption 1
Maj or Type 1 Mnor Type U Error Message 51 WO 2004/ 099940 PCT/ US2004/ 002438
Subtype 7. Keep-Alive This datagramis sent by the server and/or the client

to eaclgyiiihpe 3:"Remvite Pebcsssi Teeninatsi val , to keep the TCP connection open
This is uséful when the systemis running through various proxy-firewalls

(e.g., FWI1) or running over a dial-up connection (e.g, through a dial-up

rOUter)thIchchgsiﬁlﬂwwm,itdﬁg QrMESELUL 6§ BlactalSireSBit Wath e Quif £EALEST t hat

the client return a keep-alive agram soO as to0 detect whether the client
i s al i femteferleaioPer may di sconnect when no response is received fromthe
client Byte size Description O | O=No answer needed; 1=Please reply Mjor

Type 1: nt ent tag .am Subtype 1: Normal Content Datagram This datagram
cont ai r?é’%gq% actﬁ é?ﬁ ent data to be transmtted. Byte size Content 4

Fi nal Reci pilisstinatidd User-IR ne encoded data Subtype 2: Renote Loggi ng
2 Process-ID
2 Application Exit Cods

Subtype 10: Remote Tool Request

To simplify retrieval of data from a remote client, or perform basic control on a remote device, a basic tool-set
are made available to retrieve information from the remote device, including information on a list of numming
processes, logged-in user(s), deta storage efc.

Byte Size Description
8 Target User-ID
1 Tool identifier

n Optional Parameters (if the specific tool need them)

Tool Identifiers

0 List Running Processes

1 List Running Processes including hidden processes

2 Kill process (PID given as pararneter)

3 Ligt Services

4 Stop Service (Service Name as Parameter)

5 Start Service (Service Name as Parameter)

6 Restart Service (Service Name as Parameter)

7 List Local Storage Devices, inchading volume 1abel, size, block size, space used and file-

system type.

Subtype 11: Remote Tool Reply

Contains a CSV formatted reply depending on the tool requested.

Byte Size Description
8 Destination User-ID
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Thi s datagram contains | og-entries froma connecting device, with a
"l og-collector” client installed, destined for a |ogging server, which may
itsel f be woChmbdoo anot her network, according to cert acmuseolamdisaent s.
Byte size content 8 Final Recipient-1D n Mne encoded | og-data Subtype 3:
Renot e Dat a- Col |l ector This datagramrepresents a query for a client fromthe
"Renot e Dat a CLRLs gﬁg t, the server, to acquire data fromthe
client fbr es&é}b%a?asﬁ%ntgﬁo elmgggﬁ'écti on. Byte size Content 8 Final
Recipient-1D 1 Data gramtype (query or answer) 52 WD 2004/099940
| CTI US20. . nﬁ%g_‘g btype 4: Content Approval Request
Thi s datgg?@%%ﬁ%@'uéggmkgﬁoﬁequesﬁrﬂg&g‘be?rﬂoval of the content data
transmtted, such as, signing off docunents, expense reports, and approving
an el ectronic .financi ransaction. .B ize Content 8 Final Recipient-ID
i 2 it s

i_al te
n Mne enedfeytas W%,w%%nraﬁﬁfc?tgﬁmca% 2ige " approval Subtype 5: Content
Approval Reply This datagramis used to reply to Content Approval Requests

(Subtype?ﬁgsm Byt eDgs'b;pgmgontent S Final Recipient-ID 1 Approve or reject 1
of" s

Lengt h ignature fireld n ECC Signature on the data-field of the "Type 8"
packet 1 Transfer type
Destination User-ID
1 Options (bitfield)
4 Size of content
n Path and Name target of file (optional, defaults to root of client)
( Options Bitfield

Bit Description

1 Auto execuie (also covers auto-update, auto-expand etc.)

2 Prormpt user (before execution/update)

3 Return Receipt after transfer

Transfer types

1 Transfer of file (for update, existing file are not required present)

2 Transfer of Client firmware (replaces current)

3 Transfer of Client .ISC codes (replaces current, ISO codes include CD ROM data format e.g., ISO

9660, and other data standards per the Infernational Organization for Standardization, www.iso.org)
4 Transfer of compressed archive (to be expanded at target location)

Subtype 21: Application Transfer Reply

Used to signal grant or denial.
Byte Size Description
1 Allow/Deny
8 Transfer-1D (Only appended if transfer gramted)

Subtype 22: Application Transfer Content Part

These datagramms hold the actual data for transfer.
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Maj or Type 2: Broadcast Datagram This type of datagrans is used for a
vari ety of conferencing and broadcasting applications A nunber of subtypes

may be i iﬁcluding non real -tine point-to-
transm sgﬂoﬁ};ﬂ?’?;egg?qtl me point- to-point transm ssion (gyigﬁ},dggésog}romt%s- user

chat, audi o-video conference); real-time point-to-nmultipoint transm ssion
(e.g., stock ticker, audio-video broadcast); real-tine
mul ti point-to-rmultipoint transm ssion (e.g., audio-video conference). Mjor

Type 3: Th&fa?;n&&t 1cxaﬁtelﬁ>pmé ﬁeia’h:gmﬁamer&tdp (ﬂ?zs%%ﬂfs nda&nlf;@%tgﬁﬁera‘mg%m&ﬁé prddidear ry
raw co 1 O n sen e .sane I.O enpe or ul -1 Nn
o - ORn i g oo PG S RUP R P Ca § BIEbYR B Cofic ik HRG e

t ypi calhbMing &K uisbtaegthover a control channel , i.e., the first connection to
the server, and established when a new connection to the server is opened
upon the request which is successfully processed. A "Proxy Connection-I|D'
i s t herTheiTearfer PaTtsRirld siass 2t and merementicby oaa foiowen pAris@asiaTed, sendine 6.2 dataeram

enbodi REMb STrarfREPAY 600V zeFd) U MRMAleRG . vaRYer De est abl i shed over the

control -channel directly. This supports data transm ssion via a single
connection. It lightens the |oad on the server and client if the proxy
connecByeiizecarrilgscnptmy |[ittl e data, such as the case when a Term nal
Server gor telnet goagestion is used. 53 WO 2003/ 099940 PCTI US2004/ 002438
Connectl on Types Different types of connection protocols nay be used. O:
TCP 1: 4UDP Subt ypeaferBeftoxy Data From Client These datagrans carry the
actual ndat a for towe Qofesty connection, comng formthe client end. One user
may have one or nore proxy connection open at the same tine. A Connection ID
(CID) fieldis included to identify each connection Byte Size Description 2

Proxy Subtgpé 280 Transfer Réceipt

A checksnm of the application transferred.

Byte Size Description
1 CRC-Type
n Checksum on Application Transferred

Major Type 7: Realtime Multimedia Transfer
This type of datagrams is utilized fo support client-to-client transmissions of mnltimedia content.
Subtype 1: Transfer Request

Used to request permission to begin the iransmission.

Byte Size Description

4 Recipient UserID

2 Media Content Type

4 Minimum Bandwith Required in Kbit/S

Media Content Types

Type Description

1 5 KHz, 8 bit, 1 charme] andio
2 8 KHz, 8 bit, 1 channel andio
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Subtype 2: Proxy Data To Cient These are the connection data com ng back
fromthe proxy connection to the client (or the ower of the connection).
No ot her fi@ foid@bsd he actual data is included, since tpeTAIRNM4/OMIBECET ON
only sends to and receives connection data to the owner of the connection.
In order for the client to identify which renote connection (i.e., server)
responded, the CIDis inclyded in the originator field of the datagtam Byte
Si ze Deséript?bﬁH&ﬁqﬁﬁé#WéﬁﬁmSender Description 0: Server Renote Socket
Connect ed. 1: 15EB¥ @mitRadimhe adicket Di sconnected 2: Cient D sconnect Renote
Socket but keep, . on (CID). 3: dient Term nate Proxy Socket
Cbnnectign (cg%%ﬁéﬂéx%gggﬁgﬁ%§? 4. Server Proxy Socket Term nated (conplete
t eardown§. M4} BHzT¢pib 24kempe @ Cont ent Transfer These datagrans are
designed to transfer |arge pieces of content data such as audi o-vi deo nedi a
and data files. 54 WD 2004/099940 PCT/ US2004/ 002438 Subtype 0: Recei pt On
Tr ansf er Subtype 25 divansier Efpd¥t ed a receipt fromthe final-recipient, the
final-recipient may issue a 4,0 type datagramwith a receipt on the
transfer. The receipt returned includes the content of the CRC field and the
t r ansf er BjibSize Byt e Disicegiobescri ption 1 Length of CRC field a Checksum on

cont ent Eranskggigigﬁgu Transfer-1D Subtype I : Content Transfer Request Used
by a client to request transfer of large content. Upon receiving client's
request, 't he D aPry Peturn a Transfer-1D (TID) for the client to use,

so the cki ent comtht SRR 1A NssRdBy tb ABMinEHBN BAhoRIA ekit ohh) & R FEMEE whsQEcepted)
Subtype 3: Media Stream Packet

These datagrams carry the individual packets that make up the transmission.

Byte Size Description

4 Recipient UserID (0 for using recipient list)
4 Content Stream ID

n Stream Packet (content data)

Subtype 4: Transmission Termination

Can be issued by both sender and receiver to indicate either end-of-transmission (if sent by transmission

source) or aboit-fransmission. (if sent by the recipient),

Byte Size Description
4 Recipient UserID (zero for using recipient list)
4 Content Stream ID

Subtype 5: Recipient List Management

‘When performing a one-to-tnany fransmission such as a lecture, conference call (VoIP), one may rely on these
datagrams to manage data distribution to the entire list of recipients.

Byte Size Description
1 Action
n Data
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transferring the content. As such, the control-connection will not be

bl ocked during lengthy transfers . Byte Size Descr1 ption 4 Size in bytes of
content to be transfefred 2 Total nunber of chunks-to |

Reci pi enWVO8048%40se 2. Content Transfer Reply Byte Slééfl’%é%og?’f"%‘g%on 1
O=Transfer denied, |=Transfer Allowed n If Transfer Allowed, this field wll
be present and contain the Transfer ID (TIE)) to be given to the server,
when the client opens another connection for transferring the file. Subtype
3: Conten (h\ %g%%fer Segnent Byte Size Description 2 Segnent nunber n
Segrrent chun ubt ype 4: Re-transm ssion request 55 WO 2004/ 099940

PCTI USZ@tier @siB®R This is used to re-request a segnent of content, usually
i n thegcase pyrereididclisc@thent)y transferred fails to pass checksum check |t
may al so be used t ecover fro f trapsfer-connection. Byte Size
Description 533 f}(r)’&L‘P Wdﬁgsﬁq?%sﬁ(@fésr pe 5: User Directory Datagrans
of thig typé{embemeﬂﬁmnss(elabmpa&mdlﬂ&eﬂmmmgroups, or update user
information in the User Directory. Search fields in the query are treated
as a mask Searches are done with the search masks treated as a regul ar
expression, when the underlying database infrastructure supports. MySQ

maybe i%@g@@ﬂ%ﬂgﬁﬁ%ﬁ@rgghaﬂé&ugﬁt abase base system in which

regul ar SS1 On searcC

These datagrams enable the client to transfer its “end of the transmission™ notification to another user.

Byte Size Description

4 Recipient ID

2 Media Contznt Type

4 Minimum Bandwidth Required in Kbit/S

Example 2: Object Vector Based Super Classifier And Biometrics

[0151] Referring to Fig. 2, an object vector super classifier (also referred to as
multi classifiers) is shown. More than one data object vectors are used for event-
level authentication. The classification decisions may be made based on superior or
random sum computed from the data vector objects, including Object Vector 1, 2,
and 3 in Fig. 2. Here, each object vector is connected to one or more classifiers from
classifiers 1 to N. That is, feature extractions may be made from multiple object
vectors and then transformed into a set of classifiers, which collectively constitute a
super classifier. Event-specific transformation provides relatively simple
distributions that characterize event-based features.

[0152] One example of user authentication using super classifiers involves
biometrics. In one embodiment of this disclosure, the super classifier is used in
connection with physical biometric measurements, including voice recognition,
fingerprints, handprints, blood vessel patterns, DNA tests, retinal or iris scan, and

face recognition, among other things. In an alternative embodiment, the super
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are supported. The system configuration thus supports all searches using
regul ar expressions. Subtype 1: User Online This datagram are used to notify

the syste er becomes connected to the network LBYhR260062438
Descripti %@%@?éj of user Subtype 2: User Ofline This gat agram are used

to notify the systemwhen a user is disconnected fromthe network Byte Size
Description 4 UserlD of user Subtype 3: User Search Request This is_used by
t he connedissifier(is vsrd mocauerton Woth perforsange biemelmic meanwemets; sxdwdipgbased
on a certain data mask .This, type of search returns the type 5,10 datagrans.
Byte Si zdBbESEF PREFSS en‘g@%ﬁ BYYYU0 PCTI US2004/ 002438 n Mask to search

for Subt A Diostinct ch- Si.mlar.to L . _but, returns a nore
preci se A0k on e HyeaFBEdEGRcRPh sBisicrart e Rleclion Mt GRHHTEE
dat agr a ) bl s : ‘%ﬁéﬁ i A D%Dﬁ(} S n
Di spl ay nﬁgrrtgé/ k@jecg)tr é‘%g? 2&%%%05@%%‘#&% I sS gg:?%%? %Fn@if%éelﬁlena f;s t he
adm ni st a¢RHTSInY oPddriving BAthry $E:Btures inthe BBjeMD dKciBILH £l Hs.r ARYigdry contr ol
ot her connectéed clients, execute applications on the connected clients and
push updatresturSuireyqkled to Bsapet elaRéfiet, éheCnrthenticationl sesgivhanay be evaluated

with a high probability rate.

[0154] 1t is to be understood that the description, specific examples and data,

while indicating exemplary embodiments, are given by way of illustration and are

not intended to limit the various embodiments of the present disclosure. All

{ references cited herein are specifically and entirely incorporated by reference.
Various changes and modifications within the present disclosure will become

apparent to a skilled artisan from the description and data contained herein, and thus

are considered part of the various embodiments of this disclosure.
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The 6,1 datagram executes the application defined and nmai ntains an open
handl e to the application, where the process-id of the application are
returned to the initiator upon successful executiton. This process-id nust be
used i n VEPROME¥BBuent conmand- or control datagrams fd’rCT(‘Eﬁ?"?JVQS'&b@s. Byt e
Si ze Description 8 Target User-1D n Full path and nane of application to
execute Subtype 2: Renote Execution Result Are _sent back to the initiator of
the 6, Mppmgfiwﬂu%egb&@ssmatmdtSmalseerfu;qtleat agram Byte Size
Description 8 Destination User-ID 2 Process-1D 57 WD 2004/ 099940

PCT/ US2004/ 002438 Subtype 3: Renote Process Term nated When the renote

pr oces Clagdificaticrdany Proability Diartsiy igstimation nates, a 6,3 datagram are sent
with the exit code fromthe application. Byte Size Description 8
Destination User-1D 2 Process-ID 2 Application Exit Code Subtype 10: Renote
Tool Regeskst verfication(sa dlassifiestion problibmdike atetcihdr detancbijecterdbainghirgriive or perform
basi c 8 d'bie%t' | ar@?}a ; i le to
retri e&%%?ﬁ%?g%g?%ﬁ o(%éfiﬁg er)rg'? % e%/_t?'éste(?ﬂ:pn u.é?ﬁﬁg?]ﬁ‘?g%n%%‘ %(;ér’lagn a list
of runmaagsificatien: ésibies §256 8 g cfimpapulpmantsIpriveg-ffom EPHRRGRDT @ speakes \wicsjsFe

Descri pbédan. THesé ale@&irerhkifty ark Borilediontly répgisighish iag D-dinéMicnanatioRar amet ers (i f
the specific tool need then)

-
(# € R?)
Each speaker is characterized by a probability density function:

AEI)

which measures the likelihood of observations. The probability density is characterized by

MED > avd & Equation: 1.1
p(ﬂ = Pcﬂﬂp in "'r'PI:ﬂ—IIJPc—Jn < Equation: 1.2
Lﬂfﬁm = 1 <+ Equation: 1.3

where P(l) andP(-/) are the a priori probabilities of respectively target speaker trials and impostor
trials. For speaker verification, the a posteriori probability of the claimed speaker, |, given an i

—
observation, £, is of interest.

The a posteriori probability can be computed by Bayes rule

P (.I'Ej = P{gp%ﬂlrl < Enquation: 1.4

Since / and -/ are mutually exclusive we have
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Tool Identifiers O List Running Processes 1 List Running Processes including
hi dden processes 2 Kill process (PID given as paraneter) 3 List Services 4
Stop Servigg é{oﬁﬁ]@ € Name as Paranmeter) 5 Start Servi cgcﬁﬁggdﬁlﬂgm me as
Par amet er) tart Service (Service Name as Paraneter) Li st Loca

St orage Devi ces, including volune | abel, size, block si ze space used and
file- systemtype. Subtype 11: Renote TooI Reply Contains a CSV formatted

reply de o—regquested _Byte Size Descr ls@ny 8 Destination
User-1D ggﬂ%qgﬁgnﬁ)@? 0 PCT/ US2004/ 002438 CSV dat a oul'.e%ut from Renot e
Tool Subtype 20: Application Transfer Request Used to initiate the transfer

of an application or application update. Byte Size Description 1 Transfer

type Destﬂhm@bbmltmgtrthé Eerihry(amim W8S cdridt dieR b obsérvatiore ﬂofpluQ%tp%Habﬂ Path and
Narretarpet of, file nal efaults to root of client) t1ons

Bitfiel d B TRLEPT 1 H“ W%L?P%ﬂ&?ée*at%or(%#gsoaw\ﬁtgua%ﬁps amaﬁraw

aut o- exgand et @YIE)

robability for classification purposes: the identity claim is accepted or rejected by the rule:

Docide | #ept i PUE) 2 Pi-7)#)
' miock  othoryise

fl Likelthaod
/
PLETIAI) FEDP(-I)
-
=
e —
Leqr Lpy
{ g —Sa-
Lr Lmr
Figure: 1 Probability densities for the two classes, | and -1, The densities overlap in the
regions:
LE’I & LE;—!I; « Eguation: 1.6

this causes the Bayes error rate to be greater than 0. A classifier that uses this decision rule is
called a Bayes classifier. The error rate of a Bayes classifier is equal fo
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2 Pronpt user (before execution/update) 3 Return Receipt after transfer
Transfer types 1 Transfer of file (for update, exiksting file are not
required e t 2 Transfer of Cient firmvare ¥replaces current) 3
Transfer “ﬁz@%@ | SO codes (replaces current, |SO codest ﬁ@f’ﬁ?f&“%ﬁ) ROM
data format e.g., 1SO 9660, and other data standards per the International
Organi zation for Standardi zati on, www. iso.org) 4 Transfer of conpressed
archive,(to be expapge t etf | | : uptype 21: | ication

Tr ansf &t Baep| T fﬂa@@é&%!t%ﬁﬁw yte |ze%§‘clr7i ption |
Al'low Deny 8 Trangter-1D (Only appEnded if trarsfer—grant eqlgienSubt ype 22:
Application Teandfe mﬂmm T 1 uist hol d the .actual data for
transfer. 59 WO 25434/ 089940 'PCTI oo4§§o i35 %ke Tour- BRI Cont ent
Part' field would allow for up to 256”74 parts in a single transfer, which
woul d provide for the transfer of applications, inmages and archives
exceeding 4 G gabytes in size (if; e.g., using datagranms holding 1K of data
each). The 'Transfer Part' Field starts at 1 and increnents by one for every
part twageferred, sending a 6,22 datagram with a 'Transfer Part' of O

(zero) to signal end-of-transfer. Byte Size Description 8 Transfer-I1D 4
Transfer Part n Data Content Subtype 23: Transfer Recei pt A checksum of

the appligation UUMPENAN > P(-IIH} €« mpuimiio
Limg {5' P(Ilﬁ) < P(—Jl:ﬂ} 4————  Eqguation: 1.1}

In practice the probability functions:

P(I|2) and P(-I|E)

are unknown and can only be approximated. Hence, the error rate of any practical decision strategy
is bound to have an error rate which on average is not less than the Bayes error rate.

A Priori Probabilities & Risk Minimizations

The average error consists of two terms; rejections of target speakers (TA errors):

Er = ./J; P (I}p(f]]’}dﬁ < Equation: 1.12 L
_lf

and acceptances of impostors (IR errors):

E_' ;= A P(‘lnp{ﬂ—lf:’dj < Equation: 1.13
g

Using a posteriori probabilities to classify samples is essentially the same as classifying according to
maximum likelihood. The overall error rate is, however, dependent on the relative number of
impostor and target speaker trials. if impostor trials are much more frequent than target speaker
trials, then it pays of too classify some samples as class -/ even if class /is more likely, because the
overall absolute error is more dependent on E-l than on El. in other words, E-! is minimized at the
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Byte Size Description 1 CRC-Type n Checksum on Application Transferred Mjor
Type 7: Real-time Multinedia Transfer This type of datagranms is utilized to

support clyw@opl/nsdl ent transm ssions of multinedia contyitfpsohiaoyds 1
Transfer Request Used to request pernission to begin the transm ssion. Byte

Si ze Description 4 Recipient UserlD 2 Media Content Type 4 M ni num Bandw t h

Required_jn_ Kb I t,
channel %mam’lé Af%j jh %Mgﬁog’ g&%&ﬁ c ')aéﬁngel -Eéﬂga"g% gjgﬁ\gf\oéi H%%ﬁn(?gg%bmt%sw
PCTI US20@4da e4sigtive umbsriofimpogiortarget speahen tils|(ohipstistemptsd1 KHz, 8 bit, 2
channel audio 5 22 KHz, 16 bit, 2 channel audio 6 44 KHz, 16 bit, 2

h | di 0 Subt T f t t
O i e 000 Pl 8 0 FEP P HhoPe e il o
client adeCbn%l‘hOﬂéyd‘xaee(dlﬁéremmblyseqtﬁerb@aﬂdﬂthém‘i_a& teciesipbied) aciBuktatmangs Medi a
Stream Pal%léneFeﬁ ERE AR AR HRRGALA Yn tkSabd Bl nd ) RACKELS dyhat make up the

transm ssi o

G{I) = F(I}G(—’III) <+ Equation: 1.14
G'{—-,I) — P{-—. I}Cf (II-—.I) <4 Equation: 1.15
.
where Cl‘f”—'ﬂ is the cost of classifying an I -sample as . The classification is here according

fo risk and not a posteriori prabability:

C(ﬂ"‘lf}P(I}P(ﬂI} < Equation: 1.16
2@

RI|E) =
Analogously to equation 1.6 we have the decision rule:

D@deﬂ ; a-CC‘Cpt ifR(IIfE} :2 R(‘i.{li‘rj 4——————~  Eqgustion: 1.17
reject  otherwise

A more pragmatic approach to the problem of balancing TA and IR errors is to decide a priori an
acceptable error rate for either £, or £, and then use this fo determine the decision surfaces {(and

v by extension P(f) and P(-)). Whatever way is chosen, the real problem of estimating the class
likelihoods,

p AT

and

PE-I)

remains the same.
Probability Estimation

One approach to implementing a decision rule is to separately estimate the probability densities and
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Byte Size Description 4 Recipient UserlD (0O for using recipient list) 4
Content Stream I D n Stream Packet (content data) rSubtype 4. Transm ssion
Term natjon Can be issuéd by both sender and recekver to,lllﬂgliog%e ei t her
end- of - t WEhIMEPHh (if sent by transm ssion source) &C 2004/002438
abort-transm ssion. (if sent by the recipient). Byte Size Description 4
Recipient _Userl]) (zero for using recipient list) 4 Content StreamID
Subt yp g?lgﬁeci pi ent List Managenent When perfornm ng a one-to-many

trans such as a lecture, conference call (VolP), one may rely on
t hese @_(fjft'agrarrs to manage data distribution to the entire list of

reci pi s. Byte Size Description | Action n Data 61 WO 2004/ 099940

PCTI USM_Q9§438 Action Definitions: Action Description O Delete recipient
list (4 “one et) 1 Add user(s) to list (space-separated |list of Userl Ds as
data) 2 Renove user(s) fromlist (space-separated list of Users as data)

Subt ype 6: Transm ssion D version Request. These b(j%t a%%gs eHabI e the client
to tralRdheiessiyationnyse payes sg fomeyardiksligopds i propablilips. SHICh G2 RS EFRIN user .
Byte Spiaee ddescription 4 Recipient ID 2 Media Content Type

P}

This solution, however, is more extensive than required, since the verification (which by virtue of it's
utterance translation becomes a binary data object) problem only depends on the likelihood ratio:

(LR(Z)):

P{IE) 2 P13

LR = R = 1

In terms of LR(~x), the decision function 2.6 becomes:

$

accept i LR{Z) > 1 €———  Equation: 118

Denide rejoct  otherwi

The Bayes decision surface between class | and class -/ is characterised by:
LR{Z) = 1.0

For classification purposes we only need to know on which side of the decision surface the test

sampie & falls. In the exampie given in figure 2.1, this surface is the simplest possible: a single
point x = t, where { is the decision threshold.

A distinction is made between parametric and non-parametric classification. The difference lies in

the prior assumptions that are made about the class distributions. Parametric classification assumes
that the samples to be classified belong to a narrowly defined family of probability density functions,
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4 M ni num Bandwi dth Required in Kbit/S Exanple 2: Object Vector Based Super
Classifier And Bionetrics [0151] Referring to Fig. 2, an object vector
super cl assd bgalioddheso referred to as nulti classifi ers)PdF-] BUSHONSI24 0T €

t han one data object vectors are used for event- |evel authentication. The
classification decisions may be nade based on superior or random sum
conmputed fr1 i i.ng. Qbj A and 3
n Fig. yfz gé@ BJF» éln%&é‘s&@éan&%gf(‘ets%my vJ&S]l é&%pnﬂgt atQQIaE&It th\éep‘%BPJ.sﬂbul@ssSI fiers
from cl Heedef h@r@aram@tac Nassmpﬁpn fsgnorg e%rtecnl efvhewm pareineiric ciasgfises are desidriom

mul ti pl e cQRir8& becH ety hadwbitRErebs stgbinred into a set of classifiers,
which collectively constitute a super classifier. Event-specific
transformation provides relatively sinple distributions that characterize
event - bapadhiefh 8 (SassiffehBdh One exanpl e of user authentication using super
classifiers 1nvolves bionetrics. In one enbodinent of this disclosure, the
super classifier is use ectio i cal

measur embh PR $XqTRlg ?fcﬂaﬁg‘%?ﬁl%ésff%é‘@ﬁ‘g}df?m'%}qé*“ff’?%g%ﬁaﬁ‘ieé hanjéfpr it s, blood
vessel patdratersed BNAorinelgirshabilitgtlensities:or iris scan, and face recognition,
anong ot her things. In an alternative enbodinent, t he super 62 WO

2004/ 099940 .' CT/ US2004/ 002438 classifier is used in connection with

per f or man c neasurebhents, incl habl ors patter of

i ndi vi dualﬁ-bﬂhéﬂv;lg I) W s&kﬁﬂtﬁdﬂj} ﬁc{h?a'sq@ ) n and the
sel ection and executi ont<® Bj"ect anal ysis based on t hose User- specific
events increases the |ikelihood of identifying or derfying binary

st ruct ur &sthis gagehe obj ect decision analysis. As binary s t UE@Snahe added

to a super classifier, the authentication session may be evaluated wth a
hi gh probabi Lity rate. [0154] It is to be understood that the description,

specific jes and data, while indicating exenplary enbodi nents, ate
given by way of illustration and are not intended to linit the various
enbodi ments of the present disclosure. Al

is given by:

hl(LR{Af:‘)) gz < Equation: 1.20

, T Equation: 1.21
#E) = F-L)TSHE—j) /

— (R 7Tl =% : Iszlifi
& — ) 57 (@ m}-f-?..]n(lsilm)

This is a quadratic function. if we furthermore assume that the two distributions share the same
i covariance matrix §1 = S2 = §, this simplifies fo
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references cited herein are specifically and entirely incorporated by
reference. Various changes and nodifications V\Athl n the present disclosure
will become apparent 'te a skilled artisan from the des dat a
cont ai neWQ@P'Hg 03nd thus are considered part of the %W%{Pg"gﬁg%di nent s
of this discl osure 63 WO 2004/ 099940 PCT/ US2004/ 002438 Appendi x 1. hj ect

G assifi cati on I n Speaker Verification Cassification and Probability

Densi ty [Wag:-1 n_ eaker vegification-is—a—chassi kpa@atizon problem i ke any
ot her obj : tor involving two classes: target speakers (1) (user
of obj ect) and |rrpostors ( /) (perpetrator of Ob] ect) In order to do

cl assi wnae . e =t =€
of a weakers voice are needed These neag
represepted as D-di nensional vector$: ( RD) Each sspeaker is characterized
by a p¥pbability dengity function: {A-4 1) O

observwaf i ons. The pripabi |ity densily is ck ~y0
~, ~t Ehg_gation: 1.1 t PM_ p(lidlg5, (t/+; 1
| ttfg ~1p Equation: 1|13 where P(1) ahdP(-A) of
respﬁeéf“ vely target eaker trials fnd i@pd
verifiashtion, the a]ppsteriori probfbility =8 en
an obgprvation, 04 of interest.|The a pgsteriori
conput el by Bayes rfu PUP) = P 4 Efuati on: mut ual |y
excl ust'ye we h&F 2004/ 099940 PCTI US [

2 E

) % 5 % B & & R é & P2 B

Figur 2 Two classes were the Bayes classifier uses quadrafic decision surfaces.

Left: The classes have similar means:
py = 18,5 = 17,

Right: The classes have different means:
g1 =15 pp =27

In the right example, the Bayes decision surface can be approximated well by a linear function.

where
g = 5 Ym - gz} * Bquation: 1.23
iu' — "3(#1 + #2) < Equation: 124

This is a linear function. In discriminate analysis equation 1.22 is known as Fisher's linear

discriminate function. As we have seen, this discriminate function is optimal for normally distributed
classes characterized by the same covariance matrices, but its usefulness goes beyond this. ltis a
robust function, which (although not optimal) can be used with good results if the class distributions
have the form of “spherical clouds”. In fact, even if it is known that equation 1.21 - and not equation
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Equat i on:
t he observation, Xs,

speaki ng swimzoey@beio |t
for classification purposes:

rejected by the rule’

" J o+ P(r) i

probabil |t

rat |or|
consists

QDR ICRARD R

1.5 1i.e.

Dads f ac pt

regl ons: -, ~

f uncti ons; yand P(-11

plus the probability

gl'/ US2004/ 002438 '+

the probability that the identity claimwas correct given

of sone ot her speaker

is attractive to use the a postepcergsomnoiiadi ity

the identity claimis accepted or

_ if c7ji) 2 c¢c'j T:j |

5' le {\I Fi gyt Etl?e]in ﬁﬁhﬁs@hr‘ninﬁﬁé FEHRASH, Ehtﬁrﬁonf 52 ﬁ'nﬂﬁy)éld\@etﬁel' %@%?Raﬁdyﬁﬁr% F’!kehsTEe
ensities over he

causes tHEWB§V%Em€PWdWwPate to be greater t han 0 A classifier that uses

this decishgsyustitne .21ss thatitdnesl iraiteBapmple ebtpiss idfffical to oblzin mﬂ@stmﬁaése‘om1 a Bayes

REL R R
4 Equatron 1.9 where L|t

Equat i onypelird® cidssikier i IEess?%eﬁsrfwe(to eétin%t'ér} en%?ﬂb?ﬁcb% deperkibned 18 pRhAH drtfs t he
) are unknown and can only be

(not 1) was

,Z2 lcelfllocrd

Equation: 1.6

JJ~ P(- T
~~y ~ 4 Equati on: 15 r + H) P(

= {21 PUM~ P(n4l)j 4

e eRIder moteats (ha e 'r'sror rate of any practical decision strategy is

bound to have an error rate which on average is not
Probabilities & Risk Mnimzations The average error
rejections of target speakers (TA errors): Er =r

-t'erm;

4 Equation: 1.12

| ess than the Bayes

which are easier {0 estimate than S7 and S2 (the second order moments). if needed, the linear

classifier may be further simplified by assuming S to be diagonal, or even S equal to the identity

matrix.

Example

Figure 2 shows two examples of 1-dimensional density functions for two normally distributed

classes. in both examples the Bayes decision surfaces are quadratic, because the variances are

different

‘ ] .
Cgiq =16,035 =1)
In case one the means are:
p1=13, pz =17

and in case two:

M= 15, fiz = 2?

Assuming equal priors, we can determine a decision rule using equation 1.21:

IR =1  +

Hence we have the decision rule;
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and acceptances of inpostors (IR errors): Equation: 1.13 Using a posteriori
probabilities to cl aSSI fy sanples is essentially the same as classifying
accordin m1ikelihood. The overall errof rat
dependensvégwﬁﬁgﬁr“guatlve nunber of inpostor and tar ge?@M‘%ﬁ?al s. If
i npostor trials are much nore frequent than target speaker trials, then it
pays of too classify sone'sanples as class -1 even if class | is nore
IikeI y, because the overall absolute error is nore dependent on E-1 than on
In other wopds, E-1 is mnimzed at the 66 WO 2004/ 099940
PCTI uszﬁmlgioz ﬂménsﬁ'mKﬂ&Ehy way =t 48:81 ance these error rates
opt i mal W probabilities to reflect the relative
nunber of i npos g Speaker tr| als (object attenpts). Assigning prior
probabilities is only one way of balancing TA and IR errors. Cenerally the
two types of errors may have different consequences and it may therefore be
desi r althg efror ratield eve a bal ance which reflects the cost of
m sclassification. In this case P(l1) and P(-!) are replaced by: ~I}
.P(1)dA-,1C) Equation: 1.14 CTe' T P* ' C7( T~.,) .( Equation: 1.15
where C( M "r) 45 the cogt of classifying an "T-sanple as |. The
cl assi f fati=on E,Ege-li—e ording to risk and not a posteriori probability:
rr RUN) Cfl,|yls 113 4-fEquation: 1.16 PCB.2" Anal ogously to equation 1.6
we have the dedl b‘%ru cide accept if R(II "r ~ (1) Equation: 1.17
reject othefts E br@jﬁtl C appr oach to the problem of bal ancing TA and
IR errors is t de a priori acceptable error rate for either E, or
Ea', and th&h J&s%l s to determ ne t he decision surfaces (and by extension
P(1) and P(-1)). Watever way is chosen, the real problem of estimating the
class |ikelihoods,

In the linear case we have from 1.22;

LR{;:] =] < Equation: 127

¢

= %{.’11 + #;2) < Equation: 128

which leads to the decision rule

Cless1 £z <16.0

Decide { Cless 2 otherwise

f j L
With the error rate (D.%ﬁ + 0'16:]-; a m~ 28% The Quadratic classifier is here significantly
better than the linear classifier. In case 2 the corresponding decision rule becomes

Class 1] Uz <242 Vv 22314

Decide { Clags 2 otherwise

for the quadratic classifier and

Decide Class 1l fz2<21.0
Class 2 othorwise
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P2110 and remains the sane. Probability Estinmation One approach to

I mpl enent i ng a decision rule is to separately estimate the probability
densities a8 égg\%) 2004/ 099940 PCTI US2004/ 002438 PO1lpcamd206soe2sidie test
situation - use ayes rule to convert likelihoods to probabilities, which
can be used in place of -'(1-1X) This solution, however, is nore extensive
than required, since_ the verification (which by virtue of It's utterance
transl at f%ﬁ‘%@%ﬁ@gs@fbmﬁ&ﬁfa%ﬁ"&f @Eﬁsé'é‘% esReBBIYAR0S PR 3PAQiSen 4dicB Mery he

| Ihkeljl hOQtdalrfat]E Bk ded?diol’\)mles Retativiely) the §radrdtidQeddionfrufkls, Mowe\}eﬁ, s't{H:%ﬁf&ﬁt_}yLR( >]<-) B
the decision tunct - EBquation: 1.
sill PI' "?oct‘” r?% Jrh’ss? %}egg‘égqgssquagg}'%% agﬁ? séoé'er\d%e%' %®n class | and cl ass
-1 is characterised by. LR(2)=1A For classification purposes we only need
to know on which de of the deC|S|on surface the test 5 sanple X falls. In
t he exarrppe(ﬁg i@l AhPs surface is the si npl est possible: a
single ‘-153 ?{%e dé &.ﬂ,@g decision threshold. A distinction is
made between par gl k?) anetric classification. The difference
lies in the prior assunptions that are made about the class distributions.
Paranetric classification assunes

has the same small error rate as the quadratic decision rule. Hence, the difference in performance is
here caused by the assumptions about the prior distributions.

( Linear versus Non-Linear Decision Surfaces

Assuming a priori that the solution to

LR(@‘} — 1 < Equation: 1.29

is linear in T simplifies the design of a classifier. Non-iinear classifiers are more powerful, because
they allow the solution to 1.29 to be drawn from a larger set (which usually includes the linear
solution as a special case). There is, however, nothing limiting about assuming linear decision

surfaces, since the linearity refers io 5 , but the vector T may be “preprocessed” before being
given to the classifier. Assume, for instance, that the optimal decision surface - in a given 2D

prablem

\ (£ = t$l= '?Z}T)

has the form
% 3 - \
Ari+Bz3+ Copps + Do+ Epa+ F =1

A linear classifier is able to implement this decision surface if the classification, rather than in terms
of %y and x; is done in ferms of

(B1(8): b2l F): ) a (2 A (EN)T
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that the sanples to be classified belong to a narromy defined famly of
probability density functions, 68 W 2004/099940 PCT/ US20041002438 wher eas

non- parametr | c cI assification makes only weak assunpti S’Qﬁ'{}fsg z %{}g pri or
di stri b¥QP09%¥nce, non-parametric ciassification i 8‘5‘019 l
whereas paranetric classifiers are easier to construct, because they have

fewer degrees of freedom Paranetric Cassification As an exanpl e of

par aneiwhdre cl assification, we m ght assune that the classes k.7 = 1' 2) are
characteri sed by normnal probablllty densities: ~V "r 7. i , T t20 1 r7 7~
-O’e kx' - Ga~~ In this case: Equation: 1.19 J-A |s glven by Equation: 120
"t Equa%f 2 ~)Tsj' (z- ~~+?~ zl~{~ IS IIf" This is a quadratic
functi ol ﬁt herm)re assune that the two distributions share the sane
covari a,ggﬁy tﬁlX S2 =S, this sinplifies to 69 WO 2004/ 099940 '
PCTI US2 02438 = --1 = Equation: 1.22 Rm~I gBtl WNnt r vh~ Gdr aB6ab~ent s

ow peég(x G238 B EFn a

$(Z) = m

qﬁ'_g (5:‘] = &3 <4 Equation: 1.30

nint

In other words, the 2D quadratic decision function can be implemented by a linear function in a 5D

space.

| Non-parametric Classification

Figure 3 shows a realistic example of what the class (speaker or the object) distributions in a
speaker recognition system or an object recognition engine might look like.

The assumption that the observations from a given speaker are drawn from a normai distribution is

here reasonable.

Fisher's discriminate function is suitable for discrimination between any two speakers (and in this
case comparative to object containing any given data source), but is obviously a poor model (in 2D)
for discriminating between one target speaker and the remaining speakers in the population (a line
can not be drawn which separates an individual speaker from most of the other speakers in the
population). In fact, the impostor class is oo complicated to be modeled well by any simple
parametric distribution. This is & cornmon situation for many pattern classification problems. A
number of techniques exist for non-parametric classification and probabifity density estimation.
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ai Gsai at ari Bais | , L Figur 2 Two classes were the Bayes classifier
uses quadratic decision surfaces. Left: The classes have simlar neans:
15, p. 2= 1o Rh@@Rbessdhe cl asses have different neans: =15pcerRioolodshe right
exanpl e, the Bayes decision surface can be approxi mated well by a linear
function. where =r1(91 - 92) 4 Equation: 133 i+ = (t J ai + 92) 4
Equation: 1,24 i r f" This is a linear function. In discrimnate analysis
equation 1.22 is known as Fisher's linear discrimnate function. As we have
seen, this discrimnate|function is optinal for normally distributed
cl asses characterized by the sanme covariance matrices, but its useful ness
goes beyond this. i robust fy , whi ch (although not optimal) can
be used with good r- LH "ET N.ributions have the form of
"spherical clouds' ¢ InA kawn t hat equation 1.21 - and
not equation 70 WJ 206 8 1.22 - is the optinmal
di scrimnate functl g atter results (Raudys and
Pikelis 1980). Theg .21 is that froma limted
sanple set, it is g es for SI and S2. This is
especially true i | , inear classifier is |less
sensitive to esti . i né oixdence is primarily on the
first order nonent - i

Figur 3 Probability distribution of 2D samples drawn from a set of ten different

Non-parametric Probability Density Estimation

Given a iraining set of samples with known class membership, nonfparametric probability density
estimation is the problem of constructing a PDF, that approximates the real PDF characterizing the
classes without assuming anything about this function other than it exists.

Histogram Rules

The simplest approach to non-parametric density estimation is to divide the feature space into
volumes v of size h®, where h is the side length of a D-dimensional hypercube. The likelihood of a
given test sample, g , can then be computed by identifying the volume, v(fﬁa }. to which it belongs,

and computing the relative number of fraining samples that fall in this volume:

() = . (r.:(:z:))

l\? h « Equation: 1.31

75



P't & 11,2. which are easier to estimate than S1 and S2 (the second order
may be further S|rrpI|f|ed by

nonent s) .
assum n
Fi gure

normal Iy distributed
because the vari ances are
Eﬁ@iﬁgr 15,1, x2=17 and in case two: P
or i or s whete | SR(ZAL s dhe Aumberol gampies At fLin e ohim. o
Equat it @4 tothl inter of sample§ th the training sefV1:22 RRBarbstNeidhbitid! | on:
71 WO 2004/ 099940 PCT/ US2004/ 002438
rate is } (0.30 + Ox In the

are quadr
t he neans

have the decision rule:
15.3 V z>18.9 2 Qecr'ts=is The error

ifa::~,

| f needed,

S to be di agonal
OROHLPMY exanpl es of 1-di mensional density fdf
In both exanpl es the Bayes deci sion surfaces
different (a-

atic,

fhe linear

cl asses.

cl assifier

or even S equal

to thé-i dent

16 r=1)

:@pgﬁ@

In c
Assum ng

2i5p oh B bolores, Ros ) =

Exanpl e

ase one
equal

1. 26 Hence WE‘

isle dassl

| i near Nearset ighbaw & DF restimatiof Pemdvegithie ipablerild Beledtip the phrdyetér HEgueattingthe 129
sizes of the different volumes vary so that a fixed number of {raining samples (k) fall in sach volume.
The result is a so calied Voroni partition {tessellation) of the feature space. An example (k = 1) is

given in figure 4

Like the histogram rule, however, the probability density estimate is discrete:

two neighbouring samples on different sides of a cell boundary generally have different likelihoods,

despite the fact that the distance between therm may be

Figur 4: Voroni partition of the feature space resulfing from a 1-nearest

neighbour

Functions

An alternative generalisation of the histogram rule is to compute

{Hand 1982):
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which leads to the decision rule Clam1l1l if z E 16.0 Dcszade f Cam 2
othinvise Wth the error rate (0.40 + 0.16) f 2 "° M The Quadratic

cl assi fi erywhSoehgge8esp gnificantly better than the Iinear P@Wb&_ﬂo@f_‘ssl n case
2 the correspondi ng deci sion rule becones Doc>. de 1Chss 1 if x::5 24.2 V z
31.4 C%c 2 othaeiri.le for the quadratic classifier and Dcade C sl if
x-'"21.0 Ca 2 othCTw.S4 72 WO 2004/ 099940 PCTI US2004/ 002438 for the |inear
classifier. The ajye, ej_err -r-g‘ﬁ, s are respectively_0.007% and 0.03% which
very smap(‘i‘ﬁo:: th dﬁg Ct Tatively, the®4tidti’ati c decision rule
i's, however, sti ;gg_g fi tity more accurate. This is not because it is
quadratic: a linear decision rule such as .DLi do a 2 tham+9e~ has the sane
~small error rate as the ggs]ratlc decision rule. the difference in
per f or nditee ghape of erkeme Isipterrieesdhe oigncieiatics 8 £ tFFvelrptm@era uniform

di stribytigns. Linear versus Non-Linear Decision Surfaces Assuming a priori
that the solution tot i (rn =1, - Equation: 129 is linear in 2
sinplifies the design of a classifier. Non-linear classifiers are nore

power f ul , becaus{ thg/ﬁ-gzl;s[ovglﬁell]@ sol utlon to 1.29 to be drawn froma | arger

set (whi gif g'g}lﬁ| yin linear “soTutTon as a ¥PE'al case). There
is, howeve not * about assuming |inear decision surfaces,
since the Ilnearlty refers to 3, but the vector X may be preprocessed
before being given to the classifier.ﬁ me, for instance, ﬁ.g% t he

opt i mal edsanbiglydends tr tha bistogramrula, wieveas j$ & bdrdinuolix funciioxEhen < 7 3)sT)

continuous as well. Gaussian kemels are a popular choice:

'f K{fi= 1 "i‘-‘}’P(—U 52 . ) « Bquation: 1.34

S

Since ‘ﬂ;ﬂ approximates a PDF, it is convenient {o require
f K{f)di_m — 1 -« Equation: 1.35
J#
K (,f) Z 0,'\""5?: <+ Equation: 136
| | BE)
because this automatically means that is a PDF.
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has the form”p n 7~ . ! +BLI7 1), TCXIX --2+ - DI +Ez} T.C=1A
| inear classifier is able to Inplenent this deC|51on surface if the
classification, rathef than In terms of xr and *2 is do ns_ of (01
), 4&(1), WQ 3040934 £y)+ 73 \WD 2034/ 099940 PC [ US2004/ oo?z&gé’gﬁwg%%z() =z
ZiX QAS) = X-3 ( (TO = X-2 Equation: 130 In other words, the 2D quadratic
deci sion function can be inplenented by a linear function in a 5D space. -
Non paranetric Classi,lcation Figure 3 shows a realistic exanple of what the
cl ass (speaker or the object) distributions in a speaker recognition system
or an object recognition engine nght..lotk.like. The assunption that the
observations froma given-speaker “ar e dramm fr0n1a normal distributionis
here reasonabl e. Flshegﬂs drécr|n1na£e Tunétlan |s SU|tabIe for

1 »-case conparative to
|s ebylously a poor nodel (in

..n'

....
-

i ndi vi dual spess .-r ? heg akers |n the populatlon) In
fact, the i ). y : il i beitredel ed wel | by any sinple
paranetric dEssd-bil A ¥ S, 'non fior many pattern
classificati&n py op.l,.en’sf."" “"f{ F ex'l st for n:on paranetric

o
3
e,

Figure 5: Likely Hood

Likely hood

Figure 5: Kernel estimate of the density function corresponding to figure 3 The kernel functions are
generally placed non-uniformly in the feature space. Hence, as opposed to the simple histogram
rule, some regions of the feature space are not "modelled” at all, and in others - where the density
function is complicated - several kernel functions may overiap in order to model the density.

For instance, to approximate the density function shown in figure 3, it would be reasonable fo use 10
kernels, with the cepters corresponding to the center of each of the circular regions into which
samples of a specific speaker fall. In this case h should reasonably correspond to the standard
deviation of a given speakers data. An example of this is shown in figure 1.5, where Gaussian

kemels have been used.
Nen-parametric Classification

The purpose of estimating PDF's is to be able {o compute a postheory probabilities, which can be
used in decision rule 1.6. It is possible, however, to implement 1.6 directly, without this intermediate
step. The way to do this is, basically, to partiiion the feature space info regions and label each
region according to which class samples falling in this region (probably) belong to.
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It Figur 3 Probability distribution of 2D sanples drawmn froma set of ten
different Non paranetric Probability Density Estimation Gven a training
set of sanphegesdebdigknown cl ass nenbershi p, non-paranetr peThicoRIB14BE Y
density estimation is the problemof constructing a PDF, that approximates
the real PDF characterizing the classes wthout assum ng anything about

this function other thap_it exists. H stogram Rules The. si.nples roach to
non- par a'rtrﬁt“f’fn'lar%gﬁg f %'?)” @g tkl'NrF&fsiSt(s)'ﬁe'?@ow 33 g@?a%ee”sfe B gor f l@%ﬁ%l'? F le’c’r'r'g pee é{ “%r%? 0

vol unes eachivominize!l hecoudingrie which slasstibe ety bithe & berofiesin Bediefrbelenm e

hyper cubg kiagebblsebidaeadvibe fecelwigd itghr t est sanple, .7, can then be
conputed by 1"dentifying the volune, v(=0 ), to which it belongs, and
conputing the relative nunber of training sanples that fall in this vol une:
p Equation: 1.31 75 WD 2004/099940 PCT/ US2004/ 002438 where TOM is the
nunber of sanples that fall in the volunme, VW to which 9 belongs, and N
the total nunber of sanples in theftraining set. 1.2.2 k- NgsirgsthNei ghbour.
Near est nei ghbour PDF estination renpbves the problem of selecting the
parameter h by detting the sizesfof the different volunes vafy so that a

fi xed nunber of tTaining sanples wall in each volune. The result is a
so called Voroni partition (tesgellation) of the feature sgacg. An exanple
(k =1) is givenin fiﬂure 4 Lfke the histogramrule, h t he
probability densi#y estimate i ¢ discrete: two neighbouring s | es on
different sides oF a cell boundary generally have different fikelihoods,
despite the fact that the disfance bet we®n t hem may be Rul efarbjtrarily
small. The Voroni partition/f al so has a

& ¢ &
{
& [ ]
g e o xl a2
&

- ; Class |
&

o

Figur 6: The perceptron (right} forms a hyper plane and classifies samples according to
which side of the hyper plane they fall.

Ciassifiers can also be based on kernel functions. In this case the requirements to

the kernel functions K(} are less resirictive, because the constraints of a PDF do not have to be
( fulfilled. The Radial Basis Function (RBF) network is an example of a classifier based on kernel

functions.

Basis Function Radius Maximisation

For RBF networks a structure can be imposed on the basis functions by considering the radil of the
basis functions:

B{f} =K (’%& ) 4————  Equation: 1.59

the smaller h is the more “spiked”, is the basis function. A spiked basis function is only sensitive to a
very small region of feature space and may well signify over training. Wide basis functions (h large)
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boundary problem because some # cells may have an infinite i
volume, which neans that sanples falling in these cells have an

estimated 1ikel |4rl})ood of Figur 4: Voroni partiti on of h{};[ev@ ace
resul ti n ‘-’f%"BW nearest zero. nei ghbour Kernel ﬁﬂhﬁﬁﬁé%per native
generalisation of the histogramrule is to conpute as a sum of ker nel

functions (Hand 1982): 76 WD 2004/ 099940 PCTI US2004/ 002438 Y Equation: 132
p The stuepe lande wdiandd thedpatiresmce; e targanh irdbe mor tehbasisfmsfionstesersbies a For

i nst angg,nf yiyl \I'Hl?élmls a‘ﬁv@i}s”'é:‘cltwer. H@né’e b hetlolc hjameb to HavéRHlrbdins m&%?hkeikftcﬁke out

-W se essentlal eads é |stogiramru e, whereas if K(x-)is a
cont i ng®ade g@ﬁ@!@% Wetrﬂcgnﬁhg(l bg ¢xpanded to the point where it does not signifi ﬂy impair
the classification performance on the training set.

Classifier Ensembles

it is & problem for many models - in particular neural networks - with even just a limited complexity,
that the training algorithms used for estimating their parameters are unable to defermine the global
minimum of the optimization criteria, but only succeeds in determining a local minimum. For this
reason it can be useful to frain several classifiers on the same data, and use these networks to
create a new “super” classifier. The combination of different networks can not easily be done in the
parameter domain, but nefworks representing different local minima are likely to model different
parts of the probiem, and a classifier defined as the average output of the individual classifiers will in
general performn better than any of the individual classifiers: if the individual mean sgquare error rates
(equation 1.40) of N classifiers is denoted,

Erseees By

t can be shown that the expected mean square error rate of the ensembie of classifiers is given by
(Perrone and Cooper 1994):

N
E. i bis = _I%-_.Z z E;i sf————  Equetion: 1.60
=1

provided the networks make errors independently. Hence, as long as the errors are uncorrelated,
the performance of the classifier ensemble can be improved by adding more networks: the mean
square error rate is cut in half each time the number of networks is doubled.

For percepfron type models, networks representing different local minima can be created simply by
initializing the weights differently (Hansen and Salamon 1990; Battiti and Cofla 1894). In
Benediktsson et al. (1997) individual networks (perceptrons) are trained on data that has been
fransformed using different data transforms. Ji and Ma (1997) propose an algorithm specifically for
selecting and combining weak classifiers (perceptrons).

Speaker Verification

Speaker verification and object handling in a randomized environment is a pattern recognition
problem, and conceptually it is a very simple, since only two classes (pattemns) need to be
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continuous as well. Gaussian kernels are a popular choice: 1 ~(2) Equation:

1.34 Since approxi mates a PDF, it is convenient to require | y K(Y)tea 135 1
KM > Equa (g g because this automatically means thaﬁcﬁﬁgz\dw@z@;gPDF 77
WO 2004/ 099940 PCTII82004/002438 0.12 0.1i.. 0.06 go.06 0.04 6 -- 66

46 422 00 X2-2-2 Figure 5: Likely Hood Likely hood Figure 5:
Kernel estimte of the density. funcgtion co r ondl n to figure The ker nel

funct i ondscimiatedciRentReFkes A BECt oA RSP ‘h Ph L3 f’%‘é(tt%? SRR Wqence,
as opposmirséso:n tHecfeatunespaceh iTse daps distributiosheare somﬂex argl rouss ingiractitrebd madelle space

are not Eﬂg%‘éhl gglme@{c t%ghiqu%n&dré\ nEIBRE Sre” atﬂ’gaﬁxfeeclésgiﬁergﬁ:'?g}oﬁéms o%%tlﬁin%n I s

conpl i cat’ evera ne unctions nmay over] I'n or t he
densi t y. their discriminative training schemes enable them to focus the modelllng on the regions of feature

space that discriminate speakers or objects well.

A problem with many training or object leaming algorithms, however, is that they are unable to
guarantee optimal values of the model parameters. In this case structural risk minimization
techniques can be used for placing constraints on the models that enhance their ability to
generalize. A different approach to the problem with -sub-optirnal- parameters is to use ensemble
technigues: An ensemble of simple sub-optimal classifiers can be combined to form a new more
powerful and robust classifier. Ensemble methods are attractive, because the error rate of the

classifier ensemble, in principle, is inversely proportional to the number of ensemble members.
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For instance, to approximate the density function shown in figure 3, it
woul d be reasonable tqQ use 10 kernels, with the centers corresponding to

t he cent h of the circular regions into t ch specific
speaker sé??&“ﬁﬂﬁf%ls case h shoul d reasonably correspoﬁggRggiﬁg%ggﬁndard
devi ation of a given speakers data. An exanple of this is show in figure
1.5, where Gaussian Kkernels have been used. Non paranetric C assification

The pupppendix 2s0bject Andlipsis ExerhplifiedByc-RBF Basad Phomesideory
probabilities, which can be wused in decision rule 1.6. It is possible,
howeveModelmgpI enment 1.6 directly, without this internediate step. The way
to do this is, basically, to partition the feature space into regions and

| abel each region according to which class sanples falling in this region

( pr obalbhiy pxdveplecpresents. a JBsiiD aPhdegiee.9thih cRCPE Bedir P88 It is not hard to

see hoyudrhsiok 2RQERM |eM'rBh9@r'& lsrtu |b§ viQ@Qd Q?e%éﬁw%@ Jf Q%e@ﬂo%%%tfcbﬁ@% ngd i i mply

| abel _each Voroni cO | ass of

sanpl efor pay giyee obisrl d %3” ‘éﬁ?l':tqeﬁ'ﬁ’”&l 8 F%"’I“d‘l‘?t %tl!ﬁt? !9@%@’ e qver[fjg pi ece
W se | bf@Bich it Gpersiss and relies lon thevieattre eﬂfach&rﬁ:mcess o db this: anﬁ}eass sihovrs tgeir 6: The
percep ccording to
whi ch él gt' o?m@ﬁ%&l'ﬁg s%éérmatzﬁa &Wcﬁ%e maﬁ&} F M%Q% §€s1 Etlil Jg‘r- gésgc"?e%[]% % éﬁas ed on
ker nel sifnach hidies Markeviphpnemedmaget, n@dﬁletmuphenme@gmnw Be almrtwelof functions KO

ar e 'eﬁMaﬁiszBbﬁbhb \herdRE AR 4 LoeMBRdes 8t ﬂﬂ& %D@Jre@dﬁ e SQiddRlie PaNS i O De
fulfilled. The Radial Ba5|s Functi on work 1s an exanple of a

cl assi ‘flrp%rat the state t@qsrﬁ@}snye '?"Cﬁﬁ%f’haﬂﬂ%s shoul%i Ideally be continuous, but this is difficult
to model.

After the phoneme segments have been identified, a new feature extraction is performed (section
1.1), whereby sach individual phoneme segment is re-presented by a single vector of features. A
feature vector representing an entirephoneme observation will here be referred to as a phoneme
vector:

)

When the phoneme vectors have been extracted, the signal no longer contains time informiation; the
fact that the phoneme vectors were measured sequentially over a period of time is irrelevant and
contains no information about the speaker .

identity. Further the binary form of the voice print is “created” on a (true) random utterance model,
which makes the binary object enfirely unique. What this essentially means is that the vector model

n
becomes a random vectomn

The basic feature representation used here is in terms of filier bank energies
and the phoneme veciors therefore need to be normalised in order

to efliminate the signal gain (section 1.2). Following this they are subjected fo
a transformation 1 :

¢ =T(J)

before finally being passed as input to the RBFnetwork, which computas the
speaker probability:
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Basi s Function Radi us Maxi m sation For RBF networks a structure can be

| nposed on the basis functions by considering the radii of the basis
functions: wp feladebsen: 159 B(X-) = EL the smaller h is theraseicepisked”, is
the basis function. A spiked basis function is only sensitive to a very
smal|l region of feature space and may well signify over training. Wde basis
functions (h, Large) 79 WO 2004/099940 PCTf US2004/ 002438 cover a | arge

vol ume of P{#edt pat ure space; the larger h is the nore the basis function
resenbles a sinple bias which is always active. Hence, a network trained to
have large radii is nore likely to be able to generalise; the radii should

be expan ed t% q[p0| nt where it does not significantly inpair the
cl assifi Eﬁ’T‘% eE%?l”%‘rmance on the training set Classifier Ensenbles It Is a

lor oblt e(rjn ﬁﬁﬁneﬂawramd@, r$a ﬁmbti&n@?ﬁﬁohﬁﬂé a:fntdiﬁldﬁa’iéu @@ém&ﬂﬁ% Wi t? evten Jutsth a
imte co rain or estimating their
par amet e?%d ¥‘Ef§%%Ip5°?98"ed’éﬁa§?%aﬁeem?rﬁ)gva&?%%£ or agéfﬁ Wﬁéjﬁl the optim zation
criteri aaprmsch 8 necssseydenpresent thetpbentmes iy a&xémmbemfmaimm For this reason
1 can DEUSBINY achQ b liding A4REALegfbASH Wil Bk hBfenpAl® data, and use

t hese net eate a new u er a55| The conbi nati on of
di f f er entegmenig mt%ae@mbem gt SUéégevmﬁgﬂfSo@rfemdeﬁOt%d'ﬁifa&t&Wé*ﬂf@rM%crvﬁﬁes But

net wor K Sthe @RérRERHhddeg PisitieatsBientionicheinad /8 are |ikely to nodel different
parts of the problem and a classifier defined as the average out put of the

I ndi vidual classifiers will in general performbetter than any of the
I ndi vidual classifiers: if the individual nean square error rates (equation

1.40) of N‘lClé&rﬁ{gStégrnéw" HM%I%QE n@nta{ﬁ? fcaf'u@@;ﬂaet(}r? é“gﬂg’l’@nstaﬁ I%?e pect ed

nmean square error rate o he ense assi ers 'S Perrone
and Cooper 199 frampgriengsh xsadjustgd to bECFt'] drtegen fracjion f the total phoneme segmen

Computationally this may be relatively expensive, but the advantage is that the entire

phoneme segment is used.

2. Select a fixed number (V) of the existing frames as representatives of the phoneme
segment. Several frame selection sirategies may be considered:

a. Linear selection: select N linearly spaced frames from the phoneme segment.

b. Sub-segment selection: select one frame from each sub-honeme ségment. In order
to promote homogeneity of representation, the selection should be done
consistently; e.q. by always selecting the center frames in each sub-phoneme
segment modelled by separate HMM states. This is motivated by the hypothesis
that center frames represent the same point in the “moving average® transition
which the speech signal undergoes in the phoneme segment.

c. Maximum Likelihood Selection: select the frame from each sub-phoneme segment
that has the highest likelihood.

After the relevant frames have been identified, the corresponding feature vectors are “concatenated”
to form one long vector,

Selection schemes 2A and 2B are quite similar; it has here been chosen to use 2B as the frame
selection strategy, because in connection with ensemble methods (see saction 2.7} variations in the
frame selection strategy can be used for generating "different” phoneme models for the same
phoneme. Selection scheme 2B can sasily be varied by selecting, e.g. the right or left most frames

in each sub segment instead of the center frame.
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1Y ~i provided the networks make errors independently. Hence, as long as the
errors are uncorrel ated, the performance of the classifier ensenble can be
i nprove i nmor e- networks: the mean square err in half
each tiﬁ%ﬁgﬁﬂgnu er of networks is doubled. For perceS%?%@%?wﬁém%%%els
networks representing different | ocal mninm can be created sinply by
initializing the weights differently (Hansen and Sal anon 1990; Battiti and
Coi | s Neerhplisation Benedi kt sson et al. (1997) i ndi vi dual net wor ks

ot o RErBiEa] whlf i ot bRk e B i b11RS <0Bth lills il P HaBbERI i by 1, ©
sel ect conyoliadd Theoyidriahpaiy deneadis Qﬂth%mehkm spe(ableg wm@mganmmmner. i cation
Speake&e‘éﬁélb%b%&ﬁ%n%‘u@w mlmmmle'an@mer}e&r&maemﬁ@Tﬁi@%&ﬁ@é}?nt is a

pattern recognition lem and conceptually it 1s a very sinple, since
bl y 1 TS 8 e atppie Gy o 6 B onseother EPPIOR 09 g8t Pe-AeTPeIsEB04? 000333
di scri mtﬁaélﬁﬂspée&h@&!cemaklbg&mﬁlc ﬁlbsjrﬁﬁ'tk rfe;mésentamsm:ssd hérlﬁ.vm\sle'heam%ats not
easy t t S the feature space. The cl ass

distri g"u ﬁt&s]%aosg{e?g'ﬁ{?p%m&ﬁ%ﬁ' &%{'h%ﬁ practice be nodell ed using

non- parametric techni ques. Neural networks are attractive classifiers for
problenms of this kind: their discrimnative training schenes enable themto
focus the nodelling on the regions of feature space that discrimnate
speakers or objects well. A problemw th many training or object |earning

al gorithnms, however, is that they are unable to guarantee optinmal val ues of
the nodel paraneters. In this case structural risk mnimzation techniques
can be used for placing constraints on the nodels that enhance their ability
to generalize. A different approach to the problemw th -sub-optinal -
paraneters is to use ensenble techniques: An ensenble of sinple sub-optinal
classifiers can be conbined to forma new nore powerful and robust
classifier. Ensenble methods are attractive, because the error rate of the
classifier ensenble, in principle, is inversely proportional to the nunber
of ensenbl e nmenbers. 81 WO 2004/ 099940 PCTI US2004/ 002438
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Appendl X 2: Object Analysis Exenplified By RBF Based Phonenme Mbdeling This
exanpl e presents a classifier architecture, which can be applied for speaker
verification at the event |level, however it is to be viewed as exanple of a
met hod t haWocoHeP9B® used for any gi ven object data typECHYRPMYUIEErior - o
RBF network - is itself not ableto identify the events on which it operates
and relies on the feature extracti onprocess to do this. Figure 1.1 shows the
classifier architecture schematically. H dden Markov Moddel s are used for
segnenting the speech signal. A hidden Markov phonene nodel, nodels the
phoneme segnents as a m xture of normal distributions, where the neans and
covari ances of the m xtures change at discrete points in tinme: at the state
transitions. The discrete changes shoul @ially be continuous, but this is
difficult to nodel. After the phonene wents have been identified, a new
feature extraction is perforned (sggilonr.l.l), wher eby each indi vi dual
phoneme segnent is re-presented by p vector of features. A feature
vector representing an entlrephonene obg#eyation will here be referred to as
a phonenme vector. A Wen the phoneng~Vg have been extracted, the
signal no longer contains time i¥ “hact that the phonene
vectors were neasured sequenti a time is irrelevant and
contains no information.abol —Further' the binary
formof the voice prlntDIS A G g . m utt erance nodel

whi ch makes the binary Bbj ectfNes ey o7 i3 is essentially nmeans
is that the vector m)éeg Jbe \i.ﬁ,-.ﬁfd%ﬂ/ e basic featurg
representation used herg is i ’ «Q?’m *’@ ergies and the
phoneme vectors therefage nee der to elimnate the
signal gain (section 1.2). pj ected to a
transformation 1 : before fid& to the RBFnetwork,

whi ch conputes the speake; [ obabi I.ty: . e
TRANSFORMATION

. & & D e & ¢

Center Frame i Center Frame 1t Center Frame 111
I i I |
i H |
{ ' )
1 ]
] [
1 2 3 >4

— et e i [ — -

- e e
- ——— e

Figur 7: RBF petwork
bank is used. Energy outputs below one are discarded; they most likety repre-
sent noise and due io the singular behaviour? of the log function, it is best not

to model these energies.

In the logarithmic energy domain, the gain factor becomes an additive bias:
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82 WD 2004/ 099940 PCT/ US2004/002438 F(I1 "1) Franme Sel ection Phonene
durations are a function of phonene context, overall speech tenpo and other
factors; rations are highly variable. Fotf a static nodelling
approach‘$¢w£§&§g%@ssary to represent the phonenes by aBCTAERMAMNBES of
features. This can be done by using the Markov segnentation, where each
phonene is segnented into a nunber of sub-segnents corresponding to the
different emtting Markov states in the phonene nodel. Possible
representation schemes are: 1. Conpute a ngwoxari able” frame segnentation
(and spg, gﬁﬁﬁﬁ@a&gh&g{ 14oh§$‘ efe—ttre new frame length is adjusted to be
an i ntege raction he tdtal phonene segnent. Conputationally this may
be rel atively expensive, but the advantage is that the entire phonene
segnent is used. 2. Select a fixed nunber (N) of the existing franes as

r epr es dakiag thedeg(odf atvhordigtpasass thabieipgf) furgtioreis abplitd tormy- sel ecti on strat egi es
My be AR Emnt. Biewide)BRioR BhililRbn of ek dMiblagar | v spaced frames from

t he phonene segnent. . b.. Subp-segnent sel'ection: sel ect one frame from each
sub- horeases &eh ﬁ?a'errsrﬁda?fh@?uﬂlpg%’) Breyavactpipierarnbh Sincp sedle isait ielewattat i on, t he
sel ect iphBnefOrectdrdge dnmed dass st | y; e.g. by al ways selecting the center
frames in each sub-phonene segnent nodell ed by separate HMM states. This is
notivated by the hypothesis that center franes represent the sane poinft in
t he "novi ng aven —transition which the speech signal undergoes in the
phonene segnent . xi mum Li kel i hood Sel ection: select the frame from each
sub-phond |se e t$§t=|=|dt has &he—hi-ghest [gf@lhhrood. After the rel evant
franmes have beeyzEdentified, the corresponding feature vectors are
"concatenated” to formone long vector. Selection schemes 2A and 2B are
quite %hg;gcggnbﬂgéno%% here been chosen to use 2B as the franme

D
”SE’I|=S,’Z$§=S D Equation: 3
=1

The gain can therefore be removed by computing the norm of,

isz1)

and subtracting the logarithmic norm from the filter banks put out:

7 =log(5Z) —log||SF]| =logZF <« Equation: 4

To further homogenise the data, the vector:

—e

¥
is here normalised to have norm 1
If an independent gain factor is associated with each filter bank channel, this results in a bias vector

being added to the feature vectors. This type of gain can
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sel ection strategy, because in connection with ensenble nmethods (see section
2.7) variations in the frame selection strategy can be used for generating
"di f f er entwopbmweessmo nodel s for the sane phonene. Sel ect pgm/UseHRmB2438 can
easily be varied by selecting, e.g. the right or left nost frames in each
sub segnment instead of the center franme. 83 WO 2(404/ 099940

PCT/ USZQQt%Oe%An%éd bP]IfH oRRY b%@'p@%{:ﬁﬁn@éﬁ?&@at ,tt?] cérnﬁstééd HeSomB@lied for by

representation of speech n 'S e signal gain is not well
cont r ol PEitng eV YRR eqjéqyﬁua)gb RERMEIePAC speaker s speaking | evel, the
di stance to the mcrophone, the angle between the nouth and the m crophone
and the Iz Oréj'apga%gé%hm Hs%c in c%s eLI.ﬁsCééu}é anOQ”anQ%réd?éﬂ Féc%ﬁ%?athgglagte gain
cannot uge Spea Ion, nor na i s usual
for s pewbh’h [Frastioeted ﬁgoene\s mm@aphqmﬁm eonfent czf é‘r= Uiigrarce @pae ¥} Ihis dauristic issed
here. TRisusBERGs. that the logarithmof the energy output fromeach filter
84 WD 20041099940 PCTI US2004/002438 tanh() Wtot w4 w2 w3 GGC, G #
, TRANSFORNMATION ,# # # # # # # Center Franme | Canter Frane 11 Center
Frame | RBF Trainihg 1 | , Figur 7: RBF network bank is used. Energy outputs
bel ow one are di scar ded; they nost likely repre-

The normalised phoneme vectors are subjecied to a fransformation before being

input to a phoneme,

(®)

and speaker dependent RBF network, which is used for

computing tha function:

g@(q—';) = tanh SZ%H—;{&} <« Equation: 5

where 3 is the acfivation function scale and

C = (&g — ik \ 2 o
% ) = eXp __‘_)_Z(___E_;__) 44— Equation: 6

wera D is the dimensionality of the input vectors. The basis function scales, C;,
and the variances,

5‘2

, are constrained by:

N

1 .
E 5 (9(5';; ) fjp) 4—  Equation: 7
=1
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sent noi se and due to the singular behaviour2 of the log function, it is
best not to nodel these energies. In the logarithmc energy domain, the

gai n factgr s an additive bias: 85 is W"2004/

PCTI USZS%QFG@%’%% =~ og( ir Equation: I log(Sa + gi tggg%fg%%o‘a{oﬁzé‘s?ogo of a
vector here neans that the logo function is applied to ev- ery vector

el ement. Likew se, addition (nultiplication) of a scalar and a vector neans
that the scaler is added (nmultiplied) to every vector elenment Since scale is

not 1 elyRigMBisures A BRITRIWRIC i Bprédifatd @ WpRtlal Baydayigerinmiam 11 | ~~ - = 2 f- -
Equatlglﬁz.z_ Fg after scaling the normis ,5 _ +S ~--- Equation: 3 The
gain c 4fer efore be renpoved by conputing the normof, 11#541, and

subtracting the logarithmc normfromthe filter banks put out: | ~n = S&"
-log 19A 1 =log -- Equation: 4 9log( To further honbgenise the data, the

vector. . V_is he @ Q.I:_I”IEIJ to u? 1 If an independent gain factor
is asso&éﬂﬂ}wg Za"c'h f{"F I bamﬁﬂ n?l this results in a bias vector

bei ng added to the feature vectors. This type of gain can 86

A number of technigues can ba used for this {Press et al. 1995; Bishop 1985). In

this case, the simplest approach is to use gradient descent, because the gradient

here is easy to compute; because of the size of the network the training algorithm converges so fast
that conjugate gradient, or Quasi-Newton methods are not required. Gradient descent is an iterative
technigue, where the parameters in iteration t are updated according to:

wgﬂ = w&""‘” - 7}'[#)-2;5;- <———— Bquation 8
i oF
#g{? = ﬂ'g; 1)—??(:-{:)6% « Equation: 9
- 9E
GE-I? = ‘TS&; v ﬁ)a <——— Equation: 10
—1 oFE
o = iU (t)-aa ——  Botion: 11 |
(£) -1 . OF
s = B W(t S‘E <4—— Equation: 12
where

(o] o
Zﬂ(ﬁ) - C‘QAZT?E('#) < 00 44— Equation: 13
=l =1

and
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WO 2004/ 099940 PCT/ US2003/002438 not be elimnated by | ooking at one
particul ar feature vector, but can instead be conpensated for by estinmating
t he aver ag®oeel@yesout put over one utterance. Bi as renovabThs26040688
heuristic in practise, but is actually a non-trivial problem because the
bias which is estimted depends on the phonetic content of the utterance
(Zhao 1994). This heuristic is not used here. RBF Training: The nornmalised

phonene vec @F s ar jepte I{ETE rrratl on before being input to a
phonene, %:and:sp \/\hl.ﬂh—t—s—useobcﬁlg;m jgonput i ng
thefunctl f of I~ds|t D\t? W|U|~(~ 4---- Equation: 5
where S is the actlvatlonfunctlon sca Qand ui (- f° enp 7- li 1t f--
Equati on: GIEWere r@m&.ﬁ(@y))o pe—gup t vect The basis
function s s,=C nﬂﬁ%% HW @F-h&’d 7 Z (.q9{~}
fop 2 t---O0UEquat s 7 4 87 WO P00#D99940 PO USLD04/ 002438  whi ch

ensures that the network will approxinmate the opti mal “Bayes—Di B@kiidii 15ant
function: - 9.,Bay ) = FOO A nunber of techniques can be used for this
(Press at at. 1995; Bishop 1995). In

0F _ S5 oy ORI

o zi(ﬂ(ﬁﬁ;)—tp) 8’1‘(&;‘5‘)? wifh)

8 _ L4, atamh(r(%)) T — fhi

B ;(9(‘?’;) tp) oY %) ( ) )C’ wtu.t(qla;)

Eguation: 16
. N \O(T(E) (e — w‘)‘/,_
; Z(g(@,) 1‘) @) ( = Cwitai (i) ..

Bo%, £
5E A _ T(.g;‘" )) D Equation: 17
ac; 231(9(‘5;)“1‘?) 6'-1?(557]? ( ;[mﬁ 1“‘]/),5'_%;{;5“)
= k) o=
ok N -, tg"ta_tﬂl('r(&’ ) ., & Equation: 18
= ;(9(%) —tp) ﬂ@)*" S;wmﬁ(m
{
and
Otanh(Y(#)) 4

PF) (e (T + e (-3 @N)
HH = 3wl

The gradients are here shown fo be computed as the summation over all the
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this case, the sinplest approach is to use gradi ent descent, because the

gradient here is easy-to conpute;, because of the (si'ze of the network the

training_al gorithm converges so fast that conjugate gradi

Quasi -New%bwﬂ%ods are not required. G adient descent%ﬁg#of’%zﬁﬁstive
techni que, where the paraneters in iterationt are updated according to:
Equation: 8 77(t) CE -0--. Equation 9 (t) (t-i) 1y OEqgi y - 1 - d s

Equat i training @amples. dn arder tg speeg thertepiningi popregsiup, this requirepent iggsually lBlayed $on 12

wher e @0 QRshis b édeh iﬁaﬁridﬁalEZragﬁ hreusBPas the ARt i on: 13 L~1 and 88 WO
2004/ 099940 PCT/ US204/ 0024

. ld = - tP) &T.(4 i(a.p). 4--'-"
Equat | B oamputs e, Gatieds an pgatng e raramdsers e i reastnabigid raihios adlh isce

411~! ~geriggg}. "a P) U P 1=1~~1,rCr,) f y (90p) P) ~tlg) ( kP w ~4U.i Q6itpJ

ay qy) // Equation: 16 _ N

The form of the gradient equations are relatively easy to understand. The gradient equations have
sorne common terms and some specific ierms.

Cornmon Terms All gradients include the error term,

(o) —tp)

which Is zero unless samples are misclassified. Hence, the parameters are not updated if samples
are classified comrectly. In case of misclassifications, the error term is positive if the target output is
negative and negative if the target oufput is posifive. The efror term can be given a class dependent
weight in order to emphasise one class error rate over the other. For instance, target speaker
patterns may be given a higher weight, because the training set contains relatively few target
speaker pafterns, and hence the classifier is more likely to "over learn” these patiems than it is the
abundant impostor speaker patterns.

A second term which is present in all gradients is,

atanh(T(é,))

FT()

This term has the effect of preventing parameter changes ff,

[T(E)] >> 0

i.e. if the parameters,

b,

%

! The period should here be at least two so that a target speaker pattemn and an impostor speaker pattern is
presented in each period. More generally the —psriod- could be increased so that each update is based on a
set of distinct phoneme observations -for instance comesponding to different phoneme contexis. If this this is
not done the learning can tend to be “erratic™: the network becomes biased to the most recently presented
training foken and —forgets- some of the information it has previously been taught

90
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Gan(TC p)) ((X-Lp - )+ i72i _ (std) -~} CAP) r~C) P=l r r (~ Equation: 17
I (9(sp) -tp ,~ (AP) L~ 2}e771)S~"Fi P) N. Equation: 18 P=1 SY pl i and
61Y O (exnfoo®¥dele' Y L T((P) _ z c7 The gradi ents arpeTnege04zoouss to be
conputed as the summati on over all the 89 WD 2004/099940 PCT/ US2004/ 002438

training sanples. In order to speed the training process up, this
requirenment is _usually relaxed so. that subsets or even indivjdual  sanples
are useds BECEHIH TP Pa g8 VR R SLRE FRi 5A G5 GBHAET R AThauhich

par anet ems notbaicsrrecly tlessdfiaed &b bamial ctiahge tfitiad axistiry rdedrgeters. . periodic '. The
formof the gradient equations are relatively easy to understand. The

gradi ent equations have sonme common terns and sone specific terns. Common
Terms  AlA thisd tgem shared bnall| areeienitiethe bags fupdiepputputy ) which is zero unl ess
sanples are m sclassified. Hence, the paranmeters are not updated if sanples
are classified correctly. In case of msclassifications, the error termis
posi ti Veﬂi'-gﬂ,)w;le target output is negative and negative if the target out put
is positiel The error termcan be given a class dependent weight in order

to enphasi se one class error rate over the other. For instance, target
speaker patterns may be given a higher weight, because the training set
cont ai nswhichlist valed et zearapd one. djspek the ppamersTelaiediela bieercleasistiencidraarsi f i er

i's more Job kb qtRicBPME barh arn” these patterns than it is the abundant
i mpost or %%@a%e? fgatteréﬁsF.gf A second termwhich is present in all gradients

IS,
—

¢

falls in the hyper elliptical region where,

(&)

is activated.

Weights

Weights are updated so that for misclassified samples, the weight is increased
if the target output is positive and decreased otherwise. In the final classifier,
basis functions with a positive weight represent class !/ and basis functions with
a negative waight represent class @l.

Means

Basis functions representing the target class,

(sign(w:=sign(tp))

are moved closer to the misclassified sample and basis functions representing the opposite classare
moved away. The step size depends on how “aclivated” the individual basis functions,

()

are, the radius of the basis functions,
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atanhgge A),J This term has the effect of preventing paraneter changes if,
"oil.e. if the paraneters, ' Y r The period should here be at |east two so

that at er ‘pattern and an i npostor spe&ker p i esent ed
in each g@?ﬁ@éﬁﬁﬁ@$e generally the -period- could be ingﬁtgégg4@gugiat each
update is based on a set of distinct phonene observations -for instance
corresponding to different phonene contexts. If this this is not done the
| ear ni p. C tend to be "erratic : the network becones biased to the nost
recent [f**presented training token and -forgets- sone of the information it
has previously been taught 90 WD 2004/ 099940 PCTI US2004/ 002438 is

m scl aggliddfde mhé‘mlsﬂléﬁﬁﬁeﬁ‘ﬁ%ﬂféﬁdalsﬁgdéi @L\é&éxfﬂ]@i:@syéc ﬁb?.%}ﬂfd}. if the trair ing

set contains outliers, whic can not be correct assified by a small
change of the existing paraneters. Athird termshared by all gradients is

t he ba -aﬁigFﬂﬁéﬁ&gS@ﬂ&“t! which is a val ue between zero and one. Hance, the
paraneters refated to a given basis function are not updated unless the

sanpl eThd wkithsf the bakie funyiioes ael dohtpdlieeis)  regi on where, ogf\J is activated.
Weights Wights are updated so that for m sclassified sanples, the weight
is increased if the target output is positive and decreased otherwi se. In
the figal classifier, basis functions with a positive weight represent
class /~&nd basis functions with a negative weight represent class 0/.
Means Basis functions representing the target class,

For basis functions representing the target class,

;

Is decreased (the width is increased) so as to include that sample in the sphere of infiuence of those
basis functions. For basis functions representing the opposite class,

Ci

is increased (the width is decreased) so as fo exclude the sample from the sphere of influence of
these basis functions.

Updating the variances has the same effect of widenring the width of the basis functions for the basis
functions representing the target class and decreasing the width of the basis functions representing

the opposite class. ;

Variances

The variances,

=—2

g

1

specify the relative variance of the individual feature elements. The variances do not necessarily
correspond fo the statistical variances of the individual elements, but rather to the importance of the
features. Feature componenis that have little importance for the classification, may be given a large
"variance’ so that they have relafively less influence on the activation of the basis function.
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~SSgL1 ")=51gt(4) are noved closer to the msclassified sanple and basis
functions representing the opposite classare noved away. The step size

depends on?,Bo‘;%_t"/@gMOvat ed the individual basis functions,.cgffediassadi us of
the basis tunctions, 91 WO 2004/ 099940 PCTI US2004/ 002438 the distance to

the m sclassified point and as usual the size of the classification error.
Basis Function Scales The width of the basis functions are controlled by
'ci For WectivatiomEunctionrsdesenting the target class, C is decreased (the

width Is_increased) so.as.tq. include that sanple in the sphere of influence
ot I hose ThsereoH i reiyatrR ongigh e B Eesel T sBIES FLF e¥biet R o e SarstRees ¢

cl ass, Cgmpiersertstthyabepaiceptrore and dédneaissd esarpiesed thesiocoreclislecXie debeifiction sanpl e
fromthe i,nf | S i i t he

vari ances §%§§ﬁ5§h@w§ g%er l'é? ?@grt&%% or\t?\nn%@%? %‘%"%%’Tﬁ %Fﬁgﬁe?"ﬁg'%@%éﬁgg functions
for the Isaetibm dopmudt clarmge thepels ehd fon thepu@osss! inimising ¢ amdratfe Eheadivatignt he

Wi dth of idaGor@slk $ral UGEIE e doRRfe8 SAItbhURG1Y ih BRIPRAASHLIEHE RBS $nodMakiances
The vari ances 0 2 specify the relative variance of the individual feature

el ement s POPARIMY &75M&es do not necessarily correspond to the statistical
vari ances of the individual elenents, but rather to the inportance of the
features.. Feagture conponents that have little inportance for the

cl assifi clﬁ%tiajFﬁahﬁ’éPy be given a large "variance" so that they have

relati Velfﬁe h&éﬁekﬁfm*mﬂ%@%ﬁmﬂ'}e&ﬁ@s iﬂﬁélie\éﬁﬁét&%ﬂ{e rre%r}p@a?érﬁetyé%i p%l%me?gs
of a RBF network are much easier to interpret than the weights of a MLP, and consequently it is not
necessary to initialise using random values. Specifically, a clustering algorithm can be used for
computing reasonable basis functions representing respectively the target speaker and the cohort
speakers. The weights corresponding to target speaker basis functions can be initialised fo

wif ] —_ 'N:ignr 4————— Eqguation: 19
Cony
where
N

is the number of training samples falling In the 7th target speaker cluster. Likewise the weights
corresponding to cohort speaker basis functions can be initialised to:

‘i : i)
w,'é_"‘r-! = ﬁ% 44— Equation: 20
-l ~1
2 Ny
The bias weight,
(wp)

should be initialised to a value less than zero: if the network is presented with a phoneme vector that

does not activate any basis functions, the classification shouid be _'I (rejection).
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WO 2004/ 099940 :' CT1US20041002138 Activation Function Scal e The scal e of
the activation function S is increased for sanples:-on the correct side of

t he hype |'emented by the perceptron, ahd decreased for sanpl es on
the i nco %@@a@mﬁe classification of sanples, homEéEUS 2004/0074¢8 | npr oved

or changed by updating S. Consequently the |earning al gorithm does not

change the value of S for the purpose of mnim si ag the error rate. The
act i vahpennverasnes pidhe SINC2IgpEN™ drpardecriticaip omtie italiRRi8Ybsequent |y in or der

to Irrm@]\é%agmna%ﬁsmw@lm @ﬁctaemeéreha@iolthéwe@%tmméﬁbn Initialisation The
|terat|vetra|n|rB§F1a¥T§ 'P’i’ res initial tlmates of the network

par amgteere hepg e'“&P I%r@“m%ﬂ'r’%(ﬁ‘rt W% easier to interpret

t han tif1ieiywei ghts of a MLP, and consequently it is not necessary to
initialise using random values. Specifically, a clustering algorithmcan be
used for conputing reasonable basis functions representing respectively the
target speaker and the cohort speakers. The wei ghts corresponding to target
speakepogi 6|5P Ilt can be initialised to JW) 2 f--- Equation 19
wheels he nu training sanples falling in the fth target speaker

cl ust ghe H_EFK’@WOS@ arhé‘almfgmifﬁmisememp@n@ﬁrﬂgrr@rda@@hm speaker basis

f unct ieQhg B eatioit o) MidimBBtch® trl b oforia chusd me RIUAL 1 on: 20 - The bi as

ight, rril Pltlalsedtoava | ess than zero: if the

netmoﬂ‘ﬁ“’?%k*ﬁra@%réﬁf’@ff%?ﬂﬁimé @ﬁl’ﬁﬂew&“"@ﬁat@wr&i%s not activate any basis
functions, the classification should be -- (rejection). 93 WO 2Q04/ 099940
PCTI U82004/ 002438 The convergence of the trai ni ng al gorithm depends

TGNV BURYL PT)F) s

This important fact has been proved by several authors (Ruck st al. 1990;
Richard and Lippmann 1891; Gish 1990a; Ney 1991).

Even though ge() approximates the optimal discriminant function, it stil!
remains to answer whather or not it, in principle, is capable of exactly imple-
menting this function. The squashing function, tanh(), present in the output,
of the RBF network limits the number of mappings from R® to [-1;1] that can
be implemented. For instance, a general function such as

K@) = atanh{T:(F) + btanh(Ts(F))

can not be implemented by an RBF network of the above type, even if it had

an infinite number of basis functions. It would be unfortunate i gBayes (qﬁ’) was of this type,
because that would mean that it could not, even in principie, be
computed.

The underlying function T(&) is, however, very flexible. By

application of the Stone-Weierstrass Theorem it can in fact be shown that this
function can approximate any mapping from R” to R’ arbitrarity well (Hornik
1989; Cotter 1990). Since tanh(x) is 2 monoione function which can take on

any value in the interval [0;1], it is up to to approximate the function:
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of the basis functions, but is in practise insensitive to the weight
initialisation. Hence, the weights may sinply be initialised to random

val ues (iRyphhgodiRbslg [-1; 1]). Posterior Probabilities phe3Rh4/ei®rks are
trained to mnimse the nean square error rate on the training set
(equation 1.9). Mnimsation of this error criteria causes the RBF network
to approximate the optinmal (Bayes) discrimnant function given by. 9B!''C 1S
(o 4 Equation: 21 This inportant fact has been proved by several authors
(Ruck et at. 1990; Richard and Li ppmann 1991; G sh 1990a; Ney 1991). Even

t hough at«s5 appr.oxi ti gl I igjnant function, it still
remai ns t éﬁ@v@'rp %ﬁﬁ@&@?@mr T?wrml ple, is c%ﬂ‘é‘ﬁ‘f’%%f exactly
inple- nenting this function. The squashing function, tanh(), present in the
output, of the RBF network limts the nunber of mappings fromR to [-1;1]
that can be inplenented. For instance, a general function such as h0'" ) =
at anh(T1A +& anh(T2( )) can not be inplenented by an RBF network of the
above t ype chelcebf fahh(ktashzatiation fumdiomis| reweusriet adfralyaSers f unctions. It woul d
be unforg, if +~41, . ~ 0f.. 1 hi t hat woul d nmean
that it %%%%ﬁﬁg%vceééétﬁglgﬁ%af T %;‘f‘? J'eh,opl E@‘Eﬁyfrg‘g?“é%a%%%‘é%ﬁnden yi ng function
) is, tiemminated af@:P'}qut@b%PCEWé-?‘ﬂLBi}iawpbﬁb&imdiiirﬂbuﬁﬁnst he Stone- Wi erstrass
Theoremit can in fact be shown that this function can Xi BRh@onaryy
mapping fromR to R arbitrarily well (Hom k 1989; Cot&’er 1990). Since

tanh(x) is otone funclion which t ak TQ-LARY yahue in the interval
E&%bézggjgﬂ?;éo—tl%ﬁ?pmmm E?Ee%gﬂct#ﬁn: 7Y% v Bobas 099940

o] =ar anh( 1 (11)_*- 5(4%))_14;;--qu ation: 22
l’("»"'l"‘ﬂ = (2?()Df2IU_.fllf‘zmcp "'E(‘?y_ 'I) U—._r(‘?) "'f-"—»f)j

( Equation: 24

According to Bayes rule, the a posteriori probability of class / is given by:

PUIE _ Pl (P
pl{'|I ﬁli‘(I )+ pl |- P{-I)

P-Dp(H |-
1+ 5D
1 \_‘
1+ exp({—2a)

1 1

l

Equation: 25

where
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The choice of tanh(x) as activation function is, however, not arbitrary.
Con- sider, for instance, that in a 2-class cIaSS|f|cat|on problem the two
classes t@ %o ‘%bé&“ m nated are characteri sed by Gau55| ﬂgrobabl lity

di stribut Vore: gquation: 23 )) -, ( Pr Pt | (21r) Dl S2ap4/002438 e5| i
~ry, )DI1Upl112' ~np~-1~4 XI) U. 'r W-1tf) Equatlon 24 According to
Bayes rule, the a posteriori probability of class | is given by: MF P(
()YP(l) +P($1-71)-P( 1) 1 - PC,.i ~Il F(flp(c'11) 1 -}- 21'p - Q

Equation: 25 te( a) + vﬁmﬁ },QZZ 4/ 099940 PCTI US2004/ 002438 -2a _ 1n
I

P(I)lI U1l 1 uation 26 This is exactly the form
we woul d T '3! |t'"t0 ﬂ“{-mﬁf' RBF net wor k approxi mates the
di scrim nant function: % en we have (using 2.5): + 4 Equation:
28 (,j~~_-9() } E Ea29T

+0.5(¢ — iTUTMF - )

—9.5(3 —#_'I')TU-—-J(Q—#—:I) <«4—— Equation: 26

This is exactly the form we would like it to have, since if the RBF network
approximates the discriminant function:

9(5’)=PC115’)—P(—.1|¢ <— Bquation: 27

then we have {using 2.5):

PIF)

P(-1|9)

where

1 %, 1
Eg(ﬁg) + 5 <——  Eguation: 28

"%§($)+% <4—— Equation: 29

oF) = taxh(T@) s

Adjusting the Activation Function Scale

As probability estimates, equations 33 and 34, are somewhat crude. If a

steep activation function (large activation function scale S) is used, the output is
essentially a binary variable. The activation function scale (S) may be adjusted

by first estimating the empirical activation function from - ideally - an independent test set:



where t=h(f )) F Equation: 30 Adjusting the Activation Function Scale As
probability estinmates, equations 33 and 34, are sonewhat crude. If a steep
activati on worsob4/®e94p! ar ge activation function scale S) %ngtgﬁg; the out put
is essentially a binary variable. The activation functio gﬂ y be
adjusted by first estimating the enpirical activation function from -
ideally - an independent test set: r Nd G~) =nrr Al eT () - r(Qz)} -
[r Nrf QrE) -'"r( ;7~] j=J 96 WD 2004/ 099940 PCT/ US2004/ 002438 AFL, j=1 10
Equation: 31 where e(zY is a step function: 19W1Y ifx>Q a = Equation: 32
ot her e and where r.- a r rirr and 1:'-r dare }fhe phonerre vectors in the

i ndependent tesq S E} M e val ue ~1fd - @ZEF cEntl fied
I o adi-on I d
ua@?n @@ﬂlfs% . 5 eho .e. nh?lgl)

(i.e. T gt) ==2
that tcnh( TpN

'{lr'i‘p-rl where arctanh(x) = ]n(l t ---- Equatlon. 35 97
WO 2004/ 099940 PCTI US200- 1/ 002438 ®
Equation: 31

i Equati on:
where GLEJ is a step function;

v ] 1 ¥22>0 — ouarion 32
Olz) = 0 otherwise i

qg’i:] -l-:{ﬁrﬂ ‘Iajldeﬁg._d‘?-t--qfﬂf_‘;q_l

and where I are the phoneme vectors in

the independent test set. Now the value, ': Fi J , for which P(I) = P I is identified

(ie. G(Tp,) = 2P(I) —

) and the activation function scale adjusted so that

taﬂh(SHTﬁ} = P{ “4———— Eguation: 33
l This is done by choosing:

al'ctaﬂh(P I} “4————— Equation: 34

S =
T
where
arctanh(z) = % (if@) <4———  Equation: 35
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An alternative, and potentially nore accurate approach is to sinply replace
tanh() by the enpirical activation function (equ?tti on 36). An alternative,
and potentiall e accurate approach is to sinplky replace _tanh by the
enpiri cal%‘g?%‘égﬁién function (equation 36). Adjusting PhEUSZHOEE i ng a
RBF network froma limted training set is diffcult. The problemis wusually
not the inpostor part of the training set, but rather the target speaker
part. T stemafivec and s@entislymndreradcinzte dpproakieisiid siohplly fepldee tanb() by therenspinabak er
nodel , t ig!” @[ st makes it diffcult to adjust the nodel so that
it achi v“éast'brpwggﬁﬁe.'s(l e nbsla‘:;?'ance between the TA and IR errors. The bal ance
can to sone extent be controlled by various training paraneters, eg. by
scaling the error termdifferently for target speaker sanples and cohort
speaker_ sanples, b resentin target/cohort patterns with different
frequerty %'gt,l‘)‘aﬁ‘fe' BQ‘YE"R@%Q’&FT‘?\%%&%Q’%%'S %ﬂ@&?’é‘?" using weighttradii
penal t itagh() biyties emipieicah sctisation funchive (equatidreds).l y crude, and a nore accurate
approach is to adjusting the bias (U-0. of the RBF nodels. This can be done
by estimating the nean and variance ofr~{ 11- rl1 given the target speaker,
and given the inpostor speakers, 1R+il '~ J . Assum ng a Gaussi an
di stri byst.on: two variables, the bias is reduced (bhzu, = ba d - b)
o) that‘%ﬂah%rglﬂf@%?&llﬂ [1) var(T ( Il ))) Equation 36 N(TOVI-il);
T]g 01- 145raihing 3 RBF rekyork from 8 Iirﬁit&@ﬂalgﬁnngBt i€ &ﬁclb@m@ptﬂﬂeéb)ézdet erzmggl ngzt Bg 580{/\%
of : Equati.on 12 + - - %+ -21 -21n -)-J] nB=4 LT 17
2004/ 09@57%“ﬂ%%‘?Eﬂ@%ﬁéﬂ?m}{?@m”{mé%g‘#ﬁ%ﬂ’%ﬁ'ﬁ%Wehij’e?'%rthand was used: 4
Equat i guart. B, of course, can in itself make it diffcult to train a speaker model, but in particular it makes it

diffcult to adjust the model so that it achieves the desired balance between the TA and IR errors.

The balance can to some extent be controlied by various training' parameters, eq. by scaling the
error term

(9(d)—to)

target/cohort patterns with different frequencies, or by the way the models are constrained using

differently for target speaker sampies and cohort speaker samples, by presenting

weight/radii penalties. These means are, however, fairly crude, and a more accurate approach is to

adjusting the bias (’LU@} of the

RBF models. This can be done by estimating the mean and variance of Y(¢)

given the target speaker, T(qV[I)' and given the impostor speakers, T(qﬁ"] 1] .
Assuming a Gaussian distribution of these two variables, the bias is reduced

{b!mm- - bc{d - &b)

, 50 that,

‘ N(T(g);mm(ﬂ& II})} g Equation: 36
N(T(&I-' I Y(F|-D, vax(T(F H}})

This solution can be found by determining the roots of:

/_— Equation: 37

1 1 A 2
(g—%—g—%)f+(}?—%f)m+i—'§mg—%—2h(g)—lﬂB=0

98



;r =1 =,~~1} Equation: 39 P2 = . t(T (~I t Equation: 40 For B =1 this is
the sanme equation as equation 1.26, (the exanple on object classification.
The sol utwoBimmosue i nterested in is the one between T Patjuszcedodiss +l -1).
An alternative - If the Gaussian assunption is poor - is to use the
enpirical activation function (equation x.36). If a different bal ance, B,
of errors is desired, the bi as can be adjusted according to: y 1t ) + B
Equation: 41 -~ + 1 4 Equation: 42 G(T(T)) =B-1 4 Equation: 43 B+l Hence,
to adj ugqheEq{@e@B@gnggfqﬂBaqdd\fqﬁm bal ance B, the solution, ° ~ to equation 48
is determ ned and subtracted fromthe bias: a }AM = V‘bfold - ,Ab For B=1
the equal error rate is approxigated.for gh,g,lsd he nunber of TA errors is
m ni m sedpat=th ense of the IR errors, "and for B> 1 the IRerrors are
m ni mi sed” at the *€xpense of the TA errors. Figure 8 shows an exanple where

the cl ass condﬂ@g&lerrpl rical odistri butlEqn fugg:tl ons, 8 11)) 99 WO
2004/ 099840 'PCT /002438 and and the errpl rical activation function,

for a set of_speak flgure shows the functions both d v *w xa
Fi gur 8 EpiTi c¥f iﬁi‘mmu on unct| ong Equation: 40

For B = 1 this is the same equation as equation 1.26, (the example on object classification. The

— __; - e
solution we are interested in is the one between L (& |1} amd Y| —I)

An alternative - if the Gaussian assumption is poor - is {o use the empirical activation function
(equation x.38). If a different balance, B, of errors is desired, the bias can be adjusted according to:

G(T(i}?’” +1 I
—G(Y(FN +1

:ﬂ: 4———— Equation: 42

B-1 .
GT{d) = 51 +———  Equation: 43

Ab = T(¢,

Hence, to adjust the odds ratio to have balance B, the solution, \, 1o equation 48

is determined and subtracted from the bias:

wonew = Wygld — Ab

For B = 1 the equa! error rate is approximated, for B < 1 the number of TA
errors is minimised at the expense of the IR emors, and for B > 1 the IR errors

are minimised at the expense of the TA errors.

Figure 8 shows an example where the class conditional empirical distribution functions,

P{T(F|1)
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For the training data, respectively 1622 and 6488 | ocal target speaker and
i npostor speaker decijsi ons were used. For the tegt data, respectively 394
and 157 i sions were used. 100 WO 2004/ 99940 002438
u,;~m5mg“&p£§%p~ f’aaaaa.tamqu@ az aA | a wer- (f&?%%%ﬁ%@gé
Figur 9 Enpirical distribution functions after bias conpensatlon for the
training data and for the test data. For the training data the enpirical
activation function is approximtely zero for T(Y ? = 0, but not for the
test d (the speaker nodels are "overtrained”). Figure 9 shows the sane
functions as Figure 8, but after bias conpensation. In sunmary, a phonene
based speaker nodel has been descri bed. The nodel uses HWM s as "feature
extract j{(%Eazggepresent phonene observations as fixed vectors (phonene
vectorJ?t ral feature elenments; this part of the nodel is speaker
i ndeperident . The phoneme vectors are transforned and finally passed as input
to a phonene dependent RBF network, trained to estimte the speaker
probabiahé ine efripfietitbvatih@AieR, vectors. The speaker probability can be used
directly for prodUC|ng a (local) speaker verification decision, or it can be
conbined with other speaker probabilities estinmated fron1other phonene
obser vajA é@g order to produce a nore robust decision. The input vector
(phoneﬁggfii DK stated to exenplify what an object based he. verification
could be. Any other type of biometric vectors could be used with training
filters accordingly. 101 4 _

for a set of speaker models. The figure shows the functions both

Eapitical ilibulion Farchore: fgrlimperiod . Emplsicd dciiabion Faaacioe Géd)
i
[
T
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§ s el
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Figur 8 Empirical disfribution functions

For the training data, respectively 1622 and 6488 local target speaker and impostor speaker
decisions were used. For the test data, respectively 394 and 1576 local decisions were used.
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WO 2004/ 099940 PCTI US2004/ 002438 Appendi x 3: bj ect Based Deci si on Making
Exenplified By Speaker Verification Object verification - or in this case
speaker vewopfxsmdopom i s a binary decision problem and cror/ush@seéxse in the
end be reduced to conmputing a score and verifying identity clains by
determ ning whether or not the score is greater or |less than a given
threshol d, t DeC|qungg§&mgmlf score >t rejectwggnagwgse equatlon
When conputi~ — An obj ec TE,F i
t he speech giy ¥
explicitly .’ text cajer
verificatio , _ [ of the dlffprent ps to the
overal | S . g. el i hood) is unkno i Il score

;n ; : g represented
in the test, utte\gnce fand o ent. This is

clearly not’ opti Ny siince : ' | ocal
scores contrlbuteoﬁgqﬁh i dus H press speaker identity
u k ‘ - , i -

i nf or mat i on* it O 7 o 3 B ke vpwvel s, say,
represent highly corre"'i ated information about the speaker The al gorithm
descr i besighey Bmpigisaltddtrifaioh Sunckibhs kit bassassmpsagiient s are identified and the
speaker identity nodelled for each phonenme segnent independently. The result
of this is a nunber of |ocal scores -one for each different phonene in an
ut t er ancier thewhining dsialzed tpn thettdsy data dior thb rabibgdata & empiriselder t o produce a

gl obal verification decision or a C#ﬁ%ﬁ)Of obj ect data. Conbining Scores An
RBF net wettikstion funclionds apptoxintatehpreroior H.ItSlOil’fDthhe‘l’esttdafaJ(mtslpémCer 102 WO

2004/ 099%%9(31? g@@%&%@é@%ﬁ?&% shows the same functions as Figure 8, but after bias

comperisation.

In surnmary, a phoneme based speaker model has been described. The model uses HMM's as
“feature extractors” that represent phoneme observations as fixed vectors (phoneme vectors) of
speciral feature elements; this part of the mode! is speaker
independent. The phoneme vectors are transformed and finally passed as input
to a phoneme dependent RBF network, trained to estimate the speaker probability from the
phoneme vectors. The speaker probability can be used directly
for producing a (local) speaker verification decision, or it can be combined with
other speaker probabilities estimated from other phoneme observations in order
to produce a more robust decision. The input vector (phoneme) is only stated to exemplify what an
( object based i.e. verification could be. Any other type of biometric vectors could be used with
‘ training fiters accordingly.
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go( _ P(I10O1) - P(nll oF) equation: 2 where is a phonene observation.

Si nce: +(-r|)— equatl 3 we have 2 2 2 2 equation 4 & equation: 5 which
can be u r’rtentl ng a decision rule for & sing & 06 R 2438
observation en several i ndependent phonene observations are avarl abl e,
nore robust decisions can be made by conbining the |ocal scores into a

gl obal score. Two basically different approaches can be foll owed: ensenble
conbi nAppenalix J1rObjextt Baaedcﬂbbiseibmﬂal&nge&}kﬁmpﬁﬁw By iSpeaker appr oach
to combining local verification scores is sinply to "average the | ocal

scor es:Venifigatiorr004/ 099940 PCT/ US2004/ 002438 a score equation: 6 where
7t is the nunber of different phonenes in the al phabet, the nunber of
observations of phonene 4)2 ands the 2 Ut observation honene vector) of
phonenétgec} verifitation s opindhizpase seeaker verfistion injadingtisieriaign P[‘PE@"I gad cdror  an

| ncr ea%é}efo&qmrenefoe ARBGIIME Edriiling &E&ré&%%nmn I,deﬁ@tw@fn&ebytda&mml ue in the
range [-1; 1]; %nltude RS not di rect ISX ect ed by the nunber of
obser v gft]egﬁegor not the score Is greater or less than a given threshold, £

. accept if score > §
Decide { reject  otherwi

equation: |

When computing this score or L.e. an object value, sach phoneme segment in the speech signal
makes a contribution (even when phonemes are not explicitly modelied). in a conventional text
independent speaker verification algorithm, the contribution of the diiferent phonemes to the overall
score (e.g. utterance likelihood) is unknown; the overall score depends on the particular frequency
with which the phonemes are represented in the test utterance, and on the duration of each

phoneme segment.

This is clearly not optimal, since no regard is taken to the extent that local scores confributed by
individual phoneme segments express speaker identity and the extent to which different phonemes
express the same information about the speaker; e.g. a nasal and a vowel presumably represent
information which is largely complimentary whereas two back vowels, say, represent highly
correlated information about the speaker.

The algorithm described here has two parts: first phoneme segments are identified

and the speaker identity modelled for sach phoneme segment independently. The result of this is a
number of local scores -one for each different phoneme in an utterance - which subsequently must
be combined in order fo produce a global verification decision or a class of object data.

Combining Scores
An RBF networks are trained to approximate the discriminant function:
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Probability Conbination An alternative to ensenble conbination is to exploit
the fact that the networks conpute a posteriori probabilities. Wen several

i ndependenwodpegewadoi ons, 01 5 " O are nade, the confi ¢eraseiobiass
classification is expected to rise. This can be expressed by defining the
odds ratio: T}~=TT -TT WMe )+1 F(-1rl | 1=11 -9444) + 1 equation 7 since
104 WO 2004/ 099940 PCT/ US2644/ 002438 equation:8 it follows that P(- | (r')
Cue~gation:9_9Q & equation: 10 Hence, an alternative scoring strategy isto

use scor 11 ( {;E?é) (J Fﬁg)(-r)) equation: 11 It is a
charactegpggﬁfuof f{?'f rlngE$-T51 in practise it will converge to
either -1 or +1 when nore phonene observations are added. The difference
bet ween equation 6 and 11 is nmainly the assunpti on about the independence of
t he obserymtinonds. Suppose for a given phonene vector, (d'') the speaker
probability is estimated to, say, p(F{4-') = 0.7 If equation 11 (probability
conbi nation) is used we assune that the probability is only 0.7 and not 1.0,
because the observation (4') has been affected by "random’ noi se, whereas
if equatigpgel. 6 (ensenble conbination) is used, we assume that a certain
proportion of the inpostor population is capable of produci ng phonene
vectors like (4'). This distinction is inportant, because noi se can be

"aver aged- (derived) away, whereas obtaining nore observations (of the sane
event) c pnot be expected to inprove the probability estimte, if the

is a phoneme observation. Since:

P(I|@) + P(-IIF) =1

equation: 3

we have

PIF) = ;g@c )+3
PAIF) = —5oa@)+5
equation: 4 & equation: 5 ———//v

which can be used for implementing & decision rule for a single phoneme chservation. When several
independent phoneme observations are available, more robust decisions can be made by combining
the local scores into a giobal score. Two basically different approaches can be followed: ensembie

combination and probabiiity combination.

Ensemble Combination

One approach ta combining local verification scores is simply to "average” the local scores:
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sanme i npostor speakers are fundanentally able to produce the sane phonene
vectors as the targeb speaker. 105 WO 2004/ 099940 PCT/ US2004/ 002438 A

pr obl em quation 1.6 and 1.11 is, however , | score
wil | g%nlnatedmﬁ the nost frequently. occurring pho Héﬁﬁ*%¥§£§§
unreasonable to the extent that different phonenes can be regarded as
different sources of speaker information (O sen 1997b; O sen 1996b). In

practise it is, however, possj O use equation 1.6 and 1.11 with good

results, because pat oI 0gi ﬁtence that are dom nated by a specific

cl ass of ms_ax.e_n.oi_f_ne t@g .Lyng. Any reasonabl e sentence
|'g enes represented, but it

will typrcally ham %

shoul d still not ’ld::abgje:bow to vvel ght the evidence provided by
each phonene observation. Conmttee Machi nes Each phonene nodel can be

r egar deguadion:®# speaker verification expert given a specific type of

i nformati on: observations of a specific phonene. Since individual experts
are assuned to nodel different .aspects. of the speaker, it makes sense to
limt 4V nfluence each expert can have on the global score. One approach
to this is to use either equation 1.6 or 1.11 for conbining the |ocal
scores frgmthe sane expert into a phonene |evel |ocal score. A local binary
deci si with an enpirically known probability of being correct - can
then be nade for each phonene represented in the test utterance: DL | ~~ 1
if P(Ijtg) > 0.5 -1 otherwise equation: 12 Follow ng this approach, the
si npl esd thvaymisdr of diffdremtiphenanee &l thédaphabebns i nto a gl obal decision, is by
making a .majority" vote: #4+ score _ DL (4>ti) equation: 13

#P;

* L .3
the number of observations of phoneme <I)z and ﬂﬁ? the th observation (phoneme vector)

-

t

of phoneme . It is a characteristic of this scoring rule that for an increasing

number of observations, the score will converge to a value in the range [-1; 1];
The magnitude is not directly affected by the number of observations.

Probability Combination
An altemative to ensemble combination is to exploit the fact that the networks compute a posteriori

r) — Blyer s Br
probabilities. When several independent observations, 1 3 are made, the
confidence of the classification is expected to rise. This can be expressed by defining the odds rafio:

) P(I I@'% go(dh) +1
R = HP (—I]¢h) H—g@(sﬁ")-l-l

equation: 7

since
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106 WD 2004/ 099940 PCTI US2004/ 002438 Probability of Coned Mjority Decision
flrd\J¢tf /1._21i. (r'"" E"P0O.90" "PO.00" - %p0.75" a 0.7 1r P/
"p079" 4 wd20b4/F9940L i 1 0.6t r i r a5 'i 0,4 2 4 @D ldordve
Classliters Figure: 1 The probability of a conmttee machine malting a
correct decision as a function of the nunber of commttee nenbers. where is
t he nunber of dlfferent phoneme represent ed in the test utterance. This
type of gbgﬂlﬁ )%sp_fﬁ \)e commttee machine (Ni|sson 1965;
Mazurov e 98 | nd| dual deci sions are independent and all
have the sane grobabl lity, P, of making a correct decision, the probability

of the c&¥Mt e nachi ne making a correct decision is given by: Rr
~'zornm-) _ P~(1 _ P7ev-k k=LN 21f1 equation: 14

it follows that

1
1+ R-1(3)

14+ R{37) '>

Hence, an altemative scoring strategy is to use

P3N =

P(-I13\7) =

equation: 9 & equation: 10

score = P(I|3)) — P(-1]8'")

equation: 11

It is a characteristic of this scoring rule that in practise it will converge to either -1 or +1 when more
phoneme observations are added.

The difference between equation 6 and 11 is mainly the assumption about

( the independence of the observations, Suppose for a given phoneme vector, (& )
the speaker probability is estimated to, say, Z{Z1¢" ¥ = o7 equation 11
{probability combination) is used we assume that the probability is.onfy 0.7 and not 1.0, because the
observation (') has been affected by ‘random” noise, whereas if equafion 1.6 (ensembie
combination) is used, we assume that a certain proportion of the impostor population is capable of

producing phoneme vectors like (9?).

This distinction is important, because noise can be "averaged” (derived) away, whereas obtaining
more observations (of the same event) cannot be expected to improve the probability estimate, if the
same impostor speakers are fundamentally able to produce ihe same phoneme vectors as the
target speaker.
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where Ni s the nunber of conmittee nenbers. The pr obabi Iity function

P corrun()is shown in {figure 1. The graph is “rippled" because for even N,
atie (k counted as an error eventhoughth bility
is act uaI‘Fy onf% 50% As long as the errors are uncorre?a%wc?%l}“ﬁ'wag
performance of the comm ttee machi ne can be inproved by addi ng nore nenbers.
Provided P > 0:5, the commttee nachine al ways perforns better than the

i ndi vi dﬁarobtammifthve‘eeqmﬁﬁﬂérﬁsaﬂdﬂw i3, however. (Bt TRG4£BH SBUDWIREF HUSRRBA/HF02438
This i sy, §a@robmrmﬁu%§eemé Istuhr%aédmﬁgkdﬂmabxtshm Idfﬁdea%aﬁ HOAYRes

di ffer ent cI assification accur aC| es i s_nevert hel ess
r emar k aBanperegAidad gsdifierant squires of %Rﬁ@‘iﬁ’h@m”ﬂ%ﬂm {PlseniREZD: Qpen 198Ak)e e

classifiers with individual accuracies P1l; P2 and P3 are to be conbi ned. The

com . op LA BB Rl St e BT RBbBS © Of Lhe
<Pl P2P3pamaogmlpauwlthm;mr@tepubylam-ﬁmszommmnﬁﬁreaqm| on 15 &

equat i 0fcling M r&%&%ﬁ‘e%ehﬂ‘em%gmhyﬁ’&au hQVegab S lio B PhoriVes raftedinfad, acy
hi gher than 5 it al on ose nor e %gur ate than the
conbi na‘P‘i‘tHﬁh'BH'd gl “°'be 'Sfﬁfﬂc ‘?%‘QWW?'?F@ P(R}’['c?g BB RNOPERP ent  experts

are not otegivalidry i nmportant the dlfferent phonene dependent speaker nodel s
have different accuracies. The basic voting schene can therefore be

i nproved by weighting the individual votes differently. A "static" approach
t o t hi sComrhifteedviachiseapl y wei ght each vote by the expected equal accur acy
rate

e 1 ESABERO R E YR S UGN & PN BB P LE SR ST E e ght | ng
schene wnbrhatioheobiservaliong bita specific photame. [Bince hﬁwdualfespm'tstaraassgpeamnow obability
conmput eglgdintF- A ebbast Heldhédier, it makes sense to limit the influence each expert can have on the

global score. One approach to this is to use either equation 1.6 or 1.11 for combining the local

scores from the same expert inio a phoneme level local score. A local binary decision - with an

empirically known probability of being correct - can then be made for each phoneme representéd in

the test utterance:

N1 HPIE) > 05
Dy (‘I)“) - { —1 otherwise

equation: 12
Following this approach, the simplest way of combining local decisions into a

global decision, is by making a “majority” vote:

£
score = >  Dr(%;)

=1

equation: 13
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D. (i) P(Ilrj) - P(-1114>a) equation: 18 108 WD 2004/ 099940

PCTI US2004/ 002435 Even if the probabi lity estimate FI, Il ' }is sonmewhat
crude, thavacdewopesge here is that the weight is dependenPcwszﬂﬂw@;Bwal
phonene observations. Expert G ouping Phonenes can be divided into
different groups, e.g. nasals, fricatives, plosives, vowels etc. Two

experts specialising on, say, tw nasal phonenmes are intuitively likely to
show correl ations in the voting domain, mhereas two experts specialising of
di fferent phonengs respect| VEPY Feciflaod ‘%{ Live phonene, are

less likely to s e to divide

the experts into 5 £ hene A speaker
verification scor o j‘..', QHPG?ng“tﬁ ph&nenl group(C

-1 otherwi se e¥Umtion: /¥R wh nufber of #phofiefres i n group
C. Equation 19 ef i i sexpeirtg. The gl obal
verification decif as befqre by conbi ning the votes from
t he group expert thﬁnﬁfrbntihe ‘phonehe expervwgshﬁ—p inciple this
deci si on strategy déd, t9o A nclude several |-pyer.s.-of experts,
where the egperts Jome t /1 evel Yepresent differée 20 Tdi Yi dua
phonermes ané& expgel" 'bhe upper | evel s represent broadgnuseunp cl asses
(nasal s, vo@els, Ves “efc.). Modelling Expert Votes An aftractive way
of conbining N exE h qtes is totrain a network (RBF or MLP) f{o learn the
enpirically bess Onblpatlon strategy (Wl pert 1992). This way poth the
accuracy of the |ﬁdﬁ {/Jual experts and the correl ation between}different
expert votes can pe taken into account directly. Wien this appfoach is

foll owed, all tha hasrtaken pl ace up to the point where the expert votes
must be conmbi n@®#lis #ssentially regarded as feature extraction| the feature
vectors are here peC|S|on

04

5]
No Classifiers

0=

o 12

s

T
2

Figure: 1 The probability of a committee machine making a correct decision as a function of the

number of committee members.

where #@ is the number of different phonemes represented in the test utierance. This type of
global classifier is called a committee machine (Nilsson 1965; Mazurov et al, 1987).

If the individual decisions are independent and all have the same probability, P, of making a correct
decision, the probability of the commitiee machine making a correct decision is given by:

N
Pomm(NY = 3 (f )P“(l PNk

b= V2] +1

equation: 14

where N is the number of commiitee members. The probability function Fromon (IV )is shown in

figure 1. The graph is “rippled” because for even N, atie (k= N/2) is counted as an error
even though the error probability is actually only 50%. As long as the errors are uncorrelated, the

performance of the commitiee machine can be irnproved by adding more members, Provided P >
0:5, the commitiee machine always parforms better than the individual committee members.
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vectors: DL ("P (rN) T DL 4P (DL Y equation: 20 There are, however, two
problens with this appfoach. 109 WO 2004/099940 PCT/ US2004/ 002438 The
first priboshsosedspat the 'super’ network, which conbi n?él‘h{%‘i@mﬁ‘i&@@”
votes, can not be trained on decision vectors produced sinply by ‘eval uating
the |l ocal experts on the data on which they were trained -the experts are
likely to be over trained and their - training data votes- are therefore

t 0o ' opftisis setinstesspyiite cass it theindiiden! cleesifiars havedlifpran) deasiications ecchrcips.ovi ded

or alt gy pakinyRbdis hARMAAIS re@kaMy rkbudHiA thidse PRASY, forideneadRdtliee The second
problemis_that here the Ioc&%l exgert vot es reg&eﬁg\% di fferent phonenes and
t he phdiRsgiiers Wi indyiduglapeumaciasP1y B&and 3 Ee toResompinpd. [he commytise maghine ¢ hj s
makes igerfofiiCR fabl 3 wel) as theahost acciretevud this indivitlualefaissifiers (sgy @g)rpraviged:t he vot es
resulting fromparticular test utterances. Gven a |imted nunber of
training utterances, it is of course possible to sinulate a nuch | arger
nunber of decision vectors by conbining rel evant expert decisions extracted
fromdifferent trainin utterances. However, the nunber of possible phonene
conbi nat i oy <€ FaifsPar gd@ﬁl—iﬁ{:,)s—t—iﬁl(l o) Pa Helige PARBpRpse, for instance,

[ ny given utterance, exactly 15 different phonenes out of 30

wll be represented. Thep up to 30. -1.G 198 1-5 15!(30 -1.5)!

di fflerent vote conbi nati of% Q\qg%q%_eﬁt Q‘%Si dered. This cal cul ation

i gnorngs that votes may be based on imore th e phonene observation - and
o @5 &etiasifi: 86 - and that the actual nunber of different phonenes
may be nore or nay be less than 15. A possible solution to this dilema is
to make the super classifier utterance specific, i.e. to postpone the
training until the nonent it is decided-which pronpting text to issue next -
Oor everFoE&ance if P2 = P3= 0.9, then PT must have an accuracy higher than 0.99

if it alone is supposed to be more accurate than the combination of A1, P2 and
P3.

Expert Weighting
Votes from different experts are not equally important; the different phoneme
dependent speaker models have different accuracies. The basic voting scheme

can therefore be improved by weighting the individual votes differently. A “static
approach to this would be fo simply weight each vote by the expected equal
accuracy rate, Ager = 1 - EER, of the corresponding classifier:

N — Agpr o P(I|®;) > 0.5
DL(@S) T { —Appr otherwise

The comresponding "dynamic” weighting scheme would be to weight each vote
by the difierential speaker probability computed by the classifier:

Dp(®:) = P(I]%:) — P(=I]%:)

equation: 18
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convenient: until a phonene segnentation has been conputed for the actual
speech utterance. The super classifier may in this case be a sinple

per cept r onWORH/AMBLGt rai ning is therefore not in itself @RCTHI2DENO2438
Comput ati onal problem Figure 2 shows an exanple of this. Alternatively - in
order to avoid the iterative perceptron training algorithm- Fisher's linear
di scrim nant function canfmigu d for learning the individual expert

wei ght s. Evén isﬂmmtbybllrty bitien frﬁ @/id samavdrtsudetheladcamtags heaker probabilities
esti mat ed | ich essentially is an

obj ect canL%%w %@erc‘)?:@ 0 aP%rﬁ’g u%zéﬂsgﬁé%&\léhspeaker verification

deci si ons. Successful conbl nation schenes nust take into account that on

t he one ¢i fic phonenes are nore informative than others, and on
the 110 W%&ég@) PCTI US2004/ 002438 ot her hand that different phonenes
to some exbRdMtesRERYE aie.dmﬁwldméwat@mbsl @&%@4 ireatvabidsids, speaker. The main
dlfflcult face when ecision is that

-unl ess t" els BeotiR PR %S&?‘@‘S@F%W g‘"%%%'l?%‘?%enéers@r%@ﬁ'ftﬁ%gl y constrained -
t he t ot alikewuioisbow correthtibrisam thetvolpigciomaie, whenrds itwaedpertsspehialisiggan occur in test

tt ily b
EOWSL?QS%?dlﬁéfeﬁiph&%gﬁEysa{/ 4%§>Qctyv'e'|9%%§sal L{;ﬁﬁéﬁﬁlﬁ%ﬁ%@m@aﬁe ib%& eai; | y Ye er del

W2 Phone“k@ft}? shep eqrrefations: 'ima)’quff(fﬁh@ regppnable fo diyiqy 'QEP%PBWQ A super O assifier
The cl asgit gr@ﬁpstra;!ﬁegent.ﬁwﬁaréﬁtgn@aﬁnbalas@aaa&%kmabamdﬂsbd;@s fromthe

Ilggl vi du?)lc,ch?%gn ecompule% foreach g%neme group((c,zfrJOI nes theminto a global score:

e 1 ETE PIe) >t
Dot (@g) =1 -1 otherwise
equation: 19

where #C denotes the number of phonemes in group C. Equation 19 effectively defines a new set of
experts. The giobal verification decision can then be made as before by combining the votes from
the group experts, rather than from the "phoneme” experts. In principle this decision strategy can be
extended, {o include several layers of experis, where the experts at {he lowest level represent
different individual phonemes and experts at the uppsr levels represent broader sound classes
{nasals, vowels, fricatives, etc.).

;, Modelling Expert Votes

An attractive way of combining N expert votes is to train a network (RBF or MLP) to learn the
empirically best combination strategy (Wolpert 1992). This way both the accuracy of the individual
experts and the correlation between different expert votes can be taken into account directly. When
this approach is followed, all that has taken place up fo the point where the expert votes must be
combined is essentially regarded as feature extraction; the feature vecfors are here decision

vectors:

Dy (@) = (Dpfaf™,..., (@”‘Nh)
equation: 20

There are, however, two problems with this appreach.
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W Caim 1. A systemof secure network connectivity between one or nore
users and at |east one network server, conprising:” at |east one intelligent
data car f¢iooshssyed to one user, wherein said intelligpptydsdedeoaggrier
conprises at least (i) one nenory, adapted to store data, (i1) one
i nput -out put apparatus, adapted to input and output data, and (iii) one
processor, adapted to process the data stored in said nenory, wherein said
intelligent data carrier is capable of connecting to a host conputer device
t hgr \iﬁy to amaertitst ;@mi;idftaahérfsm?rmehnpqmmmmnmt z@pas vcmzsal m@;agaa ben et wor t
an erein | il ﬁgﬂg i net wor
identity fé’?‘?‘%"ﬂ%‘l‘ gser nt?%?‘ouaﬁﬁaﬁe aut%%g?{?Jgg!tal %ﬁ% eg%e?%tgﬁi' (_?In schene; and
a dynami c dahighihenwers ained-be expara aredikely lokeeveoiringd NS gl pi trRiping datmt agr ans
for a multipkt-GEré thetfore b dptitistie@NBerct, StRENVddaRionaPiriiiieg @48 mdEt HEOI6ViAERe! S,
wherein said nam dat agram swi t ch conprises at agram schema and a
parser, whefEf ”@Y’%"@ﬁfﬂ?gﬁ%’g@ be P i'”?g'%en? " or nmore datagrans,
el onging to one or nore datagramtypes, erein eac atagram type
bel [ d wh [ h d
conpri ses. a | . ' i ol ' bl e of
par 51 ng. the THhEBhd bbolh ¢ HERIORE ool 3ol Vel Ehr e L ufdont oo 3R, P P
sai d i nt el | thperhonetiginpke gf diffasent fest ces cag vayrpdots gnst thigmekes i impgssibie ther ei n
sai d int el | ik@@nncfdrRimaedptingly dofbinBPihe Teias RAuivY fdin phcuRk tddBRiek@ites. Conpact
Fl ash, Smart I\/Edni a, Oorrpg?:t i sk, DVD, PDA, fir\rMewi re device, and token
device. 4. The systemof claim1l, wherein said nultiplicity of applications
conprises at | east one of w ndow based renote term nal server applications,
appl i cat) ot 1.nal m*&r ik 1B | rectly
errbeddg' egggrﬁéhaﬁ%, aﬁ‘é“gtnﬁéﬁigﬁ%dﬁtg%gpp |é§f§'@%§, \Aﬂgetrggir}:ﬁucpﬂéer&%i rectly.
enbeddeembassf deciidnokeiorsdinsprbiaing relavarisrpasidecisions extapiad Bomaiisrant Bainiaas, dat a
anal ysiferai@k. HoweVisr HERImBS oRpdseiblePhDRGRBIbinafts Shat atbdeiM iSEMVeRe  Resource
B AP B BLE Sop kgt Hoars 6 ThPns! oy s BR324 21
possible will be represented. Then up o

30\ _ . 30
15 7 7 15030 — 15)!

=~ 1.6-10%

different vote combinations would have to be considered. This calculation ignores that votes may be
based on more than one phoneme observation - and hence be more reliable - and that the actual
number of different phonemes rhay be more or may be less than 15.

A possible solution to this dilemma is to make the super classifier utterance specific, i.e. to postpone
the training until the moment it is decided which prompting text to issue next - or even more
convenient: until a phoneme segmentation has been computed for the actual speech utterance. The
super classifier may in this case be a simple perceptron, and the training is therefore not in itself a
serious Computational problem. Figure 2 shows an example of this.

Alternatively - in order to avoid the iterative perceptron training algorithm - Fisher's linear
discriminant function can be used for learning the individual expert weights.

In summary, this example discusses how local speaker probabilities esfimated from

individual phoneme observations (which essentially is an object can be combined in order o
produce global speaker verification decisions. Successful combination schemes must take into
account that on the one hand some specific phonemes are more informative than others, and on the
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one maj or datagramtype and within said one maj or datagramtype, at |east
one mnor datagramtype. 6. The systemof claim5, wherein the parser is
adapt ed t owpaeesosogeat ri x of datagramtypes, said matrirccosmoysengs a first
multiplicity of major datagramtypes and in each major datagramtype of
said first nultiplicity, a second nultiplicity of mnor datagram types. 7.

Th f claim6 wherein the ngjor d is selected f h
ar oup. corterarridepees ey o s BleRlar 3 Bihant e BBt gy

adapt ed smeakerut henti cate and control user connections, (ii) a content
datagram adapted to transmt the content data, (iii) a broadcast datagram
adapted to manage point-to-point, point-to- nultipoint, and

mul ti poi he M@0 rﬁ‘%’f"’ﬂ‘ﬁ’b@%w'??&tdéc"{"?%w wejopfpach log3! decisionn Bt HBEsSIhexy

dat agr anpromefiliestd given paheakersery/ setalshy dafdtamed - thb tot elmberlof Sifirs@ pharidthd he

intelligent data carrier | nstant. e e e | to transmt
nessages c?r?lb"?%gTs- @?‘r% n %ﬁ'/ulr gﬂ\%ﬁ ﬁ%err%;ngg Sc'g R H}e@tﬁ %g% sﬁ%ge' 0 g??g@‘i%{’a“a‘b";pt ed to
t r ansf er easilgbs corepiitetta prioind nedia files, (vii) a user directory datagram
adapted to search for network users, and (viii) a renote nmanagenent
datagram adapted to renotely control network users. 8. The systemof claim
7, wherein the server nessages and connection control datagram conprises
m nor datagramtypes selected fromthe group consisting of. (i) a

aut henti cati on request datggrem—agapted to initiate an authentication
request, (ii) a authenticaty epl y. datagram_ adapt to send a response
upon a re L{-ﬁﬁt of, aut henti czﬁﬁ@?}é a.%’t(f?‘l"?g))-a mﬂ@%ﬁq}ati on result

dat agr am % aGFe:ﬁiﬁt.o. at Hdodefsult of an authentication session. 9. The
systemof claim@8, wherein|t confgnt datagram conprises mnor datagram
types selected fromthe grpup*consisting of (i) a normal content datagram
adapted to transmt the content data)\ (ii) a renote | oggi ng datagram
adapted to conmunicate with the netwqrk server and establish a | ogin
session, (iii) a renote data collectoxigatagram adapted to transmt data

froma renote connection, giv—a-conte approval request datagram adapted
to request verification of tﬁ]ﬁoﬁé)ntent ata transmtted,

| @)‘gmlzgfz“,,,&m— Model

l i
. _ | Phome '
B = Ghrerer it Model | PUIBEM) — P{=IIBE)
Oy !

Fignre: 2 A super classifier

The classifier takes the differential speaker probabilities from the individual phoneme models as
input and combines them into a global score:

P, .. 85 - Pl-jaf ... el
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and (v) a content approval reply datagram adapted to respond to a request
of verification of the content data transmtted. 113 10. The system of
claim7, wherein the connection proxy datagram conprises mnor datagram
types selected fromthe group consisting of: (i) proxy data to server,
adapted to pass proxy data to the network server fromthe intelligent data
carrier, and (ii) proxy data from server, adapted to pass the proxy data
fromthe ngboRiik: server to the intelligent data carrier. 11. The system of
claim7, wherein the instant nmessage type conprises mnor datagramtypes
selected fromthe group consisting of (i) a file transm ssion type, (ii) a

audi o- vi deo transm 3Sdystem by RBure hibtwork @nhddGlidbetw@nlondBSHeesdrype, and (iv) a
renote data collection type. 12. The systemof claim1l, wherein each

dat agr am iapd etHeastiRne agPuerk SEYFDPAMARYNE  generic | ayout conprising: (A) header
fields for (i) ,0Rg¢ 0 ifRlifedAhAalief AA bilGe:, _W&!éljcﬁl BdSnteMligdi ita M NOT
datagramtype, (i11) the datagramlength, and (i1i) a Jatagraﬁlchecksun1 and
(B) a dat agriansoppyisesaati lehsh(l) onar merhory, adapted forstore dates fil)swe grput-a8putThe syst em of

claim 12, wherein ner.i | 0 Lise ne._or i.iional
header f] GPRHCA Slﬂ.atpgéﬁé‘gg‘;‘?gttaégn"% s %ni%@f) ol B or da r{g({eﬁ’é’rri&gglt%out
fol | ows a dieRktobsdad edid metbry, Wherein ysitl énteltifent Hata carder ivdupalde of dohsecting @ld | gent

data carrier further .c i ses a.radar connector, wherein the radar
connect or hf’?’itcg‘?‘?‘gﬁrei"“tcﬁ g‘g%él’ aﬂ}sf@t&ﬂ% figvia éﬂgﬂltpgﬁm’tt%‘“ AERAATSYOVERYE cont r ol

net wor k CQeieel, afdioherdia said iitelHydmt 841 Qiridlifidapddto cMABKMI stttk RBANWYT kK ser ver
further conprises_a radar connector adapted to nonitor and control network

connect i o theupser Rrgugh ﬁ’éa‘i’ﬂéﬁﬁg?’?ﬂ%%%ﬁ@ orh§chermg apdt work server is connected
to the radar CQRRRGELHatRirah IRt opldBR M oEHoR andE R apbiRk of? a%g%ritﬁ@fopgt wor K.
17. The systemof claim16, wherein said radar connector 1s further adapted
to multiplicity of applications in service to the one or more users, wherein said dynamic .
datagram switch comprises a datagram schema and a parser, wherein said datagram schema
comprises two or more datagrams, belonging to one or more datagram types, wherein each
datagram type comprises a plurality of functions, and wherein said parser is capable of

parsing the one or more datagram types.
2. The system of claim 1, wherein said intelligent data carrier is mobile.

3. The system of claim 1, wherein said intelligent data carrier is implemented
with one of USB key, Compact Flash, Smart Media, Compact Disk, DVD, PDA, firewire

device, and token device.

4. The system of claim 1, wherein said multiplicity of applications comprises at
least one of window-based remote terminal server applications, applications on 3270/5250
terminal emulators for mainframe, directly embedded applications, and multimedia
applications, wherein the directly embedded applications comprise at least one of database
applications, data analysis tools, Customer Relation Management tools, and Enterprise

Resource Planning packages.
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detect | ost connections and initialize contact to the network server thereby
reestablishing connections. 114 18. The systemof claim1l, further
conprising an injector, adapted to connect an existing networks to the
network server and transmt data between said existing network and the
intelligent data carrier via the network server, wherein said existing
network i s w ried or Thesysteined slaim 9, whthein sapd datagrarh schemp pomagriseswtdeasi n t he

i nj ect furth | I . ' ' t k and
gt ed. @ BB STLR D8R Pl S PR Rl ShE'l B O bty 7T 07 o7

conmuni cadategramysgieem conprising: at | east one server, conprising a dynam c
datagram switch for dynam c allocation and swapping of datagrans for a
multiplicity of network applications, wherein said dynamic datagramswtch
conprises a da.agr amhé%hﬁﬁ%f&[hﬁinab ﬁllﬁ?d’rﬁﬁ_thep‘dﬁ&rieﬁdip&ditdpﬁai%ﬁﬁtﬁﬁbSCherm
conprises two or nore datagrans,  belonging to opne or nore datag.ramtypes.
wher ei n e 4eASTaRAYPEY SaihmaRyEcQmRHsing & dust uinbicity ok oy dafagrict YBFENd dhd wher ei n
sai d par s@ichintajsrRBBlagh ©be ofRBIdTIrRnIfRicANQ sedondBiuRiphiodPal Aibl dpgsm and at

| east one client, erein the client is an intelligent data carrier,
conprisindgpPat least (i) one nenory, adapted to store data, (ii) one

| nput - out put apparatus, adapted to input and output data, and (iii) one
processor, adapted to process the data stored in said nenory, wherein said
intelligent data caflh¢ sstensofclypalél wheyéin dermpatdatagratmatype hodectabiputher devi ce
t hereby transm ttiﬁng Pﬁae}/\ireamsai desimg ut - out put %p(?aarat usada(?\{ﬁ(:a‘{)\t t he networKk,
and wher ei8PU8&PYSUPR P 1 5O MERRETS AT FMRFCUPL CAFR TR Y 28 EHPi sh a net work
user i dentauthyntichte andtondol usatitdnestivaatil) acomad dengminpidapred scieemitiler secure

data transm ssion between, sai,d server and said client.. 21. The
O et o P AR Ao TGRT U4hasim Aaro el by PO B BMHS. | nt el 1 gent
data carr ip@fitigodnt] 448 nSIERiR o Mulltpo@R ﬁgt@fraddﬁﬁssiﬁﬁ)/ﬁiv) @RbRRGtior prag datapiie, t  Medi a,

Conmpact Di sk, DVD, PDA, firew re _device, and token device. .
adapted to pass proxy data between the network server and the intelligent data carrier, (v) a

instant message type, adapted to transmit messages in real-time, (vi) a large content transfer
datagram, adapted to transfer oversized data and media files, (vii) a user directory datagram,
adapted to search for network users, and (viii) a remote management datagram, adapted to

remotely control network users.

8. The system of claim 7, wherein the server messages and connection control
datagram comprises minor datagram types selected from the group consisting of: (i) a
authentication request datagram, adapted to initiate an authentication request, (ii) a
authentication reply datagram, adapted to send a response upon a request of authentication,
and (ii1) a authentication result datagram, adapted to send the result of an authentication

session,

9. The system of claim 8, wherein the content datagram comprises minor
datagram types selected from the group consisting of (i} a normal content datagram,
adapted to transmit the content data, (ii) a remote logging datagram, adapted to
communicate with the network server and establish a login session, (iii) a remote data
collector datagram, adapted to transmit data from a remote connection, (iv) a content
approval request datagram, adapted to request verification of the content data transmitted,
and (v) a content approval reply datagram, adapted to respond to a request of verification

of the content data transmitted.
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22. The client-server comuni cation system of claim 20, wherein said
datagram schenma conprises at |east one major datagramtype and within said
one maj or datagramtype, at |east one mnor datagramtype. 115 23. The
client-server conmuni cation systemof claim 20, wherein the parser is
adapted to parse a matrix of datagramtypes, said matrix conprising a first
multiplicity of major datagramtypes and in each major datagramtype of

said first nmultipligjt a secon mul.tiplicity of m.nor datagramtypes. 24.
The cli ent-ser@%? cﬁf‘ﬁw%’ﬁtf%é’? Icgqulgng}egzgﬂ %?c%ﬂnﬁ'?%?fﬁ’,xy\ﬂﬁt@grﬁnnco E‘ﬁesda%/ggr am
icn t he datgrdstgaineypds L‘m(tjeﬂ fpanRE poup eoneistingCamQ) proxy dita t():%);rva_ea&h‘pfcgfi el ds

or (i) one or nore nmjor datagram_t S, (LI ne or nore._ . nmnoy datagram
type, (i1 1° RREPERK S B "SRG Ser e robt i eieste BB camionrBRROAROENE (£ a
dat agr am B seadr, hapted s pask e pEAY Aath Frofn' tREWSeverkisGier t8 the idteRigbhtidelt - server
communi cation system of claim 20, further conprising an injector, adapted
to connectagf-exi sting network to the server and transmt data between the
exi sting networks and the client via the server, wherein the existing

network is wired or wreless. 26. The client-server communication system of
cl ai m 25, wherldi n t Bhe syetemenf claing 7,i whetein thm thstanf messape tgmechmpusgemiis@s a r adar

connector , wherei n the, radar.,.connector..i nterf age the.network and is

adapt ed tgatﬁ%rﬁlflt(:%mes %erll%teg (?%P’r %’F SeR Wor Sunc,%onfﬁ@caﬁlﬁgﬁrg? SRET e E‘ﬁé’ radar
connect or andio-vhieo Ghrsaidsioh Sype(fil)adhstcht inail essagaigpe, andfivieciembtealatat he server
over the nelgewor k, and wherein the radar connector of the injector is
connect ed ‘PG tMeYPhadar connector of the server over the network. 27. The
client-server conmuni cati on systemof claim 26, wherein the radar connector
of the client is further adapted to detect |ost connections and initialize
contact to the ser Vbt systmrad lpim baherain sash dpiagrems imthe datgeram sphemathesa

cli ent - seryel. GRBIEBEALEN system of claim 20, wherein the server further

conprises an encrypted virtual file systemfor dedicated data storage for
the client. (A) header fields for (i) one or more major datagram types, (ii) one or more

minor datagram type, (ii) the datagram length, and (iii) a datagram checksum, and
(B) a datagram payload for carrying data in transmission.

13. The system of claim 12, wherein the generic layout comprises one or more

additional header fields.
14. The system of claim 12, wherein the generic layout follows a TCP header.

15. The system of claim 1, wherein the intelligent data carrier further
comprises a radar connector, wherein the radar connector interfaces the network and is

adapted to monitor and control network connections.

16. The system of claim 15, wheremn the network server further comprises a
radar connector adapted to monitor and control network connections, wherein the radar
connector of the network server is connected to the radar connector of the intelligent data

carrier over the network.

17. The system of claim 16, wherein said radar connector is further adapted to
detect lost connections and initialize contact to the network server thereby reestablishing

connections.
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29. An intelligent data carrier, conprising at |least (i) one nenory, adapted
to store data, (ii) one input-output apparatus, adapted to input and out put
data, and (iii) one processor, adapted to process the data stored in said
menory, wherein the intelligent data 116 carrier is capable of connecting
to a host conputer device on a network thereby transmtting data via said

i nput - out put apparatus over the network, wherein the data transmssion is

t hrough dynam cal | y-swit ched datagranms in a datagram schema, wherein the
intelligent data carrier is adapted to establish a network user identity

t hrough an aut b@&nt i e isgstenaoitlaimnic furthtt @mpsising aeinjctor Sadaptedtorvenwerdn dat a

transm ssion,. 30. The intelligent data carsier of claim29 said injelligent
data carr ieé}Sh?%neq"ﬂ%F g’n@?‘nf‘%" i SPH S 8%8?5%%%‘%??“ ﬂqﬁé’é?ﬁﬁﬂeg‘g‘ﬁlf a’%instrt

Medi a, Conpeitelligefitaia daMies via tiRDRA%work iséresM wEer€lf ¥di6 esistirdtéthdrk @rwiekd\wr ces. 31.

The intelligent data carrier of claim?29, wherein the dynam cally-swtched

dat agr ans ‘Ib’éﬁlﬁﬁ-g to one or nore datagramtypes and are adapted to carry (i)
content data for network transm ssion and (ii) other information for

managi ng and controlling network connections and supporting network
appl i cations, Wher eiThesysem abalagy Bawhgrpa theonisetpssther copiprises airadar of

functions. coﬁgectolqﬁtelfg&fséet!hg ggtm:rkda%h gdag;%rtéa oniPdr aﬁll Qt;ﬂ@o?&etwmer ein the

dat agram types ‘conpri ' east one maj or datagramtype and within the
maj or dat agneavtionspe, at | east one minor datagramtype. 33. The intelligent
data carrier of claim32, wherein the datagrans conformto a generic

| ayout, said generic |ayout conprising: (A) header fields for (i) one or
nmore maj or dat agr am A yigas-ser¢érichmmnsicstion Rpstedn, Fbmprisinglat agram type, (ii) the

datagram |l ength, and (iii) a datagram checksum and a .dat agr am payl oad
o oanT i ma o ot fnelspiit, SR G CHEBRBh < SVRa® AEAsEnd
communi cat @Pping ONGRitdgBdnitfor & MEMIPHEIL T nStwdAd WL datibS whadin saideivhingient dat a

carrier, wherein the intelligent data carrier conprises at [east (i) one
menory, adéeEdn switchcampriyes e datagremschsima apd p parsesuypasein said datagram schema

comprises two or more datagrams. belonging to one or more datag ram types. wherein each
datagram type comprises a plurality of functions, and wherein said parser is capable of
parsing the one or more datagram types; and

at least one client, wherein the client is an intelligent data carrier, comprising at least
(i) one memory, adapted to store data, (ii) one input-output apparatus, adapted to input and
output data, and (iii) one processor, adapted to process the data stored in said memory,
wherein said intelligent data carrier is capable of connecting to a host computer device
thereby transmitting data via said input-output apparatus over the network, and wherein said
intelligent data carrier is adapted to establish a network user identity through an
authentication and encryption scheme for secure data transmission between said server and

said client.

21, The client-server communication system of claim 20, wherein said
intelligent data carrier is implemented with one of USB key, Compact Flash, Smart Media,
Compact Disk, DVD, PDA, firewire device, and token device.

22.  The client-server communication system of claim 20, wherein said datagram

schema comprises at least one major datagram type and within said one major datagram type,

at least one minor datagram type.
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apparatus, adapted to input and output data, and (iii) one processor,
adapted to process the data stored in said nenory, wherein the intelligent
data carrier is capable of connecting to a host conputer device on the
network thereby transmtting data via said input-output apparatus over the
network, wherein the intelligent data carrier is adapted to establish a
network identity for the network user through an authentication and
encryption schenme; and 117 providing a dynam ¢ datagramswitch in a server
on the network for dynamic allocation and swappi ng of datagrans in support
of a multiplicity of applications, wherein said dynam c datagram sw tch

conpri ses a datagr seher a parser ereln i dat agr am schema
conpr | ses {wo b ot Siaren Ao RREAH syt RSt b B e s PSR IS Ly pes,
wher ei n ealajtedittpage amdtypef dacign [$9S, @idahattiaborhptistily affirstaiilGplicity ahd wher ei n
said parser (s capable aqf parsing.he one or e datagramtypes. 35. The
et hod of HEPEIAAEE SRAAN T 646 iR CHASTRT YR G I st BPYth B F6ebkh e
conpri sesyhlfiglidi€! of RithdrGat dsal steps: (a) a request being caused to

forward fromthe intelligent data carrier to the server that the
intelligent data carrier be authenticated; (b) the server presenting to the

intelligent daha Cafel HEntBeREMoflninicaldn systioeBhint 80, i\x@;@re%gl? r'gnﬁrﬁ) t he

intelligent data carrier selecting one adthentication net m sai d
pl ur al i t yintthe datagramascherpa has; a gengrictlagputeompeisingiendi ng the intel i gent data

carrier a de I : f i cation data
fromthe int gﬁﬁyg?ﬁgsﬁ%sg&c rrn?éjf @8%§%§%g%ﬁest@i‘%%?&g:ﬁﬁq%g sai d

aut hent i cainoodatahzdm type (@) the dathgrami¢ngeh, amt (@l)lai dyaptam dbadkaurepandi er i nt o one or
nore data aut hgst idcati on glb'(gﬁ)ts, wher ei.n_each of said data authentication
objects is a d&?&dgageEpe B%' canymigdfadn BASPUSRE: anal yzed using one or more
classifiers; (f) the server analyzing said data authentication objects,

according to said one or nore classifiers, ther_ebX determning the result
of the aut henfcat i'@w;chaﬁd;erver communication system of claim 20, further comprising an

injector, adapted to connect an existing network to the server and transmit data between the
existing networks and the client via the server, wherein the existing network is wired or
wireless.

26. The client-server communication system of claim 25, wherein the server,
client, and injector each comprises a radar connector, wherein the radar connector interfaces
the network and is adapted to monitor and control network connections, wherein the radar
connector of the client is connected to the radar connector of the server over the network, and
wherein the radar connector of the injector is connected to the radar connector of the server

over the network.

27. The client-server communication system of claim 26, wherein the radar
connector of the client is further adapted to detect lost connections and initialize contact to

the server thereby reestablishing connections.

28.  The client-server communication system of claim 20, wherein the server

further comprises an encrypted virtual file system for dedicated data storage for the client.
29.  Anintelligent data carrier, comprising at least (i) one memory, adapted to
store data, (ii) one input-output apparatus, adapted to input and output data, and (iii) one

processor, adapted to process the data stored in said memory, wherein the intelligent data
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(g) the server sending said result to the intelligent data carrier,
indicating a successful or failed authentication attenpt. 36. The nethod of
claim 35 wherein said event in step (c) conprises at |least one of a click
of a nouse, a touch on a screen, a keystroke, an utterance, and a bionetric
measurenent. 37. The nmethod of claim 35, wherein said demand in step (d)
conprises at least one of a pseudo random and a true random code, wherein
t he pseudo random code is generated based on a nmathematically
pre-calculated list, and wherein the true random code is generated by

sanpl i ng asrtlers oqp@blsiofigonacsing tecehast computeo foviawn s natvak theteby shening 118 38.

The nmet hod ,of. cl gi.m 35 erein said anal yzing in s f).is perforned
based on g‘ﬁté %rsaﬁd?@%‘aﬁta%%‘a%f"’e% g‘c\}i’;ﬁt@? ik hgrﬁl"(r}h%aéggénsg%ﬁslémé%al ysis rul es
conpri se tphamsyhimisiliyosvirteDdatighanstin a Uit8pran Sclema Wheeit rsptellicaitdal St ep
(e). 39. The nethod of claim 38, wherein sajd classification conprises
speaker GUFFYs adaptegioe i ACHVARK Ussfridengty) thropeh augeatisaionimie two cl asses,
the tar get,GHfRk8Eherldor 36ure héMOXK!Afa ra¥GEGId) €ach class is characterized by
a probability density function, and wherein the determning in step (t) is
a binary decision problem 40. The nmethod of claim 35, wherein said
determning i tep i : j : e the sum
superiority, arbno?j prgg%ﬁtﬁ?%{#%%%%?gagﬁei%? n%ll}ezﬁ%%da%&c\ﬁe E){' obj ect s,
based on tihplemagedwithroneofdISBkdys,i GompactiFlash fmaraYledianiZongiact Dikle, BMDsi s one of
a superig,?Aasn r%.r?n‘ggrg SUTLSQPUL %‘d fromthe one or nore data vector
obj ect s. THE S CRO o T aI T 3% wherein said one or nore classifiers in
step (e) conprise a super classifier derived fromthe nore than one data
vector objects, wherein said . super classifier is based on one of physical
bi onetrics an@berfiﬁ‘fﬂﬁﬁi&g%ﬁ% feg ot claim 23y ?YWMPWQBTWZB? cs
conpr i ses dafaglafR HEloRANR Ak oV RbeRlata@aMGel kitlare hdaP8 kdEA(D contBRASAT | Nt S,
bl ood vessel patterns, DNA tests, retinal or iris scan, and face
recogni t i doFnetwgtk fransmissionfand Ghirsher Bifgrmation fes manngigiaad songBinggediothat t er ns of
i ndi vi dual ' - j ' ol
aut hentic 5’? lila%wﬁ %%%ug ?é{)‘?ggﬁwgﬁtaﬁﬂ%aﬁ&s%ﬂr% Sth d%ﬁ&z"aﬁx' @pe%hﬁgnses ?

plurality of functions.

32. The intelligent data carrier of claim 31, wherein the datagram types
comprise at least one major datagram type and within the major datagram type, at least

one minor datagram type.

33. The intelligent data carrier of claim 32, wherein the datagrams
conform to a generic layout, said generic layout comprising:
(A) header fields for (i) one or more major datagram types, (ii) one or more minor
datagram type, (ii) the datagram length, and (iii} a datagram checksum, and
(B) a datagram payload for carrying data in transmission.

34, A method for secure network communication, comprising:

issuing to a network user an intelligent data carrier, wherein the intelligent data
carrier comprises at least (1} one memory, adapted to store data, (i) one input-output
apparatus, adapted to input and output data, and (iii) one processor, adapted to process the
data stored in said memory, wherein the intelligent data carrier is capable of connecting to a
host computer device on the network thereby transmitting data via said input-output
apparatus over the network, wherein the intelligent data carrier is adapted to establish a
network identity for the network user through an authentication and encryption scheme; and
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schenme conprises symmetrical and asymretrical nulti-cipher encryption,
wherein said encryption uses at |east one of output feedback, cipher

f eedback, cipher forwarding, and cipher block chaining. 43. The nethod of
claim42, wherein the encryption is based on Advanced Encryption Standard
(AES) Rijndael. 44. The nmethod of claim 34, wherein said authentication and
encrypti on sclpmvaling aghinemirdatg8acwmiteh itea/sefer iathg actwatlefoedynatie Secur e Key

Exchange | oys one of a ublic. ke ystemand. Elliptic Curve Cryptosystem
o vat o kEIFEReR 3a® AerBgdr altih o ol R SRR deBliomR, MhERE ot P o and
encr ypt i ofhiddhemt dacgrapt swirh carhpriseasdataptdin Sdhea koA arde@ Sthepdinpilided t o

validate that the intelligent data qcalarrier n)gs_ been registered with the
server, adtREATE EERE COTIRIET R OF FOUHHARME ReINDEBR YR PREGT P HAFRPs at  the

intel i gepbedah@ein@nit Riaghithypd\ @nipeisds aGATRLY 8f fubl@¥dnS, fnd Wherefh SR SONal t est
adapted to authenticate the user "based on event-|evel data. 46. The nethod
of cl ai m Baser fspepdhls of parspgitl gng opmesgidgtaggmdypesy st radar connector in the
intelligent data carrier and a second radar connector in the server, wherein
the first radar connector is adapted to connected to the second radar
connect or overRSt he Hetmethdd of claime Béiwherdirethe anthentigatibntand enwypsiod schathar
connector _are. a dto | and control network connections. 47. The
met hod of“%W%Fﬁﬂﬁ%&ﬁﬁﬂgﬁégﬁg?%ﬁ5??%st radar connector is further adapted to
detect | ost cd@@nechiramsstdeidg causdd talformardcfeoni the tintélligdnln dats erfieido Kiwdar connect or
t her eby reestablishHPg cgnnecti ns. 48, nethod for target delivery of one
or rore appye &t thefrelligent dajacarrier bg guenticateds. i ssuing the user an intelligent
data carrier, @daptteter plogktimth ehedntBDigbnt AMARAHHEY a pl@RUILYT that is connected
to a network on which a network server sits and conmunicate with the
net wor k s a#thaticalipamethodsinet wor k, wherein the network server communi cates
with the int %)' | OQRY infdBpBntCadalchifier &mmewﬂamc%d netRd fGheda dat agrams in
a data gram schens,

plurality through an event;

(d) the server sending the intelligent data carrier a demand, based on said
selected method, for authentication data from the intelligent data carrier;

(e) the server transforming said authentication data received from the intelligent
data carrier into one or more data authentication objects, wherein each of said data
authentication objects is a data vector object, capable of being analyzed using one or more
classifiers;

(f)  the server analyzing said data authentication objects, according to said one or
more classifiers, thereby determining the result of the authentication; and

(g)  the server sending said result to the intelligent data carrier, indicating a

successful or failed authentication attempt.

36. The method of claim 35 wherein said event in step (c) comprises at least
one of a click of a mouse, a touch on a screen, a keystroke, an utterance, and a biometric

measurement.

37 The method of claim 35, wherein said demand in step (d) comprises at least
one of a pseudo random and a true random code, wherein the pseudo random code is
generated based on a mathematically pre-calculated list, and wherein the true random code is

generated by sampling and processing a source of entropy outside of the system.
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wherein the intelligent data carrier conprises at |east (i) one nenory,
adapted to store data, (ii) one input-output apparatus, adapted to input
and output data, and (iii) one processor, adapted to process the data
stored in said nenory; the server authenticating the user through an

aut henti cati on and encryption schenme; and granting the user access to the
one or nore app$.i cafhomsthopofrlamci®ewhbdrein said andiysing iv atep 6 is ptgorrde net hod of

cl aim 48, r on the

el | gettohaf bttt A sRlnlIp s oRRP B o RS daysibhlts 8RGO,
conput er dhwi&anomaﬁm{aﬁxgtd'ﬂmombmdeofasnﬁasmm@,(eMer ein the host conputer
device is connected to the network via wired or wireless neans. 51. The

met hod of claim49, wherein the host conputer device conprises at |east one

of a desktop ong| aptrﬁ@mem@ummmﬂ pRéEsaRaid cﬁb@ﬁdaabn aﬁ@rﬁesaapeakePDA) a
nobi |l e phone, a dig EV an audi o, or video p élg a co . gane
consol , a vERRaHe): W&’&’h"ﬁ’rtﬁe aja phyfictvectors fyplye “‘él?]ﬂasécsn 58t s ‘Hlaé thonmesti ¢

appl i ance.jmpdtor, MiRrdiRERAE1a0] is ch@hdRrizdd byEoBALNItY BéhsAE FudiBrider, BRARABGn domest i ¢

appliance 1s one of a network-enabl ed re?lﬁl gerator, mcrowave, washer,
dryer, andheslesminingdn step &) isprunare dosésiongroblemi m 48, wherein said one or nore
applications conprise at |east one of w ndow based renote term nal server
applications, applications on 3270/5250 term nal emulators for mainfrane,
directly enbeddéd app¢ metheil ofdaimaifal whereinismddietgrminipglin gep (foemmprisgser ei n t he
directly e d I t n t.abas
applicati onmg]ffiu gg gﬁgﬂgabégéég?u(%%ﬁgﬂm&ﬂgt adpr ‘ﬁg‘?éﬁf?"é‘ﬁ a%g%%gbe%len gat ool s, and
Ent er pri sevectblesbiudtscieaséd amthe ome @aﬁdfagleﬁlﬂcilef step (e), wherein the sum is one of a

superior and a random sum computed from the one or more data vector objects.

41. The method of claim 35, wherein said one or more classifiers in step ()
comprise a super classifier derived from the more than one data vector objects, wherein said
super classifier is based on one of physical biometrics and performance biometrics.,
wherein physical biometrics comprises at least one of voice recognition, fingerprints,
handprints, blood vesse! patterns, DNA tests, retinal or iris scan, and face recognition,

wherein performance biometrics comprises habits or pattemns of individual behaviors.

42, The method of claim 34, wherein said authentication and encryption
scheme comprises symmetrical and asymmetrical multi-cipher encryption, wherein said
encryption uses at least one of output feedback, cipher feedback, cipher forwarding, and

cipher block chaining.

43, The method of claim 42, wherein the encryption is based on Advanced
Encryption Standard (AES) Rijndael.

44, The method of claim 34, wherein said authentication and encryption scheme

implements Secure Key Exchange, wherein the Secure Key Exchange employs one of a

public key system and Elliptic Curve Cryptosystem private keys.
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45, The method of claim 34, wherein the authentication and encryption scheme
comprises at least one of a logic test adapted to validate that the intelligent data carrier has
been registered with the server, a device test adapted to validate the physical parameters at
the intelligent data carrier and the host computer device, and a personal test adapted to

authenticate the user based on event-level data.

46. The method of claim 34, further comprising providing a first radar connector
in the intelligent data carrier and a second radar connector in the server, wherein the first
radar connector is adapted to connected to the second radar connector over the network,
wherein the first and the second radar connector are adapted to monitor and control network

connections.

47. The method of claim 46, wherein the first radar connector is further adapted
to detect lost connections and initialize contact to the second radar connector thereby

reestablishing connections.

48. A method for target delivery of one or more applications to a user,
comprising:

issuing the user an intelligent data carrier, adapted to dock onto a host computer
device that is connected to a network on which a network server sits and communicate with
the network server over the network, wherein the network server communicates with the
intelligent data carrier through dynamically-switched datagrams in a data gram schema,
wherein the intelligent data carrier comprises at least (i) one memory, adapted to store data,
(i1) one input-output apparatus, adapted to input and output data, and (iit} one processor,
adapted to process the data stored in said memory;

the server authenticating the user through an authentication and encryption
scheme; and

granting the user access to the one or more applications upon successful

authentication.

49.  The method of claim 48, wherein said one or more applications are
preloaded on the intelligent data carrier or installed on the network server or the host

computer device.
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50. The method of claim 49, wherein the host computer device is connected to

the network via wired or wireless means.

51. The method of claim 49, wherein the host computer device comprises at least
one of a desktop or laptop computer, a personal digital assistant (PDA), a mobile phone, a
digital TV, an audio or video player, a computer game consol, a digital camera, a camera

phone, and a network-enabled domestic appliance.

52. The method of claim 51, wherein the network-enabled domestic appliance

is one of a network-enabled refrigerator, microwave, washer, dryer, and dishwasher.

53. The method of claim 48, wherein said one or more applications comprise at
least one of window-based remote terminal server applications, applications on 3270/5250
terminal emulators for mainframe, directly embedded applications, and multimedia
applications, wherein the directly embedded applications comprise at least one of database
applications, data analysis tools, Customer Relation Management tools, and Enterprise

Resource Planning packages.
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