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;e3enNdnK T\ ("** L464T4KW O 01116821 PCTI JPO0/ 0~8~2 DESCRI PTI ON C
DI STRI BUTI ON SYSTEM SEM CONDUCTOR MEMORY CARD, RECEI VI NG APPARATUS,
COVPUTER- READABLE RECORDI NG MEDI UM AND RECEI VI NG 5 METHOD Technical Field
The present invention relates to a distribution systemrealized by a

servi cavo or1asest ri buting copyrighted digital 10 nateri al pGLIHVO@SSSEl ectronic
Music Distribution (EVMD), a sem conductor nenory card, a receivVving
apparatus, a conputer readable recording nedium and a receivi ng~1et hod.

Background Art 15 A distribution systemincludes a distributio , a
devi ce for purchasing cont ent sPESRRIRTHON back appar at us fwmﬂmmmﬁ‘m{“ack
contents, and gives people living around the world the opp

purchase copyrighted material via various global networks. |f a~“pér sona
conput er owned by a 20 user is used as the purchasing device, contents are

i j t h t ,
Pha BSRracriOR ssxi, "SeificoBHoR MRRSkE) ARDRC R G Caoh
PCT/ JP0O0/ 05852 server. Upon receiving the purchase request, the
di sREARATIS 5 cF OMPORER- REARAR S (REGORP INEMEP 2HYARD BECEIIRNG ght ed.

digital material. The personal conputer operated by the user receives the
t r anmwaA®d copyrighted material, and wites it 5 onto the hard disk (HD).
If witing is performed correctly, the purchase of the copyrighted nmateri al
is conpleted. The purchasing device perforns processing called check-out
and check-in. Check-out refers to the process of recording copyrighted

nategigl (a IiEst-aeneration copy) onto a portable 10 recordi ng nedi um such
as menory card or a mni disc. The nunber of tines
check-out is performed by the purchasing device can also be limted to a
pr edet eMfiengrresent invention relates to a distribution system

realized by a service for distributing copyrighted digital

material such as Electronic Music Distribution (EMD), a

semiconductor memory card, a receiving apparatus, a computer-

readable recording medium and a receiving method.

Background Art

A distribution system includes a distribution server, a
device for purchasing contents, and a playback apparatus for
playing back contents, and gives people living around the
world the opportunity to purchase copyrighted material via
various global networks. 1If a personal computer owned by a
user is used as the purchasing device, contents are purchased
in the following way. The user operates the personal

computer, and transmits a purchase request to the distribution
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nunber, such as three or four. If copyrighted material is recorded onto a
portabl e recordi ng nedi um usi ng check-out, 15 this copyrighted material can
be pl ayed back using the playback apparatus. However, once check-out has
been perforned the predeterm ned nunber of times, the copyrighted materi al
can be YROUI##2L state in which check-out is not perm’ttege./T/ BORERN, on t he
other hand, is the process of 20 returning copyrighted material recorded on
a portable recording nediumto the personal conputer. If check-in is

f i Lal ‘ out i
e g050gon PTG B A ey, S Shdbsbesi- o 1

PCT/ JP00105852_materi al becones . possible once re. Check-out and check-in
anaﬁﬁ%ﬁ%ﬁu?%%%éstgﬁru@@ﬁyr?ﬁﬁttBFBtEEPPémlqﬂdgh?[ﬁQRMﬁﬁQ99%thtion in the

copyright owner's profits. The following is a brief explanation of how
copytiggttal smaterdgdct e@hehprrshoek- compate rclppskedtedartey Bdienquper f orned. A
unique identifier, called a Media-ID, is recorded in an area of the

r ecrdlidv 8B dt HE erbaswiteBdaceppyightele maeR\iiaaht ethd Bl grded i to be
recorded, the area being one that cannot be read by a normal user

a1 T iR o SRk ER7 o RG Hedrane Trug i evanat SRSt entioned

user copies contents that have peen checked_out onto one recordi ng nedi um
ont FihRWEFh# 88 0PI hGenEaPYM IPRBANBAFETBLof St KO™PdESSH ng nmedi um ont o
whi ch the contents are copied differs 15 fromthe nedia ID that was used to
encrypt The mpenteasingt Heviredi perbPoohst heooeisgiingl cdilded check-msult,
decryption cannot be properly perforned, and copyright is protected.

D sedRsWigeOk-1he | orepki-80t20eFBesobbeeheObrbke sisnwentdedd das dp Pprovi de a
di stribution systemthat provides a high | evel of convenience for the user,

R AR RSB RIED: SR GE IANR0EY) U il
recording medium such as a semiconductor memory card or a mini
disc. The number of times check-out is performed by the
purchasing device can also be limited to a predetermined
number, such as three or four. If copyrighted material is
recorded onto a portable recording medium using check-out,
this copyrighted material can be played back using the
playback apparatus. However, once check-out has been
performed the predetermined number of times, the copyrighted
material can be set in a state in which check-out is not
permitted. Check-in, on the other hand, is the process of
returning copyrighted material recorded on a portable
recording medium to the personal computer. If check-in is

performed on a copyrighted material that has been set so that

check-out is not permitted, check-out of the copyrighted
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3 WO 01/1G821 PCT/JP00/ 05852 and the like. Current distribution systens
pose various obstacl es-to user conveni ence. Such distribution systens

i nclude the user's personal conputer, as well as devices used as Kl OSK
termnals 5 in convenience stores, record stores, and stations. If the
devi cewsseudioBst a Kl OSK term nal, copyrighted material i sequIrovassszl i n the
followng way. First the KIOSK term nal pronpts the user to provide a
portabl e recording , mediumon which the copyrighted naterial is to be

recorded,, 10 such as a sem ¢conductor nenory, card or a mni. disc. Once this
bor FRNeF e (RRGTRE SreRp et PAS BRER BeRfect BHECK 0N ANGSENSFHA Al and the

necessary charge paid, the copyrighted naterial is dowl oaded fromthe
di starebytricore@ersireainflor ecopyeiigbht prohecparnabiwd icdc griventhedi um  User s
of KIOSK 15 terminals can thus easily acquire their favorite nmusic while

ShoRRIGMG tAlorP it NendeYoh Or WGRK &hn&ROYrofift £OPYrighted material is
recorded onto a sem conductor nenory card by a KIOSK term nal, however, a

devi ce her. t.han the KIQSK term ' al L.owed to _check-in the

copyri gﬂ’.thgd fi’d‘ ] at® r%co?ldéeg] %’??%Joért%%g?é%mogon Hcf:&pyr?elrgglrty *Car d by the
KIOSK term nal. The reason for this is as follows. Wre check-in to be

per POREFUSd afthesherlreet amé ebpykrint dgenkednvaPesommash ceck-in had
been perforned coul d be checked 4 CVvO 01/ 16821 PCT/JP00/0~852 out three

or haiguenriedntneSierf chkelbddia Mydbmolberideviecerded dheckr auteaby the sane
device were to be repeated, a |large nunber of first generation copies would

be prdenand LRV P He Pl @h 66kt ONwiBEe én@%gcakvehem%?yﬂ%%' n by other -

devices 5 is conpletely prohibited in order o prevent this kind of
material is to be recorded, the area being one that cannot be
read by a normal user operation. When check-out is performed,
contents are encrypted using the media ID unique to the
recording medium. Thus, even if an ill-intentioned user
copies contents that have been checked out onto one recording
medium onto another recording medium, the media ID of the
recording medium onto which the contents are copied differs
from the media ID that was used to encrypt the contents (the

media ID of the original disc). As a result, decryption

cannot be properly performed, and copyright is protected.

Disclosure of the Invention

The object of the invention is to provide a distribution
system that provides a high level of convenience for the user,
while protecting copyright, when a device manages the

recording of copyrighted material using check-out, check-in
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proliferation of first generation copies. As a result, a user who has
purchased copyrighted material froma KIOSK termnal will not be able to
enjoy the ability to perform check-out and check-in at home using a 10
personal conputer. The fact that a user who has paid the required charge is
not ablM¥OO0Y I3 or m check-out and check-in shows a | ack BFTEBYEISEEr atibn of
the user and may reduce their desire to use KIOSK termnals. In order to
overconme the above problens and achi eve the 15 above object, the inventors
of tgﬁdpﬁﬁéeﬂgkgqvention suggest that a Usage Rule, showing the right to
manage the recording of copies of copyrighted material, be noved. In the

Secure Digjtal si,¢ lnitiative (S , this Usage Rule is called Dgital
R oht s NarGHERERE RAPEEABEEGRT OFM SRR oAt EOI R EHEC hEREEP of copy
generations and nunber of times copies can be made during check-out and

COpPYUSRE | copeenbencse .b&ssh o stniduliare Rseemy dhelvdeuthenusgstsem t hat
noves the Usage Rul e, thereby achieving the above object, includes a 5 WO

01/ 168Rdo LT/ d6RPL08E52 adi siglilbws AeviRtaeruded 4ls SKIOHKt togmans0st ent vi a
a network, and first and second receiving apparatuses for receiving the

CO”tf‘rP.tccBéﬁ@engSnESt %Bges?n%e;c‘abgg A% ft SOPY ét{‘%t%&@é‘?e”t onto a

recordi ng mediumin order 't y the dontent pl ayback appar at us.
Here, the first rgcelving apparatus _may, include a first receiving unit and
a recordi ngt Une . AFHECR PSEY dSey KA SEhitE TR dre CORY B HHeEGet wor k, a
data set including the content and control information controlling copying
of twtemiiknisoptochheededor diheg fioddiowinaanthshol dsi ot tthee rkE@$SKed dat a
set. The recording unit generates authorization information showi ng whet her

MoVidikridies Uah fompt st ehanakber tegeiowiide apRRidisid sSra@sraidigd. Then the
recording unit records the content onto a distribution nmediumtogether with

corg n&éﬁp@;@a‘g@f‘gg) EHEC HBLRL AN 2R UG %4 He LG AL T 23t T o
such as a semiconductor memory card or a mini disc. Once this
portable recording medium has been connected to the KIOSK
terminal, and the necessary charge paid, the copyrighted
material is downloaded from the distribution server and
recorded onto the portable recording medium. Users of KIOSK
terminals can thus easily acquire their favorite music while
shopping or on the way to work or school.

If copyrighted material is recorded onto a semiconductor
memory card by a KIOSK terminal, however, a device other than
the KIOSK terminal is not allowed to check-in the copyrighted
material recorded onto the semiconductor memory card by the
KIOSK terminal. The reason for this is as follows. Were

check~in to be performed by another device, the copyrighted

material on which check-in had been performed could be checked
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information included in the data set. Here, the second receiving apparatus
may i nclude a second receiving unit, a data set noving unit, and a
check-out unit. The second receiving unit receives the data set fromthe

di stribution 20 server via the network, and holds the received data set.
The daW® 8&68Hovi ng unit reads authorization infornmati oPGTHE9/PIEE2 \

di stribution nedium and only when the read authorization information shows
that noving the data set is permtted, (a) 6 WO 011 16821 PCT/ JP00105852

noves, t dat L.SLribyti di, 0 i_nsi 5. 10 15 20 of
t heoggcgﬁae%eé%éﬁs\%onl‘g %E)gp%r]g’iﬂ{é(?é %detlj(‘bﬁc’lﬂﬁgﬁdsﬂ%J aépgps?é:t S Check- out
unit performs check-out when the data set is held by one of the second

r ecenNdi HeGHPHNPY HO AR A TR nYeERi £O ERedRPEALSds Ferlfdiafed based
on the control information in the held data set by generating a copy of the
conhembetrnelfuddd-itn ddredel iblate@p Ses wodldeber diadg,t hadc apy yariightt he
recordi ng nmedium the copy recorded onto the recordi ng nmedi um bei ng

SUpﬁfBEQcEQohh%taQié‘ﬁb&Cﬂ%e@cpﬁ@I USthis S BHLEKIEU 69 BRKES ALAULNt and a
correspondi ng Usage Rule to two receiving devices, “so that control of

recordin f .a.content..and correspondi Usage | e.recorded onto a
senfﬁoﬁﬂ%@ggF%%ﬁnﬁﬁP %Pf?f rrﬁ%e?&F%Snggﬁgﬁﬁtgén i 9%t he above
exanpl e the KIOSK term nal) can be perfornmed by a second receiving
apperat ifeghsion @ hdisstalgmmmal ). cRREBFdi ng of copies of copyrighted
materials recorded by the KIOSK term nal can be perforned by the personal

conput er, AsOaaresel twha k@ paitb thes appropa sadecepargghtedpur chase a_
copyrighted material fromthe KIOSK term nal can perform check-out and

chegkelpiQh RSt WPKTHK 8L HRLELT 8hiPD A88i be able to enjoy the
ability to perform check-out and chéck-in at home using a
personal computer. The fact that a user who has paid the
required charge is not able to perform check-out and check-in
shows a lack of consideration of the user and may reduce their
desire to use KIOSK terminals.

In order to overcome the above problems and achieve the
above object, the inventors of the present invention suggest
that a Usage Rule, showing the right to manage the recording
of copies of copyrighted material, be moved. 1In the Secure
Digital Music Initiative (SDMI), this Usage Rule is called
Digital Rights Management Information (DRMI). Management of
the number of copy generations and number of times copies can
be made during check-out and copying is performed based on
this Usage Rule. A distribution system that moves the Usage

Rule, thereby achieving the above object, includgs a

5



10

15

20

own personal conputer. Here, the control information may indicate a nunber
of remai ni ng check-outs. The check-out unit may include a 7 WO 01/16821
PCT/ JPO0O/ 05852 , , connecting unit for connecting to a recording nmedi um

and re i n copy of the content included in the dat hel d by the
dat a sgﬁéﬂBV%ﬁg unit onto the recordi ng medi um when a cgﬁiﬁhwo@ﬁ%zheld
content is not already recorded on the 5 connected recording nedium and

t he nunber of remai ning check outs shown by the control information held by

one pfsd Per3eEORdsEeG8ViERE HALEraBMtlihg @AlRnt@heMmMING YRidwd S at | east
one. Furthernore, the second receiving apparatus may I nclude a check-in
uni t_ and.an updating uniit. \Wen.a co of ,the 1Q content. i,s already

e AL bR b hERtoNREERad T PEC OV i SREARAN. e TROCRANH NG, i el es ¢ he
copy of the content recorded on the connected recording nedium The
updaantenhi viaptheesetierkonandl resPddsati Py ofedhenwenteitt he nunber of
remai ni ng check-outs when a copy of the held content is newly recorded 15

on tdred ecordebgd Prdi Metiandihneraaentiongubp ynihbe codft en@Midiag
check-outs when the copy of the held content is deleted fromthe recording

med hi ' Lbut S ; Cle-.out: f econd
recgi\r;%yr%g‘%%péa a?t?%ghuoﬁggebgﬁggﬁégﬁgdEfg‘r&t"ﬁg{}ngkg‘égagﬁs: Pd?a s shown by

the 20 control _information, so that check-out cannot he perforned beyond
he IS 4 Bhr e hereops T LaR, SDReAROTA EoEREEonE LRAE - ha g of i ta o 't he

copyright owner will not be unfairly reduced. 8 ~'VO 01/ 16821
PCT/fIRG0/ 058521 veng, unhe receiveag Midi thenngtWavs, an desiegsed uni que

including the content and control information controlling
copying of the content onto the recording medium, and holds
the received data set. The recording unit generates
authorization information showing whether moving the data set
to another receiving apparatus is permitted. Then the
recording unit records the content onto a distribution medium
together with corresponding usage rule information including
(1) the authorization information, and (2) the control
information included in the data set. Here, the second
receiving apparatus may include a second receiving unit, a
data set moving unit, and a check-out unit. The second
receiving unit receives the data set from the distribution
server via the network, and holds the received data set. The
data set moving unit reads authorization information from the
distribution medium, and only when the read authorization

information shows that moving the data set is permitted, (a)

6
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5 10 15 20 identifier. The check-out unit may include an allocation unit
and a storage unit. The allocation unit allocates a unique identifier to
the held content. The unique identifier is recorded onto the recording
medium wi t h t he content when check-out is perforned. The storage_unit reads
the unVQUE8Entifier far the recording nedi um connect e§CEFPHE3%Nnnect i ng
unit fromthe recording nmedium and stores the read recordi ng nedi um
identifier as a pair with the allocated content identifier. Furthernore,

t he K it [ Uit s [ it a hol din
uni P.Sbg\%er?h% cwc%‘pt):;? cr;f@Et h@c‘%ﬁ?@%tal}%lﬁ%ﬁf? rﬁ%ﬁ%eggr ggg %R%g'%reecor di ngg

medi ym connected to the connecting unit, the read ynit reads the unique
| QeRE] Eher € SOna He eIt PR g ibal Rim BAKSE hEDE PR Sethe

conparing unit conpares the pair of identifiers read by the read unit with
t heTpai chetki~deytt ivniidr pestfomes hadie attorvden utlhe datdesecniise whet her the
copy recorded on the connected recordi ng nedi um was previously produced by

thehé@aoag bReOILH RtheARRAIGH! Sre MR ihQurtiaPYarv@st 1& exh edskytpr oduced by
t he second recordi ng apparatus, the holding unit reads the copy fromthe

congssted Laserdl ng IR ol 46 o3 G8PYn A LhSH: fRhet o5 Lhe copy

fromt cordin i um e second, Treceiving 01/16821
PCT| 3P00/ 05852 apparatus in this distribution systemperfornms check-in, it
det ERAPRBILIREL Adr thige hedis) daF S eh ok SRNGF A2 t RaPYwas Bhevi ously
checked out by itself, by conparing two pairs of identifiers, each
i nctodtagtainedadeéidng nmedieurndldematia eretamhd areemtdidenthéi ebpyThe second
recording apparatus only perforns check-in if the copy has been previously
chegked eHE R¥cbiighly reQiitiEr @ HeS @ ylaraIrRid tdiecdringiple that "a

recording medium being supplied to the playback apparatus.

A single device moves a content and a corresponding Usage

Rule to two receiving devices, so that control of recording of

a content and corresponding Usage Rule recorded onto a

semiconductor memory card by a first receiving apparatus (in

the above example the KIOSK terminal) can be performed by a

second receiving apparatus (here, a personal computer).

Recording of copies of copyrighted materials recorded by the

KIOSK terminal can be performed by the personal computer, so a

user who has paid the appropriate charge to purchase a.

copyrighted material from the KIOSK terminal can perform

check-out and check-in of the copyrighted material on their

own personal computer.

Here, the control information may indicate a number of

remaining check-outs. The check-out unit may include a

7



devi ce shoul d not check-in a copy that has been checked out by anot her

devi ce' being ignored. 10 Brief Description of the Drawings Fig. 1 shows a
data structure of a copyrighted material; Fig. 2A shows a situation (1) in
whi ch gyeepbwsighted 15 material is recorded onto a recorgimghogshstim W t hout
an acconpanyi ng encryption key and Usage Rule information: Fig. 2B shows a
situation (2) in which a copyrighted material is recorded onto a recording
medi um wi t hout Usage Rule information: 20 Fig. 2C shows a situation (3) in
whi clorenezopiyirg givt ed  fimt ecoahecsingcboded renbadd ngec@ddiung redd um t oget her

wi th Usage Rule information; Fig. 3A shows an external view of an SD nmenory

car Giecdrainy @ 0&&3&3@88% £%d/ dBABEAE 8RR LB ed3BnS hAWS dhtl &t Gl KA

structure of” an SD nenory card 100; Fig. 3C shows a physical structure of

t he ,SD neno card 100;.5 Fi g.,4A sho a_situation_in.which an

| neSWhATIDIGE ot Te oY HBAnBEE BOPES: hae S RRRa) Jo A Ltth WIS pr o ect ed
area stores only an encryption key, Fig. 4B shows a situation in which a
comS@ablaE dda deld eombrREedst BOEhaloprREnsrFosded P00 thifose prot ect ed
area 10 stores only an encryption key; Fig. 4C shows a situation in which a
COoneainndc: el e t i medt ed, t and heh&Dnombery o€atremhio iwao sthquiet ect ed
area stores an encryption key and a Usage Rul e, the Usage Rul e including

VOV & QN i@y Wrgsp[]mé i@ah@y&gomﬁwﬁaé%a Bé@&%?;bng’ ol hetD shows a

situation in iIch a conpati ble device is connecied to the SD nenory card

100;@3%%%'¥€¥é¥¥f¥555§¥k and the data set moving unit is at least

one. Furthermore, the second receiving apparatus may include
a check-in unit and an updating unit. When a copy of the
content is already recorded on the connected recording medium,
the check-in unit deletes the copy of the content recorded on
the connected recording medium. The updating unit updates the
control information by decrementing the number of remaining
check-outs when a copy of the held content is newly recorded
on the recording medium, and incrementing the number of
remaining check-outs when the copy of the held content is
deleted from the recording medium. In this distribution
system, check-out performed by the second receiving apparatus
can only be performed for the number of times shown by the
control information, so that check-out cannot be performed
beyond the limit set by the copyright owner. This ensures

that the profits of the copyright owner will not be unfairly

reduced.
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stores an encryption key and a Usage Rule, the permtted nunber of noves
included in the Usage Rule being 0: Fig. 5 shows a situation where a KI OSK
terminal is 20 installed in a station or store; Fig. 6A shows a situation
in which encrypted data form ng the copyrighted material, plain text data,
an encwypityieBzikey, and a Usage Rule are witten into thercyroeisesy card 100
by a 11 WO 01/16821 PCT/JP0O0/ 05852 , , digital termnal 109 that is a
nobi | e phone; Fig. 6B shows a situation in which encrypted data, plain text
data, an encryption key, apnd a Usage Rule form ng the copyrighted materi al
are writt8RTEnt ¢ Nhe SIS TS e L Hm198YShBY SR o GISHONAH HTEINSL10 that i s
an STB; Fig. 7A shows a variety of custonmer devices; Fig. 7B shows a

var igentdff isE.Audite ptlagekspufi gni8Amsowscd usier wer addmmateirord Ot iand

cust oner devices belonging to a plurality of users (personal conputers 111

to AQqlA62teampctatid 0 arnet werkeakios. uiBrand 13Cathav A §ifgladion in
whi ch the personal conputer 111 perfornms check-out and check-in three

times; Fi.g.. 9 sho a. distributi se rincluded in.a.track distribution

systléﬁf‘t’:é%é‘teédsctoo%ee %engéd#%ﬁ%?gg'a %ﬁgr art i‘/leofldf@ncd%ﬁecresl,s and a

pl ayback apparatus Fig. 10 shows a data structure of title and package for

copYErghted @ate iHeh RSP FHHUEi BRALYMpELEBr fBE; cPngent] Wifdhs a

hi erarchi cal data structure of a Default Ofer; 20 Fig. 12 shows files and

di r enkaki-esitf drsmgee tfio mesdr d Bheastoseyef onia cepys gheedimmpieyial; Fig. 13
shows a hierarchical structure of an ACB file; Fig. 14 shows pl ayback

contgphs 1 when RGN B AL APBnd Znedium connected to the

connecting unit from the recording medium, and stores the read
recording medium identifier as a pair with the allocated
content identifier. Furthermore, the check-in unit may
include a read unit, a comparing unit, and a holding unit.
When a copy of the content has already been recorded on a
recording medium connected to the connecting unit, the read
unit reads the unique identifiers for the connected recording
medium and the content. The comparing unit compares the pair
of identifiers read by the read unit with the pair of
identifiers stored by the storage unit to determine whether
the copy recorded on the connected recording medium was
previously produced by the second recording apparatus. When
the copy was previously produced by the second recording
apparatus, the holding unit reads the copy from the connected
recording medium, holds the read copy, and then deletes the

copy from the recording medium. When the second receiving



(1)

10

15

20

WO 01/16821 PCTI JPO0O/ 05852 bl ock recorded in an ACB file is played back in
sequence; Fig. 15 shows eight AOB files stored in atitle (nusic al bum
shown in Fig. 14; Fig. 16A shows a detailed hierarchical structure of a 5
Track Manager; Fig. 16B shows a detailed structure of a TKA ; Fi 17 shows,
the mwoal/ssdiati onshi p between TKI's and the AOB files BRHIHBASS%hown i n
Fig. 14; Figs. 18A and 18B show the setting of TKIs when two 10 tracks are
conbined into one; Figs. 19A and 19B envi sage a situation when one track is

di vided into two,  Fig. .20 s Qﬁﬁ. qu £ OriOE stk edni nian AOB for nmed
fr oﬂPREBaEEENENT§h#‘fg o) s&f; %1 | g%ﬁges??\ Ws an exanpl e TK = POBMSRP
settings for tracks TK#l to TK#4 included .in,the Track nager.. Fig. 22
shodsteheimﬂﬁuaheﬁﬁgﬁiQhﬁﬂﬁ?P%xﬁ%éhﬁl %ﬁﬁ?:ﬁﬂaﬁﬁi%?epﬁ?%?nﬂ?Fon, TKl s,
and AOB files; _ Figs. 23A and 23B envisage a situation in which track ZO
or dgkeiss oglangetiediegt dlt dhovistsdlef i ereRmparingtive BRIISTRE«** ST ;
Fig. 25 shows correspondences between AOB#1l, AOB#2, AOB#3, POBOOL. SAl, and

POBOQZ, oAk, ingl u ' did8fd A Yrdord MYy Gdéd H&R 1i 6T IPOOL05RE2 . , SD
AUDE ?“gﬁﬁléﬁl'o%%%%&sﬁmlgg}z. SDT, arndWS%I'KI 003. SDT i ncl uded in a

directory SD ADEXT;. . Fi 26_sho r Al HRM Fig. 27
sho®enEEPIte dHERTHTEEE et eense,é]%ﬁlf. @5‘@%@%’5% and’ AOB files, when
the SD AUDIO directory contains eight files, eight ﬁorresggnging encryption
keypearfe rmec ohgek-iim AMBIAIE KEORY dirF KR RbFYERPShYi igeusage il e

by itself, so there is no danger of the principle that ‘a

device should not check-in a copy that has been checked out by

another device' being ignored.

Brief Description of the Drawings

Fig. 1 shows a data structure of a copyrighted
material;

Fig. 2A shows a situation (1) in which a copyrighted
material is recorded onto a recording medium without an
accompanying encryption key and Usage Rule information;

Fig. 2B shows a situation (2) in which a copyrighted
material is recorded onto a recording medium without Usage
Rule information;

Fig. 2C shows a situation (3) in which a copyrighted
material is recorded onto a recording medium together with
Usage Rule information;

Fig. 3A shows an external view of an SD memory card;

10
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entries are recorded in AOBSAL. URM Figs. 28A and 28B show correspondences
bet ween 10 AOBSALl. KEY, AOBSAl. URM and AOB files; Fig. 29 shows an internal
structure of a Title Key Entry; Figs. 30A and 30B envi sage a case in which
all audio objects in a user data area of the SD nenory card 100 are noved
to the‘%%ng#BF device; 15 Figs. 31A and 31B show the fiBEBIR)PNAGed in the
user data area of the SD nenory card 100 when only three of the eight audio
objects in the user data area are noved; Fig. 32 shows how ACB files, POB

files, %T K'3§3.L, Wi § H?gfgréﬁ%&hgégc%@e%fcaad rgqoﬂfﬁrggé,gca'

st orage 2 oms a structure of irtal term 4A shows a
structure of a custoner device: Fig. 34B shoms a structure of SD Audio
plaf§F§iﬂé§3&p 124; 14 CVvO 01/16821 PCT/JP00/ 05852 Fig. 35 shows an
internal structure of a secure processing unit 26 in a digital termnal;
Fig. 36 sitiws. aiCishewnat ghystcatesvfuatveceuré phecédsmemonyi tcBRin a
custoner device; 5 Fig. 37 is a flowhart showi ng the procedure perforned
by aggal es service control unit 27, Fig. 38 is a flowhart show ng the

pr ocedur e perforned by a sal es service control unit 27; Figs 39 to 41 are

fl ouchart 5. show ot hie. pr ogecire, 10 per [RF TRd-By A Librany contral it 37

Fig. 42 s a‘dir ory St ruc ure o protec

rel at ed to a second enbodi ment; Fig. 43 shows a data structure of Extended
Ti t & Kéylraﬁﬁrg/duwmdswnm%msmr%wol ¥hppg. PIRLESLET |BgiRdhart showi ng
the content of processing perforned by the library control unit 37 when

pr esitewesy;oralnd & gendbypstibos kegrtuation in which a copyrighted materi al

Fig. 4B shows a situation in which a compatible device is
connected to the SD memory card 100 whose protected area
stores only an encryption key;

Fig. 4C shows a situation in which a compatible device is
connected to the SD memory card 100 whose protected area
stores an encryption key and a Usage Rule, the Usage Rule
including Move Control Information authorizing data transfer;

Fig. 4D shows a situation in which a compatible device is
connected to the SD memory card 100 whose protected area
stores an encryption key and a Usage Rule, the permitted
number of moves included in the Usage Rule being 0;

Fig. 5 shows a situation where a KIOSK terminal is
installed in a station or store;

Fig. 6A shows a situation in which encrypted data forming
the copyrighted material, plain text data, an encryption key,

and a Usage Rule are written into the SD memory card 100 by a
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is noved the permtted nunber of noves, when the permtted nunber of noves
is set at six. 20 Best Mdde for Carrying Qut the Invention The foll ow ng
enbodi ment describes a distribution system operated in accordance with the

SDM i,9. Verl.O 15 W O 01/ 16821 PCTI JPO0/ 05852 , dard, and
SD- Audiac%éz%s% standard. Note that devices conpliant vviptq?/fptﬂgjaé%ﬁ/l, t.he

SD- Audi o Verl.O standard, and the SD-Audio Verl.|l standard are known as
conpati bl e devi ces, and devices not conpliant with any one of these

st angiay {sa St SrhNEAIPAY b btRadeYisCasmobhe eSS0 Verl. O standard enabl es
copyrighted material to be recorded onto a recording nmedi umso that special

pl ayback and editi o] n_Qhe.pe r trast, the SD- Audio
Verl .l sta 'rgééen%g?‘g‘lé %o%%‘??%ﬁ?%ﬁ ﬁgt J“’é’%lgg ggc%gp(rﬁr%@eégzcﬁd ﬁ’rrhe%/]lrémed. 10
Fig. 1 shows a data structure of a copyrighted material. The copyrighted '
mat &9 dHen 3h eRErRBIPAGRRY . f 8PAed PEemceReLpifod™dic the ai n t ext
data, an encryption key used~to encrypt the data, and a Usage Rule for
managipyy fgcosd i mgtef i4 heacepyrigheadimabethal SDExanmplrgs aafrcerooypt ed data -
are 15 MPEG AAC (Movi ng Picture Experts G oup-Advanced Audi o Codi ng) data,

and p1PEG {1101 11l 1 RnoEpoRaPhi £o EXReEt $sCGhAURKRSti || picture data, and an
exanpl e of plain text data is navigation data controlling the reproduction

of MPEG str.eam.datg and JPVEG still ?i cLyLe da’:Té. Furt hernore, the Usage
Rul e i ncl ddéks 20 cHECKot Wit hory z8ti R~ RF6F nBE Y 8fS5howi ng t he nunber of

tinmes that check-out is permtted, Mve Control |Information show ng the
nunber of Figves’'B Hdtowm\eredXietytpé EBpheddnt B4ararerial is pernitted, and
copy control information. Alternative 16

Fig. 8A shows a server computer 103 and customer devices

belonging to a plurality of users (personal computers 111 to
116) connected to a network;

Figs. 8B and 8C show a situation in which the personal
computer 111 performs check-out and check-in three times;

Fig. 9 shows a distribution server included in a track
distribution system related to the embodiments, a plurality of
devices, and a playback apparatus;

Fig. 10 shows a data structure of title and package for
copyrighted data when distribution is ﬁerformed;

Fig. 11 shows a hierarchical data structure of a Default
Offer;

Fig. 12 shows files and directories formed to record a
data set for a copyrighted material;

Fig. 13 shows a hierarchical structure of an AOB file:;

Fig. 14 shows playback contents when each AOB and AQOB

12
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WO 011 16821 PCT/ JP0O0/ 058~2 situations occurring when the data set form ng
the copyrighted material is recorded onto a recordi ng nmediumare shown in
Figs. 2Ato 2C. Fig. 2A shows a situation (1) in which the copyrighted 5
material is recorded on the recording mediumw t hout the Usage Rule. In
this sMAUMF (1),. the encryption key is not present, RETRO0/BIERypted
data cannot be decrypted, making it inpossible to play back the copyrighted
material. Fig. 2B shows a situation (2) in which the copyrighted 10

TR 8h bak r%geee%d% QB G¥sh rECRL dii%;ﬂ?ﬂé& ét':kh%t s 238, Rule. In

situation both the encryption encrypt ata are present,

so thisr cord g d|u PQSS es the rights . tp pla ck the copyrighted
mat eri al . bg SOPKe 8§é§§:éﬁﬁ% g. t%cﬁrgﬁﬁg & dM¥Stresent, so
the 15 encryptron key and encrypted dat a of thrs copyrighted materi al

canadbupé sbowndéd &dge arfot her recording nmedium Note that in this
specification the encrypted data and encryption key pairing that make up

the body ofqgt hessoptbivehtaedidtatiarddlh i wdistcd Bf 8£radth@eas raacont ent .
When t he encryptron key and ?0 encrypted data are recorded on a recording

ned&yghktg gggtus is referred to as 'playback rights recorded' . Fig. 2C
shows“a si't ron (3), in which a copyrlghted mat eri al incIuding a Usage
Rule is recorded on a recording WO 011 16821 PCT/ JP0O0O/ 05852 medi um The
rights fofl@ana§Pngh PEéoPmQﬁf%ﬁlQQu§§ﬁﬁﬁﬁqiﬂn%% #rafEFLal exi st both on the
recording mediumand in a connected device. In situation (3), the situation
shown in Fig. 2B saqwbetheeamawaﬁ1nﬂﬂaﬂknnshinwmbt@eendwﬂmsbynperforning
check 5 out, check-in and the |like on copyrighted materials, in addition to

pIayp@cxogh@gtesaadasgbggugnywdnyytymgrm¢4can store copyrrghted materi al s
securely is explained. In the enbodi nents, an
Figs. 18A and 18B show the setting of TKIs when two
tracks are combined into one;
Figs. 19A and 19B envisage a situation when one track is
divided into two;
Fig. 20 shows clusters 007 to 0OE stored in an AOB formed
from ACB_ELEMENTs #1 to #4;
Fig. 21 shows an example TKI_POB_SRP settings for tracks
TK#1 to TK#4 included in the Track Manager;
Fig. 22 shows the mutual relationship between
Default_Playlist information, TKls, and AOB files;
Figs. 23A and 23B envisage a situation in which track
order is changed;
Fig. 24 shows the internal structure of ‘STKI***_ SDT';

Fig. 25 shows correspondences between AOB#1, AOB#2,

AOB#3, POBO001.SAl, and POB002.SAl included in a directory

13
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exanpl e of such a distribution nmediumis a sem conductor 10 nenory card
(hereafter referred to as a Secure Digital (SD) nmenory card). An SD nenory
card 100 shown in Fig. 2C has the external structure shown in Fig. 3A

bei ng ong, 24.0 mmw de and 2.1 mmthick: about .z&,0f a
postagga%?ggg?iand smal | enough for a user to hold on tﬁghgﬁmagﬁgéne :
finger. 15 The SD nenory card 100 has nine connectors for connecting to a
device, and a wite protect switch 101 on one side, which can be set by the
usersg QUISI®) tavd STRDODLL SDYEr BrKI00Q . 8D, eeordetkdans ., SHy. 3B shows a

hi erarchi cal structure of the SD nenory 20 card 100. As shown in the

di agi_rnad”@%&g@ %}}e%a&fpéégﬁgf?téHCAHFﬁTOf the SD nenory card 100 is forned

from a physic ayer securely Stores the data set formirig the
copyrighted material, a file s sten1|gyer that is accessed based on a File

18 = WO 168215e4F JP0DF BSRESI Al POCAPPSARLTEBNME (FAT, 1SO 1 EC 9293),
with a cluster being the smallest unit of access, and an application |ayer
storing. éhgryRedshews, canresperypenoaskbptwpkeai AOBERL .¥BY,a Usage Rul e
formng the copyrighted material. Fig. 3C shows the structure of the

phy siosia 1l ayed, odnd heo®DeEs®] YwEahdth80sDl AUDh® dizechgryt he physi cal
| ayer of the SD nmenory card 100 includes a systemarea 1, a hidden area 2,

ks G ha can e SEI G GFEEE, Oz P ashAnd Y ghoptioliRaty IR U7 | 2 °
read-only area storihf a nedia key block (MKB) and a nedia ID. The MKB and
nedit&CeB gD ridy AR SK%¥ea?%%nﬁ§9h5e°8€§FﬁPPPFéﬁ9 45BE6s&Ui®at the SD

menory card 100 is connected to a device, and the MKB and nedia ID 15 read
by enatrideviaos ddcidived oimeRPBSAHeVRHEe correctly performs a specified
cal cul ation using a device key Kd held internally, it can obtain a correct
encryptiorikgy. Knan ahe J8pldeibnr &8r 2e SHOhEENERE BAEKY¥EHI ON key Kmu havi ng
AOBSA1.KEY, AOBSAl1.URM, and AOB files;
Fig. 29 shows an internal structure of a Title Key Entry;
Figs. 30A and 30B envisage a case in which all audio
objects in a user data area of the SD memory card 100 are
moved to the customer device;
Figs. 31A and 31B show the files arranged in the user
data area of the SD memory card 100 when only three of the
eight audio objects in the user data area are moved;
Fig. 32 shows how AOB files, POB files, and STKI files
are moved from the SD memory card 100 to local storage;
Fig. 33 shows a structure of a digital terminal;
Fig. 34A shows a structure of a customer device;

Fig. 34B shows a structure of SD-Audio players 122 tp

124;

14
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the correct value, in other words the encryption key Knu that ZO should be
obtained if the connected device perforns correct cal culation using the
correct device key Kd. The protected area 3 stores an encryption key and a
Usage Rule 19 =~ WO 01116821 PCT/ JP00O/ 05852 ~~ The AKE (aut hentication and
key exMaMg¥P2lor ocessing units 4 and 5 perform nutual adtdFéMOPEs2 on
between a . connected device and the SD nenory card 100 using the
chal | enge-response nethod, verify the authenticity of the 5 opposing

devi ce, gg_lf §§ua S|n mgv*ggllgtkgxgurg 8§t roceSS|ng I f the

opposi ng cels v vVer, an encrypri EE&?Slon key Ks) is
shared by the device and the SD nmenory card_100. Authentlcatlon per f or med
by PRECESAINY cBhifect@din 0@ tHEIEEAheRBFRIBALA 100 has three phases. 10_
First, in a first chall enge phase, the device generates a random nunber,
encrypts tFiey .r @@ahowser irstewna hesenoeypteonfkeys&aureand transmts the
encrypted random nunber to the SD nenory card 100 as a chall enge val ue A

Theﬁrob@s%lfr!d tniespnse Phaserohds Sbyieapry card 100 uses the encryption
15 Knu stored |nternally to decrypt the chall enge value A and

transnlts cry e to the conngcted devic s _a_response val ue
B. Followfﬁ % %3 %?Wéha %r?QQWb%%SEhetﬂeoﬁﬁﬂHEEtBarégﬁFﬁePZ%%rypts
t he challenge value A held internally using its encryption key Knu, and
conpapadeshe sy iger iggnteep hatnet weTh the response val ue B transmitted from
the SD nenory card 100. Authentication perfornmed by the SD nenory card 100
al so has fFhgee3ghdses Migwdharit sheebondtkdapteogeupbaser fokaedPp0 WO

01/ 16821 PCT/JP00/Q 8~2 nenory card 100 generates a random nunber, encrypts
the rQQggg‘serv1ce control unit 27;
Figs. 39 to 41 are flowcharts showing the procedure
performed by a library control unit 37;
Fig. 42 shows a directory structure of a protected area
and user data area related to a second embodiment;
Fig. 43 shows a data structure of Extended Title Key
Entry included in P_AOBSAl.KEY;
Fig. 44 is a flowchart showing the content of processing
performed by the library control unit 37 when previewing; and
Fig. 45 shows a situation in which a copyrighted material

is moved the permitted number of moves, when the permitted

number of moves is set at six.

Best Mode for Carrying Out the Invention

The following embodiment describes a distribution system

operated in accordance with the SDMI, SD-Audio Verl.O
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nunber using the encryption key Knu, and transmts the encrypted random
nunber to the connected device as a challenge value C. Then, in a second
response phase, the connected 5 device uses the encryption key Knu stored

intern ecrypt the challenge value C, and transm decrypt ed
%w%{é&ég F‘%a‘ﬁ’%%%’r?g“%hi s, in a

val ue to menory card 100 as a response val ue D.
second verify phase, the SD nenory card 100 decrypts the challenge value C
held internally using its 10 encryption key Krmu, and conpares the decrypted

val ug Iddrd heah@sponagaysl verD. ur ansnihi-ed f nyRd heponnastads device. | f
t he connected device uses an inproper encryption key Knu to perform nutual

aut hentication,.chal]en al Acsand respens | ye B,in the first verify
phasceomé)n %é]%\ln‘lllegltg}eu\}gl ggM\IlS gﬁgnaﬁr ggﬁd’%sgne\;gll ':?zei %a\rﬁjﬁzﬁ% saél%nt(f"?/eri fy
phase will be judged to be non-matching val ues, and nutual authentication -
wi | ISrdudigppderltl shandarfeArfcknpwbf asheoBpeddide damiaes,i andrified,
however, the AKE processing units 4 and 5 cal cul ate an exclusive OR of

chaldeengs= s/ atae domptishal kenhead9 wvakuefCthaedeoltraindiddis s/ssi on key Ks by’
decrypting the exclusive OR using the encryption key Kmu. The Ks decrypting

uni t; SRSt £ S { key - p .9n 1 Usage Rul e
mhiéﬁQhas afﬁggafggiiegﬁf)dﬁﬁ%Ggglﬂg%%%Jggg?o?s%%gﬁk%ﬁgiEﬁ%ﬁﬁgﬁ%rypted by

i on key Ks. and outpyt, from th ted device. Th yption k d
Usa G R U hi TEE B 2 RECFSHOFaRTaPB gr Ft EEROFASS HEHHR &@ ed ar ea

3, The Ks enca%gting unit 7 receives a command from another a device
conffédte FRAFkHe BB YRAOF yakdradibbngnsfr aenpagcian be psafarmedsncrypti on
key and the Usage Rul e, encrypts the encryption key and the Usage Rul e

st ormed domtides tpr of lee t $O-AEEPo 3Velsl Ny sbendesdi enakey sKeopyind gHitesa out put s
t he encrypted encryption key and the Usage Rule to the device that issued

Z0 118 <GA®NY be moved and previewed.

Fig. 1 shows a data structure of a copyrighted material.
The copyrighted material shown in the drawing is formed from
encrypted data, plain text data, an encryption key used- to
encrypt the data, and a Usage Rule for managing recording of
the copyrighted material. Examples of encrypted data are
MPEG-AAC (Moving Picture Experts Group-Advanced Audio Coding)
data, and JPEG (Joint Photographic Experts Group) still
picture data, and an example of plain text data is navigation
data controlling the reproduction of MPEG stream data and JPEG
still picture data. Furthermore, the Usage Rule includes
checkout authorization information showing the number of times
that check-out is permitted, Move Control Information showing
the number of times that movement of the copyrighted material

is permitted, and copy control information. Alternative

16



10

15

0

The user data area 8 can be accessed by a connected device regardl ess of
whet her that the authenticity of that device has been verified, and stores
encrypted data and plain text data. If the encryption key read fromthe
protected area 15 3 has a correct value, the encrypted data stored in the
user dXPAPEA 8 can be correctly decrypted. Reading of PHIROYEEM t he
protected area 3 is perfornmed together with decryption perforned by the Ks
decrypting unit 6 and encryption performed by the Ks encrypting unit 7.
The : e L0t a y a
Conneciai Ry S aren Thal gL g o et aha P B8, EoRTa AR
processin The fol | owi is an explanation of data obtained by a device
CorBEEEdat 02 PnE e80T %Fttf:ar?j ’i?)‘Eo)?r e e r§T€aPl°¥8 1n\yp 011 16821
PCTI JPOO/ 0~8~2 100 having a data set that constitutes a copyrighted
matBigal . 2Fi §o 28.shows a first exanple, in which an inconpatible device is
connected to the SD nenory card 100, whose protected are 3 stores only an

encrypti Opi%eyzAl Bhbliss aC@seudtivord @ncriyptv&di&at@u@ndopkaighte&t data
stored in the user data area 8 can be read, but, since the protected area 3

canp e_acces cr [ A : L hed hj ptuation
iqu%%%?f%glS?o§§gPﬁéQ§%gﬂ%f¥ﬁgé%gﬁﬁﬁﬁgﬁgE&%%gggég?%gbgg EB%nQ§F§8 to the
SD nenory card. 100, it cannot 10 ohtain playback rights and so the
copftight ednnhbesi 81 At b(el)r'erfrl"éf‘dtf‘c’é'g‘fy TP SEBnSeR@Fpl e shown in
Fig. 4H a conpatible device is connected to the SD nenory card 100, whose
pr gbeesedt ar ea 8hst enesyprtled alatencraptdtorbkejeciypsedevingkingnitead the 15
encryption key stored in the protected area 3, together with the encrypted

dat gnpdss Phakntbeyll adaback ARl ddpyhiggHise! Wideragea 8. This means that
the conpati bl e device can obtain playback rights, and play back the

COmyT LM Bl T by VBB AR ] B Sl e OB g ot e
material is recorded on the recording medium without the Usage
Rule. 1In situation (2), both the encryption key and the
encrypted data are present, so this recording medium possesses
the rights to play back the copyrighted material. However, the
Usage Rule for managing recording is not present, so the
encryption key and encrypted data of this copyrighted material
cannot be recorded onto another recording medium. Note that
in this specification the encrypted data and encryption key
pairing that make up the body of the copyrighted material are
also referred to as a content. When the encryption key and
encrypted data are recorded on a recording medium, this status
is referred to as ‘playback rights recorded'.

Fig. 2C shows a situation (3), in which a copyrighted

material including a Usage Rule is recorded on a recording

17



100 and is unable to obtain the right to nmanage recording of the
copyrighted material. In a third exanple shown in Fig. 4C, a conpatible

device 23 WO 01/16821 PCT/JP00/ 05852 - , is connected to the nenory card
100, ected area 3 5 10 15 20 stores a Usage Ry}
encryptlon @%31 The Usage Rul e includes Myve Control Infé?ﬁ%ﬂﬁ@ﬁyéhomnng

that one nove is permtted, so the connected device can read a copyrighted
material corresponding to the Usage Rule fromthe SD nenory card 100 and
st oreedliu@n abdhénteghesi Zed meaatdngg reedirddngNoeh tHee ddsagei futedi s
recorded on the internalized recording nediumin the device, the

COp %@QEEQJ. ”@&fé%aﬂi%gﬁgﬁxg that ?e%[rhﬁ% 'Hlte%{l.rﬂz?rl qurrfj'ang:m%ﬁf% gnd on

nmenory car ri ghts a XI st i cate e connect ed

de erforps roce n del ete.the copyr hted material_fromthe SD
oo EEL o150, BERrERer 9ih g, EbﬁpFéﬁzé‘étﬂﬁE‘yF R o o 48 s gement

rights and the copyrlghted material fromthe SD nenory card 100 to the )
conrextereafesd cen amoth¢pureaosdangl redhvwn bivn pRirdoBng wonplati bl e devi ce
is connected to the SD nenory card 100, whose protected area 3 stores a

5 UsagsitRul enédd- 8 Sneriyipé i Dikkeyn EbpybsaneeBulatierdlaudss ivpve Contr ol
I nformati on showi ng that the nunber of permtted noves is 0, so the Usage

Rul e ﬁpPo b nd the connected device cannot obtain nanagenent
rlgﬁ¥§ é?h?% ca éi? ?ﬁe copyrighted nmaterial on the SD nenory card 100 is

treated as_ a “nmaster'. \WWen thﬁwggrnltted nunber of noves is 0, this
i ndi cat es N§idt the iR etPh +ups thateSaflastoFe copyrighted

materials securely is explained. In the embodiments, an
example of such a distribution medium is a semiconductor
10 memory card (hereafter referred to as a Secure Digital (SD)
memory card). An SD memory card 100 shown in Fig. 2C has the
external structure shown in Fig. 3A, being 32.0 mm long, 24.0
mm wide and 2.1 mm thick: about the size of a postage stamp,
and small enough for a user to hold on the tip of one finger.
15 The SD memory card 100 has nine connectors for connecting to a
device, and a write protect switch 101 on one side, which can
be set by the user to permit or prohibit overwriting of
recorded data.

Fig. 3B shows a hierarchical structure of the SD memory
20 card 100. As shown in the diagram, the hierarchical structure
of the SD memory card 100 is formed from a physical layer that
securely stores the data set forming the copyrighted material,

a file system layer that is accessed based on a File
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WO 01/16821 PCT/JP0O0/0~852 originally 1 or nore, but that the copyrighted
mat eri al has been noved to a device one or nore tinmes, and the nunber of
permtted noves decrenented, until it has reached 0. This conpletes the
expl anat.i f the structure of the SD 5 nenory card 10Q. Next._ a device
used Mb@%ﬁﬁé expl ai ned. Such devices may be divided i%tca'”F’BWP”P%/pes;
distribution servers, digital termnals (first receiving apparatuses),
cust oner devi ces (second receiving apparatuses) and SD-Audi o pl ayers

(p! aybaekt apparabuse)Fali2 tsp P Jhese, types af cllsdew seidle taep! ai ned
in turn. Arepresentative distribution server and digital termnals for

o CSURDORCFraRts CyaR et 4ol A el Rl AR PR ABE LT o chown i n

Fig. 7B. 15 A distribution server 103 in Fig. 5 stores a data set forned
f r PR PPHeal faf2ef aBogPGIYReP et PL2infteRE POAcRabeasr Bwcone of
the copyrighted materials is requested by a digital term nal or custoner
devieemitdethequepyed gty ingitteadiatat erial is transmtted to the rel evant
digital .0 termnal or customer device via a network. Digital term nals 104

to 110 ingfd 9s3c5shbhs 2Rd GR YR A ec%@fpr?y@a@ﬁtigggfdsyi £Rel hat

obtains a data set formng a copyrighted material by tra er via a network
fro 8

25 WO 01/ éGg 6 PCB ‘Jl?:gnoe/ 0 5w2 ~ - themgi stri bJL_lti on 6swf%régr 103,

whi th T<"3pér &t e a r elor S SHEEN'I THE S Wb k- Prhy T BEE REr EBCnet wor k
such as ISDN. (Integrated _Services Digital Network) or PSTN (Public
Swi TR Heemaey epabfe 1 RBt Wbk pdes satsdigtam ardeasd Niddenoareae2ef the 5
various types of wireless networks, such as a cellular system The digital
t erani pwdtsedOddt @rdad 03 ¢ankige pdiodedad ngntum iK0SK dmed n$ pahskd04 to 108, which
are installed in stations,

decrypting unit 6, a Ks encrypting unit 7, and a user data

area 8.

The system area 1 is a read-only area storing a media key

block (MKB) and a media ID. The MKB and media ID stored in

this area cannot be overwritten. Suppose that the SD memory

card 100 is connected to a device, and the MKB and media ID

read by that device. If the connected device correctly

performs a specified calculation using a device key Kd held

internally, it can obtain a correct encryption key Kmu.

The hidden area 2 stores the encryption key Kmu having

the correct Qalue, in other words the encryption key Kmu that

should be obtained if the connected device performs correct

calculation using the correct device key Kd.

The protected area 3 stores an encryption key and a Usage

Rule.
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airports, nusic stores, convenience stores and the |Iike, a nobile phone 109
that communicates via a wireless cellular 10 system and a set top box
(STB) 110 used for receiving satellite broadcasts. Fig. 5 shows a situation

i n whi I termnals 104 to 108 are installed in statl gJ._stores.
Fi g. Gﬁnéﬁgﬁgﬁa situation in which a data set formng a%gkﬁgﬁVﬁﬁf%d .
material is witten onto the SD nenory card 100 by 15 a digital termnal,
in this case the nobile phone 109. Fig. 6B shows a situation in which a

data set frREMARE & LAMEHGHE A0 dRtaid dtey SeXEhahed) OptocéHei Sy menmory card
100 by a digital termnal, in this case the STB 110. KICSK termnals 104 to

108, ar ' ' [ . 103 j 20 dedi cat ed
i DPLEt 1 Aihe, Bk it iR 15 e A EE LI gt e The

nobi | e phone 109 obtains the data set via a wirel ess base station and

t el EpRBREtE HaTdce ANF thhe FiB marPBhtAFE 190 vR8iag cBRfuni cati ons
satellite and a fiber 26 WO 011 16821 PCT/JP00/0~8~2 optic line. The

di gchall leexe-ralsp stsavme thddie eaif ngshacaessenhecitgt of buheon server 103 °
to present a plurality of copyrighted materials stored on a recording

medhYAbsR nhh @editld, | RiHd one 5c_t§=.erd’;§50§ﬂ3g t@epidsels BRGalL8el ¥€op PUrchase
request for one of the copyrighted materials fromthe user. Once a purchase

request for._one qf_ the copyrighted materials_has been nade by the user, a
si gRAPCPEFIESY i nS(ft Ai%s pgas/?so’%l%f‘g%lec%a%%‘ ‘éaé{]lib?rﬁ?‘r’@v?ﬁi saPc(opyri ght ed
material is transmtted to the 10 distribution server 103. The digital

t er ARREVPLECE k&Y tISEISIAT QX dEF ldakh SATredrhy nghe e ¥bp§r28Bt ed materi al
fromthe distribution server 103, and saves it, before recording it on the
SD trevEY mermdriO@ardusitOier Aletheresi d4tlidro &AL drawed ay | ther nal i zed 15
recordi ng nmedi um known as | ocal storage, and manage a hone nusic library

f or gegi ELOBLRRRYRGN R tHY &ip ey el M@ Radetnpsk fioatesand an SD

menory route (a route that obtains
First, in a first challenge phase, the device generates a
random number, encrypts the random number using the encryption
key Kmu, and transmits the encrypted random number to the SD
memory card 100 as a challenge value A. Then, in a first
response phase, the SD memory card 100 uses the encryption key
Kmu stored internally to decrypt the challenge value A, and
transmits the decrypted value to the connected device as a
response value B. Following this, in a first verify phase,
the connected device decrypts the challenge value A held
internally using its encryption key Kmu, and compares the
decrypted value with the response value B transmitted from the
SD memory card 100.

Authentication performed by the SD memory card 100 also

has three phases. First, in a second challenge phase, the SD
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copyrighted materials via the SD nenory card 100), as well as performng

pl ayback and check-out of copyrighted materials ?0 recorded on the SD
menory card 100 or | ocal storage. Fig. 7A shows various types of custoner
devi ces, for exanple personal conputers (111 to 116) and audi o systems (|17
to 121}V0 W8 9. 7B shows various types of SD-Audi o pléﬁg%gm9@§%2to pl ay
27 WO 01/16821 PCTIJPO0O/ 05852 - , back contents. All of the devices
shown in Fig. 7A have internalized |ocal storage and manage a home nusic

| 1 bRt Q6aly S1608 fﬁ&né?&kégﬁyﬁa%%eﬁgﬁﬂe@ e%g%g‘} ‘&%ertéx%atr.aar{"cio‘?@z and i's

a recordirng nedi um that secure stores data Set ornmed of copyri ghted
materi al s, as,shqg? in the exaanes of The followng is an

Fig. 4.
expPEARE 0 PG Ne URREF BREL PRr 8Yn§8ubyg§ﬁcﬁréﬁﬁ§&ﬁ§rt@@Vicés, taki ng a

personal conputer as an exanple. First, the nethod by which custoner
devieces yplitead nrdrfdem pyunlgét etio neher cahsegtiedg delré crebwoek ahautlerige
expl ained. Fig. 8A shows the distribution server 103, and custoner devices

bel gaauRg .0 armdnl almty Qécé'ﬁ@rﬁeéﬁéﬁ§@n%ha§@!7p'ﬁh§répi‘a_ialectt‘édlle_), al |
connected to a network. Custoner device 111, like a digital termnal, can

acc .the distributj v 103 Vi ] [k nd obtain one or
nnrgag%c% 5&%%%I¢$%:%#E%§§%%§%h%€% %g e%?g%gg ggééﬁﬂ % &ngothe obt ai ned
copyrighted materials in |ocal storage. A honme nusic library can be

conSeFEYPEd the |t 1enee aRl e FepBfclrgnsnihenthe €8pyYPEeced material s
via the network, 20 and check-out and check-in of each copyrighted materi al
canvbéusanagdthd &Hednamo it Mecaxd r E@QPoasdi agrelspagasutreluki gs. 8B and 8C show
a situation in which the custoner device 111 can perform check-out and
chegk1iBwiRd THAY e6ir | dBSecdit O¢&EL F¢8phase, the SD memory card
100 decrypts the challenge value C held internally using its
encryption key Kmu, and compares the decrypted value with the
response value D transmitted from the connected device.
If the connected device uses an improper encryption key
Kmu to perform mutual authentication, challenge value A and
response value B in the first verify phase and challenge value
C and response value D in the second verify phase will be
judged to be non-matching values, and mutual authentication
will be stopped. If the authenticity 6f the opposing devices
is verified, however, the AKE processing units 4 and 5
calculate an exclusive OR of challenge value A and challenge
value C and obtain the session key Ks by decrypting the
exclusive OR using the encryption key Kmu.
The Ks decrypting unit 6 uses the session key Ks to

decrypt an encryption key and Usage Rule which has already
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WO 01/16821 PCT/ JP00/ 05852 words, the Usage Rul e shows that check-out is
permtted, and if an upper limt is set on the nunber of check-outs, check
out can be perforned until this Iimt is reached. This process is perforned

as f0|g@¥6¥1 e SD nenory card 100 is 5 connected to th%cggﬁgggﬁr devi-ce

111, a a check-out instruction is issued, encrypte azplaln
text data are witten into the user data area 8 on the SD nenory card 100.
An encryption key corresponding to the copyrighted material is also witten

|t Qddip dHOH St ES BY SGeshidhoRep RUNBEN BhirAQ:ChEBK: QHES dohrilarayrent ed

If the data set formng the copyrlghted naterla |s recorded onto three SD

oc FAHR (070, A RRTATb ke (e (o d4e Ser€ oRESERER b SRak,,

encrypted data, and plain text data stored in Iocal 15 storage in a state
t hatdegeaP HAAN ke Y KHek -IifQ ke sharerhed are8C3 - Here, perforning
check-out enables a data set form ng a copyrighted material to be recorded
on the SDTHETHy ersrmyptiGg turgrtebly mradiveg a canmahdbfeofle¥hee eq pl ay
back the 20 copyrighted material when connected to the SD nenory card 100,

but qagt; ded cgﬁﬂ}’edﬁeé & ANHDYD RS A NCa PR H& l;m@rgeaﬁga&er tl1i s is that

the conpatible device does not have 'a Usage nnot read the
encr fron1the SD nenpr 16821 PCT/ JPQ0O/ 05852 card 100
and %@6}09‘3‘? EHHRP T KRGV i r% ‘ﬁ?ﬂ 9%%%‘5‘? e&#%ﬁ ngHEdPhm gg €anot her
recording medium If an inconpatible device attenpts to read and record a
dat &nsaypityiemn they Sdhems Wsagel RWDe stered dHevike paahectadcessa he

protected area 3 (see 5 Fig. 4A), and so is unable to obtain the encryption

key 3ang itte tdkageRlan kBieKS,0rand ithactaatplittst thé heneoppteaht ed materi al
recorded on the SD nenory card 100 cannot be recorded onto anot her . ‘

recanLd g R WaMIDPYhd R dragt & e Sdevice that issued
the command.

The user data area 8 can be accessed by a connected
device regardless of whether that the authenticity of that
device has been verified, and stores encrypted data and plain
text data. If the encryption key read from the protected area
3 has a correct value, the encrypted data stored in the user
data area 8 can be correctly decrypted. Reading of data from
the protected area 3 is performed together with decryption
performed by the Ks decrypting unit 6 and encryption performed
by the Ks encrypting unit 7. Therefore, the protected area 3
can usually only be accessed by a connected device when that
device has successfully performed AKE processing.

The following is an explanation of data obtained by a
device connected to the SD memory card 100, the §D memory card
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means that a first generation copy fromthe custoner device 10 onto the SD
menory card 100 is permtted, but a second generation copy fromthe SD
menory card 100 onto anot her recording nmediumis not permtted. By
preventing second generation copies, unlimted copying is prohibited. Next,
t he néWﬁﬁa“QVIWhich customer devices obtain 15 copyrighﬁ@ﬂﬁﬁﬁW@FPhl via the
SD nmenory card route is explained. Fig. 9 shows a distribution server 103
included in a track distribution systemrelating to this enbodi nent, and a
pl u i devi Ses ] r..device 111
oot 47 RsPErEngos, HEER, T M AN PP 0o poBUET b e R 1
Processing.perforned by the SD nenory card 100 to obtain the copyrighted
mat eri al sE#9-adAf hPYRs 2 WHSISt £y by aVREGN 9D, 1nFEMPa&dORul e of the
copyrighted material stored on the SD nmenory card 100 i ncl udes Myve 30 WO
01/ aé682¢ePCE/ ¢BOAEGtEd2 tCorthren|SD miamamy | card hddbd hgwhbae atroteastedone nove
is permtted, the custoner device 111 reads the data set formng the

copyri 9Bt edorREebhaly BHOmAR, A sy, cafd 4RPsagagBoWppRy the arrow mv2,
and records the read copyrighted material in 5 internalized | ocal storage.
Fol | owi ng, thi the data _set farm t he copyrighted material is deleted
froﬂ??ﬁ@ggfgnéﬁBFyag r iﬁﬁ? ﬁ%f?eé%ﬁﬁrﬁf?ﬁ% c gyﬁﬁahPéarngﬁéﬁial fromthe
SD nenoré card 100 and then deleting it, the sanme conditions are created

wi tdreat Becansbentradeypid 1 BLNGEE Rrrteopydi ghead316anpaver bal was
obt ai ned by the network route. After this, the custoner device can perform
chegkcosseciasedeoaniyptidn ey rcdrrtIsgeobtid enedn tipRiet her hand, if the
Usage Rul e of the copyrighted material recorded on the SD nenory card 100

as Shouse Dt e aueav X3 ikaeldudemdiye Con! r obydAl PHERLHOBNLS Showi ng that

noves can be perftorne times, the custoner device 111°cannot read the

dat t, formng t ighted material_f he, SD d 100. Th
SbfeRiry A BOA0BLER BB RS ed T TRL T3 nl 0D S0t RuBROPBFayer s 122, 123,

or 124
obtain playback rights and so the copyrighted material cannot

be reproduced.

In a second example shown in Fig. 4B, a compatible device
1s connected to the SD memory card 100, whose protected area 3
stores only an encryption key. This device can read the
encryption key stored in the protected area 3, together with
the encrypted data and plain text data stored in the user data
area 8. This means that the compatible device can obtain
playback rights, and play back the copyrighted material.
However, a Usage Rule is not stored in the protected area 3,
so the device cannot read a Usage Rule from the SD memory card
100 and is unable to obtain the right to manage recording of
the copyrighted material.

In a third example shown in Fig. 4C, a comPatible device
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bypassi ng the custoner device, as shown by the arrow nsl, and ',0 pl ayed
back. Copyrighted naterials whose Usage Rules cannot be nnved nay be sold

at a lower price. Wien the permtted nunber of noves in the Moyve Contro

| nf or been set at 1 by the distribution server s2VWO

01/ 16@(5'93 %I@OO/ 05852 . , in Fig. 9, the Usage Rule |spélzrr18€l)é)§/Jj 8eatween
recording nmedia with the permtted nunber of noves in the Myve Control

I nformati on being reduced in the foll owing way. Network ----- > SD Menory

Car d s5 dRermadtesd tonbke Remoryt edrNudbér, ofhddevgsrotebtEld Mnees 3= 0 When t he
permtted nunber of noves in the Move Control Information has been set at 2
by %@%ﬂ@éﬂé'ﬁﬁg ONRSEEVERA 184, ehB% age Rde | sHVRGJeimaen recording
medi a mnth t e 10 perm tted nunber anes |n t he Move Contraol Information
bei n int o] D annr Card ---> Local
S ordgs BT 1% ﬁﬁﬂ%@?ipﬁ‘vﬁgfws‘élﬂunﬁ MigiiheSs NEBe of Moves = 2. o
Moves = 1 of Moves = 0 15 When a custoner device obtains, via a network, a .
Usa§errilteadt & ‘p@? nFeRRECREADERVEEENEPEs read & CRPMFitghded stribution
server 103, the Usage Rule is noved between recording nedia (SD nenory card
100malteqdlalstaymges pond bng heo pehal Useden®uler fabmmanhes SN mee riyove Cont r ol

| nformation 20 being reduced in the follow ng way. Network ---> Local
St or-agg oo aPd '\@E@f%( £argn Pﬂ&m&eéna@&%a P%Iz;mrfd %SMA-@% JPermtted
Nunber of Moves = ves = Moves = 0 Wien a Usage Ru e i's obtained

t th the 32 6821 CT/JPOO/O 852 b f itted
o ouBetoria eddd %g%sRa?aos L

to other local storage. Copyrighted material can be noved via the SD nmenory
car Beddom Hut the edenbee novhegcerpyiohheedratesindl edilséest Ppthr o one | ocal
storage location to another is not permtted. Network ---> Permtted Nunber
of MheeinzedrnxicateShodnge Mediint addNonbeheoSDVaeasry 2ard>looal St orage
---> Permtted Nunber of Mwves =1

and rights also exist in duplicate, so the connected device

performs processing to delete the copyrighted material from

the SD memory card 100. This deletion completes the transfer

of both management rights and the copyrighted material from

the SD memory card 100 to the connected device.

In a fourth example shown in Fig. 4D, a compatible device

is connected to the SD memory card 100, whose protected area 3

stores a Usage Rule and an encryption Eey. The Usage Rule

includes Move Control Information showing that the number of

permitted moves is 0, so the Usage Rule cannot be moved, and

the connected device cannot obtain management rights. In this

case, the copyrighted material on the SD memory card 100 is

treated as a ‘master’. When the permitted number of moves is O,

this indicates that the permitted number of moves was
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SD Menory Card Perm tted Nunber of Moves - 0 SD Audio players 122 to 124
perform check-out to play 15 back, using an encryption key, encrypted data
recorded on a portable recording nedium SD Audio player 122 is a set of
headphones, SD-Audi o player 123 is a portable device, and SD Audi o pl ayer
124 | VA WP pband devi ce. Users can use such devices t BCHUBYA5ERK t he
encrypted data on the way to work or school. In one exanple in Fig. 9, if a
data set formng a 20 copyrighted material is noved to the custoner device

111 h oger. _device t t L @, apd_encryption
keyoﬁgggﬁgggbtggogeﬁﬁrl%s’ %ﬁ%?\t@%ec{ggﬁgg%%gﬁgggﬂ%}( fé\ggtrrpl e, three
portable recording nedia. |If the encrypted data and encryption key is
cheefed Bavedotthpedeydce \§9 191 6821E FEIePo02 BB 852 pBRPaBF eCfecor di ng

media in this way, the SD Audio players 122 to 124 can reproduce the data
t hape rast bednmokresk elé cxetmentekh) surconipl £t efsa $ heeaxipédn@t i on of the devices

used in EMD. Next, the data set farmng the copyrighted material will i be
expl ai nedrﬁﬂsdEBﬁFhetE!sr the @ 1fR1d@lod oihikd SORYELGRE ege neherspl s are
transferred fromthe distribution server 103 to a digital termnal, in

ot her_words_the ta structure, of. the copyri d, materjal_at distribution,
s BRnP ey neardch0e o Rt et s rdth b M et ghhtndte 1o
distributed in units called packages, and collections of copyrighted

nmat ¥ ¢l desuensaBaiudiec imtmifourfyrest digsripelieata structure
of packages and titles is explained with reference to the exanple shown in
Fi gsed@erspn tiheidaawtegmimatlid | (€ iirstf arevesi ¢ 1rogn aprea ot wos €) packages #1 to
15 #N. Each package is a distributable file, and includes a header, a

Navi gad & R8y SHEYSEHEE ( sR N @lddei RAfndii¥atuses) and SD-Audio
players (playback apparatuses) 122 to 124. These types of
device are explained in turn. A representative distribution
server and digital terminals for this embodiment are shown in
Figs. 5 and 6, representative customer devices are shown in
Fig. 7A, and representative playback apparatuses are shown in
Fig. 7B.

A distribution server 103 in Fig. 5 stores a data set
formed from a plurality of copyrighted materials. If the
purchase of any one of the copyrighted materials is requested
by a digital terminal or customer device, the requested
copyrighted material is transmitted to the relevant digital
terminal or customer device via a network.

Digital terminals 104 to 110 in Figs. 5, 6A, and 6B are
examples of a compatible device that obtains a data set
forming a copyrighted material by transfer via a\network from
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El ements (CEL#1, #2, #3 and so on) and a Default O fer. The Navigation
Structure is data showi ng the playback control. procedure, indicating how
each Content Elenent is to 20 be played back. In the exanple in Fig. 10,
the Na (Structure indicates that the picture objeg 3is to
be dlsé?g3§Q9When CEL#1 is played back. Content Elenents %E@ﬁ@ﬁggﬁe -
information el enments which 34 WO 01/ 16821 PCT/ JP00/058~2 formthe
copyrighted nmaterial, allocated in terns of nmedia type. In this case the
copythghtitd trabeartiian iserareyond,3,amttiichclivdepertstiead By ps of@tdpa picture
that is to be displayed when the song is played back and the |ike. A

pack resphes lof e a type. The
thirggﬁg P T H%?8%§%§&§§é%a %gCEEE%E%ﬁﬁﬁﬁplscﬂgé%gAgﬁﬁgtrean1data
obt ai ned b encog % t he sqund f a certain son CEL#2 js a tine search
t abl &1RRhSAFAGSHatLs T FrF@rSvé’llgltﬁ t NETPES) ARE ?t rﬁ%i‘b%ﬁ#%"%%e‘éhat
streamis accessed at two 10 second intervals, and CEL#3 is JPEG stil
pi ctTe kephonet Nebwodkspl aysdtad latbabkgrdeadti tege wren @k #If i shel ayed
back. Thus, it can be seen that information for each nedia type relating to
sa Sopgrisust eypdsasfaniredewsduakwbkks nsiude aspackagaudrtdyst&ata, the

AAC stream data and the still 15 picture data are encrypted to obtain
COPyFAGNG; DEOLCLLOR1n20d Shar ed iAol Esnpagkaq% %%qeqq{tyootﬂﬂqé’ﬁta The
Defaul t I's1n orna i'on show n requirenents to be

applied when the copy ht ed terial iIs and |ncludes aretail price
and %ﬁF@%&?%ﬁt?@ﬁ E@ylpgr whig cﬁﬁﬁtFﬁ@téigﬁ§bﬂéki§kﬁ§%qqﬁﬂ uded in the

copyrighted material. Fig. 11 shows the hierarchical data structure of the
Def aad tp@Xter . mhaichetdrasi ngpnvhsibetaubtofeseanicndheldsi ko, 35

mobile phone 109 that communicates via a wireless cellular

10 system, and a set top box (STB) 110 used for receiving
satellite broadcasts. Fig. 5 shows a situation in which KIOSK
terminals 104 to 108 are installed in stations or stores.

Fig. 6A shows a situation in which a data set forming a
copyrighted material is written onto the SD memory card 100 by
15 a digital terminal, in this case the mobile phone 109. Fig.
6B shows a situation in which a data set forming a copyrighted
material is written onto the SD memory card 100 by a digital
terminal, in this case the STB 110. KIOSK terminals 104 to
108 are connected to the distribution server 103 using a

20 dedicated fiber-optic line, and obtain the data set via this
dedicated line. The mobile phone 109 obtains the data set via
a wireless base station and telephone exchange, and the STB
110 obtains it via a communications satellite an? a fiber-
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WO 01/ 16821 PCT/JP00/a58~2 . - , "Ofer Header', a 'CEL Keychain', and a
"Digital R ght Managenent' (DRM), which is a Usage Rule indicating the
rights to control recording of the copyrighted material. The internal
structure of the CEL Keychain is shown within the broken |lines Dfl, and 5

i ncl ud¥9 %4168l Keychai n' Header (CKH), an attribute for ®&dIEM/ORER chai.n® CK
ATR, and CEL Keys (CKs) #1, #2, #3, #4 to #n, each used to decrypt CELs
included in a sane package. The internal structure of the DRMis shown
mﬁt%k#- hgigﬁqken lines Df2. The DRM i ncludes "Myve Control Information' 10
(M f%, eck-Qut Control Information' (COCNTI), 'Permtted Playback
Count' (PB—CCHNT), ind contents distributer I%B "PDDRM FR I D1' 'to " PDDRM FR
| D4' . MovelBoRtRdtatnftEr iSTAYhtES Whet AERWINGByaCFRSH £RE SD nenory

card 100 to |local storage is permtted when the copyrighted material is
al réagyributéocor sedver 198 SO perasgnttar dpledalihe Gfieckp@uti gBduekt ol
I nformation indicates the nunber of tines check-out by the custoner device

i s peearibed wheredhencaprecdridthdmisediah is emyedikerkpaaliont orage. The
Permtted Pl ayback Count indicates the conditions 20 under which playback

of pyRrkaht.e ri i a1t t al ettin f the Myve
Cort P oY R BTGPt n e Tenans BORRANT 1 TR ResPEgRYsR bk Bhg of oon
i ndicates that a nove fromthe SD nmenory card 100 to |ocal storage is 36
WO 4/ FB823CPY T IPGEAODEELTAGH SpiiAtt tidte WhFFe ORe®tRnBUEENESE i ndi cat es
that one nove fromthe SD nenory card 100 to | ocal storage is permtted.

Therelygeéstl foer oneabft hhe cepginigh tdtt nuatvdaaizl sidtaeneaes nhdenbyber of
permtted nmoves shown by the Move Control 5 Information by 1, and then

recedsus e, dackegnat edeqibak MRy @5 0s S5k NBNOE e Cah€a 188t by the _
digital termnal. The detailed setting of the Check-Qut Control Information
'S POONMECENEEN LR DERKEA T2 i & SEIAIRG O€La 004 the
distribution server 103. The digital terminal receives the
transmitted data set forming the copyrighted material from the
distribution server 103, and saves it, before recording it on
the SD memory card 100.
Customer devices 111 to 121 have an internalized
recording medium known as local storage, and manage a home
music library formed from copyrighted materials obtained via a
network route and an SD memory route (a route that obtains
copyrighted materials via the SD memory card 100}, as well as
performing playback and check-out of copyrighted materials
recorded on the SD memory card 100 or local storage. Fig. 7A
shows various types of customer devices, for example personal
computers (111 to 116) and audio systems (117 to 121), and
Fig. 7B shows various types of SD-Audio players used to play
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i ndi cates that check-out of the copyrighted material is 10 permtted only
once (to only one recording nedium, a setting of 002 indicates that
check-out of the copyrighted material is permtted twice (to two recording

medi a)wcglﬂ 6§ﬁtti ngs of 3 and 4 indicate that check-out ﬂ&éﬁ(‘?@g@tﬂt ed to

three an our  recording nedia respectively. 15 The detai’l ng of PB’
COUNT is shown between the broken lines py3. PB COUNT includes a Playback
Time indicating the nunber of seconds counted during one playback of the

copyhicihicettaitas i alal Brelf ac ik aybacke Sosnbeh LAdFeati o hlagenunber of tines
t hat pl ayback of the copyrighted material .0 is permtted. Next, the data

str re _i,nt i { S f 1 h Py Lght ial is
con§§%%§ alkﬁ%#%%§%§ﬁggﬁéﬁ§€% %% éﬁ%g%ggsgrggggdéggg%tng%gEgg menory card
100_i s explained. 3? WO 01/16821 PCT/ JPO0O/0~852 .~ , \Wen the copyrighted
mat BPFAL SE TS dF 0HIRS 1P BPF feher y2Eaf daRGousERi f8tsu@keds songs are

converted to a track format. A track includes an audio object (AOB) formed
f r oamdndisy pt ew caudi imglatex]iwm pilta ureobjelty $POBesf drred sktem encrypted 5
pi cture data, and Track Information (TKI) for controlling track playback.

ALl rdatddl YEMideph iRy dhé £fa 18 €4 abhbwn "BAAERE ERahpaGlk WRi LS,
regardl ess of type. Collections of copyrighted materials such as nusic

| bur in. , K . wh
" ecbed “ont G HEnd Sy Y - o e A ook e EERERERRRe h pl ural ity

of tracks and a Playlist defining the order in which the tracks are to be
pl apegformgst HYstSurdt F e @Gl FRS ¢ hled £ bP§r f gREEACRBL e FPRPUSATt he SD
menory card _ 100 as tracks and a track sequence is shown in Fig. 12. Fig.
15 428 ahoexafplles and directories formed in order to record the data set
formng the copyrighted material. In the drawing, arrows PFl1 to PF7

i ndi cate goLLespendenERheiram farhciae Pfadpi detnshtided in a package
and a file in the application
copyrighted materials using the network route is explained.
Fig. 8A shows the distribution server 103, and customer
devices belonging to a plurality of users (personal:-computers
111 to 116), all connected to a network. Customer device 111,
like a digital terminal, can access the distribution server
103 via the network, and obtain one or more of a plurality of
copyrighted materials, accumulating the obtained copyrighted
materials in local storage.

A home music library can be constructed in local storage
by repeatedly obtaining copyrighted materials via the network,
and check-out and check-in of each copyrighted material can be
managed based on the corresponding Usage Rule. Figs. 8B and
8C show a situation in which the customer device 111 can

perform check-out and check-in up to three times. In other

28



10

15

20

| ayer. 20 The user data area 8 in Fig. 12 contains three directories: Root,
SD AUDI O, and SD ADEXT. The SD AUDI O directory stores data conpliant with
the SD- Audio Verl.O standard, and the SD ADEXT directory data unique to the
SD 38 ' WD 01116821 PCTI JPO0O/ 058~2 Audio Verl.1l standard. As a result,
devi ceVROHMSENt with the SD-Audi o Verl.O standard can BECEHEN/06858 SD AUDI O
directory, but not the SD ADEXT directory, while devices conpliant with the
SD- Audi o Verl .|l standard can access both 5 the SD AUDI O and SD ADEXT

dlrect |es ha he sterl e dramnn ese i Nt egers
betweO %é\'g&%%é %‘Hi g\ﬁl r%‘ xpcl%ecgil it dlesg‘??]ffg t%%@h %Efét he files
in the SD AUDIO directory |n turn. As shown in Fig. 12, the 10 SD AUDI O

di r ddt &ty @M{ldkemﬁvest §BEs OB thq @umbgapof ahyeck-owgpr *ehep1’ | ' SD
AUDI O TKM, 'SD AUDIO. PLM, and 'POB000. POM . 'AOB***,  SAl' are files

st ordutg dare M@etfemdaﬁatﬁaomﬁm limitaliig weafched ) S THicd uded in a
package as AOBs. The extension 'SA is an abbreviation of Secure Audi o, and

| ndi %ceesss@é;ﬁé eem&&ngsntf qfowef'h%erw'n{e%&gpgéa@tm ction. The

follomnng IS a anation o the internal stru of an ACB file. Fig.
13 shows erarchlcal dat a_structur n fil l.n the drawi ng, the
1 SONBRed et SEBEPIPE. SBHaChnd ldecaidl Flvd SIRFA-GHE AC. The third

| evel 20 shows an AOB BLOCK, the fourth |evel shows an AOB ELEMENT, and the
fi f timsitawed t owes ahs NOBd FRANVEL YPed de@BaFRANEDLiadin Hext fdatd evmt of Fi g.
13 is the smallest unit nmaking up the AOB, and is a piece of variable 39
WO @Hitadl REK KO/ @58b2data area 8 on the SD memory card 100.

An encryption key corresponding to the copyrighted material is

also written into the protected area 3. Then a number of

check-outs is decremented. If the data set forming the

copyrighted material is recorded onto three SD memory cards

100, thereby causing the number of check-outs to be

decremented to 0, the customer device 111 sets the encryption

key, encrypted data, and plain text data stored in local

storage in a state that does not permit check-out, as shown in

Fig. 8C.

Here, performing check-out enables a data set forming a
copyrighted material to be recorded on the SD memory card 100,
thereby enabling a compatible device to play back the
copyrighted material when connected to the SD memory card 100,
but not to copy it to another recording medium. The reason
for this is that the compatible device does not have a Usage

Rule, and so cannot read the encryption key from the SD memory
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| ength data with a playback tine of approximately 20 milliseconds. The ~AOB
ELEMENT' in the fourth level is a piece of variable-length data with a
pl ayback tinme of approximately 2 5 seconds, whose length is shown in the

time s |l e. The "AOB BLOCK in the third level is valid data of .
t he AC@QQEQPE ing any invalid areas which may exist at t%é%§¥%ﬁ?s°nd ehd of*

the AOB, and is specified by BIT in the TKI. The AOB in the second level is
a piece of data with a 10 playback tinme of no nore than 8.4 rains. The

reas@ird 01001 Bhili Recblre Bltayhaek itdsMwel it AR L& %é@éf&iﬁ% that the
time search table is restricted to a size of no nore than 504 bytes, due to

t he h r A M%ﬁls incl i i inLted. The
f ol I%%m&%%ﬁdgéc%nggléi@ﬁ%fggggtlal | IE%Eiy I'm tﬁgal}fﬁ'g]dp% % a@?( epec??%%lg%est ricts
the size of the tinme search table. Wien a pl ayback apparatus perforns a '

f or v ePBPE BatRWEPEdsBRACKHECPRE @ Spthac e Stp FHoR I I nemry eadfdg of two

seconds of audio data and then plays back 240 mlliseconds. 20 Wen
ski ppdhg swohsecdedscef cdahat tleeessadhadgpredseteaf adataa At (de® second
intervals can be witten into the tine search table, and referred to by the

pl ayﬂaq:.k ARPar ghls swhel anhpnvakd ebtBaekwaled etRanHt ich Nedrestigd. The data
size ot 40 WO 01/16821 PCT/ JP0O0/ 0~8~2 audio data wth a playback tine of

two ,secands depends opn,the_ hitrate d gh | ayi,ng back .t audi o dat a.
ns < UPaBe, RIS ?PSFSfPﬁefhé“rgﬁgga f@fﬁkbéﬁ &OFMWBI?%’& s used, so
that the anpunt of data played back in two seconds wll be 5 between 4 KB
(= T4Y@pkak pegprdrd 98 kBe(SD1memppys CRrs d00 Semeet: fhe aisiarded data
pl ayed back in two seconds will be between 4 KB and 36 KB, the data | ength
of eaciv emtoyhén rheordimgsmerdhmt alhtbohdr thec Orsdigeg Rutie .datthi<engt h of
audi o data needs to be two bytes (= 16 bits). This is because a 16

means that a first generation copy from the customer device

onto the SD memory card 100 is permitted, but a second

generation copy from the SD memory card 100 onto another

recording medium is not permitted. By preventing second

generation copies, unlimited copying is prochibited.

Next, the method by which customer devices obtain

copyrighted material via the SD memory card route is

explained. Fig. 9 shows a distribution server 103 included in

a track distribution system relating to this embodiment, and a

plurality of devices and playback apparatuses, when the

customer device 111 obtains the copyrighted material via the

SD memory card route. Processing performed by the SD memory

card 100 to obtain the copyrighted materials is as follows.

When, as shown by arrow mvl, the Usage Rule of the copyrighted

material stored on the SD memory card 100 includes Move
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10 bit value is capable of expressing a nunber of between 0 KB and 64 KB.
On the other hand, if the total data size of the tine search table needs to
be restricted to 504 bytes (this being the size of the TKTMSRT descri bed

| ater), for exanple, the maxi mum nunber of entries in the tinme search table
can bevP1a682dul ated as 504/ 2 = 252. Since an entry is BEFIPHEESSE/ery two
seconds, the playback tinme corresponding to this nmaxi mumof 252 entries is
504 seconds (= 2s x 252), or, in other words, 8 mnutes and 24 seconds (=

8.4 mputes). a.result, setti th xi mum pl ayback.period for an AOB
BL&%‘QFOS. ﬁnf@srmaﬁd.[o&s slthlc’r‘ﬁl‘[n@ tﬂ%%ae%rf?%%t 0?19? h%OY?négsear ch table to
504 bytes. Fig. 14 shows the playback content when the AOBs and AOB BLOCKS
i n RévEnACBefly | Ehgr custoRessidealife dadk meads ke data gperofpraénry

PCT/ JPOO/ 0~8~2 ~~ - |, level in Fig. 14 shows the eight AOB files in the

usethéatepgireghBedvhialte riikd feoandHe\3D mémysy tberei god AOBshobesor ded in
these ACB files. The third |l evel shows the eight AOB BLOCKS included in

th S The fi f I 0 i : i kages. The
e I g R e T L oo
E. The broken lines ASl1 to AS8 s@gﬁ{the correspon enc% bet ween t he
ACBTBE®¥R@ L3R8Tt ROBAr SEOTARES -whitkH YIE DT it § s HRSi 9282 8%t hat the
fourth level in Fig. 14 10 shows the units used to divide the al bum shown
on fidwemingt hheevebyrAgBt4dhaste rilady bacldajeteedff8omM th@ubBsmandriys t he
first (or '"head') part of the Song D that has a playback tine of 30.6

m rides. 100 ALB Bb%ﬁinbn@h@deagﬁi@% antk AHD BF6m1bhai ddl e parts of
the Song D and al so have pl ayback periods of 8.4 mnutes. The AOB BLOCK

[ [ [ h d Qf . A k i od
of "SRy SR EL7IPQ BplEnER  Biek e I A S O AR 01

30.6 mnutes,is divided into (8.4 + 8.4 + 8.4 + 5.4-mnute) parts
created within the customer device 111 as when the copyrighted

material was obtained by the network route. After this, the
customer device can perform check-out based on information in
the Usage Rule. On the other hand, if the Usage Rule of the
copyrighted material recorded on the SD memory card 100 as
shown by the arrow mv3 includes Move Control Information
showing that moves can be performed 0 times, the customer
device 111 cannot read the data set forming the copyrighted
material from the SD memory card 100. The SD memory card 100
can be inserted directly into SD-Audioc players 122, 123 or 124
bypassing the customer device, as shown by the arrow msl, and
played back. Copyrighted materials whose Usage Rules cannot
be moved may be sold at a lower price.

When the permitted number of moves in the Move Control
Information has been set at 1 by the distributiop server 103
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20 that are each included in a different AOB. As can be seen fromFig. 14,
the AOB included in each AOB file is subjected to a maxi num pl ayback peri od
of 8.4 mnutes. Fig. 15 shows the eight AOB files stored in the title

(al bum n Fig. 42 WO 01/16821 19. PCT/ JP00/ 0585 **x*x JPG .and .
‘P@***@Bﬁmare files storing still' picture data. The %Cfrf@(gpr’@éz bet \een *
the two types of file lies in the area of copyright protection. Wile a
file 5 POB***,  JPG sinply stores still picture data in JPEG (Joint

Phot agr 2RBi.c® BXIRY U ddPURl1d Of MBhovéd f b EwEER  tecSRY 1 BLOme dat a that is
encryptedto prot ect tHe copyright of the still picture (the extension SPl

stands Secure .Pi.ct i ndi cating that copyright .protection is

requi't gh)thfop?ﬁgﬁLq Qﬁ99$i]?§n$ﬁigioh?af?§ @3? Fﬁﬁgrﬁ s inherited the
content of the package header, Navigation Structure, and tine search table,
and LREpumasignThsdmaviresiged Ay, thefahboing déayi | ed hi erar chi cal
structure of the Track Manager. In other words, logical formats positioned

on 15 the rigbtwsir#e of the-dr-a ng SDOWembeysUaLmi ure of logical formats
positioned to their left in the drawing in nore detail. Broken lines are

5used to indigatgickear Nymyylch part ggr}nli%tggglb@@({befror mat on the |left side

10

15

20

is shown in nore detail by the logical format on the right side. |If the

structure ofofoMpHesTradk Manager reffelleNeed=i® this way in Flg 16A is

referred t@noht +RaNpA eeR 4 idr io¥x fugmed e ack

I nf or mati on ?abbr ev at&?gL tc% TKI #1 Yo #Nn, as Igs(r)\%%v\% Igb\?%héo égn l i nes
are,inf i on used to AOBs 43 WO 01/16821

PCT/§5%6F@3§S?H 8?50 P& Si 4nh gﬁ5§q§i%ﬁﬁkbu%hanoﬁ%rTRF ¢88r esponds

to
the Usage Rule is moved between recording media with the

permitted number of moves in the Move Control Information

being reduced in the following way.

Network -——=> SD Memory Card --=> Local Storage
Permitted Number Permitted Number Permitted Number
of Moves = 2 of Moves = 1 of Moves = 0

When a customer device obtains, via a network, a Usage
Rule with a permitted number of moves set at 2 by the
distribution server 103, the Usage Rule is moved between
recording media (SD memory card 100, local storage) with the

permitted number of moves in the Move Control Information

being reduced in the following way.
Network ———> Local Storage ---> SD Memory Card
Permitted Number Permitted Number Permitted Number
of Moves = 2 of Moves =1 of Moves = 0

When a Usage Rule is obtained via a network with the
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 As shown in t
"TKI_LNK-PTR, "TKI_SZ', 'TKI_PB_TM, 'TKI AOB ATR, 10 "TKI_POB ATR , 'TKl

each AOB file. Referring to Fig. 16A, it can be seen that each TKI, as
shown by the broken lines h2, includes Track General 5 Information (TKd),
and a Track Text Information Data Area (TKTXTI DA) recording text
information unique to the TKI, such as an artist nanme, an al bum nane, an
arrang®O H4##1 and a producer name, and a Track Ti me_Se&ICAhPIYBI8E2 ( TKTVSRT)
in which the playback tinme is restricted to 8.4 mnutes. 10 FIG 17 shows
how the TKIs in FIG 16 correspond to the AOB files and AOBs in FIG 14.
The i I [ I 7 q e of tracks Track A
to ?rgg%’%%Efyft fﬁ%eﬁ"fé'r%%‘% rngar/r‘géson ?ﬁe&se%bngng\é\@/%?aghg\%g%t ﬁ%nl'ibaeck Manager ,
while the third and fourth levels show the ejght AOB files given in 15 FIG
14. "PHE%EIRM ABS U AW 1FR &P gRENAEBLCSROWIEPFASRG 16, and form a
nmusi ¢ al bumincluding Track A, Track H, Track C, Track D, and Track E. The
secOngylrégalt eshoas erhica keigan H&imoved el aunber §D' hemotry 'c@rdadgilgned to
each TKI are the serial nunbers used to identify each TKI, with each TKI 20

COr pasPRRELNG @ s NP ddp Pr ittt edasa beLNa Ui NERERE ySEFRLSeieal nunber,
001, 002, and so on. Wth this in mnd, it can be seen"fromFI G 17 that

TKI #1 rresponds \to. the file ' A08001.. SAL' hat . TKI #2 corresponds to the
fil goc%SSSSQggggAf‘cfcaﬁfon \ﬁ? ﬁﬁ%@eﬁ JP?:'I?%’I‘DO%?BI%EEG“FKI #3 corresponds to
the file ' AOBO03. SALl', and TKI#4 corresponds to the file ~AOB004. SAl'. The
corr espondeN8EWB&EKeen TKI s -anmd ACB f it} SEHeA®Sby the~arrows TAL to TAS
in FIG 17. In this way, each TKI corresponds to a different AOB recorded
in an AOB fPeemandegi Wambeet ai | ed | nfRermmitttoed thhatbapplies only to the

correspondi ngﬁécﬁ'?é’\%gﬁ—d%t ailed struct urgeM(%IXI a T=KC;J is showmn in Fig. 16B.

g, a TKG includ® €95 ¢ TKIN, 'TK _BLK ATR ,

TI1 ATR, 'TKI _TI2 ATR, “TKI TMSRT_SA', “ISRC,
-->Local Storage —-—— SD Memory Card
Permitted Number Permitted Number
of Moves = 1 of Moves = 0

SD-Audio players 122 to 124 perform check-out to play
back, using an encryption key, encrypted data recorded on a
portable recording medium. SD-Audio player 122 is a set of
headphones, SD-Audio player 123 is a portable device, and SD-
Audio player 124 is a wristband device. Users can use such
devices to play back the encrypted daté on the way to work or
school. 1In one example in Fig. 9, if a data set forming a
copyrighted material is moved to the customer device 111, the
customer device 111 checks out the encrypted data and
encryption key based on the details written in the Usage Rule,
to, for example, three portable recording media. If the
encrypted data and encryption key is checked out\to three
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"TKI APP ATR, 'BIT', and '"TKI POB SRP' . An ID fromwhich the TKI can be
instantly distinguished is witten in '"TKI _ID (in the enbodinents the ID
is a 2-byte code "A4') . 15 TKI nunbers in a range between 1 and 999 are

witt in.  JKIN . An attribute for the TKI is witten igh, ATR .
The fgﬁpg&ngﬁdescribes the settings of the TKI B.LK AT£%3§%§%g§§KTKI~in

the exanple shown in FIG 17. By referring to 20 the TKI BLK ATR of each
TKI, it can be seen that since the four pairs TKI#1/ AOBOOL. SAL,

TKI $3AGBAR2 .3k r Jil ¢ MACRH 0Bn SMi s andy TKL #8/ A08A081 8Ablegelrscarrespond to
separate tracks, the TKI "BLK ATR of each of TKI#1, TKI#2, 45 W O 011 16821

PCTL 1P9g/,0 T &8, | *Beagk: TLKBLK' ATR of TKI #4
s 631 2 VERad OF R o T KRR i SPorhs e Tena o

Track', and.the TLK BLK ATR of TKI#5 and TKI#6 is set at ' M.dpoint of '
Track' . TIT?‘ SrrEé’r‘fE’bi S tt}l,ﬁ ,ﬁﬁ?]fafl?%tlmg4€%% ge%l‘f:%?rgé‘SGn Png to TKI #4
is the start of a track, the AOB files ~A0OB0O05.SAl1 ' and ' AOB006. SAL'

cor E¥Bpohegixtig ttheTkam @t THIHGLRG ctive dpeprsgbtedhmateadk]l @idlt he AOB
file ~AOBOO7.SAl' corresponding to TKI#7 is the end of a track. TKI BLK ATR

canpfeespll agdcdalin ctine edirdg, tie WdehadOianynivg of a plurality of
tracks are conbined to forma single track, and divide editing, in which

. o int | : ) ' i |
DorropREsohted Mt il A0 U M4drO0d ¥R PP LCBR BRLIBR Ve are
combi ned. 15 _FI GS. 18A_anqn18B show how the TKlIs are set when two tracks
ar eSRBHBENEY 3t & prodiGd L2 P FRLRAL : THR WRDI BOTds Free 98KR2shows a case

when the user perforns an editing operation to conbine Track C and Track E
| nt st austnglee offr ddle. dop yirtiigh teead ana tevel AOBEE thbstcbbubipondiso Track C and

explained. Copyrighted materials in units such as songs are
distributed in units called packages, and collections of
copyrighted materials such as music albums in units called
titles. The data structure of packages and titles is
explained with reference to the example shown in Fig. 10. In
the drawing, a title is formed from one or more packages #1 to
#N. Each package is a distributable file, and includes a
header, a Navigation Structure, a plurality of Content
Elements (CEL#1, #2, #3 and so on) and a Default Offer.

The Navigation Structure is data showing the playback
control procedure, indicating how each Content Element is to
be played back. In the example in Fig. 10, the Navigation
Structure indicates that the picture object of CEL#3 is to be
displayed when CEL#l is played back.

Content Elements (CELs) are information elements which
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20 Track E are recorded in the AOB files AOB003. SAl and AOB008. SA1 whi ch
correspond to TKI#3 and TKI#8, so that the TKI BLK ATRs of TKI#3 and TKI #8
are rewitten. FIG 18B shows the TKI BLK ATR of these TKls after

rewiting. In FIG 18A, 46 " WO 01116821 PCT/ JP00/ 0~852 the TKI BLK ATRs
of TKIW¥@ 0aA682IKI #8 are witten as 'Track', but i in Fl GPCISBOWHHESTKI BLK
ATR of TKI#3 is rewitten as ' 'Head of Track' and the TKI BLK ATR of TKI #8
is rewitten as 'End_of Track'. By rewiting the TKI _BLK ATRs in this way,

the 5 AOB files AOB0OQ3. SAl and AOB0OS. SAl ich correspand to TKI#3 and
TRIB8T Bt CERYAG TSR 7 S i & HOGT S GEE FREER. BEnBeRLA Track G The
followng is an explanation of the change in TKI when a track is divided.

Fi geyPe@oA AndthdB shee dmexopirightad netenialsiagresengekand divided to
produce two new tracks. In the drawing, the user is assuned to have

per{m¢nedesnaedit,N@ qR&Imait ivn tgiadt uhteyi tlest Tiacko enldspnayaaw tracks,
Track C and Track F. When Track Cis to be divided into a new Track C and

PO ShAT R e B G s RS ApERkRRROORREY being
Cort U ReATRRNPPORLE TAHHS Gt RO R E R -ar FBRE- TLIBSTLS, and TLG
in Fig. 17, the TKI LNK-PTR :0 for each of TKI#4, TKI#5, TKI#6, and TKI #7
cortlespdntienglt dant Fégf.ol0 ADRWs |extanfrolrari GRL I+ acREDE &r 85 SHPEGOAAS tO
indicate a next TKI LNK PTR 'TKI SZ' contains the data size of the TKI is
W idt edlathNd4fa o¥PaQHeO&3] diicRiiy tthe RIUPOHE 0988Ertain song,

CEL#2 is a time search table showing data intervals in the

MPEG-AAC stream of CEL#1 when that stream is accessed at two-

second intervals, and CEL#3 is JPEG still picture data to be

displayed as a background image when CEL#1 is played back.

Thus, it can be seen that information for each media type

relating to a song is stored as an individual CEL inside a

package. Of this data, the AAC stream data and the still

picture data are encrypted to obtain copyright protection, and

stored in the package as encrypted data.

The '‘Default Offer’ is information showing commercial

requirements to be applied when the copyrighted material is

sold, and includes a retail price and an encryption key for

decrypting encrypted data included in the copyrighted

material.

Fig. 11 shows the hierarchical data structure of the

Default Offer. In the drawing, the Default Offer includes an
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"TKI PB TM contains the playback tinme of the track fornmed froman AOB in
an AOB file corresponding to the TKI. “TKI AOB ATR contains encodi ng
requi renents that nust be followed when an AOB is generated. These include

t he frwgg;%ﬁft dwhi ch the AOB recorded in the AOB Cmm??{?{?@?oip@gsstzo the TKI .
ed, 1 .

shoul d the bitrate at which it should be tra and t he
nunber of channels. 'TKI POB ATR contains fields in which the POB node 10
(sequential node, random node, shuffle node), POB display, and a node

showhpge WhgERAE rt,Ne PEBLI Rel/@hBENSY GIH QNi‘Bedivhl hRERE tAMR fddeBnent’
corresponding to the TKI (slide show node, browsabl e node) are set. 'TKI

Tl and . TKI, TI2 ATR show. th s_of xt .15 infornmation to be

di SR HA TThetS vf HoTRE BOb9r Rt ae RaBer eI T BB e o o,

JI1 SX0201, 1S08859, Music Shift JIS (Japan Industrial Standard) characters
and meeed g of THie TRERIr Sphtednratpsiehe sTRPt ingerasd StrowdREe * | SRC
contains the I SRC (International Standard Recording 20 Code) of the TKI

' TKIo FARRATRL dtsyctiabn t he growe withiw appl beakkanldnersedfan tdiri SD nenory
card 100. This may be, for exanple, a nusic type, karaoke software, or

presenhaldan fatgy, K8, chd 01418821 (Hf JPRQ/ 058521The Bigack enfgrimat i on
tabl e (LB? . T") manages AOB BLOCKs. The right side of Fig. 16B shows a

DAT RS Fei R ar i TRr Aty S (RS FhLY ) P rRBRTEY ol 3 a5 the Last -
TVBRTE field, a Fns M ddl e TMSRTE field, and a TIME LENGIH field. Each of
t hes@eld dlaHgar ¥t GEbedraludedi in bl 9ame TReckabgri ve address of the
start of an AOB BLOCK fromthe boundary between clusters is witten in the
' DATA O f geie ias eithal ved tisctgime ot ncheytBRMINL § sshdhhsweéxphiassas t he size of
an .

broken lines Df2. The DRM includes ‘Move Control Information'

(MVCNTI), ‘Check-Out Control Information’ (COCNTI), ‘'Permitted

Playback Count'(PB_COUNT), and contents distributer IDs

‘PDDRM_FR_ID1' to ‘PDDRM_FR ID4'. Move Control Information

indicates whether a move from the SD memory card 100 to local

storage is permitted when the copyrighted material is already

recorded on the SD memory card 100. The Check-Out Control

Information indicates the number of times check-out by the

customer device is permitted when the ébpyrighted material is

moved to local storage.

The Permitted Playback Count indicates the conditions
under which playback of the copyrighted material is permitted.
The detailed setting of the Move Control Information is
shown between broken lines pyl. A setting of 00h indicates

that a move from the SD memory card 100 to local storage is
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invalid area between an AOB and the AOB BLOCK. As one exanpl e, when a user
records a radi o broadcast on the SD nenory card 100 as AOBs and wi shes to
delete an intro part of a track over which a DJ has spoken, the DATA O f set
inthe BIT .5 can be set to have the track played back w thout the part

i ncl udWeP{16821D)' s voi ce. ' SZ DATA' contains the data | ®6FIIROGHS8aH AOB
BLOCK expressed in byte units. By subtracting a val ue produced by addi ng
the SZ-DATA to the DATA O fset fromthe file size (an integer multiple of
the_cluster .si.ze), the size qof the ipvalid,area that follows the AOH BLOCK
can™B& P&fr‘f&.%tieﬁ}’ot%elm dsse?t%fé% %PS@L i HASHAP ﬁsdﬁgétn(?f‘ené‘&i’eto be

pl ayed back exists in the latter part of the AOB, the SZ DATA can be

adj Gspad the £9 menouyl/cEa8 11 HCTYQ Fovrakbgsporagepisverrmitited.nval i d
section from being played back. Thus, sections at the start and end of the

ACBrrandhg idellettedrinaapeshait ngedARedS f8et pasla§e- BAEAemehits k3fe TMSRTE
contains the nunber of AOB FRAMEs included 5 in the AOB ELEMENT positioned

at ar, f - s F T, ' scontains the nunber
of i@b%%w@gs%ienc ltr}r g%ﬁ%%@%L%&Eﬁeﬁé??igﬁggg the end of the
present AOB BLOCK. .10 ' Fns M ddl e TMSRTE' contains the nunber of AOB FRAMES
i ncindedmationchyade Br L FEPTFIOM R odecaemeREedt APEOERA tligd end of
the present AOB BLOCK, which is to say AOB, ELEMENTs in the m ddle of the
ACBBLEDK. SThaenpiryE daEMGRI0 fhivelthe ohitgi bl t berpiagback period of an 15
AOB ELEMENT is witten correct to the nearest mllisecond. The 'TIME

LENGTH firgkddetaibeli kethang othemd hasemlingcomt RoU vsedring tVREG ACC or
MPEG Layer 3, the playback period of an AOB ELEMENT is two seconds, so that

e ey 208 o S5 R A ST Lk orBof! & 20 shone
indicates that check-out of the copyrighted material is
permitted only once (to only one recording medium), a setting
of 002 indicates that check-out of the copyrighted material is
permitted twice (to two recording media), and settings of 3
and 4 indicate that check-out is permitted to three and four
recording media respectively.

The detailed setting of PB_COUNT is shown between the
broken lines py3. PB_COUNT includes a Playback Time
indicating the number of seconds counted during one playback
of the copyrighted material, and a Playback Counter indicating
the number of times that playback of the copyrighted material
is permitted.

Next, the data structure into which the data set forming

the copyrighted material is converted when the copyrighted

material is recorded onto the SD memory card 100 is explained.
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conposed of AOB ELEMENT#1 to AOB ELEMENT#4. The foll ow ng describes the
settings in the BIT when an AOB is stored as showmn in FIG 20. The
AOB_ELEMENTs #1 to #4 occupy the region 50 WO 01/16821 PCTI JP00105852

bet wee kg3 cluster 007 to nd4 in cluster OOE. This rggiQpsdses: Ndi cated
by theagg?@%?% inthe BIT, as shown' by arrow sdl in FIG 20. TAé DATA - '
O fset given in the BIT gives the | ength of an unoccupi ed regi on ud0O, which
is to say, a 5 position value for the start of the AOB ELEMENT#1 rel ative
to tiieest ahe o0bpglrigheedOfadtetiud, it wswpimedemmtd haie t B Beéforgnages t he
of fset between the cluster boundary and the AOB ELEMENT. The field

- TKIPL8_S0F, hﬁ@'c%afs%%nt he Fs’% O He daitavied 1 dyrwackhfoeinéxback

period of a Specific AOB, a playback period being one of the tine periods _
during_ whi ack is rforned cc ng.to a back order specified
int ’?’?‘égl FBFﬁﬁﬁFérﬁ'&t ia 19 P985 %r @%Olc’gf gf?%edl'r‘%’fé I\ﬂ?ﬁ ¥Ptedn i ndicate
t he PCB to be displayed for each tracks by setting 15 the TKI POB SRP. Fig. .

21 sHohko adabranpl pistugesebdies§ dFOR -fREmSREs IoremnikryRted TKI #4
included in the Track Manager. The first |evel shows the Track Manager, and

5t he seewonde | eyeh, t AheeTPOBKS IIh€s.rmbltd ol a@KINANEBgercone tdEl fngst | evel
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i ncludes eight TKls, and :0 arrows indicate which of the TKI POB SRPs in

TKI ] di t ed
A EReron R, TR BaEal By e L L e P 001

PCBOOZ and POB003 respectively. T e datg in 51 WO 01/ 16821

PCT/™tRI 08852 CXp %lFE  PORFGEIESS Hed MRS Tracks B, C, and D

respectively. Since |t woul d be neaningless if at |east one POB were not to
Collections of copyrighted materials such as music albums

are converted into a format known as a track sequence when
recorded onto the SD memory card 100. A track sequence
includes a plurality of tracks and a Playlist defining the
order in which the tracks are to be played. A data structure
for managing the copyrighted material on the SD memory card
100 as tracks and a track sequence is shown in Fig. 12. Fig.
12 shows files and directories formed in order to record the
data set forming the copyrighted material. In the drawing,
arrows PFl to PF7 indicate correspondences between each piece
of data included in a package and a file in the application
layer.

The user data area 8 in Fig. 12 contains three
directories: Root, SD_AUDIO, and SD_ADEXT. The SD_AUDIO
directory stores data compliant with the SD-Audio Verl.O

standard, and the SD_ADEXT directory data unique to the SD-
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be reproduced when each track is played back, the TKI POB SRP in the TKIs
ensure that the POBs are set so as to be 5 reproduced during the entire
time that the tracks are played back. This conpl etes the explanation of the
TKA . Next, the remaining files showmn in Fig. 12 will be expl ained. The
fi'le '¥BUAR PLM contains information defining the 1T EIHRK2 or der of
a plurality of tracks, and includes Default Playlist Track Search-Pointers
("DPL TK-SRP') #1 to #m Fig. 22 shows correspondences between Default

Pl ayl,i r patd TKks, d fyles ] j TK SRP #1
to égbli% b]%fqueq?aé'uﬁth? ayl i s‘?glarllﬁé?srrgﬁbnd?%g?gglg% Ilsl\isaﬁgleqlvgp%ho #8

respectively,. .so jhat each AOB file is played, ba shown by the arrows

(1) °P6 ?QTAYJﬁ’ré’ f\}cﬂqa]ovﬁenﬁt%Q%E?n%aﬂoﬁ):gﬁsédf:f‘iengc‘%g%@%q on t6 change the

pl ayback order of tracks is perfornmed by changing the order of DPL TK SRPs
i n tdheebebayl,t bRItayldatstthei §8. ADBAT adtire@Bokly| uwtidtee dewiidesat i on i n which
20 track order has been changed. The setting of DPL TK SRPs and TKIs in

Fi geordAibatt ha tsaBhasshrmidie Fel. 22stTh@apbaybachk cofed®y HothFi 9. 23A is
Track A, Track B, Track C, Track D, and Track E. In the Default Playlist

| nf hOR ¢4l i.Q. , s 21 [J /.0 2 however, the DPL
TKl%ég?gp—%BP&?Eégﬁééﬁiﬁl Lgﬁggéiéé%gﬁéveﬁgggn%g%Feii%hnged, so the

pl ayback order is Track A, Track B, Track E, Track D, and Track C.

| nt eFERBAFKEg IPh& NG FEFAWINDPECRTIG RN T nt R hRIBEPabPT WerRy 1G04t angk or nation i n
this way 5 enables the track playback order to be easily changed. The file
' PCBE2BO. POM contains control information for each POB, such as whether a
POB is indicated by TK@, and if it is indicated, the nunber of

i ndi cati opge FB1IoWAMY 1:51 dritet 1P| Bt e Of e hEhES £ BELUGRd N ihhe 10 SD
AUDI O directory. Next, files included in the SD ADEXT directory are

naFBRt PReAPRLE ERE Syl oy T8 o PP AR ERal LRas Bech"Saded for dat a

congliantwiththe SD | ) .
D_AUDIO directory includes five types of file: ‘AOB*** SAl’,

‘POB***,SP1’, 'SD_AUDIO.TKM', ‘SD_AUDIO.PLM’, and ‘POB000.POM'.

‘AOB***  SAl' are files storing the AAC stream data from
the plurality of cells included in a package as AOBs. The
extension 'SA’' is an abbreviation of Secure Audio, and indicates
that the contents of a file require copyright protection.

The following is an explanation of the internal structure
of an AOB file. Fig. 13 shows a hierarchical data structure
of an AOB file. 1In the drawing, the first level shows an AOB
file, and the second level shows an AOB. The third level
shows an AOB_BLOCK, the fourth level shows an AOB_ELEMENT, and
the fifth level shows an AOB_FRAME.

The ‘AOB_FRAME' in the fifth level of Fig. 13 is the

smallest unit making up the AOB, and is a piece of variable-
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Audio Verl .| standard. |5 The file 'STKI*** SDT' contains Secure Track
Information with an internal structure as shown in Fig. 24. Fromthe
drawing, it can be seen that the STKI includes 256 bytes of Secure Track
Gener al ion (S TKA), and a 256-byte Secure Track rrratl on
Dat a Arvevlgé %{6% DA). Conparison of the STKI***. SDT f| Eﬁﬁ({/%@#&

reveals that the TKTNBRT present in the TKI is not present in the STKI. I n
addi tion, conparison of the TK@ in the TKI and the STKI reveals that the
TKI T&REThSAatandiBhl PrEsebadin diee e  apSrox WaH4136881 PCT/ JPO0/ 05852 .
, have been repl aced by Free ID areas 1 to 4 (STKI_FR.ID 1 to 4). S TKI FR
| D 1ﬁ£?l§s% lds in which IDinformation such as | Ds for i ndi vi dual

Kl OS ernlnals ‘distribution formats and individual users are witten. 5
The follow ng explains the diff re ces g i %ﬁ t.he TKI, and STKI. Unlike the
TKI, the STRE ACB i idhetRef Ffutrﬁ r df Ph@iSSSeHory card 100 to
| ocal storage when the Usage Rule for the copyrighted material is noved .
f r onvaheabDenBeogy he atat al 00 ttho d_guld yhatake dygiene ©hie Siiktoxbmatehg 20 S TKI FR
ID1 to 4, and since these record IDs for individual KIOSK termnals,

5di st gbbghian LBb¥R! e disH ARl U8 eS  t ivhe sl ch Scalses. as a kind of
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proof of purchase for distributed contents. S TKI files and AOB files have
a one-to- °Lfe '%d?é”éfécf’f@“gﬁ”‘éﬁg fzh&?é We‘irQ%t R &Lﬁ?%qﬁ. in the
file name berng correspondi [ 57shows thée relationshi p betwen
AOB files AOBOOL. SA1, AOB002. SA1, and ACBOOS SAl, POB files POBOOL. SP1, and
POBOBE SPPBj REF&HEH N ate 15¥340Y BT®aSMBISh Y X ioHe Mantheand STK
files 20 STKI OOL. SDT, STKI 002. SDT, and STKI 003. SDT i ncluded in the SD ADEXT
di restary endt kadoiferthea®dB,AGBs! drsd sPEKIISE dd byreBThi iy tslee i BKI nunber s
correspond, as shown by the arrows
The AOB in the second level is a piece of data with a

playback time of no more than 8.4 mins. The reason for

limiting the playback time of an AOB to 8.4 mins is that the

time search table is restricted to a size of no more than 504

bytes, due to the fact that the number of AOB_ELEMENTs

included in an AOB is limited. The following describes in

detail why limiting the playback period restricts the size of

the time search table.

When a playback apparatus performs a forward or backward

search, the playback apparatus skips the reading of two

seconds of audio data and then plays back 240 milliseconds.

When skipping two seconds of data, the read addresses of data

at two second intervals can be written into the time search

table, and referred to by the playback apparatus when a

forward or backward search is requested. The data size of
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AS1, AS2, and AS3. POBs correspond to STKI as indicated by 54 " WO
01116821 PCT/ JP00/ 05852 the arrows PS1 and PS2, this relationship being
determ ned by the S SKI-POB SRP in each S TKI file. In the exanple of Fig.
25, S TKI POB SRP in the file STKI002. SDT indicates POBOO .SPlI, and S TKI
PCB SRWQ #/368& fi| e STKI003. SDT 5 indi cates POB002. SP1. PiiiB08/853k et es t he
expl anation of files contained in the user data area 8. Next, the files
contained in the protected area 3 are explained. The protected area 3 in

Fig. 12 has an SD AUDI Q directo contajning files 'AOBSAL. KEY' .and 10

" POBYSL A CE ATE hrF S BRIGK dF FE By HHBnSFAPAG CERERCSAGRATS URM and
"POBSP1. URM. The file “~AOBSAL. KEY' is an encryption key storage file

r ecAdina certggptwhan kelayimytbackeyRe fvdidedaypti ndsAGBRtethese
encryption keys each correspond to one of the plurality 5 of CEL Keys

i nchuded,i i thiec Pefeauin €hé examgeacpf 16 Rppkage. 1Tke kbigse i' SPORIY, KEY' is
an encryption key storage file recording encryption keys (Title Keys) for

decrypt.i RCBs. .. T C i S h;co S of, t he

ol PSR e S B PR pEPE ACHb PR B e fge. The
file "AOBSAL. URM i s uysage rule storage file recording Usage Rul es

cor PESHSRA fy KB %%&EA@SQFT g£/§)6 %’h%wggt K8 &tr éf‘uﬂ‘@P%f Xt @g’Bf)i 1e

AOBSAL. URM In the drawing, the file AOBSAl . URM i ncl udes 'Usage Rule

Manager | Sfiorceatthen'amdtt MDD et d g8y RECTHIPR0L 05862 seconkat wiid la header
section recording information such as ID information, version nunber, and

filgeShatweait dsaparflze HH ) i@se #datd HongtR bhecdedWendri=8), The file

"POBSP1. URM is a usage rule storage file
the time search table for recording the data length of audio
data needs to be two bytes (= 16 bits). This is because a 16-
bit value is capable of expressing a number of between 0 KB
and 64 KB. On the other hand, if the total data size of the
time search table needs to be restricted to 504 bytes (this
being the size of the TKTMSRT described later), for example,
the maximum number of entries in the time search table can be
calculated as 504/2 = 252. Since an entry is provided every
two seconds, the playback time corresponding to this maximum
of 252 entries is 504 seconds (= 2s x 252), or, in other
words, 8 minutes and 24 seconds (= 8.4 minutes). As a result,
setting the maximum playback period for an ACB_BLOCK at 8.4
minutes limits the data size of the time search table to 504
bytes.

Fig. 14 shows the playback content when the AOBs and

AOB_BLOCKs in the AOB file are successively read. The first
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5 recordi ng Usage Rul es corresponding to each POB on a one to one basis.
The corresponding data is POBs rather than AOBs, but the data structure is
the sane as that of the file AOBSAL. URM Fig. 27 shows the correspondences

bet wee . KEY, 10 AOBSAl1. URM and AOB fil es when t I -

di rectglrﬁggﬁei ght AOB files, eight encryption keys co?’%é‘f‘lg(g@hilgﬁg to.t hese'
files are recorded in AOBSAl. KEY and ei ght Usage Rul es corresponding to
these files are recorded in AOBSALl. URM The encrypted AOB files, the

encrRld10n Key St arags ditd ?théSe??ﬁttﬂQBU?i‘Ql@sR@he £ HleO R RS fciertEa correspond

according to tHe predetermined rufes (1), (2), and (3) described below (1)

2
The _encryption key .storage fi]e d_the e Ru rage fil re
ar r 8 §éd 'ntwg"la}editt}bectsoerc%r\?ﬁgtjne‘f%g §%ﬂ¥s$$§c?6pb%n§‘#§5‘a etcf?éfcgcfectory in
which the encrypted file is 20 stored. In FIG 27, AOB files are arranged -
i nt ént khesd AGB didiesect e ivhir@ Leeeldahawar Ehegeighd encryption key
storage file is also arranged into the SD AUDI O directory. The usage rule

st opage Bidoxs S raluairged i ntlese dhoBst ory SD ADEXT that 56 ' WD 01/16821
PCT/ JP00/ 05852 is a sub-directory of the SD AUDIO directory. (2) The

encrypti opnkey  sher fii 18 AN JSa0e) & UhLae t il e are
given a fiq‘lhléngrjfgtt%r g%ﬁrge}d Sg‘ly conbi ning the ?i r t&?h%ggél é%tégggfegf t he
filepane of the AOB files in the data region with_one of the predeterm ned
' RE?‘ Igve PAGRAITESK ks Y. T FT9sSOBER %ﬂﬂg\é\%B SABE PheSeB8r Espondence
bet ween AOBSALl. KEY, AOBSAl. URM and AOB files. Wen the filenane of an ACB
fil §ong DACBOOL S8AT E -t hdhehdesptemnl kregs shBt age ASBeshewgthen the fil enane
" AOBSAL. KEY' produced by adding the first three characters 'AOB', ~SAl' ,

andcbhke egpopdenee betke¥én tife HTBWBLYCKHEardrONE pkrktrandnak2wnhilke usage
rule storage file is '

the album is divided, so that the fourth level in Fig. 14

shows the units used to divide the album shown on the fifth

level.

AOB#4 has a playback time of 8.4 minutes and is the first

(or ‘head’') part of the Song D that has a playback time of 30.6

minutes. The AOB_BLOCKs included in AOB#5 and AOB#6 are

middle parts of the Song D and also have playback periods of

8.4 minutes. The AOB_BLOCK included in AOB#7 is the end part

of the Song D and has a playback period of 5.4 minutes. In

this way, a song that has a total playback period of 30.6

minutes is divided into (8.4 + 8.4 + 8.4 + 5.4-minute) parts

that are each included in a different AOB. As can be seen

from Fig. 14, the AOB included in each AOB file is subjected

to a maximum playback period of 8.4 minutes. Fig. 15 shows

the eight AOB files stored in the title (album) shown in Fig.
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given the fil enane~' AOBSAL. URM produced by adding the first three
characters '"AOB', 'SAl', and the extension . URM, as shown by the arrows
nk3 and nk4. (3) The filenanmes of AOB files are assigned the serial nunbers
“001', "002', '003', "004', and so on, showi ng the position of the Title
key an¥OPWd683age Rul e corresponding to each audi o obj e®CT{IRIYB S equence
of encryption keys given in the encryption key storage file, and the
sequence of Usage Rules given in the usage rule storage file. As a result,
t he ]’itle Key and the Usage Rule that were used to encrypt each AOB file
vvil?‘ be present in the 'Title Key Entry' and the 'Usage Rule Entry' with
the same serial numper. In FIG 27, the arrows 57 CVO 01/16821

PCT/ JP00/ ‘§OB23 *+ JPGARNAABOB . SBhd2AR4 f4RER SO AT efidonidence bet ween
AOB files, Title Keys, and Usage Rules. The following is an explanation of
t hepiotereaadlasar ucThee diff fEtdrecKehe thrden eshe wkwd tgpeseaceftideFig. 29. In
the 5 drawing, a Title Key Entry includes a 7-byte encryption key 'EKEY',
an 1f¥@i]abthét¥rEhags M, A gHOPRMedon Theynfyai habihkty Flag' is set

at 1 when a copyrighted material exists on the SD nenory card 100, and the
cor di Title Key Entry .contai.nsg a valid encr Lon_ke 10 and at O
et REr o8 ¢ b Sy Rhca e T T 4 R "5 TBHET I8 00 Mo ocal
storage. The Content ID is information assigned uniquely to each content.
ThePheeyeaphicy ErRgItS Feinin fomsthatd oil ke t BOBHE* BRLeAtorBsin the

foll ow ng way. The Content ID for an 15 enpty Title Key Entry is 0, and the

Conderd thxt ofsaerdtckletiéey tontpnptidt tre nodperpdlyt dhathéssenelt hat has a
corresponding AOB file, is set at between 1 and 999. Wen a track and TKls

(AQBS)t 8Xd SEehE 8xOBRSESnTRPL %Jn@%%uf@%fﬁgﬁfét IDs in the Title

Key Entries corresponding to the AOBs all have 20 t sahe val ue.
%;nr%qeﬁay@%%%@?ggéggli r%ngrgkghc ve a iosnereté)ufpéad)cf)r respondence t he
The file ‘SD_AUDIO.TKM' contains data that has inherited
the content of the package header, Navigation Structure, and
time search table, and includes a Track Manager.
Fig. 16A shows a detailed hierarchical structure of the
Track Manager. In other words, logical formats positioned on
the right side of the drawing show the structure of logical
formats positioned to their left in the drawing in more
detail. Broken lines are used to indicate clearly which part
of the logical format on the left side is shown in more detail
by the logical format on the right side. If the structure of
the Track Manager represented in this way in Fig. 16A is
referred to, it éan be seen that it is formed from n pieces of

Track Information (abbreviated to TKI), #1 to #n, as shown by

the broken lines hl. TKIs are information used to manage AOBs

43



5

10

15

20

when the track and TKI have a one to many correspondence, the Availability
Flag for one of the plurality of Title Key 58 WO 01/16821 PCT/ JP0O0O/ 0~852
Entries is set at 1, and that for the remaining Title Key Entries at 0. If
the Corg@nfy; kddii s not O, and the ' Availability Flag setp@f/ybhoedsfl uratity -
of TKIs ?ACBS) havi ng the sanme Content ID exist, so all Title Key Entries
having the 5 sane Content ID are detected. This neans that it is possible
to performa search specifying a plurality of TKIs (AOBs) corresponding to
one Gombeded! bn ARRt fillesgesRilres ks e agxdplaiendKI Heenedspundmlfoof Fig. 26
illustrates the structure of the Usage Rules. The format 10 of the Usage
Rul e« £0H rgspoRgdiag to each ACB is shown here. This includes a "~ C HASH
field , “Check-Qut Control Information', 'Mve Control Information', a

“Trigger Bif: . e | D, Epel dYy., VAvail abibity Fl ag' nd, an ST
ey hs e B e Ty, HERY B D BELeel thal sl mE G e
encryption keg 15 EKEY shown in Fig. 29 is identical, also including a

Cont8HIWR PY akh@VRFPKBRI Lipepl B, aRFladesndrpsk G81e8Rl The | ower 64 bits

of a calculation result obtained by applying a Secure Hash Al gorithm
( SHErfjotwa Bicon¢EKEOA} ednfl anKedrkEfex8TRnfoEmat$bn_KEYa BneaAOB (- Enc'
indicates that 'O the data has been encrypted) is witten in ~C HASH

fiel dxrfrhash) f HO6bEEANES tax8NEnWRYmhAGH RMiquBatacteld aed bysdde fact
t hat changimg even one part of the input val ue causes the output value to

di ffer markedly. Furtherpor it _iLs_extrenel 01/16821
PCTFE?GH?O%@Ebgt pgﬁ%ff?EUF?ng HégﬁcegPhg?éﬁngf vafie @ﬁﬁgﬁlvalue) from
the input value. The value witten in the C HASH field is used when the
custRARFUGRY | RAMQccaBded THACKDTABRonrpaEshdTabde (EKFMSRIY ifet her the
Enc- STKI, the Enc-STI-KEY, and the Enc AOB

which the playback time is restricted to 8.4 minutes.

FIG. 17 shows how the TKIs in FIG. 16 correspond to the
AOB files and AOBs in FIG. 14. The boxes on the first level
in FIG. 17 show a sequence of tracks Track A to Track E, the
large frame on the second level shows the Track Manager, while
the third and fourth levels show the eight AOB files given in
FIG. 14. The eight AOB files record the eight AOBs shown in
FIG. 16, and form a music album including Track A, Track B,
Track C, Track D, and Track E. The second level shows the
eight TKIs. The numbers ‘l', to ‘8’ assigned to each TKI are the
serial numbers used to identify each TKI, with each TKI
corresponding to the AOB file that has been given the same
serial number, 001,002, and so on. With this in mind, it can
be seen from FIG. 17 that TKI#1l corresponds to the file

‘AOB001.SAl', that TKI#2 corresponds to the file ‘AOB002.SAl’,
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have been replaced by other data. In other words, when the SD nenory card
100 is connected to the custoner device, the custoner device concatenates

t he Enc- STKI, Enc- STl KEY, Enc AOB together, and applies the SHA-1
algorithmto obtain a 64-bit C HASH Ref value, as below. The 10 C HASH Ref
val ue d¥RIOVHSE2IC HASH written in the C HASH field of the REHIWORIASE are
conpared. If the Enc-STKI, the Enc STl _KEY, and the Enc ACB are the sane as
when recorded on the SD nenory card 100, the C HASH Ref value will be the

sa he val ue itien_in th l&,.but _Ii,f Enc- STKI, the 15
Enc- @ié‘ﬁr%nsof’%%s Aﬁé E%%e%bgaﬁ%gﬁggr{g?]v\ltﬁ?do?kE§6I aced by ot her
data, the C HASH Ref value cal cul ated will differ markedly fromthe C HASH
in cesnesmpnduIte e ELHASAOBOOYE SAL' i ncThgedorreshRendsage Rule with the
obj ect of having the custoner device performsuch a check. 20 The

" Cheektw@dn @Ky dnd NAOB nft lea' ishshewh heynthbearabwsed@ilditag TRsli a on

whi ch the paired AOB and Title Key corresponding to a Usage Rul e may be

r ecorded, t C, 1r i evi ce and
| he e O e B hoa o oo | SoEE0RBRhad 8 B, e ror

car 00 to lpcal, stor he 'Moye Control I nformti.on' shows whether the
m)vg ngeﬁfortc%éflr]irbh?nta]gg%o%ff%la?%c%i"ﬂ?ﬁgg?FS Efle 1BEOTBRONPcard 100 to

| ocal stora%é is permtted. If 1 is set, only one nove is 5 permtted,

whi EBaitf appld esetonkhet provieereeRr o sporting i 80Rot pernitted. The nunber of

permtted noves shown in the Move Control Information is decrenented by 1

by the cugshendetdavier onnenind ¢ 4 EKSD tershywsaid £9@.havieng the Usage
Rule. Following this, the decrenented nunber is stored in |local 10 storage

o ASESBUSROIY i b 8 201 s, et erent of
o LSl (el AdpsClegt g NSO PIc ) OIS I8 LIS 5] Sfno to ofner
‘TKI_POB_ATR’, ‘TKI_TI1_ATR’, 'TKI_TI2_ATR', ‘TKI_TMSRT_ SA', ‘ISRC’,
‘TKI_APP_ATR’, ‘BIT’, and ‘TKI_POB_SRP'.
An ID from which the TKI can be instantly distinguished
is written in ‘TKI_ID' (in the embodiments the ID is a 2-byte
code ‘A4’).
TKI numbers in a range between 1 and 999 are written in
‘TKIN'.
An attribute for the TKI is written in ‘TKI_BLK_ATR'.
The following describes the settings of the TKI_BLK ATR
for each TKI in the example shown in FIG. 17. By referring to
the TKI_BLK ATR of each TKI, it can be seen that since the
four pairs TKI#1/AOB001.SAl, TKI#2/A0OB002.SAl,

TKI#3/A0B003.SAl, and TKI#8/AOB008.SAl each correspond to

separate tracks, the TKI_BLK_ATR of each of TKI#1l, TKI#2,
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15 Information. The Trigger Bit is provided in order to prepare for future
feature expansions of the Usage Rule. In other words, judgenent of whether
a copyrighted nmaterial can be noved nay need to be performed in future by

referr{'ﬂr}gt ther conditions in conbination with the {;}9? 1.0 -
| nf or rratl%lrlll.%sglo I f such a requirenent exists, the Tri gg/te}r%%l 61/|B°sfg° et at 1,

and the copyrighted material can be noved provided that the conditions are
satisfied and that the Move Control Information is set at 1. 61 WO

01l 6838 ,PGH RO 85 set as FirsckonplEiesTikeBBR PARRAbE 0P KO 4t he
application | ayer of the data. The foll ow ng explanati on focuses on how

each _of the.file i be b i opyrighted material is
o B8 A B S R ERB b tPE BB 4t oS! SYEPEE. Son ana a8
show how a data set form n% a corg?/ri hted material is noved fromthe SD
nendyA_caf dT 180K v o aRgc &hes fékafd: iR fTHIS ARdnBBE#Pnisheetsat data

area 8, an AOB file, a POB file, and an STKI file are fetched into the user
dat izdpaint dHChtask’or afaisamesmevthat tthe ACBDWEL MYTACBOOMYSAIND MY3.
Followng this, the AOB file, the POB file, and the STKI file on the SD

mne&x&%rﬁ@nm%gart% deimgied.s Maanwide the 41 escROBSAL. KB, rRPBIAL. KEY,
AOBSAL. U and POBSP1. URM in the protected area 3 of the SD nenory card

100, t d to,t d_area in_l,ocal st as |5 by the
arr W&{ﬁs aWG@r@Wﬁi 883?53%’9&“@0%%%%@%%?&6 assunpt i on
that all the audio objects in the user data area 8 of the SD nenory card
10025re MisPed nts 1odc dhesttaragde. adsthe BORNEL ba BAORORMSAL show how fi | es

are arranged when only three of the 20 eight AOBs are noved to | ocal
st otegeespondigng FDATKAGBS il tthe #hd of |l KeyckEntries #1 to #3, and Usage
Rule Entries #1 to #3 are deleted fromthe user data area 8 and protected

area 3 ongkhepPR ARADEYNCBEd skR0.sARhA! 'Sthd i L@dhy D [hewHSeR 62
any two of a plurality of tracks are combined to form a single
track, and divide editing, in which one track is divided into
a plurality of new tracks, can be easily performed. The
following explains the change in TKI when two tracks are
combined.

FIGS. 18A and 18B show how the TKIs are set when two
tracks are combined to produce a new track. The example in
FIG. 18A shows a case when the user performs an editing
operation to combine Track C and Track E into a single track.

In this case, the AOBs that correspond to Track C and
Track E are recorded in the AOB files AOB003.SAl and
AOB008.SAl which correspond to TKI#3 and TKI#8, so that the
TKI_BLK_ATRs of TKI#3 and TKI#8 are rewritten. FIG. 18B shows

the TKI_BLK ATR of these TKIs after rewriting. In FIG. 183,
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WO 01/16821 PCT/ JP00/058~2 data area and protected area in | ocal storage,
as shown in Figs. 31A and 31B. Fig. 32 shows how AOB files, POB files, and
STKI files shown in Fig. 25 are noved fromthe SD nmenory card 100 to 5

| ocal storage. In the drawi ng, AOBOOL. SA1, A08002. SA1, AOB003. SA1,
POBOOIWSM1/168303002. SP1, STKI OOL1. SDT, STKI 002. SDT, and SPKTBF80/&i8%2 are |
deleted fromthe SD nenory card 100, and these files are instead arranged
in local storage. This conpletes the explanation of the structure of

di rectores d fil J he Ligation | . In_lqcal storage,”

di rgﬁ?o&kzssﬁm%?ﬁ‘eo a%%# u ?@Pfek}aggoﬂg? hggégEﬁBnSPyQIg%§%E10 ,u%but dat a
may be converted to a distribution format, that is the format consisting of
titiesFafd p8Bkafes TKIRLK RTR Ppf 1TKIhAd1st bREgitTRa BSl lowing is an

expl anation of the structure of a 15 digital termnal. Fig. 33 shows the

St r'yelad & Ot add’ ObKdt yhe diKZl BAK AIRTicI TKAES sheowpewnitbandaawi ng, the
KIOSK termnal includes a rel eased contents browser 21 for view ng a hone
MUSEGd IJF a1 S0POSGA -0l -4RANY UHLAHRIAK ASRL AL LRYE BEEN 2! el eased
by a conpany, - a panel 22 for Gu

reco touch receiving search r ests and

h ts f j ght i al icati it 23
CoriioBt G168 SORBAPcSAIa AchSittd oL Ttk S6hEFESBaRRe Por Mhdneni t i ng

and 63 WO 01/16821 PCT/JP00/058~2 . ~ , receiving copyrighted materi al s,
a cand TBh#Bcend 29 beringertfraatiat dhmArts ovf addsdngpet traectkhe t8B nenory
card 10Q a billing unit 25 for billing users by receiving cash paynent

usiméwareatrR gender or online paynent using a cash card or IC 5 card, a
secure processing unit 26 for executing any required encryption and

decrypti?Hem@gﬂlgﬁﬁﬁasagga%p%ﬂﬂf§ﬁ§gfghngatﬁe change in TKI when

a track is divided. Figs. 192 and 19B show an example in
which a single track is divided to produce two new tracks. In
the drawing, the user is assumed to have performed an editing
operation that divides Track C into two new tracks, Track C
and Track F. When Track C is to be divided into a new Track C
and Track F, the AOB file ‘AOB002.SAl' is generated
corresponding to Track F. FIG. 19A shows that TKI#2 is set as
‘Unused’, with this TKI#2 being assigned to the newly generated
AOB file ‘AOB002.SAl'. )

‘TKI_LNK_PTR' contains TKIN for a link target TKI. As
shown by arrows TL4, TL5, and TLé in Fig. 17, the TKI_LNK_PTR
for each of TKI#4, TKI#5, TKI#6, and TKI#7 corresponding to
the four AOB files forming Track D are set so as to indicate a

next TKI_LNK_PTR.

'TKI_SZ’ contains the data size of the TKI is written in
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of the SD nenory card 100, and a sales service control unit 27 for
perform ng conbi ned control of sales services in the KIOSK termnal. 10
Fig. 34A shows the structure of a customer device, in this case a persona

conmput qygpé)'{}l}?%ﬁust oner device includes a |ocal storage B?CI{ﬁ%OOE??ig ding a

honme mu ary conposed of copyrighted materials tha I“ has.

purchased fromthe KICSK term nal, or downl oaded via a network using the

network 15 route, a conmunication unit 33 connected to a public line for

tra2§%§ét'ﬁgtgnd receiving copyrighted materials, a card connecter 34, here
P A ?Personal Conputer Menory Card International Association) card

adapter, | f.qQr,m ng. i nput from,and _.out put tao SD nenpry card 100, a
hone nusi &%ﬁ—g&irﬁogiﬁﬁgar tgg p&ray%)ra&'kftﬁéne[ k?eft Plcglﬁel%rﬁfscfr% I?/?%P% y, an
input receiving unit 36 for receiving user operations, a |ibrary control )
uni tfB3mf @n b@gf énmirRg ACBc £di@ K@ IR Upere? i oMe, THEocessing for addi ng
a new copyrighted material 64 WO 01/ 16821 PCT/JPOO OS8~2 to the hone

musi ¢ | i bty AOB tAER’'| o6atasher ageodd ngant qheamiarg-owhatomustghbed
materials included in the |local storage 32 to another recording nedium and

a S%&'Ifo%ﬁcﬁﬁéhnﬁngﬂbb %% g%he@éeccé&.i NOr s Y d pmandh decryption 5

requi red en accessing t rotected area 3 of the SD nenory card 100.
Next, the internpal  structur f the SD- Audi o_.pl s 122 to 124 is
expl%F%HGWYhaFefgﬁéhcghFoS‘E%g.refzfﬁcg] Wg?rp%%a%%ﬁs‘?% B Audi o
players 122 to 124 is a PCMCIA card 10 adapter, including a card connecter
60 foy peefBKE ajoudgubet saapdedut e fridmatire &D whialh itk athrubd, a
descranbl er 61 for decrypting AOB files using a Title Key, an AAC data

decaslert f2néoerdeaodang AGR humdbert @ OimimmdX3\ data, a D/ A converter 63
for converting the PCM data fromdigital to anal og, and Z5 outputting the

convert edo3t 3 SREKEREaYhE 2iB88UPAAGhich the POB mode
(sequential mode, random mode, shuffle mode)}, POB display, and
a mode showing whether the POB is to be synchronized with the
AOB file corresponding to the TKI (slide show mode, browsable
mode) are set.

‘TKI_TI1_ATR' and 'TKI_TIZ2_ATR' show the types of text
information to be displayed together with the copyrighted
material, for example IS0646, JISX0201, IS08859, Music Shift
JIS (Japan Industrial Standard) characters and the like).

‘TKI_TMSRT_SA' contains the start address of TMSRT.-

‘ISRC' contains the ISRC (International Standard Recording
Code) of the TKI.

‘TKI_APP_ATR' contains the genre of the application stored
on the SD memory card 100. This may be, for example, a music

type, karaoke software, or presentation data.
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termnal, and a control unit 64 for performng conbi ned control of
processing in the SD Audi o players 122 to 124. The SD Audi o players 122 to
124 play back tracks recorded on the SD nenory card 100 by a custoner

devi ce_ ysi ?heck out, or ?0 tracks recorded on the SD_neno card 100

t 0get P{%ﬁg Mq%ﬁ a Usage Rule that indicates whether novi nBCF’s'P%%OPﬁ?Ztted\
Here, playback of copyrighted nmaterials is explained as being perfornmed by
the SD- Audi o players 122 to 124, but the custoner 65 WO 01/ 1682

PCT/JPOOftQ§8§gock .dlﬁg'o%a@?ﬂbnb‘%agﬂ ﬁ(bh? )SAHhd ser grigcel ure as that

shown in Fig. 34B and perform pl a copyrig materials. itself.
Furt her nore, operatio ma be received by a ital 5 termnal or
cuéﬁH%EF %%9|§é§ﬁy sERG, :L@H %ﬁﬁji rﬁﬁru CRES bohr Blea

trackball, a trackpad, or any conbl natl on of these. Contents may be vi ewed
on Bl r dAeaskawnoanefihe Wrewiag,2 thendiThe ohedesisd cDAThraf fsétowser 35
via, for exanple, a CRT (cathode ray tube), a plasma display, or an LCD 10

(I crastos oaspl @ kidThe Falsl Q@tgMsRED expl@nadion of the secure
processing unit 26 inside the digital termnal. As shown in Fig. 35, the

G L u n d 41, an ID
procesé?%g£3§?$ﬂga E&ElﬁKEhpgggeggFﬁg gﬁﬁFBQQEQ%' LE%{%ncryptlng unit 44,
an STl encrypting unit 45, and a ,Ks encrypting unit 46 The MKB processing
uni Fél%ﬁ” l?/r(@ st BRER P Fﬁés§y§t1€ﬁﬂda‘-‘re’as PoicriRedE henory card 100,

and a deV| ce key Kd attached by the manufacturer of the digital termnal,
andle2@ igbt Iyswa 56-bit encryption key Kmby perform ng a specific
cal cul ation using the MKB and the device key Kd, then outputs the

encrypt itofe ke &M & LBerkBsphecesnsi et bdan UW HIRGL Vi t he
encryption key Kmfromthe MKB 66
the boundary between clusters is written in the 'DATA_ Offset’ as
a value given in byte units. This expresses the size of an
invalid area between an AOB and the AOB_BLOCK. As one
example, when a user records a radio broadcast on the SD
memory card 100 as AOBs and wishes to delete an intro part of
a track over which a DJ has spoken, the DATA Offset in the BIT
can be set to have the track played back without the part
including the DJ's voice.

‘SZ_DATA’ contains the data length of an AOB_BLOCK
expressed in byte units. By subtracting a value produced by
adding the SZ_DATA to the DATA Offset from the file size (an
integer multiple of the cluster size), the size of the invalid
area that follows the AOB_BLOCK can be found. In other words,

when a section which does not need to be played back exists in

the latter part of the AOB, the SZ_DATA can be adjusted to
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WO 01/16821 PCT/JP0O0/ 05852 processing unit 41, the I D processing unit 42
reads a Media-1D fromthe systemarea 1 of the SD nenory card 100, and
perfornms a specific calculation to obtain a 64-bit calculation result, the
| ower §Goligs29f Which are output to the AKE processing feppohodss:and the
Kmu encrypting unit 44 as the encryption key Knmu. The AKE processing uhit
43 perfornms AKE processing using the encryption key Knu cal cul ated by the
| D processing unit 42, and the encryption key Kmu on the SD nenory card
100.pdéreeh© HKEs pincedsdngeatiiont Hemomo itedmios ptllay e Hidk sesBhws, key Ks
resulting fromthis calculation to the Ks encrypting unit 46. The Knu

encrypii gnsnit éﬁeré{aﬁem ¥ndeledet R nal AoSE¥all B e 1l VA NG, KSTI i's
i ndi cated), encrypts this STIrKEY using the encryption key Knmu output from

the I D processj upit 42, and _qu s it tothe Ks encrypting unit 46. The’
Krru %’rﬁ‘?\gbgﬁhﬁggsﬁgséngoﬁ%a@# ‘es the Enc-STKI, the Enc STKI _KEY,
and the Enc AOB and cal cul ates a C HASH val ue by applying the al gorithm

SHA- 1. UpEnsoBssi AMSETE cceontpypsetheThuRbPYranf BOBASRAYEIsud nalhded
encrypting unit 44 wites the C HASH value in a Usage Rule, encrypts this

5 Usagien Rihe AGEB ELEMENENpoyptionekicw tkirheasdaatit ptt 3 idrdserdthe Ks encrypting

10

15

20

unit 46. The STl encrypting unit 45 encrypts an STKlI using the 67 WO
01/ 1632 184k JPO0/ 05852 , , STI KEY, outputs the encrypted STKI to the SD
menory tard 100 and wites it in the user data area 8. The Ks encrypting

U019 SRSLYRLE A -gRes ST o 0d VRaseuiLe 4P Ro! De,RRLDI ¢ sesson Ky
VWItfiziéded in the AOB_ELEMENT positioned at the end of the
present AOB_BLOCK.

‘Fns_Middle TMSRTE' contains the number of AOB_FRAMEs
included in each AOB_ELEMENT apart from those at the start and
the end of the present AOB_BLOCK, which is to say AOB_ELEMENTs
in the middle of the AOB_BLOCK.

The 'TIME_LENGTH' field contains the playback period of an
AOB_ELEMENT is written correct to the nearest millisecond.

The ‘TIME_LENGTH' field is 16 bits long. When the encoding
method used is MPEG-ACC or MPEG-Layer3, the playback period of
an AOB_ELEMENT is two seconds, so that the value ‘2000’ is
written in the ‘TIME_LENGTH' field.

FIG. 20 shows the clusters 007 to 00E that store the AOB
composed of AOB_ELEMENT#1 to AOB_ELEMENT#4. The following

describes the settings in the BIT when an AOB is stored as

shown in FIG. 20. The AOB_ELEMENTs #l1 to #4 occupy the region

50



10

15

in the protected data area 3. This conpletes the explanation of the
structure of the secure processing unit 26 in the digital termnal. The
foll owi ng explanation deals with the structure of the secure 10 processing
unit 38 in the custonmer device. The internal structure of the secure
proces¥Piy/168%!t 38, as shown in Fig. 36, includes an MKBCEHEEULE g unit
51, an ID processing unit 52, an AKE processing unit 53, a Ks decrypting
unit 59, a Kmu decrypting unit 55, and an STl decrypting unit 56. 15 Once

theb&E%EQHEFndﬂe‘igF%liL% % aml?? b4 hﬁ%% EYogRrd Qg the MKB

procéssing unit 51 rea rom-t sYer area 1, ~and performs a

speci fic cal cul atjon on the read MB us%gg devi ce key Kd, thereby
obt AFALAGSalse ipFLEaERG it i iR KA A e 1B Dr 0RESSPRYTUBY 52 reads a

Media-1D fromthe systemarea 1 of the connected SD nenory card 100,
perdorow adipeéai FIIG.cACkul atheorDARA Rf £ et eptvrgmpt imntkeyBEKM gdlvewsl at ed by
the MKB processing unit 51 and the read Media-1D, obtaining a 68 " WO

01/1 8821 RG1HIBROLR; %M@éa G pLbRtudy, rasikl, i§heol gwer 36 bits of
which it oltputs to the AKE processing unit 53 and the Kmu decrypting unit

55 as_ap.encryption key,Kmy, Ttﬁe %} [ ' L, 53 pertor AKE
pro%%gépﬁanwvgﬁthgoﬁKéhp% S nogtKu lf)% a@—:éﬂ%}ﬁée“gg nﬁﬁgﬁi‘rlgﬁﬁ"loo, usi ng
t he encrgption key Kmu output fromthe Ks decrypting unit 54, and outputs
t hetB8- pEarEaPéuratisde o é)scf?l-t tT4he Ks RErBHtIRP B2t 58hgsBaTsessi on key
Ks. The Ks decrypting unit 54 reads an encrypted pair of 1015 Enc_STKI and
EncmidlsagesRtthe sttdsed ibetiWweemridtectladstarreddirotathearsd treory card 100,
and decrypts the encrypted pair using the 56-bit session key Ks output from
t henMEEPEABRSSI NG Ui t
The field ‘TKI_POB_SRP' indicates the POB to be displayed

during the playback period of a specific AOB, a playback

period being one of the time periods during which playback is

performed according to a playback order specified in the

Playlist information. 1In other words, the Track Manager can

indicate the POB to be displayed for each tracks by setting

the TKI_POB_SRP.

Fig. 21 shows an example of a setting of TKI_ POB_SRPs for

TKI#2 to TKI#4 included in the Track Manager. The first level

shows the Track Manager, and the second level three POB files.

The Track Manager on the first level includes eight TKIs, and

arrows indicate which of the TKI_POB_SRPs in TKIs reference

the POBs. According to the reference relationships indicated

by the arrows, the TKI_POB SRPs in TKI#2, TKI#3, and TKI#4

indicate POB0Q1l, POB002, and POBO03 respectively. The data in
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53. Then the Ks decrypting unit 54 outputs the decryption result to the Knu
decrypting unit 55. The Kmu decrypting unit 55 perforns decrypting using
the 56-bit encryption key Kmu cal cul ated by the I D processing unit 52,

t her eb ghi ng an STKI and Usage Rule pair. The STI dgqy I unit .56

r eads %ﬁg nggng KEY fxom the user data area and decryptsﬂ%ﬁgb$%éd '

Enc- STKI using the STI KEY, thereby obtaining an STKI. The encryption and
decryption performed by the secure processing units 26 and 38 is perforned
in Gopodrl ad GaEEY3 BloHckiflhad ntsoT MadRs (£, CBC aadeD. rBspRresd ddmf. t he
encrypted 69 WD 01/16821 PCT/JP00O/ 05852 data is 512 bytes. In C CBC node,
each :8-hyt. i f [ 4 isetrga S e ock.,..a first

8- b%tlgl%y&gkiﬁglégg)ré;&ée%{%é ngg?l% J?f by?eigggreyggigoggéeyéﬁ?. W%’H}eh% byt e
calculation result is held as a sectiop key, and used to 5 decrypt the next’
8-bFFeqﬁ9£ﬂéuﬁﬁﬂi%H?QnﬁaQWmF%ﬁ%kb&Te@f%¥eéa?ﬁcgs GBEr y5edOB iyt e units
inthis way. Furthernore, the processing sequence in which the session key .
Ks iim ¢har §KDs enshereAKhaly ddessPOBS aner §pt edodasatrebe from the SD nenory
card 100, encrypted data decrypted using 10 the session key Ks, and then

fur t-Bek cdREPIRE: ity hd hehteined YineONckey KAY tabrbkerkedphayay a secure

read. This processing sequence is perfornmed when a specified read command
(th%a% cure read conmand) is issued to the SD nmenory card 100 by a
connecteéd device. 15 In addition, the processing sequence in which data is

encrypted using the ean%Ption key Kmu, and then encrygted agai n using the
sessi on K&y SKEBRIGHTSY T LR HGE B cessting, TERd-t h eéﬁcr%ﬁ@éd dat a

transmitted is referred to as a secure wite. This processing sequence is
per temagd inwge f i2@ sa sdyeri fliired g i tl2 conivnde (¢kplsgoade wite command) is
issued to the SD nenory card 100 by a connected device. This conpletes the
expl anat irg@ &fi 1lehes 5 eLyin Lo PPOFE TINEG iWY tihffrmation defining the

playback order of a plurality of tracks, and includes

Default_Playlist_Track~Search_Pointe;s (‘DPL_TK_SRP') #1 to #m.

Fig. 22 shows correspondences between Default Playlist

Information, TKIs, and AOB files. The DPL_TKINs in DPL_TK_SRP

#1 to #8 in the Default Playlist Information indicate TKIs #1

to #8 respectively, so that each AOB file is played back as

shown by the arrows (1) to (8). The following explains how an

editing operation to change the playback order of tracks is

performed by changing the order of DPL_TK_SRPs in the Default

Playlist. Figs. 23A and 23B illustrate a situation in which

track order has been changed. The setting of DPL_TK_SRPs and

TKIs in Fig. 23A is the same as that in Fig. 22. The playback

order in Fig. 23A is Track A, Track B, Track C, Track D, and

Track E. In the Default Playlist Information in Fig. 23B,
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and 38. 70 " WO 01 /16821 PCT/JP0O0/0~8~2 The followi ng is an expl anation
of the sales service 5 10 15 ?0 control unit 27 and the library control
unit 37, which are control units perform ng conbi ned processing control for
the digital term nal and the custoner device respectively. The sales

servi CEOQHAEbl unit 27 includes ROM (read-only rrermry)PéT/dF‘?or‘stfén

execut abl e programwitten so as to perform conbi ned control of the digital
term nal, RAM (random access nenory), and a CPU (central processing unit).

The_ {1 ar o] i 7 d pr.o e by this
exg‘cou egg%, pé%%r Q%E—$§%N%or§t% ? oID%g'ernsr?é(;\ﬂ,étéEtc}f3 tg[}xg&i%{ﬁ%@éé%f@ggé ol unit
27 is explained with reference _to these flowharts. Wen the processing of
t hgehvieheEchangeg, 39 the pleviesk onrdeg & §i’{a‘t”ﬁeAsaT’é%C§eri ce
control unit 27 has a list, introducing copyrighted materials that have

bedrasit anselirdbykt he aadoldackng@any Indiexpeyrerion the codeenopdf t he
rel eased contents browser 21, and then noves to the | oop processing of

steng, SkAM 53 tAb BEERuPE: PiRG193keS i¥RIMAS HPNMA O:I.hi’ﬂi&a 7 determ nes
whet her a user has nmade a purchase request for a copyrighted material and,

oV o it SR BH V826 B0 BT bl A iaer TR stop S3 15 Yes.
and processing noves to step S4. At step S4, the sales service control unit
27 receilhss faik%y'\ﬁ’@rﬁ@qonrﬂﬁ*ﬁs%@ﬂtéénénC?PtrOW@fIOIGBZiOPCIﬁ’QP(J{H@SBSZ ~~
POB, such as whether a POB is indicated by TKGI, and if it is
indicated, the number of indications.
This completes the explanation of files included in the
SD_AUDIO directory. Next, files included in the SD_ADEXT
directory are explained. The directory name ‘SD_ADEXT' stands
for SD-AUDIO EXTENSION, indicating that the directory is an
extension that has been added for data compliant with the SD-
Audio Verl.l standard.
The file ‘STKI***,SDT' contains Secure Track Information
with an internal structure as shown in Fig. 24. From the
drawing, it can be seen that the STKI includes 256 bytes of
Secure Track General Information (S_TKGI), and a 256-byte
Secure Track Text Information Data Area (S_TKTXTI_DA).
Comparison of the STKI***_. SDT file with TKI reveals that the
TKTMSRT present in the TKI is not present in the STKI. In

addition, comparison of the TKGI in the TKI and the STKI

reveals that the TKI_TMSRT SA, and BIT present in the TKI,
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artist nanme or song title fromthe user via the touch panel 22, and at step
S5, searches for information regarding copyrighted materials relating to
the keyword fromthe distribution server 103 by accessing the distribution
server (103 Yds3; t he conmuni cation unit 23. Then, at step (ﬁga | es
service contro1 unit 27 has a view ng screen shomnng t he copyrighted
materials resulting fromthe search displayed by the rel eased content
browser 21, and then returns to the | oop processing of steps S2 and S3. 10
| f &aws dese reslesédi BynRgeeby Dt herdaserl, tf ep (S2 TKI &5, IMMM 4 ocessi ng
noves to step S? where the sales service control unit 27 waits for cash

a nt t o4t i n i i %ﬁ?ﬁ into the
Eo?/rr?%ven er, t‘he IIt>e% Egr\Q/I %gbcgr]f}tép'&ts éﬁll t‘thZl#?pg;wsltrgfg 1h&agj alb
transm ssion_request . f orres el ected copyrighted
A e Rl S SRR ATl ot B RS LLS P St i e < AR

sal es service control unit 27 waits for_the package to be received, and at .
st e St sleared Mmdiviieahensehs packags thesn.been properly received. If the
20 package has not been properly received, processing noves to step S8, and

the sal eSrrseerfldmwmgr@kpuaLhSZEhbaaltfher@@ra&nlb@&we@m Whed T | ssue
anot her transm ssion request. |If the communication unit 23 receives the

pac erl 0 6 PCT/ JP e vij,ce control
i £995. FES s s TR e el R R R ¥ e

SD- Audi o_ Ver | standard and r g gs it on the SD nmenory card 100. At step
S12A0Eh& o etéﬂ%e?l?/.ra%m%mar PP 59 dEFarmeHOT Ao tHIER dhe has been &

properly recorded on the SD nmenory card 100, and if not, gives a cash
r ef Urs@,geatRLsItearfcsimhetfcmvalbasedeaatpmpér iy me&elddéatont lthes@iles servi.ce
control unit 27, at step S13, has the billing unit 25 finalize paynent.

Theﬂleﬂ{dl‘%esc%ﬂi} 0/ 860 L DoS& BPs Bdrahbe S@hessTRTViceat@dnlsr ol unit 27 has an
initial 10 screen displayed by the rel eased contents browser 21, and
S _TKI_FR ID 1 to 4, and since these record IDs for individual
KIOSK terminals, distribution formats, and individual users,
the STKI is used as a kind of proof of purchase for

distributed contents.

S_TKI files and AOB files have a one-to-one
correspondence, files with the same three numbers in the file
name being corresponding files. Fig. 25 shows the
relationship between AOB files AOBO01.SAl, AOB002.SAl, and
AOB003.SAl, POB files POB001.SP1l, and POB002.SP1 included in
the SD_AUDIO directory on the one hand, and STKI files
STKIO001,SDT, STKIO002.SDT, and STKI003.SDT included in the
SD_ADEXT directory on the other hand. AOBs and STKIs with

matching serial numbers correspond, as shown by the arrows

AS1l, AS2, and AS3. POBs correspond to STKI as indicated by
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noves to the | oop processing of steps S2 and S3. The following is a

det ai |l ed expl anation of how data is converted into data conpliant wth the
SD- Audi o Verl .|l standard at step S11, with reference to the flowhart in
Fig. 15 38. \Wen recording a copyrighted material onto the SD nmenory card
100, t"WM@ Q8L service control unit 27 accesses the SD RUBIEYMIBEtory in
the user data area 8 of the SD nenory card 100, reads the AOB***,  SAl files,
and perforns a search to determ ne whether an unused file nunber exist-s. Xi

99%140 AL 881 Lileady raate axd sl dhien 5216 peryd ergepLroL uni t 27

dlsplays a nessage i ndi-¢at’i ng no nore can ed, and
processi ng _ends. |f the nunber of AOB***. SAl flles IS Iess than 999, the
sal@%es%.r.gﬁéeP@QnﬁR@I ignie@adly S KL F1lgyn oby 1H ereplereb/ 55952 ~~ step
S21, divides AAC stream data |ncI uded in the CELs of the 5 10 15 package
i nt25 a $| TKAl POB_SRPADB tiheesfilandBTHRIIASSheinddB-4dté®s in the SD AUDI O
directory. Next, at step S22, the sales service control unit 27 opens the

Tr e MpDaget , Séﬁaeé Rt %8155@(9 da & ol & ofrhio Py penory card 100 and
generates TKI corresponding o each AOB inside the Track Manager. At step

S23, % aI eg @5@ g«? control unit 27 sets data based on the header and
Nav]lrb Jtcl:?) =3t 9 é |1iCI uded in the package in the plurality of TKls
inside the Track Manager. Next, at step S24, it converts still picture data

into POETRis$ eGOmAUSESPONPE] Ieé‘,P]@tWtrJé{ferﬁs fidese qmvayned inleBeonto the

SD nmenory card 100. At step S25, the sales service control unit 27 divides
up wsdi ntasgaicdat abl eNeand sefes flitl eas ddre JEKEEHR afhe responding TKI s,
and at step S26, it sets DPI. TK SRPs in the Playlist based on the

glgyaa%le | 9L T4k ¥aened!) S THQTRIRIRTHNE 50 G Piridle Patgasesato be
SD_AUDIO directory containing files ‘AOBSAl.KEY' and
‘POBSP1.KEY', and an SD_ADEXT directory containing files
‘AOBSA1.URM' and ‘POBSP1.URM'.

The file ‘AOBSAl.KEY' is an encryption key storage file
recording encryption keys (Title Keys) for decrypting AOBs.
These encryption keys each correspond to one of the plurality
of CEL Keys included in the Default Offer area of a package.

The file 'POBSPL1.KEY' is an encryption key storage file
recording encryption keys (Title Keys) for decrypting POBs.
These encryption keys each correspond to one of the plurality
of CEL Keys included in the Default Offer area of a package.

The file ‘AOBSA1.URM is a usage rule storage file
recording Usage Rules corresponding to each AOB. Fig. 26

shows the structure of the file AOBSAl.URM. In the drawing,

the file AOBSALl.URM includes ‘Usage Rule Manager‘;nformationb
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SD AUDI O directory in the user data area 8 of the SD nenory card 100. Next,
the sales service control unit 27 noves to step 20 S90, and determ nes
whet her the nunber of permitted noves shown in the Move Control Information

of the BWig:P. !f the number is O, the processing of slt. e 833 and .
S91 is skipped, and the processing noves to step S35. ?ﬁe nu gr Wo'

01/16821 PCTJJPO0/058~2 is 1 or nore; processing anes to step S27. hbxt,
at step S27, the sales service control unit 27 generates a plurality of
STKitshdasesl anhéhdepl seatidy oécIKbdngederfatrachtior euch ek Mhnager. At
step S28, the sales service control unit 27 5 generates a plurality of STI

KEYS; il $€50k Ney §LBEEAL RUMBEY S ARACRINEPL 18RCN a%muSaﬁ;{éﬁrzi the
encrypted STKis in the SD ADEXT dlrectory At Step S29 e sal es service

cont uni t ﬁ 8e£forms 1lgft],)seéure read ﬁ t he Usage Rul e Manager fromthe

’ye%aif 0" ahl atP8 Bp283BY fERérates a Usage 10 Rul e
correspondlng to each AOB in the Usage Rul e Manager. At step S91, the sales.
servi ce cm rbilenPOBSPldE8MEnehts EHagfuRBee stopagmi fiid@ noves, and at
step S31, sets the decrenented nunmber of permtted noves, with the

Chededard GontUsd gé NROI edt cORrespordihgUsageabnl eosAtorstaerbn%Ba;ot he 15
sales service control unit 27 sets the STI KEYs used to encrypt the STKIs

N P A2 d N thge STby pé%&lﬁgOéaEQeﬁébﬁggsR%E%ﬁerA% %B§%§nni; card

performs a secure wite nager onto t
100.. The .STK|s_ and t he Usagge | e Manager are_recor d y the above
pr ot Aﬁf'%osth‘é‘tt‘ﬂ%? aTonpti SATCWRENtPRE 8B K standard is

set on the SD nenory card 100. Next, at step S35, the sales service cont rol
uni ROBBAesYRMns a secure read of the Title Key Manager fromthe SD 75

Fig. 27 shows the correspondences between AOBSAl.KEY,
AOBSAl.URM, and AOB files when the SD_AUDIO directory has
eight AOB files, eight encryption keys corresponding to these
files are recorded in AOBSAl.KEY and eight Usage Rules
corresponding to these files are recorded in AOBSAl.URM.

The encrypted AOB files, the encryption key storage file,
and the Usage Rule storage file correspond according to the
predetermined rules (1), (2), and (3) described below.

(1) The encryption key storage file and the Usage Rule
storage file are arranged into a directory with the same
directory name as the directory in which the encrypted file is
stored. In FIG. 27, AOB files are arranged into the SD_AUDIO
directory in the user data area 8. The encryption key storage
file is also arranged into the SD_AUDIO directory. The usage

rule storage file is arranged into a directory SD ADEXT that
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WO 01/16821 PCT/ JP0O0/058~2 menory card 100, and at step S36, wites CEL
Keys included in 5 the CEL Keychain of the Default Ofer in the Title Key
Entry corresponding to each AOB in AOBSAL. KEY. At step S37, the sales

service control unit 27 performs a secure wite of the Title Key Manager,
i nto WO/ CEL Keys have been written, onto the SD R&FRIVE5H 100,
This conpl etes the explanation of the sales service 10 15 control unit 27

inthe digital termnal. Next, the library control unit 37 in the custoner

devk e, i u%xﬁll?éﬁ%ft)};ro%ﬁtﬂé SJ%¢i§r3£¥e898£ ol unit 37 includes ROV

(read- 8n y menor g an execu I rogra 'witten so as to perform
conbi ned control of the digital term nal randon1access menory) and a

CPU (centlRal ThEo COSIYRF 1aw they ﬂ&oﬁ%%ﬁa%%saafi gFgge 39l€o 41 show the

procedure perforned by this executable program The control content of the
| i bsaoyagenifidle wriet gdFers aexjllanmke wibddueédrbpceombinhage thleowchart s.
When the processing of the flowhart in Fig. 39 is initiated, at step $41,

thefikQEa{:MrEQntlreQ'telt@ LB Trd ¥lRyme | b8t 06 A6BCkS1850ERT kR the | ocal
storage 32, and 20 then noves to the |oop processing of steps 2 and $43.

t he .l i brar roI uni t, 37 det whet ,a track nove
hasgﬁggangaﬁgsf’é&h §y ?)t t%‘%}’h‘f %&zc% chg@ -out has been
requested. At step S44, the I|brary 76 WD 01/ 16821 PCT/ JPOO/ 05852 cont r ol

uni XBINEPBERI ndd IRhe8r 28d 28R M KEhe FRETSERANAeROesbetiveand at step
S45 whet her a purchase of copyrighted material froma server conputer has
beexOBENLEKE®(. ADBSA Ll 8GN S anido AOR chidlses coWhemhtleel fihl enamk brFom t he
server 5 conputer has been nade, step S45 is Yes and processing noves

an AOB file is ‘AOB001.SAl', the encryption key storage file is

given the filename ‘ROBSAl.KEY' produced by adding the first

three characters '‘AQB', ‘SAl', and the extension ‘,KEY', as shown

by the arrows nkl and nk2. The usage rule storage file is

given the filename ‘AOBSAl.URM' produced by adding the first

three characters ‘AOBR’, ‘SAl’, and the extension ‘.URM’, as shown

by the arrows nk3 and nk4.

(3) The filenames of AOB files are assigned the serial

numbers ‘001', ‘002', ‘003', ‘004’, and so on, showing the position

of the Title Key and the Usage Rule corresponding to each

audio object in the sequence of encryption keys given in the

encryption key storage file, and the sequence of Usage Rules

given in the usage rule storage file. As a result, the Title

Key and the Usage Rule that were used to encrypt each AOB file

will be present in the 'Title Key Entry' and the ‘Usage Rule

Entry’ with the same serial number. In FIG. 27, the arrows
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to step S46. At step S46, the library control unit 37 has a downl oad
request transmtted to the communi cation unit 33, and at step S47 waits to
recei ve a package. If the package is received, the sane processing
proces he 10 flowchart of Fig. 37 perforned by t i qi tal
IS per]i{cl)(?ggggszgnd at step S48, the library control unit g‘gﬂg@g@égzt
recei ved package in the |ocal storage 32. Processing then noves to
to S45. If a request to nove a track fromthe SD nenory card 100 15 to

S42
t he

t he

ARcAl ARHOr ARE, 32nkS ATRIBhoH &heStd dresfRinddH AL eSSt e NGB tO step S71
shown in F|g 41 and the library contro

as the

term nal .

he *
st eps

unit 37 perforns a secure read of
pager fr he S ry card 100. In the follow ng
explé#ég%t) SIquF(tﬁnggb%ngk?‘s gfed on the SD nenory card 100 are

each 20 indi cat ed by a variable #x. At step S72, the library control unit

37 witesTh® fﬁH-PHP-ngailﬁeapnteép#lﬁnaéﬁd’napfstté’}? gt e ek ket et u%ke gger Bit

of Usage Rule#x. If the Trigger Hit is |, processing is noved to the next
tracdf byitbyi Kgyt DnskepsS/@ith reVS@r@b/cleG&Z)l FR@GT/ 0/ OrB5he~ and
i ncrenenting the variable #x. Then processing noves to step S73. If the

G W le the Mo

ContBguihd o'r%a?%a?;‘éoﬁgﬁi’géﬁ FASIMGUARY 1B et peiof HEAKS L 0e Moven
: { 0 track f the SD

5 GPLiBhidgeTadhag pr i ot 1 BaR 88 A br ocesi ng 19 moved 1o’

card processing is noved to

t he
The

val
t he

Rul e

next track by noving to step S79 and increnenting the variable

#X.

n, protesshigidebdd ity dtlag'sks. set ehel hencancoslyriightedat i on is 1,
processing noves 10 to step S75. At step S75, the library control unit 37
coneaitenal £8 &Xls & KbAXthENSDShemSEY#xa rind 08OBHNd anE obt ai ns C HASH- Ref

ue #x. Then, at step S76, the library control unit 37 determ nes whether

;@f&ﬁ @In%o%lngEbRﬁﬁtE% darbiind! 219249 L JHeFTPt idh Lhg Usage

are not

and at 0 when the copyrighted material is moved from the SD
memory card 100 to local storage.

The ‘Content ID' is information assigned uniquely to each
content. The Availability Flag is used in combination with
the Content ID in the following way. The Content ID for an
empty Title Key Entry is 0, and the Content ID for a Title Key
Entry that is not empty, that is one that has a corresponding
AOB file, is set at between 1 and 999. When a track and TKIs
(AOBs) exist in a one to many correspondence, the Content IDs
in the Title Key Entries corresponding to the AOBs all have
the same value. Meanwhile, when the track and TKI have a one
to one correspondence the Availability Flag is set at 1, and
when the track and TKI have a one to many correspondence, the

Availability Flag for one of the plurality of Title Key
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i dentical, processing noves to step S79, but if they are identical, at step
S80, the library control unit 37 decrenents the nunber of permtted noves
shown in the Move Control Information of the Usage Rul e#x, and at step S81,
perforns a 20 secure wite of the Usage Rul e#x including the decrenented
number W& 015&83}i t t ed noves, and the Check-Qut Control | nFSFNRPVENSE o t he

| ocal storage 32. Next, at step S77, the library control unit 37 perforns a
secure wite of O into the 78 WO 01116821 PCT/ JP00/058~2 Availability

Fl ag_Ln.Usa l.e n t d .ang i h ntent I D, and
perltgrcl){r:?r%g% gg’c%éé: % ?le’ o%}?dr ?r?‘déc?nnﬁ%%b{é}?és F%’?glﬁﬁggo?%g%gf%%s of the
Lbﬁge Rul e#x, including STI~KEY, thereby deleting Usage Rul e#x fromthe SD
mendryrégedas Poo. I G ENE nEP 1 1BraPy BontRBI EBRIi t 37 nmakes the TKI #x
in the SD AUDIO TKM file invalid, and del et.es all information relating to
TKlI#Exaitiemiflhéydéflag tse® at iGt a rplumea B AUDE TRLY {AOBs) Thewinghe |ibrary
control unit 37 subtracts 1 froma POB file reference counter included in

thec g tEhhe POREERLPAM rafiayenced by Hd #xe ké tbﬁ*|c£§é§rﬁ£'9,€ng%%ﬂ%er is O

when data is noved, the library control unit 37 deletes the ile.

Fol lowing this ste 2, the lihrary control _unit 37 reads,an AOB#x and
an %ﬁ%#goflg?f}itngba atrreg(;?%gﬁtreodﬁ'\ t h'ft;a]musserpe‘—‘l%é dgl?%yai’%al% %ﬂs?ﬁgﬁgD nenory
card 100, and records the read data in the user data area of the |ocal

st ck@geeBEOINt asFER IS8R SRafd Y %Ay ot bityuntf BYIpefhOReb a secure read
of a Title Key Entry for AOCB#x fromthe protected area 3 of the SD nenory

carcoP@spandihbenoperfeomtemedde wite of the read O Title Key Entry
into the protected area of the | ocal storage 32. Thus, the data set form ng

the track&xei Syshoee®u1¥O e d:90ali Pl a0 S2r i St /W PG # NSy At step
S78, the l[i1brary control unit 3779

26 illustrates the structure of the Usage Rules. The format

of the Usage Rule corresponding to each AOB is shown here.

This includes a ‘C_HASH field’, ‘Check-Out Control Information’,

‘Move Control Information', a ‘Trigger Bit', a ‘Content ID -Field’,

an ‘Availability Flag’, and an ‘STI Key'. As shown by the ‘}’

symbol in the drawing, the structure of the encryption key

EKEY shown in Fig. 29 is identical, also including a Content

ID, an Availability Flag, and an encryption key.

The lower 64 bits of a calculation result obtained by
applying a Secure Hash Algorithm (SHA-1) to a concatenated
(linkéd) Enc-STKI, Enc-STI_KEY, Enc_AOB (‘Enc’ indicates that
the data has been encrypted) is written in ‘C_HASH field'. A
hash function is a one-way function, characterized by the fact

that changing even one part of the input value causes the

output value to differ markedly. Furthermore, it is extremely
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WO 01/ 16821 PCT/JP0O0/ 0~8~2 determ nes whether the variable #x is the |ast
nunber in the Usage Rule Manager, and if it is not the |last nunber, at step
S79, increments #x. Then processing noves to step S73. Once this processing
has beewg epreiied for all of the 5 Usage Rules in the Usagge B /essdpnager,
the library control unit 37 noves all of the tracks on the SD nenory card
100 for which a nove is permtted to the | ocal storage 32. A | arge nunber
of copyrighted materials are accunmulated in the |ocal storage 32 in the
cust dagrf iceMitc & avdadudes trseroyipuwthasesud 0(kaphrvghted fabmrkdles fromt he
di stribution server 103 or noves copyrighted materials fromthe SD nenory

cardi @t Thase acerquilaiird copwdahtad veéeci phsyf prang hemaseusi ¢
library. If a track check-out is requested, sTep S43 is Yes, and 15

processi noves .to step S66 i 40., At te S66, ry control
R R A Ry
recordln% medi um ot her than the SD nenory card 100. Once a track IS ,
sel e¥e&d M@Q§93§H§hf1ﬁﬂﬁﬂ§ﬁ%§KRQhQHﬁQQ%&%Iﬂ&§Y'a?ngtﬁbeSEDG AOBe |ibrary
control unlt 37 20 reads a unique Media-ID~-fromthe SD nenory card 100

jconnhaved bieen hrepdusicahty denHexe dagtemr ches for an unused Content |1 D, which

10

15

20

it then assigns to the content and stores the Media-ID and Content ID for

the Titlekey Rl YAYS RAldn ae%ecfwlfnéaﬁarﬁocaré{\qml £§88fmﬁ‘€&é800/ 05852

hi story i nfornmation. Then, at step S99, the library control unit

per f a secure re Qf th a Rul e#x, correspondjing to t t r ack#x.
At sgg §§0cu{5 (Qn\e\rb%%r ﬂ'cc?dnt%}’(ﬁ [%“rﬁtton?f RFETAT n‘é‘g ?ﬁ%?e?hggﬁunber of
times check out is permtted (the nunber of check-outs? shown in the

Checknenf TKAf o EBmeriS3d _SE Y hENGAPE RAebhes, (2nd fapmblesnbee SHA-1

algorithm to obtain a 64-bit C_HASH-Ref value, as below. The
C_HASH-Ref value and the C_HASH written in the C_HASH field of
the Usage Rule are compared. If the Enc-STKI, the Enc-
STI_KEY, and the Enc_AOB are the same as when recorded on the
SD memory card 100, the C_HASH-Ref value will be the same as
the value written in the Usage Rule, but if the Enc-STKI, the
Enc-STI_KEY, and Enc_AOB have been tampered with, or replaced
by other data, the C_HASH-Ref value calculated will differ
markedly from the C_HASH in the Usage Rule. The C_HASH field
is included in the Usage Rule with the object of having the
customer device perform such a check.

The ‘Check-Out Control Information' shows the number of
recording media on which the paired AOB and Title Key
corresponding to a Usage Rule may be recorded, when the SD

memory card 100 is connected to a customer device and the
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is 0, the library control unit 37 skips the processing of steps S51 to S57,
and noves to the steps S42 to $45. |f the nunber is not 0, however, at step
S51, the library control !0 unit 37 records the data set form ng the track
#x (apart fromthe Usage Rule) onto another recording medium Wen

check- YA 0VE8Bkr formed-, data fromthe directory and fi | RCEBIRAQEFERe shown
in Fig. Z2 conpliant with the SD-Audio Verl.Ois recorded on a portable
recording medium in other words the files 'AOB***. SA1' 'POB*** . SPl1' |,

AR R mor e RS DB RPymARRE Yt ArE P Ty TP 9

editing, such as conbining and dividing, and forward and backward searches
to be per@ ndavenesntrefe INforaarient $aPvanvheshege themBvenant nunber of
check-outs, and at step S53, determ nes whether the nunber of check-outs is

0, @f ther mingtet #d ddret nobbeecofdihgckromt shies SO, nidmedy kwaardy T@mMt rol  uni t
37, at step S54 sets the track as "check-out not permtted and then noves

10 160 35T, deoddife Bls pUIOILAB211ECT/ JROQLOSESA 1Yhe (fyghegk-outs i's

1 or nore, the library control unit 37, at step Sb5, "perforns a secure

wite of the, decrenent ed, nunber_of check-outs . to_a Usage Rule in the |ocal
ot OPEFR LSS INMILE X o SRSt hetRE LRAFSREBht PG TN 32 A% i es the 5

nunber of check-outs in the Usage Rule, and at step S57 deternines whether
t he pegmdtest. cllduk-routeze haat Heermptbperngvesi shewni dn KdheUddgee Rule. | f
t he nunber of check-outs has been properly witten, processing noves to the

| oogopIteeas TNt fa tst@psi Sdded Perfdhbted Obyf 1t be Hher cueqasls ddhede i n, step
S44 is Yes, and at step S101, the library control unit 37 reads a Media-1D

gﬂgaggntewefae P tSFéIBS{)I?’ nf%ﬁ%oé’?rénﬁoé‘ ERPLAGE £hR 'tb'%iag;r%g gf\iﬁea. track from

menory car al ready having”been rec on the SD

nennrélcatd 100., At step,S102, the library 15 control ,unit 37 conpares the

pai Fed O¥NL. It (IERTPENTRY RHEPREJF 3- FEPERE éOnd@FRU D in the

Check-Qut history
storage by the customer device.

If the 'Trigger Bit' is set at 0, movement of rights can be
judged by referring to the Move Control Information alone,
while if it is set at 1, movement of rights is judged by
referring to other information together with the Move Control
Information. The Trigger Bit is provided in order to prepare
for future feature expansions of the Usage Rule. 1In other
words, judgement of whether a copyrighted material can be
moved may need to be performed in future by referring to other
conditions in combination with the Move Control Information.
If such a requirement exists, the Trigger Bit is set at 1, and
the copyrighted material can be moved provided that the
conditions are satisfied and that the Move Control Information

is set at 1.
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information, and at step S103 determ nes whether the tracks recorded on the
SD nmenory card 1dO are identical to tracks that have already been checked
out. If atrack is identical, 20 in other words the sane as a track that

has begpogliggdsed out, processing noves to step S58, but pErtbRdsésack iS._not .
i denti ?;?, in other words not the sane as a track that has been cahecked' ‘

out, the library control unit 37 noves to steps 82 " WD 01116821
PCT/ JPO0O/ 05852 S42 to S45 without perform ng check-in processing. As step

S58, the thbsaeympoeteel thal texplapeidiomof tisecapelication dalsage Rule
fromthe protected area of the |ocal storage 32, and, at step Sb9,

det i h -3 i i S0. If
e SEEe dRELLEl Thit 1 00NACly Rl PAShddle o tfsy Uash 82
reads the data ,set formng the track, rt-fromthe, Usa Rule, . to a
| ooota neL bt AeSEE L PRt BPAVENAS N e hRBeTh i A 1l S04 ohe Faki Bhen

accunul ated in the | ocal storage 32, noves 10 to step S92. If the nunber of
checks cwrwed sftomr ther 8P perosysicdgdnids to Jsiepl SForagestep S92, the
library control unit 37 deletes the data set formng the track fromthe

sother recpigs ng3oRdaHA 348 shew 8ok a Ridd e Yemmn@launit 37 increments
t he nunber of check-outs, and at step S62, |5 determ nes whether the nunber

e e e et aR0AT 13 MRYAL B e 3 alody SRR Mo Uhe nunber

of check-outs is not Max, at step S63, it perfqQrnms a secure wite of the
nunbedCdH THRERIBut sOAnBeaf idesy 2862N9g 9, dm fihes Y3RF fkRra k82 dheck- out s.
At step S65, the library control unit 37 determ nes whether the secure

wr i tan RORB hiel heinbar POB €héek- ands ana$TiIogddley auer figtmgtsd aimto ftis® noves
to the processing | oop of steps S42 to S45. 83
user data area in local storage, as shown by the arrows MYl,
10 MY2 and MY3. Following this, the AOBlfile, the POB file, and
the STKI file on the SD memory card 100 are deleted.
Meanwhile the files AOBSAl1.KEY, POBSAl.KEY, AOBSAl.URM, and
POBSP1.URM in the protected area 3 of the SD memory card 100
are fetched to the protected area in local storage, as shown
15 by the arrows MY4, MY5, MY6 and MY7.

Figs. 30A and 30B are based on the assumption that all
the audio objects in the user data areé 8 of the SD memory
card 100 are moved to local storage. Figs. 31A and 31B,
however, show how files are arranged when only three of the
20 eight AOBs are moved to local storage. In Fig. 31A, AOBs #1
to #3, Title Key Entries #1 to #3, and Usage Rule Entries #1

to #3 are deleted from the user data area 8 and protected area

3 on the SD memory card 100, and arranged insteq@ in the user
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WO 011 16821 PCT/JP00/ 05852 In the first enbodi ment, managenent of recording
of copies of copyrighted materials recorded in a KIOSK term nal can be
performed using a personal conputer, so a user who has paid the correct
charge_to purchase a copyrighted material froma KIOSK term nal _can perform
check-Bﬂ?OQHﬁzbheck-in of the copyrighted material usingP¢HEY¥ /R persona
conputer. Second ~nbodi neat A second enbodi nent relates to an i nprovenent
in the SD 10 nmenory card 100 that securely stores copyrighted naterial s,

whi I C rj terLgl st prgvi d. .Fi shows t he
strgicgttﬁgre 0 aﬁ%ég%?%%?tﬁﬁ g%rgo gc?é) %alr esgt\gf%ged uanée?Shao;t&a {aﬁ)ea 8
relating to the second enbodi nent. When conpared to the directory structure
in Figs1B813 PPedBatter 15 introduced in Fig. 42 is that the SD AUDI O
directory in both the protected area 3 and the user data area 8 has a sub

di rect or yFiSh APRShows | kew' SOBADPRY s, PPRIB, £i3BsADRR SN ,£i1RsAOB* **. SAL'
and "P_POB***. JPGE SP1' used to performpreview are arranged in the SD ADPRV

di r aGlY il £, usSradat fode8ar28m8chEhe e®rySRAPRGPLM and ~ SD
ADPRV. TKM have an identical data structure to the files 'SD AUDI O PLM and

"SD,AUDI.O. TKM_in th Audli d i ff ly.i.n that th
B e
PCT/ JPO0/ 05852 "P AOB***. SA1' and 'P_POB***. JPG SP1' are arranged in a

di f POBSPSE -FAectRRBOQhdSRhe BORBPPEePBAY SAELPRL- SPTkeP TEI00&r& Bt i on from

corresponding files in the SD Audi o standard, but are otherw se identical.
5 Fiahels STRIAUBSASDT Kie dabet&d POBSR1thKESD aemoanr aageld 100 ,t ewdli rectory
SD ADPRV in the protected area 3. The file "P AOBSAL. KEY' includes a

pl utglsls ﬂflgtﬂ@%gﬁéé@_é%yﬁﬁeéa! es- 1:5Esld§rtgr§breqct g Of these

Extended Title Key Entries is shown in Fig. 43. Part of the data structure

'n completes the explanation of the structure of directories and

files in the application layer. 1In local storage, directories
have the same structure as on the SD memory card 100, but data
may be converted to a distribution format, that is the format
consisting of titles and packages shown in Fig. 10, and
stored. The following is an explanation of the structure of a
digital terminal.

Fig. 33 shows the structure of a KIOSK type digital
terminal. As shown in the drawing, the KIOSK terminal
includes a released contents browser 21 for viewing a home
music library composed of copyrighted materials that have been
released by a record company, a touch panel 22 for receiving
search requests and purchase requests for copyrighted
materials, a communication unit 23 connected to a dedicated

line such as a fiber-optic cable for transmitting and
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10 the drawing is the same as that for Title Key Entries, but it differs in
havi ng an additional preview fields. In the format for the Extended Title
Key Entries shown in Fig. 43, these preview fields include "Trigger Bit',

' Previ eoAugsAr ', Preview Threshol d', and " Check- Val uepFighghnssdsd® The. '
"Trigger Bit" field is a flag having the sanme purpose as the Trigger Bit in
the Usage Rules. When this flag is set at 0, this indicates that judgenent
of whether to preview a copyrighted naterial should be performed by

r ef erecagviagt bepyaiighifedPratieni aleyntercant] Fsmveevodh2 &shokd, while if

the O flag is set at 1, this indicates that judgenent should be perforned

by 1 FRINEO 1ALRer ArfOLIRE iRt gyt AdAidHOSE Qnddier pats 191 fh evhew
Cbun?%?fgﬁﬁggge&l m/Threghgﬁgf Thgi'Previem/Cbunter' ?ie dys%oaé a nunber
of permtted 85 01/ 16821 PCTIJP00105852 ~ .. previews in a range of
bet @%ﬂinan&%s?\%&ﬁ i’lgﬁ'ﬁnﬁaéléﬁrﬁnhyher%%fy‘b‘&g% tRIYPARBRM of t he
Default Offer shown in. Fig. 11. The 'Preview Threshold field indicates
t hatuaingnmberodh Fepdevri ows osiidaled poamiend amsidl B ¢ashceazrdhecrop§ri ght ed
mat eri al has been played back for a certain nunber of seconds, and is set

basega g4, t BesBhaykapkotied® ing whe tDRW ort kexdaftdild Af efeghovedi n Fig.
11. The " Check-Value Field records a character string pattern 10 for

Chec&@?@%igﬂ%@é&ﬁ?&%{iy@%é ewﬁ)éEG'%@%‘és-gitrJ%‘iﬂ[% ; {é@vise&SaSJFéé)pfrly

obt ai ned ( ( evi ce can obtal _ aracter string pattern
Faper ciei 1 TANPEYS CPFR SDry AR, B Toec A RSt LA 4 hed Lhar act er
string 15 pattern fromthe field. The reason for this is described bel ow
The Slecryprfonmpagf combdned CoOBCoAndd isalgsy fsgawidca s i e KFP3KE using-a
7-byte Media-I1D and a section key. Here, suppose an i ll-intentioned user
tanpes smihih. t he Previ ew
Fig. 34A shows the structure of a customer device, in

this case a personal computer. The customer device includes a

local storage 32 for recording a home music library composed

of copyrighted materials that the user has purchased from the

KIOSK terminal, or downloaded via a network using the network

route, a communication unit 33 connected to a public line for

transmitting and receiving copyrighted materials, a card

connecter 34, here a PCMCIA (Personal Computer Memory Card

International Association) card adapter, for performing input

from and output to the SD memory card 100, a home music

library browser 35 for browsing the home music library, an

input receiving unit 36 for receiving user operations, a

library control unit 37 for performing, according to user

operations, processing for adding a new copyrighted material
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20 Counter and Preview Threshold while they are still encrypted, changing
themto a different value. In this case, the section key obtained by using
the section key of the 8-bit block including the Preview Counter and
Preview Threshold will 86 WO 01/16821 PCT/JP00/0~8~2 differ markedly from

t hat ﬁhﬁdﬂjgﬁﬁhld be used. If decryption 5 10 of a fol | §&TAGHPFEk is”. -
performed using this section key,' the calculation result finally obtained

by decrypting the bl ock including the character string pattern differs
mar kg Kol hmd e SNATPOLEL - tIh”BhQai{aéégeggé% Qegaawaen t'” this way, a

proper character string patt rn can on ecrypte he encrypted
Prevj ew, Count er and Previ ew, Thr eshol n.a norm ate. If the Preview
CouREE KSR iy R YA UL (MHESBL BLS L RS hBSREG i Ehe SoEaper ed ACB 111 6
wi Il be received, and the character string pattern in the Check-Value Field
wi | $tbsagenpllettel wndittienr emcoatiimg médiehar andeai secugeof the character
string pattern can be used to check whether the Preview Counter and Preview

Thrgsbekdshaye upgen Ienmer ekt bindexheryPeidh0sRESHBErPREfHMEd DY
SD—AUdIO players 122 to .5 124 in the second enbodi nent is expl ained. The

bR koAl yFih ot g, - ssegelas B P ORE ot Rt B FAIEY pr evi cved

u5|ng an_Extended Title Key Entry shown in Fig. 43. The following is an
expFafdt t8R-of the processing perforned by the control unit 64 in the
second enbodi nent, wth reference to Fig. 44. At step S81, the control unit
69 det erNerts whet hetarmalSBtmmtyreaoll 100 $B-Bodbecprbdyeost he2card
connecter 34 and, 87

to 124 is explained with reference to Fig. 34B. In Fig. 34B

each of the SD-Audio players 122 to 124 is a PCMCIA card

adapter, including a card connecter 60 for performing input to

and output from the SD memory card 100, a descrambler 61 for

decrypting AOB files using a Title Key, an AAC data decoder 62

for decoding AOB files to obtain PCM data, a D/A converter 63

for converting the PCM data from digital to analog, and

outputting the converted data to speakers via a headphone

terminal, and a control unit 64 for performing combined

control of processing in the SD-Audio players 122 to 124. The

SD-Audio players 122 to 124 play back tracks recorded on the

SD memory card 100 by a customer device using check-out, or

tracks recorded on the SD memory card 100 together with a

Usage Rule that indicates whether moving is permitted. Here,

playback of copyrighted materials is explained as being

performed by the SD-Audio players 122 to 124, but the customer
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WO 01/ 16821 PCT/JP0010~852 ~ - . if the answer is Yes, at step S82,
displays a list of the tracks in the SD ADPRV directory of the SD nenory
card 100. At step S83, the control unit 64 waits for the user to select a
track twolegs2evi ewed. Here, the track sel ected by the uset/iBooiosssz track
#x, and at step S84, the control unit 64 perforns a secure read of an
Extended Title Key Entry#x for the track #x fromthe protected area 3.
Following this, the control unit 64, at step S85, checks Trigger Bit#x, and
i f Tdeghee May#kei givenemniie proeedsitegnailt hnugisrfeoras nghat epso®86 t o S96.
If 10 the Trigger Bit#x is O, at step S86, the control unit 64 obtains a
charagt@{q st shBJaRat berFoli RealyRarkNS rC LBy rfit deGhypdt fam on the
Extendegi%itle Key EEtrg#x. t g?ép S87, thé control unit 64 deternines
whetkgr %ge character string patternis normal. If it is abnormal,

procJe ¥y ends, but if 15 it is normal, at step S88, the control unit 64
determ nes whether the Preview Counter is 0. If the Preview Counter is O,
processi nGUEHAISIMBKE, | BSPE PREFAL1iCPFeM@nD oIrQff vy byuta depi BBY sets
the Title Key of the Extended Title Key Entry#x in the descranbler 61 of

5t he tSrmim®) yoracdstOflerFdekdwenyy2Qstihgs, inseeaahtadla wodclo4, at step

10

15

20

S90, plays back track#x. At step S92, the control unit 64 waits until the
pl a 1 lidrebgsoseachgdeblexbhi®, SHOWRabY Hale Ryed By Jdmieshol déf, and

oncé the time has been reached, at step S92, decrenents the 88 WO
01l 16%2*:1}&%6'-' JPQO1 5852 Prevjew Cougt er, Nﬁ‘;ét’ aite stee S93, the control
uni %64 RRIRr mi RBACRREPHEPYt RE PrEYFSW o ififer St SIS S D . If it
is 1 or nore, the control unit 64, at step S94, perforns a secure wite of
t he trrang ety Thuandr thanlobReRusac $Lbpasysbrowsey 3% ide faevi ew Counter.
If the Preview Counter is 0, however, at step S96, the control unit 64
del ehemmp e, EXteRTedcdthbaeKegyEntuby) , andpdt saize@iSPHl aseter tdre LCD
Avai lability Flag at O.

(liquid crystal display).

The following is an explanation of the secure processing

unit 26 inside the digital terminal. As shown in Fig. 35, the

secure processing unit 26 includes an MKB processing unit 41,

an ID processing unit 42, an AKE processing unit 43, a Kmu

encrypting unit 44, an STI encrypting unit 45, and a Ks

encrypting unit 46.

The MKB processing unit 41 reads an MKB stored in the

system area 1 of the SD memory card 100, and a device key Kd

attached by the manufacturer of the digital terminal, and

obtains a 56-bit encryption key Km by performing a specific

calculation using the MKB and the device key Kd, then outputs

the encryption key Km to the ID processing unit 42.

Upon receiving the encryption key Km from tpe MKB
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Lo

In the second enbodi nent, the Preview Counter and Preview 10 Threshold are
recorded in the protected area 3, making it difficult to tanper with them
This allows users to preview copyrighted nmaterials, while ensuring that

t hose sane copyrighted nmaterials remain properly protected. These
enbodivﬁ@m/é‘;sggscri be the maxi num effects that can 15 bepgyﬂg@foéﬁ’zunder
current conditions, but the invention need not be limted to the structure
descri bed herein. The following alternatives are al so possible. (a) The SD

ne LNtk hrs ng ns SSrhodi S4 ser . a_akea 8 and
a g?%%g%gégngr%gbg,ﬁ%ﬁtEhg ?Reggggghtiogpﬁgg' né?a%%g?gn?t%%a§% ?Ris, and
the entire nenory area of the SD nmenory card 10 be rotected area.
Thef 299 neh®r SYEEFR 3682 & 8 e&gés 5% H?Qf”?fgcﬁ% ‘H‘Lf? gﬁEfPé‘E‘%rdi ng
medi um need not be limted to sem conductor nenory 89 wo oiiisa2

~CH rspmioShszcalichlatiohi sp abtdaan eptbdcdlitdiclcuHroion heesiuke, may be
used provided that it has a protected area. (b) In the first and second

enhodh NBSt Sy S6Shes eoEORMiEENRed @tt?fuitaltocttrrreem%ré@eéspﬁgkage and a
collection ' 5 of copyrighted materials such as an al bum correSponds to a

title, Db a ¢olJ ection 1.0 terd ahs transptted as a
Si r‘flgrflet p‘g:%:k%ré% JCT%)“F%??%F?%\%%& %gqbg%uggd%glse ;Eg%(fﬁb %trﬁeﬁg]l s%\ﬁen
previ ewi ng tracks: date (preview can be performed until a 10 certain date),
nudB®t- of previ ew days (preview can be performed for a certain tine or a
certain nunber of days), preview range (preview can be perforned on a

speci f i éthes eRKE oproteshingranky, 48r pamfocowsh AR ipproadsdirey aboineg (d) The
data descri bed as being recorded and played back 15 in the first and second

e NBtSyhSibdh "ké $0khe EWSEG180ashy! khRi el Sl 1 Ytuseh

limtations need not” apply. The data may be any kind of reproduceable
di gif 2. 08t e SUSL: e LY RYy PhSLUEE REAso' ol T¥a AWo COTRigati on of

t he
AKE processing unit then outputs the 56-bit session key Ks
resulting from this calculation to the Ks encrypting unit 46.
The Kmu encrypting unit 44 randomly selects an STI_KEY
(in the drawing KSTI is indicated), encrypts this STI_KEY
using the encryption key Kmu output from the ID processing
unit 42, and outputs it to the Ks encrypting unit 46. The Kmu
encrypting unit 44 also concatenates the Enc-STKI, the Enc-
STKI_KEY, and the Enc_AOB and calculates a C_HASH value by
applying the algorithm SHA-1. Upon obtaining the encrypted
STI_KEY and C_HASH value, the Kmu encrypting unit 44 writes
the C_HASH value in a Usage Rule, encrypts this Usage Rule
using the encryption key Kmu and outputs it to the Ks
encrypting unit 46.

The STI encrypting unit 45 éncrypts an STKI using the
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(e) The digital termnal in the first enbodinent refers 20 to the Mve
Control Information in the DRM and sets the Move Control Information in the
Usage Rul e based on the DRM but the digital termnal may refer to other

i nf or magpQRne@pd set the Move Control Information in thepbsapsdisd.e .
according to 90 ' WD 01/ 16821 PCT/ JP00/ 058~2 other criteria. For exanple,

the Move Control Information nay be set by considering information such as
the hit chart ranking of copyrighted materials, whether the copyrighted
mat esTal KEF, aoneputel ehse emnd/gtesl STKS o gtitesSh anembeyScaogdy1oght ed
material. (f) The encrypted data, plain text data, encryption key, and

Usag {J%l%gt 1 €N 1N ehecalsest gj*aa&e d%®y, e, read, and determ nation of
e nu

whet er of permtted noves in the Usage Rule is 0, or 1 or nore

erforned if the nynber q ernltted noves nor.e, the data
ﬁay be stBPﬁdgﬁnePﬁéygﬁlH€h3P¢ %r " YR ?rP?*ﬁF? éggieﬂﬁgdlnent t he

setting of the permtted nunber of anes on the SD nenory card 100 is
assuheage oRbéeehshng ther 56t sesrdomsdiay fEs Attt sbropsthel BKEIf t he
15 permtted nunber of noves in the Move Control Information is set at 6 by

sthe ghsteshuhhoanser ¥g, Q3puithe ther ArdBbiudhesi ofan@wesi 689WLi n the
Move Control [nformation is changed and the Usage Rule is noved between

eac f g , hown in Fig. 45. 0 91 WO 01116821
Indus rF%F aﬁﬁgg?ggabpgﬁtBrIS%TF§P00/O 852 The invention is used when the

sal e of cogyrlghted naterhals i s performed. between the distribution server
103 ompletes t exp anatlon of the structure of the

secure processing unit 26 in the digital terminal. The
following explanation deals with the structure of the secure
10 processing unit 38 in the customer device. The internal
structure of the secure processing unit 38, as shown in Fig.
36, includes an MKB processing unit 51, an ID processing unit
52, an AKE processing unit 53, a Ks decrypting unit 54, a Kmu
decrypting unit 55, and an STI decrypting unit 56.
15 Once the customer device is connected to the SD memory
card 100, the MKB processing unit 51 reads an MKB from the
system area 1, and performs a specific calculation on the read
MKB using a device key Kd, thereby obtaining a 56-byte
encryption key Km.
20 The ID processing unit 52 reads a Media-ID from the
system area 1 of the connected SD memory card 100, performs a
specific calculation using the encryption key Km calculated by

the MKB processing unit 51 and the read Media-ID, obtaining a
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5 operated by a record conpany, and vendi ng nmachi nes, nobile phones and
STBs, enabling distribution costs and stock managenent required for the
sal e of copyrighted materials to be greatly reduced. A user who does not
own a r conput er can purchase copyrighted materi gl i,ng-a nobile
10 ph8ﬁ§‘§@@§¥s wi t hout needing to go all the way to th%cipgggggaﬁd ot-her
benefits such as a reduction in prices can be expected, thereby greatly

i mprovi ng~on exi sting distribution channels. The distribution system
receivbig appatabtts onant KM Carkicl Gle FESHIyi €ar £ofhihg present invention
t hus denonstrate a high degree of industrial applicability. 92 Substitute

She - s isd4i i S em.i Lng a
dis?é?%g%Fo%gsg?ée%gggﬁqﬁgﬁg%%ﬁﬁié%ﬁ%.%%ﬁ%g%tQe?akgﬁng%%g§égggﬁd first and
second recei ving apparatuses for receiving the content via the network, the
dis??%%u%?oﬁss9gt@ﬁFF&&ﬁ%ﬂWﬁf%¥c%ﬁW'of the content onto a recordi ng nedi um
and supplying the content to a playback apparatus, the first receiving

appar at UBhe oAKEi progess ifnia smirteddl wenfarms AfErpbbeessingceitk via the
network a data set including the content and control information

corﬁﬁ@'z&kﬁg?ﬁeeaisagngf unfi® aentgmtentsy tnk@ndpf%aimgl@@sﬂwmnend hol d the
recei ved data set; and a recording unit operable to generate authorization

apptRCFeSEarhy fello Rillle PR adhE I A et ReBE St Bt b on meci um

together with correspondi ng usagg rule information including (1) the
autdfist i QHEPWRS | BR6r ARCPEH, CRAEFYIAt ke 1Sttt e nfhe s i decryRt ided in t he
data set; and the second receiving apparatus conprising: a second receiving

cuniuniopefdbhe dosessebmekelyeKdata set fromthe distribution server via the

network, and hold the received data set; a data set noving unit operable to
read autdkigat §88r{ptongRUINGR f50Pdes Grstdr diifd iy gﬁ?éjif”%f and (a) nove

the data set fromthe disStribution nmediumto the inside of the second

recej vi ppar. nd _( hol d the, data,set nl en_t he,read

aut ocr-'rs{zllgfffonncli ?l’%%?ﬁ%?lagﬁ g)ﬁ%\?/s sgﬁgtedrml\ﬂ %ﬁlet I?erogza?%t%‘gta’f%a p%r?‘ft ted; and
a check-out unit operation to performcheck-out when the data set is held
by thfe S meEOE¥ceRBdr 8 vRRE GFicrYRiS tthe enerwrted®Rdig wming check- out
performed based on the control information in the held data set by
gendreatdfrp Bt copys bbnt keycHnt entt putc Ifiurched tihe tAKE hetakakad ing ain and
recording the copy onto the recordi ng nmedium the copy recorded onto the

ey di RthdRdi RN RE1 88csYPRE hed uha tt KR RRRAK BHPUM Mt i opubstitute
Sheet g4 - 12 May 2003szgrei§ g pluralify of contents'gﬁzlfécorded onto

th%é@dﬁgig%néﬁgl i&%EEOQEEH r JW.thscorresponding usage rule information
thé Usage tul & 1 nforna FonFhal g contained in a rule managenent file that

is provided in the distribution nedium at |east one of the plurality of
cont entTHi&s KohtSg P F ANt ¥ndht PrePRIERESSa dSISTYIRE i1 &tting Itde and at

| east one of the plurality of contents is divided to be contained in a

pl Geabiitty exfcrypteien f kégsKmeach lobjletedf blye thas Idn passigpeichgamit nunber
that uniquely identifies the object file, the rule managenent file contains
a phyr alHdperf JpdLiRhgi 88 BPRT ahe UBagRERUAORRAIGOr respondence with the
object files, each rule entry has a sane serial nunber as a serial nunber
of a corkhes [ ' f] ryl n t r ds t.q the object
file co%?%?ﬁ?ﬂg 638%§¥&%t§h§F sﬁegggﬁge%béiﬁgﬁh es—é@ﬁfggﬁgh&ﬁﬁb usage
rule information and a content identifier for. the cgntent, each of a

pl BESKi ARG Fuf% B rdRSTYREE EBPr 6880088 STEY &5 W9 e containing a
part of the content includes a content identifier for the content, and one
of STRe KpYyr dihie¢nelnyf elarnirgeanr BEKIi.ncl udes correspondi ng usage rul e
information, the distribution nmedium has recorded thereon pieces of track

i nf or maipihen dritaty i Forh NaRA@EdEOr9pei6aAr pesReRARRC & Wity tdeualy ect files,
the track information includes a tine search tablé that shows a plurality

of _read addresses s i fving,data | ted . in_a.correspondi.ng object file at
orBASEEP RN TN 127 arbal 28 ‘B areRERtRte, Lot BNy FH R S s ent has such
a length that a corresponding time search table includes at nost a

prBdecsr fhadd ingdiadef (¢ caBC aBafesses SUPPOFRe thiast hsutsner yPfstidem of d ai m

1, wherein: the control information indicates a nunber of remaining
check-outs; 69



Substitute Sheet gb - 12 May 2003 the check-out unit includes a connecting
unit operable to connect to a recording nedium and is operable to record a
copy of the content included in the data set held by the data set noving
uni t ontypolhfgssaecordi ng medi um when a copy of the hel d cost@fdoojoSsshot

al ready recorded on the connected recording nmedium and the nunber of -
remai ni ng check-outs shown by the control information held by one of the
.second receiving unit and the data set noving unit is at |east one; and the
seconthtaces vbhg hppesat uinf Gr CBEr modapr esek: 8abylieclsdat ior toHperidbl e to
del ete, when a copy of the content is already recorded on the connected

recordi g 1ediHatEHCa508Ke0b1blbR, CantieRhel 282588 B tld& 1Gecs ed
recordi ng medi um and an updating unit operable to update the control

d

inforpation of the held,content by decrenenti t hg, nu r .of remaining
chec TR EPHRRN & R8py OF Yﬁs ﬁgF%YthPBn eng%emdgthggﬁﬁ’ on the
recordi ng nedium and_increnenting the nunber of renaining check-outs when
t he copicdiatien heegutbnienheld @€l at 88CELiom KRY¥ r 8per giseg rdi um 3. The
di stribution systemof Caim2, wherein: the recording nediumhas an :
BSSi gleate ysk Ottee i mext | 8 +ivytet heockeckndusounht | ThkudaR: baited lofcati on unit
operable to allocate a unique identifier to the held content, the unique

| dentdfd £r; Pehddryocoa ded #0b9rbNEnies0Ldi egi1gBghym Wi th the content when
checkout is performed; and a Storage unit operable to read the uni que
identifier_for the recordi ng nmedi umconnected to the.connecting unit from
t he reconﬁqﬁfQﬁiﬂ?ﬁﬁ'a%ﬁeSSSPSeFﬁéngeﬁﬁqPEBS?d?ﬂgwﬁéﬁguﬁ %ﬂﬁﬁ%%ﬁ%ﬂ as a
pair with the allocated content identifier, and the check-in unit includes:
a red¢wrifs opetdred1viz eblde HKEnPEOCOPFLDG, t ABRCEYREEAt dads aleashdy been
recorded on a recording nmedi um connected to the connecting unit, the unique
i dentfifdrerthd @D tiemeoynestedl0egoedtngptedi datandetheptent @sling
Substitute Sheet gg - 12 May 2003 a conparing unit operable to conpare the
air +@f ié%ﬁ?i ' read t e j ' pakrt af +hdentifiers

ldgt orggleby t elgsr% %%e@%nigt)ﬂ?obﬁg{le?ﬁrkhﬁ}gé%h%%%gﬁ?ﬁg gg%{/ﬁr g(&:%r ded on the
connected recordin di um wa reyvi ous| roduced by the gond recordi ng
appaFRUPH Hb ikﬁ%ﬁn*soﬁ%fﬁgfigtﬁpr %dg ﬁﬁ%ﬁr?hﬁgégpy &§§spreviously
produced by the second repording apparatus, the cpgy fromthe connected

r ecoPFARE SRR eTHATES hs rReElebpyd when t aepPeel £ edt Keadogprmend .t he
recording nedium 4. The distribution systemof Caim3, wherein, when the
aut hqtihzatdeudenfmgahit¢anmared pr e di asuddiet oli she | Dt menorpdcamds L@gs t hat
noving a corresponding data set is not permtted, the reading unit is not

oper @bl & tQdRad dheisptent and the usage rule information, and the
pl ayback apparatus plays back the corresponding content directly fromthe

di stributign i n the authorization information i,ndicates that
Yroving a 8%?5%@6&Hw9ﬁy§hﬁePE@Ee?gl?ﬁnsiﬁﬁ?ﬁ??eﬁ?n%hl ngﬁgéoﬁauctor menory

card used as a distribution nmediumin a distribution system the

di st EPERYRSES it ithe RRFYRE HPRtF$HUIMen v vEReR ofNEFYPEEBUti Ng a

content via a network, a first receiving apparatus for receiving the

cont egiivi aistimgy rdtencrds sineh rlesprkis noptdienedntent tloat AKR di stri bution

medi um a second receiving apparatus for receiving the content via the

di st birbidle sy N didna aiib r&tOF hied ad AP Pindhier €&t £8t reRkeraqdr @eor di ng
medi um and a pl ayback apparatus for receiving the copy of the content via

t he recaqrding nedjum and flayi . the received, con e
sem 8§n uéstec?r%rr?er‘fgrl;r/gec'ar d’[q}:l?/ rl?%%ﬁsg%(mag vso?(ﬁ%een%er elf,' %g\%m%gawgce)ﬁt ent and
usage rule information are recorded, the usage rule information including
20cont RoFPEFAdLRS: Wéi tComamtandhgl eI, et Hihkte scmmrad ohBehESER t he
recordi ng medium and aut horization information show ng whether noving the
cont tol tihef GDmaiemor yarchdchel bt erd danridet e atexdicecei Thig apparatus is
permtted, Substitute Sheet 97 - 12 May 2003 wherein a plurality of
cont g8hd13R s RHY U8 1M 1d1e SENKONIGHAU JRIEM ¥s £4 duh 098t ber with
correspondi ng usage rule information, the usage rule iInformation being
cont aj eg in a rule managenent file that is provided in the sem conductor
nenn?? C Pd, at least one of the plurality of content. is contained in its
entirety into a single object file, and at | east one of the plurality of
contents is divided to be contained7dn a plurality of object files, each
object file has an assigned serial nunber that uniquely identifies the
object file, the rule nmanagenent file contains a plurality of rule entries
that are in one-to-one correspondence with the object files, each rule
entry has a sane serial nunber as a serial nunber of a correspondi ng object
file, arule entry that corresponds to the object file containing the

L . o o - N 1 o
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wherein each content includes encrypted audi o data and a correspondi ng
encryption key used to encrypt the encrypted audi o data, and the vol une
area includes: a user data area that stores (1) the object file containing
ent i reéy of encrypted audio data included in a correspondi ”ﬂ: content and
(2) th¥ M58t ty of object files each containing a par tPOFIFaHE85ht ed .audi o
data, the parts of encrypted audio data together constitute entirety of
encrypted audio data included in a corresponding content, and that can be

accessed iy, & dleid i G AWIeE elhel Lad e SEMhEORINCLAR SLPLY, Ay d T egardl ess

of whether the authenticity o e device has been recognized;, and a
protected area t stores the rul e managepent .fil.e containing the usage
rul €°Pﬁ1r8rlné1tr}ldhrﬁ1darf et%%cf’(}b’f?% %%%gaﬂgum&t 3danvGHAR BEaccessed by a
devi ce connected to the sem conductor nenory card when the authenticity of
t hecdetirod hasl e are r Eroming eshmzinedherecasshagt cack riodf domatihen shows an
attribute indicating whether the encrypted audio data in a correspondi ng

obj gelyitihe teansidd Utasd ahetidtond ACHev acst @éfssﬁﬁéﬁ:'ﬁ.v_@fly@ track, a nmiddle
part of a track, or an end part of a track. 7. The sem conductor card of

Claimb5, ereinthe aut horj I on | rymt | at,_nmovj ng .a

corres po;ﬁrgén&eacloen% esnﬁra’dc:akn(p Céoo?]rﬁ%?q. |¢1’?{o€n%? i %ﬁgll'ég%grs IEhbpt e‘& e&;i'—io iXcat i ng a
nunber of permtted noves. 8. A first receiving apparatus in a distribution
sysPeRPIYhe SHORIMDIRANT GRESHFMS RI R ‘eirélf-g?ﬂi BAt A8n toePeait o
distributing a content via a network, a first receiving apparatus for

r ecebmbhgethecrocento fvitdh e v quistadorte amina coRAMNgrahdomonterissont 0 a

di stribution nmedium a second receiving apparatus for receiving the content

Vi anbtR8r¢h St hinktd @pyTedidHe @Nd R gH 1Yy auRrORY . of ThBertaptRAt-tQNt 0 a
recordi ng nmedium and a pl ayback apparatus for receiving the copy of the

content,.via ere in i um and playin ack ubstitute Sheet 99 -
12 R/gy%é%s ?ﬁe alnéfcg#éséj%@gﬁi%eentgroa%#‘f%% ??Fg?r%%eg% ﬁélﬁppar at us
conprising: a first receiving unit operable to receive_via the network a
dat @8Rt RREPUMNRF I cIMCeONd P L sitHeRnt nebr Baei 8AlesnsesVEicEy copyi ng
of the content onto the recording nedium and hold the received data set;
andcanteodr dndg @7 ti soperpdlalismeid wjarterzd e meber t@athesei nf or mati on showi ng
whet her noving the data set to another receiving apparatus is permtted,

ande{ §fQREERE CNERNtHNR R HsSing Rk 11 NEdbyah s PPt RepiYit Ry
correspondi ng usage rule information including (1) the authorization

information, . and ) the ntrel information.included in th ta set,
whet @i ﬁnégbfaﬁregl’i t(‘a)Z/c 5ft@go(§génttg’earse%lreescosredéé‘al%ent%ortlﬁléo i%?%?bg ion medi um
together with correspondi ng usage rule information, the usage rule

i nfRfre®i bhShei AG tEOIGIREd SORYZ LiGh T Grdbrleerbmt S f 2T t Bavei BeBRovi ded in
the distribution nedium at |east one of the plurality of content is
contal e@slednbyt $hentrecetry icoimpaaysi mjlsplayyetto i tiee sndeat bfasheone of
the plurality of contents is divided to be contained in a plurality of

objected sb8Scoteh tabbeoliskir @1hagnmn syl aneseserd athaunhsp that uniquely
identifies the object file, the rule managenent file contains a plurality

of entriesthat are,i ne~t 0- gqne Gort ondence_w t h_the.obj ect
fi I%ég,geesa%%nguﬁéf g%terp% gsgg(&sgr?é sg‘rrll aslqzeréj%’r %’sgas%jé\%%a?éﬁﬁﬁﬁ& of a
correspondi ng,object file, a rule entry that corresponds to the object file
corfi iRy vRétedt!i AECPIBLNERe WOSHET ' MIRIR T IRIR PRkt Rghas8ge rul e
information and a content identifier for the content, each of a plurality
of reqewesnt fogsat bapycaghsspomdsetrd adn agly),ect fstep cdt adetagmanpart of the
content includes a content identifier for the content, and one of the

pl WidtHyr 0f tiBerruhe fAHel @s slea%%d%q%@srtewda NEopspdentelie _

i nformation, Substitute Sheet 100 - 12 May 2003 the distribution nmedium
has_r.ecorded thereon piece f track informtion that i -to-one

co aetsep%lh hcee% Shsfﬁéggbﬁg e1Sitl gléa,s tbneeeq rréac 1 nsfr%?l?r:%?olngigggades atine
search table that shows a plurality of read addresses specifying data

| oGt ePFPCaSESNPBPEREI h§ SBpBcE4ti | AtastRFA erhetPie$e interval s, and
each part of the divided content has such a length that a correspondi ng

ti mesegehcoabreli naiude3 atchistsa apkedatardniteshthusbet 08 sead
addresses. 9. A receiving apparatus for receiving contents froma

di stribution server via the networ%, as well as receiving contents via a

di stribution nmedium and recording copies of a received content onto a
recordi ng nedium the distribution nmediumstoring contents and

correspondi ng usage rule informati on, and the usage rule information

i ncluding control information controlling copying of a recorded content
onto the recording nmedium and authorization information show ng whet her

. . . M
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wherein a plurality of contents are recorded onto the distribution nmedi um
together with correspondi ng usage rule information, the usage rule

i nformation being contained in a rule nmanagenent file that is provided in
the di g$¢ hPppshen medium at |east one of the plurality C.l[g%% ,is
contained 1n 1ts entirety into a single object file, and at |east one o

the plurality of contents is divided to be contained in a plurality of
object files, each object file has an assigned serial nunber that uniquely
i dentdtfii s ddme o} eséndi terléherenl enanngeem®iila finee teRaigdnal pl urality
of rule entries that are in one-to-one correspondence with the object

fil C I t h ri r..a ! nunber of a
cor?%%p%ﬁllﬁgydﬁ?ggté?iI%?ag;ﬁgggfégt?ngﬁg§Q§6¥}§§%%h 51%% t he object file
containing the entirety of the content |ncludes correspondi ng usage rule
irﬁ(9QHﬁq%ﬂhEﬁﬁ1QPY§ﬁ&%;ﬁ Feeat i PPekor et KeYNOFCeftOoMedd¥® of a plurality
of rule entries that corresponds to an object file containing a part of the
contdarstt ninpituides sexcoet eh®3 i denatEeesingr thiee dishirebit imnd serereaf t he
plurality of the rule entries includes correspondi ng usage rule

I nf Qiomati ;N c Hh e stirsinibat ion ardt upshasTheaqr ded skher @) pingces of track
information that are in one-to-one correspondence with the object files,
the track infaormtion include ty eatch.tabl e that shows a plurality
of rsé‘&&sacfc?rré'g'scérreg és%@:c#%i%gl da?-é %‘%%a%egg‘fétr}l%%cgr%rr géef)lor‘? Pﬁ’dn(?oj ¢t file at
predetermned tine intervals, and each part of the divided content has such
a | EREYR iigidiech Mg elshbh ot $g + F HRI sEBPRhthghpearREl ddeplayesody a

pr edet er mi ned nunber of read addresses. Substitute Sheet 102 - 12 My
2003 h&0 reA eaesear diarg eredi hrow 2eor 2l hgaad cohpot eetneadalibe tpeodoap f or
having a conputer perform processing as a first receiving apparatus in a

di sb&blg@tsisq_m,gsbsft fegdesHisddidytion systemincluding a distribution
server for distributing a content via a network, a first receiving

apparatu Qr receivin n La_the ne k and_recor.di ng the

cont ent §§I§ gu|€§%%7ﬁk%{§?%§d%€g%a%é2% oﬁaeré§§%0i%§g5p§2réﬁus for
receiving the content via the distribution mediumand recording a copy of

t heYe6nt 80 BHEEE TIDMAYRP nekli BFEP aPdr pVa§ESckh8pparl &fuserdi Seecei vi ng
the copy of the content via the recording nmedi um and pl ayi ng back the

r ecebnecdodonmnerntt 27amk itttee frogrash conpneést ngo hef made tecehei ng step of
receiving via the network a data set including the content and control

i nf gk ML KGN ueQRt 0 | | NOE GRiNe i i hdereoat eAtooBhe tBenr geardirng nedi um
and hol ding the received data set; and a recording step of generating

aut bpri zatiqQn r At | oW th pngath ata set to another

r ngIR\e/i %glg%pgﬁgv&ggﬁsdog{(}r%% }tq%r(c}'gt \é\%’;’ r%%oggfg%gg?heﬁggn%ent onto a

di stribution nediumtogether with correspondin gsa e rule infornmation

| noE GARAGHLES)Ofhd SRR (50K | DI AT et O BHESBABALDY FReacSRLPGESS
information included in the data set, wherein a plurality of contents are

r ecordpdighted matdimitali Mraramittdiney otfee heerpinhcabiepspoati 8§ -usage
rule information, the usage rule information being contained in a rule
manREREBNLtf ket Bat, itheramigiekdivide cbstrbbuthop prdyamsafokeast one
of the plurality of content is contained in its entirety into a single

obj 0 nd _.a : of I i of - is divided to be
con?g{e nééklﬁﬁg% g’loutrbael ﬁ%?eoﬁ obj e%r%&"ﬁ tfpe%gé&éa%}zobb?gg?}:ﬁ?{%&has an assi gned
serial nunber that uniquely identifies the object fil t he rul e managenent
11 eheERER: FoenParuads P HETal SRIReTLE THGELRL: | nbnEBEo. one
correspondence with the object files, Substitute Sheet 103 - 12 May 2003
eachackhgeehasy nbgs beetnpropadlyt rrRedirecdis proeesalngundeesotoa
correspondi ng object file, arule entry that corresponds to the object file
conseépi BY, t Bademhier elay «@f ddtericanteititidc! wedes 2Prrespendi ng usage rul e
information and a content identifier for the content, each of a plurality

of Nt t hat: .corr j i o i.pLphg agpart of the
coreShfuRitptEan Bl sn 2 SRR R Rl M tnL b2 Pl PPLALELED 1P L
plurality of the rule entries includes correspondi ng usage rule
inf%@%an@ﬁP“ﬁﬁét&P§tHW&Ri%ﬁ]Qﬁﬁﬁﬁﬁﬁquﬁﬁqeﬁﬁﬁﬁéﬂetﬂé?%%ﬁlbieEB§ of track
information that are in one-to-one correspondence with the object files,
the track information includes a tikpe search table that shows a plurality
of read addresses specifying data |ocated in a correspondi ng object file at
predetermned tine intervals, and each part of the divided content has such
a length that a corresponding tine search table includes at nost a
predet erm ned nunber of read addresses. 11. A recording nediumrecording a
conput er -r eadabl e program for having a conputer perform processing as a

e e - o o
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a data set noving step of reading authorization information fromthe
distribution nmedium and (a) noving the data set fromthe distribution
mediumto the inside of the second receiving apparatus, and (b) holding the
ddta set, only when the read athorization information shows that noving the
data s¥P 986 nitted; and a check-out step of perforni F§ETEHRAMRSUt when
the data set is held by one of the second receiving unit and the data set
noving unit, check-out perforned based on the control information in the
hel a ; Q&ﬂg{ ' o ceRtent. ncl uded,in the held data
setgggggrgggﬁagﬁb t e'@%%gﬂ%%%oﬁ?ﬁegge%ggﬁi%glﬁegfbﬁgr#%éqg%%y recor ded

ont o tge recordj ng nedi being,supgkied to the Ia%back appar at us, wherein
a pPaF&RPLy t& AP LIt FLFRENEn - PHELG YErilbdt iSdRNAELm t oget her
Wi th correspondi ng usage rule information, the usage rule information being
congadneédciords ritl emditeged@ mefory chad 1§0pr oRitdedeipn Stlize ditst ri buti on
medi um at | east one of the plurality of content is contained inits

entspebY kabeideSiduilterabjacic f21 edefBdmahekeanbtane ahthhe Rl Wedli ty of
contents is divided to be contained in a plurality of object files, each

obj fil I sefk | h unLquel.y identif.ies the
objég%pF%ﬁg,Qﬁﬁgggﬁgg%#gﬁgg%Hi%tﬁ+$$ggggéféigéoa %ﬁéré ipy%dfgﬁdpé entries
that are in aone-to-one correspondence with the object files, each rule
entRyCRER gelams s&h AtSRuMbEt: aslh daFrah2AuRBeF BFoRe&dir espondi ng obj ect
file, arule entry that corresponds to the object file containing the
entreedydefl, t ibec mrtlerst dSetiucke scant rel ponitng7usagestapesiof,ohast i on and a
content identifier for the content, each of a plurality of rule entries

thathgoKE €3RARASINR 2% ROl 4d | ?ﬁ%ﬁ@i”iﬂﬁ A pabL i h§emporkent
i ncl udes a co%?egﬁ identifieflfcwﬁé e content? agd oﬁggégat % %%urality of

the_rule entries.includes correspondi sage, ryle informti on,

Sub%?i?g?g éaée?hfbgaﬂ%f?ﬁﬁﬁY%ﬁéLf?%gg%#s? fBu?#oRaﬁeaPuﬁPﬁgéa}ecorded

t hereon pieces of track information that are in one-to-one correspondence
wi tPCEpenogiept ayededy the thugeIed FIREsoRS i PEPUSRs &lti ABdsearch table
that shows a plurality of read addresses specifying data located in a
cormaspsntdonghebjlech birdoeeats ipredef estepmedS2 i amdi 88erval s, and each part of
the divided content has such a length that a corresponding tine search

tabl e i nphudes:abwipgt id Rf UAlLITE N EDSE i 8h sEadoRddEpssSes. 12. A
recei ving nethod applied by a first receiving apparatus 1n a distribution

syste the (di.stribution syst.em. ncl udi istributio erver for

o AFTbet PR AAEBnAane Gl SRR L el AU WeE B par ot us for
receiving the content via the network and recording the content onto a

di st¥3BRARFSn2hedFER S& lsedditd FEIERAME Dl uSleWehakkeini B§Jt he content
via the distribution nediumand recording a copy of the content onto a

r ecit di ngherdragprdidga aplcapyadighapphme tsr ol oroei vheigSD heemopy of t he
content via the recordi ng nedium and playing back the received content, and
t hec402¢ei yo POt ABt BadegORREYNVSIdMI cohtfidStudBcel Vi - &4 £ps ofnhgecei ving via
the network a data set including the content and control information

co i ' f.th ont t.o the recordi di and hol di ng

t hergdr-g%:ée??/%dggg%gggg?; lgngh% rues%cr% (ﬁgr]l:ga satlgepa of %%géerpegtﬁgm%ﬂ%ﬁ%ri zation

i nformati on showi ng whether noving the data set to another receiving
apad U500 s perAFt £88, AQRd *rechrldifid &%e FBhiRGEIFRD & FLIEFRLER| on

medi um t oget her with correspondi ng usage rule information including (1) the
autdedre meinenwhaetbemanonnused 2)le ety retistd.or nbf i 9991 ncl uded in the
data set, wherein a plurality of contents are recorded onto the

di g{gd-bus | o Nedi ey hogehher eWitsh ,Cae ROt g Msiage danerdnf@iation, the
usage rule information being contained in a rule nmanagenent file that is

prow ded | e_d] Lhution. I3 ubstitute Sheet 106 - May 2003
at lefegzgltsé)fnae&%fa?lhég%%grgakﬁ%}'g%g%?ntt&ﬁ il?"sO éé)on i Tt ?rht? tPRntTret y into
a single object file, and at |east one of the plurality of contents is

di ViesEr 4’ be2 P EPABESLATaepidral iltly tdre spjmRkar fQf AOBERENSAbj ect file
has an assigned serial nunber that uniquely identifies the object file, the
r ulfa Irsnagenksss f thencB8Pai hhea spllesalsieryr iafe radres eyit nireist tdag &te in
one-to-one correspondence with the object files, each rule entry has a sane
serial nunber as a serial nunber oi a corresponding object file, a rule
entry that corresponds to the obje i file containing the entirety of the
content includes correspondi ng usage rule information and a content
identifier for the content, each of a plurality of rule entries that
corresponds to an object file containing a part of the content includes a
content identifier for the content, and one of the plurality of the rule

T o



t he receiving nethod conprising: a receiving step of receiving the data set
fromthe distribution server via the network, and holding the received data
set; a data set noving step of reading authorization infornmation fromthe
distri i dium and (a) noving the data set fromth i [Qution* -
medi umbwy@ﬂgggﬁnsi de of the second receiving apparatus, gﬁ )J?Mdéf%:’o di ng the'
data set, only when the read authorization information shows that noving
the data set is permitted; and a check-out step of perform ng check-out

whenstBg gata getildeshelat byt e datddeirfeinadst reget Né NGELST bfafHet he data
set noving unit, check-out performed based on the control information in

t he t t.b r.at, A t I d in the held
dat apgé?aggdﬁpggorad' nlg&{%elatyop@m;f ?rﬁ%%lgsr’ec%%%g#e%% lr}ér?rl]lléjtﬁgscopy

recorded onto the recordi ng nedi um being supplied to the playback

appaf bt 88, 1fhEPei FPaAMOEMIAHEETOTont SYRXE ardh rEe®R dRel ontlet pales

di stribution nmediumtogether with corresponding usage rule information, the
usageeruleei nbotmeli anikei2Vg cpentsaithed ITnack Mdreagenageoeed fml €héhat is
provided in the distribution nmedium at |east one of the plurality of

scontggL i aafegnra@leae@ OF ithe &Y inléidry MHad R 1IN0 H R Qdectaddd ergand at

10

| east one of the plurality of contents is divided to be contained in a

plurality of qbject files, ch ohjgct . fil assi gned, serjal nunber
thatc%ﬁféﬁg?Qg?égn%Pffgg S o%qé%&%}325 ﬁ%%ggin a?&ﬁ%%éng%E $FFR contai ns
a plurality of rule entries that are i.n gne-to-one correspondence with the
obj e%¥3fi1:é§, salegpserivice seadrofosnit) 2vigetRoREadte el LRntR§ has a
sanme serial nunber as a serial nunber of a corresponding object file, a

rul eheadiey &hdt Nevigespondstiradthereolijnedindield drcditaipackpddieientheety of
the content includes corresponding usage rule information and a content

! denﬂéiﬂifﬂi{?r oENeKeaNtaRl deLadR afraz i PMimdlddry. Oind:l e fntdigs that
corresponds to an object file containing a part of the content includes a

cont identifier for .t content, and qQne of plurality he rul e
entriah | hEIGReESEEP shidna PRy e dhn SUS e et tind B R9¥but on
medi um has recorded thereon pieces of track information that are in
one-fbloncak@drFecpsAdefBESH CRNWVIRE tEK) &dt i (a0 tthe (SR NYOr mat i on
includes a time search table that shows a plurality of read addresses
speatdyd nhodat aAt osaepdSkH, ather sedpenderyical ecintfndle wtitpradtet er m ned
tinme intervals, and each part of the divided content has such a |l ength that

a Ci{EsPRNdhPgat { MReS8aRERN! #Bba e, Nahudas tat iM%l &HY edeisird ned number
of read addresses.

0 SBEL A A 18 ks A8 230 AR B! ke sR ey DR Tl ALY 2 L A

AS5. AU, . A AAy. A&n. A&A?. A&;

15 A Gk Bhael gt Aoasad OB tReaANAYRIARGOR Struckysea aAdMER ALH AR A Aly. A A

20

R A?. Ay. A&[ . As?. A&n. AAY?. A+n. A, . ACA. A" hFR A& A" R An. As. ?. AOn. AL. | e. A+. Ashe.
Adh.duiR SREF. e, AE&ELARGACKYLAE. ABLA" NBLAYO. AeNar raAngedA.nAY.hA Y. A,

Y. AF. AY. AF. AF. A3!)c*~ e\ MYHyt oj e [ V] ca] ca] ca] ca] ca] ca] calU] ca] c<a] ca]ca]ca] c
g% c?g_an}(@@i@adﬂgéa&@ﬂ ¢a] eakcakea] gakaablYka” aUbgaktrUstalleriglal ca 2w _
#ai_} S ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] calca]ca] ca] ca] ca] ca] ca] ca] ca]ca] ca! : LUVCHcq% C/ kL} xsnid_ZUni d_Z] ca]ca] c
A cal ool solesl calealealealealsaloalaal ol gal eaborhetlir s g ool oal cal eal
=| V+[ z/j wx"] | wmhc”Y] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] cg&kalarad cidtoafrebhea] ehethprafbeUhombed] od] parmiXged maves

IBlA@JIstb! ' {vpkfa\W]ca]ca] ca] ca] caU] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]ca

] W&a] teload aad¢a] ceheabtaladbemnheabhcal] eakc®RM !i!s¥60." " "HHHAHE 3SPSSS! %

&$& A cal.calc c al.ca a calca] ca]ca]calc
aj ca%} lC‘J'z:l] Oc’a](éc%\% ggf%%}%%?gé] gg] glé%gl’gi] gg]gc%f)cg# %a]fa?\%]( %%;IR)%'])S) ) % * Dl ~*]**/ ]+m
+++++++,  F H K N, % ,-<-|wmhc”Y]]]ca]ca]ca] ca]éca] calarca] ca] cal ca] caU] ca] ca]

ca] SRR HEdiea] RaPEaFEAlgalePEalCaPtsPcaPea] cAfcafCanmReL # 7. /1]

/17001 0001Z1_1b1z111/2nm2223\ 3{ 3~333| wnhc\ U U] c"a

U]l c”a] ca] ca] ca] ca] ca] ca] ca] ca] ca] cajscal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca! 333341 44445;

5v5555556&6_6d666657n7778=8{888*9{ vgl gb] X

Ul ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

calcalca]calcalcalcalca Ucna! *979999-:k:q:::::1;n;

o0 - <) <<<<2=q====8>?>y>>>| wr mhc"Y

1T 1T1T 1

- 0=
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U cfaUV] c*a U] c”a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca

" NKNNNN<Cu OO0, Pk PPP$ Qb QQQQQQBRER| RRR2SASSSTTTTT| wr mheMY

U ]]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca]ca] ca]ca]ca]ca]ca]c
aj'cal ca ca] caZ] ca] ca] ca] ca] ca! TUJUUUUAVoVVVVVW-W V\Y/\Y/\DXFX])XXX Y| YYY#HZeZZZZ7" [ c
[]]w CT/JP00/05852

U ]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]cal caU] cajc
aJcalcalca]calcalcalcalcalcal [[\\\OAX\\\]M]]";

/L\J]G]\J/[\M?cgf?aaﬁﬂa] ga%c%%%?‘? ﬁa{%@a] ca] caﬁ aﬁ ca]l caﬁ’ a']’(:afL a]sc:af)ca] ca] calcalc

a] ca]rﬁa] ca] ca ca] ca] ca] ca] ca! aahBb{ bbb, ¢ ,} cccd”dddeLeeeef O W rfff g ggghl hh
h WP he es service control unit generates a plurali

U ]]]ca]cal ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal ca] ca]
calof] 82KTa] baked] ca] thkc plleadaihitiysiafi ARl g jdeBleskdkkdd kil theS5Mtraa®n nj nnn&o
co{vqgl gb] X

U lhsrdgakcal agl %%le?:a]SQ@] chealGaldp il sl £&1 cahl cadhcal cal ca] ca] ca]

ca]ca]ca]ca]ca]ca]ca ca]ca]calcoooprppqq

rrrZSs SSS ttt
Ul ]Q?Tq%g féafcgﬁbléfiéféaf %é@]—(%%]\g@a]aéacfé‘hﬁecsa]téaﬁ e _EFCale¥fca] cal ca] ¢
aU] ca] ca] ca] ca] caLca]rca] ca] ca! 3vOvEVXvvvvvvvwNwwx AX } xxx2ynyyyzszz{ E{ {{{{{
| Wi cgXcrypt eac KI, storing the encrypted STKIs in
Ul ]]caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] calcalca]ca]c
a] csip cabERT cdfeakeakgal] aa] eakep| FR|9, | The} Jsp)legserkid Qtonivhel Y
U ]]]ca]ca]ca]ca]ca]ca]ca]cal] ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]cal

Ca]&ﬁq}*@%‘? cakeghsahcabeakedrehdKREVAR XL Rule

cal] ca] ca] ca] ca]ca] ca] ca] cal ca] ca] ca] ca] caJ ca] ca c ] ]cafca] cal ca] ca]

iR Rl L S

cal ca] ca] ca] ca] ca] ca] ca] ca] cal u GLo$"E=6<W wr ngb] X

U B cfa?ta@J]SEQ]lda]lﬁa]i@aFéa]lcéP@a]l@a]té@] é’a]a@a] dalleaMr}azgea) cAtca) calcalc
a] ca] ca] ca] ca] cal] ca] ca] ca] ca! J=y$X?wW n; y2m) g| wr mhc”Y
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track move has been requested, and, at step S43, whether a

track check-out has been requested. At step S44, the library
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moves to step S71 shown in Fig. 41, and the library control
unit 37 performs a secure read of the Usage Rule Manager from
the SD memory card 100. In the following explanation, a
plurality of tracks stored on the SD memory card 100 are each
indicated by a variable #x. At step S72, the library control
unit 37 writes an initial wvalue into #x, and at step S§73,
checks the Trigger Bit of Usage Rule#x. If the Trigger Bit is

1, processing is moved to the next track by moving to step S78
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identical, processing moves to step S79, but if they are

identical, at step S80, the library control unit 37 decrements
the number of permitted moves shown in the Move Control
Information of the Usage Rule#x, and at step S81, performs a
secure write of the Usage Rule#x including the decremented
number of permitted moves, and the Check-Out Control
Information to the local storage 32. Next, at step S77, the

library control unit 37 performs a secure write of 0 into the
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SD_AUDIO.PLM file. Then, the library control unit 37
subtracts 1 from a POB file reference counter included in the
file POBO00.POM referenced by TKI#x. If the reference counter
is 0 when data is moved, the library control unit 37 deletes
the POB file.
Following this, at step S82, the library control unit 37
reads an AOB#x and an STKI#x forming a track#x from the user
data area 8 on the SD memory card 100, and records the read
data in the user data area of the local storage 32. At step
S83, the library control unit 37 performs a secure read of a
Title Key Entry for AOB#x from the protected area 3 of the SD
memory card 100, and then performs a secure write of the read
Title Key Entry into the protected area of the local storage
32. Thus, the data set forming the track#x is stored into the

local storage 32.

Following this, at step S78, the library control unit 37
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copyrighted materials from the distribution server 103 or
moves copyrighted materials from the SD memory card 100.
These accumulated copyrighted materials form a home music
library.

If a track check-out is requested, step $43 is Yes, and
processing moves to step S66 in Fig. 40. At step S66, the
library control unit 37 waits for the user to select a track
to be recorded onto a recording medium other than the SD
memory card 100. Once a track is selected (the selected track
is called track #x), at step S100, the library control unit 37
reads a unique Media-ID from the SD memory card 100 connected
to the customer device, searches for an unused Content ID,

which it then assigns to the content and stores the Media-ID

and Content ID for the Title Key Entry as a pair‘as check-out
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10 unit 37 records the data set forming the track #x (apart from
the Usage Rule) onto another recording medium. When check-out
is performed, data from the directory and file structure shown
in Fig. 12 compliant with the SD-Audio Verl.0 is recorded on a
portable recording medium, in other words the files ‘AOB***_ SAl’

5 , 'POB*** SpPl', ‘SD_AUDIO.TKM, ‘SD_AUDIO.PLM', ‘POR0OQO.POM,
‘AOBSA1l.KEY', and ‘POBSP1l.KEY'. A track is recorded by this
process, allowing track editing, such as combining and
dividing, and forward and backward searches to be performed.

Next, the library control unit 37 decrements the number

) of check-outs, and at step S53, determines whether the number
of check-outs is 0, or 1 or more. If the number of check-outs
is 0, the library control unit 37, at step S54 sets the track

as ‘check-out not permitted’' and then moves to step S55. If the
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If the user requests check-in, step S44 is Yes, and at
step S101, the library control unit 37 reads a Media-ID unique
to the SD memory card 100, and a Content ID unique to a track
from the SD memory card 100, tracks already having been
recorded on the SD memory card 100. At step S102, the library
control unit 37 compares the paired Media-ID and Content ID,
and the Media-ID and Content ID in the Check-Out history
information, and at step S103 determines whether the tracks
recorded on the SD memory card 100 are identical to tracks
that have already been checked out. If a track is identical,
in other words the same as a track that has been checked out,
processing moves to step S58, but if the track is not

identical, in other words not the same as a track that has

been checked out, the library control unit 37 moves to steps
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local storage 32, and, at step S59, determines whether the
number of check-outs in the Usage Rule is 0. If the number of
check-outs is 0, at step S60, the library control unit 37
reads the data set forming the track, apart from the Usage
Rule, to a recording medium to perform check-in, and, once the
data set has been accumulated in the local storage 32, moves
to step S92. TIf the number of check-outs is 1 or more,
processing moves to step S92. At step 592, the library
control unit 37 deletes the data set forming the track from
the other recording medium. As step 561, the library control
unit 37 increments the number of check-outs, and at step S62,
determines whether the number of check-outs has reached a
maximum number Max. If the number of check-outs is Max,
processing moves to the loop of steps S42 to S45, but if the
number of check-outs is not Max, at step S63, it performs a
secure write of the number of check-outs and, at step S64,
verifies the number of check-outs. At step S65, the library
control unit 37 determines whether the secure write of the

number of check-outs was properly performed, and if so moves

to the processing loop of steps S42 to S45.
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paid the correct charge to purchase a copyrighted material
from a KIOSK terminal can perform check-out and check-in of

the copyrighted material using their own personal computer.

Second Embodiment

A second embodiment relates to an improvement in the SD
memory card 100 that securely stores copyrighted materials,
which allows copyrighted materials to be previewed. Fig. 42
shows the structure of directories in a protected area 3 and
user data area 8 relating to the second embodiment. When
compared to the directory structure in Fig. 12, the new matter
introduced in Fig. 42 is that the SD_AUDIO directory in both
the protected area 3 and the user data area 8 has a sub-
directory SD ADPRV. Files ‘SD_ADPRV.PLM’, ‘SD_ADPRV.TKM,
‘P AOB*** ,SAl', and ‘P_POB***,JPG/SPl' used to perform preview
are arranged in the SD_ADPRV directory in the user data area
8. The files ‘SD_ADPRV.PLM' and ‘SD_ADPRV.TKM have an
identical data structure to the files 'SD_AUDIO.PLM' and
‘SD_AUDIO.TKM' in the SD-Audio standard, and differ only in that

they are arranged in a different directory. The files
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‘P_AOBSA1l.KEY' includes a plurality of Extended Title Key
Entries. The data structure of these Extended Title Key
Entries is shown in Fig. 43. Part of the data structure in
the drawing is the same as that for Title Key Entries, but it
differs in having an additional preview fields. In the format
for the Extended Title Key Entries shown in Fig. 43, these
preview fields include ‘Trigger Bit’, ‘Preview Counter’, ‘Preview
Threshold', and ‘Check-Value Field’'.

The '‘Trigger Bit' field is a flag having the same purpose
as the Trigger Bit in the Usage Rules. When this flag is set
at 0, this indicates that judgement of whether to preview a
copyrighted material should be performed by referring to the
pair of Preview Counter and Preview Threshold, while if the
flag is set at 1, this indicates that judgement should be
performed by referring to other information in addition to the
pair of Preview Counter and Preview Threshold.

The ‘Preview Counter’ field shows a number of permitted
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The ‘Check-Value Field' records a character string pattern
for checking. If decryption of the Extended Title Key Entries
is properly obtained in C_CBC mode, the device can obtain the
character string pattern properly from this field, but if the
Extended Title Key Entries have been tampered with while still
encrypted, the device cannot obtain the character string
pattern from the field. The reason for this is described
below.

The decryption performed in C_CBC‘mode is performed in 8-
byte units using a 7-byte Media-ID and a section key. Here,
suppose an ill-intentioned user tampers with the Preview
Counter and Preview Threshold while they are still encrypted,
changing them to a different value. In this case, the section

key obtained by using the section key of the 8-bit block

including the Preview Counter and Preview Threshold will
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normal state. If the Preview Counter and Preview Threshold
have been tampered with, a tampered AOB file will be received,
and the character string pattern in the Check-Value Field will
be completely different. Thus, the characteristics of the
character string pattern can be used to check whether the
Preview Counter and Preview Threshold have been tampered with.

Next, the processing performed by SD-Audio players 122 to
124 in the second embodiment is explained. The flowchart of
Fig. 44 shows the processing performed by the control unit 64
in the SD~Audio players 122 to 124 when a copyrighted material
is previewea using an Extended Title Key Entry shown in Fig.
43. The following is an explanation of the processing
performed by the control unit 64 in the second embodiment,
with reference to Fig. 44.

At step S81, the control unit 64 determines whether the

SD memory card 100 is connected to the card connecter 34 and,
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1, ends processing without performing steps S86 to S96. If

10 the Trigger Bit#x is 0, at step S86, the control unit 64
obtains a character string pattern by performing C_CBC mode
decryption on the Extended Title Key Entry#x. At step S87,
the control unit 64 determines whether the character string
pattern is normal. If it is abnormal, processing ends, but if

15 it is normal, at step S88, the control unit 64 determines
whether the Preview Counter is 0. If the Preview Counter is
0, processing ends, but if it is not, the control unit 64, at
step S89, sets the Title Key of the Extended Title Key Entry#x
in the descrambler 61 of the SD memory card 100. Following

20 this, the control unit 64, at step S90, plays back trackix.

At step S$92, the control unit 64 waits until the playback time
has reached the time shown by the Preview Threshold#x, and

once the time has been reached, at step S92, decrements the
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Title Key Entry, and at step S97, sets the Availability Flag
at 0.

In the second embodiment, the Preview Counter and Preview
Threshold are recorded in the protected area 3, making it
difficult to tamper with them. This allows users to preview
copyrighted materials, while ensuring that those same
copyrighted materials remain properly protected.

These embodiments describe the maximum effects that can
be expected under current conditions, but the invention need
not be limited to the structure described herein. The
following alternatives are also possible.

(a} The SD memory card in the first and second
embodiments has a user data area 8 and a protected area 3, but
the invention need not be limited to this, and the entire
memory area of the SD memory card 100 may be a protected area.

The SD memory card 100 is used as a recording medium, but the

recording medium need not be limited to semiconductor memory
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transmitted as a single package.

(c) The following may be used as requirements when
previewing tracks: date (preview can be performed until a
10 certain date), number of preview days (preview can be

performed for a certain time or a certain number of days),

preview range (preview can be performed on a specified section

of the track), or any combination of the above.

15

20

(d) The data described as being recorded and played back
in the first and second embodiments is limited to music and
still picture data, but such limitations need not apply. The
data may be any kind of reproduceable digital data, such as
moving picture data, text data or any combination of the two.

(e) The digital terminal in the first embodiment refers
to the Move Control Information in the DRM and sets the Move
Control Information in the Usage Rule based on the DRM, but
the digital terminal may refer to other information, and set

the Move Control Information in the Usage Rule according to
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material is a new release, and the sales figures for the
copyrighted material.

(f) The encrypted data, plain text data, encryption key,
and Usage Rule written in local storage may be read, and
determination of whether the number of permitted moves in the
Usage Rule is 0, or 1 or more performed, and if the number of
permitted moves is 1 or more, the data may be stored on the SD
memory card 100.

(g) In the -first embodiment, the setting of the permitted
number of moves on the SD memory card 100 is assumed to be
either 1 or 0, but other settings are also possible. If the
permitted number of moves in the Move Control Information is
set at 6 by the distribution server 103, the permitted number
of moves shown in the Move Control Information is changed and
the Usage Rule is moved between each of the recording media,

as shown in Fig. 45.
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phones and STBs, enabling distribution costs and stock
management required for the sale of copyrighted materials to
be greatly reduced. A user who does not own a personal
computer can purchase copyrighted materials using a mobile
phone or STB without needing to go all the way to the store,
and other benefits such as a reduction in prices can be
expected, thereby greatly improving -on existing distribution
channels. The distribution system, receiving apparatus, and
semiconductor memory card of the present invention thus

demonstrate a high degree of industrial applicability.
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a first receiving unit operable to receive via the network
a data set including the content and control information
controlling copying of the content onto the recording medium,
and hold the received data set; and

a recording unit operable to generate authorization
information showing whether moving the data set to another
receiving apparatus is permitted, and record the content onto a
distribution medium together with corresponding usage rule
information including (1) the authorization information, and (2)
the control information included in the data set; and

the second receiving apparatus comprising:

a second receiving unit operable to receive the data set
from the distribution server via the network, and hold the
received data set;

a data set moving unit operable to read authorization
information from the distribution medium, and (a) move the data
set from the distribution medium to the inside of the second
receiving apparatus, and (b) hold the data set, only when the
read authorization information shows that moving the data set is
permitted; and

a check-out unit operation to perform check-out when the
data set is held by one of the second receiving unit and the
data set moving unit, check-out performed based on the control
information in the held data set by generating a copy of the
content included in the held data set and recording the copy
onto the recording medium, the copy recorded onto the recording

medium being supplied to the playback apparatus,
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entries that are in one-to-one correspondence with the object

files,

each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule
entries includes corresponding usage rule information,

the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.

2. The distribution system of Claim 1, wherein:
the control information indicates a number of remaining

check-outs;
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the copy of the content recorded on the connected recording
medium; and

an updating unit operable to update the control
information of the held content by decrementing the number of
remaining check-outs when a copy of the held content is newly
recorded on the recording medium, and incrementing the number of
remaining check-outs when the copy of the held content is

deleted from the recording medium.

3. The distribution system of Claim 2, wherein:

the recording medium has an assigned unique identifier;

the check-out unit includes:

an allocation unit operable to allocate a unique
identifier to the held content, the unique identifier being
recorded onto the recording medium with the content when check-
out is performed; and

a storage unit operable to read the unique identifier for
the recording medium connected to the connecting unit from the
recording medium, and store the read recording medium identifier
as a pair with the allocated content identifier, and

the check-in unit includes:

a read unit operable to read, when a copy of the content
has already been recorded on a recording medium connected to the
connecting unit, the unique identifiers for the connected

recording medium and the content;
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then delete the copy from the recordlng medlum

4, The distribution system of Claim 3, wherein, when the
authorization information recorded on the distribution medium
shows that moving a corresponding data set is not permitted, the
reading unit is not operable to read the content and the usage
rule information, and

the playback apparatus plays back the corresponding
content directly from the distribution medium, when the
authorization information indicates that moving a corresponding

data set is not permitted.

5. A semiconductor memory card used as a distribution medium
in a distribution system, the distribution system including a
distribution server for distributing a content via a network, a
first receiving apparatus for receiving the content via the
network and recording the content onto a distribution medium, a
second receiving apparatus for receiving the content via the
distribution medium and recording a copy of the content onto a
recording medium, and a playback apparatus for receiving the
copy of the content via the recording medium and playing back
the received content, the semiconductor memory card comprising:
a volume area, in which a content and usage rule
information are recorded, the usage rule information including
control information controlling copying of the recorded content
onto the recording medium, and authorization information showing
whether moving the control information and the content to the

second receiving apparatus is permitted,
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rule entry that corresponds to the object file

containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule
entries includes corresponding usage rule information,

the semiconductor memory card has recorded thereon pieces
of track information that are in one-to-one correspondence with
the object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.

6. The semiconductor memory card of Claim 5,
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a protected area that stores the rule management file
containing the usage rule information and the encryption keys
and that can only be accessed by a device connected to the
semiconductor memory card when the authenticity of the device
has been recognized, and
wherein the track information shows an attribute
indicating whether the encrypted audio data in a corresponding
object file constitutes an entire track, a start part of a

track, a middle part of a track, or an end part of a track.

7. The semiconductor card of Claim 5, wherein the
authorization information shows that moving a corresponding
content and control information is permitted by indicating a

number of permitted moves.

8. A first receiving apparatus in a distribution system, the
distribution system including a distribution server for
distributing a content via a network, a first receiving
apparatus for receiving the content via the network and
recording the content onto a distribution medium, a second
receiving apparatus for receiving the content via the
distribution medium and recording a copy of the content onto a
recording medium, and a playback apparatus for receiving the

copy of the content via the recording medium and playing back
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0 recording unit operable to generate authorization
information showing whether moving the data set to another
receiving apparatus 1is permitted, and record the content onto a
distribution medium together with corresponding usage rule
information including (1) the authorization information, and (2)

the control information included in the data set,

wherein a plurality of contents are recorded onto the
distribution medium together with corresponding usage rule
information, the usage rule information being contained in a
rule management file that 1is provided in the distribution
medium,

at least one of the plurality of content is contained in
its entirety into a single object file, and at least one of the
plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one-to-one correspondence with the object
files,

each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule

entries includes corresponding usage rule information,
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10H!10%&f§? "109%§ége1v1ng apparatus for receiving contents from a
distribution server via the network, as well as receiving
contents via a distribution medium, and recording copies of a
received content onto a recording medium,

the distribution medium storing contents and corresponding
usage rule information, and

the usage rule information including control information
controlling copying of a recorded content onto the recording
medium, and authorization information showing whether moving a
data set including a paired content and control information to
the receiving apparatus is permitted, and

the receiving apparatus comprising:

a receiving unit operable to receive the data set from the
distribution server via the network, and hold the received data
set;

a data set moving unit operable to read authorization
information from the distribution medium, and (a) move the data
set from the distribution medium to the inside of the second
receiving apparatus and (b) hold the data set, only when the
read authorization information shows that moving the data set is
permitted; and

a check-out operable to perform check-out when the data
set is held by one of the second receiving unit and the data set
moving unit, check-out performed based on the control
information in the held data set by generating a copy of the

content included in the held data set and recording the copy
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plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one-to-one correspondence with the object
files,

each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule
entries includes corresponding usage rule information,

the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.
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back the received content, and the program comprising:

a first receiving step of receiving via the network a data
set including the content and control information controlling
copying of the content onto the recording medium, and holding
the received data set; and

a recording step of generating authorization information
showing whether moving the data set to another receiving
apparatus 1is permitted, and recording the content onto a
distribution medium together with corresponding wusage rule
information including (1) the authorization information, and (2)
the control information included in the data set,

wherein a plurality of contents are recorded onto the
distribution medium together with corresponding usage rule
information, the usage rule information being contained in a
rule management file that 1is provided in the distribution
medium,

at least one of the plurality of content is contained in
its entirety into a single object file, and at least one of the
plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one-to-one correspondence with the object

files,
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object files,
the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and
each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.

11. A recording medium recording a computer-readable program
for having a computer perform processing as a receiving
apparatus for receiving contents from a distribution server via
the network, as well as receiving contents via a distribution
medium, and recording copies of a received content onto a
recording medium,

the distribution medium storing contents and corresponding
usage rule information,

the usage rule information including control information
controlling copying of a recorded content onto the recording
medium, and authorization information showing whether moving a
data set including a paired content and control information to
the receiving apparatus is permitted, and

the receiving apparatus comprising:

a receiving step of receiving the data set from the
distribution server via the network, and holding the received

data set;
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mov1ng unit, check- out performed based on the control
information in the held data set by generating a copy of the
content included in the held data set and recording the copy
onto the recording medium, the copy recorded onto the recording
medium being supplied to the playback apparatus,

wherein a plurality of contents are recorded onto the
distribution medium together with corresponding wusage rule
information, the usage rule information being contained in a
rule management file that is provided in the distribution
medium,

at least one of the plurality of content is contained in
its entirety into a single object file, and at least one of the
plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one-to-one correspondence with the object
files,

each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule

entries includes corresponding usage rule information,
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12. A receiving method applied by a first receiving apparatus
in a distribution system, the distribution system including a
distribution server for distributing a content via a network, a
first receiving apparatus for receiving the content wvia the
network and recording the content onto a distribution medium, a
second receiving apparatus for receiving the content wvia the
distribution medium and recording a copy of the content onto a
recording medium, and a playback apparatus for receiving the
copy of the content via the recording medium and playing back
the received content, and the receiving method comprising:

a first receiving step of receiving via the network a data
set including the content and control information controlling
copying of the content onto the recording medium, and holding
the received data set; and

a recording step of generating authorization information
showing whether moving the data set to another receiving
apparatus is permitted, and recording the content onto a
distribution medium together with corresponding wusage rule
information including (1) the authorization information, and (2)
the control information included in the data set,

wherein a plurality of contents are recorded onto the
distribution medium together with corresponding wusage rule
information, the usage rule information being contained in a
rule management file that is provided in the distribution

medium,
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the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.

13. A receiving method for recording a computer-readable
program for receiving contents from a distribution server via
the network, as well as receiving contents via a distribution
medium, and recording copies of a received content onto a
recording medium,

the distribution medium storing contents and corresponding

usage rule information,




" #$UR' ()*+,-./0123456789: ;
<=>?@A\BCDEFGHI JKLMNOPQRSTUVWKYZ[\ ]~ " abcdef ghi j kl mopgr st uvwxyz{|}~

Substitute Sheet
107 - 12 May 2003

the usage rule information including control information
controlling copying of a recorded content onto the recording
medium, and authorization information showing whether moving a
data set including a paired content and control information to
the receiving apparatus is permitted, and

the receiving method comprising:

a receiving step of receiving the data set from the
distribution server via the network, and holding the received
data set;

a data set moving step of <reading authorization
information from the distribution medium, and (a) moving the
data set from the distribution medium to the inside of the
second receiving apparatus, and (b) holding the data set, only
when the read authorization information shows that moving the
data set is permitted; and

a check-out step of performing check-out when the data set
is held by one of the second receiving unit and the data set
moving unit, check-out performed based on the <control
information in the held data set by generating a copy of the
content included in the held data set and recording the copy
onto the recording medium, the copy recorded onto the recording
medium being supplied to the playback apparatus,

wherein a plurality of contents are recorded onto the
distribution medium together with corresponding usage rule
information, the usage rule information being contained in a
rule management file that 1s provided in the distribution
medium,

at least one of the plurality of content is contained in
its entirety into a single object file, and at least one of the
plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one-to-one correspondence with the object

files,
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each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule
entries includes corresponding usage rule information,

the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.



