1 FRAMEWORK TO ENABLE INTEGRATION OF ANTI-SPAM
TECHNOLOGIES FIELD OF THE INVENTION [0001] This invention

relates generally to electronic messaging and, more patrticularly, relates

to filtering undesired electronic mail. BACKGROUND OF THE

INVENTION [0002] Electronic messaging, particularly electronic mail
("e-mail") carried over the Internet, is rapidly becoming not only quite
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[0005] Furthermore, while many unsolicited e-mail messages are benign, such as offers
for discount office or computer supplies, mortgage rate quotes, or invitations to attend
conferences of one type or another, others, such as pornographic, inflammatory and abusive
material, are offensive to their recipients. These unsolicited messages are known as "junk"
mail or as "spam.” The e-mail load from spam can be equivalent to the load generated
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confidence level from the anti-spam module. A tuning factor may be applied to the spam
confidence level to create a tuned spam confidence level. The highest spam confidence
level is compared to at least one threshold. If the highest spam confidence level is greater
than the threshold, an action associated with the at least one threshold is invoked.

[0010] In one embodiment, a plurality of thresholds including a top threshold is used
and the highest spam confidence level is compared to each threshold. If the highest spam
confidence level is higher than one or more of the thresholds, the action associated with the
threshold that has been exceeded that is closest to the top threshold is invoked.

[0011] The actions invoked includes dropping a connection if the highest spam
confidence level exceeds a first threshold level, returning a non-delivery message to a



confidence level exceeds a first threshold level, returning a non-delivery

message to a 3 sender if the highest spam confidence level exceeds a

second threshold level and is below the first threshold level, delivering the

message to a junk mail folder if the highest spam confidence level

exceeds a third threshold level and is below the second threshold level

and sending the highest spam confidence level to the client to allow the
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DETAILED DESCRIPTION OF THE INVENTION
[0018] Turning to the drawings, wherein like reference numerals refer to like elements,
the invention is illustrated as being implemented in a suitable computing environment.
Although not required, the invention will be described in the general context of computer-
executable instructions, such as program modules, being executed by a personal computer.
Generally, program modules include routines, programs, objects, components, data
structures, etc. that perform particular tasks or implement particular abstract data types.
Moreover, those skilled in the art will appreciate that the invention may be practiced with
other computer system configurations, including hand-held devices, multi-processor
systems, microprocessor based or programmable consumer electronics, network PCs,
minicomputers, mainframe computers, and the like. The invention may also be practiced in



distributed computing environments where tasks are performed by remote
processing devices that are linked through a communications network. In
a distributed computing environment, program modules may be located in
both local and remote memory storagg devices. [0019] FIG. 1 illustrates
an example of a suitable computing system environment 100 on which
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[0022] With reference to FIG. 1, an exemplary system for implementing the invention
includes a general purpose computing device in the form of a computer 110. Components
of computer 110 may include, but are not limited to, a processing unit 120, a system
memory 130, and a system bus 121 that couples various system components including the
system memory to the processing unit 120. The system bus 121 may be any of several
types of bus structures including a memory bus or memory controller, a peripheral bus, and
a local bus using any of a variety of bus architectures. By way of example, and not
limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro
Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards



Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video

Electronics Standards 5 Association (VESA) local bus, and Peripheral

Component Interconnect (PCI) bus also known as Mezzanine bus. [0023]

Computer 110 typically includes a variety of computer readable media.

Computer readable media can be any available media that can be
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program modules that are immediately accessible to and/or presently being operated on by
processing unit 120. By way of example, and not limitation, FIG. 1 illustrates operating
system 134, application programs 135, other program modules 136, and program data 137.
[0025] The computer 110 may also include other removable/non-removable,
volatile/nonvolatile computer storage media. By way of example only, FIG. 1 illustrates a
hard disk drive 141 that reads from or writes to non-removable, nonvolatile magnetic media,
a magnetic disk drive 151 that reads from or writes to a removable, nonvolatile magnetic
disk 152, and an optical disk drive 155 that reads from or writes to a removable, nonvolatile



hard disk drive 141 that reads from or writes to non-removable, nonvolatile
magnetic media, a magnetic disk drive 151 that reads from or writes to a
removable, nonvolatile magnetic disk 152, and an optical disk drive 155
that reads from or writes to a removable, nonvolatile 6 optical disk 156
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computer. In addition, computers such as the computing device 110 may also include other
peripheral output devices such as speakers 197 and printer 196, which may be connected
through an output peripheral interface 194 or the like.

[0027] The computer 110 may operate in a networked environment using logical
connections to one or more remote computers, such as a remote computer 180. The remote
computer 180 may be a personal computer, a server, a router, a network PC, a peer device
or other common network node, and typically includes many or all of the elements
described above relative to the computer 110, although only a memory storage device 181
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logical connections to one or more remote computers, such as a remote
computer 180. The remote computer 180 may be a personal computer, a
server, a router, a network PC, a peerdevice or other common network
node, and typically includes many or all of the elements described above
relative to the computer 110, although only a memory storage device 181
has Peenall isteatedlustrited .inMhGodicdlihm hngtad nsotepectdns BEpidtectindelSlocal

area %éﬂ%’rﬂe(léﬁlﬂsaﬂi‘% @Q/Wﬂérgr@a/h%ﬁr\ibm @/OQ\IQ)V!'?@ B PRG QY (A dther

lnCU e other networks. Such netwo%g%lenwronments

netwg,rgécoﬁrﬁﬂ ?}%8 IR PR NI AE S TR MRS R TSR e prise-wide
commtelavancs e mitetend ity tenmgsleeneXxaunpiaitthesasmpmer sy sieay 110 may

comﬁﬂ%ﬂﬁé@dﬂ%@ﬁ#&@ﬁﬁ@ﬁ@ﬁmm@i@wﬁ‘ i@rbéiﬂtﬁriﬁd?@!'élﬂ] angratadniie dbmputer
120 ) P e Ao SRRl Y B iy

eve tha source and destination machlnes ne be conné

maclal PRSHARSIG ¥t B8\F ORRBSTASANE NSV RK RERMHRIREHTBESARS bﬂrgnar@@vrﬂ@taﬁpay be
migrated iz amabiedid bepaglsvitiesirngyvinesobyaediatiaep Ridneahdyetieby the
destﬂﬁﬁﬂﬂ?‘&?o?rﬁté?%ﬁ{)mmrms [0028] When used in a LAN networking

environment, the computer 110 is.connected to the LAN 171 through a

[0028tworl it HRadki A A AN e PH AR Y 1ieReSAta tW&Rm%%%%& connected to
the lodNrbrinterayghe compuikantet ity picatigpiecilide s \&Wmodeed V2 \dHAdtheatworking

envifARRAIIROELN ‘il??mﬂgg RiSRRS ‘fﬁﬁ?an%”“@?x‘fﬂ?”m% top
estetfiia coma e e ot s AR LS S0 Bl e T hafesn a2
whlcéppadmrat@tm@dwmmnm mﬁémdm@e@tﬁdrt@rﬁhﬁémﬁ,t@rdgraﬁilrwwmeyser
inputlRicTacerebalive sththemaamiter dthapispertians iigiarboeayiRm SIEE drogram

I
mod SR AR (5198 YRR AP Sy e
remej W%H%szﬁe@&?ed%'feitﬁmw&ﬁﬁr@mﬁléoaﬂﬁ HHEdREIG. 1 '”UStfateS
rematerapphitatisnshrogramscl 83 @sisidingneh otlatonedsvdoef Bdtalbiigliihigesappreciated

that m&%'ﬁ@émé‘f%@%%%ﬁar@% él&‘@éﬁ&‘lﬁbfe?‘?n‘éﬁﬁ?of%@%%] iRt

description that foIIows he invention will'be described with reference to

COMBULISHIPLY EtY\éer’}Fb QNLEST DA% RiBR T that are performed by
[0028he orlmitneedessmiptinerhat fvdlesvin dheatadtihe il deAls sniktedivatil iegerence to

acts Hﬁ@%@@ﬁéh@é;@b@héﬁ‘@% %T(d)p@%f@ﬁ%t %'Bbrﬁ{%HtW%ﬁéQfﬁﬁﬁsrtto

om er-e ute include ulation roc
com RS WS i PR At T P b e
Operpsions: TMRGM aF 54 ISR e ERETE imasthel @@f@@pwwﬁ@tﬁdatn@&@bdhg in
mantb@laﬂem@y&trﬁyﬁtae@s@fﬁ@@momnhéarom@m mﬁ@umsugn&mmmtmg data

in a?tlrtﬁéﬁJ S’r%?ﬁ{a %%aq}ﬁu%ﬂ? "ta\’vger AERCPY9y ations in
hose skilled in t e art ata structures whe ata’Is malntame
the raRpGRASYSIAROh B OBAWEMY hde FRIigpERsieLRIerwise alters the operation of

the computer in a manner well understood by those skilled in the art. The data structures
where data is maintained are physical locations of the memory that have particular
properties defined by the format of the data. However, while the invention is being
described in the foregoing context, it is not meant to be limiting as those of skill in the art
will appreciate that various of the acts and operation described hereinafter may also be
implemented in hardware.

[0030] The Simple Mail Transfer Protocol (SMTP) with an Exchange server shall be
used to describe the invention. Exchange is an e-mail server produced by Microsoft
Corporation. SMTP is the predominant email protocol used on the Internet. While SMTP



properties defined by the format of the data. However, while the invention
is being described in the foregoing context, it is not meant to be limiting
as those of skill in the art will appreciate that various of the acts and
operation described hereinafter may gso be implemented in hardware.
[0030] The Simple Mail Transfer Protocol (SMTP) with an Exchange
server shall be used to describe the invention. Exchange is an e-mail

and BxchangeodlidedusydViineoseéhtOonmagaitieonseaWith athbet predempiosotols and

mail KR SAPP IS aT RIS A Ce I s R R AR FBEATE MIbpe

com A D L e LB e SeBe e g Mt from one
e-mgit SPYRP sushrasriixibatigmvprdhedolterzat de finethene-mab safe fortasdisedo
SMTer srpagkar @fe@@ﬁ@efigwmﬂﬁIﬁsmiirﬁm@ﬁflm@mmawas\éﬁmg an e-mail
orog ISR ORER TALARER Aesorig i, oM LB AL IEStEge g

ICally sent | INng manner mail
Cont&bﬁt@ﬁﬁaéﬁ{hmrﬁé§§a@8f£\a%@%mﬁéﬁﬁ%6gf%hﬁ BIgeR st @sﬁ@j@&@%ﬂtﬁd
as a aollectini finéoravedisibiata theensail sertgaring messages. The queue is

[003] 'Ca”PPOOg ?Wéﬁgé é‘s&‘M%ﬂé@’A ?PJ&?@EQ&%%M%PF‘F&&@ cP)

rver ange server esta es a Transmission Contro

CO”%F&E&B} Pﬁe%ﬂr%%‘tﬂ?npf&ﬁﬂ@ Hes drsHpeH RSB Shafesthide s M TP
to trashetiltise noessagelacsess the IBMMet. td iabibfé Pthrssioasseigearctiossetiténg and

recewﬁ%@@itvéﬁ@eeémpn%ﬁ§m§s@@éweﬁ@ E%%ﬂ‘é@&@ﬂ% HBEEMVRGRERRIMg host
results in the message being, transf: from a ue an the sendin

10 & R T T8 UG o BHE n b ARG P T S ok

IOFOVﬂIdéngéh@Iiﬁ@déwobtm@ﬁ@%@maﬂdr@%@%m toraeettiog Jethg message

headepialptisinessigd e6aivig Whiheessagge hﬁﬁﬂ@fﬁﬂ&ﬁ@@&%ﬂ%‘?@éﬁﬂnhg server

o108 FRERH5 (R0 577G FEPIRIEYE oG
mal 'f%ﬁvﬁsa'?ﬁéhec{ﬁélﬁ’ée'ﬁrﬁﬁ%aﬁé‘&fbfw @Eéé‘]ﬂ& EW@%&H@%&W m%ﬁa&‘h in the
malltquawj the message in the mail queue. [0032] Turning now to FIG. 2, the

TEﬁSﬁﬁ'ﬁ&ﬂQvWB%|@S'§etﬁlaesmtﬁfr§‘?§dlgfﬂ§5‘ﬁﬁﬁqn§@5vﬂé qr'@r@&%nformatlon

Mlcr soft Corporation installed o

is web server so re so
Ser%feGUé? 264, RIS ¥Eh %%H%%ﬂf? §§9 @f\MEWQi‘Eh%?@Q@%WQSta”ed on
servee20drd RO 6l 5 28R roMmnseneatey it SWblihloariereBxtbange. SEneeisL@Har SMTP

serv&@%rﬁ)ﬁﬁi%m%%fgf gﬂgésrtlﬁﬂsﬁiet@{gtt@@eﬁ fsﬁhﬁ'?g%%e' PORTHRGIRE§ A SRore
outg B e IRl e S e T R e e siptocol
200 fiaie MasHRARGAITENG iimtaReysiRt ﬂﬁélfﬂ@@@dg@can@qabxébgftqmwlszmor@he
framiéigis 212. mm%grtr%meawjym R Inc$3600e AR TRRR copfiderceter
212 & é@é‘{ﬁé‘ %% 616 %m&téﬁ%ﬁ}ﬁ%@qgﬁa ﬁ?ﬂ%@ﬂf@%%ﬁ}%at the
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message is spam and sends the confidence level to the framework 210. The framework 210

decides based on the confidence level whether it wants to invoke another filter 212, or an
action 214. The action 214 includes dropping the connection, sending the message to the
Exchange transport 216, and deleting the message. The Exchange transport 216 routes the
message. It determines if the message is to be delivered to a mailbox on server 204 or if it
needs to go via SMTP 200 to another server 206.

[0033] Turning now to FIG. 3, the filters 212 consist of various types of anti-spam
detection technologies. For example, the types of filters 212 may be a real time black hole
list module 300, a non-linear module 302, an anti-virus API 304 that anti-virus modules 306
use to communicate with the Exchange server 204, a turf list module 308, and other filters



decides based on the confidence level whether it wants to invoke another
filter 212, or an action 214. The action 214 includes dropping the
connection, sending the message to the Exchange transport 216, and
deleting the message. The Exchangegransport 216 routes the message.
It determines if the message is to be delivered to a mailbox on server 204
or if it needs to go via SMTP 200 to another server 206. [0033] Turning
310 timvuse Fidr 8yvineufidtcis detet roonesif b ofiasarigelis spees. dfarakapale, the other

f'“e@emﬁ T Ll 500, an s,
e R A S A SR S
addrﬁseommrgeé s&naypbet, of spannadaieshere 3DMedRdadneasfitonstde Bnovwndist, the
Exchﬁ@é&@ﬁl@mmﬂ@&tﬂdﬂ%&@Hmﬁeif‘;ﬂameﬁﬁ@ﬁﬁdﬂ |ﬁ@md%ﬁn@3@mm%%m§es
f J I |

conf e S S o e g S SRR Al Al
funciion, apdldBe Bkaiihat B’!&?é\ﬁﬁpﬁé%tm%a@lépéﬁké%d iﬁm@wﬁt@w@ggqg FOf
exanopldhif &fidtenist, rénernE scionfigerserisee POHodosseot@ctiephitheomhad 30Renay
scal@% HHﬁﬁ&éﬁE’éjM@e?%@&%‘?@%c&ﬁﬁ&&%&%\}@r@ﬁ@@ %%15%&5%0 a

functions such as an s-sh ;pe curve, a Bayesian UnCtIOI’]

conyflenes 'euel oL 3r4riotNB LIS @Bg%eé’i% iedfthhaa a9 g ShAf P protocol
exchergenlpioyéen filesseRde @atdithe Bxobafige sy debaset 9% Yofdheation-tivatable,

inclUBRIUR 30R0EI AT Al ‘éﬁﬂ‘fbﬁ‘%ﬁ%lﬁvﬁié@aﬂﬁ%é’g? r%(%‘ﬁ'\%riﬁg il, and

0 b led d | |
char e L e SR e e e o e RSt ent ype

and BaMéer and the Exchange server based on information available,

[oo:mcludimgetlnfam@mﬂeszmaﬁhhaﬁk@@ﬁ\mwmmﬁ%ﬁmtarmmmpmﬁ|ters
212, ‘ﬂo%aﬂ’z%é dtﬁQ? sﬂ]@ é‘f: %Eﬁiﬁ&o%gmﬁ %‘?}zﬂﬁ %%?Q%%g%g%ﬂsand takes

'me ssage | ate, su chment name

aCt'%é?ﬂé%ﬂé@'io?ﬁﬁﬁ%ﬂ%%&%ﬁfﬁ%ﬁ@m%F’@RJPWQ %W%B%W?fﬁt%% at the
edge2dfZy netimoakiZes. tihe resiliisroférealht areahativst, tevabsive %t m dronatizethternet).

Som@éﬂﬁeﬁ@&w%’i@&ne@%@& Qﬁcﬁ‘ssr@%Ela&]ﬁ&%}?‘@%'ﬁ@%@e@ f?S}chiﬁ‘M%'ﬁ?Jé’es

ed to the servers 204 at the_edge of a network (i.e. the mail servers

S“Chtﬁ%d% e RO TARERRY é‘%ﬁ%ﬂﬁ%’f%ﬁ? HESHRAIReS SERIUIAHUs, the
framagbriotagislsabedsefutly dspleyedlasdifieenaseoansbd e drafurveifie 20k can be
usedlé%ﬁ’&iy §§Jﬁh|BﬁaiQQﬁ'Wlﬂ%t%%@%ﬁ%@%%(@fﬁaﬁméﬁéﬁpﬁ dbtection

I L liC{I 0the fame}/vc?fg ! be us(g §| g}e og mterpa
'mps rv'éPs o HRREWOIR' PO Yan %”é Dl ST R AL P Tl Qe
pref%naé)wéwe@r&w@ktmhgrgmﬁ@ﬁawr@@mér@mm URGREl BO RMRE o
mecB&sisthi (U8B IBE Do) the &areatonavoreleBantRiews, fIEeRAE2. The wrapper

embB ﬁbAXa%?e%é(HE?gﬁaﬁ%tﬁﬁé r?g’%dx‘r’ﬁxés%@eﬁs&i?‘éwglf(&ﬁ?sﬁ‘ﬁe‘{ﬁ‘éﬁ%lr&her
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mes%pgﬁgmtfm§@q@aﬁw§tm§aglng determining harassment messages, etc. In
either case, the framework is delivered as a library that is linked into the anti-spam
technology at build or run time.
[0036] The architecture of the SMTP stack 200 in Exchange is such that events are fired
by (i.e., sourced from) the stack 200 to event sinks, which are typically implemented as
COM objects. When a new anti-spam technology is deployed, it implements a COM object
which registers with the protocol event system at install time. The registration code is
delivered by the framework 210. Installation of the framework 210 includes installing the
software on the server in question, registering the event sink, enabling or disabling
particular techniques for the particular server via a system administrator console, and



embodiment enables anti-spam filters 212 developed for email to also be

used for other messaging solutions, such as Instant Messaging,

determining harassment messages, etc. In either case, the framework is

delivered as a library that is linked intg the anti-spam technology at build

or run time. [0036] The architecture of the SMTP stack 200 in Exchange is
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210 also provides a lookup of recipient addresses in the message that the filter 212 may use
as part of its evaluation of a piece of mail as spam.

[0039] Upon completion of its evaluation, the filter 212 passes back to the framework
210, either by return value or reference (or by calling into the framework library), an
evaluation of the confidence that the solution has that the particular mail message is spam
(step 408). The framework 210 typically expects an answer in the range of 0-100%, where
0% represents clearly not spam, and 100% represents clearly spam. In one embodiment, the
percentage is indicated as a number between 0 and 1000. To accommodate the various anti-
spam technologies 300-310 that use different measures, the framework 210 provides a



When implemented as a library, the information will only be available if

specifically requested by the anti-spam filter 212. Regardless of the form

of the framework (i.e., wrapper or library), utility functions such as

cracking the message content are invgked passively by the anti-spam

filter to reduce CPU load. In one embodiment, the framework 210 also

provides a lookup of recipient addresses in the message that the filter 212
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[0042] The summary of scaled spam confidence levels is compared to the top threshold
set by the administrator (step 414). If the summary of spam confidence levels exceeds the
top threshold, the action configured for the top threshold is taken (step 416). If the
summary of spam confidence levels does not exceed the top threshold level and if there are
more filters 212 that can be used to evaluate the message (step 418), steps 404 to 416 are
repeated until either the top threshold has been exceeded or the end of the message has been



lower (e.g., 30-35%). [0041] The framework 210 provides the

administrator with the ability to set several thresholds enabling the
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with respect to the drawing figures is meant to be illustrative only and should not be taken
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following claims and equivalents thereof.



the summary of spam confidence levels of that message stored onitin a
well-known property. A delivery agent processing the message may
choose to evaluate this property as part of its own logic. A client viewing
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messages in ascending or descending order of the summary of spam
confidence levels, as an aid to identifying those messages that may have
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2. The method of claim 1 further comprising the step of applying a tuning

facor to af jRanRbMe sPamAONifenseMRYSiimEeRtad (achPnedattesham
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the at least one tuned spam confidence level and the spam confidence
levels thatrhasridirdgioingdinetoerdiadhe normalized range is 0 to 9.
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6. The method of claim 1 further comprising the step of adding the spam
confidence level to the message.

7. The method of claim 1 wherein the at least one threshold comprises a
plurality of thresholds including a top threshold and a bottom threshold, the method further
comprising the steps of:

comparing the highest spam confidence level to each of the plurality of thresholds;

determining if the highest spam confidence level is higher than at least one of the
plurality of thresholds;

if the highest spam confidence level is higher than at least one of the plurality of



3. The method of claim 2 wherein the step of applying a tuning factor
comprising tuning the at least one spam confidence level by a user's
confidence level in the anti-spam module associated with the at least one
spam confidence level. 4. The methogof claim 1 further comprising the
step of scaling each spam confidence level to a normalized range. 5. The
method of claim 4 wherein the normalized range is 0 to 9. 6. The method
threshiobdisim 1 further comprising the step of adding the spam confidence level
10 INadMRIRTAY K BERRGHNRESPbREANTHe WG ERIY BiatRbipBRIA8 @losest to the
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first threshold is a ninety nine percent spam confidence level, the second
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] metho
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the third threshold level is a forty percent spam confidence level.
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11. The method of claim 9 further comprising the step of logging the action
taken with the message.

12. A computer-readable medium having computer executable instructions for
determining if a message is spam in a system having a plurality of anti-spam modules, the
instructions comprising the steps of:

receiving a spam confidence level from each of a plurality of the plurality of anti-
spam modules;

determining a highest spam confidence level;

comparing the highest spam confidence level to at least one threshold; and

invoking an action associated with the at least one threshold if the highest spam
confidence level is greater than the at least one threshold.

13. The computer-readable medium of claim 12 having further computer-



taken with the message. 12. A computer-readable medium having

computer executable instructions for determining if a message is spam in

a system having a plurality of anti-spam modules, the instructions

comprising the steps of: receiving a m confidence level from each of a

plurality of the plurality of anti- spam modules; determining a highest spam

confidence level; comparing the highest spam confidence level to at least
execated ki resthadt pas1tbripedkimg enthe stap asapplaied avitnittgefattirastabheast one
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determining the highest of the at least one tuned spam confidence level
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a user's confidence level in the anti-spam module associate the at
levelgast one spam confidence level. 15. The computer-readable medium of
claim 12 having further computer- executable instructions for performing
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norngdiagiteRgexecutable instructions for performing the step of adding the
spam confidence level to the message. 18. The computer-readable

oty of eSO G e L T Lo R BF Rz ange s
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message.

18. The computer-readable medium of claim 12 wherein the at least one
threshold comprises a plurality of thresholds including a top threshold and a bottom
threshold, the computer-readable medium having further computer-executable instructions
for performing the steps of:

comparing the highest spam confidence level to each of the plurality of thresholds;

determining if the highest spam confidence level is higher than at least one of the
plurality of thresholds;

if the highest spam confidence level is higher than at least one of the plurality of
thresholds:

determining which of the at least one of the plurality of thresholds is closest to the
top threshold; and

invoking the action associated with the at least one of the plurality of thresholds that
is closest to the top threshold.



plurality of thresholds; if the highest spam confidence level is higher than

at least one of the plurality of thresholds: determining which of the at least

one of the plurality of thresholds is closest to the top threshold; and

invoking the action associated with thg,at least one of the plurality of
thresholds that is closest to the top threshold. 17 19. The

computer-readable medium of claim 12 wherein the step of invoking the
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12 having further computer executable instructions for performing the

Step,CoMBRIRg H R AR RGBS AR b I RVIGSRABRr computer-
executable instructions for performing the steps of logging the action taken with the
message.

23.  The computer-readable medium of claim 12 having further computer-
executable instructions for performing the steps of invoking the plurality of the plurality of
anti-spam modules.

24. The computer-readable medium of claim 23 wherein the step of invoking the
plurality of the plurality of anti-spam modules includes the step of providing a list of
recipient addresses in the message.

25.  The computer-readable medium of claim 12 having further computer
executable instructions for performing the step comprising cracking an encoded content of
the message.





