METHOD AND SYSTEM FOR TRANSMITTING ELECTRONIC VALUE
INFORMATION CROSS REFERENCES TO RELATED APPLICATIONS
The present invention contains subject matter related to Japanese Patent
Application JP 2004-342368 filed in the Japanese Patent Office on
November 26, 2004, the entire contents of which are incorporated herein
by reference. BACKGROUND OF THE INVENTION 1. Field of the
Invention The present. invention relates to a method and system for
transmitting electronic value information, in which value information called
an electronic value is transmitted and received using a noncontact (or
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of reading data from and witing data Kyto the memory in a noncontact
manner or using an electronic system provided with the IC card. 2.
Description of the Related Art It is commonly practiced to conduct
identification of a_user authenticationé)rocessing, etc., at the time of
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Japanese Patent Office on November 26, 2004, the entire

contents of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present. invention relates to a method and system
for transmitting electronic value information, in which
value information called an electronic value is transmitted
and received using a noncontact {or contact) IC card having
a memory function for holding data and capable of reading
data from and writing data into the memory in a noncontact,
manner or using an electronic system provided with the IC
card.
2. Description of the Related Art

It is commonly practiced to conduct identification of a
user, authentidation processing, etc., a£ the time of using
a specific service using a personal identification nuﬁber or
a péssword. For example, when a user uses a césh cérd or a

credit card at a financial institution, such as a bank, the



etc. If confirmation is made that the user has entered a correct personal
identification number or a correct password, the user is allowed to
perform a financial transaction such as money transfer, payment, money
receipt, etc. A storage medium, such as a magnetic stripe, etc., disposed
on a cash card, etc., has a small storage capacity, and is provided with
only a storage area for an exclusive use for that bank. Also, the
above-described personal information such as a personal identification
number, a password, etc., can be accessed if the storage medium, such
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cards include contact IC cards having an electrical contact and
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transmission. In the case of a noncontact IC card, an IC card
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electromagnetic inductive coupling.
disposed on a cash card, etc., has a small storage capacity,
and is provided with only a storage area for an exclusive
use for that bank. Also, the above-described persocnal
information such as a personal identification number, a
password, etc., can be accessed if the storage medium, such
as a magnetic stripe, etc., can be read out. It is
fherefore hard to say that the protection against forgery
and unauthorized use has been sufficiently provided.

Accordingly, in recent years, cards (in the following,

called IC cards), in which an IC chip accommodating a larger
amount of information than a magnetic stripe disposed on a
cash card or a credit card is embedded, have appeared in
_order to protect forgery, ete. IC cards include contact IC
gérds having an electrical contact and noncentact IC cards
- capable of reading and writing data through radio
transmission,

In the case of a nconcontact IC card, an IC card

reader/write:, which reads and writes information from and



Such an IC card reader/writer is installed, for example, at a shop, on a
cash dispenser, at a gateway of a concert hall, at a ticket gate of a
station, etc. With such an IC card, personal identification or authentication
processing is performed between the IC card and the IC card
reader/writer by user's input of a personal identification number into the
IC card reader and matching the input personal identification number and
the personal identification number stored in the IC card. If the personal
identification or authentication processing has been successful, for

to PIAMBIE. iLhecomes possile tq yge an applicglian;stareddnyibe IC card.
Applications held in an IC card include value information, which is
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electronic ticket, a prepaid voucher, etc. In recent years, an IC card
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Assistant), a mobile phone, etc., or an electroniC system having a main

at anitto-wdichyand Coghip is emldeddedkare, being provided. In this manner,
an information processing terminal to which an IC card reader/writer can
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application services using an IC card (IC chip). For example, it is
and the IC card reader/writer by user's input of a personal
identification number into the IC card reader and matching
the input personal identificatiocon number and the personal
identification number stored in the IC card. If the
personal identification or authentication processing has
been successful, for example, it beccmes possible to use an
application stored in the IC card. Applications held in an
IC card include value information, which is so-called an
electronic value, for example, electronic money, an
electronic ticket, a prepaid voucher, etc.

In recent years, an IC card reader/writer capable of
being connected to an information processing terminal such
as a personal computer, a PDA {Personal Digital Assistant),
a mobile phone, etc., or an electronic system having a main
unit to which an IC chip is embedded are being provided. 1In
this manner, an information processing terminal to which an

IC card reader/writer can be connected, or an information

processing terminal containing an IC chip capable of contact



possible to perform user interaction on an IC card by an information
processing terminal using an input part such as a keyboard on the
information processing terminal and a user interface such as a display
unit, etc. Also, if an IC card is connected to a mobile phone, it is possible
to exchange information stored in the IC card through a telephone
communication network. For example, it is possible to perform electronic
settlement for electronic money stored in an IC card, an electronic ticket,
a prepaid voucher, etc., electronic value processing such as settlement

or R¥%AREePRId-cardivpe and the ather varioys services from an: ; - ¢ion

information processing terminal possessed by a user. Howeéver, an
serglectronic sysieanslich asrah infarmatign professingdemiaal tontasning
an IC chip capable of storing, an electronic value is sometimes subjected
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contents stored in the IC chip directly to an1C chip of a new device after
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information stored in the IC card through a telephone

communication network.

For example, it is possible to perform electronic
settlement for electronic money stored in an IC card, an
electronic ticket, a prepaid voucher, etc., electronic value
processing such as settlement by a prepaid-card type, and
the other various services from an information processing
terminal possessed by a user.

However, an electronic system such as an information
processing terminal containing an IC chip capable of storing
an electronic value is sometimes subjected to a model change
by a machine failure, replacement for a high-performance
model, etc. In this case, it is necessary to transfer the
contents stored in the IC chip directly to an IC chip of a
new device after the replacement sc that the content (an
electronic value) is transferred exactly. Thus, the

electronic value and the personal information should not be

exposed and should not be left in ancther terminal.



and a risk of an electronic value being replicated illegally and altered by a
communication trouble or a machine failure. For example, when an
information processing terminal containing an IC chip is a mobile phone,
if an electronic value can be transmitted and received between terminals,
a communication company is often different from a service provider
which provides an electronic value such as electronic money, an
electronic ticket, etc. Accordingly, a communication company does not
have key information and a logic which are necessary for accessing an

electronjc yakie, @nd:thusmthere are adot gf inconvepiencesdor processing
the electronic value. Also, if a communication company undertakes to
tragpaasier af -clébrasicialae beakeed the stermirrals ethecdoraimiumicatiors ,
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2%t lddtforic FAluSs BRETAY fdiatiorn AIBE, forRetViRéPlovitiefga Ly
andPEOMding £lestronic yates: dis Not preferable 19, disclpsekey infermatian
and a logic, which become the basis of the services, to a communication
cohfpansx Arethniguesior ecurdly transtermringrarelectonic eratde slich

con slerllel%roni%n} %an electroni%ti ket, %tc. held in an IC card or an IC
ChRip 18 HsA0sed (for ERamnls, RS J2PaREse Undthrihed PafehT

valApplcationePublication: « &1 NG 2002141429 dn fhis technigues thereare
provided a value-information service apparatus for securely maintaining
communication company is often different from a service

provider which provides an electronic value such as
electronic money, an electronic ticket, etc. Accordingly, a
communication company does not have key informaticn and a
logic which are necessary for accessing an electronic value,
and thus there are a lot of inconveniences for processing
the electronic value. Also, if a communication company
undertakes to transfer an electronic value between the
terminals, the communication company providing electronic
value services assumes the responsibility for electronic
values and key information. Also, for service providers
providing electronic values, it is not preferable to
disclose key information and a logic, which become the basis
.of the services, to a communication company.

A technique for securely transferring an electronic
value such.as electronic money, an electronic ticket, etc.
held in an IC card or an IC chip is disclosed (for example,

refer to Japanese Unexamined Patent Application Publication



value information itself to be transferred, a key for accessing this value
information, and the logic thereof; and a value-information transfer
service apparatus for relaying the upload of value information stored in
the information recording medium of the transfer source to the value-
information service apparatus and the download of value information from
the value-information service apparatus to a information recording
medium of a transfer destination. SUMMARY OF THE INVENTION
Incidentally, when an IC chip storing value information is contained in a

No .eleghonia system sugh, agia Moblehones, etondt-a medelofihe system

is changed for some reason, it is necessary to transfer the value
valipformdtiamathéopesonal rfoapption tot. fstorettimthe IC chipyetiveiery
eIectroPic I%\ésttems, that is to say, between the IC chips. User's personal
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information service apparatus and the download of value

information from the value-information service apparatus to

a information recording medium of a transfer destination.

SUMMARY OF THE INVENTION

Incidentally, when an IC chip storing value information
is contained in a electronic system such as a mobile phone,
etc., if a model of the system is changed for some reason,
it is necessary to transfer the value information, the
personal information, etc., stored in the IC chip between
électronic systems, that is to say, between the IC chips.
User's personal information and an electrenic value such as
electronic money and an electronic ticket, etc., are
~necessary to be transferred exactly in the same manner
between the systems or between a host providing an
electronic value service and a terminal connected to the
host while keeping secret.

In a card or an electronic system which contains an IC



recipient, there is a risk of allowing to make copies to a plurality of
recipients, to make alterations, etc. Also, if a problem occurs at
communication time, there is a possibility of losing the electronic value
itself. In the technique disclosed in the above-described patent document,
a terminal receiving electronic value service is enabled to securely hold
value information itself to be transferred, a key for accessing the value
information, and the logic thereof. Moreover, the data transfer system is
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uploading the value information to the value-information service
eleapparatusvand evatife infermatida fram thémalue-irdoinmatior$etvicehe
apparatus to the information recording medium of the transmission
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problem remains, because value information passes through a third
a pappacatuscAccerdinglypembotirreints of thespreseatinvention provide a
method and system for transmittin% - 7 electronic value information, which
fr
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patent document, a terminal receiving electronic value
service 1s enabled to securely hold value information itself
to be transferred, a key for accessing the valus information,
and the logic therecf. Moreover, the data transfer system
is provided with an apparatus'which relays value information
stored in the information recording medium of the
transmission socurce terminal when uploading the value
information to the value-information service apparatus and
value information from the value-information service
apparatus to the information recording medium of the
transmission destination terminal when downlcading the value
information to the value-information service apparatus.
However, the above-described problem remains, because value
information passes through a third apparatus.

Accordingly, embodiments of the present invention

provide a method and system for transmitting



there is provided a method of transmitting electronic value information for
transferring electronic value information between terminals, the method
comprising the steps of: authenticating each other between a
transmission source terminal being a transmission source of the
electronic value information and a transmission destination terminal being
a transmission destination using common authentication information;
sharing authentication for sharing common information obtained by the

eLedtiRenlcalionheeenhe. fransission sotice lendinal and (g,
transmission destination terminal; encrypting data including the
t raedeironi€ valuesinformation labeitremsmittethbtiom:the transpission
. source terminal to the authenticated transmission destination terminal;
w1 thaH&feffidd value' information for transmitting the electronic value

irﬂege%@jﬁzﬁ?een{:&%teeﬂ%kaeﬁgw epsrypting fo the  tr %{ﬁ%i%g%n,

destination terminal when the transmission source terminal and the
therransmission dedtiratiat terthindl are neadgrized witheeachvatherda the
step of authenticating; tempora:ﬁi%/tinvalidating the electronic value
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transmission source terminal when the transmission destination terminal
autheomptetes nrpceptibnadfithe dlectreric walue informatanndeletinge
terminal bkeing a transmission source of the electronic value
information and a transmission destination terminal being a
transmission destination using common authentication
information; sharing authentication for sharing common
information cbtained by the authenticaticn between the
transmission scource terminal and the transmission
destination terminal; encrypting data including the
electronic value information to be transmitted from the
transmission source terminal to the authenticated
transmission destination terminal; transferring value’
information for transmittfing the electronic value
information encrypted in the step of encrypting to the
transmission destination terminal when the transmission
source terminal and the transmission destination terminal
are recognized with each other in the step of
authenticating; temporarily invalidating the electronic

value information left in the transmission source terminal;



value information for deleting the invalidated electronic value information
left in the transmission source terminal when the transmission source
terminal receives the reception confirmation; transmitting validation
information to the transmission destination terminal after the deletion of
the electronic value information in order to validate the electronic value
information; and validating value information for receiving the validation
information and validating the electronic value information by the
transmission destination terminal. Here, the step of encrypting preferably

encrypts all the, data ransroitied and teqeived bepugen the yansmission

source terminal ahd the transmission destination termina using the
red@amien infermatiei sharechinthe stepwisbagngnadthenticatierrAlsal

the step of deleting value information preferably deletes electronic value
wheRforRfatibFa e i tH traASHTSIIGT S80rdeetataiingl betor fiefansfer

redILall g infpymalion related 1o the slectiopic yalue, infornaton, Thus,
t Ee) protection effect Oef the erfectronlc value information’is mcreasea. Also,

valodhe methaskabirarsmitting elacionie yaluera 19 dafosmaion@ceending to
an embodiment of the present invention, the method may further include
valng step Yrrenrdpting Value iffBImAFeR B Sfciypting e I detrghiea 1

wheYRIWEINTPPTRIRDUSInG the AUINEeNticAHONINTOMAIOY. & the reception
confirmation; transmitting validation information to the
transmission destination terminal after the deletion of the
electronic value information in order tc validate the
electronic value informaticn; and validating value
information for receiving the validation information and
validating the electronic value information by the
transmission destination terminal.

Here, the step of encrypting preferably encrypts all
the data transmitted and received between the transmission
source terminal and the transmission destination terminal
using the common information shared in the step of sharing
authentication. Also, the step of deleting value
information preferably deletes electronic value information
left in the transmission source terminal before the transfer
and all the information related to the electronic value
information. Thus, the protection effect of the electronic
value information is increased.

Also, in the method of transmitting electronic value



wherein electronic value information encrypted in the step of encrypting
value information is transmitted to the transmission destination terminal in
the step of transferring value information. Also, a common key
determined between electronic-value- information transfer terminals may
be used as the authentication information, and all the data transmitted
and received in the step of authenticating may be encrypted by the

inf&ammankey. Fyrthermarg, inthe.sisp,of githenticating, (e ransmission

source terminal and the transmission destination terminal may
inveauthenticateawitlr eacH other dsinghapredeferminead publie keyfunique
information provided for the transmission source terminal being a

enc S sish-85urce’ ahtHacH tetMin &0t tHE tramsntiSSioR drstination
valderminals.andhen the fransmission.saurce terminal may, generate a

session key, and the generated session key may be used as
wheraithentieatioromformatior® Alsdpintheimethod-of/transmitting lede ctremic
value information according to an embodiment of the present_invention,

of SRIRERtEH6f BRlsthgVHIGE TRformALioR, thet ivalitiatél ERctiohic value
trariBiormation lefidn he [yansmission, seurce tgrminal.and,all the information

related to the electronic value - 10 information may be deleted, and then
trarip fhe stey of atamsmittingvatidation information, validation information

Also, a common key determined between electronic-value-
information transfer terminals may be used as the
authentication information, and all the data transmitted and
received in the step of authenticating may be encrypted by
the common key. Furthermore, in the step of authenticating,
the transmission source terminal and the transmission
destination terminal may authenticate with each other using
a predetermined public key, unigque information provided for
the transmission source terminal being a transmission sourcé
and each terminal of the transmission destination terminals,
and then the transmission source terminal may generate a
session key, and the generated session key may be used as
authentication information.

Also, in the method of transmitting electronic value
information according to an embodiment of the present
invention, in the step of deleting value information, the
invalidated electronic value information left in the

transmission source terminal and all the information related

to the electronic value
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for validating the electronic value information may be transmitted to the
transmission destination terminal. Also, in the method of transmitting
electronic value information according to an embodiment of the present
invention, the method further includes the step of determining disruption
for determining communication disruption between the transmission
source terminal and the transmission destination terminal, wherein the
transmission source terminal and the transmission destination terminal

inf%@ﬁ%ﬂe‘ﬁ%ﬂ#ﬁnﬁ?ﬁhﬁm%ﬁ,té“*@@uﬁ{%r Htﬁc@ﬁrﬁj’ Veich
+ raPiQeesSIn S&%qq&e@%%ceﬁ%m&tg@%%ﬁ%@y@- Information are , |

transmitted and received with each other’in the step:sL,Oor% authenticating,
for transferingrplue dnfoimationn andvransmitting reception eerfinsation,
and completion notification indicating completion of the steps of

trangpiéhechtity, HamstarmtVaigd Sronpakion2 aAanrargmitiAg reception

fi ion | it lved, in th f determini
e & eaaies et e Septdsmne

disruption, when one of the termin
inf dietification: ecdetetminaiion:is madedhateempiunicatigbetween the
terminals is disrupted and a step, indicated by the counter, of which the

invesgmpletion ot alieA hasailed t6 bl Fecsvéd befivesn e terminals
dete%‘éﬂﬁ%rﬁge &D%@I%W%%%“ adtBlEpeRted Alsg,according to a
second aspect of the present
disruption between the transmission source terminal and the
transmission destination terminal, wherein the transmission
source terminal and the transmission destination terminal
are provided with unigue information, a counter indicating
which processing stage the processing is in and the uniqgue
information are transmitted and received with each cother in
the steps of authenticating, transferring value information,
and transmitting reception confirmation, and completion
notification indicating completion of the steps of
authenticating, transferring value infermation, and
transmitting reception confirmation is transmitted and
received, in the step of determining disruption, when one of
the terminals fails to receive the completion notification,
a determination is made that communication between the
terminals is disrupted and a step, indicated by the counter,

of which the completion notification has failed to be

received between the terminals having the unigue information
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invention, there is provided a method of transmitting electronic value
information for transferring electronic value information between
terminals, the method comprising the steps of: authenticating each other
between a transmission source terminal being a transmission source of
the electronic value information and a transmission destination terminal

~ being a transmission destination using common authentication

1S ¥RRPAiEton; sharing authentication for sharing common information
obtained by the authentication between the transmission source terminal
and the transmission destination terminal; dividing the electronic value
iftofRatiGT FRd HaHENR sPNGRTS RadifgeRb rMéaming & 8rkelronic value

invdRlOmRNon; LROStaITng. value nfomation ok Fansimiting. ane,

transmission unit generated in the step of dividing the e ectron% value

elednfosmationavhen the terminatsarestecognizetkbwith repchl otherdn the step
of authenticating; transmitting reception confirmation for returning

valuRcephioreahfitatich ts e “rarsirssion SofrcBIeRhfhat W the'd
the UANgMission desfination ferminal regeives, the frapgrissian unit; deleting

unit information for deleting the one transmission unit left in the
trartearismpissiorssouree tesmiralaiher they ttansmissionssaurcesterminralo £
receives the reception - 12 confirmation; wherein when the transmission
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destination terminal being a transmission destination using
common authentication information; sharing authentication
for sharing common information obtained by the
authentication between the transmission source terminal and
the transmission destination terminal; dividing the
electronic value informaticn into transmission units having
no meaning as electronic value information; transferring
value information for transmitting one transmission unit
generated in the step of dividing the electronic value
information when the terminals are recognized with each
other in the step of authenticating; transmitting reception
confirmation for returning receptiocn confirmation to the
transmission scurce terminal when the transmission
destination terminal receives the transmission unit;
deleting unit information for deleting the one transmission
unit left in the transmission source terminal when the

transmission source terminal receives the reception
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unit subsequent to the one transmission unit is transmitted, when the
transmission destination terminal receives the next transmission unit, a
next transmission unit left in the transmission source terminal is deleted,
and when the transmission units of the electronic value information are
completely transferred, the electronic value information is reconstructed.
Thus, electronic value information is reliably transferred from the
transmission source terminal to the transmission destination terminal, and
illegal replication of the electronic value information and loss of the

cor@eeiaricoralugiaformationeare areventeds At dRisdime othestepininal
transferring value information for transmitting the transmission units

recgivitkel i the stegrofidividiog fervichonic valuexinférmaation s tha
Ltransmission destinati%neterminal in sequence, the step, of transmitting

unib SRRERESHrmation. ndthe St SF ety thit infofmatishshciuded”
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disruption between the transmission source terminal and the transmission
tragestirstiorntenmirtal, theransmhissiomsearicentermitiallatt: the the
tragg%missj&i}%n deg'[riréati%rle tenqmiggl are %rgfédteed Witg gn‘lﬂ uaeniné%rmation to

E4CH términar; the s?ep of 13 ransferring Vaflle MSrmiAGh 53R the step
tragkifagsTdinaneception eenfismadiondransmik and receivera eounterfar
completely transferred, the electronic value information is
reconstructed.

Thus, electronic vailue information is reliably
transferred from the transmission source terminal to the
transmission destination terminal, and illegal replication
of the electronic value information and loss of the
electronic value infeormation are prevented.

At this time, the step of transferring wvalue
information for transmitting the transmission units divided
in the step of dividing the electreonic value information to
the transmission destination terminal in sequence, the step
of transmitting reception confirmatiocn, and the step cof
deleting unit information include the step of determining
~disruption for determining communication disruption between
the transmission source terminal and the transmission
destination terminal, the transmission source terminal and

the transmission destination terminal are provided with

unique information to each terminal, the step of



distinguishing a transmission unit and unique information of the terminal
with each other, and the transmission destination terminal transmits
completion notification indicating completion of the reception of each
transmission unit to the transmission source terminal. When the
transmission source terminal fails to receive the completion notification in
the step of transferring value information and the step of transmitting
reception confirmation, the step of determining disruption determines an
tra@%ﬁ@ﬁl@h@@ ofaéommtiFieation bitruption Betwebarthe fetmads)idrid e

«oSken of tran errl atrantsmlssmntunltC{ndlcated byacounter Pvmg
‘ C?ﬁe %:%?np gtion Totification Tailed to b8 fecéived 1S re%e%l?éld1 Eljéo

disaceerdisgitaa third-aspectfithe presentdnvention.dhereris-provided g+
method of transmitting electronic value information for transferring
the elegtrdmie lvallglinforatatiorhisetweasittekrinals atanaesiod comprising

the s,tteps of: authenticaglngneachtother b ween a traEn ISSIOH source

des“férnrﬁlna Belng anransmlssmn source O e ej1ecr:ltro va]lug |r?f8rmat|on

ind Begka Hanspussien laﬁswtmt%a&@@&@ﬂg atransmission destiration
using common authentication information; sharing authentication for

unishading corimonsiicriiatioreobianted bythaall4 aliisentidation between
the transmission source termlrlalfamd1 th% transmission %estinatioP .
alls the completion
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notification in the step of transferring value information
and the step of transmitting reception confirmation, the
step of determining disruption determines an occurrence of
communication disrupticn between the terminals, and the step
of transferring a transmission unit, indicated by a counter,
having the completion notification failed to be received is
repeated.

Also, according to a third aspect of the present
invention, there is provided a method of transmitting
electronic value information for transferring electronic
value information between terminals, the method comprising
the steps of: authenticating each other between a
transmission source terminal being a transmission source of
the electreonic value information and a transmission
destination terminal being a transmission destination using

common authentication information; sharing authentication

for sharing common information obtained by the

- 14 -



number; encrypting value information for encrypting the electronic value
information using the random number generated in the step of generating
a random number when the terminals are recognized with each other in
the step of authenticating; encrypting data including the electronic value
information to be transmitted from the transmission source terminal to the
authenticated transmission destination terminal; transferring value
information for transmitting the electronic value information encrypted in
the step of encrypting when the transmission source terminal and the

autHansnissiondestinataen temminalaresrecognized with-gaeh piherin they
step of authenticating; invalidating for temporarily invalidating or deleting

thethergleswronict valuinfomation efeirmthesttansmissigr-dogrce tesmikval;
nu m%}ansmitting re;c:ggtiogr gjc_)nfirmation for returning reception confirmation to

E traRemIsS A JPure Bt iR AIHRER 178 trERsRlssTor Ba8fhadtth
eleterminalcompletes secaption ohthes elestionic valuednformation;

transmitting the random number to the transmission destination terminal
gengftetedmpietidre of invalidatingrtheseleogonicnaideinformaton fefein thee

terg%qg issign source }F?eraigal intt}t]e sétgg o{; irillvalidatin(?' decrypting_the
encryp?eﬁi electronic vafue information usm% tie ran 5}% R ef? and

autHeleting-valug infosmalion ey - 45+ delatingdheiqvalidatad elactigpic value
information left in the transmission source terminal when the transmission
value information to be transmitted from the transmission
source terminal to the authenticated transmission
destination terminal; transferring value information for
transmitting the electronic value information encrypted in
the step of encrypting when the transmission source terminal
and the transmission destination terminal are recognized
with each other in the step of authenticating; invalidating
for temporarily invalidating or deleting the electronic
value information left in the transmission source terminal;
transmitting reception confirmation for returning reception
confirmation %o the transmission source terminal when the
transmission destination terminal completes reception of the
electreonic value information; transmitting the random number
to the transmission destination terminal after completion of
invalidating the electronic value information left in the
transmission source terminal in the step of invalidating;

decrypting the encrypted electronic value information using

the random number; and deleting wvalue information for



destination terminal decrypts the electronic value information. Thus,
electronic value information is reliably transferred from the transmission
source terminal to the transmission destination terminal, and illegal
replication of the electronic value information and loss of the electronic
value information are prevented. Furthermore, according to a fourth
delegspert ofthe prekedeiveéntibactheredis previdediantelsctronicvalett
formation transmission system for transferring electronic value

o .
0 ?H%rﬁfa%%éﬁfe%ﬁ fePiiTls R arin a trARSmidSor *$otifde térmal to

desth& adraRSMIssipN-spurge of Jhe seleclropic.valug informatign includes
transmission- destination terminal authentication means for performing

infonowalanthentication with a transmission destination terminal being a
transmission destination of the electronic value information using

cOTOn ALRTeTteation Aot matione Frandmission afid 18eiving means
¢ rarfOF UBRSTItING {her, glectionic, yalue nformation ta.the transmissian,

destination terminal when the transmission-destination terminal
trarguthesticatiol® rtears-aothenticatesithe tradsmissior Idestinhtioatand:for
receivin%reception confirmation for the encrypted electronic value

oF GRforfiatiort tAvalidaiion fnedns 87 temporaily Tivalidating He electronic
elec@iug;information jeftindhe;transmission seurceterminal after

transmission of the electronic value
Furthermore, accerding to a fourth aspect of the

present invention, there is provided an electronic value-
informaticon transmission system for transferring electronic
value information between terminals, wherein a transmission
source terminal to be a transmission source of the
electronic value information includes transmission-
destination terminal authentication means for performing
mutual suthentication with a transmission destination
terminal being a transmission destination of the electronic
value information using common authentication information;
transmission and receiving means for transmitting the
electronic value information to the transmission
destination terminal when the transmission-destination
terminal authentication means authenticates the transmission
destination and for receiving reception confirmation for the
encrypted electronic value information; invalidation means
for temporarily invalidating the electronic value
information left in the transmission source terminal after

transmission of the electronic wvalue

- 16 -



16 information; value-information deleting means for deleting the
invalidated electronic value information and all the information related to
the electronic value information when the reception confirmation of the
electronic value information is received; and information-validation control
means for the transmission destination terminal generating validation
information in order to validate the electronic validation information after
deleting the electronic value information. Also, in the electronic
value-information transmission system for transferring electronic value

infibfermation wWith: the-trarsmission destination terminak the fransmission
destination terminal includes transmission-source terminal authenticating

thembarlfbf attwkritatng theé aranshyissiont someeiterminal usidg the

. _authentication jnformation with the transmission_source terminal;

o S Eon g e S0 ARG byt BB e

thevaldedploraratiosn rapsmitied from the transpiissign sopkge derminal and
for transmitting reception confirmation for receiving the electronic value

infp¥aeidion iotheransmibsiemaoirde terhial -dechypetg valueontrol
information means for decrypting the encrypted electronic value
Mo o i e AT IO AT rdtion® BRAALICARAG VAl
validatnation nheans tabvalidatingthe decryptedselectrenic walidatiopn ¢

information based on the validation information.
validation information after deleting the electronic value
information.

Alsc, in the electronic value-information transmission
system for transferring electronic value information with
the transmission destination terminal, the transmission
destination terminal includes transmission-source terminal
authenticating means for authenticating the transmission
source terminal using the authentication information with
the transmission source terminal; transmission and receiving
means for receiving encrypted electronic value information
transmitted from the transmission source terminal and for
transmitting reception confirmation for receiving the
electronic value information to the transmission source
terminal; decrypting value information means for decrypting
the encrypted electronic value information using the
authentication information; and validating value information

means for validating the decrypted electrenic validation

infotmation based on the wvalidaticn information.



- 17 Thus, electronic value information is reliably transferred from the
transmission source terminal to the transmission destination terminal, and
illegal replication of the electronic value information and loss of the
electronic value information are prevented. Also, according to a fifth
aspect of the present invention, there is provided an electronic

vaf%%%-énf% éati Qoggnsyi sion\%slﬁ tem f%r,transferrin electronic value
information ectween fermi éﬁ%, rein A traAsmissT de terminal to

tralgr Fansmission:soures of the sledronic.yalue informatian includes
transmission- destination terminal authentication means for performing
trapgqibab a0thericationhiith atttamsmisSiorpadstingtiors termipal beinigpa

of fransmission destlngélfn of the electronic valgoer nforma(%on using

S rONLG Ue inrormat1lon @ . T F
common auTﬁeﬁtlcatlon Information; va ueﬁﬁ a%%no Vﬁiﬁ)ﬁag means for

eleditdingdhe-eleestronic Malie informatiqn -inta trangmission units having no
meaning as electronic value information when the transmission-
destination terminal authentication means authenticates the transmission

dektifation tEhmaR drdifsriisSiontand Yeeeivif nidkh P firsmitting
invaiuded e'%@%é%’?écyé'%%@@é@&“é’ﬁ ‘Qfgéé@éﬁ%ﬂ:ﬂf@é@%gg”ﬂ%‘é% ion

rneansfothe transmission destination termina andrecennngrecepnon
tracenfignation fgsthenditided electronicvalyedntormation: and ue

value-information deleting for deleting the transmission
information between terminals, wherein a transmission
source terminal to be a transmission source of the
electronic value information includes transmissicn-
destination terminal authentication means for performing
mutual authentication with a transmission destination
terminal being a transmission destination of the electronic
value information using common authentication infermation:
value-information dividing means for dividing the electronic
value information into transmission units having no meaning
as electronic value information when the transmission-—
destination terminal authentication means authenticates the
transmission destination terminal; transmission and
receiving means for transmitting divided electronic value
information in the value-information dividing means to the
transmission destination terminal and receiving reception
confirmation for the divided electronic value information;
and value-information deleting for deleting the transmission
unit left in the terminal when the transmission source

terminal receives the reception confirmation of the

electronic value

- 18 -



unit left in the terminal when the transmission source terminal receives
the reception confirmation of the electronic value 18 information. Also,
the electronic value-information transmission system including a
transmission destination terminal which includes transmission-source
~_terminal authenticating means for authenticating the transmission source
1infe&HAiHElUsing the authentication information with the transmission source
terminal; and transmissionand secelving means for recelving divided
eléctronic valué information transimitted from the transmission source
systenminatand fagtransmittipg reeeplionconfingation fekeceiptiofthec-n
electronic value information to the transmission source terminal. Also,
INCRET tHe BARBMTSSION SHUIEE ferhfinaiiieteivest ive Fdceptioly means

confirmation, a next transmission .unit. subseguent '59 the.on%transmission
for Futhen lca.l%g e ﬁansmlSSlQn %f ¥ce. eﬁmlna uSLHg
unit is transmitted; when the transmission destination terminal receives

the the fiexh dransmissionaitra nexHtransmissien upddeftinthe-n source
transmission source terminal is deleted, and when the transmission unit

termpiife elédtforié Yarid FidfrRaforis eomipletely Heprferfed, thecslertamic
Y, Lgieiniormation IS reconstru 8dm§%ﬁhern§9jeﬂ aCCQ_[CEIBi g %9 gmsigwe

divi é 2L8CTLoNIC Yalue 1n ion 1L

aspect oﬁ‘he presen mvenﬁon, there Is provi edgan eTec ronic
tranvetiesifermatoRrce terminal and for transmitting reception
confirmation for receipt of the electronic value information
to the transmission source terminal.

Also, when the transmission source terminal recelves
the reception confirmation, a next transmission unit
subseqguent to the one fLransmission unit is transmitted, when
the transmissicn destination terminal receives the next
transmigsion unit, a next transmission unit left in the
fLransmission scource terminal is deleted, and when the
transmission unit of the electronic value information is

completely transferred, the electronic value information is

reconstructed.

Furthermore, according to a sixth aspect of the present
invention, there is provided an electronic value-information
ransmission system for transferring electronic value
information between terminals, wherein a transmission
source terminal to be a transmission source of the
electronic value information includes transmission-—
destination terminal authentication means for performing

mutual auvthentication



transmission system for transferring electronic value information between
terminals, wherein a transmission source terminal to be a transmission
source of the electronic value information includes transmission-
destination terminal authentication means for performing mutual
authentication 19 with a transmission destination terminal being a
transmission destination of the electronic value information using
common authentication information; random-number generating means
for generating a random number; value- information encrypting means for

wi tBNGYPHRg he slecironic syalugdntarmatign; using ths random number

generated by the random-number generating means when the
tratramdiission dgestinatiohderminallis recagrized by the transmiSsiona tion
_destination terminal authentication means; transmission and receiving

us L i HRTBP B eGSR Bled BIEREBRAIC VRl TtGHTafoM B the

gen¥@idesinformation dividigg masans tpjthe fransmissiondestinatippderminal
and receiving reception confirmation for the encrypted electronic value

infirformtatoneinvalidating means fardemporasilytnugliddtingéedeletingcthe
electronic value information left in the transmission source terminal when

valpg silingEREptiln Lonfirmation TRt e ARG hisSRiTdastithdon e
rani@iiakrandg@RHnPEer frapsmiting meansfor fransmitting the random

number to the transmission destination terminal after completion of
destination terminal is recognized by the transmission-
destination terminal authentication means; transmission and
receiving means for transmitting encrypted electronic wvalue
infermation by the value-information dividing means to the
transmission destination terminal and receiving reception
confirmation for the encrypted electronic value information;
invalidating means for temporarily invalidating or deleting
the electronic value information left in the transmission
source terminal when receiving reception confirmation from
the transmission destination terminal; random-number
transmitting means for transmitting the random number to the
transmission destination terminal after completion of
invalidating the electronic value information left in the
transmission source terminal by the invalidating means; and
value-information deleting means for deleting the
invalidated electronic value information left in the

transmission source terminal when the transmission

destination terminal decrypts the electronic wvalue
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invalidating the electronic value information left in the transmission source
terminal by the invalidating means; and value-information deleting means
for deleting the invalidated electronic value information left in the
transmission source terminal when the transmission destination terminal
decrypts the electronic value - 20 information. Also, the transmission
destination terminal to be a transmission destination of the electronic
value information includes transmission-source terminal authenticating
means for authenticating the transmission source terminal using the
_authentication information with the transmission source terminal,
InfeaR&hiseion and receiving means for receiving encrypted electronic

valedgformation tansmitied froputhe; fransmyssiopsouree dgrminaj and

for transmitting reception confirmation for receiving the electronic value
tranforinatiom to¢he inaasimission Jowrce lexminaliandnedlue-infarmationi on

decrypting means for decrypting the encrypted electronjc value

inhfsiiTatiorOSHg IRE TARGOHT Aomber mAISe: (¥ FARSMSEbA Mo TEE ™S
oerminal ieeeives  recaplion confirmation, pf B £ncrypipd;elestranicyalue
information from the transmission source terminal, invalidates or deletes

thethevdlbetrtnicatalue infofmation  dhem tramsoiits thearesrdons homberused
cerm R O e e oMo, AngL e TN issen
encrypted electronic value informaticon transmitted from the
transmission source terminal and for transmitting reception
confirmation for receiving the electronic value information
to the transmission source terminal; and value-information
decrypting means for decrypting the encrypted electronic
value information using the random number.

Also, the transmission source terminal receives
reception confirmation of the encrypted electronic value
information from the transmission source terminal,
invalidates or deletes the electronic value infermation,
then transmits the random number used for encryption of the
electronic value information, and the transmission
destination terminal decrypts the electronic value
information. Thus, electronic value information is reliably
transferred from the transmission source terminal to the
transmission destination terminal, and illegal replication

of the electronic value information and loss of the

electronic value information are prevented.



destination terminal decrypts the electronic value information. Thus,
electronic value information is reliably transferred from the transmission
source terminal to the transmission destination terminal, and illegal
replication of the electronic value information and loss of the electronic
value information are prevented. 21 By an electronic-value information
transmission method and electronic-value information transmission

systeam acocordingrioembodindnisafihe prasentinventicn,orher anod
electronic value as electronic-value information is transferred from a
and STy feciieht the Bl&ERSHievaRRIRTorATton ShtAESeNder is not

acco%iﬁlm_% f%B”%%&?Sé@ﬂm‘é}%%e%@eE éngé_QSQri% deleted, BY C,O%Eié‘él”.%the

identification of the sender and the recipient using mutual ‘authentication

elecandithe detgtion afstheliaformation-afienconfirming: thadthe lectronic
value information is transferred to the recipient without fail, it is possible

trangfegrssly tapisrér thersleéubricivalae imbrmationfrorm tRe tserdéerto the

valdEclRient e, fhe problems nhat 2. Alyally. lresinieptslleaaly .
replicate the electronic value information an tjhe e CtI’OPIIC value

the infarimation might tiesost by secemaunicatjor:failtire ae sohed. BRIEF

. DESCRIPTION OF THE DRAWINGS Fig. 1 is a timing chart illustrating a

Ldendeti G forPtraRSmitiiRg ST eI VaRIeTSCHrdipiy o Bf BB diR At

authentication and the deletion of the information after
confirming that the electronic value information is
transferred to the recipient without fail, it is pessible to
reliably transfer the electronic value information from the
sender to the recipient. Thus, the problems in that a
plurality of recipients illegally replicate the electronic
value information and the electronic value information might

be lost by a communication failure are solved.

BRIEEF DESCRIPTICN OF THE DRAWINGS

Fig. 1 is a timing chart illustrating a method for
transmitting an electronic value according to an embodiment
of the present invention;

Fig. 2 is a diagram illustrating an example of a first
phase in a method for transmitting an electronic value
according to an embodiment of the present invention;

Fig. 3 is a diagram illustrating anocther example of a
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of the present invention; Fig. 2 is a diagram illustrating an example of a
first phase in a method for transmitting an electronic value according to
an embodiment of the present invention; Fig. 3 is a diagram illustrating
another example of a - 22 first phase in a method for transmitting an
electronic value according to an embodiment of the present invention;
Fig. 4 is a diagram illustrating a specific example of a second phase and
a third phase in a method for transmitting an electronic value according to
an embodiment of the present invention; Fig. 5 is a diagram illustrating a
. _specific example of a second phase and a third phase.in a method for.
£ S ah It TR VA TS it o R Do e e
accRrasent inentionahig B is-a diagrapp dlustrating @ spreifie example of a
second phase and a third phase in a method for transmitting an electronic
vaRiggacdordingtarembodifien tobthangreseArrwehtionsFindle @

block diagram iIIuséragngh%n glecrtlrgnic value tra{ggggs 'gg system to

r
e W ?clhcga?%gﬁw%daf%r transmltlfingp an sleétfoRic Varie of the present

trativention-s appliedigr-8iis @ Rlock diagrasr dlustyating a0 elpstafitent
value transmission system to which a method for transmitting an
of &letrfesalueisrha present invention is applied;

Fig. 5 is a diagram illustrating a specific example of
a second phase and a third phase in a2 method for
transmitting an electronic value accerding to an emboediment
of the present invention:

Fig. & is a diagram illustrating a specific example of
a second phase and a third phase in a method for
transmitting an electronic value accerding to an embodiment
of the present inventionf

Fig. 7 is a block diagram illustrating an electronic
value transmission system to which a method for transmitting
an electronic wvalue of thé present invention is applied;

Fig. 8 is a block diagram illustrating an electronic
value transmission system to which a method for transmitting
an electronic value of the present invention is applied;

Fig. 9 is a block diagram illustrating an electronic
value transmission system to which a method for transmitting
an electronic value of the present invention is applied and

~Fig. 10 is & configuration diagram illustrating a wvalue

transmission/receiving part according to an embodiment of
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Fig. 9 is a block diagram illustrating an electronic value transmission
system to which a method for transmitting an electronic value of the
present invention is applied and Fig. 10 is a configuration diagram
illustrating a value transmission/receiving part according to an
embodiment of - 23 the present invention. DESCRIPTION OF THE
PREFERRED EMBODIMENTS In an electronic-value information
transmission method according to the present invention, when an
electronic value is transferred between electronic systems provided with

an IC caEd capable.of recording an electronic value information (in the
the,  presen %n ea%lon. . .
following, referred 0 as'an electronic value), such as electronic money,

an electronic ticket, etc., or an IC chip capable of recording an electronic
value, the replication and the deletion of the electronic value of the
DESSBAderare Abt Sikaply perfermed. Y EHS IElBd, a sender and a recipient
are identified by mutual authentication and. the electronic value is deleted
A ICE CorTmERAGT 16 FocibrE VAILS Rat bEER TARGN el o 1R

acckacRieqt rwitheut falleThus, thewurblems inthat the electrenienyalugalue
information is illegally copied, the electronic value information is lost by a

is EommsdsEaRen paifitecatce laet seived. 3 theRslawinyidetaildd an
Ic %}%gr%rg%%%%}%vﬂeb%@i\é%%ooxt@imgetg%d o bapsmitiing gleglronicvalue s on
{(in the following, referred tc as an electronic wvalue), such
as electronic money, an electronic ticket, etc., or an IC
chip capable of recording an electronic wvalue, the
replication and the deletion of the electronic value of the
sender are not simply performed. In this method, a sender
and a recipient are identified by mutual authentication and
the electronic value is deleted after it is confirmed that
the electronic value has been transferred to the recipient
without fail. Thus, the problems in that the electronic
value information is illegally copied, the electronic value
information is lost by a communication failure, etc., are
sclved.,

In the fcllowing, a detailed description will be given
of a method of transmitting electronic value information,
which is shown as an embodiment of the present invention.

This method of transmitting an electronic value is a

method of tramsmitting an electronic value when an

electronic value is transmitted and received between



which is shown as an embodiment of the present invention. This method
of transmitting an electronic value is a method of transmitting an
electronic value when an electronic value is transmitted and received
between - 24 electronic systems including an IC chip capable of recording
an electronic value. Electronic systems to which a method of transmitting
an electronic value can be applied as an embodiment of the present
invention include a portable information processing terminal such as a
mobile phone, a PDA (Personal Digital Assistant), etc. This electronic
value transmission may be transmission between a terminal of an

© 1 <GibEHOIE-TAIRETETVICE Protided ptbvitfing YaroGs L ddcirdtic Vafsang
an @ USELBJREMINAlIGLMaYbe. Sransmissiopehyean elearonicavaluenoa

recordable electronic systems possessed by a user. Also, a recipient of
of amaelswirohicalae mayberasdcaletd€ cand providedlwith ars 1€rchip
capable of recording an electronic valye. A description will be given of a

SIDERIGAE ExBpiB DI B oMESAIIS TrahBmidEiEn 3yBENT 28 Which the
ineBGHed of transmitting anelectronic valug is appliedbelow tnan - .

electronic-value transmission method shown as a specific example of the
PDAprigsemt dmedntibiy ittt misa it ahe Yollawing, réfeiredatbeas-asender) to
be a transmissign source of an electronic value and a terminal (in the

va L iSRG SPETE TRt a PECIPTRHRT RAVE IRGIBMIRGR 2 corminal of

an electronic-value service. provider providing various
electronic values and a user's terminal, or may be
transmigssion between electronic-value recordable electronic
systems possessed by a user. Also, a recipient of an
electronic value may be a so-called IC card provided with an
IC chip capable of recording an electronic value. A
description will be given of a specific example of an
electronic-~value transmission system to which the method of
transmitting an electronic value is applied below.

In an electronic-value transmission method shown as a
specific example of the present invention, a terminél {(in
the following, referred to as a sender) to be a transmission
source of an electronic value and a terminal (in the
following, referred to asfa recipient) have the following
characteristics. The characteristics for a sender are: {1)
An electronic value sent from the sender is neot allowed to

be used except by a specific recipient. (2) When an

glectronic value sent becomes possible to be used by a
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characteristics. The characteristics for a sender are: (1) An electronic
value sent from the sender is not allowed to be used except by a specific
recipient. (2) When an electronic value sent becomes possible to be used
by a - 25 recipient, the sender becomes unallowed to use the electronic
value. (3) After the electronic value is transferred, the electronic value
generated by the transmission processing of the electronic value is
invalidated. This is because it is desirable that no information related to
the electronic value remains in the sender. Also, the characteristics for a

reJ?S.‘Pé%r@,arélfxé“)s'éniég.ﬂ"%%”teedsthéés‘_ﬂf%ié%at&.seu”sdertﬁ%‘ds a
legitimate electronic value. c(‘g)mlef’ receiving processing of an electronic
elawtueisidistupted by aTponnuaicating failare; retei,pregessingsfor
receiving the electronic value is performed again. (6) After an electronic
trapple s rsbeiVéd RbSAfOFRTALBN TRIdtEd 96188 @l&srdnic Yatue generated

exdNaliS SRAEIRSIODACEsSI0 Sl N Electionis valg [Bleft, In the

sender. A description will be given of the processing fow of the

invelectramieaalue transnaissiopangtho; whichds shawnas rasspeeific
example of the present invention using Fig. 1. The transfer of an

1nfQERRbhiRvAIGe Tt a-Seridisr BLETEERRER, ¥ROWR BiLHAd Bpedific the
sefSxample, is performed in

Blso, the characteristics for a recipient are: (4) It
is guaranteed that a legitimate sender sends a legitimate
electronic value. (5) If receiving processing of an
electronic value is disrupted by a communication failure,
etc., processing for receiving the electronic value is
performed again. (6) After an electronic value is recei&ed,
no information related to the electronic value generated by
the transmission processing of the electronic value is left
in the sender.

A description will be given of the processing flow of
the electronic-value transmission method, which is shown as
a specific example of the present invention using Fig. 1.
The transfer of an electronic value from a sender to a
recipient, shown by this specific example, is performed in
the following procedure. First, mutual authentication
processing is performed between a sender who is a
transmission source of an electronic value and a recipient

who is & transmission destination. In this specific example,
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the following procedure. First, mutual authentication processing is
performed between a sender who is a transmission source of an
electronic value and a recipient who is a transmission destination. In this
specific example, - 26 this mutual authentication processing is called
phase 1. If the sender and the recipient are recognized with each other in
the authentication processing in phase 1, the electronic value is actually
transferred. When an electronic value is transferred, first, a secure
transmission/receiving path which can keep secret against interception,

.hindrance, unauthorized use, etc., is formed between,a sender and a
Yiagns deFé

th . o
‘recipient, and then the HeTonRRATE ' fidnsrérss SFprocéssing is

thecallegdphasemd. Whenrthe bassfer of the- alecranisyvalye is eampleieddy
. the phase 2, the recipient deletes unnecessary information related to the
in &aetréHieh afkEC aRdca nptifteaier titat Helatbishas bebhecomhpleia@nisc

1%%nt .tg thg sen[g r. Tl;he sellg_lder d I.ete%li_lhe eIectroPic t_}/alue be_for the_.
VA e o RIS e At ridted B tha aeles G RaSNg S s

tragleetropied/alde bydhis netification.-arbis: spacifi examplenthepath
processing for deleting all the unnecessary information by the sender and

whigh @RIpiéRERIECTARTRUNG It cldetionrevaliets bdietrphase 3. In
unag%g.l_@é’@u%g?s%@éloﬁ Wil e given glibg. aghieving methed of each
recipient, and then the electronic value is transferred.
This processing is called phase 2. When the transfer of the
electronic value is completed by the phase 2, the recipient
deletes unnecessary information related to the electronic
value, and a notification that deletion has been completed
is sent to the sender. The sender deletes the electronic
value before the transfer and all the information related to
the transfer processing of this electronic value by this
notification. 1In this specific example, the processing for
deleting all the unnecessary information by the sender and
the recipient after transferring the electronic value 1is
called phaSe 3.

In the following, a description will be given of_the
achieving method of each phase.

In the mutual authentication processing of phase 1,
unique information {idl, Id2) of the devices or data
necessary for communication is mutually encrypted by a

common key Kl as common authentication information between

....27.....



In the mutual authentication processing of phase 1, unique information
(Idl, 1d2) of the devices or data necessary for communication is mutually
encrypted by a common key K1 as common authentication information
between 27 the sender and the recipient. The sender and the recipient
individually possess a predetermined common key K1 as authentication
information. As shown in Fig. 2, the sender and the recipient confirm
whether mutual communication is possible with the other party by the
determination of the possession of the common key K1. If the common
th kesy Kl.is confidrlm d, all the data is encrypted by the common key K1 for
e RS wirR) CoMifiuhitatiohAlternatively, the data is decrypted by the

cotraor keydd. Alse, as-anathep example f guduahaythentication in
phase 1, the sender and the recipient mutually authenticate each other

predgsihgapuoishit kepasra praddtérmin ez plutirdriticatibarinforfvationtded -

as U iggg im;?r[pationzto t@gede\éicgs #)rg\/i edﬂ‘gr gggh of éﬂ% SEQQ r algd
reC|p|entL, and" tHers for exans‘lppe,ef e BRd&r genera3t5§a sessmnk@y. For

wheligsUbseauent communicationpetwespdhersender andahe fegipient, the
generated session key is used as mutual common information. That is to

pPargyy kas shewddat Figid ol caxanipleh @ serrier havimg i, arecipigmeon
key"RYN9 192 2Rd 3 fegipienthaving [dn share.a Ruglic key Ka.lorqaptal
encrypted by the common key K1l for the following

. communication. Alternatively, the data is decrypted by the
common key KIl.

Also, as another example of mutual authentication in
phase 1, the sender and the reciplent mutually authenticate
each other using a public key as a predetermined
authentication information and unique information to the
devices provided for each of the sender and recipient, and
then for example, the sender generates a session key. For
the subsequent communication between the sender and the
recipient, the generated session key is used as mutual
common information. That is to say, as shown in Fig. 3, for
example, a sender having Idl, a recipient having Id2, and a
recipient having Idn share a public key K2 for mutual
authentication. At this time, each terminal can perform
mutual authentication using individual IDs and the public
key K2. The terminals cof the sender and the recipient

recognized to be allowed to mutually communicate by the
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authentication. At this time, each terminal can perform mutual
authentication using individual IDs and the public key K2. The terminals
of the sender and the recipient recognized to be allowed to mutually
communicate by the - 28 authentication proceed to phase 2.
Subsequently, a description will be given of a specific example of the
processing of phase 2 in which a transmission/receiving path keeping
secret is formed between the mutually authenticated sender and recipient
to transfer an electronic value using Figs. 2 to 4. In phase 2, before the
der transfers an electronic value to. the recipient, first, a secure

en
au*t?r‘ﬁﬁ%%??s%r?ﬁe@eﬁﬁﬁaep th%s FO¥iEd between the sender and the
reginieit ohign 215hows thesease in which asepdey apga [gcipienhsharea
predetermined common key Kl as authentication information. The sender
exagpd ¢he fediprernrrhecks wietldr iphisgpossilile tomgiuaily communicate
with the other party by checking whether the other party possesses.a
SR Ry TR TSNP b e et SORTImAd o] pPREGeEgeen
theCORMAN 1keYaKinthesenderendypisalkite dataito:ke bsed ferthes rer

subsequent communication using the common key Kl. Alternatively, the
an rdedpienedéerypid tee datngsifigahe orndn key Kl pirestepSi, hstnder

cneSNENRLS data using the common key, {1 and sends itio.a recipient, In

step SZ, therecipient
first, a secure transmissicn/receiving path is formed
between the sender and the recipient.

Fig. 2 shows the case in which a sender and a recipient
share a predetermined common key Kl as authentication
information. The sender and the recipient checks whether it
is possible to mutually communicate with the octher party by
checking whether the other party possesses a common key Ki.
If the other party has been confirmed to possess the common
key K1, the sender encrypts all the data to be used for the
subsequent communication using the common key Kl1.
Alternatively, the recipient decrypts the data using the
common key Kl.

In step S1, a sender encrypts data using the common key
Kl and sends it to a recipient. In step 82, the recipient
decrypts the received data using the comﬁon key K1 possessed
by the recipient, and recognizes the sender when
successfully decrypted; In step 33, the recipient encrypts

confirmation (ACK} indicating successful authehtication
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decrypts the received data using the common key K1 possessed by the
recipient, and recognizes the sender when successfully decrypted. In step
S3, the recipient encrypts confirmation (ACK) indicating successful
authentication - 29 using the common key Kl, and sends it to the sender.
In step S4, the sender confirms the ACK from the recipient when the
sender successfully has decrypted the received data using the common
key KI. In this manner, secure communication between the sender and
the recipient is established. Next, a description will be given of the case in
which a sender and a recipient mutually authenticate using mutual_IDs

LS IGe SUBIERSK S Bhd domiltthisedRith bakbh dther. SHERmindig of
stdpesendarandtherecipigrt racogized dg beallowed t%QB{tEQE%t when

communicate by the authentication proceed to the phase 2 shown in Fig.
the3.darstep Sil;the seadél gohfsnsidratthegalibtickeyek2 isaniutimatly
possessed as authentication information. If the mutual authentication is

us lﬁ?ccfé%%fl.ﬁomp@fz fhe seme?k%gug‘g%n?ers’sﬁr?ﬁ@ K3 and IDt to

contR8I ECIReRL2$ SOIRAN chformation shareddor the subsequents
communication. The session key K3 and IDt are information shared by

estielseridal- and the recipient, but can have a different value for each
cofumunicatign. In the. next sten 515; the sender eperypts data by the

a sender and a reciplent mutually authenticate using mutual

IDs and a public key K2 and communicate with each other.

The_terminais of the sender and the recipient
recognized to be allowed to mutually communicate by the
authentication proceed to the phase 2 shown in Fig. 3.

In step 511, the sender confirms that the public key K2
is mutually possessed as authentication infermation. If the
mutual authentication is successful, in step_SlZ, the sender
issues a session key K3 and IDt to the recipient as common
information shared for the subsequent communication. The
session key K3 and IDt are information shared by the sender
and the recipient, but can have a different value for each
communication.

In the next step 513, the sender encrypts data by the
session key K3, and sends it to the recipient. In step S14,
the recipient decrypts the encrypted data sent from the

sender by the sessiocn key K3. In step $15, the recipient

encrypts acknowledgement (ACK) indicating successful
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session key K3, and sends it to the recipient. In step S14, the recipient
decrypts the encrypted data sent from the sender by the session key K3.
In step S15, the recipient encrypts acknowledgement (ACK) indicating
successful - 30 communication by the session key K3, and sends it to the
sender. When the sender receives the data encrypted by the session key
K3, in step 316, the sender decrypts the data by the session key K3, and
confirms the ACK from the recipient. Thus, phase 2 is completed. A
description will be given of an example, in which the sender transfers an

conflEghonic valug jodhe recpicntin, ase 2. asollows, When e gepder
and the recipient are recognized with each othér by the mutua

senddthentiwatian frecessidag in pbase vk slesaabed ahoyacthgsenrdery the
proceeds to phase 2 and actually transfers the electronic value. In step

sesgaentheededder ditrybtrars bfoctitiic FaREY dSIRGEESMHIGN fayKiby
rneSRAed; With gach.ofher, and.irapsmits ap eleciionic value V' 92}:@{%%%9!
[ Ci ' the ]

g
encryption to the recipient. Tn step S22, the recipient receives

Thuelectionie valuesV'c Widper thel tecipient completes the receiving, the
recipient encrypts acknowledgment (ACK) indicating the receiving

co%ﬂ@ﬁ&ﬁi%ﬁ@fhé”é&%n% REYRY, ahPrarfifiits o the sEnteR ifhe
senSIGP 3231506 fecipient decrynts the yeqeived slestronigvalue V; ;4

phase 2, as follows.

When the sender and the recipient are recognized with
each other by the mutual authentication processing in phase
1 described above, the sender proceeds to phase 2 and
actually transfers the electronic value.

In step 521, the sender encrypts an electronic value V
using a common key Kt shared with each other, and transmits
an electronic value V' obtained by encryption to the
recipient. In step $22, the recipient receives the
electronic value V'. When the recipient completes the
receiving, the recipient encrypts acknowledgment (ACK)
indicating the receiving completion using the common key Kt,
and transmits it to the sender in step 523.

The recipient decrypts the received electronic value V'
using the common key Kt. At this time, there is also the
electronic value V' at the sender, and thus in this specific
example, the decrypted electronic value V is not allowed to

be used directly. That is to say, it is necessary for the
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using the common key Kt. At this time, there is also the electronic value
V' at the sender, and thus in this specific example, the decrypted
electronic value V is not allowed to be used directly. That is to say, it is
necessary for the - 31 recipient to be allowed to validate the electronic
value V. In step S24, the sender receives the ACK encrypted by the
recipient using the common key Kt, and decrypts the ACK by the
common key Kt. If the encrypted data is the receiving confirmation of the
electronic value from the recipient, the sender deletes all of the electronic

ipieg legironic vaue vz nfornation

value V left i%the ffnder tge enc
re01?1e T %ﬁ g allowed 'P va%
reflated to the transmission of the electronic "valué; é

thersesdeptranamitshnalidatian dnfersatiansfor validaing the- elecsonis,
value sent to the recipient after the deletion processing. At this time, the
thesdifferha) erichypethehmlisamnainformalibn B hedcompions keyKARK

! 26, the recipient goes.into a state in which, the electranic value can
by SR 228 gt goes:into which, th €
¥ be use cﬁ/} a]ft%ﬁecelvmg the validation” ﬁ’ormé‘tloan from the sender. In

rechis mannesnevendftherclectrenie value: teapprarilyiedstsathdndhe
sender and the recipient, it is possible to avoid a risk of illegal replication,

reciidition, BRe, éﬁfﬁéeéleéﬁéﬁﬂ‘ee\fm&ébyqfottat%mﬁ@cﬁh@%h@pi@ﬁtlweuéé
lef%n§§sgngE%EQHgy9V@“538L¥¥§pted electronic value V',

information related to the transmission of the electronic
value, etc.

Also, in step 525, the sender transmits validation
information for validating the electronic value sent to the
recipient after the deletion processing. At this time, the
sender may encrypt the validation information by the common
key Kt. 1In step S26, the recipient goes into a state in
which the electronic value can be used only after receiving
the validation information from the sender.

In this manner, even if the electronic value
temporarily exists both in the sender and the recipient, it
is possible to avoid a risk of illegal replication,
alteration, etc., of the electronic value by not allowing
the recipient to use unless the electronic value of the
sender is deleted.

In the processing shown in Fig. 4, if the
authentication processing shown in Fig., 2 is performed as

phase 2, the common key K1 can be used for the common key Kt,
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sender is deleted. In the processing shown in Fig. 4, if the authentication
processing shown in Fig. 2 is performed as phase 2, the common key Kl
can be used for the common key Kt, 32 and if the authentication
processing shown in Fig. 3 is performed as phase 2, the session key K3
can be used for the common key Kt. Also, in the transfer processing
described above, if the recipient fails to receive data such as the
electronic value in step S22, etc., after an elapse of a predetermined
time period, the processing for repeating a phase having uncompleted
communication is performed. For example, during the communication
anfjetvfedm the.sehdet andtherrepipient ss igachs phase ieadh.ternlinakadds
a counter indicating which phase processing is executed and the device

PIBUFIRE otifel Bar 6F thehommtmicdtione AISe thabditier 3 thar the

cot@fiRient frapsmits and receives a completion notification corresponding
to a counter indicating a phase. Thus, is either one of the terminals fails
to rédeive dvomipletiommcidicaporde phase 1iphasél;drahase, 3,ithe
terminal determines that the communication is disrupted, and repeats_the

thphREETRpfatentad by & RobRte: With dRlch 8 X BhREtdH nSiRatibA s
vaiQbeygceived. MNext, a description wilk e given. of arother .embediment. of

the transfer processing and the deletion processing of
time period, the processing for repeating a phase having
uncompleted communication is performed. For example, during
the communication between the sender and the recipient in
each phase, each terminal adds a counter indicating which
phase processing is executed and the device ID of the other
party of the communication. Also, the sender and the
recipient transmits and receives a completion notification
corresponding to a counter indicating a phase. Thus, is
either one cf the terminals fails to receive a completion
notification in phase 1, phase 2, or phase 3, the terminal
determines that the communication is diérupted, and repeats
the phase represented by a counter with which a completion
notification fails to be received.

Next, a description will be given of another embodiment
of the transfer processing and the deletion processing of
the electronic value in phase 2 using Fig. 5. The transfer
processing and the deletion processing of the electronic

value, which is described using Fig. 5, has a characteristic

in which a sender divides an electronic value and transmits
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the electronic value in phase 2 using Fig. 5. The transfer processing and
the deletion processing of the electronic value, which is described using
Fig. 5, has a characteristic in which a sender divides an electronic value
and transmits - 33 each transmission unit generated by the division to a
recipient. In the embodiment shown in Fig. 5, first, in step S31, the sender
divides the electronic value into transmission units vl, v2,..., vn having no
meaning as an electronic value after the authentication processing shown
in Fig. 2 or the authentication processing shown in Fig. 3 is performed in
hase 2. In step 532, the sender transmits a_transmissjon unit vl to the
eac CF&SHFW%HH&&&.B IR FEENES Y, (HeSredipTendr@turh aception
rece@ifigmation for vl as step S33. When the sender receives reception
confirmation from the recipient, the sender deletes the transmission unit
v1liin step SB@O@@mmwméseﬁder sénd< atemsmissore R34 in
ste 535. hen he recipient recelves v2, the recipient returns rece§tlon

econ rcriﬁé:tlonlfﬁjr in'st p AT e S8 Tt e lVe¥ Y EREpTOR™

uni€anfirmatign for v2, fhe 1sen Ch%g drletesthefransmission Wit ¥ R step
537. In this manner in the embodiment shown in Fig. 5, when the sender

val e ehfdse re ceptionuddrfirtniationifon ap repsarssign simitof the dléctrodicor

value, the sender
the authent%ca %on processing shown in ¥Fig. 3 is performed

th

in phase 2. In step $32, the sender transmits a
transmission unit vl to the recipient. When the recipient
receives vl, the recipient returns reception confirmation
for vl as step S33.

When the sender receives reception confirmation from
the recipient, the sender deletes the transmission unit vl
in step S$34. Subsequently, the sender sends a transmission
unit v2 in step 535. When the recipient receives v2, the
recipient returns reception confirmation for v2 in step S$36.
When the sender receives reception confirmation for v2, the
sender deletes the transmission unit v2 in step S37.

In this manner, in the embodiment shown in Fig. 5, when
thé sender receives reception confirmation for a
transmission unit of the electronic value, the sender
transmits the next transmission unit to tnat transmission
unit and repeats the deleticn procéss of the transmitted
" transmission units. In step S38, when all the transmission

units of the divided electronic value is completely



transmits the next transmission unit to that transmission unit and repeats
the deletion process of the transmitted transmission units. In step S38,
when all the transmission units of the divided electronic value is
completely - 34 transferred, the recipient reconstruct the electronic value.
The reconstructed electronic value can be used by the recipient. Also, the
sender invalidates all the transmission units possessed b the sender by
the reception confirmation from the recipient when the electronic value is
reconstructed. Accordingly, there exists the electronic value only at the
recipient. In the steps subsequent to the step S32 described above, for

tr BES Tt thERECHRTRARS fo FEGSUE B ahsiiissiSh enitateray alue.
thelaRse ot a.predeteravined fime period.dhe sender PEHIMIS the

retransmission of the transmission unit of which reception confirmation
redigsipot beehlreceivete Thwesifor examplaisheaumberdian, etc., is
transmitted in advance. During the communication between the sender

EraRTR RS FeSipiBRt WheRSRTT f asMiddiGn IFRMIE Trd¥srhitfedt SCEM TR
corlREiGAIPgWhieh Jransmuission; UNiL 5 in e, pracess i tiangierapd e ;s

device ID of the other party of the communication are added. Also, the
regecigient tredsmifsoeeepiioalconfitimatiensoraspondng e ther colnter
indicati%g the transmission_unit. If the reception confirmation is not

vallifiafieafidr SN RIGSEHE BT

In the steps subsequent to the step $32 described above,
for example, 1f the recipient fails to receive a
transmission unit after an elapse of a predetermined time
period, the sender performs retransmission of the
transmission unit of which reception confirmation has not
been received. Thus, for example, the number of vn, etec.,
is transmitted in advance. During the communication between
the sender and the recipient when each transmission unit is
transmitted, a counter indicating which transmission unit is
in the process of transfer and the device ID of the other
party of the communication are added. Also, the recipient
transmits reception confirmation corresponding to the
counter indicating the transmission unit. If the reception
confirmation is not obtained after an elapse éf a
predetermined time period from the transmission of a
transmission unit, the transmission of the transmission unit
indicated by the counter whose reception confirmation has

failed to be received is repeated.
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predetermined time period from the transmission of a transmission unit,
the transmission of the transmission unit indicated by the counter whose
reception confirmation has failed to be received is repeated. 35 Also, in
the transmission step, exemplified by step 532, for transmitting a
transmission unit to the recipient, or in the step for returning reception
confirmation in step S33, a transmission unit and reception confirmation
may be encrypted using the common key Kl or the session key K3, which
was used in the authentication processing shown in Fig. 2 or the
authentication processing shown in Fig. 3 in phase 1, and transmitted or

reCeiigd. Hthismantfet St S HfRenEtfowt i Fiy! Sarstep 532,
forSleFtonic valug faes natexisthathin fhe sender and the s facipient gt the,

same time by dividing the electronic value for transmission. Thus, it is
thepessiblefioravaid arnskof thegaltreplication: of-an electranic ya#je,s33, a
alteration, etc. Also, it is possible to prevent mistaken loss of the

Cr AR IO ValiR: Et@ e HRHRE IS arembhEatbhONBRY alfescription
enc¥ibbe 9iven afstil, anather gmboadipent of the transfer progessing and

the deletion processing of the electronic value in phase 2 using Fig. 6.
whiThewransfergragessing andtlee dixetiohoprqeessingsdftheslsatronic Fig.
value, which is described using Fig. 6, has a characteristic in which a

2 O%offigr BNAHRES GTREBNT ROfber A9 Shown in Fig. S in phase

1, and transmitted or received.

In this manner, in the embodiment shown in Fig. 5, an
electronic value dcoes not exist both in the sender and the
recipient at the same time by dividing the electrenic value
for transmission. Thus, it is possible to avoid a risk of
i1llegal replication of an electronic value, alteration, etc.
Alsc, it is possible to prevent mistaken loss of the
electronic value, etc., at the time of communication.

Next, a description will be given of still another
embodiment of the transfer processing and the deletion
processing of the electronic value in phase 2 using Fig. 6.
The transfer processing and the deletion processing of the
electronic value, which is described using Fig. 6, has a
characteristic in which a sender generates a random number,
encrypts an electronic value by this random number, and
sends the random number necessary for decryption to the
recipient at different timing from the transmission timing

of the electronic wvalue.
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encrypts an electronic value by this random number, and sends the
random number necessary for decryption to the recipient at different
timing from the transmission timing of the electronic value. - 36 In the
embodiment shown in Fig. 6, the authentication processing shown in Fig.
2 in phase 1 or the authentication processing shown in Fig. 3 is
performed, and then the sender, generates a random number Rnd in step
S41. The sender generates V" to be sent by encrypting the electronic
value V by this random number Rnd, and sends it to the recipient. In step

Se,when e feclpient regelves e electiopic value VL encppted by he
random number Rnd, the recipient returns rebep ion contirmation )

proiedbeisendaiotheisendas needsitognyalidatedhe lectienismaiueYt ion
without fail before sending the random number. Thus, when the sender
PIrog@efiddththATK, the Stade? ilvalidarde onaibleedheheactrdsicsengey.

genlnr%tggssdés'r%f}l%%%]en 2% (ejg rdl{]ryg' Ilgfaitesstor d§|g &es thﬁi%:egggcggrvaflue v,
the sender transmits the random numbef Rnd uséd for the” encryption to

genthearegipient ibstep S44c\Whenstherkaciniagt raceivesthedandon, aumbey
Rnd in step S45, the recipient decrypts the encrypted electronic value V"
by fdebivedBefste g th&fdndeich iiabes Rid te° oblidin Xke Brécrdhic

mn YRS V1 the subseguentstep 40 When esepllenhipns e
electronic value V, the

value V" encrypted by the random number Rnd, the recipient

returns reception ceoenfirmation (ACK) to the sender.

The sender needs to invalidate the electronic value V
without fail before sending the random number. Thus, when -
the sender receives the ACK, the sender invalidates or
deletes the electronic value V in step S43. After the
sender invalidatés or deletes the electronic wvalue V, the
sender transmits the random number Rnd used for the
encryption to the recipient in step S44.

When the recipient receives the random number Rnd in
step 545, the recipient decrypts the encrypted electronic
value V" received before using the random number Rnd to
obtain the electronic value V in the subseguent step S46.

When the recipient obtains the electronic value Vv, the
recipient transmits a completion notification to the sender
in step $S47. When the sender receives the completion

notification, the sender deletes the random number Rnd in

step 3548.
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recipient transmits a completion notification to the sender in step S47.
When the sender receives the completion notification, the sender deletes
the random number Rnd in step S48. - 37 In this manner, in the
embodiment shown in Fig. 6, an electronic value is encrypted by a
generated random number, and the random number necessary for
decryption is sent to the recipient at different timing from the transmission
timing of the electronic value. Accordingly, an electronic value in an
available state does not exist both in the sender and the recipient at the
same time, and thus it is possible to avoid a risk of illegal replication of an

elettrohit Va2 BREratith, BEE IFthedoMGRing® AtBtaited eScriftiom il
e 189N oF anrlesionicyalye dransmission-sysieryl 19 Which Migner,

electronic-value transmission method shown as a specific example of the
andpresentamventionusiapplied wsing Figs drtaide Aypelectronic-wale to
transmission system shown in Figs., 7 to 9 are systems which allows to

Ehe AstaP AR e frorte T AT R etve_ign ERerorite sy PH6vidRn with
£ 1nBRIC SArdneanahle of geearding an elegironic yalug, sucliag eleaitonis

money, an electronic ticket, etc., or an IC chip capable of recording an
valglectionizvalue ldrdh bn elestrenitosystemt pecvidéd wdttha readerwriter

seﬂ§ﬂ¥ﬂgﬁéﬁ£%%d@ Q@g@g%t at the same time, and thus it is
possible to avoid a risk of illegal replication of an
electronic value, alteration, etc.

In the following,.a detailed description will be given
0of an electronic-value transmission system 1 to which the
electronic-value transmission method shown as a specific
example of the present invention is applied using Figs. 7 to
9.

An electronic-value transmission system shown in Figs.
7 to 9 are systems which allows to transfer an electronic
value between an electronic system provided with an IC card
capable of recording an electronic value, such as electronic
money, an electronic ticket, etc., or an IC chip capable of
recording an electronic value, and an electronic system
provided with a reader/writer capable of reading/writing
from/into this IC chip. Here, a description will be given
by assuming that at least one of the electronic systems is

- provided with a reader/writer and the other of the systems

is provided with an IC chip. However, both ¢f the systems
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from/into this IC chip. Here, a description will be given by assuming that
at least one of the electronic systems is provided with a reader/writer and
the other of the systems is provided with an IC chip. However, both of the
systems - 38 may be provided with a reader/writer and an IC chip in
reality. The electronic-value transmission system 1 shown in Fig. 7 is a
system which can achieve the electronic-value transmission method
shown in Figs. 1 to 4 described above. In this specific example, the
system includes a mobile phone 10 including at least a reader/writer and
a mobile phone 20 including an IC chip capable of storing an electronic
m"7“‘3(/a[rlpﬁe PFRE TSI p6NnE 15°RYRE et STicaRTué traisrhistiont&ystem 1
rednglides a telephone calling/receiving block 11, for basic operations and
functions as a mobile phone, including a voice output part, a voice input
paftha wdieetprovéssing past, arransmhissiomregeiviag crcelitpan in Fig.
.o$eration input part, etc., a memory 12 for storing informatign such as an

7 Tletuonic VALENS, ST hRRERICRIOT otk RS Pt IS

« rdfnsnmission-gegtinationdermingl authenticationmgans for,authanticating
each other with the mobile telephone 20, which is the transmission

In déstihatipncofihe etecrorie vaitee usingtarcdmaionikey K| mwhichdsphone

10 SQMMon authentigation informatjon, an encryption part14as 4
valGa Rfsithation scivpfion fiesiy Writer and a mobile phone

including an IC chip capable of storing an electronic value,
The mobile phone 10 in the electronic-value
transmission system 1 includes a telephone calling/receiving
block 11, for basic operations and functions as a mobile
phone, including a voice output part, a voice input part, a
voice processing part, a transmission/receiving circuit, an
operation input part, etc., a memory 12 for storing
information such as an electronic value, etc., an
authentication processing part 13 as transmission-
destination-terminal authentication means for authenticating
each ofher with the mobile telephone 20, which is the
transmission destination of the electronic value using a
common key K1, which is common authentication information,
.an encryption part 14 as value-information encrypticn means
for encrypting the electronic value using the common key K1
when the authentication processing part 13 has authenticated
the transmission destination, & value~transmission/reception

part 15 as transmission/reception means for transmitting the
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for encrypting the electronic value using the common key KI when the
authentication processing part 13 has authenticated the transmission
destination, a value-transmission/reception part 15 as
transmission/reception means for transmitting the - 39 electronic value
encrypted in the encryption part 14 to the mobile telephone 20, which is
the recipient and for receiving reception confirmation for the electronic
value encrypted, and a controller 16 for deleting all the information
related to the electronic value before the transfer and this electronic value

~and totally controlling each component described above. Although not

el eppirnithes ligarehevsdreblier 16hackriesy® Y, #ROMYér Storide

moiS WAl E1G, 0 ouder for the, CPU ’\%q}%eg‘é’ﬁ;@ Jectonic: value
transmission processing. and a RAM tor aWWorking area. of e CPU, etc.

reddiesgantrelercie performs themlestipniensalus dransmission Pragessing
of phase 1, phase 2, and phase 3. In phase 1, the authentication

engRBeéssing it 23 pEHorMS tutHénticatioteproeessing of thBgecipient.

. _Also, the authgnt'ca ion_processi art 13 authenticates a
i BUEE ko5 K e s i 1 a6 S

trdrayrsgissian destination; them acsessionr keyds tganerated; Sndhe: ing

enerated session key may be used as authentication information (the
ea‘%ka‘?ﬁﬁ‘ﬂé‘iﬂqii@. 3p WheRetheBerger afd e vedipiept haBatthénticdted
fi&@?&?aQQe controller 16 includes a CPU, a ROM for storing
software, etc., in order for the CPU to perform electronic-
value transmission processing, and a RAM for a working area
cf the CPU, etc.

The centroller 16 performs the electronic-value
transmission processing of phase 1, phase 2, and phase 3.
In phase 1, the authentication processing part 13 perforns
authentication processing of the recipient. Also, the
authentication processing part 13 authenticates a
predetermined public key K1 and the recipient terminal to be
the transmission destination, then a session key is
generated, and the generated session key may be used as
authentication information (the exaﬁple in Fig. 3). When
the sender and the recipient has authenticated with each
other in the authentication processing in phase 1, the
controller 16 performs the transfer processing {(phase 2) of

‘the eliectronic value shown in- Fig. 4.

Also, the mobile phone 20 includes a telephone
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other in the authentication processing in phase 1, the controller 16
performs the transfer processing (phase 2) of the electronic value shown
in Fig. 4. Also, the mobile phone 20 includes a telephone - 40
calling/receiving block 21, for basic operations and functions as a mobile
phone, including a voice output part, a voice input part, a voice
processing part, a transmission/receiving circuit, etc., a memory 22 for
storing information such as an electronic value, etc., an authentication
processing part 23 as transmission-source- terminal authentication means
for authenticating each other_with the mobhile telephone 10, which is the

caly, SRISH S0 cE BT e Blectioic VARt USRGR ESATMToRREyY K1,

fuﬂ%mﬁgn§ %%mgn%syl@'ﬁl?@%[‘ i@@émﬁigﬂgaa_v&yk@ce output part
tl’ansmISSIOn/receptlon part 24 as value tran5m|SS|0n/recept|0n means 1or

a vetewingthe etecttonie valieencrypted sntke pactypton part 14 from the
mobile phonge 10, which is the recipient, and for transmitting the

R \
traﬁé%%bﬁ&ﬁ%bﬁﬁ%%ﬁ%hno‘% th& T8N CoFthe EndISBR eféctfdHic value
stdeithg makilephons 1Q, A degtypligndart 23 fardegrypting the.encrypted

electronic value using the common key K1, and a controller 26 for totally
autdemidling iedchpcomponieny describéd aboverArsordisglynirstherce-
eI EGMcalue anamisslon, system 1 shown n Fig. 7, the moblle phone

corresponas

with the mobile telephone 10, which is the transmission
source of the electronic value using a common key K1, which
ig common authentication information, a value
transmission/reception part 24 as value
transmission/reception means for receiving the electronic
value encrypted in the encryption part 14 from the mobile
phone 10, which is the recipient, and for transmitting the
reception confirmation of the receiving of the encrypted
electronic value to the mobile phone 10, a decryption part
25 for decrypting the encrypted electronic value using the
common key K1, and a controllier 26 for totally controlling
each component described above.

Accordingly, in the electronic-value transmission
system 1 shown in Fig. 7, the mobile phone 10 corresponds to
the sender described in Figs. 1 and 2 described above, and
the mobile phone 20 corresponds to the recipient.

Subsequently, the electronic-value transmission system

2 shown in Fig. 8 is a system which can achieve the
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the sender described in Figs. 1 and 2 described above, and the mobile
phone 20 corresponds to the recipient. Subsequently, the electronic-value
transmission system 2 shown in Fig. B is a system which can achieve the
- 41 electronic-value transmission method shown in Fig. 5 described
above. Similarly to Fig. 7, in this specific example, the system includes a
mobile phone 10 including at least a reader/writer and a mobile phone 20
including an IC chip capable of storing an electronic value. The
electronic-value transmission system 2 has a characteristic in which the
mobile phone 10, which is a sender, includes a value division part 31 as

L R RIFEINGMatih diviersiTieahe idisdiviorthg i Blebirofidvalie into
de dFANSRIgSIONWAIts having npyeaping; @s an elegtropicvalug ang;

transmitting each transmission unit generated to the recipient. In the
exalipdteonichalag stansniissibndsystemidithecastiroller 16 iotallypcontrokst
each compaonent described above to perform the authentication

1e55ibc8sifg LHolWH i Big. 276 the"QRiHE RATBA FHocLeSHIEHAVR I Efy.
chibinahasa d. apdsthen periorms fhe transfer Rroeassing pfdhe electronic

value as shown in Fig. 5.°Also, the electronic-value transmission system 3
el eghoyym iin-Figl94s asystermswhich careaehie¥elthe eecthaniewadud stic
in tr?tnsmission method shown in Fig. 6 described above. Similarly to Fig. 7,

[

ﬁ%%p%ﬁfi@@?é}rﬁalgmesfs?emwm-Ch is a sender, includes a

value division part 31 as value-information division means
for dividing the electronic value into transmission units
having no meaning as an electreonic value and transmitting
each transmission unit generated to the recipient. In the
electronic-value transmission system 2, the controller 16
totally controls each component described above to perform
the authentication processing shown in Fig. 2 or the
authenticaticon processing shown in Fig. 3 in phase 1, and
then performs the transfer processing of the electronic
value as shown in Fig. 5.

Also, the electronic-value transmission system 3 shown
in Fig. 9 is a system which can achieve the electronic-value
transmission method shown in Fig. 6 described above.
Similarly to Fig. 7, in this specific example, the system
includes a mcobile phone 10 including at least a
_ reader/writer and a mobile phone 20 including an IC chip
capable of storing an electronic value. The eiectrqnic—

value transmission system 3 has a characteristic in which
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includes a mobile phone 10 including at least a reader/writer and a mobile
phone 20 including an IC chip capable of storing an electronic value. The
electronic- value transmission system 3 has a characteristic in which - 42
the mobile phone 10, which is a sender, includes a random- number
generator 32 for generating a random number, encrypting the electronic
value by the generated random number, and transmitting the random
number necessary for decryption to the recipient at different timing from
the transmission timing of the electronic value. In the electronic-value
transmission system 3, the controller 16 totally controls each component

they@ehibbd BBGREto PerftfhcChe Suthetfitatsn ptocadsitg shol PR, 2
nun®dhegaHentication progessing,shown i Fig, 340 phaggdrand then

performs the transfer processing of the electronic value as shown in Fig.
endiyiptamelectronichealtiednidRsmissien Systen: shewarnat Bl anticd as a
specific example of the present invention, the mobile phones 10 and 20

NS BoPR Lot EARIRED RS FtieRcy iBRAGHERIH) Be¥erhUsing a
de PONIACLIC card, @ radio fag, gic. iha-mobile phones 1¢.and 20

contain a memory part corresponding to a memory partof an IC card and
t raa sadiostagn andrai cometunicatien eircuib fdronendontact heathy
communication. Also, the mobile phones 10 and 20 contain a planar coll

elegﬁﬁ%ﬂéﬁﬁYﬁﬁyﬁﬂﬁﬁﬁﬁﬁ?&ﬁﬁéﬂﬁmﬁystem 3, the controller 16

totally contrels each component described above to perform
the authentication processing shown in Fig. 2 or the
authentication processing shown in Fig. 3 in phase 1, and
then performs the transfer processing of the electronic
value as shown in Fig. 6.

In an electronic-value transmission system shown in
Figs. 7 to 9 as a specific example of the present invention,
the mobile phones 10 and 20 employ a so-called RFID (Radio
Frequency IDentification) system using a noncontact IC card,
a radio tag, etc. The mobile phones 10 and 20 contain a
memory part corresponding to a memory part of an IC card and
a radio tag, and a communication circuit for noncontact
nearby communication. Alsc, the mobile phones 106 and 20
contain a planar coil antenna {in the following, sometimes
-described as a loop-coil antenna)} for noncontact
communication, which performs at least data transmission
with a reader/writer apparatus in a noncontact manner by

electromagnetic inductive coupling.
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described as a loop-coil antenna) for noncontact communication, which
performs at least data transmission with a reader/writer apparatus in a
noncontact manner by electromagnetic inductive coupling. - 43 In the
following, a detailed description will be given of value ‘
transmission/reception parts 15 and 24 in an embodiment of the present
invention with reference to Fig. 10. Here, a description will be given of the
case in which the value transmission/reception part 15 is assumed to be
an IC chip having an antenna for noncontact communication and the
value transmission/reception part 24 functions as a reader/writer for

reddinghrithr iyl daifom/ite tisieeeniirimca iphéomatt Mafrergiven
or JANGYCLNRMORLS BRPRES A AUl B4 MR el DOTh fyncligns with

each other. The value transmission/reception part 24 shown in Fig. 10
embeeitaMSa oDpeteil pAteRna wWithva conahcling wirtsweusdci aplanay.
state in parallel to the use surface. The value transmission/reception part

10.24 EBR&ing adfo?ﬁﬁﬁwéaﬁbﬁ{iéiﬂcﬁ%iﬁﬁ@?@o 8h IEGrBaFRnd G & pdbWer
theS%rfsesu@Pa%%ﬁgé%w/MsB%Eogl@&-Eo,lfgf %afa'?soéeaaiéé’@&%; he

value transmission/reception part 24 includes, on a printed-circuit boaré‘,n
I1C aldgpiseil amtenrna d0tdandransmiting and4eceivingndatacby the and

coupling with an external electromagnetic field and an IC (Integrated

CheckRuitf162 P RARHEREFBARPEIQUINPRF befbriifigtions as a

reader/writer for reading/writing data from/inte this IC
chip in a noncontact manner. However, the mobile phones 10
‘and 20 may include both functions with each other.

The value transmission/reception part 24 shown in Fig.
10 contains a loop-ceil antenna with a conducting wire wound
in a planar state in parallel to the use surface. The value
transmission/reception part 24 contains a communication
circuit similar to an IC card without a power source such as
a battery, which conforms to, for example, IS07810.

The value transmission/reception part 24 includes, on a
printed-circuit board, a loop-coil antenna 101 for
transmitting and feceiving data by the coupling with an
external electromagnetic field and an IC (Integrated
Circuit}! 102 on which electreonic circuits for performing
various processing in order to write and read data are
integrated.

As an example of the loopwcbil antenna 101, a resonant

antenna circuit in which a loop=coil 103 as a loop-coil
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various processing in order to write and read data are integrated. As an
example of the loop-coil antenna 101, a resonant antenna circuit in which
a loop-coil 103 as a loop-coil - 44 antenna including a conducting wire
wound in a planar state and a capacitor 104 are connected in parallel,
etc. can be applied. The loop-coil antenna 101 is electromagnetic
inductive coupled with a electromagnetic field emitted from a reader/writer
antenna circuit 204 of the value- transmission/reception part 15 as a
reader/writer described below, converts the coupled electromagnetic field
into an electrical signal, and supplied it to the IC 102. The IC 102 includes
antgpectifist et tDFas Feafing Ineans forrestfyiny anadkmesthifgan

delgcgi As_Lign | proyided in the loop-cpil.antenna.101 induced by th
an e e OPeeD A e e et Rl e
applraesimissior/racepionpart 45: Mse, the1lCi 102 has @ sagytater; £06 for

_converting an electrical signal provided from the rectifier circuit 105, a
indpprigsighopad$HilfeHF P07 RYSEEEIRGIHGH Frebirtey Sohiperefis ot

the electrical signal provided. from. th e4ctifigr g'gcuit 195, a demodulation
a reader gg% %5 angépna Circui (%a1 o) é valube- .

circuit or demodulatinga’signal of high “frequiency components input
trafien: thei BR Q% seguencer 169 sfor contraling/wiiting andJeading af

data correspondin%to the data supplied from the demodulation circuit
belpgg Sog%erts the coupled electromagnetic field into an
electrical signal, and supplied it to the IC 102.

The IC 102 includes a rectifier circuit 105 as
rectifying means for rectifying and smoothing an electrical
signal provided in the loop-coil antenna 101 induced by the
electromagnetic field caused by the antenna of the value
transmission/reception part 15. Also, the IC 102 has a
regulator 106 for converting an electrical signal provided
from the rectifier circuit 105, a HPF (High-Pass Filter) 107
for extracting high frequency compconents of the electrical
signal provided from the rectifier circuit 105, a
demodulation circuit 108 for demodulating a signal of high
frequency compeonents input from the HPF 107, a sequencer 109
- for controlling writing and reading of data corresponding to
the data supplied from the demodulation circuit 108, and a
modulation circuit 110 for meodulating data to be transmitted
by the loop-coil 103. The data supplied from the

demodulation circuit 108 is controlled by the controller 26

to be stored in the memory 22.
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modulation circuit 110 for modulating data to be transmitted by the
loop-coil 103. The data supplied from the demodulation circuit 108 is
controlled by the controller 26 to be stored in the memory 22. - 45 The
rectifier circuit 105 includes a diode 111, a resistor 112, and a capacitor
113. The anode terminal of the diode 111 is connected to one end of the
loop-coil 103 and the capacitor 104, and the cathode of the diode 111 is
connected to one end of the resistor 112 and the capacitor 113. The other
end of the resistor 112 and the capacitor 113 is connected to the other
end of the loop-coil 103 and the capacitor 104. The rectifier circuit 105
oufpatstret bfd@ical Signtl réfacés byudetfing dpdesmadsdthidg the

lectrical.signal lied f the logp-coil 103 to th lator 106 and
ceofiSHEa i popies o e U8 (e, e oe

7. Thé regulafor to the cathode terminal of
thethi dingler 111 of therectdics €irevit 305 dascried: mbovecprddgine eod of
~ the resistor 112 and the capacitor 113. The regulator 106 restrains a
andybjtggEfiatibR{dake compbrieit) 6f e dr chicdlstgfdiatpplied ficm
the regtiﬁ%r %irgc:euit 1 Sg%sg%bglize the §ig£_1a ,1ai1dath ntgupglies th%gpnal

connecte resi apacil
to the sequencer as a direct eFec?rlcal power. us, the vgﬁage

113varigtienpwhich degoaesdthe causassebthermalfunationof Hag sequencer
109, etc., for example, the voltage variation caused by the

113 is connected to the cther end of the loop-coil 103 and

the capacitor 104. The rectifier circuit 105 outputs the

electrical signal produced by rectifying and smocthing the

electrical signal supplied from the loop~coil 103 to the

regulator 106 and the HFF 107.

The regulator 106 is connected to the cathode terminal
of the diéde 111 of the rectifier circuit 105 described
above, and one end of the resistor 112 and the capacitor 113.
The regulator 106 restrains a voltage wvariation {data
component) of the electrical sigral supplied from the
rectifier circuit 105 to stabilize the signal, and then
supplies the signal to the sequencer 102 as a direct
_electrical power. Thus, the voltage variation, which
becomes the cause of the malfuncticon of the sequencer 109,
etc., for example, the voltage variation caused by the
movement of the position of he mobile phone 20, and the
voltage variation caused by a change in the power

consumption within the mobile phone 20 are restrained.

The HPF 107 includes a capacitor 114 and a resistor 115.
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movement of the position of he mobile phone 20, and the voltage
variation caused by a change in the power consumption within the mobile
phone 20 are restrained. The HPF 107 includes a capacitor 114 and a
resistor 115. - 46 The HPF 107 extracts high frequency component of the
electrical signal supplied from the rectifier circuit 105, and outputs the
signal to the demodulation circuit 108. The demodulation circuit 108 is
connected to the other end of the capacitor 114 and the resistor 115 of
the HPF 107. The demodulation circuit 108 demodulates the signal of the
high frequency component input from the HPF 107, and outputs the
ThesifRE thltheesddirsteer 1090 Theesamishcer F0rRas b ROMRead Only

e1depan] apda AN (Random Acsessemon) sige, andis, conpacted

tot emodulation circuit escribed above. The sequencer

ancstotapasigrald conynand)iv puh ot demodinatian &irauiti 138 into
the RAM, and analyzes this in accordance with the program stored in the
ROWE THESEileicer 1 00 eads L dafB store s dnties hrshmbey 2hasother

end SGSSADY based,qn.the, ppalysis result. Alternatively,the sequencer 109,

writes a supplie emodeu‘(fétlon Circul nto the

ThemMesmeyud 2 tAlH, thersequenaey H9.ga0eEaies aciespongaasiosal the
. corresponding to the command to supply the signal to the modulation
nighrdAETEOREYr BHERRIREY I R RoAVERtI MEMEry Sich agdncutputs

the signal to the sequencer 109.

The sequencer 108 has a ROM (Read Only Memory) and a
RAM (Random Access Memory) inside, and is connected to the
demodulation circuit 108 described above. The sequencer 109
stores a signal (command) input from the demodulation
circuit 108 into the RAM, and analyzes this in accordance
with the program stored in the ROM. The seguencer 109 reads
data stored in the memory 22 as necessary based on the
analysis result. Alternatively, the sequencer 109 writes
the data supplied from the demodulation circuit 108 into the
memory 22. Also, the sequencer 109 generates a response
signal cqrresponding to the command to supply the signal to
the medulation circuit 110.

For the mémory 22, a nonvolatile memory such as an
EEPROM (Electrically.Exasable Programmable Read Only Memory},
etc., which does not ﬁeed-power to maintain data, can be
used, and is connected to the sequencer 109 described above.

The memory 22 stores the data supplied from the demodulation
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EEPROM (Electrically Erasable Programmable Read Only Memory), etc.,
which does not need power to maintain data, can be used, and is
connected to the sequencer 109 described above. The memory 22 stores
the data supplied from the demodulation - 47 circuit 108 based on the
analysis result of the sequencer 109. The modulation circuit 110 includes
a series circuit of an impedance 116 and an FET (Field Effect Transistor)
117. One end of the impedance 116 is connected to the cathode terminal
of the diode 111 of the above-described rectifier circuit 105, the other end
of the impedance 116 is connected to the drain terminal of the FET 117,
cingaidourb8 tbatiRfal OF theFETalysscormeeldd & gdiid eiekmecgate
derminal of the FET 117 is connected to the sequencer 109. Also, the
modulation circuit 110 is connected to the loop coil 103 constituting the
aboye-desoibediesonanes CircuitoThe cmeskiationseirgldt 110 employs £
so-called load modulation in which the FET 117 is caused to perform a

an SFRERAGGperafioRnth parafiEFin fespofsEté ersigharrerpierdediehcer
oneSRn et SBMIEIORt ol Y mestipee L0.r elop 0o
termodalatich eiteuid 262eancia demadidation veireiis203 fedmesiating.and

demodulating data, respectively, and a reader/writer-antenna circuit 204
cirﬁﬁit 105, the other end of the impedance 116 is connected
to the drain terminal of the FET 117, the source terminal of
the FET 117 is connected to ground, ‘and the gate terminal of
the FET 117 is connected to the seguencer 109. Also, the
modulation circuit 110 is connected to the leoop coil 103
constituting the above-described resonance circuit. The
modulation circuit 110 employs so-called load modulation in
which the FET 117 is caused to perform a switching operation
in paraliel in response Lo a éignal from the seguencer 109
in order to change load of the impedance 116 on the loop
coil 103.

Onn the other hand, the value transmission/reception
part 15 includes a modulation circuit 202 and a demodulation
circuit 203 for modulating and demodulating data,
respectively, and a reader/writer-antenna circuit 204 for
transmitting and receiving data by the coupling with an
electromagnetic field. A control circuit 201 totally

controls the modulétion and the demodulation of the data to

be transmitted and received. The demodulation circuit 203
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transmitting and receiving data by the coupling with an electromagnetic
field. A control circuit 201 totally controls the modulation and the
demodulation of the data to be transmitted and received. The
demodulation circuit 203 - 48 may be provided with a protection circuit for
reducing the signal if a large signal is input. The control circuit 201
corresponds to the controller 16 in Figs. 7 to 9. For example, the control
circuit 201 generates a control signal for various controlling in order to
control the modulation circuit 202 and the demodulation circuit 203 in
accordance with an external command and an internal program, and

maygefiereted raRSniiddiBnl A CorRSHBRdIG f e EoMniand f6 8apskahe
si gggtfl tothe me aggggggug goghéﬁ_, the control circuit 201 generates

reproduction dafa based on the response data from the demodulation
circhi 203rio:@mItpui e flata dn the medijatien crsutZd ke roller
transmission data input from the control circuit 201 is modulated by a

16 trBn8rftfer, Anbthis mdtfaURTGH& is SBppRed ts the circuit 201
geng¥g¥¥éNgﬁ%EE¥%g@agH%HIgoébJhgé¥aggguggopfgg%ﬁﬁéﬁgg order

demodulates the modulated wave from the reader/writer- antenna circuit
to 204tawrd stppliesdha semoduatecdatato2 thercontiel aieeuiti20hrEhe
reader/writer-antenna circuit 204 includes a loop- coil produced by winding

Cirﬁ%%ﬁd%%ané%ﬂﬂ?ﬁ?ﬁqﬁﬁﬁgrg%ﬁg an external command and an

internal program, and generates transmission data
corresponding to the command to supply the data to the
modulation circuit 202. Also, the control circuit 201
generates reprcduction data based on the response data from
the demodulation circuit 203 to output the data.

In the modulation circuit 202, the transmission data
input from the control circuit 201 is modulated by a
transmitter, and this modulated signal is supplied to the
reader/writer—antenna circuit 204. The demodulation circuit
203 demodulates the modulated wave from the reader/writer-
antenna circuit 204, and supplies the demodulated data to
the control circuit 201.

The reader/writer-antenna circuit 204 includes a lcop=-
coil produced by winding a conducting wire in a planar state.
The reader/writer-antenna circuit 204 emits the
electromagnetic field corresponding to the modulated wave
supplied from the modulation circuit 202, and detects the

load change of the loop cecil 103 of the value



The reader/writer-antenna circuit 204 emits the electromagnetic field
corresponding to the modulated wave supplied from the modulation
circuit 202, and detects the load change of the loop coil 103 of the value -
49 transmission/reception part 24. In the value transmission /reception
parts 15 and 24 constructed as described above, when predetermined
data is instructed to be written, the control circuit 201 generates a
command signal for writing based on this instruction and generates the
transmission data (write data) corresponding to the instruction to supply
the data to the modulation circuit 202. The modulation circuit 202
trapygbiaésia canplifuele obthe @<illation signal based on the input

signal,.and supplies the signal to the reader/writer-anten circuit 204.
TR R e A I

cons@Fasperding tathe inptanedulation, signal - the resanantfreguencysof
the parallel resonant antenna circuit including the loop coil 103 and the

insgapading 102 &F the ko&ipionttib setritiecvalaé (intttis Spécifiersdartiple,

+ KRS8 corpsponding g the pscilafion freguency (carrier requency)
rom the reader/writer 15. ACCO |ngly, he parallel resonant antenna

gen6ietibEcogives thenemitied wlegemagreticdiald by resgpant:pparation,
converts the received electromagnetic field into electrical signal, and
to the instruction to supply the data to the modulatiocon
circuit 202. The modulation circuit 202 modulates the
amplitude of the oscillation signal based on the input
signal, and supplies the signal tc the reader/writer-antenna
circuit 204. The reader/writer-antenna circuit 204 emits
electromagnetic wave corresponding to the input modulation
signal.

The resonant freguency of the parallel resonant antenna
circuit including the loop coil 103 and the capacitor 104 of
the recipient is set to the value (in this specific example,
13.56 MHz) corresponding to the oscillation fregquency
(carrier frequency) from the reader/writer 15. Accordingly,
the parallel resonant antenna cifcuit receives the emitted
electromagnetic field by resonant operation, converts the
_receiv@d electromagnetic field into electrical sigral, and
then supplied the signal to the IC 102.

The electrical signal converted from the

electromagnetic field by the loop-coil antenna 101 is input

into the rectifier circuit 105 to be rectified and smoothed,
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then supplied the signal to the IC 102. The electrical signal converted from
the electromagnetic field by the loop-coil antenna 101 is input into the
rectifier circuit 105 to be rectified and smoothed, - 50 and then is
supplied to the regulator 106. The regulator 106 restrains and stabilizes a
voltage variation (data component) of the electrical signal supplied from
the rectifier circuit 105, and then supplies the signal as a direct current
power to the sequencer 109. Also, the signal rectified and smoothed by
the rectifier circuit 105 is supplied to HPF 107 through the modulation

circuit 110, the high-frequency component thereof is extracted, and then
andistdifiipliedl te1HRE dRatibR Eret208T ThE HemBaiatib A ERERTL08

1069¢/00dplalgS the sighalqfithe Joput high:lrequency, component. and
supplies the signal to the sequencer 109. The sequencer 109 stores the

comippuiEsignab fcammarid) daputiomsthendemedpiatinsd cifedih 108dnto the
RAM, analyzes this in accordance with the program contained in the

recRBvMeFheSegtthcéP 109ahsesh i FHRE Haes stipplicd foft e @
air2egoduiation cireyit 108 infg the memory, 22 4ased on the result obtained
: :

rom the analysis. On the other hand, if the signal (command) input from

tha temodiHatian gitenit #08tis &i rehdhinstraatonhike sequeacer 109
recrtej.afdiset::t]ecrierggu%%:talc(%re:i,ssposntgjplng%J't_?aéh?:o HPF 107 through the
modulation circuit 110, the high-frequency component thereof
is extracted, and then is supplied teo the demodulation
circuit 108. The demodulation circuit 108 demodulates the
signal of the input high-frequency component, and supplies
the signal to the sequencer 109. The sequencer 109 stores
the input signal (command) input from the demodulation
clrcuit 108 into the RAM, analyzes this in accordance with
the program contained in the ROM. The sequencer 108 writes
the write data supplied from the demodulation circuit 108
into the memory 22 based on the result obtained from the
analysis.

On the other hand, if the signal {command} input from
the demodulation circuit 108 is a read instruction, the
sequencer 109 reads the read data corresponding to the
instruction from the memory 22. Also, for the seguencer 109,
the FET 117 of the modulation circuit 110 is caused to

perform a switching operation corresponding to the read data.

That is to say, in the modulation circuit 110, when the FET
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instruction from the memory 22. Also, for the sequencer 109, the FET 117
of the modulation circuit 110 is caused to perform a switching operation
corresponding to the read data. That is to say, in the modulation circuit
110, when the FET - 51 117 is turned on, the impedance 116 and the
loop coil 103 are connected in parallel. When the FET 117 is turned off,
the parallel connection of the impedance 116 and the loop coil 103 is
released. As a result, the impedance of the reader/writer-antenna circuit
204 which is magnetically coupled with the loop-coil antenna 101 of the
mobile phone 10 changes corresponding to the read data. Accordingly,

11 thé ek Jottage Bithd iredriffriteHani@shd Brcdip 204chiahge®sin
area%c&ﬁﬂ%g%%d"‘ h tﬁ%%‘?ﬂgg of t%%é%pgg%”g%gﬂﬁ ?e“deES%QéSC%i%’?
t 0 [ !

the read data by the demodulation circuit emodul%ﬁing this
thevariation.As deserdad ahovs theaviting anddbe regding: of glata oop

between the mobile phone 10, which is a sender, and the mobile phone
coijp MRichSs BPretfisi€ft are performed in a noncontact manner. It should

be ynderstoogby thgse sklledin the att it varioys modifications, ..
combinations, sub-combinations and alterations may OCcur depending on

cirdegignrequivemeants sand gther fastors insnipn as they are miathindhe coil
scope of the appended claims or the equivalents thereof. 52

antenna 101 of the mobile phone 10 changes corresponding to
the read data. Accordingly, the terﬁinal veltage of the
reader/writer—-antenna circuit 204 changes in accordance with
the change of the impedance. The sender can receive the
read data by the demodulation circuit 203 demodulating this
variation. As described above, the writing and the reading
of data between the mobile phone 10, which is a sender, and
the mobile phone 20, which is a recipient are performed in a
noncontact manner.

It should be understood by those skilled in the art
that various modifications, combinatiocns, sub-combinations
and alterations may occur depending on design reguirements

and other factors inscfar as they are withirn the scope of

the appended claims or the equivalents thereof.
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WHAT IS CLAIMED IS: 1. A method of transmitting electronic value
information for transferring electronic value information between
terminals, the method comprising the steps of: authenticating each other
between a transmission source terminal being a transmission source of
the electronic value information and a transmission destination terminal
being a transmission destination using common authentication
information; sharing authentication for sharing common information
obtained by the authentication between the transmission source terminal
~and the transmission destination terminal; encrypting data including the
WHAdletfiontdVaIGE ihtdrmation to be transmitted from the transmission
source terminal to the authenticated transmission destination terminal;
transferring value information for transmitting the electronic value
infarmationenesypted in the: stejafl encsyping tmthe transeission
destination terminal when the transmission source terminal and the

11 HeERShiork destiralidh it € TECEGHiCed Witt? eABA ViRt iH e
pe t¥igRLkAYPhenyqating. temporarly inyalidating the, glecronicvalye
information left in the transmission source terminal; - 53" transmitting
recepfimcontitiatioretoreturhisg between a transmission source

terminal being a transmission source of the electronic value
information and a transmission destination terminal being a
transmission destination using common authentication
information;

sharing authentication for sharing commeon information
obtained by the authentication between the transmission
source terminal and the transmission destination terminal;

encrypting data including the electronic value
information to be transmitted from the transmission source
terminal to the authenticated transmission destination
terminal;

transferring value information for transmitting the
electronic value information encrypted in the step of
encrypting to the transmission destination terminal when the
transmission socurce terminal and the transmission
destination terminal are recognized with each other in the
step of authenticating;

temporarily invalidating the electronic value

information left in the transmission source terminal;



reception confirmation to the transmission source terminal when the
transmission destination terminal completes reception of the electronic
value information; deleting value information for deleting the invalidated
electronic value information left in the transmission source terminal when
the transmission source terminal receives the reception confirmation;
transmitting validation information to the transmission destination terminal
after the deletion of the electronic value information in order to validate
the electronic value information; and validating value information for
receiving the validation information and validating the electronic value
infSRBREH bl the teeraRisdion desthatoatémmin 2 reramdahad of

redt ﬁ‘:%,r?fﬁ“%%x‘?ﬁcéﬂ?ar%%’%'% intormation accordin t%é'f'%‘:'c%l_t‘é"é‘%{%'é‘fhe
step of encrypting encrypts all the data transmitted and received between

whdhedranarpission seurse &rstinakandihe dansnyssiepdestinagon
terminal using the common information shared in the step of sharing
recgthefficaforti® THeRtetRbd ©f ThsmiltntPeretdbaitivalue - 54
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eleSHE68ic value information left in the transmission source
terminal when the transmission source terminal receives the
reception confirmation;

transmitting validation information to the transmission
destination terminal after the deletion of the electronic
value information in order to validate the electronic value
information; and

validating value information for receiving the

validation information and wvalidating the electronic value

information by the transmission destination terminal.

2. The method of transmitting electreonic value
information accerding teo c¢laim 1,

wherein the step of encrypting encrypts all the data
‘transmitted and received between the transmission source
terminal and the transmission destination terminal using the
commen information shared in the step of sharing

authentication.

3. The method of transmitting electronic value



terminal before the transfer and all the information related to the
electronic value information. 4. The method of transmitting electronic
value information according to claim 1, 2 or 3, further comprising the step
of encrypting value information for encrypting the electronic value
information using the authentication information, wherein electronic value
information encrypted in the step of encrypting value information is
transmitted to the transmission destination terminal in the step of
transferring value information. 5. The method of transmitting electronic
value information according to claim 4, further comprising the step of

InEQERR bR thE S Pled 2IS¢RRicvdbe Tnformation using the
aum?é?@f‘ﬂo Eh@f%ﬁf%“ Uk agg R Qﬁﬁ‘& pv%flt[%n %P&Qnéeccf&‘i' Oe1etes

confirmation by the transmission destination terminal. 6. The method of
eletansmitting ®lectranic yate: information accarding tarasyicnrd ohtheurce
preceding claims, 55 wherein the authentication information is a common

LT HetBMED BSeerPEREfBnRAhIBS-InfobhatiohtFaIdeP teffilals
+o and allthe data ransmified and.tecejved.in the step of authenticating is

encrypted by the common key. 7. The method of transmitting electronic
value information according to any one of the preceding claims,

4, The method of transmitting electronic value
information according to claim 1, 2 or 3,

further comprising the step of encrypting value
information for encrypting the electronic value information
using the authentication information,

wherein electronic value information encrypted in the
step of encrypting value information is transmitted to the
transmission destination terminal in the step of

transferring value information.

5. The method of transmitting electronic value
information according to claim 4,

further comprising the step of decrypting the encrypted
electronic value information using the authentication
information after the'step of transmitting reception

confirmation by the transmission destination terminal.

6. The method of transmitting electronic value

information according to any one of the preceding claims,

- 55 -



wherein in the step of authenticating, the transmission source terminal and
the transmission destination terminal authenticate with each other using a
predetermined public key, unique information provided for the
transmission source terminal being a transmission source and each
terminal of the transmission destination terminals, and then the
transmission source terminal generates a session key, and the generated
session key is used as authentication information. 8. The method of
transmitting electronic value information according to any one of the
preceding claims, wherein in the step of deleting value information, the

invaliG&fetielbBf oA VAR o maRon I i tHe Aarksinids o Sitcs Y
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are deleted, and then in the step of transmitting validation information,
texvalimlation mdrradtlon fer ddidating dnerelgotranie vdlussioddiveatiom -136
N is transmitted to the transmission destination terminal. 9. The method of
S t & dmitting SRt i DaIubSinFaHTRRIC A SBF it oSSR SFhe
preceding claims, further comprising the step of determining disruption
for determining communication disruption between the transmission
soirce tBrmima tdrebitheftramsmission: destindtion temminaVadberein the
. _transmission source terminal and the
information according to any one of the preceding claims,
wherein in the step of authenticating, the transmission
source terminal and the transmission destination terminal
authenticate with each other using a predetermined public
key, unique information provided for the transmission source
terminal being a transmission source and each terminal of
the transmission destination terminals; and then the
transmission source terminal generates a session key, and

the generated session key is used as authentication

information.

8. The method of transmitting electronic value
information according to any one of the preceding claims,

wherein in the step of deleting value information, the
invalidated electronic value information left in the
transmission source termipal and all the information related
to the électxonic valu@linformation are deleted, and then in
the step of transmitting validation information, validation

information for validating the eléctronic value information
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transmission destination terminal are provided with unique information, a
counter indicating which processing stage the processing is in and the
unique information are transmitted and received with each other in the
steps of authenticating, transferring value information, and transmitting
reception confirmation, and completion notification indicating completion
of the steps of authenticating, transferring value information, and
transmitting reception confirmation is transmitted and received, in the
step of determining disruption, when one of the terminals fails to receive
the completioa notification, a determination is made that communication
e

IS e e torhtinalSis HiERPTEF 2AaT, SRPEIMACARY ByRie  adter,

betweeri
of which the completion notification has failed to be received between the
terminals having the unique information is repeated. - 57 10. A method of
trafsmiffing elestrodicoslde anforiztiondoe bransarring etedtvenic value
nformation betwe(ﬁ_n terminals, the method comprising the steps of:

infgr RhtICALAG BH-Other Detitienta transhfisBORcEsiRe fEtHiar being

authen g eac
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transmission destination terminal being a transmission destination using

forcsipbramantrnticerivridforhationd shevipgianhbativatton fdresharing
traggﬂfggkggogg%@%% terminal and the transmission
destinaticn terminal,

wherein the transmission source terminal and the
transmission destination terminal are provided with unique
information, a counter indicating which processing stage the
processing is in and the unique information are transmitted
and received with each other in the steps of authenticating,
transferring value information, and transmitting reception
confirmation, and completion notification indicating
completion of the steps of authenticating, transferring
value information, and transmitting reception confirmation
is transmitted and received,

in the step of determining disruption, when one of the
terminals fails to regeive the completion notification; a
determination is made that communication between the
terminéls is disrupted and a step, indicated by the counter,
of which the completion notification has failed to be

received between the terminals having the unique information

is repeated.
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obtained by the authentication between the transmission source terminal
and the transmission destination terminal; dividing the electronic value
information into transmission units having no meaning as electronic value
information; transferring value information for transmitting one
transmission unit generated in the step of dividing the electronic value
information when the terminals are recognized with each other in the step
of authenticating; transmitting reception confirmation for returning
reception confirmation to the transmission source terminal when the
transmission destination terminal receives the transmission unit; deleting
unit information for deleting the one transmission unit left in the
transmission source terminal - 58 when the transmission source terminal

re¢@ivesthBTERSStiGH JorRsREbAIRMeFRSHTER Hfe Y@ﬁ%ﬁmissiop .
in£SOHICE tGEMingl receives. the teception.confirmation, a next lransmisgion

unit subsequent to the one trarismission unit is transmitted, when the
bettrapsntissionmebtinatior terminad receiyed thiempexth &rassapssiom unit, a
next transmission unit left in the transmission source terminal is deleted,
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term@MPletely fransferied, the elactronic yalue information IS+ ronic value

information and a transmission destination terminal being a
transmission destination using common authentication
information;

sharing authentication for sharing common information
obtained by the authentication between the transmission
source terminal and the transmission destination terminal;

dividing the electronic value information into
transmission units having no meaning as electronic value
information;

transferring value information for transmitting one
transmission unit generated in the step of dividing the
electronic value information when the terminals are
recognized with each other in the step of authenticating;

transmitting reception confirmation for returning
reception confirmation to the transmission source terminal
when the transmission destination terminal receives the
transmissicon unit;

deleting unit information for deleting'the one

transmission unit left in the transmission source terminal



reconstructed. 11. The method of transmitting electronic value information
according to claim 10, wherein the step of transferring value information
for transmitting the transmission units divided in the step of dividing the
electronic value information to the transmission destination terminal in
sequence, the step of transmitting reception confirmation, and the step of
deleting unit information include the step of determining disruption for
determining communication disruption between the transmission source
terminal and the transmission destination terminal, the transmission
source terminal and the transmission destination terminal are provided
whapitly imidurairdfonmation te o8¢ e duirternadal r v stepsoftinansferring ion

vgjue [ formatlon and the step of transmitting reception confirmation
cO 1YImal
ranamit and receive a counter for distinguishing a transmission unit and

unigue-aiormatian ehthederminal with,gach.other, and, the frapsmission

destination terminal transmits completion notification indicating
thecgiapRitioresf thenteepton of eaghnirahsimissiem mititorthetiansmission
sourcet magC when the transmission source terminal fails to receive
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determining disruption determines
transmission unit, a next transmission unit left in the

transmission source terminal is deleted, and when the
transmission units of the electronic value information are
completely transferred, the electronic value information is

reconstructed.

- 11. The method of transmitting electronic value
information according to claim 10,

wherein the step of transferring value information for
transmitting the transmission units divided in the step of
dividing the electronic value information to the
transmission destination terminal in sequence, the step of
transmitting reﬁeption confirmation, and the step of
deleting unit information include the step of determining
disruption for déterminihg communication disruption between
the transmission source terminal and the transmission
destination terminal, |

the transmission source terminal and the transmission

destination terminal are provided with unique information to
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an occurrence of communication disruption between the terminals, and
the step of transferring a transmission unit, indicated by a counter, having
the completion notification failed to be received is repeated. 12. A method
of transmitting electronic value information for transferring electronic
value information between terminals, the method comprising the steps of:
authenticating each other between a transmission source terminal being
a transmission source of the electronic value information and a
transmission destination terminal being a transmission destination using
common authentication information; sharing authentication for sharing

eacdorimoniinidrmation st6@ clfaireshisf teranthertibtationrbatweshnitbe

andtr%plsémis%on S0 rggég;ﬂngin@l gndl:[he tra}:n,smission destination termina_ll;_
generafing a random number: Bhcry Sty VAT eSRTSr AR 37 ereRiRtiHg:

andthes elacteonic valuecinforraation ysingdhedandom numbes, ggnerated,in «
the step of generating a random number when the terminals are

andragpypirediivinemchiothep in e steprofi aatheritidatingeeneh)pting datd
includin%the electgoni% value, information to be transmitted from the,
the transhisslon desftin

tranSmiasion source termmar 18 tHe AlltisHtic ke TansMhisiBR e tion

notd@&@ﬁﬁﬁﬁht@ﬂﬁﬁﬁﬁting completion of the reception of each
transmission unit to the transmission source terminal,

when the transmission source terminal fails to receive
the completion notifiéation in the step of transferring
value information and the step of transmitting reception
confirmation, the step of determining disrupticn determines
an occurrence of communication disruption between the
terminals, and the step of trénsferring a transmission unit,
indicated by a counter, having the completion notification

failed to be received is repeated.

12. A method of transmitting electronic value
information for transferring electronic value information
between terminals, the method comprising the steps of:

authenticating each other between a transmission source
terminal being a transmission source of the electronic value
information and a transmission destination terminal being a
transmission destination using common authentication
information;

sharing authentication for sharing common information



transferring value information for transmitting the electronic value
information encrypted in the step of encrypting when the transmission
source terminal and the transmission destination terminal are recognized
with each other in the step of authenticating; invalidating for temporarily
invalidating or deleting the electronic value information left in the
transmission source terminal; transmitting reception confirmation for
returning reception confirmation to the transmission source terminal
when the transmission destination terminal completes reception of the
electronic value information; transmitting the random number to the
obtrdmsiAisiont k6 e wdwtnhiion téanina Aftercorrptetivrrotinvatidating the

electr%nic valuiirgggngggn tIeft in the transmisssi%n sogr.ce terminal in the
e
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usiggribed andgms:nuathesmand delsting value information for deleting the
invalidated electronic value information left in the transmission source

terffifaMRRéRIhE FratBniisSiontestivatiénteanirky Betnptshthe

elgctronic vallie information, 13. An electronic value-information
eleCt¥onic. value, in or?atlpn.u31%§ the random.n

transmission system or transterring e ctronic vaPue InfOP ﬁgn between
gerf@HRASin the step of generating a random number when the

terminals are reccgnized with each other in the step of
authenticating;

encrypting data including the electronic value
information to be transmitted from the transmission source
terminal to the authenticated transmission destination
terminal;

transferring value %nformation for transmitting the
electronic value information encrypted in the step of
encrypting when the transmission source terminal and the
transmission destination terminal are recognized with each
other in the step of authenticating;

invalidating for temporarily invalidating or deleting
the electronic value information left in the transmission
source terminal;

transmitting reception confirmation for returning
reception confirmation to the transmission source terminal
when the transmission destination terminal completes
reception of the electronic value information;

transmitting the random number to the transmission



wherein a transmission source terminal to be a transmission source of the
electronic value information includes transmission-destination terminal
authentication means for performing mutual authentication with a
transmission destination terminal being a transmission destination of the
electronic value information using common authentication information;
transmission and receiving means for transmitting the electronic value
information to the transmission destination terminal when the
transmission-destination terminal authentication means authenticates the
transmission - 62 destination and for receiving reception confirmation for

de fhdnafidptdPelRtidhiGFARE iRfIMRRoreidbiivh hdaksd fer the
o1dempgradlyjovalidating the. electronic yalue ipfor ”f&%ggg%}géggﬁgs curce

transmission source terminal after transmission o onic value

tednfoneation; vAkiesitdprmatian detetingoneaps for deleting the invalidated
electronic value information and all the information related to the
eleLHORIPVANE iffsinfiforRhen BaetEptidn comlinnalias oFrmesion

us i@lsctgggicr\éq.lg%ﬁngq{%aet&on i nrgceived; and information-validation control
meéans for the transmission destination terminal generating validation

deleting value information for deleting the invalidated
electronic value informaticn left in the transmission source
terminal when the transmission destination terminal decrypts

the electronic value information.

13. An electronic value—~information transmission
system for transferring electronic value information between
terminals,

wherein a transmission scurce terminal to be a
transmission source of the electronic value information
includes

transmission—-destination terminal authentication means
for performing mutual authentication with a transmission
destination terminal being a transmission destination of the
electronic value information using common authentication
information;

transmission and receiving means for transmitting the
electronic value information to the transmission destination
terminal when the transmission-destination terminal

authentication means authenticates the transmission



information in order to validate the electronic validation information after
deleting the electronic value information, the transmission destination
terminal to be a transmission destination of the electronic value
information includes transmission-source terminal authenticating means
for authenticating the transmission source terminal using the
authentication information with the transmission source terminal;
transmission and receiving means for receiving encrypted electronic
value information transmitted from the transmission source terminal and
for transmitting reception - 63 confirmation for receiving the electronic

de staige information florthearadsmissiore septcecter mimel L deenyiting atue he

enC:igfor g(%ioglrggggszfg decr; pting_t e encr gte_d electroni_c value
information using thé adtheRticatior iftdrm&tién; and validating value
infermatianmeans fee validating the. dacyeted elgclonic.validation,,
information based on the validation information. 14. The electronic

elagdigenaforivaation tiarsmissiorosysteft atootding toatemi $3 ifurtherurce

com rlisiggtvalue-information encr%gting means for encrypting the
e

terminal Aite SR IS the MutfidRfcRRH-Rifdiation when the
in fisaasmission-destination

value-information deleting means for deleting the
invalidated electronic value information and all the
information rglated te the electronic value information when
the reception confirmation of the electronic ﬁalue
information is received; and

information-validation control means for the
transmissicn &estination terminal generating validation
information in order to validate the electronic validation
information after deleting the electronic value information,

the transmission destination terminal to be a
transmission destination of the electronic value information
includes

transmission-source terminal authénticating means for
authenticating the transmission source terminal using the
authentication information with the transmission source
ﬁerminal;

transmission and receiving means for receiving
encrypted electronic value information transmitted from the

transmission source terminal and for transmitting reception



terminal authentication means authenticates the transmission destination,
wherein the transmission and receiving means transmits the electronic
value information encrypted in the value- information encrypting means to
the transmission destination terminal. 15. The electronic
value-information transmission system. according to claim 13 or 14, .
wherein the value-information deleting means deletes electronic value
information left in the transmission source 64 terminal before the transfer
and all the information related to the electronic value information. 16. An

c8&%&?&@%!%“efegﬂgyagﬁyﬁﬁaS@ﬁéﬂ@ﬂeﬁ%%@ﬁh@"&Eﬂﬁ%ﬁqggormation |

electronic value information befween terminals, wherein a transmission
tgotiee teramsaliiodion Fanspusdiemsbnmde of the electronic value
infor§1ation includes transmission-destination terminal authentication

meafi§ Tor PEHOPIAY Hiutia QamRTHERBS Mith SeraripGEyBhing the
etles{paen reupabheing.a ansmissPRAestinatan of the electronic
value information using common authentication information;
awbheninfortaton dividingaheans fendividing the electronic value
informaitipg into transmission units having
validating value information means for validating the
décrypted electronic validation information based on the

validation information.

14. The electronic value-information transmission
system according to claim 13,

further comprising value-information encrypting means
for encrypting the electronic value information using the
authentication information when the transmission-destination
terminal authentication means authenticates the transmission
destination, |

wherein the transmission and receiving means transmits
the electronic value information encrypted in the value-

“information encrypting means to the transmission destination

terminal.

- 15. The electronic value-information transmission
system .accoxrding to claim 13 or 14,
wherein the value-information deleting means deletes

electronic value information left in the transmission source



no meaning as electronic value information when the
transmission-destination terminal authentication means authenticates the
transmission destination terminal; transmission and receiving means for
transmitting divided electronic value information by the value- information
dividing means to the transmission destination terminal and receiving
reception confirmation for the divided electronic value information; and
value-information deleting for deleting the - 65 transmission unit left in
the terminal when the transmission source terminal receives the reception
confirmation of the electronic value information, the transmission

te miastmhtioafterminadldo teea sttansmission destirationr et the-elestrepicated
value information includes transmission-source terminal authenticating

£O TR&NE ¥5F HRRiCATRE HEr 8RBRISSSh source terminal using the
authentication information with the transmission source terminal; and
transmission and receiving means for receiving divided electronic value
infématiém thsoitted fromdhe etramsiaission saurcestesminal sand for
transmitting reception confirmation for receiving the electronic value

SY Shgtnffort ¥8Hé HransiAsEbRddiRRe feAihal WRERTARWHS N tHee tween

terih@nRgmission source terminal receives

wherein a transmission source terminal to be a
transmission source of the electronic value information
includes

transmission-destination terminal authentication means
for performing mutual authentication with a transmission
destination terminal being a transmission destination of the
electronic value information using common authentication
information;

value-information dividing means for dividing the
electronic value information into transmission units having
no meaning as electronic value information when the
transmission-destination terminal authentication means
authenticates the transmission destination terminal;

transmission and receiving means for transmitting
divided electronic value information by the value-
information dividing means to the transmission destination
terminal and receiving reception confirmation for the
divided electronic value information; and

value-information deleting-for deleting the



the reception confirmation, a transmission unit next to the transmission
unit is transmitted, when the transmission destination terminal receives
the next transmission unit, the next transmission unit left in the
transmission source terminal is deleted, and when the transmission unit
of the electronic value information is completely transferred, the
electronic value information is reconstructed. 17. An electronic
value-information transmission - 66 system for transferring electronic
value information between terminals, wherein a transmission source
terminal to be a transmission source of the electronic value information
LrapgRERsiransmissickedestimatidre termindraithehtoativre meansshdis s ion
rforming .mutual authentication with a transmission, destination terminal
=0 r%g:ierélgta‘a trrlgﬁgr%%sll‘gr? %Jé‘srﬁﬁ;éf(lt)}r? of BE Ra&i oAl s fhafibn Uig

e1ccappinavthentication -afarmation; random-number generating means
for generating a random number; value-information encrypting means for

enERptikEAheré kehonicealubnatoramatiorrosing theévahdom number

ol SHERISE DY e fondom number genefating means wen the
transmission destination terminalis reGoghized by tngstue information

inctraasmission-destination terminal authentication means;

txansmissionfsource terminal authenticating means for
authenticating the transmission source terminal using the
authentication information with the transmission source
terminal; and

transmission and receiving means for receiving divided
electronic value information transmitted from the
transmission source terminal and for transmitting reception
confirmation for receiving the electronic value information
to the transmission scurce terminal,

wherein when the transmission source terminal receives
the reception confirmation, a transmission unit next to the
transmission unit is transmitted, when the transmission
destination terminal receives the next transmission unit,
the next transmission unit left in the transmission source
terminal is deleted, and when the transmission unit of the
electronic value information is completely transferred, the

_electronic value information is reconstructed.

17. An electronic value-information transmission



transmission and receiving means for transmitting encrypted electronic
value information by the value- information dividing means to the
transmission destination terminal and receiving reception confirmation for
the encrypted electronic value information; invalidating means for
temporarily invalidating or deleting the electronic value information left in
the transmission source terminal when receiving reception 67
confirmation from the transmission destination terminal; random-number
transmitting means for transmitting the random number to the
transmission destination terminal after completion of invalidating the

sy sdleatrdnic vatae sfformation elbfidnthe transmissiomsoutcettesnined bydbe

erLrA\l/%lllidating means; and val_ue-inforr_nation (_Jleleting means f_or deleting the

mvaﬁ%ﬁéd electronic value information left in the transmission source

tergiaglwheq the ransmigsion degtinatiqn.jermina! decrypts the

electronic value information, and the transmission destination terminal to
trapeni srahsmissionadestifatior of tke etectionivyalue inf@oration dacludes
, ansmission-source terminal authenticating means for authenticating the
IntE{&Rission source terminal using the authentication information with the

rapsAesiON-SAUMCRle st ination terminal authentication means

for performing mutual authentication with a transmission
destination terminal being a transmission destination of the
electronic value information using common authentication
information;

random-number generating means for generating a random
number;

value-information encrypting means for encrypting the
electronic value information using the random number
generated by the random-number generating means when the
transmission destination terminal is recognized by the
transmission-destination terminal authentication means:;

transmission and receiving means for transmitting
encrypted electronic value information by the value-
information dividing means to the transmission destination
terminal and receiving reception confirmation for the
encrypted electronic value information;

invalidating means for temporarily invalidating or
deleting the electronic value information left in the

transmission source terminal when receiving reception



terminal; transmission and receiving means for receiving encrypted
electronic value information transmitted from the transmission source
terminal and for transmitting reception confirmation for receiving the
electronic value information to the transmission source terminal; and
value-information decrypting means for decrypting the encrypted
electronic value information using the random 68 number, wherein the
transmission source terminal receives reception confirmation of the
encrypted electronic value information from the transmission source
terminal, invalidates or deletes the electronic value information, then
contfzinsmits te farmdorhrintirenssed forcenciyptidmof the: aleciranielvalue
inform%téon, and the transmission destination terminal decrypts the

aeﬁﬁ%nfﬁﬁﬁﬁe ﬁﬁbﬁﬁ8ﬁ§$%ﬁﬁjng means for transmitting the

random number to the transmission destination terminal after
completion of invalidating the electronic value information
left in the transmission source terminal by the invalidating
ﬁeans; and

value-information deleting means for deleting the
invalidated electronic value information left in the
transmission source terminal when the transmission
destination terminal decrypts the electronic value
information, and

the transmission destination terminal to be a
transmission destination of the electronic value information
includes

transmission-source terminal authenticating means for
authenticating the transmission source terminal using the
authentication information with the transmission source
terminal;

transmission and receiving means for receiving
encrypted electronic value information transmitted from the
traﬁsmission source terminal and for transmitting reception
confirmation for receiving the electronic value information
to the transmission source terminal; and

value-information decrypting means for decrypting the

encrypted electronic value information using the random



number,

wherein the transﬁission source terminal receives
reception confirmation of the encrypted electronic value
information from the transmission source terminal,
invalidates or deletes the electronic value information,
then trénsmits the random number used for encryption of the
electronic value information, and the transmission
destination terminal decrypts the electronic value

informatiocon.



