Specification Method for Accessing Radio Frequency Communication with Low-Frequency Magnetic
Communication 5 Field of the Invention The present invention relates to the communication field, in
particular to a method for accessing radio frequency communication with low-frequency magnetic
communication. 10 Description of the Prior Art Along with the development of electronic payment
technologies, electronic and mobile payment means are an inevitable and sure trend. Mobile payment
combines the portability of mobility and independence of electronic payment. The vast amount of
mobile users lays down an excellent foundation for the development of mobile payment. Therefore,
mobile payment will 15 have a tremendous market, wherein a short-range communication system
consisted of a radio frequency SIM card withgluffesisncy magnetic communication and a card
reader thereof is a typical application of mobile payment. In the short-range communication system
consistecthof i dadin KedsisneyIBdlaarsynitivionoiaauRRaYI SRAGRE ICceNTRgiGRl Onagnda card
reader thereof, low-frequency magnetic comamimgatiamien used for range control and transactions are
completed 20 via radio frequency communication. When the radio frequency SIM card with

low-fre qrierdcyf maedmetiaammunication is used as a bus card, an access card, a credit card, a small
amount payméhkqatdeaniaitendanckieand and otreninieligerfiddyds, phisdyjpically neckssdvy to
completedtsiagcedis dthentigatiomaohitweicadiat? bofreffoproy SiMarard aoohtheveatioe. transaction
within an extremely short period so as to enhance the convenience of the radio frequency SIM card's
applicativsaipsionddithiedtion drtsmall amount payment tool. In existing short-range communication
systems of radidoire queinclyeSivtadapaewitd Keet80ifregimnty vhgnegicsotirriuencaton Howlfrequency
channeisaremrotussdean asvitrelsutndenshysichl Mebpertewadnheciifee dhe meytdrtinhels
determimehiiy itsdimndemrenssmis sibviaciteréanaoniet vEly Yighatwaigy tookileusveliedoascess rate.
Thereforscatienefiredatieasorabe épthlopgsemimmpbibwrreagendhaegretadsinmummsaliorls lower
than thdiasce dserasadsrsuratediovhegie AP SEHimem kAN IR sietReRfsistel Richedis the time
overhedEr@tasyesE hrer8s kbt ihcragaeictrentimuisoirnand afahe Bidrs tharroidtian, which
affects titdaraifaieaiohmeEd e apTiic itk B dares T YBEEEc Rt s« e ahaldkisting
short-rafigie SEHARICHIB AR ST BT FSaRS IFEGDRAS SIRPEARRICHIRR F-fretfddrrdPhibRdhic
commuHiBafEAMSBIP RERIG SPRHBUBIRFATIISARSH FEHPBEN SR GE ERTSITHRTS A R e sted
partfin YHd 4o dEIprBEL Se IR HRG- subsequent communication, data are not 40 encrypted, leading

to certain data_security risks..Summar, the_Invention The technical problem that the present
invention infen ?ée e i %swaegﬂ%gﬂo"al s R RS B R

, a small amount pdyment card, an ance card an

ent cards, 1t is typicaily nécessary to complete the access authentication of the radio

25 frequency SIM card and the entire transaction within an extremely short period so as to enhance
the convenience of the radio frequency SIM card’s application as an identification or small
amount payment tool.
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In existing short-range communication systems of radio frequency SIM cards with low-
30 frequency magnetic communication, low-frequency channels are introduced and as a result, the
physical properties of the low-frequency channels determine that its data fransmission rate
cannot be very high, leading to a relatively low access rate. Therefore, the entire access rate of
the system with low-frequency magnetic communication is lower than the access rate of pure
radio frequency communication. To a certain degree, it increases the time overhead of access and
35 consequently increases the time overhead of the entire transaction, which affects the user
satisfaction in some applications to a certain degree. At the same time, the existing short-range
communication systems of radio frequency SIM cards with low-frequency magnetic
communication do not consider the authentication between the requesting party and the
requested party in the access process, and in the subsequent communication, data arc not

40 encrypted, leading to certain data security risks.

Summary of the Invention
The technical problem that the present invention intends to solve is to provide a method
for accessing radio frequency communication with low-frequency magnetic communication,



speed up the radio frequency communication access rate of a short-range communication system with
low-frequency magnetic communication, and improve user satisfaction. The present invention
proposes a method for accessing radio frequency communication 5 with low-frequency magnetic
communication to solve the above technical problem, comprising: Step a: a requesting party sends
an activation request through a low-frequency channel, namely a low-frequency characteristic code,
wherein said low-frequency characteristic code cognprises a first random number generated by the
requesting party; 10 Step b: a requested party receives the activation request through the
low-frequency channel, generates an activation response message and sends the activation response

messaggQy g gt [adio FRIURNCY FRmmMRICATian addresstarauethe S agionltestienay shaanel,
wherein e 18aUNRLEISSRARSRIMRISALS: CAPR! IsRBIAHReRdFanRdom-Asinber generated by the
requested 15 party and an identity identifier of the requested party; Step c: the requesting party
receives the attivaiiesrespanseMeassags amtbadiSoradie:faquerey tequeidricationuaddieas through
the radigifrerueneyhaniel apdperkanns theovatfichiiome gboesatehricaDpnbltioNcteapeshdt the
verification is passed, and sends the connection 20 request on a second radio frequency
communicatioptgsldressethstigh theyadiafragueneyiohasqaiswhengin thiewoiapetion chauest
comprisesnalthidisantlequdrissn sracterStep didihewheuasteddparty-fileqetves enconmadtiotvdequest on
the secondpasho fieguencynommmigatmaatiyabs thyoerginghansdio frequency channel and performs
the uerification, 25 generates a connection response message if the verification is passed, and sends
the connectiorstasponseapessat oty thecseeoritia adidvieouengyesio thmuglic dtio roadfhegestitrough the
radio frebemnrtysehaniel 26 e aitihe repoestingspegtyerdosivéstlisa coraticotiorresp orsssagiewsage on
the secerusBoadicliipenmheyonmintiimoaidneati dresshihsughithseagios frebrasbyvdreasinébeverifies
whethertHeatiooemssisnsgcosssias, eprtinraces witviderradeiastaenpertgeanrdied dac dbgl fegiigsRéquency
comifunfettiond adddess thidmgiiehelrddisraegiedridftehannel if the access is successful.

Furthermore, the above method may further have the following features: the length of 35 said

low-frequency Pk cleti SRV g iBBHorespitrarils EdlratiRy 2upase messtgmeRnfidirthéadifove
methodFRGYERGHhe REVE 38 981 8T rehtares: Sfd TiirrEguRey chamdesttcRBEEBhHIEomprises
said firstFARERIAN ERIBEYCHAGIRRERSING P BRSShid TSt PHRGRIThITABER s 2P Hytadn g Corgftidimore, the
abo¥/ AHSHIR A FERIMEIALR B AR RGN SRANG YRiSR IR 20Sias S IO 1R ARTIASIOSr g SRS Bt
requestBIPE EAIBIERIOR BALEHESIRESH AiHBSA S8 W% He requested party calculates the

frequency of the radio frequenc . . .
a y Step (9 the rgqueste)c/i party receives the connection request on the second radio frequency

communication address through the radio frequency channel and performs the verification,

25 generates a connection response message if the verification is passed, and sends the connection
response message on the second radio frequency communication address through the radio
frequency channel;

Step e: the requesting party receives the connection response message on the second

30 radio frequency communication address through the radio frequency channel, verifies whether

the access is successful, and trades with the requested party on the second radio frequency
communication address through the radio frequency channel if the access is successful.

Furthermore, the above method may further have the following features: the length of
35 said low-frequency characteristic code is shorter than or equal to 2 bytes.

Furthermore, the above method may further have the following features: said low-
frequency characteristic code only comprises said first random number, and the length of said
first random number is 1 byte.

40

Furthermore, the above method may further have the following features: said Step b

comprises:

Step bl, the requested party receives the activation request through the low-frequency
45 channel;



5 communication according to the frequency calculation method predetermined by the two parties and
based on the first random number in said activation request and the maximum number of frequency
points supported by the radio frequency channel; Step b4, the requested party calculates the first
radio frequency communication address 10 according to the address calculation method
predetermined by the two parties and based on the first random number; Step b5, the requested
party generates a first encryption identifier, said fiest encryption identifier containing the method to
encrypt transaction sessions selected by the requested party 5 and the supporting encryption
algorithm; Step b6, the requested party uses said second random number, the identity identifier of
the requested party and said first encryption identifier as the encryption input, uses said first random
number and segonghr mgﬁga%q@sgmerﬁeg@/{&@ﬁﬁ&ﬁpﬁﬁ&predeterm|ned 20 encryption
algorithm to perform the encryption operation, and takes the first 4 bytes of the encryption result as the
first check codgtep b3 StgR broginRtEaqyRsieddRRiAGE NEateBegi-activaliomEc Spansereassrge, said
activatiQpFaaReRSRNRSSAUACAMISIRghsai( sacordsandam Mprahetthecilentil isenpitieof the
requestggli dagarts the first ercomtiandeernifienancihaifiisteheskeadie maStepbiyifierequested
party sefdmsaid patlivaligndasporstanrissdgeendhetisidladio frequency communication address at
the calculated frequency of the radio frequency communication through the radio frequency channel.
30 Furthertagrédthiaahove stae thadymaydlarthehd dive thd:follegingcfeaturesminsaid Skdpsh?2, the
length ofcsaidise oo raitiesm culienbeinis Meldyde qrbd attirerimal dythe abovermethod basgdfanthier have the
followingrfeatndes: musaig;Step b3, 35 said predetermined frequency calculation method is: with the
maximum number of frequency points supported by the radio frequency channel as the mode
performing an $pefaftichaoagbtand emaintarstes aidifitstrantons ndgnbber.thel G brainegnaetinder
corresputedt fierthentiimise thegraftiied frecurempy trassachysessieiis febwitrshey dompausitastiitand said
freqifenaydcheerpeliong eqoentipeelapmdiitation is obtained according to said numbering. 40
Furthermore, the above method may further have the following features: in said Step b5, it means that
there is no endigptRn WHéﬁ%ﬁlﬁeﬂrﬁﬂﬁhWﬁtﬁ?iﬁl@@?‘?ﬁ?ﬁeﬁééﬁ‘ﬁlél‘ﬂélb%ﬁ@|‘E4ﬁ’é‘&ﬁs‘@ﬁ%‘t‘fﬁéf§
encryptibp B Hedepriyptish saiddHor s RIeN RGBTt IE SHEREYIY tHefrSeehedbEsH identifier
when safddas éﬁéﬁ&?tlé?filcfé?ﬁﬁfeﬁ%@h%’@a%%@e gneryplipth e opEoRe HBERASIHEIRGE may
furtBer FAGTRHE TSN Teruradons i BrEpPHRY tRREHINYpaBY TR iéﬁr&biﬂﬁ%ﬁi f&LG1, and
the encAASEEHIRBYSRAY PRIt WSEFEPI4 I represents concatenation. 5Furthermore the above
method may further have the followmg features sald Step ¢ com rises: Ste the re uestlng
party calculate¥TRe freGidiiay f é’?&éﬁ.éeﬁ %‘3 ?HB |5 Sﬁsgc §P tri)'g‘ S ugﬁc
calculatl&if Hg gﬁ%d‘e So}{"( d’%‘ﬁ’f %n ST u
maximufi RumBey Fﬂ%&’gg cy 58% §rsaﬁlpporte e ) 0 frequency channel

Step b8, the requested party sends said activation response message on the first radio
frequency communication address at the calculated frequency of the radio frequency
communication through the radio frequency channel.

er and the

30
Furthermore, the above method may further have the following features: in said Step b2,
the length of said second random number is 4 bytes.

Furthermore, the above method may further have the following features: in said Step b3,
35 said predetermined frequency calculation method is: with the maximum number of frequency
points supported by the radio frequency channel as the mode, performing an operation to obtain
remainder on said first random number, the obtained remainder corresponds to the numbering of
the frequency used by the radio frequency communication, and said frequency of the radio
frequency communication is obtained according to said numbering.
40
Furthermore, the above method may further have the following features: in said Step b3,
it means that there is no encryption when said first encryption identifier equals to 0, and it means
that there is encryption and the encryption 1s performed with the algorithm identified by the first
encryption identifier when said first encryption identifier does not equal to 0.
45



Step c2, the requesting party calculates the first radio frequency communication address according to
the address calculation method predetermined by the two parties and based on the 15 first random
number;  Step c3, the requesting party receives said activation response message on the first radio
frequency communication address at the calculated frequency of the radio frequency communication
through the radio frequency channel; 20  Step c4, the requesting party uses the second random
number, the identity identifier of the requested parfy and said first encryption identifier in said activation
response message as the encryption input, uses said first random number and second random
number as the encryption key, adopts a predetermined algorithm to perform the encryption operation,

takes the first g bytes,gr ohtha,eRcHplion Esvkandhgafstrhel soderanidhen sampapesssaid first
check gii’l%ee}éé}%ﬁb%ft hheak sodo coniainetin SgdpelivalionesRanee MRRsadgelbie fyo are
identic eggpe%gn g yenfication is passed, and go to Step ¢5; otherwise, the access is incorrect and this
access process is terminated; 30Step c¢5, the requesting party generates a third random number;
Stepsc6, the regueshing:pafik 98REEARSIR SRR RECD ienliishingid-arcondaacygsien
|dent|f|e(§oqﬂgp;§é@_mg the method to encrypt transaction sessions selected by the requesting party and
the supporting encryption algorithm; 35 Step c7, the requesting party uses said third random
number, the idggfity.ideptifier.ghthgreopastingRartycanthsaigspeans eCiiptioniidemtifipeas the
encryptigminpsieas: saigifistisamd araquunaben saeand ke RusbenaaEhing rerdemiaamber as
the gncryRtioRddeyn adopls apmRdeleniBeshantsypliomalgarithmtapadeisdhoansryppisureperation,
and takes therfiast dARdwteshahitla encryption result as the second check code; Step ¢8, the
requesting party generates a connection request, said connection request containing said third random
number, the idewsjity2identifiguatithepequesdtingparhy, fhie satonteqnaypitomientifigrmanadiths second
check caderdmg to 8tepd®edheategiaastingefiardypoal cuatdis:theystheoma npdicfrealbasyd cantimunication
addresdiattaanding tortiveraddress calculation method predetermined by the two parties and based on
the first random number and second random number; 5 Step c10, the requesting party sends said
connection reuest drlihecsecsing paiy fregivensyidentimiiticatorrasionessage e treduenediof the
radio frétpgenesycommumicetion taddigds the rdgiodebylasedy cbrumnel 10Futthembve ftheuadve
method amayfunitiatioh dvetie el luwin greaacnceehienseid Step c5, the length of said third random
nuniBer is 3 bytes. Furthermore, the above method may further have the following features: in
said Step c7, thiserbriistieaviersineiaaRN Bes| teisecow! pandery avanbacApstisrnkE) Aep RGNS, 15

whereirrefifertagreaantandoridtdngtigisryption identifier in said activation response message as the
encryption input, uses said first random number and second random number as the encryption

key, adopts a predetermined algorithm to perform the encryption operation, takes the first 4 bytes

25 of the encryption result as the first check code, and then compares said first check code with the
first check code contained in said activation response message, if the two are identical, then the
verification is passed, and go to Step c5; otherwise, the access is incorrect and this access process
18 terminated;

30 Step ¢35, the requesting party generates a third random number;

Step ¢6, the requesting party generates a second encryption identifier, said second
encryption identifier containing the method to encrypt transaction sessions selected by the
requesting party and the supporting encryption algorithm;

35

Step c7, the requesting party uses said third random number, the identity identifier of the
requesting party and said second encryption identifier as the encryption input, uses said first
random number, second random number and third random number as the encryption key, adopts
a predetermined encryption algorithm to perform the encryption operation, and takes the first 4

40 bytes of the encryption result as the second check code;

Step ¢8, the requesting party generates a connection request, said connection request
containing said third random number, the identity identifier of the requesting party, the second
encryption identifier and the second check code;



Furthermore, the above method may further have the following features: in said Step c9, said
calculation method of the second radio frequency communication address is: with said first random
number and second random number as input, performing a predetermined one-way 20 function
operation, and making all or a part of the obtained operational results as the second radio frequency
communication address. Furthermore, the above method may further have the following features:
in said Step c9, said calculation method of the segond radio frequency communication address is:
taking all or a 25 part of RN1 RN2 as the second radio frequency communication address, wherein "l I"
represents concatenation. Furthermore, the above method may further have the following features:
said Step d comprises: 30 Step dl, the requested party calculates the second radio frequency
communicatioggddiess acegiding o fhe,addiess Galeulatiosmetans Rradetermineshbyitheswo parties
and baggad:of thedisstsapdam aumbenRIRaCaRehrANsene BHIRGS b3aRieR 3t raurstad party
receives siélHenRgsissshesinandbenaesans adiadsequency communication address at the
freqyency of the radio frequency communication through the radio frequency channel; Step d3, the
requested partyagsesithenthireyreahom puimbendhaedde nibnideotifiespethe4Otieqsestidgrpditty and the
secondfengRIoBIgantfieriansatlieasnaction fequestastthdenadyptiveyinpuy, usesmsaidafirst random
numberhseeONtd anfieoMequembetikaadhird random number as the encryption key, adopts a
predetermined encryption algorithm to perform the encryption operation, takes the first 4 bytes of the
encryption reskilitasrthersabontichecktbodenanthtthen lcom par désllsaich 6t ssuomsdichenk HegleSwith the
secondthbéaigtode ddnbaid edhibvsaidmbansdibyteequest, if the two are identical, then the verification
is passed; otherwise, the verification is failed; Step d4, the requested party sets a status identifier of
connection suEuabsfuiffzilde: rconitiy donthe Tetitcaivn tesiitionihe Betoay oheul See /if the
secondiabagkspdempassesshBNlificalion AfHeh, said statuscgeritifiekeyf soRAdctiohslibeBastul/failed is
set 16 campetlicoh steeessiulcandigomtmsStep d5; otherwise, said status identifier of connection
successful/failed is set to connection failed, and go to Step d6; 10Step d5, the requested party
generates a tHidtberonypjcheidbonifiercbait ithiydietionyptionthe following features: in said Step ¢9,

said calculation method of the second radio frequency communication address is: with said first

random number and second random number as input, performing a predetermined one-way

20 function operation, and making all or a part of the obtained operational results as the second
radio frequency communication address.

Furthermore, the above method may further have the following features: in said Step c9,

said calculation method of the second radio frequency communication address is: taking all or a

25 part of RN1IIRNZ as the second radio frequency communication address, wherein | |”
represents concatenation.

Furthermore, the above method may further have the following features: said Step d
comprises:
30
Step di, the requested party calculates the second radio frequency communication
address according to the address calculation method predetermined by the two parties and based
on the first random number and second random number;

35 Step d2, the requested party receives said connection request on the second radio
frequency communication address at the frequency of the radio frequency communication
through the radio frequency channel;

Step d3, the requested party uses the third random number, the identity identifier of the

40 requesting party and the second encryption identifier in said connection request as the encryption
input, uses said first random number, second random number and third random number as the
encryption key, adopts a predetermined encryption algorithm to perform the encryption operation,
takes the first 4 bytes of the encryption result as the second check code, and then compares said



identifier containing the method to encrypt transaction sessions finally selected by the requested party
and the supporting encryption algorithm; Step d6, the requested party uses the third random number,
the status identifier of 15 connection successful/failed and the third encryption identifier as the
encryption input, uses said first random number, second random number and third random number as
the encryption key, adopts a predetermined encryption algorithm to perform the encryption operation,
and takes the first 4 bytes of the encryption result gs the third check code; 20Step d7, the requested
party generates a connection response message, said connection response message containing the
status identifier of connection successful/failed, the third encryption identifier and the third check code;

Step d8 I, eGUERIEchPARY SROYS SAIA-RANNESHONIRINRASH MRFEAERAMINRSEGONG AR S
frequengy. eammuNisRNoR.adaiessiIlrRYAlIe JAdiQ IeaHeNEY EDARRSE failefrurthermore, the above
method may further have the following features: in said Step d6, the encryption input is RIC3 li SFF | |
A Lir3 , and thg,enciyptnd kedisENIafRNZRNSbergini el ropieseats soncrienationde
Furthermareaiheabayve.methach mayifuther havedbetallouingfertues Said RIS SARPHSES:

Step el JherkeadastinePanly teaslvessaltbeUMEstioR (6SPRIREEIEHABE o 1Be ereantkedradio
frequengycoRIMUMEatnD 3dyeBs Hikerahdhatrsidieaur iy ehabnsdction SieRefulthalegqsesting
party us@sithesthisdiiangdaey ninmbeiothestaus identifier of connection successful/failed and the third
encryption identifier in said connection response message as the encryption input, uses said first
randem numbeiep 50 ek RGO bIrparcaac4o shirdd andemion ndben Gsr thel @ ddriptiornyieyr adopts a
predeteigaingibensiipiion algeariihot to peciopntthe sitichy piicivap arafigrnclakes thedisst4ubyites of the
encryptienrtresidiias siye skt eheslp tod e ganadhthen compares said third check code with the third
check code contained in said connection response message, if the two are identical, then the
verification is (fagseath, ahd gopessibpady otfrerthisething aevificatiomibefailbd arduthideatdessaprocess is
terniinatednegtion Stepsel@)fhdakeubstndgipdrycdaitomidestiihethdh¢hoappies inpihasegradted party
is succdssfulapdmot haskest, ceahel statdenidesntitier eficdrinkaishvsuteedsiuifdiedmrsaitbederiection
responsslentss ageldfthergdcassyitilen tHeerithis secesoprobe saisyriminpatiotherdigbegdito Step 5
e4;  Sreptdyianefrbguestimgiparepane the farliektekiqedey conduct transactions on the second
radio frequency communication address through the radio frequency channel 10Furthermore, the
abo¥e methodYivaydflrthe r et e RSO BARY HEatareRnpcEaR [STBpRe ,W%@%io??‘érmg(ey is
used in SEARPREENBEEHRSSS containifgh dh staiithddspidlier mEtHORNPREYTUTHTEF S et i features:
said seSSEPREIE TSRS tBephtekeropk FEFIN2 | "3 Or 16-bytes RNI ITIRN2 1,011 IINIHR"421

Rh3, wherein" i , _
Step d8, the requested party sends said connection response message on the second radio

25 frequency communication address through the radio frequency channel.

Furthermore, the above method may further have the following features: in said Step d6,
the encryption input is RN3|[SFE{|ALG3, and the encryption key is AN11IRN2||[EN3
wherein “| | represents concatenation.

30

Furthermore, the above method may further have the following features: said Step e

comprises:

Step el, the requesting party receives said connection response message on the second
35 radio frequency communication address through the radio frequency channel;

Step e2, the requesting party uses the third random number, the status identifier of
connection successful/failed and the third encryption identifier in said connection response
message as the encryption input, uses said first random number, second random number and

40 third random number as the encryption key, adopts a predetermined encryption algorithm to
perform the encryption operation, takes the first 4 bytes of the encryption result as the third
check code, and then compares said third check code with the third check code contained in said
connection response message, if the two are identical, then the verification is passed, and go to
Step e3; otherwise, the verification is failed and this access process is terminated;



15 represents concatenation and RN211R13 is the bit-by-bit inversion of RN11:RN2IIRN3. The
method for accessing radio frequency communication with low-frequency magnetic communication
according to the present invention can speed up the radio frequency communication access rate of a
short-range communication system with low-frequency magnetic 20 communication and improve user
satisfaction. Brief Description of the Drawings Fig. 1 is a block diagram of the structure of the
requesting party; 25Fig. 2 is a block diagram of the, structure of the requested party; Fig. 3 is a flow
chart of the method for accessing radio frequency communication with lo frequency magnetic
communication according to an embodiment of the present invention. 30 Detailed Description of the
Preferred Embodiments The principles and features of the present invention will be described

oo e SIERS5 (S gGERMR NS aninge Tun e dinan s opbulodeper B gpreser:
mvent%ceys%fa 19 iy DL B SEP bR, oSk SRS DL et pary
and the [egjic dhe,syxten hat araploys loe meliod tor assessing Adie. Meauency

commupjication WIt#lOW -frequency magnetic communication according to the present inv entlon will be
descrlbed Fig. 1 is a block diagram of the structure of the requesting party. As shown in Fig. 1, the

requesting pa@t’eﬂ;@ C&%@F&Hﬁ%&iﬂ}g gﬁgﬁ; Qang fHéE&ﬂﬂ:E%h@B% &8 At dRastione firsheadiafiequency

Commupiﬁﬁ;'ﬁ’@q‘&@x@?@o%mﬁgaﬁﬂ HRBEJN %ﬁé@%@%«? BEYyBRERRIIC communication module

103. The first control module 101 is at least connected to one first radio frequency communication

modyle 102 angahdeastone fshlowdiRsuansyinagnaticcommupicaice.mesd e 143 9rig.¢d,is a block

diagram, géshestrestutR Rktia s asniestes PashksaAsoshown in Fig. 2, the requested party 200 comprises

at least one second control module 201, at least one second radio frequency communication module

Furthermore, the above method may further have the following features: said session
encryption key is 8-bytes RNITIRNZTERND or 16.bytes MNHIIRRZEIRNG T RNILIRRAVIRND | wwherein “| |7
15 represents concatenation and XNLUIANZIIRNS g the bit-by-bit inversion of RNTTIRNZ [ IRNY

The method for accessing radio frequency communication with low-frequency magnetic
communication according to the present invention can speed up the radio frequency
communication access rate of a short-range communication system with low-frequency magnetic

20 communication and improve user satisfaction.

Brief Description of the Drawings
Fig. 1 is a block diagram of the structure of the requesting party;

25 Fig. 2 is a block diagram of the structure of the requested party;

Fig. 3 is a flow chart of the method for accessing radio frequency communication with
low-frequency magnetic communication according to an embodiment of the present invention.

30 Detailed Description of the Preferred Embodiments
The principles and features of the present invention will be described below with
reference to the accompanying drawings. The embodiment is only to describe the present
invention, and not to limit the scope of the present invention.

35 First, structures of the requesting party and the requested party in the system that employs
the method for accessing radio frequency communication with low-frequency magnetic
communication according to the present invention will be described. Fig. 1 is a block diagram of
the structure of the requesting party. As shown in Fig. 1, the requesting party 100 comprises at
least one first control module 101, at least one first radio frequency communication module 102,

40 and at least one first low-frequency magnetic communication module 103. The first control
module 101 is at least connected to one first radio frequency communication module 102 and at
least one first low-frequency magnetic communication module 103. Fig. 2 is a block diagram of
the structure of the requested party. As shown in Fig. 2, the requested party 200 comprises at
least one second control module 201, at least one second radio frequency communication module



8 202, and at least one second low-frequency magnetic communication module 203. The second
control module 201 is at least connected to one second radio frequency communication module 202
and at least one second low-frequency magnetic communication module 203. Of course, only
representative structures of the requesting party and the requested party are provided herein. 5 In
other embodiments, a plurality of modules of the requesting party and the requested party can be
combined into a large module, and alternatively, oge module can be divided into a plurality of small
modules. Fig. 3 is a flow chart of the method for accessing radio frequency communication with 10
low-frequency magnetic communication according to an embodiment of the present invention. As

shown inkigng, 40 ithis embedimentwhempethodfasastessinadadiedregianty aRymmenisation with
low-frequgney meNetio cammunicationcemiiises hefellanin &&iepsy commBiRndod nibgufequesting
party generaias.Anchsenas arartivatignraanesinianesly @ iovnikieguaneyieaacterisieeode;

The actiyliogprequestheseiRtisaantHraugbsadew-teguenty ehanneal theyastyatiodsegeest.is namely
a lovy-frenueecyehadastatistictadriyiereiukRidf ow-fegaegngypenaracietistiegaodedcpmprises a first
randompauaihemBNAtgeneratesoavithenealuastingepartye Rredarably, ihdiROitldngth opiaidity of
low-freqguencyehdaeacteristic code is shorter than or equal to 2 bytes. More preferably, to speed up the
access rate, the low-frequency characteristic code may comprise only the first random number RN!,
and the lengthrod.thefiesficandbant plinhbendivd R4 doytasiBincelihétquetegusnoycitatmoteristic code
compridew dregneiory maniar; endtheirandomeemndibertcenstantidichangdshit parvdné ersoved. that the
low-freque iy eharactEijstic code tsdifferentiincds etherynatbeds authentisatprniadio Thegvegpesting
party keepsisenditigniathdtivafiemeeguestgane wiemehisseom estentiper thecioldew the sidlved access
range, the requested party begins to respond. 30Step 302: the requested party receives the activation
request; The r8tprekiédthansrsséigeraitie srogveis ane qerdst threifigtne TenurequErly éHarnel. Step
303! thdirayersstabipastyijinepdss and sends an activation response message; 35 The requested
party sends the activation response message on a first radio frequency communication address addl
through the radiits fRstjtiaiiesy Eswastehemifeisi et Bromets i tespemsa fcdeagel c difipriiealionecond
random FADEF FATElyenrE ey e dugRastist et dHe BN AR e AiRBr YRR ES ted party
ID2. 40 SEESHERTFES 2 HFh FRISPIBHESME foNsHiRG Buphessseting RAYhEEdgab el Darty

gendtats8gisedotiecr dAto e s F RIS AT et LTy, TR BN I o s S e forfd !?é{“?&OM(ﬁ mber
RN2 m é});egeé‘alpléfylté»ssipeed up the access rate, the low-frequency characteristic code may comprise only
th

e first random number RN 1, and the length of the first random number RN1 is 1 byte. Since the
low-frequency characteristic code comprises a random number, and the random number
constantly changes, it can be ensured that the low-frequency characteristic code is different in

25 every access authentication.

The requesting party keeps sending the activation request, and when the requested party
enters the allowed access range, the requested party begins to respond.

30 Step 302: the requested party receives the activation request;
The requested party receives the activation request through the low-frequency channel.

Step 303: the requested pérty generates and sends an activation response message;,
35
The requested party sends the activation response message on a first radio frequency
communication address addl through the radio frequency channel, wherein the activation
response message comprises a second random number RN2 generated by the requested party and
an identity identifier of the requested party ID2.
40
Specifically, Step 303 may comprise the following sub-steps:

Step 31, the requested party generates a second random number RN2;

45 Preferably, the length of said second random number RN2 may be 4 bytes.



9 Step 32, the requested party calculates the frequency of the radio frequency communication
according to the frequency calculation method predetermined by the two parties and based on the first
random number RN1 in said activation request and the maximum number 5 of frequency points
supported by the radio frequency channel, Preferably, said frequency calculation method is: with
the maximum number of frequency points supported by the radio frequency channel as the mode,
performing an operation to obtain remainder on sajd first random number RN1, the obtained remainder
corresponds to the 10 numbering of the frequency used by the radio frequency communication, and
said frequency of the radio frequency communication is obtained according to said numbering.

Step 33, the requested party calculates the first radio frequency communication address addl
according to the.gddressicaleetiationimptiod predriiellined edhenwo paries anddaseguencts the first
random:grmbelc RNA accofdigtahly feaidaddiesaiaalouiationmetied elitha Bisthadie fseasency
commupigatiaaesidrsSiaddhigowithsaid st randamabiiabes Rk asiipdl pakoioinguinber
predetegrirgdeape paaisiingintopeiatieniiangdqnakingialhasia part of the obtained operational results
as the first 20 radio frequency communication address addl. Furthermore, the SHA-1 algorithm can be
used as the calesftationy, metldodriguihefisficatitofreaistiney comwitinidationaaddressmaddigand the first
5 bytes Rédhentegidinas uph@iicas shieirstivatibafeacy ehaynebmnhanicaitopeafidnesg amldpkration Step 34,
the requestedipastyagene maies:d first-emtryptionticieRifie thl (B isaidedinst@brencrsypiodsidetigfier ALG1
containimgrireingetfiobktéranengt tsad daction sis dionscele ctantbyniteiveg aed tedlgaegy ¢hey whether or
not encriptrdindithpsupporingsnetyptiontadgodtheaprdin@referdblyplfcinG 1 = 0, it means that there is
no encryption; if ALG | # 0, it means that encryption is carried out using the algorithm identified by
ALG1.30  Step¥5 theecarststauiparsiasesssiie Setopdiodhioenen rasenRIGR e adEntity
identifieacsfi therpedjne stedi patdrsD@gntithe Mehehorpdesrmirastine Figed nestiprBl A35E6R input,
usesssafbefiistt randlomnvarhpbeR RN | and second random number RN2 as the encryption key, adopts a
predetermined encryption algorithm to perform the encr¥pt|on operation, and takes the first 4 35 bytes
of the encryptlﬁfﬁ‘éﬁbl%a%atﬁ@‘#ﬁéﬁséﬁé&@%@é MRkop of Uy, Srst AR (ETARFYABHHBIETOR RN21
11)21140Ee gmmth?e \@ﬁérwﬂ SYILON BYORTRAN 5 1P lé&f”ca’fé‘?f‘é‘ffé‘ﬂnﬁ‘ég‘i‘é 36 the

request&p EpStaidoRn A r@éﬁBﬁﬁ%@g%@bg‘ﬁ?ﬂdﬁﬂmﬁa}&

conrisitg %gﬁﬂgﬁ%ﬁh@%ﬁk}%ﬁ?ﬂ %ig}‘?ffﬂpf&ep’(ﬁl f Eﬁ% the first
encryptith fakmrmapeshiod gt fist &?ﬁié‘élgre Beé’ﬂﬁ@i"im%auons? B S8EE rty sends
said actRVARH FRSEHEA IR SUIRs BIF (S AP ARS R EHE it |%Sﬁ' % ess addl at the

frequency of theegaa%? fthg %ggg%tegr%?nuymgcg}geﬁég ra? Lﬁ?tt%ﬁc%g%%g% t[}cé/r CKEEH said first

25 encryption identifier ALG1 containing the method to encrypt transaction sessions selected by the
requested party (i.e. whether or not encrypt) and the supporting encryption algorithm;

Preferably, if ALG1 = 0, it means that there is no encryption; if ALG1 # 0, it means that
encryption s carried out using the algorithm identified by ALGI.
30
Step 35, the requested party uses said second random number RNZ2, the identity identifier
of the requested party ID2 and the first encryption identifier ALG1 as the encryption input, uses
said first random number RN1 and second random number RN2 as the encryption key, adopts a
predetermined encryption algorithm to perform the encryption operation, and takes the first 4
35 bytes of the encryption result as the first check code MACT;

Preferably, the encryption input is (RNZI1{ID2I|ALGY), and the encryption key is
(RK11 L RN2), wherein *| |” represents concatenation.

40 Step 36, the requested party generates an activation response message, said activation
response message comprising said second random number RN2, the identity identifier of the
requested party ID2, the first encryption identifier ALG1 and the first check code MACI;



5Step 304: the requesting party receives and verifies the activation response message; The
requesting party receives the activation response message sent by the requested party on the first
radio frequency communication address addl through the radio frequency channel, and performs the
verification. If the verification is passed, then go to Step 305; otherwise, this 10 access process is
terminated. Specifically, Step 304 may comprise the following sub-steps: Step 41, the requesting party
calculates the frequency of the radio frequency 1 £ommunication according to the frequency
calculation method predetermined by the two parties and based on the first random number RN1 and
the maximum number of frequency points supported by the radio frequency channel, wherein the

frequency caleylgtion methoplds:he,sae.as e iroen: cRSHALOR SoathodiniSteRsB A9 Step 42,

the requegtingPaExcaAlculEs 1he st irdio: e uepemeommubicrtionafdirssadhasesiding to the
addresgigaiculation nethgd-pegdeigrmined by the two parties and based on the first random number

RN 1, tep 43, the requesting party receives said activation response message sent by the 25
requested party.gn dhedisstipdigfieguensSomnmavestns addwssadtiapinefreguancy of the radio
frequency communication through the radio frequency channel; Step 44, the requesting party uses
the second rademquepane RN dhevidemtibridentfieegidha reeisasiadiagtylDR anrdiieditst
encryptignideniifiesdd Gdqinsaidastivationies pamnses A dhaksags ak-thelenfiegptscyicpainelses said
first ranglamp atmbe gk Ndranhd isacoidHandoiatiom bepfa, akdh e ncSipp G keyhadapts tis
predetesoise pradgeridwerddpesiorm the encryption operation, takes the first 4 bytes of the encryption
result as the first check code MAC I, and then compares said first check code MAC1 with the first
check code M#&ditoritpidech ifldaithpctivation tesfidlsemesbagensif the two are identical, then the
verification is passed, and go to 35 Step 305; otherwise, the access is incorrect and this access
process is terdiiciatdd, Step 88BcHHogenasting paatysgéherdtesiandy sefidtha cedisediiotireguest;
Thel fequestingipaity serdditizeledmEctioeneaabst sirthagbes micratioTiesiUen 8y 46 ¢amihsanication
addresseddastidrougthehBrradiodasausimelee HiNheindhthe oneston st oI AfgYaRAIRE random
numbersRNSgdrier e dpip theqemes hrivhespe éhrcafgu Siep by sertherdds estmowing
sub-stepsteSSREEY eHewetop suvi§oddity §erdiates a third random number RN3; 11 Step 52,
_the requesting parl%generates a second encryption identifier ALG2, said second encryption identifier

ALG? containfigrre-risresyesti awawgé?éﬁ%Fb%é‘géﬁdﬁéigér@at@a%fﬂm%@%%gdﬁa?ﬁﬁ and the
Supportﬂqéle%ﬂfﬂf%t%@érﬁmﬁsg calculation method predetermined by the two parties and based ol .
the first random number RN1;

Step 43, the requesting party receives said activation response message sent by the
25 requested party on the first radio frequency communication address add1 at the frequency of the
radio frequency communication through the radio frequency channel;

Step 44, the requesting party uses the second random number RN2, the identity identifier
of the requested party ID2 and the first encryption identifier ALG1 in said activation response
30 message as the encryption input, uses said first random number RN1 and second random number
RN2 as the encryption key, adopts a predetermined algorithm to perform the encryption
operation, takes the first 4 bytes of the encryption result as the first check code MACI, and then
compares said first check code MAC! with the first check code MACI1 contained in said
activation response message, if the two are identical, then the verification 1s passed, and go to

35  Step 305; otherwise, the access is incorrect and this access process is terminated.

Step 305, the requesting party generates and sends a connection request;
The requesting party sends the connection request on the second radio frequency
40 communication address add2 through the radio frequency channel, the connection request
containing a third random number RN3 generated by the requesting party.

Specifically, Step 305 may comprise the following sub-steps:

45 Step 51, the requesting party generates a third random number RN3;



Preferably, the same encryption method and algorithm are selected for the second encryption identifier
ALG2 as for the first encryption identifier ALG1. If it is impossible to keep them the same, a new same
encryption method and algorithm will be selected. If the requesting party agrees with the encryption
selection made by the requested party, then ALG2=ALGL1 is set. 10 In such a circumstance, if
ALG2=0, it means that the requesting party similarly chooses not to encrypt; if ALG24, it means that
the requesting party chooses the same algorithm as the requested party does for encryption. If the
requesting party does not agree with the encryption selection made by the requested party, then
another ALG2 can be selected (ALG2#ALG1). In such a circumstance, if ALG2=0, it means that the
requesting party chooses not to encrypt; if 15 ALG2#0, it means that the requesting party chooses a

ditferent algorigy ??’Ihé*}% %@&% Qﬁﬁ}ﬁﬂ YRR LGAUESIAL RALYOR RIGHRIORL G2, SiRRa3utle
requesting, paty. Uses sRidbid BEERN LR Idetide RN QL RS deaasiing party 1D
and Sa'(i]eﬁ%& BRG yMé gﬁ\{;ﬁ[ Ie %I;l%lggﬁw&tmn input, 20 uses said first random number
RN 1, second random number RN2 and thifd random number RN3 as the encryption key, adopts a
pfedeterm'ne%%ﬁf&&%ﬁ@'%%@%ﬁ&ﬂ%@i%%@“ﬂ& p&h%‘arﬁﬁﬁ{ aflensand:takes e fg@%{}dbytes of
the em@ﬂéi%hﬁ%%ﬁ@rﬁ%&? %E@@é@f@ﬁ@fé‘%@a%%@@n identifierefecablys e ﬁﬁk&%bfﬁﬁ%dﬁ&% is (
RN3L Ii{ef tiftldide), ARSHRESNERPHAMDKEYetB Pan K M5 NI R N Siclhedeit thd egReasgnts
concategatiohsrees @Iﬁﬂ%ﬂf@ﬁﬁ&ﬂ@é@ﬂ@oﬁaﬁ%le?%@ﬁ%ﬁ@%& REROMEBAUESh-saIdEgpRaction
requestiaoiiainingrsaickihice, rANCDoRAUMbeBN Shdhdideqtitside piier ahihakeauesinaqpady ID I,
the seceng-gReRPHOIGHENtiiehiinG Zhanthihecgeeang chesk dadedyiAfe25aatk alg&ibas the
requestiagueaidy salsuliestthe:sasptidd.adithd ectiRetyCoMY dbisalianaaddrass and 2eaafoing to the
addresseiatcidatinaimeihhd pradetednpired tyihe:dierpari@s endieastebed A 3L drGDMimumber
RN1 anshskcovit-tandanenifdet RN2jt3ndhe dalculatiequeeihy gdofthbcaseondtradimérgpriency
conmumEatioit aiddress ddd 2Hs retizsaig pasy randem adifiiberR Ngoaitichs &oontheansoselarteber RN2
as inputbhpédorminged pagddtersnimestione-way function operation, and making all or a part of the
obtained operational results as the second radio frequency communication address add2. Preferably,
the SHA-1 algStihi céhe bequstihap ity vadewkaddhinhathdofonbdsdtbidthaditeftdyudendifier
commurictigona@stitid esty ddd2ant edrbesciendRavry Vi) idandifive Alst? ty/tes ofctipliesuivake taken
as the sesoneiddis fredemrmeyismiithiscaiod sandres semibior Aerpndithérg rand wnlsutabisRNéthod of
the secéhdhaanstiyairieliey: cortitunipidoirariardseraationeard wetoimeiesptihg sficayniialipart is
art2of ( ANfiPRNTHdakasehsclshd Patho SFdbriermeyim mbiHicanibn weardsdedorde Midtably, (R 5
bytes and directly used as add2.

Preferably, the encryption input is ( RN3|1IDE L] ALG2Y), and the encryption key is

25 (RK] | IRRZ [ | RN 3), wherein “ | represents concatenation.

Step 54, the requesting party generates a connection request, said connection request
containing said third random number RN3, the identity identifier of the requesting party ID1, the
second encryption identifier ALG2 and the second check code MACZ;

30

Step 55, the requesting party calculates the second radio frequency communication
address add? according to the address calculation method predetermined by the two parties and
based on the first random number RN1 and second random number RN2;

35 The calculation method of the second radio frequency communication address add2 is:
with said first random number RN1 and second random number RN2 as input, performing a
predetermined one-way function operation, and making all or a part of the obtained operational
resuits as the second radio frequency communication address add2. Preferably, the SHA-1
algorithm can be used as the calculation method for the second radio frequency communication

40 address add2, the input is (RN1 | [RN2), and the first 5 bytes of the result are taken as the second
radio frequency communication address add2. Alternatively, the calculation method of the
second radio frequency communication address add2 may also be: intercepting all or a part of
( RN11iRN2) as the second radio frequency communication address add2. Preferably, (RN11[&NZ) is
5 bytes and directly used as add?2.



12 Step 56, the requesting party sends said connection request on the second radio frequency
communication address add?2 at the frequency of the radio frequency communication through the radio
frequency channel. 5 Step 306: the requested party receives and verifies the connection request;

The requested party receives the connection request sent by the requesting party on the second radio
frequency communication address add2 through the radio frequency channel, and 10 performs the
verification, if the verification is passed, then go tq Step 307; otherwise, this access process is
terminated. Specifically, Step 306 may comprise the following sub-steps: 15Step 61, the requested
party calculates the second radio frequency communication address add2 according to the address
calculation method predetermined by the two parties and based on the first random number RN1 and

o o Ui RNt een e el IRod 1. L s psaeRadis oo ress
da2 at

¢
calculatj - st on the
second i%%ﬁ% bc Q%t?‘rgfa?hu nication ag d reség %%%%?agtd%%%éﬁe&gggf r(%ﬁ%'hﬁé?%%gg ?gggtéf r%%e

comgunication through the radio frequency channel; Step 63, the requested party uses the third
random numbgr 3N the jdentitkddenifieral eotheeansstpaatmila tanddhe second encryption
identifier ALG2 in said connection request as the encryption input, uses said first random number
RI\11, second rapdancaumpanRNZARd thirdJapdan nkaaberei 3 pathr.ensimntighkeys adopts a
predetesRainRc: N6 HRLeM HhndrAsfosauihe sncrypHaRRes a0, tkasihedistAibyias of the
encryptignresultiashaisacadrehe ckonde dMACH R theneanparesisricisecons shegksade MAC2
with thepsesnpk ehaakas@icode MAC2 contained in said connection request, if the two are identical,
then the verification is passed; otherwise, the verification is failed. Step 307, the requested party
generates andsgenidis £l ¢ofBe clionBspanstsn esshiendnd horaepested party sends said connection
response message on the second radio frequency communication address add2 through the radio
frequiency chafingl. Gpetificallyessie ppady rodyudamprise thevfollowding Sulp:stepscdtBtepcdiohe
requestedipastyditsastiingstiddntifiéirSik e donme ciivhosupcdssfubfatke thatoordingattidhenderification
result obthedsecdrdicheakdoodeuAE RNl thedsecond whécin code M RO2 ;phs sédrtise andeification, then
said stateglide mifiespSH Esdhesrme etitire sudoessfulffadechisstiowbinditeretfion successful, and go to

Step 72; otherwise, said status identifier SFF of connection successful/failed is set to connection
fail@d, and go foeBtéB, 7®e requested party receives said connection request on the second radio

frequency communication address add2 at the frequency of the radio frequency communication
through the radio frequency channel;

Step 63, the requested party uses the third random number RN3, the identity identifier of

25 the requesting party ID1 and the second encryption identifier ALG2 in said connection request as

the encryption input, uses said first random number RN1, second random number RN2 and third

random number RN3 as the encryption key, adopts a predetermined encryption algorithm to

perform the encryption operation, takes the first 4 bytes of the encryption result as the second

check code MAC2, and then compares said second check code MAC2 with the second check

30 code MAC?2 contained in said connection request, if the two are identical, then the verification is
passed; otherwise, the verification is failed.

Step 307, the requested party generates and sends a connection response message;

35 The requested party sends said connection response message on the second radio
frequency communication address add2 through the radio frequency channel.

Specifically, Step 307 may comprise the following sub-steps:

40 Step 71, the requested party sets a status identifier SFF of connection successful/failed
according to the verification result of the second check code MAC2. If the second check code
MAC2 passes the verification, then said status identifier SFF of connection successful/failed is
set to connection successful, and go to Step 72; otherwise, said status identifier SFF of
connection successful/failed is set to connection failed, and go to Step 73;

43



13 Step 72, the requested party generates a third encryption identifier ALG3, said third encryption
identifier ALG3 containing the method to encrypt transaction sessions finally selected by the requested
party and the supporting encryption algorithm; 5The third encryption identifier ALG3 can either be the
same as or different from the second encryption identifier ALG2 selected by the requesting party in the
connection request. If the requested party agrees with the encryption selection made by the requesting
party, then ALG3=ALG2 is set. In such a circumstPSnce, if ALG3=0, it means that the requested party
ultimately chooses not to encrypt, just as the requesting party does; if ALG3#0, it means that the 10
requested party ultimately chooses the same algorithm as the one specified by ALG2 selected by the

requesting pardy.in e gonnectionreguest IaLencriPlinn: Kiliesearssiadmarydoesant agrpe with
mgti ECE}&B&%&& %%Haﬁémgﬁ%%&ﬁﬁiﬁ%ﬂg&%ﬁgﬂa% i Hg{ %I%%ce%étﬁgg%@géggﬁw%ﬁaemtea?s

I ORISR Ji at the strategy
that thﬁ%ﬁ%ﬁﬁ yaﬁgsg%%e gr%?%ﬁf%gg?pted in thggessién encryption 15 algorithm consultation
procgss accorgig da.HheRrosent iIRvaRtien ALGSem nthestemidesind RArty uses-dhe fbikd kandom
numbersRNgq e Ssiatus identifier Shdnakerpneslionesugeassi falipdhand thenthiiderengatian identifier
ALG3 ag theqneuyptiondnpiedisesmsaic fest fantanmasimbe i 1b sesondqiantampauybaelkN2 and
third randamzaumberiRAS. 20 asdhe encimtiandeyf adapts-a, predeiasminedeneypiiod ggoyithm to
performytfie:eRbr\plior:oper aliencrapd jiakes the ditsiedthytpsof dbeseifcky s esulias the third check
codeMAGZsted Frefaraydhepneapliendnruil i {iRNSS B RleAbG3dnd Af€enelyptidhykey is
(RN1 HiRN2 bk whgkein tHe represdntseqneatésatiany@bon. Sieprédudked equesiecsparty
generatgs @ cartn entienrgsponsdemiessagde dgichcannestiop pespotise médgsdgaicdntampagdhe status
identifiew Bl aé aenhectiercueses sfuttfaikohn syt lrcbersaryptioenictepiti e &L@ES dednthe tbird check
code MAG3tB0StapgrSithiere qupstecdpgatyy Sends saidoctnne edonted spothsesensissagetoptivre second
radits fredgeiibyn comuitatica o addessdandR throprgbethenradiofrequency channel. Step 308: the
requesting party receives and verifies the connection response message; 35The requesting party
receives the coteredlioheespontd pessagrs by theberdat mddaeiénty stimmidarHin® Bddress
add2 thedughmersieadiechessiudiis|cdradribe, Gid veermivd wHEEFiEedaErbas ResicEBYETnIIPthe access
is succetssfutzithEnsternd Sepbe; Bifbrivandikigdeseaanbrs ces3 wddhithardeoopeeifidfy, Step

3082ﬁ]agsct};mﬁﬂmﬁgrydqmﬁq]@}gg@_ﬁggggermined encryption algorithm to perform the encryption
operation, and takes the first 4 bytes of the encryption result as the third check code MAC3;

Preferably, the encryption input is ( RN3ILISFFIIALG3), and the encryption key is
(RN1|TRN2| [EN3), wherein “| |” represents concatenation.
25
Step 74, the requested party generates a connection response message, said connection
response message containing the status identifier SFF of connection successful/failed, the third
encryption identifier ALG3 and the third check code MAC3;

30 Step 75, the requested party sends said connection response message on the second radio
frequency communication address add2 through the radio frequency channel.

Step 308: the requesting party receives and verifies the connection response message;

33 The requesting party receives the comnection response message on the second radio
frequency communication address add2 through the radio frequency channel, and verifies
whether the access is successful, if the access is successful, then go to Step 309; otherwise, this
access process is terminated.

40 Specifically, Step 308 may comprise the following sub-steps:

Step 81, the requesting party receives said connection response message on the second
radio frequency communication address add2 through the radio frequency channel;



14 Step 82, the requesting party uses the third random number RN3, the status identifier SFF of-
connection successful/failed and the third encryption identifier ALG3 in said connection response
message as the encryption input, uses said first random number RN1, second random number RN2
and third random number RN3 as the encryption key, adopts a predetermined 5 encryption algorithm
to perform the encryption operation, takes the first 4 bytes of the encryption result as the third check
code MAC3, and then compares said third check code MAC3 with the third check code MAC3
contained in said connection response message, If the two are identical, then the verification is
passed, and go to Step 83; otherwise, the verification is failed and this access process is terminated,;

10 Step 8%, hgrequestindpa tﬁja&itftsgggi&%% REMELIG:AR5ESRRY e [egeriatiRarvHs
successiul gr nothased on e alatis dentiner of sannestiansisressiulsded in,apic sanagstion
e gﬁtg 6 ARCRR A INERINSACSERRIPSRRR IR IRIANARIRd OLDESNSR B0 Step

f QO AR dEAUESIA0 R e@nﬁléh&é?ﬁd%ﬂ%ﬁaéﬁéﬁﬁvg RMpIeedLppid and
secufe aeeesy At thenisation apd-hsconsWiatanprocsss abiha e vRtion-alaprihim and gession
keys, apg enigr thessubseALant IaRsRCaR RESS SHioW.05eR30% e Mek theantioaentict 3
transactign, fewinae reauesina/party ARG rRaiesicR RN CRREVSdrABsacionseN e second
radio freguengy aemmunicatienieddignsRadthuansias sadiatequena champetidh tiednamsaction
session;ngeds toae encsyRtedetigaadom numbers (RN1, RN2, and RN3) that the two parties 25
havgzexchanged in the access authentication phase may be used to generate a session encryption
key in a certaigwagsPreieraflystbaich session erieephanikay it SdatasHRNG tédhbdiNIory1i6- bytes
(onlIR \24LBNR1 SRV BRNEUR M3 sihwb arein {RNIN2ARNiISn Jisdhebitibyebitinuel siomeaftion
(RNi1fighiakafo139s20StENH3 e theian sastitnsiacompleted; Stepndiitedjsabanast,tbe todigection
and exigdpcan be seen from the above description that the present invention not only makes full

15

At this point, both the requesting party and the requested party have completed rapid and
secure access authentication and the consultation process of the encryption algorithm and session
keys, and enter the subsequent transaction process flow.

20 Step 309, enter the anti-conflict transaction flow;

The requesting party and the requested party conduct transactions on the second radio
frequency communication address add2 through the radio frequency channel. If the transaction
session needs to be encrypted, the random numbers (RN1, RN2, and RN3) that the two parties

25 have exchanged in the access authentication phase may be used to generate a session encryption
key in a certain way. Preferably, said session encryption key is 8-bytes (RN HRNZIIRND) or 16-
bytes (¥ 1182HIRN RSULRLRS Y wwherein ( ANLLIRNZLIRNS y 46 the bit-by-bit inversion of
(RNTEIRN2 | JRN3),

30 Step 310, the transaction is completed;
Step 311, disconnect the connection and exit.

It can be seen from the above description that the present invention not only makes full
35 use of the advantages of low-frequency magnetic communication in range control, but also
speeds up the access rate as much as possible, thereby increasing the response rate of the entire
transaction, improving user satisfaction and ensuring the access security and the confidentiality

of transaction session data transmission.

40 The above description is only & preferred embodiment of the present invention, which 1s
not used to limit the present invention. All changes, equivalent substitutions and improvements
made within the spirit and principle of the present invention shall be encompassed in the claims
of the present invention.



35 use of the advantages of low-frequency magnetic communication in range control, but also speeds
up the access rate as much as possible, thereby increasing the response rate of the entire transaction,
improving user satisfaction and ensuring the access security and the confidentiality of transaction
session data transmission. 40The above description is only a preferred embodiment of the present
invention, which is not used to limit the present invention. All changes, equivalent substitutions and
improvements made within the spirit and pnnuplelgf the present invention shall be encompassed in
the claims of the present invention. 15 Claims 1. A method for accessing radio frequency
communication with low-frequency magnetic communication, characterized in that it comprises: 5

Step a: a requesting party sends an activation rggugst through a low-frequency channel, namely a
low-frequency characteristic code, wherein said low-frequency characteristic code comprises a first

random number genaraierPy-taeISAHRSI I RRIYy LORIERR: AJEIMESIEH-PREYCFRGeHRs e activation
request ionaficthRlowireauansy ishrnneloggnatates an activation response message and sends the
activation response message on a first radio frequency communication address through the radio
frequency chagiglaWhesgiasthe: 3etiMAtiond esPRRSA L $508 CORREEeS avsEaReandoraumber
generatggrytheliwanesied Rady.areanidentty Waatiierseldhewemepsied paryicldistcSiep c: the
requestighpasty ieeeivesdbe actrliopnespansavessagaanpthe first radio frequency communication
address through the radio frequency channel and performs the verification, generates a connection
request if the wegfficationdgparsegdaandsends the cetnattwnd@gseshen g seeondvridiméreguency
commusicatieln addrass ihrautghtibe ragimitaguengy ehdsnels 2@ whateinthespanrentivagequest
comprisefirat thidth raagem numbernicatiStepl drelsamygb sted- pdntfregueivescthersbnmkaotonthequest on
the secenidlvesidio fegguenopceagmumigation address! thnodgh thentsdigdreqush by ¢hamegleated performs
the verifieatiand gendratiey idavifiive ofithe regpertsbragsage if the verification is passed, and sends the
conihection 25 response message on the second radio frequency communication address through the
radio frequencitegthantisl;requeStia eathyereeejiiesting paitytieeivpeniseneempraioriredpengdimessage
on the Jesmetdcadionfraguieniégncedsesnidamoatadvesylinrdisghionty rabioirequshopéparmdheverifies
whethergifigrsielrepsiaie e cerafationrgqratias tatHanBcrigds RAISHE AR d Aot Seecemaceing
frequentspessimadriecanshradia @wmw&m@w%émahﬁ@ iefhe Begede Yschatdsstul.

2. THe Wagia for eRUSSIpRy TRINRS HFOHRENES MR GHREY low-frequency magnetic
communication as set forth in Claim 1, characterized in that the length of said low-35 frequency
characteristic §6fa’edrst%?16%é‘ﬁ??§r%‘?‘3é€ﬁ951“i%9 ﬁlﬁﬁ%‘?ecmg fﬁ%@“ﬁf&’tﬁ%ﬂsﬁﬁo%%@éﬁﬁ FaefioY
frequent EBHRERCaREA it oW Re ife GTRC LD AXoRALEEE % Ui m

charactgf’%at?ﬁ eh%t@gra%wq%aﬁswwr E?u%ﬁ@%&a&%hﬁ P gg S Pﬁﬂ umber,
and e t@sﬁa{\ﬁeop? 31;]'S(frfa oﬁcon radio r quency commumcatmn address throu e radio
Te ann

quency ¢

—Y

Step e: the requesting party receives the connection response message on the second

radio frequency communication address through the radio frequency channel, verifies whether

30 the access is successful, and trades with the requested party on the second radio frequency
communication address through the radio frequency channel if the access is successful.

2. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 1, characterized in that the length of said low-
35 frequency characteristic code is shorter than or equal to 2 bytes.

3. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 2, characterized in that said low-frequency
characteristic code only comprises said first random mumber, and the length of said first random

40 numberis 1 byte.

4. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 1, characterized in that said Step b comprises:



40 number is 1 byte. 4. The method for accessing radio frequency communication with
low-frequency magnetic communication as set forth in Claim 1, characterized in that said Step b
comprises: 16 Step b 1, the requested party receives the activation request through the
low-frequency channel; Step b2, the requested party generates a second random number;  Step b3,
the requested party calculates the frequency of the radio frequency communication according to the
frequency calculation method predetermined by trllg two parties and based on the first random number
in said activation request and the maximum number of frequency points supported by the radio
frequency channel; Step b4, the requested party calculates the first radio frequency
communicatiog gddiesh AearEing t0.the addresRalHAlon MElRe RIGHSIeApINgE. iy parties
and ba%%gnfﬁ@l,th first random number; 15Step b5, the requested party generates a first encfyption
identifier, said first encryption identifier containing the method to encrypt transaction sessions selected
by the requesrﬁ%p@'}yh@ng%tgggggg SRCYPUAN AMIQHIM meteRR6, the requested party uses
said second random number, the identity identifier of 20 the requested party and said first encryption
identifier as thgggncryptign inpYhdses paid fitshdandamdasmber.and, seeomsk randRm mumbeyas the
enCfypt&%ﬁ%@éﬂﬂﬂ%&tﬁfﬁnﬁg@fﬂﬁ'érﬁgfég’ﬁyeﬂ&m@d%fm&@ prdauRiRe FHERRLAR pReration, and
takes thadinsisdbytemofihe ananmtiommsull asdhedvaticheskeodaiistapiamihereapasied party
generatﬁgqagnagtfmﬁi@@Jﬂ&g@@mageﬁg@ie@gMQuesponse message comprising said second
ranggm number, the identity identifier of the requested party, the first encryption identifier and the first
check code; stefStap B8, thpcaqdesaied paijaesnts Saidadivatiqucesparnseimassageaddrdhe first
radio 3Qdceqliepcy tenadiicatinladciessinidhesdaletitdied treduenay piiths mdiddred|uenty
commufiisatioiddhraugibéhe radio frequency channel. 5. The method for accessing radio
frequency communication with low-frequency magnetic communication as set forth in Claim 4,
chatécterized iethabinisad@tepbdpathedengie8s i Saidsgomd ikend e, maridestisdchytesn 6.
The meitad for acorssimg thedivctreguemenpiimosicatonasstbiowifragd dycihrragwetiol party
communidatio mepetintoeticinpGlaim gbrehatacterized in that in said Step b3, said predetermined
frequency calculation method is: with the maximum number of frequency points 40 supported by the
radio frequencyiethfndlearsatesind dertpevierradgsarroparatom trotheinthendartiariomsaid fifst
rand®mthrisaeestadenstainrdl 18 AR sPeTHeSp RISITSTIE HimBermg ot theTebtferieyduled by the
radio frégpisme\PeBbEh e asePndAendaia frealienay &qr@?wé%gfkrﬁ@eﬁnmmﬁi@éﬁmﬁq%btamed
&

_ accordiﬁ@cf&%iﬁﬂl ﬁ‘ﬁmﬁéﬁh@@ perform the encryption operation, and takes the first 4 bytes of the
encryption result as the first check code;

25 Step b7, the requested party generates an activation response message, said activation
response message comprising said second random number, the identity identifier of the requested
party, the first encryption identifier and the first check code;

Step b8, the requested party sends said activation response message on the first radio
30 frequency communication address at the calculated frequency of the radio frequency
communication through the radio frequency channel.

5. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 4, characterized in that in said Step b2, the length
35 of said second random number is 4 bytes.

6. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 4, characterized in that in said Step b3, said
predetermined frequency calculation method is: with the maximum number of frequency points

40 supported by the radio frequency channel as the mode, performing an operation to obtain
remainder on said first random number, the obtained remainder corresponds to the numbering of
the frequency used by the radio frequency communication, and said frequency of the radio
frequency communication is obtained according to said numbering.



7. The method for accessing radio frequency communication with low-frequency magnetic
communication as set forth in Claim 4, characterized in that in said Step b5, it means that there is no
encryption when said first encryption identifier equals to 0, and it means that there is encryption and
the encryption is performed with the algorithm identified by the first 5 encryption identifier when said
first encryption identifier does not equal to O. 8. The method for accessing radio frequency
communication with low-frequency magnetic communication as set forth in Claim 4, characterized in
that in said Step b6, the encryption input is R N2 111)211 4N1, and the encryption key is [(Ni | RN2,
wherein "l I" 10 represents concatenation. 9. The method for accessing radio frequency
ommunlcatlon as se tforlégh e le 1 characterlzed in
e

th |
fﬁgg];glg?g;rz:\@% O § %%en;;% rﬁgggleqn%s |ﬁ’ zﬁl cgﬁ?:u‘i’gxtf %ﬂg 6C ofthe radio

com 1cato 1l as rt;[ n azd
requent EpibidAR b GrCOrdng 1o e el aq ISingd by the two

parties nd ints

Sonerd e S g;é@ ed%d% Hikd gﬁﬁméﬁefr%fég? e e st o

frequency mmunication ad%(ﬁess accor to the address ca ulac%lon method predeteiiined by the

two parties angd hgaed.an e, Mstdandom sénc comtERERIPRAUSH G, RAILY, receives said

activaliog, [GeRODS i MIERSAA Q0 gaeféﬁﬁtlﬁa@ra @%%@9%%@ igaten rs%saet the calculated

frequencX of ttl;l(enr%% %ﬁ encryzeq)@mu ré 1§\q§gf{rsegge@ nel; Step c4, the
es

req(ﬁstrng USES econd random | num y identifier of t e requ ted party and
said first ncryptlon |(§1ent|¥|er in said activation response message as the 30 encryption input, uses

said first randemiumber 856 SeconthEAnEeRONTRS 35, IE-ENEPULM kaY: AURRIR @ predetermined
algorithi 10, RIS SRS AU ARBIalelake e HisLADKIERClHaS qxeﬁ%g&sult as the first
check codé, and then compares said first check code with the first check code contained in said
actiyation respgase dyessaoeedhlefwva,ane idantigabdhen the.yseiisation ndasard. aagherjo Step
€5, 0the€¥¥iﬁﬁuﬁﬁ%tﬁﬁ§§&%i§1ﬁ§&f&%@f?éﬁ% @%@ﬁﬁf@ﬁ%@ﬁﬁ@%ﬂ&i@%ﬂ@@gy%&empa%s

requesting pasty aNREAIS Atibeh ANERED MdMRehaximuDieREBetE fegquasingoRakyPebREates a
second pneyRHRS fHQ0bHes csaidgecond 40 encryption identifier containing the method to encrypt

transaction sessions selected by the requesting party and the supporting encryption algorithm; 18
random numbgieseeond rRpEaIB ke caod disdiansarmowiRenas ihe enayRiaokeddragopts a
predetepiindthgnenyptiidalgarilbmatpentanni the &neniahapation paniddakd dthedfisstdebytes of
the encryptiemdesuliuashéhe second check code; 5Step ¢8, the requesting party generates a connection
request, said connection request
Step ¢3, the requesting party receives said activation response message on the first radio
25 frequency communication address at the calculated frequency of the radio frequency
communication through the radio frequency channel;

Step ¢4, the requesting party uses the second random number, the identity identifier of the
requested party and said first encryption identifier in said activation response message as the
30 encryption input, uses said first random number and second random number as the encryption
key, adopts a predetermined algorithm to perform the encryption operation, takes the first 4 bytes
of the encryption result as the first check code, and then compares said first check code with the
first check code contained in said activation response message, if the two are identical, then the
verification is passed, and go to Step ¢5; otherwise, the access is incorrect and this access process

35  is terminated;

Step c5, the requesting party generates a third random number;
Step ¢6, the requesting party generates a second encryption identifier, said second
40 encryption identifier containing the method to encrypt transaction sessions selected by the

requesting party and the supporting encryption algorithm;

Step c7, the requesting party uses said third random number, the identity identifier of the
requesting party and said second encryption identifier as the encryption input, uses said first



containing said third random number, the identity identifier of the requesting party, the second
encryption identifier and the second check code; Step c9, the requesting party calculates the
second radio frequency communication 10 address according to the address calculation method
predetermined by the two parties and based on the first random number and second random number;
Step cl 0, the requesting party sends said connection request on the second radio frequency
communication address at the frequency of the radio frequency communication 15 through the radio
frequency channel. The method for accessnlué radio frequency communication with
low-frequency magnetic communication as set forth in Claim 9, characterized in that in said Step c5,
the length of said third randgm n mber i | % H‘ﬁ? 5}8%? The etho for accessi ra i0 Irequency

commulfie w Tolrire J@’F\ 5&8‘% B %‘8@%’5 cR rized in
that in SR SBERPAEEHAURHSHERN TLRE AE5 b EPE SR Ao RSy I RNL H. RNz |
RN 3, ﬁ?@%éen S conaga eensae 8?1 K 9% he method for accessing radio frequency

Comgnun'cat'og W'théo {edueneymagnelic.conmynisation ae seLRIRCRIM A Ghaaggzed I
that n sgi Stch 89 LR REhaTS Gl euliiacl HR9UBCcoMT el gidress
with saig. f‘l Fand (?e%rg,%ma@’%rtg@ c?ggg)nge [ er as input, per orm a predetermlned
one- wayn§ unction operation, an maklng or a part of the obtained operational results as the
second radio fé%&U%@%%OF@&%LA%@“gQI%d@E&%ﬁates theTQ&J;%ﬁﬂ}Q&tSOfr@&&aa?n&ﬁﬂﬁmsa@d@ncy
compupicatian, Wiy oW aUERG Y AgNANS FORITHIAGAURR: ARiSER T dmbdHmRs Ghatagierized in
that in s3idiRteR G, s4ld Rrbalcation methed afthgmecond radio frequency communication address
is: taking all or a part of RNI'| | RN2 as the second radio frequency communication address, wherein
"1 "representsgaNcA@Nalionequesting THSINSthAY farpceaasidraigQdBENGY GREdIIIRIERION With
low-frequenen 40 HRanehc.6eMNMEETIaN B8 FRIGARBYNElain hdtharaqienreddmhatisaid.Step d
comprisgssugh Hiendl fogueryesiaggiarty calculates the second radio frequency communication
address according to the address calculation method predetermined by the two parties and based on
the first randonurnabesiantsecengdsiapdadtv teqhety tSmmuStefdlwibel segiregiescparty receives
said conngelian ceauasiionthe:seadbdiadiolfientienay.crmmrad ichtion address af the feagthency of the
radio frequeidaiiedranduni eaticiethsGughdhe radio frequency channel; 5 Step d3, the requested
pargpuses the third random number, the identity identifier of the requesting party and the second
encryption identifi€hénrsdidclimnectsimpegdesiragitine emonyptivinanputy dsésywsiich ficstyandom number,
second maugdetic comipericathtirscrafitnnrlinive?, abdhetenory pitirkaysaad Bists & phedetermined
encryptioraigaithipuicpercrn iHE éndlypliomaprsationplidnakedsHirst 4 Bytekidt #he encryption
result as/Heesgetone:pheskcodeaasmdithen compares said second check code with the second check
codescontained in said connection request, if the two are identical, then the verification is passed;
otherwise, the Meflficatiethdd failec Sten d4litheapguestethpartycstts avstatus-idlentdiey of connection
successfuldaited:ommunication as set forth in Claim 9, characterized in that in said Step ¢9, said

calculation method of the second radio frequency communication address is: with said first

random number and second random number as input, performing a predetermined one-way

30 function operation, and making all or a part of the obtained operational results as the second
radio frequency communication address.

13. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 9, characterized in that in said Step ¢9, said
35 calculation method of the second radio frequency communication address is: taking all or a part
of REITIRNZ a5 the second radio frequency communication address, wherein “| | represents
concatenation.

14. The method for accessing radio frequency communication with low-frequency
40 magnetic communication as set forth in Claim 1, characterized in that said Step d comprises:

Step dl, the requested party calculates the second radio frequency communication
address according to the address calculation method predetermined by the two parties and based
on the first random number and second random number;



15 according to the verification result of the second check code. If the second check code passes the
verification, then said status identifier of connection successful/failed is set to connection successful,
and go to Step d5; otherwise, said status identifier of connection successful/failed is set to connection
failed, and go to Step d6; 20Step d5, the requested party generates a third encryption identifier, said
third encryption identifier containing the method to encrypt transaction sessions finally selected by the
requested party and the supporting encryption algorithm; Step d6, the requested party uses the third
random number, the status identifier of 25 conneckfon successful/failed and the third encryption
identifier as the encryption input, uses said first random number, second random number and third
random number as the encryption key, adopts a predetermined encryption algorithm to perform the

encryption operatl and takes the first 4 bgtes of the encryption result as the third chedc %ode
sosiep g7, e u'i?g %2 EAePATLY KedhiER A 1 %ﬁ‘@é‘rﬁ%“é‘& §P I BRI ponse
Ig%fa B AL

messa Eh Eflfﬁfiaﬂecf I]t(ﬁ”r %%%&/np} ioh identifier
and e &K reOﬂwmyscte ; the requested party sends said connection response
g‘hzsnsrf‘ﬂe on 1t e&?”ﬂtr?g'oe:é’%ére%%'encéfs% % 1‘%5"1%%885‘1%%%{ OH%K} Jen‘?'PJlf% i

%rpla €C 14 encr th ? %:Ilem %&P gil:% tloanéIS 1?8‘ tn&)(
magnet ‘% '?“ a% S A %Cﬁﬁ%ee %uae (e ggcryption
nput s [ rE{ AR A, I e LN WSHEI L 8o
congatengliofhe first? b 3 JRIACSSRSIAOAHOS &gﬂﬁ&remseea@%wmw dRwdaduency
magnetie, GAMIMHRICARN @RSeLIEI A Glakp éod%%aﬁgﬁ%@ﬁgsm&%&lﬁ@é@éﬁpqsegpmﬂﬂé%o 20
Step el, JR8 JEAHEBLRGRALYSEEEINES R3IdCONNRRINECRRONS NSRRI AR Ane second radio
frequency communication address through the radio frequency channel; Step e2, the requesting party
uses the third gapdom nymbefmdhestaius identifienahd cennertiosy susaresli/falledsand thesird
enciyptionddentifisnin saidicannaction sesRonseNeRsaoe as. tienenesmtiamdopubddsRsssaiddirst
random-pumbRTeseand sandam. uaberian b thirhrapsamsatiahen s the anceyplosdsayc@asdopts a
predetegﬁaié@éf@mﬁaag@reoa@b@q;iasr;rbtﬁd@aﬂ;@mhi@@t@tﬂ@ﬁw@ﬁﬂﬁ@pﬁr@dmctaiﬁe@&esﬁmmwt@s of the
encryption wessihasitherifivd eheek apdepaimd then compares said third check code with the third
check code contained in said 10 connection response message, if the two are identical, then the
verification is passed, andrgmtoSGtieprad;aiberad sehink ererifigdtiontisfiditedsaidditind aeegssoprocess is
terminatdehtificrStapaa3dnthbaegubsiing gartpdetesminies widthe findl pcckssbpyhbaegmestat] party is
successiutgrndtizosegoritherstatuidaabfighof connection successful/failed in said connection 15
response message, if the access fails, then this access process is terminated; otherwise, go to Step
e4;  Step eSithedfecthestiqggtdyany thessetwetdtied pardpwondubttrahsastionsidentiesedond
radidSfreguesayoccmmerssichfisledaetiebe third aglttptioadioftdpuendhectnenyrtion input, uses said

first random number, second random number and third random number as the encryption key,

adopts a predetermined encryption algorithm to perform the encryption operation, and takes the

first 4 bytes of the encryption result as the third check code;

30 Step d7, the requested party generates a connection response message, said connection
response message containing the status identifier of connection successful/failed, the third
encryption identifier and the third check code;

Step d8, the requested party sends said connection response message on the second radio
35 frequency communication address through the radio frequency channel.

15. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 14, characterized in that in said Step d6, the
encryption input is RN3| tSFFI{ALG3, and the encryption key is RNILIRNZEIANS, wherein

40 " represents concatenation.

16. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 1, characterized in that said Step e comprises:



20 17. The method for accessing radio frequency communication with low-frequency magnetic
communication as set forth in Claim 1, characterized in that in said Step e4, a session encryption key
is used in said transactions. 2518. The method for accessing radio frequency communication with
low-frequency magnetic communication as set forth in Claim 17, characterized in that said session
encryption key is 8-bytes RN1 | 1RN2 | 1"3 or 16-bytes RN1 | 1R%2 | IRNNI 1 R.1.41 | IRN2 | IRN1,
wherein 1" represents concatenation and RN2 | :iRN2tIRN3 is the bit-by-bit inversion of IN1 i1RN2 |
IV:3 30 35 40

Step el, the requesting party receives said connection response message on the second
radio frequency communication address through the radio frequency channel;

Step e2, the requesting party uses the third random number, the status identifier of

5 connection successful/failed and the third encryption identifier in said connection response

message as the encryption input, uses said first random number, second random number and

third random number as the encryption key, adopts a predetermined encryption algorithm fo

perform the encryption operation, takes the first 4 bytes of the encryption result as the third

check code, and then compares said third check code with the third check code contained in said

10 connection response message, if the two are identical, then the verification is passed, and go to
Step e3; otherwise, the verification is failed and this access process 1s terminated;

Step e3, the requesting party determines whether the access by the requested party 1s

successful or not based on the status identifier of connection successful/failed in said connection

15 response message, if the access fails, then this access process is terminated; otherwise, go to Step
ed;

Step e4, the requesting party and the requested party conduct transactions on the second
radio frequency communication address through the radio frequency channel.
20 '
17. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 1, characterized in that in said Step e4, a session
encryption key is used in said transactions.

25 18. The method for accessing radio frequency communication with low-frequency
magnetic communication as set forth in Claim 17, characterized in that said session encryption
key is 8-bytes RNLEIRNZIIRND op [6-bytes MW1HRNIHIRNSIE NI LIRN2LIRRS wherein | |” represents
concatenation and KXLLIRN2IIENZ is the bit-by-bit inversion of RNi 1 IRNZ | [RN,

30

35

40



