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SYSTEMS AND METHODS FOR REFRESHING TOKEN DATA
CROSS-REFERENCES TO RELATED APPLICATIONS
{0001} None.
BACKGROUND

{0002} Data may be used o obiain access {0 a resource or a location. For
example, a portable device may include data which is passed {0 an access device {o
allow the user of the portable device {o access a room in a building. In ancther
example, the portable device may include access data such as account data which may
allow the user of the portable device {0 access an account o oblain a good or service.
The access data may correspond {0 a real credential, such as a social security number,
primary account number (PAN), or personal identification number (PIN). However,
users may not want to share real credentials with resource providers due to security

concems.

{0003} Therefore, secure and efficient systems and methods are needed {o
provide users with the capability 1o conduct transactions, while keeping real credentials
hidden from resource providers. Hiding the real credentials reduces the risk both of
fraud by the resource provider, as well as interception and misuse of the real credentials

by reducing the number of parties to which the real credentials are communicated.

0004} To accomplish this, tokens may be provisionead onto devices and utilized
in place of the real credentials to conduct transactions with resource providers. A token
may be used o substitute sensitive information (i.e., a real credential) with nonsensitive
equivalent information which has little or no value in ltself. The token may actas g
reference that maps back to the real credential through a {oken service computer. The
token service computer may be highly secured and isolated from other transaction
processing entities, such as resource providers, reducing the risk of fraud and

interception of the real credential by unauthorized parties.



10

15

20

25

WO 2020/060559 PCT/US2018/052073

f0005] A token service computer may provision a token based on a real
credential and associated supplemental data. For example, the token may be
provisioned based on an employee’s social security number and date of last review, o
allow the employee to access a building for one year after the date of last review. As
another exampie, a token may be provisioned based on a primary account number and
expiration date, for use in online transactions.

0006} A service provider may receive updates regarding supplemental data in
batches. As an example, an account issuer may send an update service computer
{suich as Visa® Account Updater) a list of primary account numbers with updated
expiration dates at the end of each business day. However, if a particular expiration
date is updated at the beginning of the business day, the service provider computer
may have out-of-date information all day until the batch updale is received atl the end of

the business day.

{00077 These latencies in updating the supplemental data may cause issues with
token provisioning and/or usage. As an exampie, a token is provisionad to a device.
Subsequently, supplemental data associated with the token is updated. The updated
suppiemental data is not sent o the token service computer prior to the token service
computer receiving a request for access to a resource based on the token. Accordingly,
when the token is used with the old supplemental data, access to the resource based
on the foken is denied. As ancther example, supplemental data associated with a real
credential is updated by an issuer. However, the updated supplemental data is not sent
{0 an access device storing the now-oid supplemental data and the real credential. The
token service computer receives a request to provision a token based on the real
credential and the old supplemental data. Based on the oid supplemental data, the
provision request is declined.

{0008} Embodiments of the invention address these and other problems

individually and collectively.
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BRIEF SUMMARY

{0009} Embodiments of the invention include methods as well as systems that

cart provide updated token information, based on trusted data, with increased efficiency.

10010] One embodiment of the invention is direcled o a method comprising:
receiving, by a computer from an access device, a request message, searching, by the
computer, a supplemental database for updated supplemental data corresponding to a
real credential, the supplemental database storing the real credential, supplemental
data, and the updated supplemental data, wherein the updated supplemental data was
provided to the supplemental database in conneclion with authorization processing
involving the real credential; receiving, by the computer, the updated supplemental dala
associated with the real credential, and transmitling, by the computer, a response
message to the access device including the updated supplemental data.

00113 Another embodiment of the invention is directed o a system comprising a

computer programmed {o perform the above-noted method.

0012} Another embodiment of the invention is directed {o a method comprising:
fransmitting, by an access device {¢ a computer, a reguest message; thereby causing
the computer to generate a response message at least by searching a supplemental
database for updated supplemental data corresponding to a real credential, the
suppiemental database sioring the real credential, supplemental daia, and the updated
suppiemental data, wherein the updated supplemental data was provided to the
suppiemential database in connection with authorization processing involving the real
credential, and wherein the computer received the updated supplemental data
associated with the real credential, and, responsive to transmitling the request
message, receiving, by the access device, the response message from the computer

including the updated supplemental data corresponding o the real credential.

{0013 Another embodiment of the invention is directed to an system comprising

an access device programmed to perform the above-noted method.

{0014} Further details regarding embodiments of the invention can be found in
the Delailed Description and the Figures.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1 shows a block diagram of a system according to an embodiment of

the invention.

{0016} FIG. 2A shows a block diagram of a processor computer according to an

embodiment of the invention.

0017} FIG. 2B shows a block diagram of a token service computer according to

an embodimeant of the invention.

10018} FIG. 3 shows exampies of entries in a supplemental database according

to an embodiment of the invention.

0019] FIG. 4 shows example operations for updating supplemental data

according to an embodiment of the invention.

10020] FIG. 5 shows a process flow according to an embodiment of the invention.
{0021} FIG. 6 shows a process flow according to ancther embodiment of the
invention.

DETAILED DESCRIPTION
L DEFINITIONS

{0022] Prior to discussing embodiments of the invention, some ferms can be

described in further detail.

{0023} A “poriable device” may be any suitable device that may be operated by a
user. For example, portable devices can be hand-held and compact so that they can fit
into a user's wallet and/or pocket (e.g., pocket-sized). Poriable devices may include
smart cards, ordinary credit or debit cards (with a magnetic strip), keychain devices
(such as the Speedpass™ commercially available from Exxon-Mabil Corp.), etc. Other
examples of portable devices include cellular phones, personal digital assistants
(PDASs), pagers, payment cards, security cards, access cards, smart media,

fransponders, and the like. The portable devices can also be debit devices {e.q., a debit
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card), credit devices {e.q., a credit card), or stored value devices {(e.g., a stored value
card). As additional examples, portable devices may include wearable devices (e.q.,
watches, rings, etc.). A portable device may comprise any suitable hardware and
software for performing such functions, and may include mullipie devices or
components. A portable device may be pre-provisioned with token. For example, a
portable device may be manufactured with a memory containing a token.

0024} “‘Access daia” may include any suitable data that can be used to access a
resource or create data thai can access a rescurce. in some embodiments, access
data may be account information for a payment account. Account information may
include a primary account number (PAN)}, payment token, expiration date, verification
values (e.g., CVV, CVV2, dCVV, dCVV2), etc. In other embodiments, access data may
be data that can be used to aclivale account data. In some embodiments, access data
could include data that can be used {0 access a location. Such information may be
ticket information for an eveni, data o access a building, transit ticket information, etc.
in other embodiments, access data could include data that can be used o obtain a

resource.

[0025] An “access device” may be any suilable device for obtaining access to a
resource. An access device may generally be located in any suitable location, such as
at the location of a merchant. An access device may be in any suitable form. Some
examples of access devices inciude point of sale (POS) devices, celiular phones,
personal digital assistants (PDAs), personal computers (PCs), tablet PCs, hand-held
specialized readers, sel-top boxes, electronic cash registers (ECRs), automated teller
machines (ATMs), virtual cash registers (VCRs), kiosks, security systems, access
systems, Websiles, and the like. An access device may use any suitable contact or
contactiess mode of operation to send or receive data from, or associated with, a

payment device and/or a portable device.

10026} A “real credential” may be any suitable information that serves as reliable
evidence of worth, ownership, identity, or authority. A real credential may be a string of
numbers, letters, or any other suitable characlers, as well as any object or document

that can serve as confirmation. Examples of real credentials include access credentials,

(]
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account credentials, value credentials, identification cards, and passcodes. For
example, access credentials may comprise permissions to access certain tangible or
intangible assets, such as a building or a file. In ancther example, payment credentials
may include any suitable information associated with and/or identifying an account {e.g.,
a payment account and/or a payment device associated with the account). Such
information may be directly related to the account or may be derived from information
related to the account. Examples of account information may include an “account
identifier” such as a primary account number (PAN, also referred {o as an "account
number”), a gifi card number or code, a prepaid card number or code, a user name, an
expiration date, a card verification value (CVV), a dynamic card verification value
(dCVV), a card verification value 2 (CVV2), elc. An example of a PAN is a 16-digit
number, such as “4147 0800 0000 12347 in some embodiments, real credentials may
be considered sensitive information.

{00277 A “token” may be a substitute value for a credential. A token may be a
string of numbers, letters, or any other suitable characters. Examples of iokens include

payment tokens, access tokens, personal identification tokens, eic.

{0028} A “payment token” may include an identifier for a payment account that is
a substitute for an account identifier, such as a PAN. For example, a payment token
may include a series of alphanumeric characters that may be used as a substitute for an
original account identifier. For example, a token “4900 0000 0GO0 0001” may be used
in place of a PAN "4147 0900 0000 12347 In some embodiments, a payment token
may be “format preserving” and may have a numeric format that conforms {o the
account identifiers used in existing transaction processing networks (e.g., I1SC 8583
financial transaction message format). In some embodiments, a payment {oken may be
used in place of a PAN to initiate, authorize, setile or rescive a payment transaction or
represent the original credential in other systems where the original credential would
typically be provided. In some embodiments, a payment token may be generated such
that the recovery of the original PAN or other account identifier from the token value

may not be compuiationally derived. Further, in some embodiments, the token format
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may be configured {o aliow the entity receiving the token to identify it as a token and

recognize the entily that issued the token.

00297 “Tokenization” is a process by which data is replaced with substitute data.

For example, a payment account identifier {(e.g., a primary account number (PAN)) may

be tokenized by replacing the primary account identifier with a substitute number (e.g. a
token) that may be associated with the payment account identifier. Further, tokenization
may be applied to any other information that may be replaced with a substitute value

(i.e., token). Tokenization enhances transaction efficiency and security.

00307 A “token issuer,” “token provider,” “token service computer,” or “ioken
service system” can include a system that services tokens. In some embodiments, a
token service computer can facilitate requesting, determining {e.g., generating) and/or
issuing tokens, as well as maintaining an established mapping of tokens o PANs in a
repository (e.g., a token vaull). In some embodiments, the token service computer may
establish a foken assurance level for g given token (o indicate the confidence level of
the token to PAN binding. The token service computer may include or be in
communication with a token vault where the generated tokens are stored. The {oken
service computer may support token processing of payment transactions submitied
using tokens by de-tokenizing the tokens {o obtain the actual PANs. In some
embodiments, a token service system may include a tokenization computer alone, orin
combination with other computers such as a transaction processing network computer.
Various entities of a tokenization ecosystem may assume the roles of the token service
provider. For example, payment networks and issuers or their agents may become the
token service provider by implementing the token services according to embodiments of

the present invention.

(0031} A fuser’ may include an individual. In some embodiments, a user may be
associated with one or more personal accounts and/or user devices. The user may aiso
be referred to as a cardholder, account holder, or consumer in some embodiments.

{0032} A “resource provider’ may be an entity that can provide a resource such
as goods, services, information, and/or access. Examples of resource providers
includes merchants, data providers, transit agencies, governmental entities, venue and

~r
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dwelling operators, etc. A resource provider may operate a resource provider

computer.

0033} A “merchant” may typically be an entily that engages in transactions and

can sell goods or services, or provide access to goods or services.

0034} An “acquirer” may typically be a business entity {e.g., a commercial bank)
that has a business relationship with a particular merchant or other entity. Some
entities can perform both issuer and acguirer functions. Some embodiments may
encompass such single entity issuer-acquirers. An acquirer may operate an acquirer

computer, which can also be generically referred to as g “transport computer”.

f0035] An “authorizing entity” may be an entity that authorizes a request.
Examples of an guthorizing entity may be an issuer, a governmental agency, a
document repository, an access administrator, etc. An authorizing entity may operate

an authorization computer.

{0036} An “issuer’ may typicailly refer (o a business entity (e.g., a bank) that
maintains an account for a user. An issuer may also issue payment credentials stored
on a user device, such as a cellular telephone, smart card, tablet, or laptop to the

consumer.

0037} An fauthorization request message” may be an electronic message that
requests authorization for a transaction. In some embodiments, itis sentto a
fransaction processing computer and/or an issuer of a payment card o request
authorization for a transaction. An authorization request message according {o some
embodiments may comply with 150 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a user
using a payment device or payment account. The authorizalion request message may
include an issuer account identifier that may be associated with a payment device or
payment account. An authorization request message may also comprise additional
data elements corresponding to "identification information” including, by way of example
only: a service code, a CVV (card verification vaiue), a dCVV {dynamic card verification

value), a PAN (primary account number or “account number’), a payment token, a user
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name, an expiration date, etc. An authorization request message may alsc comprise
“transaction information,” such as any information associated with a current transaction,
such as the transaction amount, merchant identifier, merchant location, acquirer bank
identification number (BIN), card acceptor 1D, information identifying items being
purchased, etc., as well as any other information thai may be utilized in determining
whether o identify and/or authorize a transaction. In some embodiments, the
authorization request message may comprise access data. in other embodiments, the

authorization request message may comprise a real cradential.

[0038] An “authorization response message” may be a message that responds {o
an authorization request. In some cases, it may be an electronic message reply o an
authorization request message generated by an issuing financial institution or a
fransaction processing computer. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval ~
fransaction was approved; Decline — transaction was not approved; or Call Center —
response pending more information, merchant must call the toli-free authorization
phone number. The authorization response message may also include an authorization
code, which may be a code that a credit card issuing bank returns in response to an
authorization request meassage in an slectronic message {sither directly or through the
fransaction processing computer) to the merchant's access device (e.g. POS
equipment) that indicates approval of the fransaction. The code may serve as proof of

authorization.

{0039] “‘Authorization processing” or “authorization operations” may include at
least generating and sending an authorization request message and/or authorization
response message. Authorization processing may further include determining whether
o authorize the transaction.

{00407 A “processor” may refer to any suitable data computation device or
devices. A processor may comprise one or more microprocessors working together to
accomplish a desired function. The processor may include a CPU comprising at least
one high-speed data processor adequate to execute program compoenents for executing

user andfor system-generated requests. The CPU may be a microprocessor such as
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AMD's Athion, Duron and/for Opteron; IBM and/or Motorola's PowerPC; IBM's and
Sony's Cell processor, intel's Celeron, itanium, Pentium, Xeon, andfor XScale; andfor

the like processor(s).

0041} A “memory” may be any suitable device or devices that can store
electronic data. A suitable memory may comprise a non-transitory computer-readable
medium that stores instructions that can be executed by a processor to implement a
desired method. Examples of memories may comprise one or more memory chips, disk
drives, etc. Such memories may operate using any suitable electrical, optical, andfor

magnetic mode of operation.

0042} A “server computer’ may include a powerful computer or cluster of
computers. For exampile, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupied to a Web server. The server
computer may be coupled to a database and may include any hardware, software, other
togic, or combination of the preceding for servicing the requests from one or more client
computers. The server computer may comprise one or more computational
apparatuses and may use any of a variety of computing structures, arrangements, and
compilations for servicing the requests from one or more client computers.

It SYSTEMS

f0043] FIG. 1 shows a system comprising a number of components. For
simplicity of iHlustration, a certain number of components are shown in FIG. 1. Htis
understood, however, that embodiments of the invention may include more than one of

each component.

{0044] The system illustrated in FIG. 1 may comprise a first portable device 102, a
token 104, first supplemental data 106, a second poriable device 108, second
supplemental data 110, a first access device 112, a second access device 114, a
transport computer 116, a processor computer 118, a token service computer 122, an
authorizing computer 124, and a supplemental database 126.

10
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f0045] The first portable device 102 may be in operative communication with the first
access device 112. In some embodiments, the first portable device 102 may be in close
proximity to the first access device 112 (e.g., to allow near-field communication (NFC)).
Similarly, the second portable device 108 may be in operative communication with the
second access device 114, The processor computer 118 may be in operative
communication with the transport computer 116, token service computer 122,
authorizing computer 124, and supplemental database 126. The transport computer
116 may be in operative communication with the first access device 112, second access
device 114, and processor computer 118. The {oken service computer 122 may be in
operative communication with the processor computer 118 and supplemental database
126.

{0046] Messages between the processor computer 118, transport computer 116,
token service computer 122, supplemental dalabase 126, and authorizing compuler 124
may be transmitted using a secure communication protocol such as, but not limited o,
File Transfer Protocol (FTP), Hypertext Transfer Protocol (HTTP); Secure Hypertext
Transfer Protocol (HTTPS), Secure Socket Layer (SSL), 150 (e.g., 150 8583) and/for
the like.

{00477 The first portable device 102 may be any suitable device. The first

portable device 102 may store one or more real credentials.

{0048} The first supplemental data 106 may be data associated with a real
credential and/or a token. As an example, the first supplemental data 106 is an
expiration date associated with a primary account number. As ancther example, the
first supplemental data is a date of birth associated with a social security number. As
anocther example, the first supplemental data is a PIN number associated with an

access number.

{00497 The first supplemental data 106 may be modified, resulting in updated
suppiemental data. As an example, a payment card issuer generates a payment card
comprising a primary account number and an expiration date. When the card expires,

the payment card issuer generates a new payment card comprising the same primary

1t
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account number and an updated expiration date. As another example, an access card

issuer changes an associated PIN number, resulting in an updated PIN number.

00507 The second portable device 108 may be substantially similar to, or
different than, the first portable device 102, described above. As an example, the
second portable device 108 may be a mobile phone and the first portable device may

be a credit card.

0051} The token 104 may be a substitute value for a real credential. The second
portable device 108 and/or the first portable device 102 may be pre-provisioned with a
token 104, Alternatively, or additionally, token 104 may be provisioned responsive to a
request made by an access device {e.g., second access device 114 or first access
device 112), based on data obtained from a portable device (e.qg., second portable

device 108 or first portable device 102).

0052} The second supplemental data 110 may be subsiantially similar in nature
or format to the first supplemental data 106, described above, but may be different. As
an example, the first supplemental data is an access code for a first employee and the

second supplemenial data is an access code for a second employee.

[0053] The first access device 112 may be associated with a merchant. The first
access device 112 may, as examples, be a POS ferminal at a merchant location or a
remote server computer that operates a web sile operated by the merchant. In some
embodiments, the merchant operating the processor computer 118 may be a card-on-
file (COF) merchant. The card-on-file merchant may store consumer account
information in a remote database for future payments {e.q., recurring or periodic
payments). The first access device 112 may be configured o generate an authorization
request message for a fransaction that is initiated by a user via the first poriable device
102.

{0054] The second access device 114 may be substantially similar to, or different
than, the first access device 112, described above. In an embodiment, the first access

device 112 is a POS device (e.¢., a card reader terminal at a physical store) and the
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second access device 114 is a websile managing card-on-file transactions (e.g., an

online store with stored credit card data).

f0055] in some embodiments, the second access device includes a processor
and a computer-readable medium coupled to the processor. The computer-readable
medium may comprise code, executable by the processor, to implement a method
comprising: transmitting, by an access device {0 a computer, a request message;
thereby causing the computer to generate a response message at least by searching a
suppiemental database for updated supplemental data corresponding to a real
credeniial, the supplemental database sioring the real credential, supplemental daia,
and the updated supplemental daia, wherein the updated supplemental data was
provided to the supplemental database in connection with authorization processing
involving the real credential, and wherein the computer received the updated
suppiemental data associated with the real credential; and, responsive to fransmiiting
the request message, receiving, by the access device, the response message from the

computer including the updated supplemental data corresponding to the real credential.

{0056] The transport computer 116 may be operated by an acquirer. An acquirer
is typically a system for an entity (e.g., a bank) that has a business relationship with a
particular merchant, a wallet provider, or ancther entity. The transport computer 116
may issue and manage an accouni of the merchant. In some embodiments, the
fransport computer 118 may forward the authorization request message to the
processor computer 118 and the authorization response message {0 an access device
{(e.q., first access device 112 or second access device 114) during a transaction to

confirm processing of a payment fransaction.

{00877 The processor computer 118 may be configured o provide authorization
services and clearing-and-settlement services for payment {ransactions. The processor
computer 118 may include data processing subsystems, networks, and operations used
o support and deliver authorization services, exception file services, and clearing and
settlement services. An example of a payment processing network may include
VisaNet™  Payment processing networks such as VisaNet™ are able {0 process credit

card fransactions, debit card transactions, and other types of commercial fransactions.

13
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VisaNet™ in particular, includes a Visa Integrated Paymaents (VIP) system which
processes authorization requests and a Base H system which performs clearing and
settlement services. Furthermore, the payment processing network may include a
server computer and may use any suitable wired or wireless telecommunications

network, including the internet.

{0058} The processor computer 118 may further include functionality to manage

updating supplemental data, as described further below with respect to Figure 2A

{0059} The authorizing computer 124 may be a computer operated by an
authorizing entity such as an account issuer, a transit agency, a secure location access
provider, or a secure data access provider. Typically, an issuer is an entity (e.g., a
bank) that issues and mainiains an account of the user. The account may be a credit,

debit, prepaid, or any other type of account.

100607 The token service computer 122 may include functionality to service
tokens. The token service computer 122 may include functionality to transmit and/or
receive a request message. A request message may be a request to authorize a
fransaction. Alternatively, or additionally, a request message may be a requesito

provision a token.

{0061} The token service computer 122 may further include funclionality o
manage updating supplemental data and/or tokens, as described further below with

respect to Figure 2B.

[0062] The supplemental database 126 may be a storage unit and/or device
{(e.g., a file system, database, collection of tables, or other storage mechanism) for
storing data. The suppiemental daiabase 126 may include multiple different storage
units and/or devices. The supplemental dalabase 126 may store a plurality of real
credeniials. The supplemental database 126 may further store supplemental data
corresponding {o the real credentials. Examples of data that may be stored to the

suppiemental database 126 are further detlailed below with respect {o Figure 3.

14



10

15

20

WO 2020/060559 PCT/US2018/052073

{0083} FIG. 2A shows a detailed view of the processor computer 118. The
processor computer 118 may include a processor 2044 operatively coupled to a

network interface 202A, a memory 208A, and a computer-readable medium 208A.

{0064} The network interface 202A can be configured to connect (¢ one or more
communication networks to allow processor computer 118 to communicate with other

entities such as the transport computer 116, the {oken service computer 122, etc.

0085} The processor 204A may be implemented as one or more integrated
circuits {e.g., one or more single core or muiticore microprocessors and/or
microcontroliers). The processor Z204A may be used to control the operation of the
processor computer 118. Processor 204A can execute a variety of programs in
response to program code or computer-readable code stored in memory 206A.
Processor 205a may inciude functionality to maintain multiple concurrently executing

programs or processes.

{0066} The memory 206A may be implemented using any combination of any
number of non-volatile memories {(e.g., flash memory) and volatile memories (e.g.,

DRAM, SRAM]), or any other non-transitory storage medium, or a combination of media.

{0067} in some embodiments, the computer-readable medium 208A comprises
code, executable by the processor 204A, (o implement a method comprising: receiving,
by a computer from the access device, a request message,; searching, by the computer,
a supplemental database for updated suppiemental data corresponding to a real
credeniial, the supplemental database sioring the real credential, supplemental daia,
and the updated supplemental daia, wherein the updated supplemental data was
provided to the supplemental database in conneclion with authorization processing
involving the real credential; receiving, by the computer, the updated supplemental data
associated with the real credential, and fransmitting, by the computler, a response

message to the access device including the updated supplemental data.

{0068} The computer-readable medium 208A may comprise one or more non-
transitory media for storage and/or transmission. Suitable media include, as examples,

a random access memory (RAM), a read only memory (ROM), a magnetic medium

15
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such as a hard-drive or a floppy disk, or an optical medium such as a compact disk (CD)
or DVD (digital versatile disk), flash memory, and the like. The compuler-readable

medium 208A may be any combination of such storage or transmission devices.

{0069} The computer-readable medium 208A may comprise software code stored
as a series of instructions or commands The computer-readable medium 208A may
comprise a token exchange module 210, a comparison module 212A, an updating

module 214A, and a message modification module 216.

0070} The token exchange module 210 may comprise code for receiving a foken
and identifying a corresponding real credential. The token exchange module 210 may
also comprise code for receiving a real credential, and identifying and retrieving a
corresponding token. The token exchange module 210 may be programmed to identify
{okens and/or real credentials by transmitling a request {o the token service computer
122.

0071} The message modification module 216 may comprise code for receiving
an authorization request message including a token, and then modifying the
authorization request message o include a corresponding real credential. The
message modification module 216 may further comprise code for receiving an
authorization response message including a real credential. The message modification
module 216 may further comprise code for substituting the real credential with a
corresponding token.

{0072} The comparison module 212A may comprise code for comparing data.
The comparison module 212A may compare a received real credential 1o a set of real
credentials stored to the suppiemental database 126. Upon identifying a match
between the real credentials, the comparison module 212A may further, in conjunction
with the processor 204A, compare supplemental data associated with the matching real
credentials. The comparison module 212A may, in conjunclion with the processor
204A, identify changes in the supplemental data. As an example, the comparison
module 212A, in conjunclion with the processor 204A, determines that a received
expiration date, associated with a real credential, corresponds to a later date than a
stored expiration date associated with the same real credential. Accordingly, the
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comparison module 212A, in conjunclion with the processor 2044, determines that the

received expiration date corresponds to updated supplemental data.

0073} The updating module 214A may comprise code for updating data stored {o
the supplemental database 126. The updating moduie 214A may be programmed to
replace supplemental data, stored to the supplemental database, with updated
suppiemental data identified by the comparison module 212A. As an example, the
updating module may, in conjunction with the processor 204A, replace an expired
expiration date stored to the supplemental database in association with a PAN with an
updated expiration date, to be stored {o the supplemental database in association with
the same PAN.

[0074] FIG. 2B shows a detailed view of the token service computer 122 in
accordance with one or more embodiments. The token service computer may include

or be communicatively coupled to a token vault 220.

{007 5] The token vault 220 may include a token mapping daiabase that maintains
established mappings of tokens to real credentials. The token vaull may also maintain

suppiemental data associated with the tokens. Token vaults, due to the sensitive nature
of the data mappings that are stored and managed in them, may be protected by strong

underlying physical and logical security.

{0076} According to various embodiments, the token vault 220 may be part of the
foken service computer 122. The {oken vauit 220 may be provided by {(and/or managed
by} a same entity or may be part of a same environment as the token vault 220. In
other embodiments, the token vault 220 may be a storage external to and accessible by
the token service computer 122 or individual elements of the token service computer
122 {e.¢., the comparison module 2128 or the token generation module 218).

0077} The token service computer 122 may further include a processor 2048
operatively coupled {0 a network interface 2028, a memory 2068, and/or a computer-
readable medium 208B. The network interface 2028, processor 2048, memory 2068,
and computer-readable medium 2088 may be substantially similar to the network

interface 202A, processor 204A, memory 208A, and computer-readable medium 208A,
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respectively, described above with respect to FIG. 2A. The computer-readable medium
2088 may include a comparison module 2128, an updating module 2148, a token

communication module 215, and a token generation module 218.

0078} The comparison module 2128 may comprise code for comparing data.
The comparison module 2128 may, in conjunction with the processor 2048, compare a
received real credential to a set of real credentials stored to the supplemental database
126. Upon identifying a match between the real credentials, the comparison module
2128 may further compare supplemental data associated with the matching real
credentials. The comparison module 2128 may, in conjunclion with the processor
2048, identify changes in the supplemental data. As an example, the comparison
module 2128, in conjunclion with the processor 2048, determines that a received
expiration date, associated with a real credential, corresponds to an earlier date than a
stored expiration date associated with the same real credential. Accordingly, the
comparison module 212A determines, in conjunction with the processor 2048, that the
received expiration date corresponds to old supplemental data. Alternatively, or
additionally, the comparison module 2128 may be configured {o continuously or

periodically check the supplemental database 126 for updaies.

{0079] The updating module 2148 may comprise code for updating data in
conjunction with the processor 2048, based on information identified in the
suppiemental database 126, The updating module 2148 may, in conjunction with the
processor 2048, update the token vault to reflect updated supplemental data identified
in the supplemental database. Alternatively, or additionally, the updating module 2148
may, in conjunction with the processor 2048, generate and transmif a notification of the
updated supplemental data. As examples, the updating module 2148 may be
configured o update the processor computer 118 or the second access device 114 that

updated supplemental data has been identified.

100807 The token communication module 215 may, in conjunction with the
processor 2048, receive a {oken request message from a {oken requestor (e.g. the
processor computer 118). The {oken request message may include a real credential

and supplemental data associated with the real credential.
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{0081} Upon receipt of the token request message, the token communication
module 215 may, in conjunction with the processor 2048, pass the token request
message o the token generation module 218. Prior to passing the token request
message, the token communication module 215 may, in conjunction with the processor
2048, confirm that the real credential included in the token reguest message is aligible
for tokenization. For example, the token communication module 215 may be configured
to send the real credential to an authorizing computer 124 that may have issued the real
credential. In some embodiments, the token communication module 215 may be
configured fo interact with a third-party entity to authenticate the real credential.
However, embodiments are not limited to the token communication module 215
performing the authentication of the account identifier and any other component of the
token service provider computer 208 may oversee the authentication of the account

identifier included in the {oken request message.

{0082] The token generation module 218 may, in conjunction with the processor
2048, generaie a token corresponding to the real credential in response 1o receiving the
foken reguest message. The token generation module 218 may then, in conjunction
with the processor 2048, store the generated token {0 the {oken vault 220, The token
generation module 218 may additionally be programmed to store supplemental data
associated with the token {o the {oken vault 220. Tokens may be generated before or

after a token request has been received.

{0083] FIG. 3 illustrates examples of entries in the supplemental database 126.
At a first time, the data 302 may include a plurality of account identifiers {e.g., real
credentials). Each account identifier is associated with a respective expiration date. An
expiration date is one exampie of a type of supplemental data that may be stored in
association with a real credential. The supplemental database may store one or more

types of suppiemental data in association with each account identifier.

{0084] As shown in FIG. 3, the supplemental database 126 further includes
functionality to store a change history associated with the expiration dates. The data al
the first time 302 has not been updated. Accordingly, no change history is reflected in
the data at the first time 302.
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0085} At a second time, the data 304 includes the plurality of account identifiers.
The account identifiers are the same as those stored to the supplemental database at
the first ime. Each account identifier is associated with a respective expiration date.
One of the expiration dates has been updated. The expiration date 308 corresponding
to account identifier 45667891011 has been updated from 7/18 {o 7/21, as reflecied in
the change history.

. METHODS

{0086} A method for updating the supplemental database with updated
supplemental data is described with respect {0 FIG. 4. Before step 5402, the first
portable device 102 may have a real credential and supplemental data stored in a
memory. In some embodiments, the real credential may be a PAN, and the
suppiemental data may be an expiration date associated with the pan. The
suppiemental data may be new supplemental data, in that the supplemental data siored
o the first poriable device has been updated. As an example, the updated
suppiemental data may be an updated expiration date. One or more other devices in

the system may not have yet received notification of the updated supplemental data.

{00871 Al step 5402, the first portable device 102 may initiate a transaction, or
other suitable interaction, with the first access device 112. For example, a user may
bring the first portable device 102 into contact range with the first access device 112,
The first portable device 102 may transmit data associated with the transaction (e.g.,

the real credential and/or updated supplemental data) to the first access device 112,

{0088} Al step 5404, the first access device 112 generates an authorization
request message. The authorization request message includes the updated
supplemental data. Subsequent to generating the authorization request message, the
first access device 112 may transmit the authorization request message {o the transport

computer 116.

{00891 Al step 5408, after receiving the authorization request message
comprising the updated supplemental dala, the transport computer 116 may transmit

the authorization request message to the processor computer 118,
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0080} Al step 5408, after receiving the authorization request message
comprising the updated supplemental data, the processor computer 118 may transmit

the authorization request message to the authorizing computer 124

10091] At step 5410, after receiving the authorization request message
comprising the updated supplemental daia, the authorizing computer 124 may
determine whether or not to authorize the transaction. The authorizing computer 124
may generate an authorization response message comprising the updated
suppiemental data. The authorizing computer 124 may then transmit the authorization
response message comprising the updated supplemental daia o the processor

computer 118,

[0092] Al step 5412, the processor computer 118 may receive the authorization
response message. The processor compuier 118 may then compare the updated
suppiemental data, received in the authorization response message, 1o the
suppiemental data stored {0 the supplemental database 126. If the updated
suppiemental data received in the authorization response message differs from the
suppiemental data stored {0 the supplemental database 126, then the processor
computer 118 may determine that the supplemental data has been updated. [dentifving
updated supplemental data from the authorization request message may be
advaniageous in that, if the transaction is authorized, then the data comprised in the

authorization response message is likely recent and valid.

{0083} if the processor computer 118 were {0 receive a real credential not already
stored o the supplemental database, the processor computer 118 may identify both the

real credential and the associated supplemental data as new daia to be stored.

{0084] Al step 5414, the processor computer 118 updates the supplemental
database 126 with the updated supplemental data received in the authorization
response message. The system may delete the out-of-date supplemental data. The
system may store the updated supplemental data in place of the oul-of-date
suppiemental data. The system may siore the updated supplemental data so as to map

to the corresponding real credential. By doing so, subssgquent transactions conducted
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with the updated supplemental data will not be rejected based on the supplemental

data.

{0088} Al step 54186, the processor computer 118 may transmit the authorization

response message to the fransport computer 116,

00886} Al step 5418, after receiving the authorization response message, the
fransport computer 116 may transmit the authorization response message to the first

access device 112,

0087} At the end of the day or at another suitable time, the transport computer
116, the processor computer 118, and the authorizing computer 124 may perform a

clearing and settiement process after the transaction has been completed.

10088} A method for authorization operations with updated supplemental data is
described with respect to FIG. 5. Before step 5502, the second access device 114 may
have a token and associated supplemental data stored in a memory. The second
access device 114 may have previously obtained a real credential and associaied
suppilemental daia via the second portable device 108. The second access device 114
may have successiully provisioned a token, based on the real credential and the
suppiemental data. Hustralively, the second access device 114 may be a web server

with an account on file. The account on file can be provisioned with a token.

00891 The issuer of the real credential may have modified the supplemental data
o generate updated supplemental data. However, prior {0 step $502, the second
access device 114 may have notl received notification that the supplemental data has
been updated Thus, prior to step 502, the supplemental data stored {0 the second

access device 114 is old supplemental data which does not reflect the update.

{0100] Al step 5502, the second access device 114 generates an authorization
request message. The authorization reguest message includes the token and the old
supplemental data. Subsequent to generating the authorization request message, the
second access device 114 may transmit the authorization request message o the

fransport computer 116.
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0101} Al step 5504, after receiving the authorization request message
comprising the token and the old supplemental data, the transport computer 116 may
transmit the authorization request message, comprising the token and the old

suppiemental data, to the processor computer 118.

0102} Al step 55086, after receiving the authorization request message from the
fransport computer 116, the processor computer 118 may reguest, from the token
service computer 122, the real credential associated with the token. The request may

include the token and the old supplemental data.

0103} The token service computer 122 may identify a real credential which maps
o the received token. The token service computer 122 may query the token vault to
identify the real credential which maps o the token. The token service computer 122
may further execute operations for validating the token. The token validation operations

may make use of the received supplemental data.

10104] At step 5508, the token service computer 122 checks the supplemental
database 126 for updated supplemental data. Initially, the token service computer 122
may use the identified real credential to identify an entry in the supplemental database
126 which includes the same real credential. The token service computer 122 may
compare the received old supplemental data, associated with the identified real
credeniial, 1o the updated supplemental data, associated with the same real credential,
stored in the supplemental database 126, Based on the comparison, the {oken service

computer 122 may determine that the supplemental data has been updated.

{0105] At step 5510, the token service computer 122 may retrieve the updated
suppiemental data. The token service computer 122 may store the updated
suppiemental data to the {oken vault or otherwise update the token vaull based on

identifying the updated supplemental data.

{01086} in some embodiments, the token service computer 122 may identify and
update supplemental data at the time of tokenization. Alternatively, or additionally, the
token service computer 122 may continuously or periodically check the supplemental

database 126 for updates. As an example, the token service computer 122 may poll an
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application programming interface (API) of the token service computer o receive a
notification whenever the supplemental data is updated. As ancther example, the token
service computer may execute a query, on the supplemental database, for new
supplemental data every 30 seconds. Upon delecting a change, the token service

computer 122 may updale the associated token.

101071 At step 8512, the token service computer 122 transmils the real credential

and the updated supplemental data to the processor computer 118.

10108} At step 5514, the processor computer 118 may replace the foken in the
authorization request message with the real credential. The processor computer 118
may further replace the old suppiemental data in the authorization request message
with the updated supplemental data. The processor computer 118 may transmii the
authorization request message comprising the real credential and the updated

suppiemental data 1o the authorizing computer 124,

10109] At step 5518, after receiving the authorization request message
comprising the real credential and updated supplemental data, the authorizing computer
124 may determine whether or not to authorize the transaction. The authorizing
computer 124 may determine whether or not {o authorize the transaction based on the
updated supplemental data and other factors. Other factors used to determine whether
or not to authorize the transaction may include (1) whether encugh Tunds or credif are
available and/or (2) a risk check. The authorizing computer 124 may then generate an
authorization response message comprising the real credential and the updated
suppiemental data. The authorizing computer 124 may then transmit the authorization
response message comprising the real credential and the updated supplemental data {o

the processor computer 118,

{0110] Al step 5518, after receiving the authorization response message
comprising the real credential and the updated supplemental data from the authorizing
computer 124, the processor computer 118 may identify the token associated with the
real credential, via token service computer 122. The processor computer 118 may

replace the real credential in the authorization response message with the token.
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01113 Al step 5520, the processor computer 118 may transmit the authorization
response message, comprising the token and the updated supplemental data, 1o the

transport computer 116.

0112} At step 8522, the transport computer 116 may receive the authorization
response message comprising the token and the updated supplemental data. The
fransport computer may then transmit the authorization message, comprising the token

and the updated supplemental data, 1o the second access device 114,

0113] After step 5522, the second access device 114 may receive the
authorization response message comprising the token and the updated supplemental
data. The second access device 114 may then proceed with the transaction for which
authorization was requesied. The second access device 114 may further update the
suppiemental data stored therein {0 repiace the old suppilemenial daia with the received

updated supplemental data.

0114} At the end of the day or at another suitable time, the transport computer
116, the processor computer 118, and the authorizing computer 124 may perform a

clearing and selllement process after the transaction has been completed.

0115] A method for provisioning a token with updated supplemental data is
described with respect {o FIG. 6. Before step 5602, the second access device 114 may
have a real credential and associated supplemental data stored in a memory. The
second access device 114 may have previously obtained the real credential and the
associated supplemental data via the second poriable device 108 and/or entered via a
web interface. The supplemental data may be old supplemental data, in that the
suppiemental data has been updated, but the second access device 114 has not yet
been notified of the update. As an example, the issuer of a payment account may have
updated the expiration date on a payment card subseguent {o a merchant storing the

payment card information to a card-on-file system.

{0116} At step 5602, the second access device 114 generates a {oken request
message. The token request message includes the real credential and the old

supplemental data. Subsequent to generating the token request message, the second
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access device 114 may transmit the token request message to the processor computer
118.

0117} Al step 5604, after receiving the token request message comprising the
real credential and the old supplemental data, the processor computer may request a
token from the token service computer. The token request may include the received

real credential and old supplemental dala.

0118} Al step 56086, the token service computer 122 checks the supplemental
database 126 for updated supplemental data. Initially, the token service computer 122
may use the real credential to identify an entry in the supplemental database 126 which
includes the same real credential. The token service computer 122 may compare the
received old supplemental data, associated with the real credential, to the updated
suppiemental data, associated with the same real credential, stored in the supplemental
database 126. The token service computer 122 may determine that the supplemental

data has been updated.

01191 Al step 5608, the token service computer 122 may retfrieve the updated
suppiemental data. The token service computer 122 may store the updated
suppiemental data 1o the token vauit or otherwise update the token vaull based on

identifying the updated supplemental data.

{01207 in some embodiments, the token service computer 122 may identify and
update supplemenial data at the time of retrieving the token. Alternatively, or
additionally, the token service computer 122 may continuously or periodically check the
supplemental database 126 for updates. Upon detecting an update, the token service

computer 122 may updale the associated token.

f0121] At step 5610, the token service computer 122 transmits the token and the

updated supplemental data to the processor computer 118,

0122} At step 5612, the processor computer 118 may receive the token and the
updated supplemental data. The processor computer 118 may then transmit the token

and the updated supplemental data o the second access device 114,
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0123} After step 5612, the second access device 114 may receive the token and
the updated supplemental data. The second access device 114 may further update the
supplemental data stored therein to repiace the old supplemental data with the received
updated supplemental data. in some embodiments, provisioning can occur regularly
{e.g., once a week or once a day). The updated expiration date may stay the same if

the underlying real credentials do not change.

0124} The following example is described for purposes of clarity. Components
and/or operations described in the example are specific examples which may not be
applicable to certain embodiments, and should not be construed as limiting the scope of

any of the claims.

0125} A bank issues a credit card corresponding o an account, having PAN
12345678910 and expiration date 6/18. The bank gives the credit card to a user. The
user enters the PAN and expiration date {o an online streaming service. The online
streaming service oblains a token corresponding to the PAN from a token service
computer. The streaming service stores the token and the expiration date. Using the
token and the expiration date, the streaming service charges $10 to the account every

month.

{0126} As the expiration date of 6/18 nears, the bank issues a new credit card,
with PAN 12345678910 and expiration date 6/24. The bank sends the new credit card

o the user. Neither the user nor the bank notifies the streaming service.

0127} The user takes the new card to a coffee shop and purchases a cup of
coffea. The POS terminal at the coffee shop sends an authorization request message
comprising the PAN and the new expiration date of 6/24 {o a transport computer. The
fransport computer receives the authorizatlion request message and forwards the
authorization request message o a processor computer. The processor computer
receives the authorization request message and forwards the authorizalion reguest
message to an authorizing computer. The authorizing computer authorizes the
fransaction and sends an authorization response message {o the processor computer.
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The authorization response message includes the new expiration date of 6/24, the PAN,

and an indication that the transaction is authorized.

0128} The processor computer receives the authorization response message.
The processor computer uses the PAN received therein to identify a corresponding
entry in the supplemental database. The processor computer compares the
corresponding expiration dates. The processor computer determines that the stored
expiration date is 6/18, and the received expiration date is 6/24. Accordingly, the
processor computer updates the expiration date stored in the supplemental database o

reflect the new expiration date.

0129] The processor computer fransmits an authorization response message,
comprising the PAN and the updated expiration date of 6/24, to the transport computer.
The transport comptuer receives the autorization response message and transmits the

authorization response message io the POS terminal at the coffee shop.

0130} The token service computer continuously pings the supplental database
for updates. Upon determining that the expiration date corresponding to PAN
12345678910 has been updaied, the token service computer updates the siored token

data corresponding to that PAN {o reflect the updated expiration date.

0131} The next day, the streaming service attempis to make the monthly charge
to the account. The streaming service transmits an authorization request message,
comprising the token and the old expiration date of 6/18, to the transport computer. The
transport computer receives the authorization request message and sends the
authorization request mesage to the processor computer. The processor compiier
requests the PAN corresponding to the foken from the token service computer. The
foken service computer identifies the token entry in the token vault and retrieves the
PAN. As the loken service computer has already updated the token data, the token
vault contains the updated expiration date of 6/24. The token service computer

transmits the PAN and the updated expiration date to the processor computer.
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0132} The processor computer modifies the authoriztion request message to
include the PAN and the updated expiragtion date of 6/24. The processor computer
transmits the modified authorization request message to the authorizing compuier.
Based on the PAN and the updated expiration date, the authorizing computer
authorizes the transaciton. The authorizing computer transmits an authorizaiton
regsoponse mesage, comprising the PAN, the updated expiration dale, and an

indicaiton that the transaciion is approved, {0 the processor compuer.

0133} The processor computer receives the authorization response message
comprising the PAN, the updated expiration date, and an indicaiton that the transaciton
is approved. The authorizing computer transmits the PAN to the token service
computer, and receives the corresponding token in response. The processor computer
replaces the PAN in the received authorization response message with the token. The
processor computer fransmits the modified authorization response mesage to the
franport computer. The transport computer fransmits the authorization response
message, with the {oken and the updated expiration date, o the streaming service. The
streaming service may update the stored expiration date in its system based on the

information received in the authorization response mesage.

{0134} Embodiments of the invention have a number of advantages. For
example, embodiments of the invention allow for the processor computer (o learn from
data captured in approved transactions in order to maintain refreshed supplemental
data. By capturing data from approved fransactions, data may be refreshed more
frequently than if the processor computer were to rely on updates from the issuer of the
suppiemental data. Further, the data caplured from approved transactions may be
more accurate than data oblained from issuer updates, as the data captured from

approved transactions was just validated.

{0135] Embodiments of the invention have a number of additional advantages.
For example, token data remains up-to-date. By updating the token data without the
need {0 receive updated supplemental data from an access device, there is no longer a
reliance on the access device having the latest supplemental data in order to provision
a token. Further, the system can provide token requestors with updated supplemental
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data. Additionally, the system leverages messages already being sent, without the
need to tie up the system with additional messages regarding the updated supplemental
data.

{0136} Although examples are described in the context of payment, the methods
described herein are applicable in other contexts. As an example, embodiments of the
invention may update supplemental data used to access 3 building. As another
example, embodiments of the invention may update supplemental data used to verify an
identity (e.g., verifying identity with a government agency or verifying age for the
purchase of alcohol).

0137} it shouid be understood that any of the embodiments of the present
invention can be impiementad in the form of conirol logic using hardware (e.g. an
application specific integrated circuit or field programmable gate array) and/or using
computer software with a generally programmable processor in a modular or integrated
manner. As used herein, a processor includes a single-core processor, multi-core
processor on a same integrated chip, or mulliple processing units on a single circuit
board or networked. Based on the disclosure and teachings provided herein, a person
of ordinary skill in the art will know and appreciate other ways and/or methods {o
implement embaodiments of the present invention using hardware and a combination of
hardware and software.

{0138} Any of the software components or functions described in this application
may be implemented as software code {0 be executed by a processor using any
suitable computer language such as, for example, Java, C, C++, C#, Objective-C, Swifl,
or seripting language such as Perl or Python using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions or
commands on a computer-readable medium for storage and/or transmission, suitable
media include random access memory {RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact
disk (CD) or DVD (digital versatile disk}, flash memory, and the like. The computer-

readable medium may be any combination of such storage or tfransmission devices.
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0139} Such programs may also be encoded and transmitted using carrier signails
adapted for transmission via wired, optical, and/or wireless networks conforming to a
variety of protocols, including the Internet. As such, a computer-readable medium
according to an embodiment of the present invention may be created using a data
signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from
other devices (e.g., via internet downioad). Any such computer-readable medium may
reside on or within a single computer product (e.g9. a hard drive, a CD, or an entire
computer system), and may be present on or within different computer products within a
system or network. A computer system may include a monitor, printer, or other suitable

display for providing any of the results meniioned herein to a user.

{0140} The above description is illustrative and is not restrictive. Many variations
of the invention will become apparent to those skilled in the art upon review of the
disclosure. The scope of the invention should, therefore, be determined not with
reference o the above description, but instead should be determined with reference o
the pending claims along with their full scope or equivalents.

{01411 One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

{0142} As used herein, the use of "a8," "an,” or "the" is intended {0 mean "at least

one,” unless specifically indicated to the contrary.
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WHAT IS CLAIMED 1S:

1. A method comprising:

receiving, by a computer from an access device, an authorization
request message comprising a token;

searching, by the computer, a supplemental database for updated
supplemental data corresponding to a real credential associated with the token, the
supplemental database storing the real credential, supplemental data, and the updated
supplemental data, wherein the updated supplemental data was provided to the
supplemental database in connection with authorization processing involving the real
credential, wherein the supplemental data comprises an expiration date and the
updated supplemental data comprises an updated expiration date;

receiving, by the computer, the updated supplemental data
associated with the real credential; and

transmitting, by the computer, an authorization response message

to the access device including the updated supplemental data and the token.

2. The method of claim 1, wherein the authorization response
message is a first authorization response message, the method further comprising:
receiving, by the supplemental database, the updated supplemental
data from a processor computer which received the updated supplemental data in a

second authorization response message from an authorizing computer.

3. The method of claim 1, wherein the computer is a token service

computer.

4. The method of claim 1, further comprising:

replacing the token in the authorization request message with the real
credential; and

replacing the real credential in the authorization response message with

the token and the updated supplemental data.
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5. The method of claim 1, wherein searching, by the computer, the
supplemental database comprises continuously monitoring the supplemental database

for updates.

6. The method of claim 1, wherein the computer comprises a token
mapping database comprising data mapping the real credential to a token and the
supplemental data, and the method further comprises storing the updated supplemental

data to the token mapping database.

7. A system comprising:

a computer comprising:

a processor; and

a non-transitory computer-readable medium comprising code, executable
by the processor, to implement a method comprising:

receiving, by the computer from an access device, an authorization
request message comprising a token;

searching, by the computer, a supplemental database for updated
supplemental data corresponding to a real credential associated with the token, the
supplemental database storing the real credential, supplemental data, and the updated
supplemental data, wherein the updated supplemental data was provided to the
supplemental database in connection with authorization processing involving the real
credential, wherein the supplemental data comprises an expiration date and the
updated supplemental data comprises an updated expiration date;

receiving, by the computer, the updated supplemental data associated
with the real credential; and

transmitting, by the computer, an authorization response message to the
access device including the updated supplemental data and the token.

8. The system of claim 7, wherein the authorization response

message is a first authorization response message, the method further comprising:
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receiving, by the supplemental database, the updated supplemental data
from a processor computer which received the updated supplemental data in a second

authorization response message from an authorizing computer.

9. The system of claim 7, wherein the computer is a token service

computer.

10.  The system of claim 7, the method further comprising:

replacing the token in the authorization request message with the real
credential; and

replacing the real credential in the authorization response message with

the token and the updated supplemental data.

11.  The system of claim 7, wherein searching, by the computer, the
supplemental database comprises continuously monitoring the supplemental database
for updates.

12.  The system of claim 7, wherein the computer comprises a token
mapping database comprising data mapping the real credential to a token and the
supplemental data, and the method further comprises storing the updated supplemental

data to the token mapping database.

13. A method comprising:

transmitting, by an access device to a computer, an authorization request
message comprising a token;

thereby causing the computer to generate an authorization response
message at least by: searching a supplemental database for updated supplemental
data corresponding to a real credential associated with the token, the supplemental
database storing the real credential, supplemental data, and the updated supplemental
data, wherein the updated supplemental data was provided to the supplemental
database in connection with authorization processing involving the real credential,

wherein the supplemental data comprises an expiration date and the updated
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supplemental data comprises an updated expiration date, and wherein the computer

received the updated supplemental data associated with the real credential; and
responsive to transmitting the authorization request message, receiving,

by the access device, the authorization response message from the computer including

the updated supplemental data corresponding to the real credential and the token.

14.  The method of claim 13, wherein the authorization response
message is a first authorization response message, and wherein the supplemental
database receives the updated supplemental data from a processor computer which
received the updated supplemental data in a second authorization response message

from an authorizing computer.

15.  The method of claim 13, wherein searching, by the computer, the
supplemental database comprises continuously monitoring the supplemental database

for updates.

16.  The method of claim 13, wherein the computer comprises a token
mapping database comprising data mapping the real credential to a token and the
supplemental data, and the method further comprises storing the updated supplemental
data to the token mapping database.

17. A system comprising:

an access device comprising:

a processor; and

a non-transitory computer-readable medium comprising code, executable
by the processor, to implement a method comprising:

transmitting, by the access device to a computer, an authorization request
message comprising a token;

thereby causing the computer to generate an authorization response
message at least by: searching a supplemental database for updated supplemental
data corresponding to a real credential associated with the token, the supplemental
database storing the real credential, supplemental data, and the updated supplemental

data, wherein the updated supplemental data was provided to the supplemental
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database in connection with authorization processing involving the real credential,
wherein the supplemental data comprises an expiration date and the updated
supplemental data comprises an updated expiration date, and wherein the computer
received the updated supplemental data associated with the real credential; and
responsive to transmitting the authorization request message, receiving,
by the access device, the authorization response message from the computer including

the updated supplemental data corresponding to the real credential and the token.

18.  The system of claim 17, wherein the authorization response
message is a first authorization response message, and wherein the supplemental
database receives the updated supplemental data from a processor computer which
received the updated supplemental data in a second authorization response message

from an authorizing computer.

19.  The system of claim 17, wherein searching, by the computer, the
supplemental database comprises continuously monitoring the supplemental database
for updates.
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