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mobile subscribers over a regional, a nationwide, or even a global region. Such
networks are sometimes referred as Wireless Wide Area Networks (WWANs). WWAN
operators generally offer wireless access plans to their subscribers such as subscription
plans at a monthly fixed rate.

[0004] Accessing WWANSs from all mobile devices may not be possible. Some mobile
devices may not have a WWAN radio. Other mobile devices with a WWAN radio may
not have a subscription plan enabled. Ad hoc networking allows mobile devices to
dynamically connect over wireless interfaces using protocols such as WLAN,
Bluetooth, UWB or other protocols. There is a need in the art for a methodology to
allow a user of a mobile device without WWAN access to dynamically subscribe to
wireless access service provided by a user with a WWAN-capable mobile device using
wireless ad hoc networking between the mobile devices belong to the two users.

SUMMARY
[0005] In one aspect of the disclosure, an ad hoc service provider includes a

processing system configured to enable access by one or more mobile clients to a first
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Accordingly, the drawings and detailed description are to be regarded as illustrative in

nature and not as restrictive.
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telecommunications system. The telecommunications system 100 is shown with
multiple WWANs 104 that provide broadband access to a network 102 for mobile
subscribers. The network 102 may be a packet-based network such as the Internet or
some other suitable network. For clarity of presentation, two WWANSs 104 are shown
with a backhaul connection to the network 102. However, the number of WWANS
providing broadband access to network 102 is not limited to two WWANSs. Each
WWAN 104 may be implemented with multiple fixed-site base stations (not shown)
dispersed throughout a geographic region. The geographic region may be generally
subdivided into smaller regions known as cells. Each base station may be configured to
serve all mobile subscribers within its respective cell. A base station controller (not
shown) may be used to manage and coordinate the base stations in the WWAN 104 and

support the backhaul connection to the network 102.
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the WWAN 104. By way of example, a mobile node may support a UMB wireless

access protocol with a WWAN, while providing an IEEE 802.11 access point for other
mobile nodes that cannot directly access a WWAN. IEEE 802.11 denotes a set of
Wireless Local Access Network (WLAN) standards developed by the IEEE 802.11
committee for short-range communications (e.g., tens of meters to a few hundred
meters). Although IEEE 802.11 is a common WLAN wireless access protocol, other
suitable protocols may be used.

[0020] A mobile node that may be used to provide an access point for another mobile

node will be referred to herein as a “ad hoc service provider” and is represented in FIG.
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am, he may turn on his mobile node (e.g., a laptop computer or a mobile telephone), use
it as an ad hoc service provider while he is waiting for his flight, and establish an ad hoc
network for thirty minutes. The ad hoc network may include one or more mobile clients
(e.g., other laptop computers or mobile telephones) in the vicinity. Scenario 2: On
Wednesday 5 pm, while the mobile subscriber is at a hotel, he may use the same mobile
node as an ad hoc service provider to form another ad hoc network for four hours,
providing its service to the same mobile clients, different mobile clients, or a

combination of both. Scenario 3: On Wednesday 5 pm, a different ad hoc service
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[0027] Regardless of the manner in which the server 110 is authenticated, a secure
session channel may be established between the server 110 and an ad hoc service

provider 106, or between the server 110 and a mobile client 108, during registration. In

one configuration of a telecommunications system 100, a mobile client 108 may register
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EIIC $ﬁy frastructure (PKlI) certificate in a
% | yer Security (TLS) session between the

Eﬂﬂs}:—‘ r TR QerdBd 1 B0 nA QS bERIsNd &L pRIVIIH 8B hisdiBR .cofiol. Admission
tween the server 110 and a nobile client 108.

ponteol athovprpgess tHerabyrthescryen | Hhdetsaniaes hbathee i elipw an ad hoe
U3 2PS e 90t AR GuR SRR BHIG. e srvr 10

mday ¢1ﬁ’mt the n&ﬁfb\tledif adlfdcissrvadet frevideis deds a givee tagon if it determines
sessi gn channel may be established between the server

hpb addionah addhasorerdes pravidesy 606 el adlpgsclyrafiset priégymapee in the

SN A&&tl@ﬂﬂ c@nﬁ&%k fha! ?lb'eqfﬁ ogeg%y tﬁéJ WWN operators that may not

regi stration. I'n one configuration-of a

tvehteicomobifd bkérdrss ®yBdade idice an aAgbichecograpint 1dd@8omdypending

r glstermnth the server 110 to set up a user nanme and
@%Bp&wRW¥hcﬁg?ﬁEﬁ% information. An ad hoc service

Rf()@y![ dehe LR By oF RALSIIES Y hibdt RS nfhYE dyhdBict Qessions that are

notify its desire to provide a wreless access point

@@thbah@ﬂwpmkmi@Qhpesnge@nnmﬁﬂeﬂW%muubcagbﬂp@hﬁns10& In one

nohi le . clients 108. [0028] .The server

R RleuFaso, S0 e Mkinob TRt asbs  SFlerhaiabe S Rtvifle Ayffentication
PiotdOE TRARIES S TWhCSHEDY Lhfte SRecuely JEARIETES) #R$ be used for
whet her to all ow an ad hoc service provider 106 to

prendentions Anderigition andaAgevgimgoitiAA) drdataceis. seyien establishment
for'a Vceo ng'élt% g@%lakedr%J arf Q(? h{%J g&@fceg) oxqger with Yﬂecseerver 110 when

provi ders 'ven Tocat eterm
thieaid legbddctvion plovaddr h06 is efobile ang rd@Mted &6 q)rd\G@e Wtrivice EAP TTLS
adversely affect performance in the WMN. Additiona

BgK ol nrsed fay 2 sessiafplBiEgopyequsst W\AW%@%&%& 0% h%& the latter
PRY, BRImYGN clidn? 1@9% 'tfogwfcaﬁtbﬁ{esa& ﬁo@rsé’ﬁ(ficggprﬁ%'a&l §66 is the

In a given geographic dependi ng on vari ous
aghewrcktocomst the sdrser [HD%}heTMh&Emuimn td®emayhal &b hbe service

used, t nage .d essi o t hat are estab

B sk | OF e g o BOBUT STER pPOIPHETS (008 Sttt HY Tor EAP-AAA
Eﬁﬁﬂéﬂtf%aﬁ(l)ﬂ enhe HOB.TTLS SitRekRAfid0 %sﬁéﬂs@nfr&h thbQerver 110 is then
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wisdhterganeratd @rMW@t geold Rgnnébilesqienalys poittk ¢royertion key may be
?a?blflshé(y be(tween § )noénsaéfvwe pr0V1cger 186 and the mobile client 108.

[0030] Additional security may be achieved with a Secure Sockets Layer Virtual
Private Network (SSL VPN) tunnel between a mobile client 108 and the server 110.
The SSL VPN tunnel is used to encrypt traffic routed through an ad hoc service
provider 106 to provide increased privacy for a mobile client 108. Alternatively, the
tunnel may be an IPsec tunnel or may be implemented using some other suitable
tunneling protocol.

[0031] Once the tunnel is established between the server 110 and the mobile client

108, various services may be provided. By way of example, the server 110 may support



Aut henti cation, Authorization and Accounting (AAA) and
secure session establishnent for a connection

WO piovjoat0ezl by an ad hoc service provider 106 wWe€TUS1068/072863

server 110 when the ad hoc serV|ce provi der 106 is
nDblle and desires to prOV|de service. EAP-TTLS nay
0 be.used for a session |n|tH%%|on reque

S
9 108 Viqsoesrrvigergto fhg pallq ghignd  10855Ehe pepuer rn{.J]cﬂ p@y also support
che?ﬁktmgl%lbés ol H4BRE bﬁ@}ﬁthSt hﬁhé%q?uﬁ'&ﬁ)ﬁ Bf ’tﬂecs%rvei ]1_%)0 include

provi der is the authenticator, and the server
pl@vtdmg acuttimgmol adt from the megevorkTioe nalbllhodleseﬂ% ccentent as well as

PiSHLEr PO SRRSS vABa TR Rl sl GHE PRSIk 108,
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e
IS tLen used to generate a Master shared key.
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al%{o\é\gﬁg?{ d%c?lu(?eg 828’% S dﬁ:xtaﬁlg)n alrtﬁ)eVI 1%1(31?3{ 19 ger\%rég g@ hg?crﬂaulre({sby cach

ioblle aliGecdRethSakikaion dfajie rses‘sﬂdhtﬂé@luréar by aztdh hebivo¢lkent 108, and
SSL VVPN) tunnel between a nmobile cljent 108 and the
é‘@ loading.1lgnk qonditings, pshencgsnéIvel € gisbaftory lignct g ad hoe service
%&ﬁﬁ&*@oéouted t hrough an ad hoc service provider 106
0 provide increased privacy for a nobile client 108.
AI088} n&he Vﬁivyr, 1 tthalsé uriyebe usy th et al g‘e@dnes‘s umdiet farcach ad hoc

be | usi sone ot her su unnel
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various services nay be provided. By way of exanpl e,
10% Ty sewyer110 rrmfymgmppcmtlawsmn detwecd eo aééluov isemgetppovider 106

t he nohi.l e cli serv 110 _may

il 8 TRotlre el 0 el tingtierie® oo Set B s BoR e RB RS ad hoc
Ediict bRVede@ 106 BescE @ \RE ot Mdré Rictdidl TRy Aviod MPy iRUideNBut are not
to and fromthe network for nobile client 108 content

Hmitag [q, thesdyspérr off the apcesyessiiondad Bssaveragn Sredwig efgiceess to the
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WAN ?%B%S&(&%;tﬁg[ﬂg n{o%ﬁe gggllit 8¢ Mg lorkQ$ cté gqi%l le?s%lgned a

server rovi ort or a

nalbe Fremcd taapé oﬂ@aﬁuésrfbﬁbwhe;embm Oﬂldsgifo‘dh& nmsmcs/ fadehe ée@ﬁon may
t o anot her based @g nunmber of factors. These

batesre eraycicae Pl m)fu% YA %@ﬁﬁ?@cetﬂﬁ%"la@all O8nyogfles more

g&l’eg/ §e§51&1g)t%) 111%1531%J Eh&ds Py, eRcho ?e%@EQ ﬁleﬁLc' %?)%(fl%{e 1fhhfﬁe ad hoc

durati on of e session requl y eac |en
S98ice @rcdflddnemdm hdicogynuiallp kipdatadiiby i ayesgingnidic @medlgqss metrics from
t he hoc service

I e%/)r\e,al[caé%s %%0 t{;‘%lﬁ% | | fe%@, P SH4IBNHVEFR ey 14aay, bg greighted to

Egoﬁﬁgﬁﬁﬁaﬂgggg§§§§yaﬁgr|c for each ad hoc service
provider 106. The goodness netric reflects the |evel

BX034kr Flee 2ans ad deoeepsenl vbloek pdisgiatierillutBtihgsapraswinged of the
9 unc 1019(111%1r 5 Iar? ua n3¢ %grsv%esp%gélldgrn?OéM Il"flle g(ri)%olc %er(\:f%ceep%wder 106 has

the ability to bridge wireless links over homogencous or heterogencous wireless access
protocols. This may be achieved with a WWAN network interface 202 that supports a
wireless access protocol for a WWAN to the network 102, and a WLAN network
interface 204 that provides a wireless access point for mobile clients 108. By way of
example, the WWAN network interface 202 may include a transceiver function that
supports EV-DO for Internet access through a WWAN 104, and the WLAN network
interface 204 may include a transceiver function that provides an 802.11 access point

for mobile clients 108. Each network interface 202, 204 may be configured to



108. The server 110 may nonitor each session between

an ad hoc service provider 106 and a nobile client 108
wapeonpat e the goodness netric associ ated w tPCT/I820881072863

hoc service provider 106 based on one or nore factors.

The factors may include, but 8re not linited to, the

duration of the access session. and tGe aver age
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o cohfesiscdtet 1mpd;eniemt thehdats sk ilarer bryndveginiehs tramsa?ttr of data across

%%e%age qf t hese val ues. As an ad hoc service provider
PIIHEIYEE rore access sessions to nobile clients

f0985] The a8aRdnesscBlokider 266 o€ kiadvad witht 4 filtbRdadtch@fnection and

service provider may be continually updated bg

sveipngheritariig geduised. nethe awdeicopmrovdesctbiersd processmg of

g‘on%éc'ng pidon) moﬁ 18 8?&{&5 ?@Beson%Xt tk?lg 11%6150ton ecghﬁ HEHE eegghee e?dr hoc wireless

avor nore recent access sessi

[1161936&1 thd @W&N%m@@nmﬁﬂfauauom 9 gkoddded oam to rnoblle chents 108
illustrating an exanple of the functionality of an ad

psbendicpipl by Beoerysr Hisemodyle 298 ingdsosepnensiblp [y mgaitoring the
%&Qoﬂ@ﬁet@v@&l ﬁ’EI sef\IeY ah® tlgrdu%%tlﬂt&r)hl%ﬁﬁe lch@&@ 18¥ €T he module 206

onbgeneous or heterogeneous w rel ess access
psonodchss tiirctednaynbaivayhbotwesh thietshrvar Wi attivorticated mobile
|nter{ ce 202 that supports a wireless access protoco
plisns, N to the network 102, and a W.AN network

PW.%@I TRCEd BOAsdrital pRIvRE: qg@ aRo WMdl&le8 %%eﬁ?&%ﬁ@v1ﬁ@ﬂ lication 208
or mobile clients 108. By way of exanple,

th
thet (o ckalilext the fradelc 9P tn@yowdﬁcaldﬁw sarticans wbde clients 108, and (2)

iiPet W ANRRTIBRE dehersing TRk HETEHRES: REEST G ad igg service

gﬁwldeflcio&ie Thé r RASIC Fiv@ionf WIGLHpRUHMNDBY Br Q3¢ dRSerflde 212 that
02.1 1 access point for nobile clients 108.

Each
prRITIRNY Rieate s athf the SVIGEN @@Morllmytebﬁgcq; P ﬂgglp@utheamodule 206 under
émoq{rt 0? 'ﬁ?en_%er\glg? QP&){%r %@{g]féa%&? r2O§ 'lﬁ1 r[ggru &%rfa?g 212 rnaty include a

ess sl
k&8prdf ddplaye Bﬁeaﬁé@&ﬁﬁ:ﬁdﬁh@ne aagré’tldketan@/@k angt (ﬁhétae@mﬁi(ﬂamon user
204 may also be c%%flgured to i nplement the data |ink

mé“*sf E%“ e THAbHR SHBICTIBET Ofatssr 4R Aessss thReV WAN 104 or
h&ﬂklbgm%% I?OPQS] The ad hoc service provider 106
IS s

ered i nterconnecti on and sessi on
937} &5 i digcussxalu hleov2Q6he 'Ebenamdxdv&ie?@@)ppcaimdé% also enables the

filter rocessi of content ents 108
Bt A0 RePRer BoiforrTBF BerWEOn cIRE® dF8holhe service provider
UpIRhESS 204 Hﬁuﬁzﬁﬂs b REssMNAR th Rh AR lrlt()etbfe@{@@an%@%ub@m messages
provided only to nobile clients 108 authenticated

wite therspwier. Theaddifaul ¢h28@vics beider eppisativ |2§8fad\%0 maintains a
n the server

O o6 SER PR, RRDCRECK! SSHBRLG G 2093 Rases between

the service provider application 208 and the rnoblle client 108. The service provider
application 208 provides information on authenticated and permitted clients to the
filtered interconnection and session monitoring module 206.

[0038] The filtered interconnection and session monitoring module 206 allows content
flow for only authenticated and permitted mobile clients 108.  The filtered
interconnection and session monitoring module 206 also optionally monitors
information regarding content flow related to mobile clients 108 such as the amount of

content outbound from the mobile clients and inbound to the mobile clients, and



al so maintains tunnel ed connectivity between the
server and the authenticated nobile clients 108.

WO 0®302603he ad hoc service provider 106 al so i PCT/US®E8/672863

service provider application 208 that (1) enables the
modul e 206 to provide ad hoc Kervices to nobile
clients 108, an 2) supports WAMN or. | nternet gccess .
fgeding By WeN ansareh r "GH Ol EFOYFC PHEZ%DH Sailtie andwidths
0 M J6E1cd0handdle HAL UfiferddiREé ARl onSHRIPREGSH ndMitring module
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conmbi nation user interface devices that enable a
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E hnefinﬂg tt}élo ; IKOV%(PGZ sér%?c% 'ﬂ %801]1121' bé 01‘90%67 .tf/i\ast %S it %ﬁ&% described in
éﬁove, h&°ServiPee provi-der application 8 also

esmbtitsh Whe nicld 202G §cdvips provilker agphegios €08 icae He tidplemented
nobile clients 108. The service provider application
OB Y Y BRIy insneqr apuliple sets (o€ modples that ppordiate to provide such

Eﬁéﬁﬁﬁ&gﬁﬁéQ&h&?§§@g@€?wkﬁp16@e server. In addition

the service provider application 208 al so maintains a
834y ngnslﬁs&i loor setrtite pavhlembli deides teptovid@8hé ad hoc services, the

exchangi ng cust.om nessages between the servi

S5t G s P LA IOBr V308N ana TSI ECBIT dip fogproval. The
Jh6ics Bf ok dc? aBﬁl@éé'tigﬁ QO@P&Hu'eﬁ@tahthnt?ﬁgﬁoxp B?Yﬁedﬁyer 110 and approval
i nformati on onh authenticated and permtted clients to

from thi Istrveed1( ft progolersenti¢o envdorsmersi mabifroelicngy 148y The server

TR S5 Pt BB Bl Q08 MR RER AR Mg Yhgphr it will

hy theUWdest $ceaite Pravidbrekiidst. e Asraiuk&dCdatien! thel@§uest may be
he filtered interconnection and session nonitoring

aded € thosumby@fegdihiosnenviar mpviders s therfapicragorinhic location is too
i rel t b -| i ent :

ROl Y P e P R R Pl e PPt sorvie

plovfet $0@nd i nbound to the nobile clients,

andr egar di ng WAN and, WL.AN network resource , ,

(ROAD] Zz Qpro Hican haw aFTviRs) RFOBEREW It hauBRHqEednithcepeyige provider

%ﬂf&%ns%grﬁgy b dgied it ﬁg&g?{bﬁ%ﬁ tﬁ})rlot'ge g& 0o 8851 lr?\glider. The

itoring nodule 206 can a I ona nd option
garoiee geosdahapphitaioma 0% mayoalsd eraeptvelmegpr wvihdeadvertised service

application 208. The service provider. .application 20 .

BRREon G P onn BRI LN FHRLRRLT SHOTh AV Hiy B0ttt with an
QBRI A& tARE (OND)SH RS Heh@&hBt RERELVAISTS! 168 The service
continue mai ntaining connectivity with the nobile '
pioiveter spnloBtiamdOthindy thee reee\eathentieatighentrsprgas detween the mobile
SR TE 8 BE Qe ) BELYY E8inidhte MOM S EBRb B nd session
monitoring module 206 to connect the mobile clients 108 to the server once
authenticated. During the authentication of a mobile client 108, the service provider
application 208 may use an unsecured wireless link.

[0041] The service provider application 208 may manage the mobile client 108
generally, and the session specifically, through the user interface 212. Alternatively, the
service provider application 208 may support a secamless operation mode with

processing resources being dedicated to servicing mobile clients 108. In this way, the

mobile client 108 is managed in a way that is transparent to the mobile subscriber. The



connection wi th nodul e 206 and service provider
application 208 can be inplenented in any given
wWEk@vOi083 i n one or nultiple sets of nodul es tPEL/US2008/072863
coordi nate to provide such functionality at the ad hoc
service provider 106. [0039] Mhen the ad hoc service

i der 106 decjdes to e the ad.hoc, servi
basenlass epprBo s duY bipivTEd i Degichiiqub %ﬂb@ﬁ@@f@tnot want to
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Once the ad hoc service ﬁ%OVIder 106 i s aut henti cat ed,

PHE asWILGN Bapseaiy P2, 8 JE N A tiasrrepos 3ihyand duspqasyag system 306.
?ﬁrvy ng@f éx%ﬁfb'i%é mgﬁrtra%ggenaeﬁj 369 Vﬁs%ﬁ tBi Bleﬂ%‘ht the analog

ervice provi der application nay al so pronpt
ptréing e$ thegpltykiealady@rfor ﬁledVEANnaiworhWiﬁlmrfaae 26D (sas FIG. 2), and the

i ons cha erested nopbile clients 108 :
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ﬁ%&%%?ﬂkhWV@QNh%ﬁm§ﬁﬁM&ﬁ&xﬂHﬂVﬁ&ﬁﬁKﬂQ? The service
pfovider application 208 nmay then route authentication
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FOWIAINE n€thnioB h&apldlS 200 ahf @08 ¥eerTCGO QF e Tﬁéﬁ)ﬁﬁﬁ&dll@gaﬁ}%ﬁbm 306 may
During the authentication of a nobile client 108,

alsp P aschroimplencrighe ifdEradontcpapneeiipnigd spsiem w@uﬁré@g module

%%a%cﬁﬁg sérkfﬁ% grc&xggé%%ﬂ—{éﬁoﬁ ?b% stég f@‘go%?' der application

eneral ly, and

f0odspeshé pﬂmcsasmgl sfysteaﬂ 30p, miyscoinghethfrtedisgiig softvesié,daedware, or a
212 Alternatlvel t he serV|ce prOV|der appllcatlon
SBbiBYOTS Qh IR 2 BYeHHY edls cEPBRIat it PRRSGESING sistem. 306 may be

r i cat il
PARERERLP SIS SRR SR BEL LG SHEH 1 o
mscroproagea, |anma:ma)}1t1bﬂar[, a Pigirahitsgpat dnocesor t(DSPxpim [Agplication

b b am erati.op node desire
SR el PO ERs bR, S5 kALY e o
Pﬁi@?ﬁhﬁ%l@‘ﬂ&gi@%lb@(ﬁﬁ)ﬂQ%onﬁ’é’l‘lerm@ Wlagh hbMnd, ated lo 1c discrete
conti nue generating revenue by sharlng bandw dt h
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m%&p%ﬁ [u\olrllsc St 18%0%\{1'31 1St 'il‘he proces sf%lg %%t'aﬂ%'og may 213" n¢lGle one or more

machine-readable media for storing software. Software shall be construed broadly to
mean instructions, data, or any combination thereof, whether referred to as software,
firmware, middleware, microcode, hardware description language, or otherwise.
Instructions may include code (e.g., in source code format, binary code format,
executable code format, or any other suitable format of code).
[0046] Machine-readable media may include storage integrated into a processor, such
as might be the case with an ASIC. Machine-readable media may also include storage

external to a processor, such as a Random Access Memory (RAM), a flash memory, a



application. The server application my be used to
enabl e the ad hoc service provider 106 to function as

wW@2®en2®B3 t 0 aut henticate nobile clients 108. PODUS}008/072863

FIG 3 is a conceptual block diagramillustrating an
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hoc service providers in the same geographic location is too great or if the WWAN
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[0050] Once the ad hoc service provider 106 is authenticated and approved to provide
service to one or more mobile clients 108, the ad hoc service provider 106 may
advertise its availability to provide access to the WWAN 104 by assembling and
broadcasting service information to mobile clients 108 within range of its WLAN

transceiver 302. The service information may include parameters for accessing the
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gé‘a’[\r)v\éleﬁ: thePd rdol\llolcds%g'w%eo provuyer 106 and the WWAN 104 may vary depending on
the wireless access protocol used within the WWAN 104, the signal strength of the
wireless link between the ad hoc service provider 106 and the WWAN 104, and the
amount of concurrent data traffic within the WWAN 104. The ad hoc service provider
106 may be configured to monitor the average data rate of access to the WWAN 104
available to the ad hoc service provider 106. Based on this average data rate, an
expected average data rate of access to the WWAN 104 available to a mobile client 108

through the ad hoc service provider 106 is determined.
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[0057] The latency and frequency of access to the WWAN 104 refer to operating
details of the access offered by the ad hoc service provider to the mobile client. For
example, the latency and frequency of access may refer to the latency of packet access,
the frequency of packet transmission, the duration of packet transmission, the packet
length, etc. available to the mobile client during a given session. Varying these
parameters varies the priority associated with associated access sessions available to

mobile clients. Accordingly, a mobile client may select access offered by an ad hoc
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[0061] The processing system 306 may be used to provide means for dynamically
updating one or more attributes of access to the WWAN 104 offered by the ad hoc
service provider 106 based on the status of the ad hoc service provider 106. The
processing system 306 may execute code to monitor factors affecting one or more
attributes and to adjust the attributes based on monitored changes in the factors. As
discussed above, such attributes may include the expected duration of access and the
expected data rate of access to the WWAN 104. The code may be implemented in a

standalone application or it may be part of a larger application incorporating other
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[0065] Once construction of the beacon frame is complete, WLAN transceiver 302
broadcasts the beacon frame to mobile clients 108 within range of the transceiver.

[0066] FIG. 4 is a flowchart illustrating an example of a method for providing service
information from an ad hoc service provider 106 to enable access to a WWAN 104. For
implementations in which attributes are received from server 110, the processing system

306 of the ad hoc service provider 106 receives such attributes in step 400. For

implementations in which attributes are updated dynamically based on the status of the
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WWAN link. During the authentication of a mobile client 108, the processing system in
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[0069] The processing system in the ad hoc service provider 106 may optionally
choose to move a mobile client 108 to a new SSID with a secure link once the mobile
client 108 is authenticated. In such situations, the ad hoc service provider 106 may
distribute the time it spends in each SSID depending on the load that it has to support

for existing sessions with mobile clients 108.
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This may occur due to energy constraints (e.g., a low battery), or other unforeseen
events. The server 110 may then consider a handoff of the mobile client to another ad
hoc service provider 106, if there is such an ad hoc service provider 106 in the vicinity
of the mobile client 108. The processing system in the ad hoc service provider 106 may
support the handoff of the mobile client 108.

[0074] Turning now to the mobile client 108, a TLS session may be used by the

mobile client 108 to register with the server 110. Once registered, the mobile client 108
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rnultlple transceivers could potentially access multiple ad hoc service providers 106
simultancously using a different transceiver for each ad hoc service provider 106. If the
same wireless access protocol can be used to access multiple ad hoc service providers
106, then different channels may be used. If the mobile client 108 has only one
transceiver available, then it may distribute the time that it spends accessing each ad hoc
service provider 106.

[0077] FIG. 5 is a conceptual block diagram of an exemplary configuration of an ad

hoc service provider. This block diagram illustrates an example of the functionality of a
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server 110 so that all traffic between the two is
presenygst. ed. The transport Iayer ports may be kept in

880 RO e PRYIcHR Hs VR RSP el Shit WS ot iRl e ar o
BACHACthSEVarion s apfcewl detriBdiBherein. Various modifications to these aspects
will be readily apparent to those skilled in the art, and the generic principles defined
herein may be applied to other aspects. Thus, the claims are not intended to be limited
to the aspects shown herein, but is to be accorded the full scope consistent with the
language claims, wherein reference to an element in the singular is not intended to mean
“one and only one” unless specifically so stated, but rather “one or more.” Unless
specifically stated otherwise, the term “some” refers to one or more. Pronouns in the

masculine (e.g., his) include the feminine and neuter gender (e.g., her and its) and vice



[0075] A handoff of a nobile client 108 from one ad

hoc service provider to another may occur due to any
woRoogormwsber of factors. The handoff of the noRCT/8S2008/072863

client 108 may be perfornmed in a variety of ways. In

one configuration, the nobil&lklient 108 nay nmintain

alimted sessio i th I ti.pl e ad hoc servic .
B B g iiBctiRgR b e t‘hg“_@ depete ef BicoVATigus aspects
dQ6ribQ %9(9&%35}15 tﬂfél Jii&uRethat 9 kAERA O BRE &Rhd 0o kifoWrSto those

approac gy facilitate the handoff process. In an
af palimayiskdl corthé gutr aei opresslyeingotporaed hewent by08farence and are

consj der .a handof f | y when. necessary. In.this. ..
R0 0 4t BRSO 1 S, MaSoTHy ik Sisdlosge herein is
¥ td bSHed¥at@PioNBE pSIRIcVM S8 dRELY WRdtBerkHbh HRclbbifre is explicitly
vicinity for handoff. The nobile client 108 nmay sel ect

esitediithie daimgi Ao plaby ictharent O6tof sy cnaivdest andor gg piearisions of 35
-V j st..when the curre hoc rvige provider
5Ll Sho BRREbR, FHECTDL R P B ST HAGEbIRY e i
natarRAB81 &, ¢y the JIBb bl @ Mdth@htlaibl8hewieniv@e s fedited using the phrase
reconnect through a different ad hoc service provider
1% 16 access the Internet. [0076] If the bandwi dth
needs of a nobile client 108 are greater than the
capabilities of the available ad hoc service providers
106, then the nobile client 108 may access multiple ad
hoc service providers 106 sinultaneously. A nobile
client 108 with nultiple transceivers could
potentially access nultiple ad hoc service providers
106 simultaneously using a different transceiver for
each ad hoc service provider 106. If the sane wrel ess
access protocol can be used to access nultiple ad hoc
service providers 106, then different channels may be
used. If the nobile client 108 has only one
transcei ver available, then it may distribute the tine
that it spends accessing each ad hoc service provider
106. [0077] FIG 5 is a conceptual block diagram of an
exenpl ary configuration of an ad hoc service provider.
This block diagramillustrates an exanple of the
functionality of aprocessing system 306 in an ad hoc
service provider 106. The ad hoc service provider 106
may be used to enabl e access by a nobile client to a
first wireless network such as a WMN 104 via a second
wirel ess network, such as a WLAN supported by the ad
hoc service provider. The ad hoc service provider may
i nclude a nodul e 500 for enabling access to the first
wirel ess network via the second wireless network. The
processi ng system 306 al so may i nclude a nodul e 501
for assenbling service information for broadcasting to
one or nore nobile clients. The processing system 306
may i nclude nodul e 502 for receiving attributes of
access to the first wireless network froma server



and nodul e 503 for updating attributes of access to

the first wireless network based on the status of the
wW@eooboze0sder vi ce provider 106. [0078] Those of B&i/UE20081072863

the art would appreciate that the various illustrative
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uné%ionality in varying ways for each particul ar
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order or hierarchy of steps in the processes di scl osed
pareless ngtyaes, hergceess @Pméﬂé%qud?}ythﬁ B 5%&%@? PEsydsy te pRsor more
ggghgghgﬁ_ferences, it 1s understood that the specific

rder or hierarchy of steps in the processes may be
rearranged. The acconpanyi ng net hod cl ai ns present

| ement s the various steps in sanpl e order, and
B o ok o NP pa i PEabTD Iy WACISolBe PFRCeeNb#yS is furthr
B BTRFGINY rBEPREATERS o LABMtcTERES Vb ASHINCR REIR! d@Rork from a
I's provided to enabl e any person skilled in the art to
pregti ce the various aspects described herein. Various

nodi fications to these aspects wll be readily
apparent to those skilled in the art, and the generic
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5. The ad hoc service provider of claim 1, wherein the attributes of access to the
first wireless network comprise a service provider goodness metric based on prior
access to the first wireless network provided by the ad hoc service provider to one or

more mobile clients.



recited in the clains. No claimelenent is to be
construed under the provisions of 35 U S.C. 112,
W@ Roobl02q0aF agr aph, unl ess the el enment is expresBCUS2008/072863
recited using the phrase "neans for" or, in the case
of a method claim the elemend3 is recited using the
hrase, "step for."CLAl T 1S CLAIMD IS 1. An ad.
Roc- sohy i E%%%Wﬂ BIOVIQSH RpFRET Agwﬁlé.rea}h%e PEACHYP & PSicahis further
EQH B B8 Foh R0 R BL&AFRESSsBb RIS 8ol dRPbdcor more mobile
clients to a first wreless network via a second
vliangd, desbenesniparks corhpripnthessivigg isiosmetnorf.ur t her
configured to assenble service information for
broadcasting to one or nore nobile clients, wherein
7t he SRRYLEBob BErOIcBR dQller GAMIINSE SwiRkdih itIRU$@Sic O infoGEARN further
to the first wireless network, the access being '
compepesdARMeters oddcerse tasthevseeadpwisdieesaretverkotpampsisingpy gcrvice set
igg%%%g clients. 2. The ad hoc service provider of
éiainfl, wherein the processing systemis further
conf i glieRth the preassing sadterh dasiirtten @oafigured td thcofpod€ @s fast one
to the first wireless network froma server. 3. The ad
afpButs Of vecces torthe fientvitstesy nefverkyintayhe seiviperspigidentifier.
processing systemis further configured to dynam cally
update at |east one attribute of access to the first
Bi r el €bs addtososckvibapadidmm f diiat Us fiothet emadsinga transceiver for
eryice provider. 4. The. ad hoc service provider .of
Broapsiing (i & esmbled ierdes I TRAEn B onfc dedre PP BIR SliFH s
W reless network conprise at | east one of a quality of
service paraneter and a fee rate of access to the
Pi r st Aniaddioe servivetpwidsr, emaprisiieg:ei n the qual ity of

service paraneter conprises at |east o of. an :
expoct Bl AP AU Breie BEeut o TG PIRPGE iePB gy first wircless
REWORN Ha adBeoReiedled ndtiaaki 4 of access to the first

wirel ess network, a latency of access to the first

Wi r el Bsansh&rwssRnblng seryifenigjoratatiae cles dreasicantimer for gee or more

| etwork, and an anount of transferred data.
ﬁkgﬁggﬁgﬁﬂhoc service provider of claim1l, wherein the

attri blitem dic 3eeksSinf@niafien f ¢onsirises ragtis®s Nt daeks to the first
conprise a service provider odness netric based on
piiElses Betveds thoagepss tr%gs?ff%ea? 3%%% a451 BOGRRTKICH PERMIGFE d0 (e one or

ﬁgbmpakgﬁivice provi der to one or nore nnbile
%F?%nt§l6.lThe ad hoc service provider of claiml,

wherein the processing systemis further
10.  The ad hoc service provider of claim 9, wherein the ad hoc service provider
further comprises means for receiving at least one attribute of access to the first wireless

network from a server.

11.  The ad hoc service provider of claim 9, wherein the ad hoc service provider
further comprises means for dynamically updating at least one attribute of access to the

first wireless network based on a status of the ad hoc service provider.

12.  The ad hoc service provider of claim 9, wherein the attributes of access to the
first wireless network comprise at least one of a quality of service parameter and a fee

rate of access to the first wireless network, and



configured to construct a beacon frane suitable for

broadcasting to one or nore nobile clients, the beacon
WO e@s®2663pr i sing the service information. 7. ACEUSI008/072863

hoc service provider of claiml, wherein the service

information further conprise ‘baraneters of access to

t he segqnd W rel ess network conprising rV|ce S

i dent MPiEH Bk $58viRF BRAYSICH ﬁo@ygfeérﬁt gas? S Hg?‘n expected
gant-h@uWr %@cés? td %%@P%%[%s@het%ﬂ@tan%eﬁw HLRYDE oPlaccess to the
access to the first wreless netV\Dr into the service
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or nore nobile clients. 9. An ad hoc service provider,
conprisin means for enabling access by one or nore
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mlasd ® tht lfﬁgtt\suelmcﬂeemrktmevﬁe& Wiy ake hdhoe B&ticeprovider to one or
conprlses attributes of access to the first wirel ess
metweRile ¢lkdtsaccess being offered by the ad hoc

service provider to the one or nore nobile clients.

10. The ad hoc service provider of claim9, wherein

i4e alhdad lser sdreiee provideteof tlairh erwhonjr ihsemcasafos mmmnbhng
for. recei vi | east one attrifpute of gﬁﬁgs t.o t.h

n
PSTYiSE %fpmt@glsfmﬁlé%%wﬂwm%% ap suigep r%acwaeg to one or

RRFVINGEIPEIRAL IRl HRhedn iR SomMGEEIHR s&"\‘z%‘ce%foﬁﬁ%on
servi ce provider further conprises neans

ynan1ca||y updatlng at | east one attrlbute of access

t wireless.ne k bas on.a status

18 holntef B SriEs pigafs o3 atmE SeriiB AR St rsSlmdndS further

BERMii S ha@ncbdrabM@essib elicicdohd frirdlebd hQWbASchpraeiies Service set
to the tfirst wireless network conprise at |east one of
weniign ty of service paraneter and a fee rate of

acc es?/hgr% 1 g &E&Iﬁt fopla5 & nfo%?lg ”s%W@J Iﬁifow\éfpeasb& ﬁllag%of)rates at

qual Service paramneter -conp one
&astemp aﬁtlblde dﬁh@:eﬁﬁb&h@ﬁrsawﬁle&Ss ﬁfﬂwakanfd ths kerwice 8bteidsntifier.
net wor k, an expected duration of access to the first
W rel ess network, a Iatency of access to the first

Y6rel eas NEMART KerviRe dﬁl%gf&%pcéf gfai C9e%§rt &‘gp%élﬁ%tmeans for

W rel ess networ an anmount t rans erre
b®adcEisengthe hm@rrﬁaéafd/secxacqam' dorichepn m‘ o @imor® mokblile rceiemts.
the attributes of access to the
17. A method of providing service information from an ad hoc service provider
configured to enable access by one or more mobile clients to a first wireless network via
a second wireless network, the method comprising;:
assembling service information for broadcasting to one or more mobile clients,
wherein the service information comprises attributes of access to the first

wireless network, the access being offered by the ad hoc service provider to one or more

mobile clients.

18. The method of claim 17, further comprising receiving at least one attribute of

access to the first wireless network from a server.



first wireless network conprise a service provider
goodness netric based on prior access to the first

wowrmelha®33 net wor k provi ded by the ad hoc servi P€I/US2008/072863

provider to one or nore nobile clients. 14. The ad hoc
service provider of claim9, dherein the neans for

senpling ser e info tion further canstructs a
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service information. 15. The ad hoc service provider
pfoveleai m 9, wherein the service information further

conpri ses paraneters of access to the second wirel ess
network conprising a service set identifier, wherein

bhe MpRASnIVd @selePlITNGheRIY tHeCattrHuis N dcosssftirthO €frst wireless
i ncorporates at |east one attribute of access to the

netwerk epmprisesd losst qusr of 4 @iadityt plsoseey paremster and a fee rate of access
Bﬂﬁ 1&&5&&mm%gaqu§a%8 hoc service provider of claim

FUrtne nprisi’ng neans for broadcasting the

assenbzlhaféus&le\quaﬁtw off Rivied paambRr 08 prkesm sk bfan expected

clients. 17. A method of providing service informatio

fata Apta wf Aacasndo der st witslesy nefaiorls s gasted dustign e?&aecess to the

ikt @fh%légy n&orl ra ﬁ?ern%}é%‘f’gbéegs t fh% nr'fr§t \tvﬁel@ssf ﬁert brk ﬁ frequency of

w reless network via a second w rel ess net mor

aetsad tioofipt witlkes nawednybhd agarseuntiof Hansfémafdmtta.on for

broadcasting to one or nore nobile clients, wherein

the service information conprises attributes of access

b0 thepd ifetifodbsf BhBSS 7NFhBRIK thel HBIRAREETSacBEINE the first wircless

offered by the ad hoc service provider to one or nore
ngyiotlecarhpranst asserviige pfmedetmphdntssamemcabmd ?n piigr fbasss to the first

ri sing.rece. east _one attribute of a :

PRSP ey BRuR g B R PGP EP PbF of RS cliens.

nethod of claim 17, further conprising dynamcally

%fdatlng at | east one attribute of access to the first
rel €83 rn@hw‘a rif plaged! bnwacsinathes asfemtniagagfep ogrther comprises

? SYAI%?}%DE{) es o m%%mta%hg F&%%(Ea%g?s%ng% 3hgbllll¥1bremgl§1?é ernts the

access t wreless

beatpi fiameabnipeigiag tonerdte mfeualiohy of service
paranmeter and a fee rate of access to the first
W reless network, and wherein the quality of service

PRI amp} e RSP LE %ﬁﬁﬂ:h | \@ﬂéf%lnoﬂl% Qhvigd 11@%%%0%2%9@1%{3 comprises

rate of access tot first wrel ess networ

pa«pmetewachucas toothe sEcomd vasdess actwrek Lomptising p e¢ress sct identifier,
net wor ten f accesRl%p the first wireless )

net woP eregl f %e;vﬁlgﬁmgf step further comprises 1ncorporat1ng at least one

attribute of access to the first wireless network into the service set identifier.

24, The method of claim 17, further comprising broadcasting the assembled service

information to one or more mobile clients.

25. A machine-readable medium comprising instructions executable by a processing
system in an ad hoc service provider, the instructions comprising code for:

enabling access by one or more mobile clients to a first wireless network via a
second wireless network; and

assembling service information for broadcasting to one or more mobile clients,



access to the first wreless network, and an anpunt of
transferred data. 21. The nethod of claim 17, wherein

W homedosd but es of access to the first w rel esSBCTES2008/672863
conprise a service provider goodness netric based on
prior access to the first wr& ess network provided by

the ad, hoc service provider to one or npre npbile

ol enteresy therevifst HORMBHoR | SRATEFS AHHBHIS Pl oess to the first
AR RIDA ARG M LML HRBL FRARI BySHS a8 BBS bdrviet bREidr to one or more
beacon franme suitable for brodadcasting to one or nore
mobil¢ eligiti.ent s, the beacon frane conprising the
service information. 23. The method of claim17,
wherein the service information further conprises
paranmeters of access to the second wirel ess network
conprising a service set identifier, wherein the
assenbling step further conprises incorporating at

| east one attribute of access to the first wreless
network into the service set identifier. 24. The

met hod of claim 17, further conprising broadcasting
the assenbl ed service information to one or nore
nobile clients. 25. A nmachi ne-readabl e nmedi um
conprising instructions executable by a processing
systemin an ad hoc service provider, the instructions
conprising code for: enabling access by one or nore
nobile clients to a first wireless network via a
second wirel ess network; and assenbling service
informati on for broadcasting to one or nore nobile
clients,wherein the service information conprises
attributes of access to the first wirel ess network,
the access being offered by the ad hoc service
provider to one or nore nobile clients.



