0 b JUL 2006 -1 ROAM NG CONTROL PANEL FIELD OF I NVENTI ON 5 The present
invention relates to a nethod and systemfor allow ng users to acc&ig .g- ﬂﬂﬁ;
service provider's wireless LAN services in an intuitive and user- e "éﬂ?
manner while supporting a w de range of authentication & billing options.
BACKGROUND 10 The Internet consists of a |arge nunber of conputers, devices
and networks all interconnected via contunications |inks. Users gain access
to the Internet via comruni cations service providers, which can be, anong
others, Internet service proRQOA&MING CONEROIDPANEL service providers,
nmobi | e tel ephone service providers or fixed |line service providers. 15 Such
communi cations service providers typically have a limted footprint, that

is, they O(:jrt i | ocal access to the Internet in certain areas.
For exarrpﬁiELg éWﬁt hone service provider may only provide access to
the Internet when the nobile tel ephone user is within the defined coverage
area of the said service provider's nobile network. Another exanple would be
20 an % nt er net Thepwisewt ipventiodexlatdsdd anmethvdiand sgsteratfoo abdwing| wspisaneacoessiaer

to deliver Internet acces natjonw.de, but .is. unable to proyvide a |ocal
Access nuRBEEC TSPV HeRUBOEIsSD & ANHETY FeR, ) 90 JHRite Ht 1S FRly TBpnneE WhitCe

I n order E‘@’,ﬂ%‘@@ ad\gidqu@e df% LhE atigﬁ@/n%iﬁlﬁsgi%?ggguni cations service

provi ders i nto bil"atera eral roam ng agreenents with
each other where they provide local ("host") services to subscribers of the
ot her operators ("quests"). Authentication and billing services are

provi ded quﬁgmﬁ%@ri bers' "honme" operator, which will then settle with an

aggr egator or the "host" operator directly. 30 There are a nunber of access
mechani sms for providing roamng |ocal internet access. The nobst conmon is

via dial -up acggsIntewheer@ndbts! 68 tiageenle! o PE6AFRelse ldePibaN and Rethdrks wmber
is provided to travellers to each region. CGenerally, dial-up roam ng access
i s managethtérgomgietted tvia communications links. Users gain access to the Internet via communications
service providers, which can be, among others, Internet service providers, wireless Internet
service providers, mobile telephone service providers or fixed line service providers.
15
Such communications service providers typically have a limited footprint, that is, they can
only provide local access to the Internet in certain areas. For example, a mobile telephone service
provider may only provide access to the Internet when the mobile telephone user is within the
defined coverage area of the said service provider’s mobile network. Another example would be
20  aninternet service provider that maintains a national telephone number to deliver Internet access

nationwide, but is unable to provide a local access number for a subscriber who travels out of the

country of service.

In order to provide local Internet services, communications service providers enter into

25  Dbilateral or multilateral roaming agreements with each other where they provide local (“host™)
services to subscribers of the other operators (“guests”). Authentication and billing services are

provided by the subscribers’ “home” operator, which will then settle with ankaggregator or the

“host” operator directly.

30 There are a number of access mechanisms for providing roaming local internet access.
The most common is via dial-up access, where at least one local access telephone (PSTN) number

is provided to travellers to each region. Generally, dial-up roaming access is managed by client



4 JULY 2006 -2 software that runs on the guest's conputer. This sof tasmia 2006
‘mai nt ai ns a searchabl e database of access nunbers for every region and w |l
aut omatical |y dial an appropriate |local access nunber based on the guest's
indi cated current location. 5 A new and energi ng nethod for providing

roam ng internet access is the |IEEE 802.11 series of Wreless LAN

t echnol ogi es, known as WLAN or WFi "hot-%pots." Because WLAN hot spots do
not require the use of a tel ephone. (PSTN) nunber, access is typically
current| y sofrencghbet foys havhagnest’s vahpwer. Jauidexitvard atairdbine wseanlyabls database of

connect to the hofspat, but not g eyond .t he boundarl es of t he hot spat
AL LT af f REOSERUBbes %ﬁysrs%lpnﬁgg mlielvée@atl%ﬁlﬂa digljan\AgprogTIas oGl acopENYIRPET P)

requests aed Gtk 8kP4 ifdlolod LR NYRAOS" Wi ch al [ ous guest

i dentificatrion a usernane or password pair. There are a coupl e of
problens with the existing nethod. First, a guest's native |anguage may be
different fromthat of the |landing page, or a client may not be available in
the guést's 15 Aqacw\aed bmnwa@@ethvﬁlfgr moulldm&arotammg iateryet @oselsi ssethe BREIG 86824 1

Shor tcom gt Saseh AR ERRb e Rpen n B0 R Shoteaniy cDeraes BLAN
follow a 13kdpBfitdo/nét febGiteHe ds@%f'aqeﬁég@%g%QWu%e} h&Xe ds@ alg tfrﬂ@zm}nalr\rl\ﬁﬂ?/e

Instead of nmerely entering their 20 u passwor ey “do

they are aharagedby bardsg 8 “walddd gandens izt nlldweany metmr[Eectft@)tHedw@otbbumot go
"dommi n" in the form user narr@e%\cp)rral n. This additional information is

required Beyongd thehoppdarics of t $1o6 A Faffieequt 0§ thedatanot js blpekadonid pif SNarler

comuni,cat | & t S
oG B SR TR iy AR el S5 M B B

t he presemlaany@ﬁﬁm@arp@s\pﬁm\pa% a method or systemfor wreless network or
i nternet access which goes sonme way to overcom ng the above nenti oned

di sadvantages in the pri or art or which will at |east provide the publi c
with a useful oi ce, ect of .the.invention t. r Vi

i bj
e hod and o syDfEfEadpunl o RicbiRialiing Bbe Bruod il een el Hodtassy o

service prgyy 88 diffdlerTronitat b ¥ 1RARNEPagebes Bnt %ayrm belabBildbein ha$us%
pre-existing relationship with the servi ce provider. The user operatés a

cli entlS native language. This could potentially confuse the guest, thus leading to lost revenue and higher

customer support costs.

Another shortcoming of existing methods is that they generally require guests to follow

a slightly different log-in procedure while they are roaming. Instead of merely entering their

20  username and password as they do while they are at home, guests must now enter their username
followed by a “domain” in the form username@domain. This additional information is required

to allow the host service provider to identify the home provider communications company, but

adds an additional burden to the user, and is non-intuitive.
25 SUMMARY OF THE INVENTION

It is therefore a first object of the present invention to provide a method or system for
wireless network or internet access which goes some way to overcoming the above mentioned
disadvantages in the prior art or which will at least provide the public with a useful choice.

30 It is a second object of the invention to provide a method and a system that allows a
roaming user to utilise the services of a service provider in an intuitive manner, whether or not

the user has any pre-existing relationship with the service provider. The user operates a client



4 JULY 2006 -3 systemthat is provided an identifier that identifiesJaLivagian
session, The client system provides the provided identifier to an

aut hent'i cati on server system together with information about the user's
identity & billing relationship and a request to gain access to the
Internet. The authenticating server verifies the billing relationship,
referring some or all of the provided i rfrmation to other 5 servers as
necessary, then grants or denies services to the requesting client system
Accor di nglsystem tleat is pretidebspeidentifiee that risstifiesialvgintsessionCTinsdlRhsystenpproyideetie f or
providing w.reless network or internet access conprising: an interface
conf i gur ed'ddgdigentifier toansuthentication seryplegysical tasster with infeanationppereithe user’s

di splay c (o [V]A: o] |e.a ntication.to said.selected.servjce,. ..
or ovi der e S8R EAEB A TG b Bhin 58 Ol hELEL RF i isaine,
al | owi ng nRekePYHiTE thdBiRnBetlafGERDS rd@han dbme oPAll bitBe PHAERISnRmaRdifto other
aut hentication. Preferably said systemfurther conprising a billing nodule

conf i glr edenversaasecdsatry, thew gents onideticasgrviaes toghe renacevhgrediemorykteny. i nt er net
access according to ggr edet efr m ned Cf‘i teria .and . 15 caomruni cate s{ai d coé.t to
sai d sel ected JeFoQFdRsly ipg;ilfsl 2Pectdne BtFSERt INYSIGion seRsIEs 4p RysysisMyiogipEgydipe

confi gureﬁvi?&esgrngwd}ﬁ oiiﬂitﬂ?‘l%tk%%sis%aﬁ#)ﬂﬁnégb page substantially the sane

| ayout an anguage as Wo e experienced with direct network or internet
access t hrough andaietfasedorigactdse inpuc e s¢gleciondesm pRidefeahilel Werstdetbrovidplsay
configured to provide information at |east depending on said cost 20 or
sai d predet er mtigrlayicoafigered |t eaakle aythentiegtivat tot s9id peledtedsenvipgeprovigr in a

[ iheless network or internet access

gggfs: 3&)?6391%@a§§§%cf y%‘ﬁ;(lgg‘%n%\lfll}ﬁdélrg%’ids%@%tlé’g providers input a selection from
sai d predet er mnegveehubitgPhewiodelor AeerAbtt 8dHREs depadimedhi ¢t fuck&sst B said
sel ected service provider in a fornmat dependant on sai sel ection, and
al | ow net vavthentieationt er net access dependant on whet her said authentication is
successtul . Preferably said system further comprising a billing module configured to associate a cost
with any authenticated network or intemet access according to predetermined criteria and
15 communicate said cost to said selected service provider to allow billing.

Preferably said display configured to provide an authentication web page substantially the
same layout and language as would be experienced with direct network or internet access through
said selected service provider.

Preferably said display configured to provide information at least depending on said cost

20 - or said predetermined criteria.
J In a second aspect the present invention comnsists in a system for providing wireless
network or internet access configured to:

store predetermined service providers

input a selection from said predetermined service providers

25 attempt to authenticate to the selected service provider in a format dependant on said
selection, and

allow network or internet access dependant on whether said authentication is successful.

Preferably said system further configured to input any further information dependant on
said selection and optionally using said further information in said attempted authentication.

30 Preferably said system further comprising a RADIUS proxy allowing authentication with

a RADIUS proxy server associated with said selected service provider.



Preferably said systemfurther configured to i nput any further information
.dependant on said selection and optionally using said further inforddHLYGMNG
in said attenpted authentication. 30 Preferably said system further
conpri'sing a RADI US proxy allowi ng authentication with a RADI US proxy
server associated with said selected service provider. 4 JULY 2006 -4
Preferably said systemconfigured to conmunicate with a renote user
terminal, wherein a user is able to setéct a service provider and can
authenticate to the sel ected service provider using the service providers
own web page orPreferablydail yyseem doafigimedito cdnmbiicat wyithsaiethoveisepegmina wherein
substantially the sane | ayout, and | anguage as,  would be 5 experienced wth
di r ect net%ﬁkw@i’ g torselerld sevise §§0Vt1<taﬁr @ne Fars aythendicpiectp dbp sedvalidserropraeder

Pref er abl y, gl SYSEERRSAN S 8 bs SHPRLY AL LLdrighlifgor mat i on to sai d

sel ected service prov epen ternet access provided.
Preferably sai q)rsﬁéﬁatbmeﬁ@ mtdbqsargeds bbsentigNy ther daey lagbitesmiat iingdags ak Gvould be
authentication is wunsuccessful. 10 In a third aspect the present invention
consi sbs ieperiansedhwith direet] netmrkg)r agemsisaceessttimough seid pelected garvige prwider.

conprising the 0 torin edet er m ervice providers i a
sel ection fr omngfga%bf %aﬂéf‘)és fom g‘é’ﬁr éWPéBPIﬂV gt}ﬁ%}%ﬁ’%‘t Hﬁ? P 5?18&%] e
aut hent i cafgvilig &eBencfaﬁ{ S h&HofEsMhfend aQibdfibyidega format dependant on said
15 selecti'on, and allow ng network or internet access dependant on whet her
sai d aut hent i cdtreferablys said wystemséanfiguiedebediiabl further dtterepteafl sdid rduttentication is

conprising the step of inputting any further informati on dependant on said
sel ect i on WsEcsHfwlonal |y using said further information in said attenpted

20, aue £ LAt el RSP AT SRR 0o 22580 b,

Wi th sai d aekesfeth &erf Mdrﬁlﬁqsﬂﬁg)thbd%ps of Pr ef erabl y said net hod configured to -
communi cate with a renote user term nal, wherein
storing predetermined service prov1ders

inputting a selection from said predetermined service providers
attempting to authenticate to the selected service provider in a format dependant on said
15  selection, and
allowing network or internet access dependant on whether said authentication is
successful.
Preferably said method further comprising the step of inputting any further information
dependant on said selection and optionally using said further information in said attempted
20  authentication.
Preferably said method further comprising the step of authenticating between a local
RADIUS proxy and a RADIUS proxy associated with said selected service provider.
Preferably said method configured to communicate with a remote user terminal, wherein
a user is able to select a service provider and can authenticate to the selected service provider
25  using the service providers own web page on a remote user terminal.
Preferably said web page is substantially the same layout and language as would be
experienced with direct network or internet access through said selected service provider.
Preferably said method configured to supply billing information to said selected service
provider dependant on network or internet access provided.
30 Preferably said method configured to allow further attempts if said authentication is
unsuccessful.

To those skilled in the art to which the invention relates, many changes in construction



a-user is able to select a service provider and can authenticate to4t/HbY 2006
sel ected service provider 25 using the service providers owm web page on a
renote user termnal. Preferably said web page is substantially the sane

| ayout and | anguage as woul d be experienced with direct network or internet
‘access through said selected service provider. Preferably said method
configured to supply billing informati or & said selected service provider
dependant on network or internet access provided. 30 Preferably said nethod

conf i gur ednd aviddly @iffdringt dieodimbmisahs applicadibsk efiithbéntdntiah ivall suggest themselves
unsuccessful. To those skilled in the art to which the invention rel ates,

many changéthophdepsrisng femi ba seoprupivthegogentionasdlofingéliy thi amnsniletyclaimrodithent s
From the. SoelBugy Soh b soaiERln e o pRERPTRS B afle enit veRREey ™0

di scl osur ggnanfhitile descriptions herein are purely illustrative and are not
intended to be in any sense limting. 5 The invention consists in the
foregobng and al so envi sages constructions of which the follow ng gives
exanpl es. BRI EF DESCRI PTI ON OF THE DRAWNGS . 10 The preferred forns_of the
present i nventih§ATYEALPN AARFISRINGRS Erpgnine Hid Hsq arvasagpreonsBustioas ohwRishiBhyi ng

dr aw ngs ilelX%nggiveEieQ ed A flow diagramof the entire log-in process for
a guest at a ho operator using the access control panel to authenticate
via a roam ng agreenent with a hone operator 15 Figure 2 Illustrates the

"l andi ng page" (displayed by the client) that greets a guest upon an
at t enpt t(ﬁglﬁﬁ&i@ QN%I"H(EGDM%NGIS network. Figure 3 Illustrates

t he gagst' s hone operator page (displayed by the client) that is used to
providé native | anguage support information, authenticate and bill for the

net wor k sessi OMhéiReferted RS BOtHRPFABABRYentibh Kvifl A6wHRMRs QMR i reference to the
accompanying drawings in which:
Figure 1 A flow diagram of the entire log-in process for a guest at a host operator using
the access control panel to authenticate via a roaming agreement with a home operator

15 Figure 2 Illustrates the “landing page” (displayed by the client) that greets a guest upon
an attempt to access the host service provider network.

Figure 3 Illustrates the guest’s home operator page (displayed by the client) that is used -
to provide native language support information, authenticate and bill for the network session via
aroaming agreement with the home operator

20 Figure 4 A block diagram illustrating an embodiment of the present invention that allows
a user to gain access to the network via multiple authentication and billing options.

Figure 5 is a block diagram indicative of the hardware involved in the communication

paths there between.
25 PREFERRED MODE OF IMPLEMENTING THE INVENTION

In a first preferred embodiment of the present invention a method and system for roaming
users to access a host service provider’s network is provided which utilises a variety of
authentication methods in an intuitive and user-friendly manner. In this embodiment an interface

30  and workflow is provided which greatly enhances ease-of-use by minimising the amount of
technical knowledge required by users and providing the ability for support pages to be delivered

in users’ native languages. This reduces user confusion and customer support costs while



20 Figure 4 A block diagramillustrating an enbodi nent of the presentyuLy 2006
‘invention that allows a user to gain access to the network via nmultiple

aut hentication and billing options. Figure 5 is a block diagramindicative
of the hardware involved in the communication paths there between. 25
PREFERRED MODE OF | MPLEMENTI NG THE I NVENTION In a first preferred enbodi nent
of the present invention a nethod and system for roamng users to access a
host service provider's network is provided which utilises a variety of

aut hent i c aidiRntiAEtReESwihbfak loahitd Inve@n@nderufifkef ri endly manner. In this
enbodi mrent an interface 30 and workflow is provided which greatly enhances

ease-of-use by mnimsing the anount of technical know edge required by

users and provi.di ng the_ abili for support pages to be delivered in .users'
Dotive | anpuagdd ongehBoint abe seRice Eafhay coRRaRe HeeTHhaccast Susts & Buliae

while 4 JGkniaaPR thg.cﬁe%?'?u'bﬁ & 4 0D HRGw S QYE ik Rh sM?s@axfefﬁBn% dcpds§ 5{3&%@‘4 The

market. | n one enbodi nent, the service gateway contro g networ cess
assi gn§ a identifieealldwbahs sdrviee gitowin® idéntHn the(miQie 1agindedddh. Thovkar then atlows om
sof tware) upon an access attenpt. The 5 identifier allows the service

gat eway t dh¢ Beatq solect i sunperted billingjickationship.gncluding, byt nehlimitedie, e usass heme

iser 1SSty SRR B BB RIARLR B0 B, Phee DR o

to, the us erat or
host ser vigefidRuvid& or a@rddRRiddectQIng PR Eent§REME &RhP SRk dafeficPtoze@el Witk ar d

account. The client provides the selected |§§ntifier together with the
chosen bi Ith¢ pgpser bating red#tiqmship to tlee seavive gateyay,ewkigh theni determines thie tppropnae

the appropriate. 10 coptent that the cljent ould display in order to .

co 1 b arpniawatr s et phoviaaisal du Suleb e el e &b nloBudiongts man 1
(100) coulpgfiern exanpl e represent a selection of affiliated or supported
hone operat%rs fromwhich the user can one click select (102). Access option

# 2 (104) could 15 for exanple be a drop down box of supported or affiliated
nobi | e tel ephone service providers, fromwhich the user could simlarly one

click select tHeCoPRPIgRH MAPQrFoplidyr aramplenepreasnd 2 selegion of gifiliagadarisapromiep
are preddrBreenos e dhiE udh chlneBldcAERf (182} PRt eer ol £ A5 paie
appr opsi atfor exdimile bs aldy®r dow®box of supported or affiliated mobile telephone service providers
from which the ﬁser could similarly one click select the provider which they already have a
billing relationship with. It is necessary that each of ﬂle options the user is able to select are
predetermined so that the service gateway is able to determine the appropriate remote servers to

communicate with as well as further content required. If the users home operator is not affiliated

20  then the credit card option e.g. access option # 3 (106) may still allow access.
Home Service Provider Selection

In particular, if the user’s chosen billing relationship allows identification of the user’s

25  home service provider, country of origin or preferred language, the service gateway can provide
the client with general support information and specific login procedures (e.g. via a Web page)

in the user’s native language and in a format & layout that would be most familiar to the user as

seen in Figure 3.

30 For example the user ID (200) would be entered along with the password (202) in a single
frame where the user might click on login (206). An advantage to this embodiment of the present

invention is that the home operator’s login page is familiar to the user both in language and



.comuni cate with as well as further content required. If the users hamwy 2006
operator is not affiliated 20 then the credit card option e.g. access
option # 3 (106) may still allow access. Hone Service Provider Selection In
particular, if the user's chosen billing relationship allows identification
of the user's 25 hone service provider, country of origin or preferred

| anguage, the service gateway can providé—the client with general support

i nformation and specific login procedures (e.g. via a Wb page) in the
user's nagrivireninanicpualy thahtiet user ia cholyrable & daayapgesst hat woul d be nost familiar
to the user as seen in Figure 3. 30 For exanple the user 1D (200) woul d be
entered along with the password (202) in a single frame where the user

m ght click on i . IS gnhodi . nt
invention is tﬂggg?ﬁé$ﬁgﬁ%m§§§P§?%?ﬁig og?%m%ggg I's ?ﬁ%??%%?QQSEP§éP&§§%

both in | akgyapegavith the pduibudlQABsigiedeiduntifizn et orglu@éntiffedthat mdidafes thd chogd@si | y
able to gain access. Once the appropriate content has been identified, the

servi ce geillagaylagenshp 4nd ingruchens te [theeghient @lcoHert any firtheeregrised nfrmaties §ogned

i dent i fi identifi hat_i.ndi th 5 billi o

el at | one ST TR Blesb gt ArRrociiF Ui SR eBERRE At P& PAnBlitS o
i nformati aem%ﬁtanrortegsmmggxe 1608 tl%‘i:cl_'e{eﬁrﬂiﬂeﬂ ﬂfléﬂ@pp%ﬁria\t@mfmrams g8l erth e t he

service gateway need not be a nonolithic elenent - for exanple, the logic
t hat det eclimnhewhld tesidappracpparate eystenh drahedrmmnnitaed eiith Wersetvace gatewayl in@mbannen| d
reside on a separate systemthat conmunicated with the service gateway in a
nmanner tF%FﬁQﬁ‘ngtﬁtth?Bhecnﬁe client. 10 Authentication Referring to Figure 1
once jhe guest has selected the hone operator (300) and the user has
entered the password and I D (302), the client |ogic appends the appropriate
real m suf AnthepdR4dion 0 15 the user ID according to the specific hone operator
sel ected. The service gateway then sends the <credentials to the hone
operator radius proxy via the host's radius proxy (306). If the

UL NeDC T ot O ST RS APl SRR B SRET AT ek
the user kstefed @EYa86vdr@and 19 (102) a6 cIRAS MR Shpends the appropriate realm suffix (304) to
15  the user ID according to the specific home operator selected. The service gateway then sends the
credentials to the home operator radius proxy via the host’s radius proxy (306). If the
authentication is successful the customer is granted access (308) and can use the Internet in a
normal fashion. If authentication is not successful the user is prompted for the ID and password

again (310), optionally after a set number of attempts the user will be currently blocked.

20

| The client processes the server’s instructions, displays the content to the user and collects
any other required information from the user before returning all relevant information to the
server for processing, including the identifiers provided by the server.

25 Upon receipt of all necessary information required to successfully authenticate and bill

the user via the selected billing mechanism, the service gateway will query various specialised
upstream servers (which could include RADIUS or merchant servers), providing them with the
necessary information to enable them to verify the user’s credentials and return an appropriate
result. Based on the outcome of this verification process, the service gateway will grant or deny

30 the user’s system access to the network.

Internet Access



.again (310), optionally after a set nunber of attenpts the user w4 Ay 2006
currently blocked. 20 The client processes the server's instructions,

di spl ays the content to the user and collects any other required
information fromthe user before returning all relevant information to the
server for processing, including the identifiers provided by the server. 25
Upon recei pt of all necessary informati o Tequired to successfully
authenticate and bill the user via the selected billing mechanism the
service gateway will query various specialised upstreamservers (which

coul d include | US or _nerchant servers), providing themwth th

necessary. | nf oreTE  BEGHDIE et sV v DO Rt Sedernithe 02 e oy
return an . { . i i il e

br ocess. (TR Bty P02 HARR, becr FRaGise 0b6) Wi h S oimisitate MESIEhRELCrARe
to the netcontrdl.poim (408)ed thA@se ShréwsbM 02 00ther Eormabhiicitiondniloddsiligls & the hbge
network server (400) includes the server engine (402) the host radius proxy

(404) fhe trdus piedE (41 thdleree pepogytabise dhl4) and other ewthantiration servers ¢hidh. COnee

service coptrol ..pojnt (408) to the .user’ rowser (410). Ot her

cormunt cati B oruPEBEs PRThibe bverdlei 2Bt s UGS v BAR et st s
dat abase (tHd fisera BEbvReN@1 0PaE PRRE Sdugho BRMNEMRt ArtikRe restMAE datd i@ s addell ON
t akes place the server engine (402) allows access in that web page request
et ¢ form habletathense’shrowsar(4{@10) are passed through to the internet and
the resulting data streamis passed back to the user's browser (410). 10
Referring to Figure 5 the hardware layout is illustrated. Interface (500)
may fqp exanpl : / F
Capabl'S dat o dov SERe Ry Fltnd PACARRE RO Mo kARRkFlicd Inii e O00RpE 18 SRS 1
own term napresetit the dsbe dvacedmputer; b VOAB phbieodstRGEWIFi dapatte datardeoice.bid ik a3y
for their use through the users hone service provider. Wrel ess

communi cathostiblesbatthe betaaetropkt rpvide dts 3o maimalsswily te fogbin) theeughirthe present
accor di ng 'h?enﬁgoé @tt bslﬁgg éfgf F{ﬁ?lﬁeues%' {f;ng?l}e%erﬁbﬁl%' %rlrgerrlé o%{esggl)%icgag%%(#ek' n‘«?al?t%l'sgn'

Server (50¢ ormun e throug ntern ) or Ot Hér
comuni catdopimdtdifont(902) ekwécnl Inteyfabd (5@0);&@%%!&5’04) roRWid @Ecor&ifk (8 afy of $@8) ,
nobi | e phone service provider servers' (510), credit card service provider
serverld proceeding embodiments of the present invention. Server (504) may communicate through the

internet (506), network or other communication paths to a plurality of home service provider
servers’ (508), mobile phone service provider servers’ (510), credit card service provider servers’

(512) and any other affiliated service provider servers’ or clearinghouse authentication servers’.



(512) and any other affiliated service provider servers' or clearindgHdBlL¥a006
aut hentication servers'. 4 JULY 2006 9 CLAIMS: 1. A systemfor providing

w rel'ess network or internet access conprising: an interface configured to
input a selection frompredetermned billing entities; 5 a display
configured to request authentication igformation for said selected billing
entity in a |language and | ayout dependi ng on said selection; a conmunication
link to sg%ﬁf#_ect ed service provider, configured to send said

aut hentic ‘nformation to said selected billing entity and receive back
either a verification or denial of an existing billing arrangenent; 10 a
server allow ng network or internet access depending on the verification of
said authenti geﬁb’ﬂ@m forproviding wiicless nefverfior énfemst ascedseetprisingl ai m 1 furt her

compr 1 115, 4L b e R GRSl AT B Pi B AT

aut henti cat ed ne I 1Nt er nétr acce

criterja and cgrﬂmmiw@b@ﬁ?aw 6 OBluds® aneHeltilof Cinsintatibhi 8 RNt istl¥ctt® al | ow
billing. 3. A systemas clained in claim2 wherein said display configured
to provi deilling endii Merlanguaes and laventsispendingyen wif $Q3gatipnt he same | ayout and

| anguage as WOl fnRR6X RELISRERAANIN Bk MRNAnREol 1 Py ecess
t hrough said selec ed Service provi der LA S R as e A ed TP 1A m 3
wher ei n saithenticstidraynfoandtiogu te daidosdsctad Hilling rhotymatd eecotite badskitbkepgndi ng
on said cost_or said predeterm ned criteria. 25 5. A systemfor providing
wirel ess FatfiiaHien or denipl of A exighénedllingfenapgg@itcont rol ~ means having a stored

progrﬂf“"‘hi‘?hé{‘@&@r‘%}%% (BrSE iHleFHRbER 5‘%}%{?"% bh SESiPY:
storing predeterm’%e ser%flilece I[.)rovllﬂéaerstdr e(L:Sel I n(gmg aggggéﬁgg@t?on%#)om sai d
pr edet er nmautkehtioatidn infpremation.i es; 30 requesti ng aut hentication information via
billing entity a predeterm ned format dependant on said sel ection,

2. A system as claimed in claim 1 further comprising a billing module configured to

associate a cost with any authenticated network or internet access according to

15  predetermined criteria and communicate said cost to said selected billing entity to allow

billing.

3. A system as claimed in claim 2 wherein said display configured to provide an
authentication web page substantially the same layout and language as would be

20  experienced with direct network or internet access through said selected service provider.

4. A system as claimed in claim 3 wherein said display configured to provide

information at least depending on said cost or said predetermined criteria.

25 5. A system for providing wireless network or internet access including control
means having a stored program which when executed on said control means is
characterised by:

storing predetermined service providers
receiving a user selection from said predetermined billing entities;

30 requesting authentication information via billing entity a predetermined format

dependant on said selection,
attempting to authenticate to the selected billing entity using received

authentication information, and



attenpting to authenticate to the selected billing entity using received

aut hentication information, and 4 JULY 2006 10 al |l ow network or i nt édbkY 2006
access dependant on whet her said authentication is successful. 6. A system
as claimed in claim5 further configured to input any further 5 information
dependant on said selection and optionally using said further information in
said attenpted authentication. 7. A sygfemas clained in claim5 further
conprising a RADIUS proxy allowing authentication with a RADI US proxy

server associated with said selected bjlling entity. 10.8. syst.em.as
clained in cIéﬁﬁWﬁnggﬁﬂféﬁﬂ %”F K46 tﬁ?ﬂ%@%@?éﬁﬁfémﬁ?g ationy 1%y gl |
wher ei n agud&REful.S able to select a billing entity and can authenticate to

the selected billing entity using the billing entities own web page on a
renmote user termnal. 15 9. A systemas clained in claim8 wherein said web

[ b Lall h | I l.d b [ d
SEBE A R o CUBLLs WG RO

provi der . infddmators ﬁﬁieﬁﬂﬁrﬁfoncdaﬁi §8Rettibh afid Bptdnalle AR GdideRlrther medMayioRid | i ng
information to sai 20 selected billing entity dependant on network or
i nt er net wWikdtemniedithpatication. A systemas claimed in claim8 configured to
allow further attenpts if said authentication is unsuccessful. 25 12. A
met hod of allowi ng access to the Internet for a user conprising the steps
of :  stor1.ng pAegsteras ¢letheleinvilaien prioshetesomprdagi ¥ RIMDBISIpRIXySHlo8Gilid on from
said predetermned billing entities, requesting authentication information
via bil | | #gheatiestion vwitha BAD TS RIARYSF vt Ratociadoritysd selpctedpPilinggndity. on, 30
attenpping to authenticate to the selected billing entity using received
aut henti cation information, and

8. A system as claimed in claim 7 configured to communicate with a remote user

terminal, wherein a user is able to select a billing entity and can authenticate to the

selected billing entity using the billing entities own web page on a remote user terminal.

15 9. A system as claimed in claim 8 wherein said web page is substantially the same
layout and language as would be experienced with direct network or internet access

through said selected service provider.

10. A system as claimed in claim 7 configured to supply billing information to said

20  selected billing entity dependant on network or internet access provided.

11. A system as claimed in claim 8 configured to allow further attempts if said

authentication is unsuccessful.

25 12. A method of allowing access to the Internet for a user comprising the steps of:
storing predetermined service providers
receiving a user selection from said predetermined billing entities,
requesting authentication information via billing entity a predetermined format
dependant on said selection,
30 attempting to authenticate to the selected billing entity using received
authentication information, and
allowing network or internet access dependant on whether said authentication is

successful.



all owi ng network or internet access dependant on whether said aut heatioreRémn
is successful. 4 JULY 2006 11 13. A nethod as clained in claim 12 further
conp#i sing the step of inputting any further infornmation dependant on said
sel ection and optionally using said further information in said attenpted
aut hentication. 5 14. A nethod as clairpd in claim112 further conprising the
step of authenticating between a |ocal RADI US proxy and a RADI US proxy
associated with said selected service provider. 10 15. A nethod as cl ai ned
in claiml14 configured to communicate with a renote user termnal, wherein

a user is1abl eAtQen6d a6 tclAmBA lih ichment fdrﬁxeﬁ@gm?ﬁﬁné%@ﬁt@b'd’f%ﬁutiiﬁ’g Lhe

selected billing entity using the billing entities own web page on a renote
user ter nfuther infermationedhpandant oh asaik delentian ainth dBionaly eisings atid Wethepage i s
subst anti al.l .he. sar 15 1| t .and | anguage as woul d be experienced with
direct ne 137 11 H¢ %H@N”ﬁ@%ﬁﬁ?“wﬁﬁﬁbugh said selected billing entity. 17.
A nmethpd as clainmed in claim15 configured to supply billing information to
said selected billing enti tal_de endant on network or internet access

provi ded. 1920 18 mghadahsthimed ¢ glaad 2 firibeatomprésied tife gep ofl avtbentidabng f ur t her

attenpts f-)gtwgé%i g logalftltegﬁ&ﬂl§a1)tri0)9§] ahé a“ﬁi&b%ﬁsﬁr‘B%'y ‘associated with said selected

service provider.

10 15, A method as claimed in claim 14 configured to communicate with a remote user
terminal, wherein a user is able to select a billing entity and can authenticate to the

selected billing entity using the billing entities own web page on a remote user terminal.

16. A method as claimed in claim 15 wherein said web page is substantially the same
15 layout and language as would be experienced with direct network or internet access

through said selected billing entity.

17. A method as claimed in claim 15 configured to supply billing information to said
selected billing entity dependant on network or internet access provided.

20
18. A method as claimed in claim 16 configured to allow further attempts if said

authentication is unsuccessful.



