i SYSTEM AND METHOD FOR MANAG NG FORBI DDEN NETWORK LI STS ON A W RELESS
USER EQUI PMENT (UE) DEVI CE REFERENCE TO RELATED APPLI CATI ON(S) [0001] This
application discloses subject matter related to the subject matter

di sclosed in the foll owi ng commonly owned co-pending U. S. patent
application(s): (i) "SYSTEM AND METHOD FOR PROVI DI NG NETWORK ~ADVERTI SEMENT
| NFORVATI ON VI A A NETWORK ADVERTI SEMENT BROKER (NAB)," filed April 28,
2005; Application No. 11/116,470, in the nanme(s) of: Adrian Buckley, Paul
Carpenter, N cholas P. Alfano, and Andrew Allen (Attorney Docket No.
1400-1036US); (ii) "NETWORK SELECTI ON SCHEME USI NG A ROAM NG BROKER (RB), "
filed April 28, 2005; Application No. 11/116,461, in the nanme(s) of.

Adri an Buckl ey, Paul Carpenter, N cholas P. Al fano, and Andrew Al len
(Attorney Docket No. 1400-1037US); each of which is hereb |ncor orated by
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particularly, and not by way of any limtation, the present patent
application is di rected to a system and net hod for managi ng forbi dden

network lists _on wi rel ess device. BACKGROUND [0003] It is well known in
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disclosed in the following commonly owned co-pending U.S. patent

application(s): (i) “SYSTEM AND METHOD FOR PROVIDING NETWORK
ADVERTISEMENT INFORMATION VIA A NETWORK ADVERTISEMENT
BROKER (NAB),” filed April 28, 2005; Application No. 11/116,470, in the
name(s) of: Adrian Buckley, Paul Carpenter, Nicholas P. Alfano, and Andrew
Allen (Attorney Docket No. 1400-1036US); (i) “NETWORK SELECTION
SCHEME USING A ROAMING BROKER (RB),” filed April 28, 2005;
Application No. 11/116,461, in the name(s) of: Adrian Buckley, Paul Carpenter,
Nicholas P. Alfano, and Andrew Allen (Attorney Docket No. 1400-1037US); each

of which is hereby incorporated by reference in their entirety.

FIELD OF THE DISCLOSURE

[0002] The present patent disclosure generally relates to communication networks.
More particularly, and not by way of any limitation, the present patent application
is directed to a system and method for managing forbidden network lists on a

wireless device.

BACKGROUND
[0003]1t is well known in the wireless communications art to use a removable
- module in conjunction with a wireless mobile equipment (ME) device. Such

removable modules are typically provisioned with a number of network lists (e.g.,




2 alist of forbidden networks) that could be downl oaded to the ME device
when needed. Al so, such lists may be provisioned within a nenory
integrated into the wreless device. [0004] Currently, it is possible for
the wireless device to overwite a forbidden network |ist through a manual
network sel ection process or through network selection attenpts to a
networ k ot her than a hone network. Since the network operators typically
provi sion and control various network lists including forbidden network
lists for nodifying or enhanci ng user experience (e.g., via well known
over-the-air or OTA mechanisns), it becomes crucial that effective control
over a wuser's lists be exercised in sone fashion. Additionally, such
control over .the appllcatlon of network lists facilitates a nore uniform
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dat abase st nefetonk distsplpryimpdidying or enhancing user experience (e.g., via well known

over-the-air or OTA mechanisms), it becomes crucial that effective control over a

user’s lists be exercised in some fashion. Additionally, such control over the
application of network lists facilitates a more uniform user experience through

appropriate OTA updates to the network lists.




exenplary inplenentation, either of the first and second dat abase
structures or both may be provisioned as part of a renovabl e storage
nodule (RSM or within a nenory of the wirel ess device, and are preferably
operable to be updated only by a hone network operator. 10006] |n anot her
enbodi nent, the present disclosure is directed to a systemfor managi ng
application of a network list on a wirel ess device, conprising one or nore
of the following elenments: a first database structure that associates a
plurality of network selection control codes with a corresponding
plurality of network selection criteria, the network selection criteria
for defining different treatnent options for networks identified in a
network |ist _associated with the wireless device (e.g., an FPLMN |ist);
and a secon %e structure popul ated with a list of networks

d
identified r ondi network identi.fiers, .wherein each network
identifier f@s(mg & pgﬁgtegrg) Oy%ﬁgta\,{@%rl?rg%e&n fﬂ%suﬁ%t%q%f(ecgeéjl g%tai Qﬁﬁ}o\é&g{?rol
code | dentmhh@gin% pbli€atide’ 8% adRERBAS BstSbh UChMERss R¥vtRY cOhpRNRETRINAT o
i npl enent ati on, he” system may be enbodi ed as part of an Mor within a
wirel ess demiooe.of4thd FODFWidgn opemtionk: fpuovidary enifivsti detabaset Beugues ehat
disclosure is directe et wor k el ection nmet hod npdul at ed by

appl i cat i on®SPCiateRet rEﬁW?Q? ngbuerk; saleriian ontEol s9des) W 3 &Qrewonding
H M | - . - . 3 . J - k
COMPUi i N9 peRy dTEOf SErll LAA0uRNGLBLIO T A BHIEHA 0P definfi! 40"

identifier asso east one ne | scovere he "W el ess

vi a scanni ndiffefi@it ereaimen ®ptiods f@cidiworks AténtfiediadenAGBAC ligtBsbamttd whiihe
network identifier; and depending on the selection control code associ ated

with the ndewsintelassednvidy é2-g., appl/ERALAGNa ligar winduproviding ex tseemde dhtabeaseon

W LN eSPeohel b iored SR RS SRS MASERLE o SorAShRE e R B
identifiers, wherein each network identifier is associated with a corresponding
network selection control code identified in the first database structure. By way of
exemplary implementation, either of the first and second database structures or
both may be provisioned as part of a removable storage module (RSM) or within a
memory of the wireless device, and are preferably operable to be updated only by
a home network operator.
[0006]In another embodiment, the present disclosure is directed to a system for
managing application of a network list on a wireless device, comprising one or
more of the following elements: a first database structure that associates a plurality
of network selection control codes with a corresponding plurality of network
selection criteria, the network selection criteria for defining different treatment
options for networks identified in a network list associated with the wireless
device (e.g., an FPLMN list); and a second database structure populated with a list
of networks identified by corresponding network identifiers, wherein each network
identifier is associated with a corresponding network selection control code

identified in the first database structure. By way of exemplary implementation,

the system may be embodied as part of an RSM or within a wireless device.




net wor k. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0008] A nore conplete
under st andi ng of the enbodi nents of the present patent disclosure nay be
had by reference to the followi ng Detail ed Description when taken in
conjunction with the acconpanying draw ngs wherein: 10009] FIG 1 depicts a
general i zed network environnent wherein an enbodi mrent of the present
patent disclosure may be practiced; [0010] FIG 2 depicts an exenplary
enbodi ment of a network environment where a wreless user equipnment (UE)
device is operable to manage one or nore Forbidden PLMN (FPLNIN) lists in
accordance wth the teachings of the present patent disclosure; [00 111
FIG 3 depicts an exenpl ary dat abase structure associated with a PLMW i st
that is ope{OabIe to H ged in accordance with the teachi ngs of the
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dat abase st t b LTE d tating

managenent %?gﬁh@ﬁ%@tﬁ (m)%}ﬁ’:??eed[ Bg Aﬂphlé%%) éf ngqurﬁ&k % é%%‘gg)sﬂzlta & with
an enbodi neRireRks HOECH RIBHsiRAbAS or ntlire @f@ﬁél fSllovAng dp@&%hs FeernfinfRpi ct s

a bl ock diagram of an enbodi ment of a wireless UE dévice according to the
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can best bedRAde #dfliifier; and depending on the selection control code associated with the
network identifier, applying a particular selection criterion with respect to the at
least one network, wherein the network has been designated as a forbidden

network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] A more complete understanding of the embodiments of the present patent
disclosure may be had by reference to the following Detailed Description when
taken in conjunction with the accompanying drawings wherein:

[0009] FIG. 1 depicts a generalized network environment wherein an embodiment
of the present patent disclosure may be practiced;

[0010] FIG. 2 depicts an exemplary embodiment of a network environment where
a wireless user equipment (UE) device is operable to manage one or more
Forbidden PLMN (FPLMN) lists in .accordance with the teachings of the present
patent disclosure;

[0011]F1G. 3 depicts an exemplary database structure associated with a PLMN list
that is operable to be managed in accordance with the teachings of the present
patent disclosure;

[0012}FIGS. 4A-4B depict additional exemplary database structures that may be
utilized by a UE device for facilitating management of PLMN list(s);




used. Like reference nunerals are used throughout the description and
several views of the drawings to indicate |ike or corresponding parts,
wherein the various elenents are not necessarily drawn to scale. Referring
now to the drawings, and nore particularly to FIG 1, depicted therein is
an exenpl ary generalized network environnent 100 wherein one or nore
enbodi nents of the present patent disclosure nmay be practiced. A
generalized wirel ess user equipnment (UE) or nobile equiprment (ME) device
102 may conprise any portable conputer (e.g., |aptops, palntops, or
handhel d conputing devices) or a nobile comrunications device (e.qg.,
cel l ul ar phones or data-enabl ed handhel d devi ces capabl e of receiving and

sendi ng nmessages,. web_browsing, et ceteta), or any. enhanced personal

digital asH0BERG.(‘pisag Teaxehat aspogiated gyizh am epboginent ofrthe ptseahbaesbpabl e
of email, Vhﬂ@lg urga'#d I nternet access, corporate data access, nessaging,
cal endari ng an thedul i ng, information managenent, and the like, that is

preferably pRAAFPIG ¢ BepieiR BlockRi Ly rARASSarPEmBEGInRint OF adRFeless BEWWRES of
frequency bands and/or radio access technol ogies (RATS). For exanple,

UE/ ME devi ceccoodinghy thepeactiings of thagpreseet pateatrdisaddbspiiony band frequenci es as
well as Wreless Local Area Network (W.AN) bands. Further, other bands in
whi ch the UE device could operate wrelessly nay conprise W-Max bands or

one or nore i Etéﬁl@l;) ig| pur poses of the present
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pat ent disc shoul d recogni ze that the term
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device (with or wthout any renovabl e storage nodule or RSM such as a
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views of the drawings to indicate like or corresponding parts, wherein the various
elements are not necessarily drawn to scale. Referring now to the drawings, and
more particularly to FIG. 1, depicted therein is an exemplary generalized network
environment 100 wherein one or more embodiments of the present patent
disclosure may be practiced. A generalized wireless user equipment (UE) or
mobile equipment (ME) device 102 may comprise any portable computer (e.g.,
laptops, palmtops, or handheld computing devices) or a mobile communications
device (e.g., cellular phones or data-enabled handheld devices capable of receiving
and sending messages, web browsing, et cetera), or any enhanced personal digital
assistant (PDA) device or integrated information appliance capable of email, video
mail, Internet access, corporate data access, messaging, calendaring and
scheduling, information management, and the like, that is preferably operable in
one or more modes of operation and in a number of frequency bands and/or radio
access technologies (RATs). For example, UE/ME device 102 may operate in the
cellular telephony band frequencies as well as Wireless Local Area Network

(WLAN) bands. Further, other bands in which the UE device could operate

wirelessly may comprise Wi-Max bands or one or more satellite bands.




conpact Flash card, etc.) as well as other portable wireless information
appliances, also with or without such RSMs. [0016] By way of illustration,
t he network environnent 100 is envisioned as two broad categories of
comuni cati on spaces capable of providing service to UE device 102 wherein
acquisition of network advertisenent information may be acconplished in
accordance with the teachings set forth herein. In wde area cellular
network (WACN) space 104, there may exi st any nunber of Public Land Mbbile
Net wor ks (PLMNs) that are operable to provide cellular tel ephony services
whi ch may or may not include packet-sw tched data services. Depending on
the coverage area(s) and whether the user is roam ng, WACN space 104 can

i ncl ude a nunmber_ of hone networks 110 (§.e., home PLMNs or HPLMNs, or
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broad categories of communication spaces capable of providing service to UE
device 102 wherein acquisition of network advertisement information may be
accomplished in accordance with the teachings set forth herein. In wide area
cellular network (WACN) space 104, there may exist any number of Public Land
Mobile Networks (PLLMNs) that are operable to provide cellular telephony
services which may or may not include packet-switched data services. Depending
on the coverage area(s) and whether the user is roaming, WACN space 104 can
include a number of home networks 110 (i.e., home PLMNs or HPLMNs, or
equivalent HPLMNs or EHPLMNSs), visited networks (i.e., VPLMNs) 112, each
with appropriate infrastructure such as Home Location Register (HLR) nodes 115,
Mobile Switching Center (MSC) nodes 116, and the like. Since the WACN space
104 may also include a General Packet Radio Service (GPRS) network that
provides a packet radio access for mobile devices using the cellular infrastructure
of a Global System for Mobile Communications (GSM)-based carrier network, a
Serving GPRS Support Node (SGSN) 114 is exemplified therein. Additionally, by
way of generalization, the PLMNs of the WACN space 104 may comprise radio

access and core networks selected from the group comprising Enhanced Data

Rates for GSM Evolution (EDGE) networks, Integrated Digital Enhanced




Tel ecommuni cati ons System (UMIS) networks, or any P Generation Partnership
Proj ect (3GPP)-conpliant network (e.g., 3GPP or 3GPP2), all operating with
wel |  known frequency bandwi dt hs and protocols. That is, at least in sone
enbodi ments, the term"PLMN' nmay be deened to represent various cellular
and wreless technologies (e.g., WAN, WMax, public safety network

i npl ementations, etc.). [0017] Further, UE device 102 is operable to obtain
service froman access network (AN) space 106 that is connected to the
WACN space 104. In one inplenentation, the AN space 106 includes one or
nore generic access networks (GANs) 118 as well as any type of wreless
LAN (WLAN) arrangenents 120, both of which may be generalized as any
wireless AN that is ogerable to provide access services between UE device

102 and a PNfvarky dIRENsdr kodeiDiyision dylslimanicaess dERdApmstyesss. (Iime. pased
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WACN and ANKRQYRR effequincle bapdyisths Aandy nratoselsor ddmak ifi t# et oy some
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[0017}Further, UE device 102 is operable to obtain service from an access

network (AN) space 106 that is connected to the WACN space 104. In one
implementation, the AN space 106 includes one or more generic access networks
(GANs) 118 as well as any type of wireless LAN (WLAN) arrangements 120,
both of which may be generalized as any wireless AN that is operable to provide
access services between UE device 102 and a PLMN core network using a
broadband Internet Protocol (IP)-based network. WLAN arrangements 120
provide short-range wireless connectivity to UE device 102 via access points
(APs) or “hot spots,” and can be implemented using a variety of standards, e.g.,
IEEE 802.11b, IEEE 802.11a, IEEE 802.11g, HiperLan and HiperLan II
standards, Wi-Max standard (IEEE 802.16 and IEEE 802.16¢), OpenAir standard,
and the Bluetooth standard (IEEE 802.15).

[0018] In one embodiment, interfacing between the WACN and AN spaces may be
effectuated in accordance with certain standards. For instance, GAN 118 may be
interfaced with one or more PLMNs using the procedures set forth in the 3GPP TR
43.901, 3GPP TS 43.318 and 3GPP TS 44.318 documents as well as related
documentation. Likewise, WLAN 120 may be interfaced with at least one PLMN
core using the procedures set forth in the 3GPP TS 22.234, 3GPP TS 23.234 and




8 3GPP TS 24.234 docunents as well as rel ated docunentation, and may
therefore be referred to as an Interworking VWLAN (I-VWLAN) arrangenent.
[ 0019113ased on the foregoing, it should be recognized that the service

i nfrastructure of the network environnment 100 nay be generalized into three
broad segnments: one or nore radi o access networks (RANs) (which can

i ncl ude cellular band technol ogies as well as W.AN technol ogi es), one or
nore core networks (CNs), and one or nore service networks (SNs).
Dependi ng on network ownership arrangenments and service-|evel agreenents,
each RAN may support one or nore CNs, each of which in turn may support
one:or nore SNs. Such conbinations of infrastructure equi pnent across

mul tiple owners are sonetimes used to%reate Mbile Virtual Network

Operators (IWRDDS 24 334 glpsumeptsosi Welhtes relefrd desasentaiiono pnd praypihetedone
patent disclosure are e | | | i I as to PLMNs. Since each
RAN, CN, o?beéfﬁ%%ﬂeaspa?lg@it‘aéﬁ’%ﬁ%ﬁ aé&@“’%ﬁ?\%’?%ﬁ%ﬁt ifier (1D code),
nuner ous RAJJOEDEINE0WRI MR | RRsedTRY, RE siRYidd | BD! Rebghibdte ihgt WREK service
environment 100. As will be seen bélow, various network lists and
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with the UE device or in the network, which could be grovi ded to the LTE
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appropri at eor?eeg%oges g,cttaalc nofM&rlhEc% in turn may support one or more SNs. Such

combinations of infrastructure equipment across multiple owners are sometimes
used to create Mobile Virtual Network Operators (MVNOs). In some
embodiments, the teachings of the present patent disclosure are equally applicable
to MVNOs as to PLMNs. Since each RAN, CN, or SN may be provided with its
own network identifier (ID code), numerous RAN-CN-SN combinations may be
available in the network environment 100. As will be seen below, various
network lists and associated data (e.g., user- or operator-preferred networks
(access or visited), user- or operator-prohibited networks (access or visited), lists
of network capabilities, frequency data (bands, channels, frequencies, etc.)
associated with the listed networks) may be provisioned in the network
environment or as part of an RSM (i.e., a module selected from USIM cards,
RUIM cards, SIM cards, or compact Flash cards, etc.) operable with the UE
device or in the network, which could be provided to the UE device or stored
therein in a customized manner for facilitating appropriate network selection while
attempting to locate a network for service in the exemplary network environment.

[0020] To formalize the teachings of the present disclosure, reference is now taken

to FIG. 2 wherein an exemplary embodiment of a network environment 200 is




attenpting to |l ocate a network for service in the exenplary network
environnment. [0020] To formalize the teachings of the present disclosure,
reference is nowtaken to FIG 2 wherein an exenplary enbodi nent of a
network environment 200 is 9 shown that is a nore concrete subset of the
general i zed network environnent 100 illustrated in FIG 1. As depicted,

w reless UE/ME device 102 is operably disposed for acquiring network
advertisenment information via scanning froma RAN segnent 202 that is
coupled to a CN segnent 204 which in turn is coupled to an SN segnent 206.
Three RANs are illustrative: RAN-1 208-1, RAN-2 208-2 and RAN-3 208- 3,

whi ch are identified wi th the network codes MANCI, MANC2 and MANC3,

respectivel ei]'CN segnent 204 is al o illustrated with three OCNs: CN-1
210-1 (havi ﬁiy ablsc%apr%powmubsm 2tho pgneralired, netyyosk enﬁm%% 190
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RAN/ CN/ SN segnents, severa nat1 ons entification codes nay be

obt ai ned foanchAbKBs redpeativelyrel The iGN Heginenn @0t e Ay ilDissralddNwGh- thiee
conbi nations_that the wireless UE device 102 can potentially discover and

sel ect frontNsoCNst Hhtdhavingranalia fodgfeMUBBECL L CN-2 210-2 (having an ID
code of MCNC2) and CN-3 210-3 (having an ID code of MCNC3). Likewise, the

SN segment 206 is illustrated with SN-1 212-1 (having an ID code of MSNC1),
SN-2 212-2 (having an ID code of MSNC2) and SN-3 212-3 (having an ID code
of MSNC3).
[0021] By way of example, RAN-1 208-1 is operable to support connectivity to
two CNs, CN-1 210-1 and CN-2 210-2. In similar fashion, RAN-2 208-2 supports
three CNs and RAN-3 208-3 supports only one CN. Each CN supports
connectivity to one or more SNs: e.g., CN-3 210-3 connects to SN-2 212-2 as well
as SN-3 212-3. Given the interconnectivity of the RAN/CN/SN segments, several
combinations of identification codes may be obtained for purposes of uniquely
identifying the various RAN-CN-SN combinations that the wireless UE device
102 can potentially discover and select from. For instance, with a suitable Mobile
Country Code (MCC) being included, the three ID code combinations associated
with RAN-1 208-1 are:
[MCC.MANCI1.MCNCI.MSNCI1];
[MCC.MANC1.MCNC1.MSNC2]; and
[MCC.MANC1.MCNC2.MSNC2].
[0022] Likewise, the ID code combinations associated with RAN-2 208-2 are:




Country Code (MCC) being included, the three |ID code conbi nations
associated with RAN-1 208-1 are: [MCC. MANCI . MCNCl . MSNCI | ;

[ MCC. MANCI . MCNCI . MSNC2] ; and [ MCC. MANCI . MCNC2. MBNC2] . [ 00221 Li kewi se, the
| D code conbi nations associated with RAN-2 208-2 are: 10

[ MCC. MANC2. MCNCI . MSNCI ] ;[ MCC. MANC2. MCNCI . MSNC2] ;

[ MCC. MANC2. MCNC2. MSNC2] ; [ MCC. MANC2. MCNC3. MSNC2] ; and

[ MCC. MANC2. MCNC3. MSNC3]. [0023] The two I D code conbi nati ons associ at ed
with RAN-3 208-3 are: [ MCC. MANC3. MCNC3. MSNC2] and [ MCC. MANC3. MCNC3. MSNC2] .
As described in detail in the related U. S. patent application entitled
"SYSTEM AND METHOD FOR PROVI DI NG NETWORK ADVERTI SEMENT | NFORMVATI ON VI A A
NETWORK ADVERTI SEVMENT BROKER (NAB)," f%]ed ril 28, 2005; Application No.
11/ 116, 470, (Attorney DocHMCQMANFMONCEDEINEAE: r ef er enced her ei nabove,

t he UE device can di scover, 4 ' I code information either
in an initial scan proced&@'Méwm(ﬁgﬁwg§ggﬂbe IS not registered on
any networks) or in a backmrumaseanMURCeMSRCRI; €. when the device is

regi stered on a network). [00241 G ven the diversity of the exenplary
network environment 100 dé¥EECDEANCEAMGNECIMEN2¢spelkct to FIG 1, it is

envisaged that scanning may, be,\ et (&% MAENEs Msfcs.

[0023] The two ID code combinations associated with RAN-3 208-3 are:
[MCC.MANC3 . MCNC3.MSNC2] and [MCC.MANC3.MCNC3.MSNC2]. As
described in detail in the related U.S. patent application entitled “SYSTEM AND
METHOD FOR PROVIDING NETWORK ADVERTISEMENT
INFORMATION VIA A NETWORK ADVERTISEMENT BROKER (NAB),”
filed April 28, 2005; Application No. 11/116,470, (Attorney Docket No. 1400-
1036US) and referenced hereinabove, the UE device can discover applicable

- network ID code information either in an initial scan procedure (i.e., when the
device is not registered on any networks) or in a background scan procedure (i.e.
when the device is registered on a nefwork).
[0024] Given the diversity of the exemplary network environment 100 described
earlier with respect to FIG. 1, it is envisaged that scanning may be effectuated in a
frequency band in which at least one of the following technologies is operating:
GERAN (without EDGE), GERAN (with EDGE), an IDEN network, a
CDMA/CDMA2000/TDMA network, a UMTS network, and so on. Additionally,
where WLAN access capability is included, scanning may be effectuated in a
frequency band compliant with a WLAN standard selected from: IEEE 802.11b
standard, IEEE 802.11a standard, IEEE 802.11g standard, Hiperl.an standard,
HiperLan II standard, Wi-Max standard, OpenAir standard, and Bluetooth

standard.




frequency band in which at | east one of the follow ng technologies is
operating: CERAN (w thout EDGE), GERAN (with EDGE), an |IDEN network, a
CDVA/ CDVA200OCO' TDVA networ k, a UMIS network, and so on. Additionally, where
WLAN access capability is included, scanning may be effectuated in a
frequency band conpliant with a WLAN standard selected from |EEE 802.1 |b
standard, | EEE 802. 11a standard, |EEE 802.11g standard, Hi perLan standard,
Hi perLan Il standard, W-Mx standard, OpenAir standard, and Bl uetooth
standard. 11 [00251 An RSM card 214 is operable to be coupled to the

w reless LTE/ ME device 102, wherein a nunber of network lists and

associ ated frequency data may be provisioned by network operators, etc.
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seen below, suita t abase structures nm Vi S1 one M or
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network |ist data, anmong_ others. Furthernore, additional | )
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device for searching or scanning. Alternatively or additionally, the data in the
RSM may modify the frequency data already stored in the device so that those
frequencies which are not to be used could be removed, or marked in a way that
they are not to be scanned as part of a search strategy. As will be seen below,
suitable database structures may be provisioned in the RSM or in the memory of a
wireless device for storing applicable frequency data, network list data, among
others. Furthermore, additional operator-controlled database structures may be
provisioned as well for purposes of managing various forbidden network lists in
accordance with the teachings of the present disclosure.

[0026]Referring now to FIG. 3, depicted therein is an exemplary database
structure that may be provided, either partially or in any combination, as part of an
RSM, or stored in memory integrated within a wireless device, or provisioned at a
network node (e.g., a home network node or a broker associated therewith) from
which network list information may be selectively downloaded to the wireless
device for purposes of the present patent disclosure. At the outset, it should be
appreciated that the various exemplary database structures set forth in the present
patent disclosure may typically be implemented as configurable databases where

the entries, elements or other contents can be modified via over-the-air (OTA)




provi sioned as well for purposes of nmanaging various forbidden network
lists in accordance with the teachings of the present disclosure.

[ 0026] ReferTing now to FIG 3, depicted therein is an exenpl ary dat abase
structure that may be provided, either partially or in any conbination, as
part of an RSM or stored in nenory integrated within a w rel ess devi ce,
or provisioned at a network node (e.g., a honme network node or a broker
associated therewith) from which network list information may be

sel ectively downl oaded to the wireless device for purposes of the present
patent disclosure. At the outset, it should be appreciated that the
various exenpl ary database structures set forth in the present patent

di scl osure may typically be inplenment ed?as confj gur abl e dat abases where
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technologies, wherein the network IDs are populated by the operator. In another

embodiment, the database structure 300 may be configured as one or more user-

~defined network lists, with one list per user using the wireless UE device, for

example, wherein the data entries relate to user-defined forbidden networks. Each

such list may be accessed by the users upon identifying themselves to the device,

wherein the contents of the list (i.e., network IDs) are populated by the respective

users. In yet another embodiment, the database structure 300 may be configured

as a list of network IDs that are forbidden by an enterprise owning the wireless

devices for the benefit of its employee-users.

[0027] Irrespective of the particular configuration, the database structure 300

defines a plurality of radio access technologies, e.g., EDGE technology 302A,

WLAN technology 302B, and UMTS technology 302C, wherein a number of

RAN IDs are provided for each technology. As illustrated in FIG. 3, column

304A identifies multiple RAN IDs for the EDGE technology, each RAN

supporting one or more core networks identified in corresponding column 306A.

Likewise, columns 304B/306B and columns 304C/306C are provided for the

WLAN and UMTS technologies respectively. As one skilled in the art may




exanpl e, wherein the data entries relate to user-defined forbidden
networ ks. Each such |ist may be accessed by the users upon identifying

t hensel ves to the device, wherein the contents of the list (i.e., network

| Ds) are popul ated by the respective wusers. In yet another enbodi nent, the
dat abase structure 300 nmay be configured as a list of network IDs that are
forbi dden by an enterprise owming the wireless devices for the benefit of
its enpl oyee-users. [0027] Irrespective of the particular configuration,

t he dat abase structure 300 defines a plurality of radio access
technol ogi es, e.g., EDCE technol ogy 302A, W.AN technol ogy 30213, and UNI TS
t echnol ogy 302C, mhereln a nunber of RAN | Ds are provided for each

t echnol ogy. A5|IIu rat ed p% ol um._ 304A identjfies rTLI|tI | e RAN
I Ds for thePHERE e rYé‘F‘Btl?/, RrVisupgidtsi (R gl ter Wishl).cuPs (3t wor ks

identified jqn opging,..C ol / and
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respecti vel Mentieson®ldbilelN@doilo ode).art may 13 appreciate, the various |Ds
can be Service Set IDs (SSIDs) (for WAN), SIDs (for 1S 95 and IS 136), or

[ MCC, MNC] cmsmmzkamstqfﬂm fosNfidetharebamal rietheork flists st oish | abavet weor k

Code). [00281.Sim to the forbidden or vvorkllsts set forth
abov)e <[51n 5?39@18@3{3@%%%?@@@% %P@Vﬁ%f t%‘? GRS PRSIV PSes one

or nore netyay ks pllidtedr %ue\a%f ﬁgtrad reRyEdl ﬁew&geﬁa‘ggﬁ(@h&gﬁfg&ea%%#s may

be configured as, for exanpl e, an o erator- pre

speci fi ed ngample),peanabpeﬁator- epricérrprd FRANpPBE efiegdspifidd Hy (dn. @pera&ﬁ@,m fied
by an enterprise), operat referred CN list (i.e., specified by an
oTerator) - GernER Pl RAD hiftiEe. epqified by Anehterprise). bperator- preférred

CN list (i.e., specified by an operator), and enterprise-preferred CN list (i.e.,
specified by an enterprise).

[0029] Additionally, the provisioning of various preferred and barred/forbidden
network lists may be accompanied with appropriate device-based logic or RSM-
based logic for specifying the order in which to use them in connection with
scanning and network selection. Moreover, each country may have its own
regulatory requirements as to which list should take precedence. An enterprise
company for instance may forbid access to a public WLAN access point that
operates in the vicinity of the company’s premises. Further, certain additional
logic may be necessary for specifying the scanning behavior as well, since there
may be a number of bands on per-technology basis in which the device is capable
of scanning. For instance, a list ordering scheme or associated logic may be
provided with the device whereby a particular priority order is imposed on the
various network lists. If no particular hierarchy/priority is specified, then a default
rule may come into play such as, e.g., an operator-defined list has a higher priority
than an enterprise-defined list, which in turn has a higher priority than a user-
defined list. Additional details regarding list prioritization and scanning behavior

may be found in the following commonly owned co-pending U.S. patent




specified by an enterprise). [00291 Additionally, the provisioning of
various preferred and barred/forbidden network |lists may be acconpani ed

Wi th appropriate device-based | ogic or RSM based | ogic for specifying the
order in which to use themin connection with scanning and network

sel ection. Mreover, each country may have its own regulatory requirements
as to which list should take precedence. An enterprise conpany for

i nstance may forbid access to a public VLAN access point that operates in
the vicinity of the conpany's prem ses. Further, certain additional |ogic
may be necessary for specifying the scanni ng behavior as well, since there
may be a nunber of bands on per- technology basis in which the device is
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117118, 470; }? 6}:10 r\]zsn?glesvsvh Ide(::vr}ceb aosr B%erf]‘or rfaegllei\tra%ggeglagggre%e%?bng%LMN list(s) in
accordance with the teachings of the present disclosure. As alluded to before, the
illustrated database structures may be provisioned, either individually, partially, or
in any combination, as part of an RSM or within the memory of a wireless device
to which the RSM is operable to be coupled. Preferably, these databases are
operable to be written to only once, upon providing the user name and a password
associated therewith.
[0031]A first database structure 400A is operable to associate a plurality of
network selection control codes (SCCs) 402 with a corresponding plurality of
network selection criteria 404 related to the management of network lists (e.g.
user-defined forbidden network lists, operator-defined forbidden network lists,
enterprise-defined forbidden network lists, etc. that have been described
hereinabove). As illustrated, SCC 402 may be comprised of a binary code,
allowing for a number of selection criteria. For instance, a 4-bit code can support
up to 16 selection criteria, although SCCs of variable bit sizes can support any
number of selection treatments. By way of example, an SCC of {0000] indicates
that all networks that have been associated with the code [0000] should be always

forbidden, which cannot be overridden by the user even during manual selection.

In another example, an SCC of [0001] indicates that all networks having been




[ 0030] FIGS. 4A and 4B depict exenplary database structures that may be
utilized by a wireless device or UE for facilitating managenent of PLWN
list(s) in accordance with the teachings of the present disclosure. As

al luded to before, the illustrated database structures nay be provisioned,
either individually, partially, or in any conbination, as part of an RSM
or within the nenory of a wireless device to which the RSMis operable to
be coupl ed. Preferably, these databases are operable to be witten to only
once, upon providing the user nane and a password associated therewth.

[ 00311A first database structure 400A is operable to associate a plurality
of network selection control codes (SCCs) 402 with a correspondi ng

plurality of network selecti riterja 404 related to the nanagenent of
network | i sgsgoqiate .Wlﬁugk?r"-%f[ﬁﬁ‘%ﬁ sherlsl alarens Bedorbrddem; sxcept Spendbest atdef i ned
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networks shoyld.al Waysida f)?rg(')rgéjsﬁgngiﬂg network identifiers 422, wherein each
network identifier is mapped to or otherwise associated with a corresponding SCC
402. Reference numeral 424 exemplifies how the application of an SCC may
modulate a wireless device’s network selection process and behavior. Where an
exemplary network identifier [MCC2.MANCI] is mapped to the code [0000], the
-access network identified by [MANCI1] is always forbidden for all core networks
in a geographic region identified by [MCC2]. In a second example, the network
identifier [MCC2.MCNC?2] is associated with the code [0000] to indicate that the
core network identified by [MCNC2] is always forbidden for all access networks
and technologies in the geographic region identified by [MCC2]. Likewise, in a
third example, the network identifier [MCC3.MANCI.MCNC?2] is associated with
the code [0011] to indicate that the particular AN/CN network combination
identified by the codes [MANCI1] and [MCNC2] cannot be selected for manual
network selection in the geographic region identified by [MCC3].
[0033] Those skilled in the art should recognize that database structures or logic
similar to the databases 400A and 400B described above may be provisioned for
other types of network lists as well, e.g., operator-defined preferred network lists,

user-defined preferred network lists, and enterprise-defined preferred network




automatic selection only or for manual network selection only. Additional
treatnment options may be configured by the network operator at the tinme of
provisioning to define further nodalities of application of a forbidden
network list on a wireless device. [0032] A second database structure 400B
is preferably populated wwth a list of networks identified by
correspondi ng network identifiers 422, wherein each network identifier is
mapped to or otherw se associated with a corresponding SCC 402. Reference
nuneral 424 exenplifies how the application of an SCC may nodul ate a

wi rel ess device's network sel ection process and behavior. Where an

exenpl ary network identifier [NCCZ MANCI] 1s mapped to the code [0000], the
access net rk identified by [ MANCI ] i§6almays forbidden for all core

networks i 5% G®o P%i ?FP&OfFeriPé?Prﬂ%i%ﬁflioﬂilé%Fl%yloﬁm}f alsorpegintggragee Wathanpl e,
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i ndi cate that core networ vvays Bidden
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identified by [MCC2]. Likewse, in a third exanple, the network |dent|f|er
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network 16 e wireless device). By implementing a “network blacklist” scheme facilitated by
the database structures 400A/400B, a number of capabilities may be realized: (i)
prevent access to networks on a list by automatic selection; (ii) prevent access to
networks on a list by automatic selection except when no other networks are
available; (iii) prevent access to networks on a list by automatic and manual
selection (i.e., removal of networks on an operator-defined blacklist by manual
selection is prevented; and (iv) prevent access to networks on a list by automatic
and manual selection except when there are no other networks are available for
selection.
[0035]FIG. 5 is a flowchart associated with an embodiment of the present patent
disclosure wherein a network selection method is disclosed that is modulated by
application of a network list associated with a wireless device. Upon scanning by
the wireless device in one or more frequency ranges and/or in one or more radio
technologies, at least one network may be discovered (block 502), whose identity
information is decoded to determine a network identifier associated therewith
(block 504). A selection control code associated with the network identifier is
then determined (block 506), e.g.. by way of querying a suitable data structure
such as the database structures described above with reference to FIGS. 4A and




lists, etc. Furthernore, appropriate prioritization |logic may al so be
interfaced wwth the selection control databases 400A and 400B to further
nodul ate the selection behavior. Additionally or alternatively, the

sel ection control databases may be integrated together into a single
structure, or may be integrated with other structures such as network
lists, either individually, partially, or in any conbination, depending on
a particular inplenmentation and provisioning. [00341 Preferably, the

dat abase structures set forth above nay be provisioned and updated only by
a network operator (e.g., a hone network operator associated with the

w reless device). By inplenenting a "network blacklist" schene facilitated
by the datahasg structure 4OfAL4OOB,15 nupber of capabjlities may be
reali zed: (.3?- }‘éFB g QBJBE SCIESUARSRBERY cofe: A PRRICURY sslpcHARGrteri) et i on;
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when no oth networks are avail a (N prevent access to networks on
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operator-defined blacklist by manual selection is prevented; and (iv)
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respect to the embodiments of the present patent disclosure. A microprocessor
602 providing for the overall control of UE 600 is operably coupled to a
communication subsystem 604 which includes transmitter/receiver (transceiver)
functionality for effectuating multi-mode scanning and communications over a
plurality of bands. By way of example, a wide area wireless Tx/Rx module 606
and a wireless AN Tx/Rx module 608 are illustrated. Although not particularly
shown, each Tx/Rx module may include other associated components such as one
or more local oscillator (LO) modules, RF switches, RF bandpass filters, A/D and
D/A converters, processing modules such as digital signal processors (DSPs), local
memory, etc. As will be apparent to those skilled in the field of communications,
the particular design of the communication subsystem 604 may be dependent upon
the communications networks with which the UE device is intended to operate. In
one embodiment, the communication subsystem 604 is operable with both voice
and data communications.
[0037} Microprocessor 602 also interfaces with further device subsystems such as
auxiliary input/output (I/0) 618, serial port 620, display 622, keyboard 624,
speaker 626, microphone 628, random access memory (RAM) 630, a short-range




then determ ned (bl ock 506), e.g., by way of querying a suitable data
structure such as the database structures descri bed above with reference
to FIGS. 4A and 17 4B. Dependi ng on the selection control code, a
particular selection criterionis applied to the discovered network (bl ock
50 8). [00361FIG 6 depicts a block diagram of an enbodi nent of a wreless
device or UE according to the teachings of the present patent disclosure.
It will be recognized by those skilled in the art upon reference hereto
that al though an enbodi nent of UE 102 nay conprise an arrangenent simlar
to one shown in FIG 6, there can be a nunber of variations and

nodi fications, in hardware, software or firmvare, with respect to the

vari ous nodul es depi.cted.. Accordingly, Bthe arra genment _of FIG 6 should be
{aken as || QRRHARAGENT SRSEITRAR P A3y WM dPESHUPSYCRh SRR ment s

of Lo Pr eseBLeRredcknie: oM PRORALESROL: BOP RAKE dhOGRL the

overall contro i's operably cou at1on subsyst em

604 whi ch i eufiptestion; ais RSN e(SINRATMGUSIM pRaeghoe 634 Fuied | groaidetyinf or
effectuating nmulti-node scanning and comuni cations over a plurality of
bands. By weSm@unirbiap| withathg gactppeecessarep@ds Tix/dRe implghsnsoien, KtMa

W reless AN _Tx/Rx dule 6 are il trated.. Al thoygh t particularly
Shown. - each™SHFiSk SiadnpEeRRl PHErb AN Fiinge it cb ko Rortaididh s
one o mor 44 AERbiHES fitblikiRin 46 dudiRiuliesin@hof hl SUBSitRL rHARERE

filters, ADand DA convertner S, lJ|lor ocesgl?thb &8@?&@ ESE‘}(I:% ag gt:%gi tgﬂsassi gnal
processors WEbPR®) ond oc ahorenBSHDAPLMNClistAsand Hataleeseafihhas eddsciibbed rosletadki | | ed

inthe field of conmunications, the particular design of the conmuni cation
subsyst em 68FeaO¥e dependent upon the communi cations networks with which

the UE devi fb%sbfob&%ﬁﬂ&%?m&% RELAL %ndlori'her control software may be embodied in

a persistent storage module (i.e., non-volatile storage) such as Flash memory 635.
In one implementation, Flash memory 635 may be segregated into different areas,
¢.g., storage area for computer programs 636 as well as data storage regions such
as device state 637, address book 639, other personal information manager (PIM)
data 641, and other data storage areas generally labeled as reference numeral 643,
Additionally, appropriate network discovery/selection logic 640 may be provided
as part of the persistent storage for executing the various network
discovery/scanning and network selection procedures set forth in the preceding
sections. Further, another logic module 648 is provided for facilitating forbidden
network list control logic, etc. Associated therewith is a storage module 638 for
storing the SSID/PLMN lists, selection/scanning filters, capability indicators, et
cetera, also described in detail hereinabove.

[0039] It is believed that the operation and construction of the embodiments of the
present patent application will be apparent from the Detailed Description set forth
above. While the exemplary embodiments shown and described may have been

characterized as being preferred, it should be readily understood that various




one enbodi nent, the comuni cati on subsystem 604 is operable with both voice
and data conmmuni cations. [00371 M croprocessor 602 also interfaces with
further device subsystens such as auxiliary input/output (1/0) 618, serial
port 620, display 622, keyboard 624, speaker 626, m crophone 628, random
access nmenory (RAM 630, a short-range 18 conmunications subsystem 632,
and any ot her device subsystens generally |abeled as reference nuneral
633. To control access and nanage the device configuration, an RSM
(SIMRUMTISIM interface 634 is also provided in comrunication with the
m croprocessor 602. In one inplenentation, RSM interface 634 is operable
with an RSM card havi ng a nunber of ke¥9configurations 644 and ot her

i nformation 646 such a entification and subscriber-related data as well

S .J

as one or nitABEYSARH PERMNICAIGRS capld B raplts dherpin: wiGodk deparHRg frematica; |
her ei nabov [ a ..control software
may be enbggpégg?ﬁkI§Q%%€§F§g§§¥§%§%#ggg{%§%§P§L?WQ%ﬂ$&ﬁ§h-voIatiIe
storage) such as Flash nenory 635. |In one inplenentation, Flash nenory 635
may be segregated into different areas, e.g., storage area for conputer
prograns 636 as well as data storage regions such as device state 637,
address book 639, other personal information manager (PIM data 641, and
ot her data storage areas generally |abeled as reference nuneral 643.

Addi tional ly, appropriate network di scovery/selection |ogic 640 may be
provided as part of the persistent storage for executing the various
networ k di scovery/scanni ng and network sel ection procedures set forth in
the preceding sections. Further, another |ogic nodule 648 is provided for
facilitating forbidden




network list control logic, etc. Associated therewith is a storage nodul e
638 for storing the SSID)PLNM |ists, selection/scanning filters,
capability indicators, et cetera, also described in detail hereinabove.
[0039] It is believed that the operation and construction of the
enbodi nents of the present patent application will be apparent fromthe
Detail ed Description set forth above. Wile the exenplary enbodi nents
shown and descri bed may have been characterized as being preferred, it
shoul d be readily understood that various 19 changes and nodifications
could be made therein wi thout departing fromthe scope of the present
di sclosure as set forth in the follomtnﬂ claims. WHAT IS CLAIMED | S: 20 1.
e

A method fo %m tion of a“network list on a wireless device
(102), corrpwfggﬁgl%ﬁg g@a first database structure (400A) that
associates a plurality of network selection control codes (402) with a
corresponding plurality of network selection criteria (404), said network

selection criteria (4Q4nethod iﬁﬁiﬂdﬁh@ﬂlg%g%ﬂl@ﬁ@éﬁ of tar @B Listoft hOPSelbl
networks identified in a network |ist (300) associated with said wreless

devi ce (1ozsiev1a¢161060mnnmrmne second dat abase structure (400B) popul at ed
with a list of net S i fied by corr net.wor Kk i tlf
(422), wherein e%rgﬁ tavngsg 436%9? fSiIéF (§§@§Et te%FSWI?tI‘?Sé‘ Egt" d| ng
network sel gebiopR sEI%@ﬁ(BI?lc & 4Q492] Gz?ﬂﬂté L
structure (400A). 2. e ﬁlg 03 majnagl ngfcglgg Oglgtﬁ%oﬁluw{tg orttehtaettv\‘gg li st
on a wirel esdection crtterla (404), said network selection criteria (404) for defining different

treatment options for networks identified in a network list (300) associated with

said wireless device (102); and

providing a second database structure (400B) populated with a list of
networks identified by corresponding network identifiers (422), wherein each

network identifier is associated with a corresponding network selection control

code (402) identified in said first database structure (400A).

2. The method for managing application of a network list on a wireless
device (102) as recited in claim 1, wherein at least one of said first and second
database structures (400A, 400B) is stored on a removable storage module (214)

operable to be coupled to said wireless device (102).

3. The method for managing application of a network list on a wireless
device (102) as recited in claim 1, wherein at least one of said first and second
database structures (400A, 400B) is stored in a memory module integrated within

said wireless device (102).




device (102) as recited in claim1, wherein at |east one of said first and
second database structures (400A, 400B) is stored on a renovabl e storage
nodul e (214) operable to be coupled to said wireless device (102). 3. The
met hod for managi ng application of a network [ist on a wreless device
(102) as recited in claim1, wherein at |east one of said first and second
dat abase structures (400A, 400B) is stored in a nenory nodul e integrated
within said wireless device (102). 21 4. The nmethod for managi ng
application of a network list on a wireless device (102) as recited in
claiml, claim2 or claim3, wherein at |east one of said first and second
dat abase structures (400A, 400B) is operable to be updated only by a hone
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oper at or - defitsnedd fsecdrididanbaretsneictarts S400a)H0DB) a0bEEMRDISR- Biefibdured barbi dden
network list. 6. A network selection nethod nodul ated by application of a
network | iBY ahegwcieirerk oparaton asfocktabwithseidcwir¢leondevicoth®2).si ng:

determ ning (504) a network identifier associated with at | east one network
di scovered by said wirel ess device (102) via scanning (502); determ ning

(506) a selectiofn CONtEOmeARARAHAG] ﬂﬁtge% chtlors8f & nBEI ARt oh AQMHréIESET
and dependi ng on said sel ection cont?ol ggg apg{ylnng d(QEOB)Oa partlécul ar
device (102) as recited in claim 1, claim 2, claim 3 or claim 4, wherein said
network list (300) comprises at least one of a user-defined forbidden network list,
an operator-defined forbidden network list and an enterprise-defined forbidden

network list.

6. A network selection method modulated by application of a network
list associated with a wireless device (102), comprising:

determining (504) a network identifier associated with at least one network
discovered by said wireless device (102) via scanning (502);

determining (506) a selection control code associated with said network
identifier; and

depending on said selection control code, applying (508) a particular

selection criterion with respect to said at least one network.

7. The network selection method modulated by application of a
network list associated with a wireless device (102) as recited in claim 6, wherein
said scanning (502) is performed as one of an initial scan procedure and a

background procedure.




selection criterion with respect to said at | east one network. 7. The
network sel ecti on nethod nodul ated by application of a network |ist
associated with a wireless device (102) as recited in claim®6, wherein
said scanning (502) is performed as one of an initial scan procedure and a
background procedure. 22 8. The network sel ection nethod nodul ated by
application of a network |ist associated with a wrel ess device (102) as
recited in claim6 or claim 7, wherein said determ ning (506) a selection
control code associated with said network identifier conprises querying a
dat abase structure (400A, 400B) populated with a list of networks
identified by correspondi ng network idﬁgtifiers, each network identifier
bei ng associated, wth.a correspondin twork selectio contrql code
operabl e to identify @dtVerH aF %Eg%cme%dcﬁ‘?@?t@ﬁ Qy;_applggaﬁ@@ i

sel ection edidsat; : ' j . i St i.ated
wth a w rgﬁatg@ﬁéew cggél%%g)wggaﬁg%ﬁ% %éﬁ%‘/ﬁ@%fli?%ﬁgfrg@m%gl rlléiczatmggi%g%,a?@[ of

net wor ks cofpwheen s4idl dasimiaty (F063 disaectisf taaebif @dei MAdediatee vl kaid i st
an operator-defined forbidden network list, and an enterprise-defined

for bi dden neetWwerk idestifien ocomprisest guetying nandajibege apioiétons i (A0AF 400k wor k
li st irel devi 10 ising: a first. datab t ruct
o R bRISER w e ISEof PRy STRSE AP bRt TR g ©
(402) Wi th gachoidiRSRAOHENRGeP 'ber%'( égsxc);igfedrk@gw &ﬁ&bgﬁ%gmet%fﬁ §81b@idn*04)

said network selection criteria (404) tor defining rent treatnment

opt i ons f or corgtohopés opeteblei tbiidehtifp aganidudardeldcitioh cfiB@fn. associ ated with
said
9. The network selection method modulated by application of a
network list associated with a wireless device (102) as recited in claim 8, wherein
said list of networks comprises at [east one of a user-defined forbidden network
list, an operator-defined forbidden network list, and an enterprise-defined

forbidden network list.

10. A system for managing application of a network list on a wireless
device (102), comprising:

a first database structure (400A) that associates a plurality of network
selection control codes (402) with a corresponding plurality of network selection
criteria (404), said network selection criteria (404) for defining different treatment
options for networks identified in a network list (300) associated with said
wireless device (102); and

a second database structure (400B) populated with a list of networks
identified by corresponding network identifiers (422), wherein each network
identifier is associated with a corresponding network selection control code (402)

identified in said first database structure (400A).




wi rel ess device (102); and a second database structure (400B) popul ated
with a list of networks identified by corresponding network identifiers
(422), wherein each network identifier is associated with a corTespondi ng
network sel ection control code (402) identified in said first database
structure (400A). 23 11. The system for nmanagi ng application of a network
list on a wireless device (102) as recited in claim10, wherein at |east
one of said first and second database structures (400A, 400B) is stored on
a renovabl e storage nodul e (214) operable to be coupled to said wreless
device (102). 12. The system for managi ng application of a network |ist on
a wreless device (102) as recited in | aim 10, wherein at |east one of
said first and s dat abase struct d OOA 400 stored. in

rorory modul 6. i nf bor st RS MERHGGAPBHCL O 7 BEorb It 07 8 WTHESLy st em

for manag ”g?@}@ep I@tds%cﬁédl% c}i‘}ojlr&.dzﬂe%m% 182! o 1d ARY 1268 s Q%&?& as

recited in alm10 ['al m aim wherein a east one 0

first and sdstababedatighase (400AICL0IBESEs istored @hadrambmbe stopaiat @ddalal (2 1y a
home network operator associated with said wireless device (102). 14. The

system for fidiabler baserpledity spidorirelesredamivd( 1025t on a wirel ess device
(102) as recited in claim10, claim1ll, claim1l2 and claim 13, wherein said
network list (300) conprises at |east one of a user-defined forbidden

network |ist, am opergd %Fstéiﬁffbf‘ﬁﬁnﬁghgia??ﬁ@atﬂﬁf 305 Ketwotk 180En @Nwireless
enterprise-defined forbidden networ ist.
device (102) as recited in claim 10, wherein at least one of said first and second
database structures (400A, 400B) is stored in a memory module integrated within

said wireless device (102).

13.  The system for managing application of a network list on a wireless
device (102) as recited in claim 10, claim 11 and claim 12, wherein at least one of
said first and second database structures is operable to be updated only by a home

network operator associated with said wireless device (102).

14.  The system for managing application of a network list on a wireless
device (102) as r.ecited in claim 10, claim 11, claim 12 and claim 13, wherein said
network list (300) comprises at least one of a user-defined forbidden network list,
an operator-defined forbidden network list and an enterprise-defined forbidden

network list.




