BROASER PREVI EW FI ELD I n general, enbodinents of the invention relate to
systens, nethods, and conputer program products for preview ng a web page
in a safe environnment w thout imges, hazardous scripts, and/or other
execut abl e objects. BACKGROUND Over the course of the past two decades,
society has cone to be heavily reliant on the Internet. The Internet is a
gl obal network of interconnected conputers, enabling users to share
information along nultiple channels. Unfortunately, not all of the shared
information is beneficial. In fact, a | arge nunber of conputers connected
to the global network provi deBROWHER BREVIEWdangerous material to the rest
of the network. One type of dangerous material is malware. The term
"malware" is a derivation of the terms "nmualicious" and "software.” As the
termwoul d ordinarily indicate, nmal Wl is software designed to infiltrate
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consent, although the term is generally understood to inciude a variety of forms of
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hostile, intrusive, or annoying sofiware or program code, including computer viruses,
worms, {rojan horses, spyware, and the like,

Malware can be installed on vulnerable computers in many ways. Simply
accessing a website can expose a user’s computer to information including, source code,
images, cockies, and the like. In a similar instance, malware may infect a system by
exploiting bugs found within the memory of an operating system. In the case of
malicious sites, accessing the site could immediately prompt the user’s computer to
receive malware into the system memory. In another instance, malware may infiltrate a
system when an email attachment is opened. In these cases, malware can be distributed
along with a complimentary device that is also malicious.

One such example of a complimentary malicious activity is phishing. At its most
basic, phishing is the process of attempting to acquire sensitive user information, such as
user names, passwords, or credit card details by masquerading as a trustworthy entity in
an electronic communication. Phishing has become a growing public concern, and

unfortunately, the act can take a variety of forms and methods. In one example, a



- I "phisher"” can contact an internet user through an email soliciting
personal or financial information. The contact email can often resenble a
coin in unication froma well-known entity with whomthe user has a
pre-existing relationship. The fake email can solicit the user to either
directly enter sensitive information, such as a credit card nunber, PIN
nunber, password, or the like, in areply email or in sonme instances to
followa link to a fake website where sensitive informtion would be
requested. This fake website often mrrors the website of the well-known
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BRIEF SUMMARY
Generally, embodiments of the invention relate to systems, methods, and
computer program products for safely previewing a website without images, scripts, or
other executable objects. For example, in one embodiment of the invention, a computer
program product is configured to receive data, such as an email containing a uniform
resource locator (more commonty known as “URL”), and to construct a safe environment
for viewing the web page associated with the URL. In one embodiment, the computer
program product is configured to construct this safe viewing environment by using a web
proxy to access the source code related to the web page and by generating a preview of
the web page without any images, scripts, or executables. As such, embodiments of the
present invention allow an organization to safely view potentially dangerous and
malicious websites without threat of infection.
For example, embodiments of the present invention provide an apparatus the

apparatus having: (1) a network interface configured to communicate with a web server

on a network and receive from the web server computer-readable web page code defining
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apparatus having: (I) a network interface configured to conmunicate with a
web server on a network and receive fromthe web server conputer-readabl e
web page code defining -2 a web page; (2) a nenory device having one or
nore rules stored therein; and (3) a processor comuni cably coupled to the
network interface and the nmenory. The processor is, in one enbodi nent of
the invention, configured to: (1) receive a web page identifier
identifying the web page; (2) use the web page identifier and the network
interface to contact the web server and receive the conputer-readabl e web

page code a&&ﬂ&@&hgnMﬁ@mﬁﬁﬂMmkfm&ﬂgm&ﬁ%nﬁﬂﬂ@kﬁ%@uﬂﬂﬁﬁﬂnhh@d)V|eM/of t he web
page based at |east partial rul es storgd in nmenory devi ce and

t he conput@?ceﬁqé’éﬂ&]ﬁ’ﬂ‘é“%@é’ CB‘éRj%i togﬁ’d‘éwoé’&@ fagk g W}'?eﬁ’éo%e ‘server. |In sone

enbodi rrent}ﬁo&gsotr hem@ﬁ@@ﬁlﬁidilﬁem bihBe Mednnon lﬁonfﬁgﬁt(ﬁmﬁ am&m@«ma&fmww ed to
communi cate with the web server n anon erver. In some

enbodi ment €efict Hentiyipaihe R page) 5 W%@e‘%‘?d’ragfing ik ‘?n(fjgli‘e rﬁy‘”fodf generate the

modi fi ed VineWa&fio Ehac b wlRgevdd Yndiceald tﬁgcmmﬁwt@ﬂabn@aﬂabgeco&eb page code
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processor hastifhQah 'tf@Uﬁl@ﬂf;t(Tn@d provinéteordy ldevicamdifel oeﬁiprxedef)letv\l‘bb pigb page to a
di spl ay device for dis y. of the nodifi

e
enbodi ment ©dpfectikg! é&ﬁ‘bg‘l‘: Atehervyr h Sr‘?B’cffFf‘ﬁ%%'“\? “é\‘/\f h'f‘ ar{pﬁ‘@y"\ﬁéﬁe I|1C)‘J‘<'§1\§%I%does not
i ncl ude | NRAGSSee iSRS t0adMnRXREN hal ligswdbhatveari€ai amohfreoueelb page. | n sonme
enbodi nents of the apparatus, the rules identify particular portions of the
conput er - r ¥A¥abl e web page code and define different conputer-readabl e web
page code to rgphRCantatlini-aRSF tIsapRirabs, fhh@rd'céh@dﬂtii; fdnagdurpootgennge ok t he

conput er -readabl e web page code. For exanp ment, the rules
identify ampdified YA 6 m?ﬁ%bE%ﬁgﬁf@W“wfggﬁgﬁl@mwak‘ﬁ%é%gﬂﬁ ﬂ? Tated to the
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to display an i e identifier in the nmpdified view
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In some embodiments of the apparatus, the rules identify particular portions of the
computer-readable web page code and define different computer-readable web page code
to replace at least some of the identified portions of the computer-readable web page
code. For example, in one embodiment, the rules identify a portion of the computer-
readable web page code related to the display of an image and provide different
computer-readable web page code to display an image identifier in the modified view of
the web page instead of the image itself. In some embodiments of the apparatus, the rules
replace portions of the computer-readable web page code that are related to formatting
with different computer-readable web page code that standardizes the formatting.
In some embodiments of the apparatus, the modified view of the web page
includes web page metadata. In some embodiments of the apparatus, the modified view
of the web page includes a list of links included in the web page. In some embodiments
of the apparatus, the modified view of the web page includes a textual view of the

computer-readable web page code received from the web server.



includes web page netadata. In sone enbodinents of the apparatus, the

nodi fied view of the web page includes a |list of links included in the web
page. In sonme enbodinents of the apparatus, the nodified view of the web
page includes a textual view of the conputer-readable web page code
received fromthe web server. -3 In sonme enbodi mrents of the apparatus, the
conput er -readabl e web page code includes HyperText Markup Language (HTM.).
In some such embodiments, the rules identify H'M tags that indicate
material that is to be displayed in the nodified view. In sone
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modified view of the web page.

In some embodiments of the system, the first computer is configured to receive
the first source code and display the first source code along with the modified view of the
web page. In some embodiments of the system, the modified view of the web page does
not include scripts, images, or executables. In some embodiments of the system, the
proxy server is an anonymous web proxy server.

Embodiments of the invention also provide a method, the method involving: (1)
receiving, electronically through a communication interface, a web page identifier
identifying a web page; (2) using the web page identifier and the communication
interface to contact a web server and receive computer-readable web page code from the
web server; and (3) using a processor to generate a modified view of the web page based
at Jeast partially on rules stored in a memory device and the computer-readable web page
code received from the web server, wherein the processor is configured to generate
modified views of web pages based at least partially on rules stored in a memory device

and computer-readable web page code received from web servers,



interface to contact a web server and receive conputer-readabl e web page
code fromthe web server; and (3) using a processor to generate a nodified
view of the web page based at least partially on rules stored in a nenory
devi ce and the conputer-readabl e web page code received fromthe web
server, wherein the processor is configured to generate nodified views of
web pages based at least partially on rules stored in a nenory device and
conput er -r eadabl e web page code received fromweb servers. -4 In sone
enbodi mrents of the nethod, using the web page identifier and the
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processor to identify HTML tags that indicate material that is not to be displayed in the

modified view.

BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described embodiments of the invention in general terms, reference
will now be made the accompanying drawings, wherein:

Figure 1 is a functional block diagram illustrating devices involved in an
embodiment of the invention,

Figure 2 is flow diagram illustrating the flow of information between the devices
of Figure 1, in accordance with an embodiment of the invention;

Figure 3 is a flow diagram illustrating a process for analyzing received data
referencing web pages, in accordance with an embodiment of the invention;

Figure 4 is a flow diagram illustrating a process for generating a web page

preview, in accordance with an embodiment of the invention;



enbodi ment of the invention; Figure 2 is flow diagramillustrating the flow

of information between the devices of Figure 1, in accordance with an

enbodi ment of the invention; Figure 3 is a flowdiagramillustrating a

process for analyzing received data referencing web pages, in accordance

with an enbodi ment of the invention; Figure 4 is a flow diagram

illustrating a process for generating a web page preview, in accordance

with an enbodi ment of the invention; -5 Figure 5A illustrates a view of a

first portion of a web page preview, in accordance with an embodi ment of

the invention; i A BUERIGE vid drstfmaipesiorold e @ike presiespind portion of the

web page preview, in accordance with an enbodi nent of the invention.
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As will be appreciated by one of skill in the art, the present invention may be
embodied as a method (including, for example, a computer-implemented process, a
business process, and/or any other process), apparatus (including, for example, a system,
machine, device, computer program product, and/or the like), or a combination of the
foregoing. Accordingly, embodiments of the present invention may take the form of an
entirely hardware embodiment, an entirely software embodiment (inchiding firmware,
resident software, micro-code, etc.), or an embodiment combining software and hardware
aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product
on a computer-readable medium having computer-executable program code embodied in
the medium.

Any suitable computer readable medium may be utilized. The computer readable
medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or medium. More
specific examples of the computer readable medium include, but are not fimited to, the

following: an electrical connection having one or more wires; a tangible storage medium
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aspects that may generally be referred to herein as a "system"™

Furthernore, enbodinents of the present invention nay take the formof a
conmput er program product on a computer-readabl e nedi um havi ng
conput er - execut abl e program code enbodied in the nmedium Any suitable
conput er readable nmedium may be utilized. The conputer readable nedi um may
be, for exanple but not limted to, an electronic, magnetic, optical,

el ectromagnetic, infrared, or sem conductor system apparatus, device, or
medium More specific exanples of the conmputer readabl e nedi umincl ude,
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st orage dewfgngtic sigragaflevieédnt ext of this document, a conputer readable medium

may be any nedijpge chﬂé&t of AN AL, R ,coﬁbtﬁfxﬁ“eadﬁﬂﬂmdﬂhmmaﬁ@,be(any tedinsport the
program for use by or in connection wth the in truc i on_exec L{IIOI’I system

appar at us, thefrcapeapiiaie Sto’lﬂné"f’&‘BWﬁ‘iﬁ%Pr resnoridhe PP AL o e Ry BE P ansni t t ed

\l/JVISII‘ 2Ig| ﬁgy gg;ltp{h@m«l’s{r?&%n @%htﬁﬁsyﬁé]ﬁlﬂd@ﬁh?@s brigevirel Thd doliﬁptxeduqablet he I nternet,
I ca i ber cable, radio re uenc RF I or ot her
medi uns.  CORBAREPICRBERRERPBITRT WReAN éPﬁfi Ry X%dg ) E“éjg 6}’tua?)of)er ations of

enbodi ment §u,;Qf 1o LREnRMES RNbIideNYRIBAIIBEr JABIY, ;bcaomqaeh@r(m:ms@msom @lot ori ented,
scripted or unscripted programm ng |anguage such as Java, Perl, Smalltalk,

C++, or thecdipRe. However, the conputer program code for carrying out

operations of %@%‘té?@%c&a&% pHQ,Qde’(ﬁ&ﬂﬂEan ynlrg/@mbpeﬁmloﬁagf eaibsdmiemswrl tten in
conventi onal procedural, progranm ng suc .¢C progranm ng

| anguage off ¢ miesear npGeT BAAPHY' “i“’éﬂri@ﬁ’?i %Qt g‘l’ier%egd?cﬁﬁﬁii g un1§c’rfphe pr esent

i nvention gre.dgskd aRededRLiow id Rerl, @i@nﬁmce% @r tHell mwcﬁamvct kHeust r at i ons
and/ or bl ock di ag rams o% nmet hods ar at us onput er
program pr 6 P’(’IgfaandF fcbé“ﬂﬂ%ﬁ’e‘?“é?@%ﬁ‘“ﬂ‘ﬁ%ﬂ" 'ﬁ’éa‘ﬂ’eBﬁsé’cwe 8¥*the fl owchart

:c : l)\llj\xs:}];?t | QRentRAM Q1B hoGkinel BgbarBtionangé@iusigifirnahingigefzebbadks in the
as the “C” programming language or similar programming languages.

Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and
computer program products. It will be understood that each block of the flowchart
illustrations and/or block diagrams, and/or combinations of blocks in the flowchart
iHustrations and/or block diagrams, can be implemented by computer-executable program
code portions. These computer-executable program code portions may be provided to a
processor of a general purpose computer, special purpose computer, or ather
programmable data processing apparatus to produce a particular machine, such that the
code portions, which execute via the processor of the computer or other programmable
data processing apparatus, create mechanisms for implementing the functions/acts
specified in the flowchart and/or block diagram block or blocks.

These computer-executable program code portions may also be stored in &
computer-readable memory that can direct a computer or other programmable data
processing apparatus to function in a particular manner, such that the code portions stored

in the computer readable memory produce an article of manufacture including instruction



illustrations and/or bl ock diagrans, can be inplenented by
conput er - execut abl e program code portions. These conputer-execut abl e
program code portions nmay be provided to a processor of a general purpose
conput er, special purpose conputer, or other programmabl e data processing
apparatus to produce a particul ar machine, such that the code portions,

whi ch execute via the processor of the conputer or other progranmable data
processi ng apparatus, create nechanisns for inplenenting the functions/acts
specified in the flowhart and/or bl ock diagram bl ock or bl ocks. These
conput er - e&%?e@h‘th}m Whib] %’iéﬂ@lﬁ@g BinBRIntdc CpScifiRYin #leIRvwRBarSdnafeblotin a

conput er-readabl e nenory that can direct a conputer or other progranmabl e
data procésmimgloadplaratus to function in a particular manner, such that

the code porti G‘?Eé cé{%ﬂ{tggxe&zﬁbferﬁog@ﬁmﬂ%ﬂ{@"a@@@@-t@b&dmﬂmr(ym@memtce an
article of manufacture including 1nstruction -7, rrthani.sm? [ i mpl enment
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S

i npl enment e teps or acts may be conbined with operator or human
i npl enent edr astsepardegp caiet et pherphadapent f BaiYSPtgkt  an enbodi ment of the

invention. As uged.hes&hN prétcRoPREPTOToMBirddQo’ eoiifn gusiath futiopar form a
certain function In a variety of wags including, for 1exa IelJ by havi ng
one or nor e vejEheraraypurghsine. BF PXATPies BY pRiTediR Pt REC AR PHIN OB IEYEC ut i ng
particul ar ?x-?dm%eeffua&?é@%yEﬁQLtﬁag%%m&moﬁ@g@pe@mwe @dgiam wonpUt er - r eadabl e
medi um an8/ or by having one or nore application- specific circuits perform
the functi embodies! itleappyttiaendabliiediumy afder PRIRRERE O %O‘Bép%lt?F‘éG"fo Vi ew

potenti al | ¥pctcD‘!’c%ﬂ&%ipE&_@ormWﬁ@ﬁzh&t%: i ncluding those involved in phishing
schenes, in a safe environnent in order to b tlﬁ)xlgeterm ne whet her

the website is,Asdeseriet gbq\fﬁ,ribiétilgpﬁr‘ﬁ@t_ to 'ﬁ’%aktl?]‘é’t"?%ﬁg%tg\?é [patening
websites, including those involved in phishing schemes, in a safe environment in order to
be able to determine whether the website is, in fact, threatening. To that end, various
aspects of the systems and methods described herein are directed toward viewing
potentially threatening websites in a safe environment, without, for example, images,
scripts, executables, or other website features that may contain malware. In some
embodiments, automated protocols are provided for analyzing incoming data in order to
determine which sites are likely threatening or malicious.

In general, many of the example embodiments of the invention described herein
are directed toward a particular implementation where data related to a web page in
question is collected from one of a variety of potential sources and used to construct a
safe, or at least safer, preview of the web page without, for example, images, scripts, or
executables. The safe preview of the web page may be used to more definitively
determine the existence or absence of a threat within the web page in question. It should

be appreciated that, after a preview of the web page has been safely constructed and



aspects of the systenms and nethods described herein are directed toward
viewing potentially threatening websites in a safe environment, w thout
for exanple, imges, scripts, executables, or other website features t hat
may contain malware. In sonme enbodiments, automated protocols are provided
for analyzing incomng data in order to determne which sites are likely
threatening or malicious. In general, many of the exanple embodinents of
the invention described herein are directed toward a particul ar

i npl enentation where data related to a web page in question is collected
L{ Oth Orgag{evig\g%/cg?étr%géL Qtjlerﬁﬁin?ﬂgﬂh@ihiti%gw&@ﬁ nendones @bvk o codndt ket a  saf e,
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_ _ , l ure 1, there is
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:mgm: 82 5&% ﬂ!%%céprcnatl:f@slm fRetidnaligeconeanbedineht b hapreenbodiment of the
ion. The operating environnment 100 is onl n I : i
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the scope ofw4%8itisciddnehia9natiplyafwiobheikpetiotidmertsspobr ¢irg ofr esent
invention. Thus, other environnents and configurations apparent to one of
ordinary sRipbadimepty ¢fdheareseptivei®y of this disclosure may be enpl oyed
}Mnfl 22?} OgepaA; tl&hgsht){:vﬁm E@@esga%wak 16Pinteidon@kts ahibodiviertysenfll®,hbe present

_ : shown in Figyre 1, a work 105 interconnects a-client
devi ce syseasseorer 33 a’hﬁ’é’ﬁ%’?“ §%Y“\93$6’f?fﬂxyéﬂ""%p}gf”iagga ?”Sﬁgcs“ier‘ 3?3‘? 130,
Proxy servef Qs deARE s@ e oS ei\ceinmlbation T tied dnelytt schew 108, Bywttem 110 is in
conmmuni cation with the anal yst serv er

_ ] _ rver 120,. the w S r 150.., and, i
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anal yst senyeriik2Qalydth@vanpb ivgaippeatisesner 1380 ptdye sproxXyi.sed ter 140, and
the web server 150 may al so be In .commnt'h
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operates in a Tpe operating environment 100 described above generally operates ina

networked environment using logical connections to one or more remote computers, such
as a personal computer, a server, a router, a network personal computer, and/or any other
peer device. The computers will typically include most, if not all, of the elements
described above in relation to the computer readable medium. The logical connections
could include a local area network (LAN), a wide area network (WAN), or any other
wireless or wireline connection or network, such as the Internet, an intranet, and/or the
like.

The client device system 110 includes any computing device capable of receiving
and sending a message overa network, such as the network 105, to and/or from another
computing device. The set of client devices may include devices that are usually
considered general purpose computing devices and typically connect to a network using a
wired or wireless communication medium at one or more fixed locations. For example,
the client device system 110 may include such devices as personal computers (PCs),

laptop computers, multiprocessor systems, microprocessor-based or programmable



net wor ked envi ronment using | ogical connections to one or nore renote
conputers, such as a personal conputer, a server, a router, a network
personal conputer, and/or any other peer device. The conputers wll
typically include nost, if not all, of the elements described above in
relation to the conputer readable medium The |ogical connections could
include a local area network (LAN), a wide area network (WAN), or any other
wireless or wireline connection or network, such as the Internet, an
intranet, and/or the I|ike. The client device system 110 includeé any

conputing c%ﬁ%dx&?e!@ﬂﬂ)ﬂQL er‘lcmo: I RELWHBG 0N dSseNndiing RowRssageetaver a
network, such as the network 105, to and/ or fron1a her Ef%3()t$rt})ut|ng devi ce.
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conput er, el linPBAR& 112784 Q'ineﬁa@b& RtRen1dem prrctdiap dbwceequiipped to
connunlcat over a mnred and/or wireless co ni cati on negi#q% The cli ent
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processi ng, davi.Ge ﬁ-\ljce:maPH)ct%sMEH@ﬁdé’ g@')éfa‘ﬂﬁ inkhides Jﬂaeurpm@adefsm ng deVI ce 111
is operatively coupled to the connunlcg I on devi ce }%he menory
1 1

devi ce 112implgmeniiseiherwenappication @ d/aripgic Bnguus &f %B“H%V? %%mgenerally
i ncl udes C'e.(eﬁllrﬂlé, %rd&@s‘%ﬂg,fd&ﬁce 111 may include a digital signal processor device, a

microprocessor device, and various analog-to-digital converters, digital-to-analog
converters, and other support circuits and/or combinations of the foregoing. Control and
signal processing functions of the system are al jocated between these processing devices
according to their respective capabilities. The processing device 111 may include
functionality to operate one or more software programs based on computer-executable
program code thereof, which may be stored in the memory device 112, As used herein, a
“memory device” or simply “memory” refers to a device including one or more forms of
computer-readable media as defined herein.

The processing device 111 uses the communication device 115 to communicate
with the network 105, and other devices on the network 105, including but not limited to
the analyst server 120 and the web server 150. As used herein, a “communication
device,” such as communication device 115, generally includes a modem, server, and/or

other device for communicating with other devices on the network 105, and/or a display,



i npl ementing the communication and/or |ogic functions of a particular
system For exanple, a processing device 111 may include a digital signal
processor device, a mcroprocessor device, and various anal og-to-digital
converters, digital-to-analog converters, and other support circuits
and/ or conbi nations of the foregoing. Control and signal processing
functions of the systemare allocated between these processing devices
according to their respective capabilities. The processing device 111 may
include functionality to operate one or nore software prograns based on
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applicatiog 113 thatc.@dd PMRafsntser to perform a nyriad of operations. For
exanpl e, in one er;ﬂlg dinment, the nessenger ap ﬁ% i on 1]13 |§?l Bﬁrabl eto

send a nessage Aliougr Figwe diiltstraier e disgetevics AHEY THRPUL TG “devi ce.
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Short Message Service time ssa
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simlar cogpunicAtdlQndmBehHaiiRB be At OuaRchRirgiermulilple b trtmtslr: tlgsnt h
devi ce system i % gs I(l)ne system ?t shoul d g notﬂp }IS h ncaﬁ glel ggte

or nul ti pl eomyetieatien with Iﬁiacdirﬁ’é'*ebﬂ“%‘ﬁ!’ f‘ieb‘F‘é"O&blpﬂ 24 CSH‘é“”"E%éW LN W similar

cormponent s aH??s‘i seh@c'i]%@tlﬁ aﬁﬁm@ﬁ’dn Rivel 180CthE QOIS sk as® dnd/@ otllel énviiceact i vity or
ot her client systens. ould al so be noted that each of the nulti pl e

syst ems canmb@ﬁﬁmtotkm?ﬁwmm%'tl on with each other through the network 105
and in communi C%é teQ!yWsInQe!tlbﬁ generally includes a communication device 125, a

processing device 121, and a memory device 122. The processing device 121 is
operatively coupled to the communication device 125 and the memory device 122. The
processing device 121 uses the communication device 125 to communicate with other
devices on the network 105, including the client device system 110, the application server
130, and, in some embodiments, the web server 150. As such, the communication device
125 generally includes a modem, server, and/or other device for communicating with
other devices on the network 105, and a display, mouse, keyboard, microphone, speaker,
and/or other user input/output device for communicating with one or more users.

The analyst server 120 further includes computer-executable program code stored
in the memory device 122, which includes the computer-executable program code of a
data storage application 123. The data storage application 123 is used to store data
captured from any of the communication mechanisms recognized by the communication
device 125, including email, IM, or any similar communication mechanism, in a secure

location for later access. The analyst server 120 may further include web browsing
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anal yst server 120, the application server 130, the web server 150, and/or
other devices connected to the network 105. The analyst server 120
general ly includes a conmmunication device 125, a processing device 121,
and a menory device 122. The processing device 121 is operatively coupled
to the comunication device 125 and the nmenory device 122. The processing
device 121 uses the communication device 125 to comunicate with other
devices on the network 105, including the client device system 110, the
application server 130, and, in sonme enbodinents, the web server 150. As
such, the &@ﬂﬁu&lEﬁhm&@n&ﬁMhﬁawoiﬁaIanEbaMhy\hmdhuﬂesmannbdenl server,
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i ncl ude a pRrasa@mng application (not shown) that allows a user to performa

nyriad of operations. For exa t senger tion may b
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ot her si m haj@0sBatRb&aki @amemory device 122 that, when executed by the processing

device 121, instructs the processing device 121 to perform certain functions. The website

identification application 126 is capable of receiving general data relating to a website or

web page and identifying a specific website or web page based on the received data. The

data used to identify a specific website could be of a variety of types, including, but not

limited to, source code, HTML, XML, origin ISP, URL, digital signatures, SSL

certificates, keywords, and/or any other web page identifying information.

For example, in one embodiment, the analysts server 120 is configured to receive

emails from, for example, one or more client device systems 110 and analyze the emails

to identify URLs or other web page identifying information contained therein. In one

embodiment, the analysts server 120 receives a plurality of emails suspected of being

associated with phishing or other malicious/fraudulent activity and is configured to rank

which of the web pages identified in the emails have the highest likelihood of being

fraudulent or malicious. A list of these web pages are then provided to an analyst and the

analyst can request a safe preview of the web page so that the analyst can view a
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mechani sm | n one enbodinent, the analyst server 120 further i

website identification application 12%. Li ke the data storagen;Lgﬁsza?ion
123 and other applications, the website identification application 126

i ncl udes conput er-executable program code stored in the nmenory device 122
that, when executed by the processing device 121, instructs the processing
device 121 to performcertain functions. The website identification
application 126 is capable of receiving general data relating to a website
or web page and identifying a specific website or web page based on the
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network 105, The stored data may be captured from the analyst server 126, the proxy
server 140, the web server 150, or the client device system 110. As discussed in more
detail below, the web page preview application 137 is used to create a preview of a web
page located on the web server 150 based on communications with and data received
from the proxy server 140. The web page preview is considered safe, or at least safer, as
it is free of certain features of the web page, such as images, scripts, and other
executables, that may contain malware or result in malware being installed on a user’s
computer.

The proxy server 140 is generally configured to serve as an intermediary for
communications between the application server 130 and the web server 150 so as to
maintain the anonymity of the application server 130. Therefore, the proxy server 140 is,
in some embodiments, located outside the businesses computer network, where a
business is trying to access the web server 150. The proxy server 140 generally includes
a communication device 145, a processing device 141, and a memory device 142. The

processing device 141 is operatively coupled to the communication device 145 and the



devices on the network 105. As further illustrated by Figure 1, the
application server 130 contains conputer- executable programcode stored in
the menory device 132, which includes the conputer- executable program code
of a data storage application 133 and a web page preview application 137.
The data storage application 133 is used to store data, such as enai
text, URLs, source code, HTM., or virtually any other information
transferable over the network 105. The stored data nay be captured from
the anal yst server 120, the proxy server 140, the web server 150, or the
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conmuni cate with other devices on the network 105, including but not

limited torePreRLingpHEPHSPT DRy @@b%@@mgwad?ﬁgﬂ%&ﬁoggﬁv%ﬁ0 50. As such

the communieatabOns @eYiig Banlifdudegenes @ldbHTWL) Exlesibe Mokenangever, and/ or
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often operated by an unknown entity. In some instances, the web server 150 represents
the host of a threatening website, involved in dangerous activity, such as the distribution
of malware, engagement in phishing schemes, or any similarly threatening activity.
Although embodiments of the invention are generally described herein with respect to a
threatening web server, embodiments of the invention are used with respect to
threatening and non-threatening web servers alike since embodiments of the invention
may be used to determine whether a web server 150 is or is not threatening,.

The web server 150 generally includes a communication device 155, a processing
device 151, and a memory device 152. The processing device 151 is operatively coupled
to the communication device 151 and the memory device 152, The processing device
151 uses the communication device 155 to communicate with other devices on the
network 105, including but not limited to, the client device system 119, the proxy server
140, and, in some embodiments, the analyst server 120. As such, the communication

device 155 generally includes a modem, server, or other device for communicating with

devices on the network 108,
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captured fromany of the conmunication mechani sms recogni zed by the
comuni cation device 145, such as email, IM or any simlar apparatus, in
a secure |ocation for later access. The data storage application 143
retains data of a variety of types, including data representing a website
or a particular webpage or any data related to a website or webpage. Such
data can include source code, HTM, Extensible Markup Language (XM.),
Graphics Interchange Format (gif) inmages, Joint Photographic Experts G oup
(j peg) images, JavaScripts, VBScripts, web server netadata, and/or the
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176 to display a web page on the display of the client device system 110, In some cases,
the web browsing application executing the source code 176 will initiate a download of
malware from the web server 150. The download may install on the client device system
110 and may begin running without warning or provocation. The client device system
110 may be provided with network links directing the user of the client device system
110 to the web server 150 by way of various communication systems wh ich can include
email, IM, web pages, text messages, and/or the like.

In another instance, the web server 150 could provide a web page having a user
interface wherein the interface requests confidential or sensitive information from a user
of a client device system 110. In one embodiment, the web server 150 could provide the
user of the client device system 110 access to a seemingly legitimate website that asks the
user to provide any of a variety of information, such as but not limited to, log-in
information, credit card number, social security number, account number, password,

passcode, medical information, answers to security questions, or any other type of



web server 150 could provide at | east sonme malware content in the form of
content that, on the surface, appears legitimate. | n another enbodi nent
the web server 150 hosts a suspected phishing website. In such an ’
enbodi ment, the web server 150 could provide at [east sone phishing
content in the formof services or content that, on the surface, appears
legitimate. Typically, the web server 150 could provide a website with
dangerous content designed to automatically download to a client device
system 110 or other conmputer system In such an enbodi ment, the user of

the client S 3 ess k
the web séﬁgg%kqgg gﬁﬁﬁpgﬁﬁgﬁﬁk%gvgggﬁgﬁifz%ﬁﬁﬁﬁ eﬂu%@ emaggnfgﬁﬁgg ggde
r

176, such la?sprww vatdetwor ks thide websewr &l by sty qﬁa“%‘*\x&‘ﬁ‘““ﬁb‘ WEi ng
applicati O SHOWARR QL) ihhBdeldlaniv, QﬁMh&QeﬁMs&&Wblﬂ-aﬂ@e:\Mtéﬂt deXesut e the source

code 176 isplay a web page on the dis t he cli.ent
110. In sorre c daises thptheayQeprai§ o s i S%ﬁllgéé‘f’lu 1 buLASR BRI ?ﬁgwsgﬁr zgsig(rjne
176 will i rgdngltcgm HEQVRLIQG e R fputcPBMIRILRcEE STV didres, Mﬁbo;ﬁ@d’eklsﬁf—ba’lsw The

downl oad nmay install on the client device system

oot et GSEHE BRI B RCs AT YL E Y ag pe UM M
provi ded %élﬂbl%?%%fmlegé &Jﬂ%ﬂfé! N&Gdket. rlgnﬂl&ewﬁﬁ@ff sifdie Wwéteseelet B3ltis devi ce system
110 to the web server 150 by way of varioys co a NS whi ch can
include edaidied foaglaisishosagas in ek be HEYSY %égwe’gﬂg‘? '('S’Fa ‘fdnoé1 & T\ée YO anot her

I nstance, V\i]:lse F\’L\@theaﬁ:%revﬁalén)ﬂ&@e: wﬁllﬁt@d&%bﬁxﬂa)ach&ﬂnm[ibagemﬁhalm cﬂgm‘a user
interface érein the interface reguests confidenti al tlve

i nf or mat i odevigestern dkkever e ngwerk WApng avice! %‘f%’ﬁ’nei%&qeﬂts némenbodl nent ,

t he web sek i
B A A A e

of a variety ofHEW?émﬁﬁteéﬁ““%&@ﬁa§§“EﬁPmﬁﬁftﬂ?%?f% gm“%g“@“‘“QrOVIde any

| nformat i oneiGk %ﬁ#%ul@ ar ¢ JPRRRE: Wit Akmple Grlvlbd)d"l:yieiﬂ Uf‘ﬂﬁle inveiaaolnthe nunber ,
password, passcodé, medical | nfornation, nswer 0.5 CUFIH¥ %uestlons or
;ﬁc‘e 1@ m

any ot her typediopnt of 8 invepeminpgatghind i2u Frth ﬁi’e'fidlei’ t U5t 8 Yescri bed

above, the SuSyst @ 1 £a { e lnkdde
t he web sef%gkﬁagugg%&g §§5§§vgﬁ%ou§ﬁggﬁaunvﬁg?% Jucinow dnetm?gﬁ llnks to

i ncl ude en&n%omﬁmmfﬁﬂﬁﬂM@?“§@FV%%5‘ P“%Vﬁﬁ”ﬂ?%g?g?Pﬁbﬁ$wﬁg aes DeV|ces
that may opgp %%{téﬁptﬂl@% Mﬁ*‘i*%nﬁ elaM&8huskal oh RElbusifess B udmanes, Iﬂﬁﬁl()l‘hth mot ed to,

employees. For example, in one embodiment, the client device 110, which may be an
employee’s or a customer’s computer, receives a suspicious-looking email asking the
reader to click on a link to a web page. The link may be represented by a URL 170
(Uniform Resource Locator) or some other web page identifier in the email.

The analyst server 120 receives the email containing the URL 170 {or other web
page identifier) from the client device 110. For example, the user 108 of the client device
110 (which may be an employee or a customer of the business) may forward the email to
the analyst server 120 or an intermediary device, or the analyst server 120 may intercept
the email before, concurrently with, or after the client device 110 receives the email. In
the illustrated embodiment, the analyst server 120 is configured to determine whether the
email or accompanying URL 170 is suspicious. In one embodiment, the analyst server
120 identifies words or character strings in the email and/or in the URL 170 and
compares, based on past experience regarding which character strings or keywords

indicate a likelihood that the email or URL is malicious, ranks all of the emails and/or



personal conputers, desktop conmputers, multiprocessor systens,

m croprocessor-based or programmable consumer electronics, network PCs
servers, or simlar devices or conbinations of these and other devi ces.
Further, while a single web server 150 is depicted for clarity, there may
in fact, be many web servers 150 | ocated on the network 105. Furthernore ’
many ot her legitinmate devices nay conmunicate with the client device ,
system 110 over the network 105 and, as described above, enbodi ments of the
invention may create previews of legitimte and threatening web pages
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safe environment, the analyst server 120, automatically or at the request of an analysts
118, initiates a preview request 172 requesting that a safe preview be generated of the
web page associated with the selected URL 170. In the illustrated embodiment, the
preview request 172 is received by the application server 130 which is configured to
generate a safe preview 178 of the web page associated with the URL 170.

As illustrated in Figure 2, in one embodiment of the invention, the application
server 130 sends the URL 170 over the internet 107 to a web/HTTP proxy server 140. In
one embodiment, the proxy server 140 is anonymizing in that it is located outside of the
businesses network (e.g., on a network different from the network on which the analyst
server 120 and the application server 130 are located) and does not provide an indication
(such as an IP address) of the identity of the application server 130, analyst server 120, or
client device 110 so as to maintain the anonymity of the device for which the proxy

server 140 is serving as a proxy.



entitled PH SH PROBABI LI TY SCORI NG MODEL, which is hereby incorporated
herein by reference, describes systems and nmethods for determ ning the

|l i kel i hood that a given website, webpage, or email is conducting or is
related to fraudulent activity, such as phishing activity. In some

enbodi nents of the present invention, enbodinents of the systens and

nmet hods described in the 12/433,398 application are used to determne
whi ch web pages are suspicious and, therefore, which web pages should be
previ ened, |nvest|gated and/ or not opened directly. In other enbodi nents,
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107 to a meﬁ%H3$mP@dmr@%VQE@YV@ﬂwﬁ%E"”PWe“ﬁﬁémﬁﬁﬁBH Wéﬁwﬂmﬁﬁékgﬁgxy server

140 i's anogyfiigh gl § cleiRa ich phe 0064 e1h U 6 daunedcortTo
(e.g., on a netmogi i erentE#%3%1the net wor ' wh thusingesses net wor k

120 and thee:aipp*lﬂM&Wéﬁﬁ@@fﬁ%ﬁhqéﬁ%‘é} FERATY "‘éﬁ%f“‘a gg‘i CSPQ‘B’?'L%S;e aﬁrver

i ndi cation g
oth ISWIQLdi@rIH biffs [h%%ﬁ})ilcﬁ)tfontsﬁlereﬂ dentid axesasfpl ey HiSplfiteat | on
server 130, anal yst server a%ﬂ deVﬂce 110 gﬁhto mai ntai n the

anonymi ty @&bpﬁﬁE@%@Nééwﬁéwcvﬁﬁ8ﬁ7QW%“bW ge 8#V%P“Tﬁﬁ“? derving as a
proxy. —17-};1 eview 178 is written using HTML and is configur ed to be displayed in a conventional

web browser. In other embodiments, the preview 178 is written in other computer-
readable code and can be viewed using other computer applications, such as a text
viewer. In some embodiments, other information about the web page (i.c., “web page
metadata”) is included with the preview 178. In some embodiments, the source code 176
is also included with the preview 178 in textual form.

After the preview is created by the application server 130, the preview 178 is then
sent to the analyst server 120 where the preview 178 is then displayed on a screen for a
user 118 of the analyst server 120. By viewing the web page preview 178, the analyst
118 may be able to make a more definitive determination about whether the web page has
malicious intentions and can then take further action based on the determination. For
example, if the analyst 118 determines that the web page is malicious or fraudulent, the
analyst 118 may take such actions as blocking the web page from the business’s network,
initiating legal or other proceeding to shut down the web page or pursue damages or

penalties against the web page owner, and/or by taking other actions. In some
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The anonynous web proxy server 140 then nakes a web page/ HTTP request 174
over the Internet to the threat web/ HTTP server 150 for the web page
associated with the URL 170, The web server 150 responds to the request by
maki ng the source code 176 (e.g., the HTM. code) for the requested web
page available to the proxy server 140. The proxy server 140 then forwards
the source code 176 on to the application server 130. The application
server 130 receives the source code 176 and then constructs a safe preview
178 thereof. In this regard, the application server 130 creates a nodified
vi ew of tdodelnpageartahatl18inapvssitchepursera ling ogdte veeh paghomd fidentifidde | ook and
feel of t g i d i mages or
of her i1 g "o oRREG ALy 1 B SR Do I ARG LR
mal i ci ous bobiek aynllatbﬂehercheraaetlyatllbﬁm thid Vliegwslyst AL8 ciasleanirtypdst ammzbgagat er detail
bel ow, li tten server 130 follows certain rules
138 storedggﬁafggﬂﬁﬁﬁﬁgygaégﬁﬁagghﬁﬁﬁ”h&sone i nstances, white lists and/or
bl ack lists oﬂthﬁMLmva@%wwmeqwmeaf@eawwebnpa@emprWﬁeﬂmdﬁﬁhfron1the
source co r«HIM. code, and
repIaC|ngqggﬁégﬁgﬁfHﬁﬂwamngﬂh&gkgﬁgggh%ﬁﬁg%4‘Ig$% eﬁﬁﬁg&%ggpﬁghe
appl i cat i ohagsen sgroviBd fyaihestratings rroqossdvi bewity 8 welfpaphia 2 sagb page based on
the sour C& :199(9‘&_'& i agg r&aﬁ@e‘Wﬁf n@%gl%oddngm%rﬁﬁx %:Un fe spteaﬁca i@rt% iew 178 is
witten using I's configured to be d |sp ayed I n'a conventional web
browser. |mowgthdp :@m;gm menveryjevt ¢fer pecess fewedeRgng isfoniticnaelcicnciag her
conput er - [gadab €. Vi ST N _ [
I B B
i nformati ownebabe@mtlndmecmv@b ipagre, s¢iipte of exepihblgragle desvebaldera, Yhei s i ncl uded
with the Nty is also
i ncl uded &#? gfﬁ%%g? $ﬁ2¢5T9QWEﬁR§§§?ﬁ5f ﬂ&n%digg&%ﬁsﬁéﬂ%?ébﬁ%m/|s created
by the apptreatied onwirgenanet00IBecribehia Higuew | el offiz8emkpodirhaits. howsver, the t he anal yst
server 12 r ! or a user
118 of 1 ha"onaler Rt Plehiccaby s AARChaRh GEH R ASELRERA 05 % e
anal yst 101)8tama3g apeebatpeidendilivndod cantaps Ge dieb prictiavevwdhppéativnbiSifon about
whet her thg qe.has. I ! n further
action based on t% 3gﬁe?ﬁﬂﬁgtg%%y§%g$§£9 bﬁ%ﬁgﬁégf%?%@gg%%ﬁ%gF%318
deternlnegh@h%mﬂthe web page is malicious or fraudulent, the analyst 118

my take such Gk, uklsogésleﬁgsem@b%l%ﬁpﬁﬁedgrtg M4 REDUPIGRg o network,

initiating | eg foceedi n age or pursue
damages orcontaining one or more URLS hypelhnks and/or other web page identifiers. The data

may be received at a computing device, such as at the client device system 110, analyst
server 120, or application server 130 described above. Typically, data will be received
over the network 105, which as described above may represent an intranet, a direct
connection, or the Internet. The data being received may be of virtually any type and
format, including, but not limited to, email, text message, PDF document, Word™
document, URL, source code, HTML, origin ISP, pictures, digital signatures, SSIL.
certificates, proper protocols, data collected by the local client sources, or the like.
Typically, the data will relate to a website generally or a specific web page of a website.
It is important to note that the data can be sent from any source connected to the
network 105, In one embodiment, the data will be sent from the web server 150 or from

another web server directly to client device 110, the analyst server 120, or the application



penal ti es agai nst the web page owner, and/or by taking other actions. In
sone -18 enbodi nents, the analyst 118 may desire to pursue a |link on the
web page and identified in the web page preview 178. In one enbodi nent,
the preview 178 nmakes the URL for the Iink available to the analyst 118 so
that the analyst 118 can then request a web page preview for the web page
associated with the link. The operation of certain aspects of the invention
will now be described with reference to the flow charts illustrated in
Figures 3 and 4. In Figure 3, a general flow diagramis provided for

i Il ustratiRgea130r oeasstechafivednbalingnahwebpage dam vail Btﬂife&t todvanslgnnent i n
accordance wt )T ¢ 1ﬁ)pem fically, the

process SOﬁ’VF%gzlﬂé’égﬁtagqéfﬁ“%\fg?"er lfez\%f%’fn tl{ 'f)i}%é%e LepBrm i ving i nfor mati on
referencing a Ivwebpagedatdeconsbmuintdtieg dehiee syslopade, in anderswbseguent | y
reconstructin ew.o t t
or execut a 'fgzga ’Sﬂgltgg'g‘(?\r,cvl‘%‘éaevﬁc&sﬁtﬂ“IF(ﬂ?g%mart%%@SO” (géwgfl tns’Iglvgure 8 SC” p >
one enbodi appndation seplee m&ad:etny tmaam O.lilSn ﬁla\mmes thepli¢rhdevi@penat ilmg
envi 1 Onmsgla ghcr gpesfnééng%d c’a ar}%fe sat U@ 09 he c[aexﬁgbv?(galﬁﬁs ?ntl ?}({th Vg‘:"ver

process 3 y a'sin bo th
recei ves tdendiailaal deomtiad. moﬂ@\a&ipimeh dpagehiadembidimert, thndeciontaskes t he web

page previ ﬁg;td?%tgllfliuﬁgﬁ] 21 élf'i\ém%\eeﬁetvedraes%sg)llé{(l)ur%%m%1(? %{]gtﬁet gtgel*gllsggqeélhe WEb Server

150 and co ere rom ng
Fi gure 3, asrihgpreeseninetabyorditicka BR2, widdt the isr, bikingbis pec diswretihn, the dat a

cont ai ni ng one i nks,, and/ or .ot her

i dentifier eem-srf,.i)e edaggegﬂal%?%gm}%@:éli sc&se he élSCé‘ (t)n ﬁ;[)awardt é\@?egéﬁlgguch as at
the clientemigMb ae aaylgd eavet X00). maﬁdjnsioflmefrtmeatata]ﬁe;cemd appth ddabdsen server
10 e e op YR el Bl RS SR N bl gt vor
connect i Onghe &&b tdneer LB, @ etitempire sldeetdambﬁﬁuh@ftmeeuﬂl@dnsﬂmy de from ¢ rtual | y
any type and \‘/@‘ e;”\lncl uding, but not limted to, email, text nessage,
PDF docunmelt’ *Pdi“*document, 1JRL, source code, | ITM., origin ISP,

pi ctures, digits dlss:ugétaﬁhamm scﬁﬁﬁnsmeefst deftd w'altteswt;ﬁlompbercipnme@‘ml s, data

C-Ol lect ed gyttegnjﬂl chlole 856! gﬁé ?tgo?l?lu 1a dL%Im!nﬂt] n.ma ene madxeés(é\@{pl X’ t he. dat a

will relat a speci a website. It
i S inport afrietymfitoes atvlaaztb!mb ehedactramciadiln@ém&&mlimile(bim sa:m;ss;sdung@\éthblonnect ed to
the the web page, improper grammar, suspect graphics, questions, and/or the like. In
addition, the client device system 110 is arranged to communicate with local client
sources. Such local client sources include, but are not limited to, operating system
components, anti-virus applications, browser components, client firewall components, or
the like. Such sources may be configured to provide notice indicating that particular data
or a URL is potentially dangerous. The danger may be indicated by notification that the
URL or other data is being blocked, by highlighting the URL or other data in red, and/or
by other mechanisms.

After the client 108 determines that a given piece of information is potentially
dangerous, in one embodiment, the client 108 will send the data via the client device
system 110 to the analyst server 120 where it is received in block 202. The client 108
may send only the data that the user has determined to be dangerous, or forward the

information gathered by any other local client sources. For example, the client device

system 110 may be arranged to collect URL information from local chient sources, The
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network 105. In one enbodi nent, the data will be sent fromthe web server
150 or from another web server directly to client device 110, the anal yst
server 120, or the application - 19 server 130. In an alternative

enbodi ment, however, the data will be sent to the analyst server 120 or
the application server 130 fromthe client device system 110. In the event
data is sent fromthe client device system 110, in one enbodi nent, the
data is sent by the client device system 110 automatically, or the anal yst
server 120 or application server 130 intercepts the data when it is sent
to the cl iﬁﬂﬁceﬂﬁe\/}i@ﬁecﬁyah ecmcarmg-ammked hH8E; esbolic meathat thhblodat®m i s sent by

a user 108 of t,h devi S di scretion.
For exanpl (éc,curfeiq %ﬁ)éucg 8?{%}& éﬁssg%%s Cil%l_e en\gtmhlt?'g UE% ? gctwgtlﬁ ad(ﬂgis O'f&h‘%JRL
det er mi natinfmafoh@boun swtethe tllreelrﬂelmeadsoalagds»pﬂualremwe@ﬂaml mesagotcher data. For

exanpl e, a]gﬁvse irteg(g?né%slg%ﬁ?r is cz%ed withm gw%ﬁ) 0 Q"o h@gllkg Hﬁg‘m%hlg{hont he user,

using his eatenlng I n thls
case, the ulseeerisﬁﬁytsf:mwmodbetmmtm3at)etmewga IZ@msu | to the analyst server

120. Regard ess%g%orpsgl\l}le& lg)ielﬁoc%tﬁﬂi t?c da%a r%?en?e in gi%ce%?‘glgdp;(ﬂt pt?s%t?to i nstances,

the web server see cCeé a user to interact
with the Mablfysew@pag&&@nnﬁan s axtot:@srpztn HeacepmEsud irar yigly s okywdre, cul |

sensitive dat aboéun'e at h}ethc alié%is ?erggl(/ C{th]F%n!ll%J?SéWﬁ%lﬁlIﬂ%ec\yééi?éj above in some

i nst ances, “'dat a Fom t evi ce ~ system 110 based on
user discr el*emm'matm&ag;lshcaucﬂheméramalyxm ihodatmayorthe thgpdefitrdls éataen particylar | ety of

factors aval leg tln ano 1eer lé'l%ﬁod;ménrt]cdl h"i&g‘!apg:’;au)%%anqgcgmgj ama%gcqmF Qeb ?agE" sspel | i ng

wthin uestirons, and/or
the |i ke idmnf‘adﬁlmm wlmrd,atatblyéolbhuu@bcaﬂewc@efcslyétxahmllleodatas arranged to

communi cat e w t/bsr ocal te(ﬂé)bgl 1&3030%%89511 19%%%*\1@9%@' V\ﬁldhglrg'l ngtorh'g Ces i ncl ude,

but are not |ifit'&d°¥o , anti -
appl i cat i ofdsytifled ows prgecappestentes pnadysnserlrt)r ffNameWaﬂht dwm@weh*t !Sladedw the |ike.

Sarn Sor” SR RSN B SShel Qe REGYALE @gﬁ@gﬁﬁp@@wb% HR part pout &
notificati tmmcmhatcomlﬁneaciutileey@mutstakaematdditvah imgligeispgogninodigedutidey  hi ghl i ghting

the URL or ot.her \ nred, / the client
108 det er n‘lgiﬁ%'m?sh F‘"am%“\c/”éshm me ¥ Shmlﬂ%‘ bgéﬁﬁ%an%ﬁ@g%a? gﬁi ¥éfi<?e$Ee danger ous,

i n one enbaoith dmgmoustwhbs:mlcpeldﬂeadﬁﬂfumetl linvegigdtidnh & hel decgsion can bhmadd ipent devi ce
numerous ways, including, but not limited to, a completely automated decision wherein
the system can choose to continue analysis based on keywords and other previously
defined signals or a partially automated decision wherein a human operator can use the
system analysis to augment the decision-making process. In still other embodiments, the
decision may be completely manual.

If it is determined that more analysis of an identified web page is not needed, then
the process 300 returns to block 304 and another web page identifier is selected from the
received data. 1f, however, the it is determined that more analysis of the web page should
be performed, then the process 300 proceeds to block 308 where the web page preview
application 137 uses a web proxy 150 to anonymously connect to the web server 150 that
hosts the web page associated with the selected web page identifier. In one embodiment,
the web page identifier is sent to the application server 130 where, in one embodiment,
the web page preview application 137 is maintained. The web page preview application

137 then solicits the proxy server 140 to connect to the web server 150. The connection
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system 110 to the anal yst server 120 where it is received in block 202. The
client 108 may send only the data that the user has determ ned to be
dangerous, or forward the information gathered by any other |ocal client
sources. For exanple, the client device system 110 may be arranged to
collect URL information fromlocal client sources. The -20 sources may
col l ect data concerning: a blocked URL; a specific tine that the bl ocking
occurred; a source of the nessage associate with the URL; a network address
of the URL; information about whether the URL is associated with a
received amlisldmas@gﬂa bedausé ae@idxgdervaxuo essage theovebissrvkoSioely wi t hin a
webpage; or the

e. This informm i S exi st I b t
to the anati’yyé’t““kaéﬁi 5'8'?’ ﬂieZ‘ﬁ‘?sb PA&® ?%BF‘%&%DEF@H)V\@% bl BTG, i ga )(;a? aS(r)ecgl \S/ZS
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appl i cat i opugd RAhawad ynes 13than did wayl, the ovetl eervdrd 58 pacotfsecht dgniitpotithe a
particul ar Eeb, addr e§‘§,\9e I n anot her enbodi nent, a human anal yst can
identify a®PBdrf'PLii s 'Web page identifier fromthe data by fol | owi ng

| ocati on cues flcmrpd;cwstsbﬂfneﬁis}eceddasttabloémmmmmﬂmmdpigﬁpmvwk 306 a deci sion

:,;]a][ S:\Psmgpg: ac?'aiy%%%’%qm{eﬁéhedgcg d wen)e a e ggour &ogegl%gnptﬁgﬁmlg ?e%‘!:ll res further

_ review ng the received
dat a agai nsio. thélﬁ&mﬁ:hgmﬁclﬁb&pd ech prDX},dmstm’ey thdwoemt C®d’¢dl7ﬁa{i©¢esf€d Thase

i ndi cators could e ke vvord oci at d W t o ram

di stri buti 8fP €Y %1‘8? ﬁé"oé i} ﬂ caotrlcbaﬁ! & Oiegmlg?é {?%t fﬁ?esgﬁ%gl d be

?pprﬁm at e@ thATTMRGdsysearty Byprdeneser b0 tatdawgeestlsmmwmw wowtd lead to
urther in ation. The cision.can ,

i ncl udi ng, Y‘@dfme St ST 7t(go sviien iy £ exatmeq Qﬁ‘én%tset q‘gg%&g?%c\gw erein the

system Ci’:mHWB@S@eﬁmGmtaﬁenmmadﬂalmsp&xbamd 1¢hthkesewd thd sowercbodt her

previously _define a partially autonmated decision wherein a

human oper A{%?P ﬂl?aﬁ‘? RO e g‘{sjst em anal ysis to augnent the deci si on- maki ng

pr ocelss ]Ic n st llhlon@éd‘ﬂﬁ:rdumﬁmdmlmmﬂm btyrb&)ck dbhkleipmwene}jm biec mwniptset el y

manua I

not neededthetcﬂllé‘ﬁ‘i“o“t é“cﬁardg%ggém g’ﬁ(ﬁom% CO? 6{ nd% §‘8ﬁ’d§ﬂégé"ﬁ§? hgfbmggggabz
i denti fi er megidgehtent @esdur@rbddETé nlf@cbeldmammtaitcaﬁctlyfby thoapplietion sdnerit | s
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through the proxy server 140 to maintain confidentiality of the application server 120.

Metadata may include descriptive information about the context, quality and condition, or

characteristics of the source code 176, including context, quality and condition, or

characteristics of the web browser 150. This type of data is particularly useful with

regard to internet websites. The HTML used to mark-up web pages allows for the

inclusion of a variety of types of metadata, from simple descriptive text, dates and

keywords to highly-granular information. Pages can be geotagged with coordinates or

metadata may be included in the page's header or in a separate file. Metadata may

include such information as the web server’s P addresses, the geographic location of the

web server, the type of web server, when the web page was last modified, and/or the like.

As represented by block 314, the browser preview application 137 creates a web
page preview 178 based on the web page’s source code 176, When executed by a

computer, the web page preview 178 displays a simplified, but safe, version of the web
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be perfornmed, then the process 300 proceeds to bl ock 308 where the web page
preview application 137 uses a web proxy 150 to anonynously connect to the
web server 150 that hosts the web page associated with the selected web
page identifier. In one enbodinent, the web page identifier is sent to the
application server 130 where, in one enbodi nent, the web page preview
application 137 is nmai ntained. The web page preview application 137 then
solicits the proxy server 140 to connect to the web server 150. The
connection -21 is considered renote because the proxy server 140 connects

to the web ﬁ@W 168 vekaalh @ @L%!Iﬁ&vana@mndatfcem pch@tmejaha@age sq@rpaw ew

appllcatlon 13 For exanple, in one q?nﬁ {ng @yest for the

web page i @xe@éfrbﬂe%fﬁ**@?rﬁﬂfl freagah Rt atd iBW“é‘ei?l?/y ¥t ‘?3%5’“’[08 co BrdXY server 140.

The proxy c?o%nYcﬁ@ed](ﬂQx&U@@ b?@l@(éi&nf)l.tté tRMBishidykHhd eeRgé p:feﬁéwtlﬂi& Webis page to

the web server 150. In this max t he web server 150 see the identity
T

of the appiciusatiecapplisaiopaprvyIg W’r‘i‘élgﬁ‘f"o‘?é%’si?g%%"’{“ﬁéw’ b"é‘éé % 5 bl ock 310

where the weby cH]atQﬁaaQE;f%We@Waeaﬁ&pﬂulé}%s QNsthRE e qudd ostht heb pzcgenu fied web
page's source code 1 fromthe web server 150f_¢n enbpd n s where a web
f

proxy are Brewey. wie BopreRelRige PEYEWiceds s Rads, uls Phi boI efVer 150 via

the proxy seryerrddQoufQiode ARl Gafe idflaeignITHOdinaRbkatiallp hiesigonse  to the
HTTP request sent by the proxy serv 140. t 0, the proxy

5
server 14DOrHesds-ge ‘@Wﬁ@%é“%ﬁﬂéx%W@LV%F?ﬂ%%eW§°f¢e¥m5§§%ﬁ17% HTML and sent

in accordance W, tfne ilidiRed By Rl b?ﬁam&emcdaraas as@t e h¥frelifks oxy server
140 then send the source code 176 t t he a&gg*cat erver 130. In one

enbodlnentOmaemkéwﬂ@%%ﬁﬂéaeBvuﬁpﬁﬁwc 18 ong ‘B@%ég © WHOPET B5 ol ves  t he

col | ecti onof jigphRdAUAKABAML ust B SO Wpskekars &aﬁoaamcnm M/e»b/ssler ver 150.
Sone netaéata about t he source code 176. gﬁz?ﬁe detern1 ?gg@q%ly by the

appl i cat i orsesBrigattest a PRy evHRftthaRRLAIETL5KH3 é’“?/\%rti“‘g%? ?Se in some

enbodi ment g, & v Q]?E@fi D§evied M OHOE) rhdie oPhOKksSREV@E prbdds BED thad nt a| n
confidentiality the application server 120. @“ﬁﬂgsgt& | ude

descr i pt i vererilopihe DrEalBIIEEHEE KOHPERPre N APTE 5 B

1on, or

char act eri gfl\Gs pRixy186 (3848 LRRe kR for tROW ¢tdiaBgass@idi@balith tchaxha d&ry and
condition, or characteristics of the web browser 150. 'T ' his type of data

i s particumerd splegiséfivfis with regard to interact websites. The HTM. used to
mark-up web paggs;eBlcbQY bl Block BRY, if there are no more links in the web page preview

178 and/or none of the links are selected for previewing, then the process 300 proceeds to
block 304 where other web page identifiers are identified in received data. With regard
to the analysis of the previewed web page(s), in one embodiment, a human analyst 118
reviews the web page preview(s) for dangerous material. The human analyst 118 uses
individual knowledge and expertise to analyze each web page preview. The human
analyst can use everything from previous experience to known industry standards relating
to dangerous schemes, including, but not limited to, malware distribution and phishing
schemes. In another embodiment, analysis of the potentially dangerous website can be
fully or partially automated wherein the analyst server 120 is configured to identify
dangerous sites based on certain keywords or other characteristics of the web page
preview and/or on other data collected from the web server 156. It is apparent that
analysis of the identified website can take place in various ways, and need not be limited

to the examples described herein.
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inclusion of a variety of types of nmetadata, from sinple descriptive

dates and keywords to highly-granular information. ggges can bg geotggggd
with coordinates or netadata may be included in the page's header or |n a
separate file. Metadata may include such information as the web server's

| P addresses, the geographic location of the web server, the type of web
server, when the web page was | ast nodified, and/or the |like. As
represented by block 314, the browser previeM/appIication 137 creates a web
page preV|em1178 based on the web page's source code 176. When executed by

a conputer, WEDREQE dMBMh BNidafife BhiBRdsa (ﬁ)ia liigf 4 weh pabeait  saf
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revi ew 17
the appl i c&bip Qﬁ@éhv‘épnqg{}quﬂ?ﬁw ﬁ@rf?rﬁ’égﬁgﬁp'%éﬁéorp?lé t%OB nlltg(zoi lo)ﬁcilgieand

based on cgttalLiRE BRIGW3ELEME b c&tlél1@éivé;384&@ﬂﬁltiﬁgllﬂé&e?m cpasewf or the web
page previ e\rl/)v whe'lfie he new we 'gm age preview code.i s Ciagfﬂ;—ﬂf for "

exanpl e, omipjicatian d37. p’bsrl’t?i"é?%*e@)fﬁ’y P‘ﬁ‘é‘ Wuihe ek pips i’ie?§waW8 & r'epl acenent s

for some pat&nLiyl sJOMrCQ@Jd@fWJS for ﬂ@ﬁz‘i[ LAREDb paeg. , downl oads, i mages,
execut abl es, scripts, sour ce code

represented by J%Fe*@i”ﬁeé‘ﬁd BY g@kk @f‘ﬁ‘?’e PR PR eﬁwgﬁﬁat'ﬂ'klsﬁgﬁ Cn{;ﬁganlcleﬁks in

the web pagg.bgi ﬂgw‘é‘ﬁ - NG Ehual sBm@@@)d@m’ﬂmdbmﬁc,e blefone bfppgeeppevi ew 178
di spl ays the |1nks to e user and, as re ion. block 318,

al | ows  t hetheisbipagen %éﬂﬂ%’ﬂ‘e%lb%?’%%% igen ‘H’é T)e“gé& Cé)gee@s%&ma?m with one
or nore of ;thesq bk'i"ﬂéf%}ent fhing HBGIOMSE o BAYESIIS, sacipisaVinalutdeanthaone or nore of
t he |i nks, “then t process 300 then ceeds qfk t o Dbl och 98 where the
web page pn@ma@wﬂawrﬁh%atth?)??“ﬁ?"%é’t“’éF’ “ﬁ‘e dplaged P s R 8%V 140 to

request the sOHLER HRUSEQ ontcBRaiNBR pagﬁea@@ﬁom maedzhwl hh tcblﬁalmadastor
sel ected i nk ks. As’ repreasentned Blmbrlock 320, 1 y 5 e Ilnrkns)r|Gn

af
the web pagékpmeVie] tapysr %(Pﬁl)‘&‘l’w‘h%’ﬁ%dﬁ‘facfeh &ripgsy %g‘éfr ays% "e gg f or
pr evi ew ng n !\qun t‘;g}g%[ &[1&(&%%;)0%@913 st O&ﬁagﬁiﬁed lﬂakilkg i0dikf i3 4o m%ﬂ ercgbder web
page identifiers are identified in reFelve

(ilgl-gl YEIe\S“ g\fzf;etiqgequ@\,qu\y\% by %eafgeéa(@:y leatign g.}]’/da}t eed?bﬁgwﬂtacngéer%m tas ;2; yst
anal yst 118 asle‘s%o&eﬂn@@hg%r RSV Sthe fulss 188ngRiQUsmiteseri@e. The human
embodiment, these harmless code portions that include information that should,
according to the rules 138, be displayed in the web page preview are included in

unmodified form in the source code for the web page preview. In some embodiments,
however, even code representing seemingly harmless web page features may be replaced
with modified code so as to standardize the web page previews across al web pages. For
example, fonts, headers, colors, and/or the like may all be standardized in one
embodiment of the invention.

As represented by block 408, in some embodiments, the web page preview
application 137 then creates new code to display certain information in a modified way
based on the rules 138. More particularly, in some embodiments, the rules 138 identify
certain tags and/or other code portions that identify potentially harmful source code or
links in the web page’s original source code 176. In some embodiments, the rules 138
provide instructions for new source code to use in the preview in place of the original

potentially harmful code or link so that the preview displays information about the code

_24 .



i ndi vi dual know edge and expertise to anal yze each web page preview. The
human anal yst can use everything from previ ous experience to known

i ndustry standards relating to dangerous schenes, including, but not
limted to, nmalware distribution and phishing schenes. |In another

enbodi ment, analysis of the potentially dangerous website can be fully or
partially automated wherein the anal yst server 120 is configured to
identify dangerous sites based on certain keywords or other
characteristics of the web page preview and/or on other data coll ected

fromthe wghi 88LMEE mbalied hid dafer ARPAFRBLanigi@ln ongrabydinsntofie kelident i fi ed
website can take glljace [

n t: ace in vari ,ous”vva%)s_, a]ildl ne{_e not. be .limted to the
exanpl es didewify thedl ThEy wpage B2 3img g a3 PIPURLY PSP E LTI T ustrating a
process 408038 BELANIaRIfr@m WREvdBaEGRer 150 evirdicdB8ation on decebdahee wi th an
enbodi ment of the invention. In one enbodi ”E”tpw t?e {),rloc[%slﬁ élepcei S
per f or med %:Fl‘j'f'ai“f*?gr%%‘ﬁﬂl@iﬂo‘ﬁ‘fmﬁdﬁlg"g%ﬁ‘é"‘s"é oM Tst PR @GP F gure 3. This
Process i Sgade170R8y RERAd: Rch Retih @ bedupywawuboddsskar cosiatdry a8” but not
limted to the processing devj cg 131 of the @%Blbi cat_itgQwstc%,vdearl 114,
execut i ng elfeARED fs8ge- prEvIeHl COApPFTER WHMA 3P PRESF'epresent ed by bl ock
4ﬁ2’ the \/\ﬁbdggﬁ% tlﬁHl@NLﬁW):ﬂpﬂw.aﬁadegﬁgeiﬁclin/atﬁkgﬁﬁeﬁf\i'fssl?]jz hen gowebgagrode 176 for
the target web page. As represente ock 404, the weh. Rreview
app! i ca? i o?Pdl%sz’??tyﬁ‘éﬂ“l?r“é&%rgé?ce? L\%tae ésﬁr PRES RS E%rgcgrsg’\,\%g% tﬁgﬁﬁa g‘ur ce code
é|76, k” 2‘(’)V65 PR @fs GRS RERL Batveb pigepi@Wwnafpplidatien 1850 pleydy thscadepy esent ed by

oc , In one e

nbodi nent,, the code for the preview i ated by first
i denti fyi ngotpsiatly b ﬁB?“?H@‘E%ﬂ?gﬁa%éﬁg?‘?ﬁwﬂ“ggiw%ﬁﬁw%aﬁévﬁéﬁat inéicate
informatio Bt-ebiawtabgicaw 3¢ (S Reeadhate IRhaulidfobehe dics phgyreeidwil Bhehepr evi ew. | n
one embodiment, this is based on certain previ M/crqgﬁggquﬁhes 138, which
may cont ai fhedericede digplayg HERMaEPAPOYAREMERS BiFaY WREBWA “E0de Char act er
Et rings. geo&.ﬁklba%hvgab{e infaY iREWFaNStam PR KN 0 ert g Buedt, foteha icadén hor ti ons wi | |
e ignored making it ditficult to desi round .the protecti af f or ded
by the previss Cé?g‘fo hecRbiPase WeYew iy '8%@92?;@188%‘%8?"; th(a:té‘?“[} E eﬁg‘%“gegg’ ¥ ®or ot her
code porti QRS bAfBer GeNkyshioed Hay whbe tiieumese W38 &slobeidngtihibe wkiedghe | n one
embodi ment, these harnl ess code ortign% th Hrin0|u9%””g54%?¥&8 t hat
shoul d, adddramdfeyihegligpue inppegltiayihin fig afsglgﬁéﬁxﬁn Phe" web' page previ ew
are incl udeg vidb papyedid i edwfiombwitite thgrayduk epreotenfiongdtdnd megb page

preview. In sone enbodlngp
know from the URL an

(t)rstfae image title what the image likely refers to. The analyst
118 can then use the URL to access the image if he or she needs to do so.

In other embodiments, certain black listed tags or other code portions are simply
not included in the preview at all. In still other embodiments, only white-listed tags or
other code portions are included in the preview.

As represented by block 410, the web page preview application 137 creates code
for the web page preview 178 so that images, files, scripts, and executables are not
downloaded or executed when the web page preview code is executed. As represented
by block 412, the web page preview application 137 then sends the code for the web page
preview to a display device (of the same computer or another computer such as the
analyst server 120) for display to a user, such as an analyst 118.

Figures SA and 5B illustrate views of a first portion and a second portion,
respectively, of a web page preview 178, in accordance with an embodiment of the

invention. As illustrated in Figure SA, in one embodiment of the invention, a window

_25-



however, even code representing seeningly harm ess web page features may be
replaced with nodified code so as to standardi ze the web page previ ews
across al web pages. For exanple, fonts, headers, colors, and/or the like
may all be standardized in one enbodinment of the invention. As represented
by bl ock 408, in sone enbodi nents, the web page preview application 137
then creates new code to display certain information in a nodified way
based on the rules 138. Mre particularly, in some enbodinents, the rules
138 identify certain tags and/or other code portions that identify

pot ent i al | hohaditiskd BAME G- SRR NGNS foui StkGonb (1)} hieb prpbpipeige 'ssction 5 nal  sour ce

code 176. In sone enbodi nents, the d
source codving agsdified Viewen! Hheatabdes: F?lﬁﬁi‘ zéi[fsglf’adte{ﬁ%g%'ro i 5]T"(pna leé%e gzts i ;Flr y e

har nf ul cogg. %tahdt@KS)’SaqlnkbéktctchBilomﬁﬁﬂg @Mstdfs;plmys of astﬁaﬁmhstudemaﬁadbout t he
code -24 or 'link but in a nodif 5 etxgrgg g p one
enbodi ment Wi'He theye8 gageaand (4bee§ﬁ’f”i°1e§° H&C“Pﬁﬁ/g llﬁﬁéb pet‘éﬁsapg = eCOd

pot enti al | yrghar ifeldcul BEEInitdxn@uhr es t he downl oadi ng of an i mage fromthe

web server 150 or another | ocatjon o i
the downl oadi ng BExenRlArY reb B"’rgcdﬁLﬁ%?‘ecﬂ’ﬁt[h %%RF—ZS??B i l%mgt% u;im E:o:j(re]

176 may I NG eHElEn BrolelnRitcSiahkiag websits so as to obtain confidential login mfoﬁnatlon

src="http://ww. abcdefl i acker. coi n/an " Angr. [ >. Thi
line of colempnsyr O fILsEiGP figPrevsy %&b(fﬁégb O{hgtc‘fg\t?\%r mq% lﬁm’t&l&ﬁage fr orr: f he

:Jﬁlé ![' H?p éagym&b@éi@hbﬂ&l@&emgﬁ isdisplyealy Hovean, ivhgeswetr paben and di spl ay
itle "Angry face he user ves y s r the
i mge. Thé‘_"?fg‘i""é@j 1lg gherfhystrpty F’F‘Wm‘f% g&g%‘o‘g?)gﬁ %&ngg ét)%‘tel on 137 to
;ggntl fy th%xssﬁgﬁitﬁcr??e% thaP@t efibdl alebyag&aahsmflulna@epmhsleyafakcomoaledsatém <i ng> tag
may instruc e we previe C 137
new code f&gost]Pf@te\ﬂ/@b‘hE)&‘@@?ﬁ‘%é‘(ﬁ’ Wﬁl'}%%ﬂggém(f%mbog"mm g5 nglg g% :Sscr eate
][ Efeor mat i 0ﬂ}g&%@ﬁlt‘{@éheiiUmQBANK”hh&thMmB:gemprdw|uerw tovilovwdertd thadownl oadi ng
i mage itse Qr ex e in the
sour ce codénagefsdisigdpn ﬁ‘&&jg‘sp‘f“é\?i“éw 3@%1”‘[&72?&%%%{%4 Hﬁé% %\e{gf%ioagﬁl?hat when
execut ed byhiawayraR dwmi@w,n&dmes\pdbqyge @e‘gé\aﬁO{b@m sedhrbatehit veb pavadre vvoul d be
| ocated with the text of th

r Ler
t he box. ﬁymﬁl’(%mmﬁ%}e a g:H}]\é)Hbq!(S?% th'[ j_]i\g to% ‘(\/\hﬂﬂ‘?jj t?(f Wag@%&tch mqggg"]rt&el{l/f le\?v \]/_M7t8h:/\/|n| |
kng)N th ?L ARV B¢, a:ymla@xalyse PIEERAIG ra dowag:&d an dnapaythe mqw nmm thhe URL
ana/ or
© UIRr};ahqteed in the ?mks SCCthI]? 240 %9 analylfsk FlSycaE a ];.oe {idw rthe 011-£n§l 9%['1%£ yst

code 176 for the actual web page in section §50.

In the illustrated embodiment of the web page preview, hyperlinks associated with
fext or images in the actual web page are identified in the web page preview 500 by
underlined text or image titles, such as hyperlinks $04. The URLs associated with these
hyperlinks are listed in the links section 540. Forms, such as the search tool 506 and the
login tool 520 are illustrated in the web page preview 500 but, in one embodiment, are
not functional. URLs associated with these forms are also listed in the links section 540
of the web page preview 500.

While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely
illustrative of, and not restrictive on, the broad invention, and that this invention not be
limited to the specific constructions and arrangements shown and described, since various

other changes, combinations, omissions, modifications and substitutions, in addition to
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118 can then use the URL to access the image if he or she needs to do so.

I n other enbodinents, certain black |listed tags or other code portions are
sinply not included in the preview at all. In still other enbodi nents,
only white-listed tags or other code portions are included in the preview.
As represented by bl ock 410, the web page preview application 137 creates
code for the web page preview 178 so that inmages, files, scripts, and
execut abl es are not downl oaded or executed when the web page previ ew code
is executed. As represented by block 412, the web page preview application
137 then sgadsetihien nﬁ@@%bﬁwpata@&pwbrcmagme amesdsawajmae dtepl ay device (of

t he sanme conputer or another .co Y. 120) for
di spl ay t *PRICEEGANAt KHIOHS P%wmﬁﬁgfvg¢F%#§“3§§‘ P%ge &ﬁ ﬁ%g%§m¥ﬁustrate

vi ews of amﬁbé&hﬁ@@%&hﬁﬂnﬁﬂdmamgam@ﬂﬂe@npdmﬂmpwno%h@m@&ﬁmely, of a web page
preV|em1178 I n accor an I on.

i | | ust r at ebhereior i Fabeg erﬁﬂ"%‘ﬂ%‘ @%gg er?%or?te Ooﬁ‘hefd Wcil?erq\?gﬁg:gg‘% a w ndow 25
500 is di Siﬂl/eﬂMSlﬁjmhpbémgctid&ﬁdftheﬁtlﬂdmIamqieuﬁeaélyfdestrtbaﬁ@t‘auons. (1) web page
previ ew section 510 having a nodified view of the web page; (2) an HTTP
headers section 530 having web page netadata; (3) a |inks section 540
having a |list of the URLs or other links identified wthin the web page;
and (4) a source code section 550 the web page's actual source code 176
but unexecuted and in textual form The exenplary web page illustrated in
Figures 5A and 5B is a phishing web page attenpting to enulate a banking
website so as to obtain confidential login information froma user. As
illustrated in the preview section 510 of Figure 5A, in the illustrated
enbodi ment, text fromthe web page is displayed. However, images have not
been downl oaded. In the illustrated enbodi nent, the text "YOUR HOVE BANK"
in a gray box 502 indicates that the actual web page has an i mage,
probably a fake or copied bank 1logo, |ocated at the top of the web page.
In the illustrated enbodi ment, the title of the image is "YOUR HOVE BANK"
and the URL that would be used to download the inmage is listed in the

| i nks section 540 of Figure 5B as entry 544 in the list of links. In this
way, the anal yst viewi ng the web page preview 500 can see that this web
page is trying to enulate a bank but does not have to downl oad the inmage
whi ch may contain
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mal ware. If the anal yst 118 does desire to downl oad the i nage, the anal yst
118 has the URL listed in the links sections 540. The anal yst 118 can al so
view the original source code 176 for the actual web page in section 550.
In the illustrated enbodi rent of the web page preview, hyperlinks
associated with text or inmages in the actual web page are identified in
the web page preview 500 by wunderlined text or inmage titles, such as
hyperlinks 504. The URLs associated with these hyperlinks are listed in
the Iinks section 540. Forms, such as the search tool 506 and the Ilogin
tool 520 are illustrated in thepwebs pagevpnasi ew 500 but, in one

enbodi nent, are not f nctional. URLsS associated with these forns are al so
listed in the Iinks section 540..0f the web page preview 500. Wile certain
exenpl ary embodi menf*8 HAASFRER" YW cri bed and shown in the acconpanying
drawi ngs, it i feavddeinenterehbndedtharmsudtewiiodivaesrer of @neipE| vy
illustrative of, and pot restrictive o r, [ i apd that this
i nvention ﬁlﬁ}t’”e"ﬁé'e%iol FREP ¥5'° ?‘loé“psu}é’e'{ﬁa? ?bcizet Vg%rf%t"?%%? id%rgﬁgaéng&a?dr%gngenent s
shown and descrihashry éviteeomardiguse cotherulghaergétheregonbi nat i ons, oni ssi ons,

modi fications and substitutions, 1n rion to -26 thaseafky hdth in the
above par agr apHP oG 8" FOULBE .yccilﬁ’(l)esdgggi?inle%g\ ﬁtﬁlff?r%ed AW aappreci ate

that vari omsmfigglepicat i ons and nodifications of the just described

enbodi ments can be configured wthout EtldN\Getf Ja0dn the scope and spirit
of the invention. T‘W@'ly%?%F%?aﬁﬁﬁ?gﬁ#gdegggﬁlﬁ lIclaeirlget 5‘% ‘that, within the scope
of the appended cl aigsthe tvhiepagt ieetificr oml trayetiyerk prteidack eepnvetibd wethan as

specifically described herein. -27 \ |52 | MEDdiPthe veb séer2RRar at us
conprising: a nStWiof '?Cﬁi"gﬁeéﬂ‘ @pégrn%glfe PP Sommini é‘é’t“é"‘ wWth a web server
on a network and reegiarea hpdified tiewwethe seb yae besdpuleest parédlabite web page

code defi ni ng arug g‘P%@%g@S f_n%mgte R e gﬁ]vthé: &)nﬁ)gféggéaﬁébmgw&%g@&d@r e rules

stored therein; co ni'cably co to the network interface
and t he nenory, readiekd foanhe gub etvet.0: recei ve a web page identifier
identifying the web page;

2. The apparatus of claim 1, wherein the network interface is configured to

communicate with the web server via an anonymous web proxy server.

3. The apparatus of claim I, wherein the processor is configured to generate
the modified view of the web page by creating computer-readable web page code that is

based on, but different than, the computer-readable web page code received from the web

server,

4, The apparatus of claim 1, wherein the processor is configured to provide
the modified view of the web page to a display device for display of the modified view to

a user.

5. The apparatus of claim 1, wherein the modified view of the web page does

not include images, scripts, and executables that are in the web page.

6. The apparatus of claim 1, wherein the rules identify particular portions of

the computer-readable web page code and define different computer-readable web page
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use the web page identifier and the network interface to contact the web
server and receive the conputer-readabl e web page code fromthe web server;
and generate a nodified view of the web page based at |east partially on
the rules stored in the nenory device and the conputer-readabl e web page
code received fromthe web server. 2. The apparatus of claim1l, wherein
the network interface is configured to comrunicate with the web server via
an anonynous web proxy server. 3. The apparatus of claim1l, wherein the
processor is configured to generate the nodified view of the web page by
creating ¢ ogp%trggg ac%%@ﬂ%@&ﬁné’@@he@@&ﬁﬁﬁpﬂﬁn&d@@fthie sompAGachdatlc wbipagdi f f er ent

t han, the conputer-rea | e web page code received fromthe web server. 4.
The apparamﬂs of claim1l, wherein the processor is configured to provide
the nodified view of the web page to a display device for display of the
modified viewto a user. 5. The apparatus o@\clain11 wherein the nodified
view of the wel. pag@harmesratupetclimd Hagen Hga SK@@P}@PQHWQHJ “execut abl es

that are 'M Y\ﬁﬁab@@\g@a pale co-ﬁb?elzﬁ&pt%rtl%diﬁﬂa@fof@ih Al ind mbk&dieerilffmblhe rul es
identify particu ortions of the conp uter adahl ‘?%FFQ r%eicode and
p

define di fccemm-r@émw@waug@ﬁdiam@ RAM%‘&@%“ c"?‘ By y

ace at | east

sone of theg i Ldefih&ld BRME | @fir t he conput er-readabl e web page code. 7.
The appara<ﬁ§g§92ﬁ1§1n16,1mﬁ§%§:n the rules identify a portion of the

conput er -readabl e web page code related to the display of an inage and

provide different GRIPIL B Leagiabl, @vh‘é@pl tp@-@ﬁis G@dﬁe {)@‘tldlSSﬂﬁHﬁy an i mage
identifier in the nodified view of th

:¥Vef P& 1 ?1 f? g u?
itsel f. 8. cahpitappdrtie wsb prze cpdsithat are rW'}E B A égr‘)ﬂ e F%i&pe portl ons of

the conpu dahl.e e P agRaeedent Rakha@h related to formatting with
di fferent %%%%ﬁ%%?ﬁggegda 13e meg page code t%at standar di zes the

formatting. 9. The apparatus of claim1l, wherein the nodified view of the
web page corrpré‘ses 'N@Qp[ﬂ%% O'Tr@iraf?fdﬁt\ﬂwerein the modified view of the web page

comprises web page metadata.

10.  The apparatus of claim 1, wherein the modified view of the web page

comprises a list of links included in the web page.

11.  The apparatus of claim 1, wherein the modified view of the web page

comprises a textual view of the computer-readable web page code received from the web

Server,

12.  The apparatus of claim 1, wherein the computer-readable web page code

comprises HyperText Markup Language (HTML).

13.  The apparatus of claim 1, wherein the rules identify HTML tags that

indicate material that is to be displayed in the modified view.

14.  The apparatus of claim 1, wherein the rules identify HTML tags that

indicate material that is not to be displayed in the modified view.
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10. The apparatus of claim 1, wherein the nodified view of the web page
conprises a list of links included in the web page. 11. The apparatus of
claim1l1, wherein the nodified view of the web page conprises a textual

vi ew of the conputer-readabl e web page code received fromthe web server.
12. The apparatus of claim 1, wherein the conputer-readabl e web page code
conpri ses Hyper Text Markup Language (HTM.). 13. The apparatus of claiml.
wherein the rules identify HTM. tags that indicate material that is to be
di splayed in the nodified view 14. The apparatus of claim1, wherein the
rules identify HTMt Lh@kisingndi cate material that is not to be
displayed in the noditied view_ -29 15. A sy;@eq;qonprising: a first
conput er confi gdrsdonprtgepeiured plechhyed PEEHENY % . an application server
configured to rEGeiNAihREVIRBNRMAGA tb dRaLE fik @b higenddntierfionsthe fisonput er ;  and
a proxy server configured to receive the web page identifier fromthe

appl i cati oswmpsErwed , wherein the proxy server is further configured to use
the web page i qyﬂcgréyfslngér &%gtﬁ‘&ﬂb‘%&iv@-ﬁ%ﬂbb pageddntitien fn/vab appdigeioser ver ,
wherein the proXy Server is configured to receive first source code from
the web p#&gaer.server, wherein the application server is configured to
receive the fi fvﬂkre%% 6@x§ Qs by TOMMer AIGIzM0Xyuse Efeweb pagdderbifised on t he
first source code, construct second source code for displaying a nodified
vi ew of t heequaste welyree BAY aWFEIP&$STeEie first computer is configured to
recei ve the Se%@?’ei:?@k‘bﬁﬁ [elals i%ﬂﬁgdﬂ&ﬁo irdce@fitht Splayoddtemmmbdiviebed vi ew of
the web page. 16. The sysyenlof claim 15, wherein the first conputer is
conf i gur edpagg setv&cei ve the first source code and display the first source

code al ong W t h,th&, iRedhfictbn s¥ivevis fnfibhed wabcepagie: first source code from
the proxy server and, based on the first source code, construct second source code for
displaying a modified view of the web page, and
wherein the first computer is configured to receive the second source code and

use it to display the modified view of the web page.

16.  The system of claim 15, wherein the first computer is configured to

receive the first source code and display the first source code along with the modified

view of the web page.

17.  The system of claim 15, wherein the modified view of the web page does

not include scripts, images, or executables.

18.  The system of claim 15, wherein the proxy server comprises an

anonymous web proxy server.

.30 -



17. The system of claim 15, wherein the nodified view of the web page does
not include scripts, imges, or executables. 18. The system of claim 15,
wherein the proxy server conprises an anonynous web proxy server. -30 19.
A met hod conprising: receiving, electronically through a comrunication
interface, a web page identifier identifying a web page; using the web
page identifier and the comrunication interface to contact a web server
and recei ve conputer-readabl e web page code fromthe web server; and using
a processor to generate a nodified view of the web page based at | east
partially on rules stored in a nenory device and the conputer-readabl e web
page code received fromthe web server, wherein the processor is
configured to déner AteethpddPPPEdre vi ews of web pages based at | east
partially onr lx'é:c%@in?,[ QEQnikN1yANIBIDS onfi@micagonaingdrfapapet @ige ideatiiabl e web
page code received fromweb servers. 20. The nethod of claim 19, wherein
usi ng the deBifpagewekieaei fier and the conmunication interface to contact a
web server COMLi58R weBPHMNEG@tENEd Welcbmingicxli interéicy ercoviag aarcbanony nous
web proxy server. 21. The nethod of claim 1 erein usi%g a processor to
gener at e aﬁﬂ@d%ﬂh@@“@@P@ﬁW%ﬁm$H@eW@Bpﬁﬁd@d%éﬂ%FwéﬁgSﬂ'?h%’the processor to

create conput ergf.eadaRleoMeBencR@dPmeat& tihabf thswhiassed bond atiutt di f f er ent

t han, the conputer-readabl e web page co recei ved f.ron b server
22. The mepdivallyen relpsitoredig 2 iwﬁ‘hgﬁ’r"*cﬁéﬁgﬁﬁ?’ﬂﬁﬁ i‘%%ﬁ‘%‘?/i“’g%g{lﬁ%éx\%odi fied view

of the web,page Wint MO Web kdFRGBSherCtht PiSess@nidecRipatd @ipemsatt matifiad e in the
web page. 23. The nethod of claim er,co risi&gm%gﬁdprocessor

19, furth .
usi ng the V@WégfW@bmgﬁéﬁﬂﬁF&kﬁ%P?V%UVﬁfmﬁ%?WF%Wé” " the” conput er - r eadabl e

web page Cgﬁﬁplﬁé?gea‘é?cflé Rey pdit RN ERIVeE aBRUiBKeR&adabl e web page code to
replace at least sone of the identified portions of the conputer-readable

web page code. 24. The nethod of claim 19, further conprising providing web
page netadata g ongpwidethol BeclsTRGof ivRElein g OF webpagsedenphigend the

communication interface fo contact a web server comprises communicating with the web

server via an anonymous web proxy server.

71 The method of claim 19, wherein using a processor to generate a modified
view of the web page comprises using the processor {0 create computer-readable web
page code that is based on, but different than, the computer-readable web page code

received from the web server.,

22 The method of claim 19, further comprising displaying the modified view

of the web page without images, scripts, and executables that are in the web page.

73 The method of claim 19, further comprising the processor using the rules
to identify particular portions of the computer-readable web page code and define
different computer-readable web page code to replace at least some of the identified

portions of the computer-readable web page code.

94 The method of claim 19, further comprising providing web page metadata

along with the modified view of the web page.
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-31 25. The nethod of claim 19, further conprising providing a |ist of
links 1included in the web page along with the nodified view of the web
page. 26. The nethod of claim 19, using the processor to identify HTM. tags
that indicate material that is to be displayed in the nodified view 27.
The nmethod of claim19, using the processor to identify HTM. tags that
indicate material that is not to be displayed in the nodified view -32

25, The method of claim 19, further comprising providing a list of links

included in the web page along with the modified view of the web page.

26.  The method of claim 19, using the processor to identify HTML tags that

indicate material that is to be displayed in the modified view.

27, The method of claim 19, using the processor to identify HTML tags that

indicate material that is not to be displayed in the modified view.
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