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estapliSning a Secure mieraction channel Detween a target cloud terminal and a 201
debugging terminal through an agent service container corresponding to the target
cloud terminal
202
establishing a debugging channel between the target cloud terminal and the debugging
terminal on the basis of the secure interaction channel
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transmitting debugging data between the target cloud terminal and the debugging
terminal based on the debugging channel
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determining parameter data of created containers in an agent service container set
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creating an agent Service container in a server data center where a target cfoud terminal is Tocated
according to the parameter data
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determining an asymmetric key pair corresponding to the agent service container
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sending the private key to a debugging terminal and sending the public key to the agent service
container

\

in response to performing identity authentication on the debugging terminal through the agent service
container based on the asymmetric key pair and determining that multiple cloud terminals
corresponding to the agent service container include the target cloud terminal, determining whether a
cloud terminal whitelist corresponding to a target object to which the debugging terminal belongs

includes the target cloud terminal
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In response to determining that the multiple cloud terminals include the target cloud terminal,

establishing a secure interaction channel between the target cloud terminal and the debugging

terminal through the agent service container according to a network port corresponding to the
agent service container
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establishing a debugging channel between the target cloud terminal and the debugging terminal on the
basis of the secure interaction channel
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encrypting debugging data transmitted between the target cloud terminal and the debugging terminal
through a symmetric key corresponding to the agent service container to obtain encrypted data
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transmitting the encrypted data between the target cloud terminal and the debugging terminal based
on the debugging channel
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