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1 ) PROCEDURE AND SYSTEM FOR RELIABLE AND SAFE

| DENTI FI CATI ON OF A CONTRACTI NG PARTY ' FI ELD. OF THEPH(?,\‘[ 41@\1 5
The present MYRIB#Bn relates to a procedure  as define

preanble of claiml and to a system ;1 as defined in the preanble of
claim?7 for reliable and . safe identification of a contracting party

16 {Fony o by USRI S Bopy clReril o r otm o ReRER SR P, [ "

BACKGROUND . OF THEENTQVHIGRTORN OF A CONTRACTING PARTIHhe nmking of certain

agreenents bet ween 15 two juridical persons, it is necessary to
ascertain the identity of the contracting parties. In real es-
tate deal s, of {EXYRLDnIQF THE INVENTIRN agreenents re- quiring

aut hentication by a notary, the parties are i dentified by a notary

public, not&y or other Thet poesent 20vensich peglsdres For & hpsgeaduries
generaltly necesa?@fd/em{eta in thel b2 eﬁ%i%%f'@ganﬂ?af'a?gie?&% %@ sé}é%l denaneousl y
presen e -

Pl fred by the 158 (tinpd 3% Bbb nResmhin J Giodnof Eng 2ol fanls, 80 5
~either the contsafid i iderparfiicesibaveft @ gonkrgeting Faaty aimotaripushensel ves
or a notary Wséoﬂﬁx%létst h&eeRs, offers.,'f&ﬁ&t aggwafé ifdd) &PheraSE,

confirm ng 3N 8 nt method is dif andtlrre
consum_ng. elc: ?;tmn by 3 H°5F%§ra9\%r’cfé °t§’er’r'ot°8’r'?§?%°n‘k’cﬂ Bdi51 i ¢ or

a correéspondi ngedtimsts - -onary verifies that the con- 30 tractl ng party
really is . the person he/she purports to be and in whose nane he/ she
is signing the Eﬂff‘(ﬁ{% ]m:.t—:-ﬂr.ﬁ LS no known identification nethod
based on an eleC rgﬁigms:i']g:;na UrgNsHowever identifyi ng a person on
the basis of an electronic I p@F 3 1si der abl y
easi er because in this c&gise % l?;rgg s Sl né-'t ur%eetg%u d be sent

over a tel & omiHR ciuridical persons, it is necessary o ascertain
the identity of the contracting parties. In real es-
tate . deals, offers and various other agreements re-
quiring authentication by a notary, the parties are
_:Ldent:.fled by a notary publ:l.c, notary or other author-

20 ised person. For this, it is generally necessary for
the contract:t.ng parties to be simultaneously present

at a meeting with a third person in ‘order to be iden-
tified by the latter. This involves practical problems
because either the contracting parties have to go e.g.

25 to a notary themselves or a notary must visit the con-
tracting parties. In any case, confirming an agreement

by this method is difficult and time consuming.

In other words, a nbtariate, notary public or'

a corresponding functionary verifies that the con-

30 tracting party really is the person he/she purports to
be and in whose name he/she is signing the agreement.
There is no known identification method based on an
electronic signatu:e. However, identifying a person on
_ the basis of an electronic 'sigriature would make things
35 considerably ‘easier because - in this case the elec-
tronic signature could be sent over a telecommunica-
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2 tion network to a notariate, a notary public or a re-

i able thi rdveart% for verification. BRI EF DESCRI PTI ON OF

| NVENTI ON The object of the present invenfFHR? ?’%”2?8
elimnate or at least to significant I.% reduce the . problens
descri bed above. A specific object of the present invention

S to disclose a new type of method and procedure for re- 10

| i abl e and saf etiganngtverk i vh dfnar@niesesi g neapryepublid wnt lerreobj ect of

the invention i ;igglgiggiﬁ@a&t%, for veSsdSicpibar reliably and acceptably
i

I npl enenting the . identification of contracting parties as

sti pul ated by | aw by nmaking use of a tel ecomunication network.

15 BFGFFtH%S%PﬁéGP SOB NS CRENITON of the i n- vent j on,
reference is_nmade to the c I n the procedure of the
i nvention for reli- The 8:133%°'hn8fsaf'f}t§ i BERESHE cARVER-IAR cdfit t&tti ng
parties eliminate| exonaunileastontaetsigni fitaetlel eedoveniuiat i on

20 network usegd BBYehE dedBiibkq gggg@m cation network, - public

t el ephone network, data networl% P tlon of these.
Correspondi ngly, the teriiFRAGS! &§e8b3ﬁ°t of ‘the ﬁE‘eEFBEeHﬁY%nW B¢ any
term nal devi cesocdipalodd & new typei b néehdd|acbmuobedaté ofomatesor k.

25 10 AC?EQ&Q!.anﬁ@ i 'l'a\éﬁEEE?Eatfoﬁ'6§tccﬁﬁ'}taﬁggﬁg rties, | N9 | _
party is_.aut hen%’B te ans - J‘ﬁ*n

aut henfTcation ﬁﬁé: cﬁ[%ﬁcghé%f u %glﬁﬁﬁntmn is ket KH#clPAR @ssenti al
poi nt is- that tBEsaemhémrl cxtliebly and acceptgilgneimgienentdngf ahety with

the standards- a@EEMtz.flca?ﬁorJ '6& EQnEf@GEir@'ﬁéﬁ:‘:.QQaTaHr Stiptided
aut henti cati.on, verification reguest sent toareﬁlalethlrd

party fo?a\'fe?YfT?:)%\‘ﬁ%HSSW he & g ea Y’h‘énfr’ﬁ:é’f’rl‘on-
tracting pat?y. The veri&s ckod ¢her égabvstes sclpmeicteaidbyic of thesem- via the

first termnal, vuhiebn| Sréetndseds fide to3enbhe1auhdient i cation. Finally,

Lhe i dent iy of "the TTTs} "o, BRIALY o PO T IRELALA seoond party by

able and safe identification of contracting parties
via a telecommunication network, the telecommunication
20 network used may be a mobile ' communication network,
public telephone network, ‘data network or a combina-
" tion of these. Correspondingly, the terminals used in
the procedure may be any terminal devices compatible

~ with the telecommunication network. | ‘
25 | According to the invention, a first contract-
' ing party is authenticated by means of a first termi-
_ nal. The authentication may be accomplished using any
method. The essential point is that the authentication
is implemented in conformity with the standards apply-
30 ing to electronic s:.gnature After authentication, a
_ver:.flcat:.on request is sent to a reliable third party
for verification of the 1dent1ty of the first con-
tracting party. The verification request is preferably
sent via the first terminal which is also used for
35 the authentication. F::.nally, the identity of the first
party is confirmed for a second party by sending the
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3 “second party an identification nessage g| ven by the reliable
third party. The invention makes it possible tg-jnpd,aRIENt

a service co?”roe?ﬁ%ﬁl ng to a notarial serviceina 5 flexible and

advant ageous nmanner. Moreover, the invention allows easy

I ntroduc- tion of- electronic signature in conjunction with the use
of nobile tel ephones. and other suitable term nal devi ces, Thiis nakes it
possi bl e to useSeFRshi PRrER| 80 £9enphbHEAHOHNMEFRATUNBHT D b}faﬁ?@nt as a
credit card or reliaQi thiedtparty. . The second party, e. g |n t he
case of a real esta d d e s

first party. The secondtrﬁgrt%llwarﬂ:§ %oﬁg%%%entl g? e%ﬁb Q{% J\A%Ians of

second terninal® PBRELES, cPF”GéB‘?‘F%H}% tepa notapidlc a%%%"’lt‘??e SJécénd party
may use thesflrslemlteyaad advantadedud manaer{or his/ her own

i d I fi lon. In thi
Lo pcation. In Th Sy FTER & ﬁé]el &%gggﬁgﬁixwgsgﬁi seconé" party 20

subscription . or ot her oF frat 1 on 1 n
in conjunction &#Hh ‘P%ee?-?‘F"s]t'orFé? nﬁ#ﬁ}atuﬁﬁotlﬁ’erc%ﬁé’é’i‘:tmn waithi e s to
est abl i sh separuge GBFMbbﬁleDOtéléplwn'es and Vot Wit dien tedmie@ll pnent

for subscriber JRMdd msg oSREL0R: POLEIbIS b 1A S AL st racting

partles for giving an €lec ron| c si gnat ure and
i dent i fi catlifon Bjiorh@SH@Redngaruyent of Paymentr £R & Predi rearde®odi nent
‘the second. con-equivallenttl.i ng_party is identified after the second party

has recei ved an identif lr‘ﬁ%t 8?’8 ?P%ﬂl}f |§a# | ciq,’t MBS case %geat conger ni ng

the first contracting party. he "second y 1§ usel ess
unl ess the firststafq ydeal, cif b‘éiefnéllif&BFly Weﬁwf.séae way as” the To
al l ow the contreidst @ditycomrher se@dotdibdty is aldenbuthemiiditedtyi ri es

regar ding Wie UL O Dfecond wSHiLPY A0deTLACE ddiughil T Gati on

request is save veri1i cat ase. ‘Thi's ver| icati on dat abase
may be a dat aba3ANSHARAS R FEFOBY RAFEY | BBY cUffurtRe 11'5%1}?%"%(3 Sa public
authority. The firsy dexmigadstopnhis/her own identification. In this - _

case, the second party uses his/her own subscription
or -other information individualising the ~second party

20 in conjunction with the first terminal. Another possi-
bility is to establish separate service points pro-
- vided with terminal equipment for subscriber identifi-
cation, which is utilised by both contracting parties
for giving an electronic sample signature and for
25" identification of the other party.

In a preferred embodiment, the second con-
tract:.ng party is identified after the second party
has received an identification and verification mes-
sage concerning the first contracting party. Identify-

30 ing the second party is useless unless the first party .
can be reliably identified.

To allow the contract to be confirmed and the
identification inquiries regarding the parties to be
verified and traced, the verification request is saved

35 to a verification database. This verification database
may be a database server managed by a reliable party,
such as a public authority. The record in question
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4 _ preferably contains information indicating the party ' who
sent the verification request, the party to whom the verification
and identifi W44 hessage is sent, the matter or cdfit égc?zoh%g whi ch
the verification is 5 related and the point of time of the event. The
sanme ' information is preferably cofiprised in the verifica-

tion requests sent by the first and second contracting .- parties.

The system of tpwefienedilyi arorftainselirdoraaandn indiflcashie tHenpaktgati on of
contracting parjl£SgSHTPLy ‘e . tel ni caki. t wor d a

term nal devi ce‘%:cgn? ] :{ﬁééﬁ%%f%cfat%oh I%%gggghpgtﬁlébggrgftﬁgl Itélhg he

“tel ecommuni - the vemififprtienrnwenéd nidentd fdcabier nBesercof ia #8BEl e comu-
ni cati on net worthendattér| ephesatneéswts ahdchhehkererifitieish nak devi ce
may be a nohi | &R0 e C - i lLen rk may al so
be a data ngt vvcejzfileal I n %%lﬁchtm ptogh@cg’s@gl&tlﬁg toéfr n%h%a%@%é\gi'cgﬁ%\ggﬁrrn%ferabl y a
conputer or  informatden; disninrafexahpXt OSFRTHFER LRe that ¥ordEW6RK. Ac-
~cording to the tisrentdaquestsheeny hermlmofiristeandesscond cHhtraennagted to a

first termnal far authentication of a - first contracting party. The
system al so corfpri ses a reliabl e database apparatus or a
corresponding appli-  The sygtemnofckherinventjancforhaetdpbliecarton

‘request of 10 safd higlehtigticaoidn ast idipactYng Sp&etiles Hompregeyes or 25
Tl Lante and |kl AEIA AR Bnd "L LeBRLMLL device, BOFT ik 1o the.
t el econmuni cat iMIFERE B& it and compafible Vieh ofer dheorkelepemmyni abase or
server in catrjiors neawopk ehaey il \a corbinaesonbsh s fibigendbmgua 30
Ty o iy Btk af 3 gl AR, g e BEL! 0L 10
Cor r esponditigl y'iiale d8ydLenPRANPH e ik 1o telephone (dhhe foplagamperify t he
second contr actiiuptiant yeswork bay | albsd ibey 4 ddatahendtwosk, COAt WACERNG party.
by 0%t oront ST oE A RO At Gobul UL 0
.other terminal compatible with  the data network. Ac-
' . cording to the invention, the system comprises means
20 connected to a fifst terminal for authentication of a
first contracting party. The system also comprises a
reliable database apparatus or a corresponding appli-
cation server, to which the verification request of
the first- contracting party is sent. This server or
25 database may be under the management of a third party
known to be reliable, and it may be connected e.g. via
a data-secure link to the telecommunication network
used for the operations. The database or server in
question preferably coinprises' means for sending a
30 wverification and identificati_on' message to the second
contracting party on the basis of identification by
the reliable third party.
Correspondingly, the system can be used to
identify and verify the second contfacting party's
' 3_:5 ‘identity for the first contracting party. It is also
possible for each contracting party to be identified
by a different reliable third party. This may be pos-
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sible in cases where the contracting parties are citi- zens of
different countries or otherw se have estab- - | i shed t hgit/rioosmoz0s
identificati SYP®®¥2with different third = parties. 5 °

t he advantages of the systemof the in- .vention, reference is nmade to
"t he advant ages of the procedure of the invention. In a
preferred enbodi nent of the present in- .- vention, the system conprises

a verification dibkbabre cappssuhere tbaneerienqtdngnPREERES | #EQL ¢ R Uat abase
Sﬁrver _O]f a r‘?'_Eéﬂéethhﬁﬂfgﬁéﬁﬁ/; ?bﬂnﬁﬂés C@@eouaefvﬁi@y duasmd bestahb- cerning
the verification, reguest and. yerifi.cation ca . .saved by the
~identification gé?ké%gsihes‘érr vlégerftd'félc-a%lon' 4 g?v ‘é’%(tékrlﬁ ﬁlaff%ﬂe%tndt JF‘.fadci ng at a
later time. 15parties. In the following, the invention will be desc-

ribed by thesaid of a fe esarpeesdPintiged s eheedystem SFbOKE MM s Wi th
reference to the attached gravm ng. . Wnﬁreltn %‘,(f‘)rgfl%Rl EF SIZ()}(IFE'SE':I&gPTI ON OF
THE DRAWNGS  veRntion, Telfergnce’)is made . hPs they, 848y tenrecor d-

ing to the prespnoceédwentdfofheapngvention. . - Fig. 2 presents a block
di agram representing In & ERN lemBbal REn P OF CElbE eppdsdrte ixwventi on.
25 DETAI LED DESCRI PTI ON

IiE DRAW NGS  Ficat] T\r)\g ig/litem

presented in Fi YR RS BYEEem  COMRIISES R VEFALF GREHRR wWirk3R35§ i ch i n
this exanpl®0i sserver acommiteal itth af idensiiifiicatéprphiababars weekveand t he
30 public, tel eahg?eraﬂm@-tﬂi&dagakewnmtmssxéabem hNrecord &dnves the
use of “Two termnals TE&h TEZ2 J.O%/\T{ﬁl h are nmobi,l e st tlotns and connect ed
to a nobile confiihftad the Ve Fe@RFENAPR LY ERRTF TR 19T Frfbl i c
t el ephone het wevkd Py Ncha hédemtii fisadiign dasabage ceisVest et alth 35
the current 'GSNhé%aéﬂéﬂfhaél% afd tSa@iNg QIS af at &P time. Skilled person,
other appl If§b| e mobile Isr;[ %Hxleor}%ligaing, the invention will be desc-

ribed by the aid of a few examples of its preferred

embodiments with reference to the attached drawing,

wherein

20 BRIEF DESCRIPTION OF THE DRAWINGS

' Fig. 1 represents a prefei‘red system accord-
ing to the present invention; and
Fig. 2 pre'serité a block diagram representing
- an embodiment of the procedure of the invention.
25 ' o - . : '
*  DETAILED DESCRIPTION THE DRAWINGS
The system presented in Fig. 1 comprises a
telecommnication network 1, which in thies example is
a combination of a mobile .telepljlone network and the
30 "public telephoné network. In addition, the éystem in-
volves the use of 'tmlrc; tem:_i.n_als'TEl, TE2, which are .
mobile stations and connected to a mobile communica-
“tion network GSM and further to the public telephone
network PSTN. The mobile stations are consistent with
35 the current GSM standard, but, as is obvious to the
skilled person, other applicabie mobile stations can
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6 al so be used. Furthernore, connected to the tel econmu-

nication network .1 is an identification and verifica- : t] Iy St em
TTP of a rel WbPE%Rird party. This iden- tificati o'fFTélH%P
verification systemconprises a first 5 verification server TTPL and a
second verification server TTP2.8These servers are connected via a
.sui t- able link to the tel econmuni cati on network, over which

"t hey conmuni- cat.ﬂs&itﬂe tUsed. eFarnhtsmchts],, cEibdechbdebe the telecosmu-t he

verification seryens chTRLAALTIPY o250 G0Rnc1 i cdbiod SGiP A chent ra

st or age server e verlficall og Servers é@/{l: recor ds
concerning the-ion SYSt%rm’fP Ot PoredAaPT BehPiFE AT T or’r?ef’ﬁey have
car- rieffiudtion and verificatiohlewysteefl eompnjses & Firdt a
preferred e'? v%r:#riﬁal?:qg Menl Ry t&'@PPr%ﬁjuée sgefcotnlae YEVENHdR oW | | be

de-- exanp first a second_con-,
tracting party BRI TRE -a T}t%ﬂe vﬁﬁ%’ﬁrﬁe@fer é'é’né‘@FFe via a sifEstion of
the identity ofaple mmwtthegcaaetaamrmcatmn networiot aswerpsfblich. I n the

procedure of ”\.ﬁhéyvssrkmcatem Aty 2 (GO0 Al | AaalERS 17t

aut henti cat ed us- ect roni c si 8nat ur e ch may
consi st of ver, ethe gerifiasden ﬁe&"’ﬁﬁﬁl TEPdt #0foTTPFHATP) N°€ode must
be enter ed Mmheméddseddy |£ sdmddadn sIEiage setvemtETR3, to whichhehefore,

upon 1 ecelyi ng Jd% ANAe, PLEess: recofls PLbfcdiilsOn (Bg! onging

to a sUDsCriber can ec roni c signatlre nessage to an
addr ess sel ect efepification apgeidemisiliqationaarhatns ceienhave C8present ed
by bl ock riéd .oddext, the first contracting party sends a ver|f|-

cation request to a verificat r[]%g %Mgr 5T blgcka pre:fgrrgg

verification server recerveé |ber est an checks
the validi t3 of bedignente afy (;Iquecpgpﬁedure of tl"r"'i'atlﬁf’én%’d‘b‘bl"f’é‘& B¢ dfe
subscri ber . by csxfﬁpﬂwedlg it vhid example, i &4sfowsti ahdr antseapndbaovn-t he

subscri bef &kab ng party ta\é@e gkgﬁ%ver abLeal hPéhSPé%ﬁTre%' sQyers the

sub- hat t icatio
was suc’CessfuI +‘Ea"s’é?¥ﬁs°far?hiedéﬁFPH@ét?%r‘F}%?n(fF%FFFFmQ Partles i on
rressage to t'he senotdrgopubatti ngnpahiey gmocedure of the invention,

20 the first contracting party is first authenticated us-
ing his/her electronic signature, which may consist of
e.g. a PIN code in a mobile station. The PIN code must
be entered when the mobile station TEl is activated.
Therefore, upon receiving the correct PIN code, a mo-

25 bile station belonging to a subscriber can send an

" electronic signature message to an address selected by
the subscriber. Authentication is répresented by block
21. Next, the first contracting party sends a verifi-
‘cation request to a verification server TTPl, block

30 22. The verification server receives the subscriber's
request and checks the validity of the electronic sig-
nature supplied by the subscriber by comparing it with

- its own information about the subscriber, block 23.
When the wverification server discovers the .sub-

35 scriber's identity and finds that the identification
was successful, it sends an identification and verifi-
cation message to the second contracting party to a
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7 subscri ber nunber or term nal device indicated by the first
contracting p.lgg,téﬁ,dz& hi s/ her verification re- . . quest nesmlggjoﬁzoﬁt S
detected in block 23 that the subscriber's electronic signature is
wrong or the sub- 5 scriber is not identified, the procedure goes on to

bl ock 24 and the identification process is ended. Af- ter the
verification and identification nessage, bl ock 25, has been sent to the

other party, a FebsFaibertpanber oXchpIMinddt 47isgedndisasadelyt 5h@ storage
dat abase 10 gTEQrsb:c htZacting padtge id h_his$1]?én0nd'ee§)ﬂi.'di£i€idrngrepart%/_ has
re- - ceive LI Lon €; J ' .t r C racting
party, a verifi fg‘lggn{_nerg%% %Urgf%‘? .J'eés?‘g%‘iééeédolljns%ﬁﬁékt 2% itgéelﬁt ?O’?%/ of the
second contract isnassmgyriss electyionice §igPREUYS B RT Shet jubs
authenticated, scribBer QepGivtheiddiaiTaRds aRONfiddetiuren Juus chﬁlﬁbcat i on
request to his/her reli;able third. party. in thi .. X e,to
verification serbggf:ﬁ\'?/%ﬁZ?ngl g‘%ﬁ 'ia?‘nﬂfég fatylo_n {i’erﬂgﬁg(s:a For?ngg-rBVe%ETTPZ -
verifies the i désri teoverhbicarion e identibteatriprpaaspagsl obkooB, and i f
the iden- tioy hasfBeefl benbecsi ghd , othean pardydent lﬂeb@iila:c 68 HRE- _
sage is sent to.the fi cont | ng_part ocC . the

i dentification &Pesﬁékééé%}l%pc%ﬁ%’%cgfnggatﬁ%rdt 3"'0 § %§°5F%%k %aggls?s, t hen
t he procedut® g@&&3enbieck|2kk 25 29 and the identification process is
ended. After the _, idephddi e OSedBiabagenbischir) pabtyt hdderbir st gon-
tracting party, a.regord congerning the.identific t L on of the secon
party i s added 6HRE & o?%%feuaréatté%é’se?.f ,gﬁepllégﬁlgéby I?(;t htlb%r %I"Egéhave now
been reliably i ¢ontracging fpaxty.arfd uesifigakrier spracedureo fordesbabt t he

fact. dl n adgiifshg?g gher elfae?;&iﬁbe o%t Qwesét?habm&&c't:ﬂfxgr BRrty tion
regarding t I dent i f L cat.ion.of t arties.,an . gener.a als
i nf or mat i ongrgegalrsdisr?ﬁ‘rf%ﬁé' e?f%ﬁ?% oghg s"\a/\ﬁ?%% REEY, dlesﬁtaﬁetlh(:eé’tt?i&ﬁlzfzg' rel at ed.

This nmakes it 3%hepeunen| keshe crende angoaddécretion tand ivemifiicptdent he
parties at a | atetubbberoahisihe® bemageeibbBlé thatdiparty, in this
example to verification server TTP2, block 27. Next,
verification server TTP2 verifies the identity of the
20 second contracting party, block 28, and if the iden-
- tity is found to be right, then an identification mes-
sage is sent to the first contracting party, block 29.
If the identification of the second contracting party
in block 28 fails, then the procedure goes on to block
25 29 and the identification process is ended. After the
identification message has been sent to the first con-
tracting party, a record concerning the identification
of the second party is added to the storage database,
block 30. Both parties have now been reliably identi-
30 fied, and both parties are informed about the fact. In
addition, stored in the storage database is informa-
tion'regarding_thé identification of the parties and
generally also information regarding the event to
which the identification is related. This makes it
35 possible to verify and ascertain the identity of the
parties at a later time, and also to ascertain that it
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-8 has been verified in conj unction w-th the signing of t he deed.
The invention is-not restricted to the enbodi- ments de f"’% fgove,
but many var ("R P88%2are possi- 5 ble within the scope of prs‘;i{ec lon-of the
cl ai ns. 9 CLAIMS 1. Procedure
for reliable and safe identifica- tion o contracting parties via. a

t el econmuni cati on network, the nethod conprising the steps of: o a
first contractimgs n@ééry vériildaentn crgdny isRanstRf thef BEghihgr 6ENal ;

a verification requ |s sent to a third party far verification of the
‘identity of thek? COntractlng party by neans of the first termnal;

a confirmation of the THeninveniifon He miotsresbnietrd itey ther eybpdisent to a

~second party onpddies Q?e‘sc?:'z.%e@f abQ@Qt'Bﬁt‘}%ﬁ?ﬁ @a&:{ta&qohal &d‘ep?bb}éa.-

characterised I hat he had co Si ng# t he
second cont rsactl?ineg aﬁ?‘?ﬁeentq 83’8 ‘E%hd term nal ;

a verification request is sent toathird party for verlflcatlon of the
identity of the second contracting party by neans of the second term nal;
and a confirmation of the identity of the second contracting party
is'sent to the first contracting party on the basis of identification by

the third party. 2. Procedure as defined inclaiml, c¢har -



acter i s.edinthat a procedure for identification of the second
party is started after the second party has received the confirmation of

t he |dent|ty“;2)f99;4 first party. 3. Pr.ocedure as defdpasbsdososc! ai m 1
or 2, charadac erisedin that, after a confirmation meEssage

regarding the identity of a contracting party haslﬂmmﬂ rd S
witten to a verification database. 4 4. Pr I ﬁm,“ml"mﬁ i n any
one of claims 1.3, characterised inthaf the Verifi*cation

request sent by ntracting party to.a third party contains information

i ndi cating the party to V\/ngmthg | deptificatian rresasagaefls§%r%t, t he rratter
_ roce I‘ERbEf)egE%'le e “ide £i-

or contract
18.10. 1999 ‘cation of contracting pertieswiizhat heleeeimunsiaatdeni s

rel ated and the,Qiddk,Of cth %Eer ct@% i‘ef 'sfé (aatiﬁ)ﬂ:hat 5. Procedure as
defined in any one of cIa in. that the

record witfen to the vér FFFEEtF%ﬂtﬁ%ﬁ%@arﬁ% t’:ﬁ ?‘éth?fhstrfagfg §%9Ya |
reliabl e third nemrtsy ofcenfarss termimadt:i on i ndicating the party to whomthe

verification nessage hag Qe@fiﬁ@gttaohha:é@jgser pg geﬁﬁr@,t £0 edikgh the
verification is related and t ont % Eifi‘ 8 t}\%?' ?“ﬁat

6. System for rRATRDI E>AnY"EY ’ec f oA%8P o0t P cf: Ed‘grs%-’l es in a
t el ecomuni cat i contEcdnk panpy i by ngaaalmﬁl FbECi)m’ﬁmlt@a!ﬂilBﬁlneQ%r k, a

public tel gghone or data reﬂanm&-kaaemgnabfl st 1@@ﬁt§.@f”bﬂa|th@_e'f1\ﬁs‘ée (TEl),
character semconB neans for

aut henftTcati on ‘Eﬁﬁ%afsqtﬁgg Bﬁﬁ{"}’aﬁ s?’?‘Fg Sar pecond part}é Ferbh8 E&fi on
dat abase (TTPl3ismufclidentifhcatipm by thet bhidd ppenty .and by means of which

the iden- tity of the fifSbreeedhAeld@eFabb i Qi 160; AN r -
‘acterised in that
15 " the second contrac;ing party is authenticated
' by means of a second terminal P
a verification request is sent to a third

party for verification of the identity of the second
contracting party by means of the second términal; and
20 ' a confirmation of the identity of the second
contracting party is .sent to the first contracting
party on the basis of identification by the thixd.
party.
_ 3. Procedure as defined in claim 1, char-
25 acterised in that a procedure for identification
" of the second party is started after the second party
has received the confirmation of the identity of the
first party. ' _
_ 4, Procedure as defined in any one of claims
30 1 -3, characterised in that, after a con-
firmation message regarding the identity of a con-
tracting party has been sent, a record is written to a
verification database.
' 5. Procedure as defined in any one of claims
35 1 - 4, 'characterised in that the verifica-
' tion request sent by a contracting party to a third
party contains information indicating the party to
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t hat the verifi u uﬂ m nprises means for sending a
verification nessage to1m IEM “m mmnfl ng party on thg ?QSl s of .I e
identificati the-thi'rdC®patty" s = 7. System as de 464 aim 6,
c har ac -%%X‘?u? s edin that the system conprises a's'lecor_%id/d_azog _
verification database (TTP2) managed by the third party for verification of .
the identity of the second con- tracting party. 8. System as
defined in claim 6 or 7, char-acter i sedinthat the system
conprises a storhoge tdet ddesbif{Ig@3)on weisshges igoaemtt ethd matitexf brst and
second verificaldfradat aRaseIchTERE: vEFPR cdOidiecal we ekl iagat kpR records

: : - e
2%@6\2:3(: gH:ESEngoai%%d o} t?mg e(l) atqjxee \}egli%g.cggg.o .

18. 10. 1999 i 6. Procedure asildefined in arg. cPestofmcdsidefined in

any one of @aifs.65, 8 EHadkh @tCelr§ & ddS 9nd drad Nghe t HR LIRSt and
second verification databases ‘$TT,F%1, TTP2) .are nanaged, bﬁ' areliable third
party. written to the verification’ database, “which is wman-

aged by a reliable third party, contains information
indicating the party to whom the verification message
has been sent, the matter or contract to which the
10 verification is related and the point of time of the
—_— verjification. ' _ '
7. System ‘for reliable and safe identifica-
‘tion of contracting parties in a telecommunication
network comprising a mobile communication network, a
15 public telephone or data network and at least one ter-
minal device (TEl), characterised in that the
'~ system comprises
| means for authentication of a first contract-
. ing party; . |
20 a verification database (TTP1) which is man-
aged by a third party and by means of which the iden-
tity of the first contracting party is verified; and.
that _ _
the verification database comprises means for -
25 sending a verification message to a second contracting
party on the basis of identification by the third
party. |
8. System as defined in claim 7, char-
acterised in that the system comprises'_ a second
30 verification database (TTP2) managed by the third
party for verification of the identity of the second
contracting party. o
9. B8ystem as defined in claim 7 or 8,
. characterised in that the systetﬁ comprises a
35 storage database (TTP3), which is connected to the
first and second verification databases (TTP1, TTP2)
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to receive verification . records and which is managed
by a reliable third party. .
10. System as defined in any one of claims 7
- 9,' characterised in that the first and
5 second verification databases (TTPl, TTP2) are managed
by a reliable third party.
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