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13/ 04/ 2006 1 DESCRI PTI ON ROAM NG CONNECTI ON METHOD AND
APPARATUS I N GLOBAL NETWORK 5 FI ELD OF THE | NVENTI ON

The present invention relates to packet transm ssion 13/04/2006

in internetworking of packet-sw tched data
comuni cati ons networ k. BACKGROUND ART 10 Today's
Internet has evolved to a stagelwhere a | ot of data
comuni cati ons networks surround on the periphery of
the system of fixed network nodes, form ng a gl oba
net wor k. Theseperi pheral DPE3WOIRBIG@¥e properly known
as edge networks, whereas the system of fixed network
nodes surrounded with the edge networks is known 15 as
"core." Wth the energence and enhancenent of w reless
t e cHAN B SONNEERION dFe Hidt BTk ARBARAMIFE BhGIARAL NETWORK
popul arly wused for wreless solutions, formng a
speci al edge network called as a nobile network, or a
network in notion (refer to Non-Patent Docunent 1, 2,
3FTEAR 9F. TBB AVENTION a diagramillustrating one
exanpl e of a global network described above. On the
per i phefle giresasyfstiemeitR agl gwd R tesopr PechgtCransmission in
(Correspondi ng Node), ARl (Access Router 1), AR2, and
HAP L e Forevaigeng of navkat vonsichad dats xetmuetiwetii ons network.
nodes, there are a hone network for MNO (Mobil e Node
0), which is an 25 edge network, and nobile networks
(the hone network and a foreign network of MR1)
P8tind it. Essentially, a nobile network is
a type of network in which 13/04/2006 2 the network as
a whol sangelkntesnpbias evoaveddimemtage vhere a lot of data

communications networks surround on the periphery of the system
of fixed networknodes, formingaglobél network. Theseperipheral
networks are properly known as edge networks, whereas the system
of fixed network nodes sur_founded with the edge networks is known
as “core.” With the emergence and enhancement of wireless
technologies, these edge networks are more and more popularly
used forwireless solutions, forminga special edgenetwork called
as a mobile network, or a network in motion (refer to Non-Patent
Document 1, 2, 3, and 4).

FIG. 1 is a diagram illustrating one example of a global
network described above. On the periphery of a system (7IP cloud)
comprising CN (Corresponding Node), AR1 (Access Router 1), AR2,
and HA1 (Home Agent 1) which constitute fixed network nodes,
there are a home network for MNO (Mobile Node 0), which is an
edge network, and mdbile networks (the home network and a foreign
network of MR1} developed around it.

Ess_entirally, amobile network is a type of network in which
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Internet, and which normally necessitates a nobile
router (a router which connects a nobile network to

the Internet: denoted as MRL in the figure) in the 13/04/2006

nobi | e network which changes its 5 point of attachnent

to the Internet between different access routers ARL

and AR2 (practically, such acce8s router thensel ves

may be nobile). Exanples of a nobile network include a
network connected to_general public (known as a
PdrSoR&TVRIEa2Re B WHRR 1S oPhIREGS bES PN 1f méthasiient to the
deployed in a vehicle such as an 10 autonobile, train,

v rhednd 38 WPdFh. npaTa ldys §ecesRdfeites syspbilsushuter (a
as an aircraft, train, bus, and so on, it is possible

- f SPUER Tt A Sandesit s 8 Prloil edatiwask Fentlke dnisumedd denoted

Interpnet, access capabilities to passengers, nmaking _
t REMTFar +hetiposs M@ i tdY sphide nedvwerkavwhaghophanges its
Personal Digital Assistant (PDA), 15 or a car phone

fBPIHEcggs?gEaFBmﬁnFeﬁﬁtEhﬁOEF?eEB@h baBveedudl ffabaet access

in such a nobile network (MNOin FIG 1) is normally
CBHHE%{: 2R gng AfentPrrciisaddrusserhacansts reutsitdhenselves

NRl%, and does not change _its pojnt of attachnent
wheh 54 EOF?éﬁﬁﬁr-kE?émPﬁeﬁo?fo%;mokﬂrﬂsq BedvioR& Appilide a network
rout er changes i.ts paoint of attachment 20 in such
e S (RS HoPHbTi Cad TROWRORS AobREsomRb Ares Netuork
pre i nvention describes_a solution proposed to
atfd 't & Pr GEPERToPehWREKWERR I PHeADENoR. Vehicle such as an
Essentially, the issue of a network in notion lies in
p%%‘iﬂ“b‘i%%or‘ﬁﬁ%%uéqurﬁeéﬂn&nd GorfrE@fiti the fomafsydsansport
in %:net&ﬁék which. is ipbile as gbmhole. 25 The node )
WMNG G 3UBISS 8™t Wiork. tmi (R ot PBE, SARgt 80t ifnks possible
twork is, changing i.ts point of, attachnent to the
R Rt I LSO GionPPor oy €72 Yabriigr@iounted Internet
| assical_ i.sspe of bilit 13/04%%&86 3 support. which
PS5 RER TURITRE FERb 01 R2PBEATE RN ot e tBEBuher Possible
to enjoy the use of a laptop, Personal Digital Assistant {PDA),
Oor a car phone for accessing to a remote host. Each individual
node in such amobile network (MNO in FIG. 1} isnormally connected
to a central apparatus (i.e. mobile router MR1}, and does not
change its point of attachment when its network is in motion;:
instead the mobile router MR1 changes its point of attachment
in such a case so that the network as a whole moves.

The present invention describes a solution proposed to
address the problem of a network in motion. Essentially, the
issue of anetworkinmotion lies inproviding continuous Internet
connectivity for nodes in a network which is mobile as a whole.
The node MNO in a mobile network might not be aware that the

network is changing its point of attachment to the Internet:;

in.this point, it differs from the classical issue of mobility -
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5) of Internet Protocol Version 4 (1Pv4; Non-Patent
Docunent 6) and nobile I Pv6 (Non-Patent Docunent 7)

of Internet Protocol Version 6 (IPv6; Non-Patent 13/04/2006

Docunent 8). In Non-Patent Docunents 5 5 and 7, it is

mainly ained to provide nobility support for

i ndi vi dual hosts rather than fog a network as a whol e.

In Mobile IP, each nobile node has a pernmanent hone

domain. \Wen the nobile node is attached to its hone
nétmpekt whpeh nendatltghbblalimodbéds Khow{Nasi-atent Document
honme- address is assigned to the nobile 10 node. \Wen

t B¢ ABblhécnbeé Psohwayl Veesiant Ach&Hvép NomePatdet Document
forei gn networks, a tenporary gl obal address known as

a6) can@ nobid¢diB¥S (Nomstat¢nt dosiugeed b dahéniebinkd Protocol
node. The idea of nmobility support is such that the
nEBrEeCRdUEIREA/ Bondadised Dacurpet 180 veladidne$s temgnDocuments
when it is attached to other foreign 15 networks. This

i 8 agfli dvedti Ast helNdy- Pdmest tDoqumwenitds Secimidl ity wiugport for
the introduction of a hone network entity known as a

hoRdl vagent  howlbs | earuiesthayi Seera tihefwork as a whole.
care-of -addresses with the hone agents using nessages

known as? Bphdlad Hpdachstolihe hode haggeamernmanent home domain.
responsible to intercept nessages that are addressed

Mhaw thranaiibie Bodedes & tivembedddr é&s, hene redgarkd &ermanent
packet. to the nobile node's care-of-address using

|F-9RRY pdtgRRE! MRy eRon tPRemddirasTbatas Ol grrfl £0) the mobile
| P-in-1P tunneling involves encapsulating an origina

P Gac HBED| Bhamatheie ppdsaiRetwaThd - or p§taghegatretome other
is sonetines called as an inner packet, whereas 25 a

FOR Sk ete tiPERS encapsamrpssrvhed 1 plel palsiaetss sknown as  a
sonetines called as an _outer packet. Extending the .
iC@&& O ROSTEEEyL S WSpadt ¥ @ siadeditqubhe meodtisle node. The idea
13/04/2006 4 to nobility sugport for a node network,

PﬁémBBFéEFYV%PRHquuis such that the mobile node can be reached
at the home-address even when it is attached to other foreign
networks. This is achieved in the Non-Patent Documents 5 and
7 with the introduction of a home network entity known as a home
agent. Mobile nodes register thelr care-of-addresses with the
home agents using messages known as Binding Updates. The home
agenf is responsible to intercept messages that are addressed
to the mobile node’s home-address, and forward the packet to
the mobile node’s care-of-address using IP-in-IP Tunneling
(Non-Patent Documents 9 and 10). IP-in-IP tunneling involves
encapsulating an original IP packet in another IP packet. The
original packet is sometimes called.as an inner packet, whereas
a new packet which encapsulates the inner packet is sometimes
called as an Quter packet.

Extendingtheideaofnwbilitysupportforindividﬁalhosts
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solution for a network in notion is to provide a
mechani sm which allows nodes in a nobile network to

be reached by accessing their permanent addresses 13/04/2006

regardl ess of wherever on the Internet the 5 nobile

network is attached. There have been several nmajor

attenpts for solving the problgémof a network in

notion, all of which are based on nobile IP

(Non- Patent Docunent 5, 7). One of the solutions

prich&ed gy &umeowdr I£oirn andiciden nie§worrdshi Iter obiective of the
support (Non-Patent Document 11). Therein, in a 10

c &8 UiHeref ar foBelEorkute mofticeh i sermapes vadepbirlechani sm which
network is located in_its honme domain, the nobile

r dtlOrSRe 4T AB 2 Febldetneigronk tgaek atemdheshby dardswng their
nmobi | e network by using several routing protocols,
wREFEAEeRk Fddraesahdreganit amsbioifewheueeer aonl tthise Internet the
nobi |,e network nove to a foreign donain, the nobile

r BaPef e s tegiksterktackad e Toeradireskean sk viers @t attempts
agent, and thereafter, an IP-in-IP tunneling is set

bePhesrl YHed nbe | Rreblemrofnd aeleworbnen agebton ;Thell of which
routiqg prot ocol s, which are used when the nobile

r 3bE PIFed | R At 9 17 s(FeprePaierni Derw@ne s o extut ed

on the |P-in-|IP tunneling again. This neans that al

packet Lo @dd tP8r s2but henFoproroFrd itk aanetwork in motion is
i ntercepted by the honme agent, and then forwarded to

P b iHo¥ HeFUEEPPER Lo UYRDT Ra tEPL| Roppmenfinkl | ngthemhin, in a
nobi | e .router then forwards the packets to hosts in

R TORE hdthorie novtecadd aharnadesde mekide network is
ggpilecﬂgéagrk wi shes to send packets to the outside .
ke PO ORBLRt dhedinlet lobopkesmagficymethe routing
packet o forwgrd themto the home agent through the .
P%?Pﬁgi%%‘gf Lﬁfﬁ?é[}m?n‘@‘? tRsomebbs e R BK bveunbRe sRjEaal routing
forg@rdg thﬁﬁﬁackets to an intended recigLent.
P3P6RFE066 B BhGRRer s8I GBSEnWBREBosEE MALBAR- Pabést and the
Dogugent 2 ii an . _ )
mopile network move to a foreign domain, the mobile router
registers a care-of-address with its home agent, and thereafter,
an IP-in-IP tunneling is set between the mobile router and the
home agent. The routing protocols which are used when the mobile

router is located in its home domain are also executed on the

- IP-in-IP tunn_eling again. This means that all packets bound for

the mobile network are intercepted by the home agent, and then
forwarded to the mobile router through the IP-in-IP tunneling.
The mobile router then forwards the packets to hosts in the mobile
network. In a case that a node in the mobile network wishes to.

send packets to the outside of the network, the mobile router

“intercepts the packets to forward them to the home agent through

the IP-in-IP tunneling, and subsequently the home agent forwa'rds

the packets to an intended recipient.
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enhancenent of nobile router support (Non-Patent
Docunent 11). The solution contains the use of a

Reverse Routing Header in order to avoid 13/04/2006

encapsul ation in too many levels in a case where 5 a

nobil e network is nmade in nesting (that is, a nobile

network is connected to anotheg nobil e network)

Here, a nmobile network of the [owest |evel sets a

Reverse Routing Header to its home agent inside a

tunnel packber ddpontion proppticdninfNdiredtentebocpaeket12 is an
on its way by a nobile router of a higher level, the
mebhipacedentue Bmadfi tcheohitglesuppoet QldrpPatent Document 11) .
encapsul ation of this packet into another IP-in-IP

t Ghaekphytiandcontaend the upbi bE aoRtecrsefRébieing Header in
hi gher | evel copies a source address in the packet to

t AedRevies s&cRouehngpbeadtipnaim tplamasyi 1evews in a case where
care-of -address as the source address. In this way,

i & elrhblye nfisicr ka isomedagbmtndds ofg t (ithdt st sahbbele network
router receives packets, the hone agent is able to

. 0k eofnes tede Lohanatlodr mobiille netwery) | yHiewe 0@ mopalbh network

between the first nobile router and the hone agent

ek dife logigsdedeantll yetisnaaRedsesahRoetihe hoamdengentits home
wi shes to forward another intercepted packet to the

fagent geksilde eotivanelipackeR) Possi bhectoepbitmior ahe tunnel
Rout i ng Header (Non-Patent Docunent 8) in the

fFRGkatded ijacWey ksbamedtl tehgophekerf mshiljhectileyedenthe mobile
to the first nobile router by way of the nobile

reuter ef the higher leeskl|skibe andapssoluidorf dhis packet
the problemof a network in nmotion 25 is proposed by
NEopaRehbe bobRmimt IR Funpisildmd s akdowns hsa®rigi¢ suc®cdpe router
Bi ndi ng Update. Therein, a proposal for solutions is
RédéhenhiighesddsVeaf 6pPRAESOR Sebaredatidrassobil he packet to
network prefix to 13/04/2006 6 a Binding Update sent

- EpeaRﬁ%%;$%l$¥Rﬁ;ﬂ9'Hg@d@ghngndhgga@@§,its own care-of-address

as the source address. In this way, in a case where a home agent
of the first mobile router receives packets, the home agent is

able to determine the chain of mobile routers lying on a path

between the first mobile router and the home agent itself.

Subsequently, in a case where the home agent wishes to forward
another intercepted packet to the first mobile router, it is
possible to contain a Routing Header (Non-Patent Document 8)
in the forwarded packet so that the packet is directly sent to
the first mobile router by way of the_ mobile router of the higher
level.

The third solution for the problem of a network in motion
is proposed by Non-Patent Document 13, which is known as Prefix
Scope Binding Update. Therein, a proposal for solutions is made

which adds information related to a mobile network prefix to
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a honme agent is able to guess that nodes having a
prefix which matches with one identified by the

Bi ndi ng Update are connected to the nobile router, 13/04/2006

and accordingly, the hone agent is able 5 to forward

packets bound for such nodes to the nobile router. In
Non- Pat ent Docunment 11, the usebof an IP-in-IP

tunneling causes a detrinmental effect known as route
triangul.ation. This detrinental effect is caused in a

si% %a%% INECEts §58kePYr PofPbd leerpiitRTnoBY Hoing that way,
anot her node _needs to pass through a third 10 party (a
héneCB§efterth thideade) Jupsenthat mepdes dmendm prefix which
0 tiwgl route between a start point (source) to an end

pOPAtReE st R dAPRtARdetHey difeeBingingdiit@ate are connected
triagﬁulatiog should be contained therein in a case

wWh8r EREHBORHHT | BORER vorddd SR inH hediiengompopgent is able
exanmpl e, a packet from a nobile network which 15 nust

b5Of bR RAP HRP TP TE P T HIe& HD IS PEGesr §0i §he mobile router.
consi de eg. Using the solution proposed by the _
Non- Pat OBE@GF@%FPPE“%Q%?1baé¥§%uﬁ%éﬂ%a$6PbéanPtUHHEllng
encqgsula%gg LN thrﬁe gifferent tunnels. Herein, _each .

t GHNETS i% OGESHEIRBE A of L Se gt FH N e heRE tagRRt apgrlation. This
diféerentéﬁgnggle router. A nunber of these tunneling

Nt oIS tuSed o8 o6 G99 dang seFagtion plaks @ packet from
deIiVQ%¥%}but al.so increases the chance of packet

1% agterftdt it PP s 199 dit iRasS gdastoh a third

sizq:i% i ncr eased gue to, encapsul ati on. Re-assenbly of )

Stich ypa@kgllo SstHfBEt 1 {:')}61? raoRehtBRieh tedtRt slqGited on its

fur.t.her. del i n_processing, and the packet as a ]

RO BRSO RediBieton BhadE RocRte (NS dR Gie end point
[ , n he fragments. is lgst.  The sol utjon

DR BT et i areieRt T2UEFt ChiARIU} tion should be

RSB, 5,008 o by ave g Lol ol unnele A

EthLStiﬂgﬁefoéeééaﬁb éf¥é'££éiet from a mobile network which

must be forwarded through three mobile routers is considered.

Using the solution proposed by the Non-Patent Document 11, the

pPacket needs tobe encapsulated in threedifferent tunnels. Herein,

each tunnel is destined for a different home agent for a different
mobile router. A number of these tunneling not only causes a
significant delay in packet delivery, but also increases the
chance of packet fragmentation on its way because the entire
packet size is increased due to encapsulation. Re-assembly of
suchpacketssubjectedix>fragmentationresultslefurtherdelay
in processing, and the packet as a whole must be discarded in
a case where even one piece among the fragments is lost.

The solution proposed by Non-Patent Document 12 attempts

to overcome the problem by avoiding a lot of tunnels. In this
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tunnel with its home agent. Subsequent nobile routers
do not performfurther encapsul ati on of the packet;

and instead these routers record a Reverse Routing 13/04/2006

Header in an original source 5 address, change the
source address with their care-of-address, and _
forward the packet to its destifati on w thout passing

through their hone agent. Though this solution is
probl ens, it

M S0y, o oo Rt 30 v Ty Lunnel poblerm il
tabi]ity, .of. dd | ist recorded in _10 the
e A Sl A SR it outors do ot

t 2 a Routi Header is constructed for
ﬁ%ﬁ% fé&&tﬂi%ff Freapsel gt tonven dha Pta&kﬁﬁétﬁg%ﬂrfttead these
e S R LU —
' d.th f . it is critically inportant
oo o PR S s e B 65 P oGk e ioh e e £-address,
d.i t ,Reverse Routing Header is an
R EER LR haer (F 1 5 o7 Chhet Ao FpGGHE pass hy through

i C one. |
nts against _a threat

¢ SO TEopats BT Bl RRER e Ry b ek Fo g Heddertive and

to a safé
' i npl | ution f
VS PR B S5 e or cne nome
' i bi F out 0 ater _l ocation )
e LT BT o g 85 s
' ' ' d .of ornmin
des ReLpne (U ORiEEy LB LR T gnatent. pocument

'el] 80cbB; LG Borm poer Lor Lhe SR e e routers) .

. However, even-wi IS

(0 TR En 9 VERLTYORPEL LISCOU ST PROKS! o e
%&ﬁﬁnfﬁggnbﬁEﬂbth%ti%%Qéé&QQQSQS?ﬁﬂ%h%?ﬁg%ék eeﬁéﬁifgg'Header
is required, and therefore, it is critically important for thé
home agent to be able to verify that the address recorded in
the Reverse Routing Header is an authentic one. The solution
of the Non-Patent document 12 provides no improvements against
a threat to a safety security which the Reverse Routing Header
must face with.

Another simple solution for ovércoming the problem of a
lét of tunneling is to make it possible for mobile routers of
_iater location to forward outer packets directly to a specified
destination(furtherinsteadofperformingencapsulationofouter

packets at the level of tunneling to the home agent for themeobile

routers). However, even with this solution, it is not possible

'.for a recipient to verify that the outermost packet has come

from an authentic source, and therefore it must face with the
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It is noted that, in this specification, the docunent
referred to as Non Pat ent Docunent 1 is Solimn, H
and Pettersson, M, "Mbbile Networks (MONET) Pr obl enl3/04/2006
St at enent and Scope", 5 Internet Draft:
draft-soliman-nonet-statenent-00 txt, Feb 2002, Wrk
In Progress; the docunent refer§ed to as Non-Patent
Docunent 2 is Ernst, T., and Lach, H, "Network
Mobi lity Support Reqw rements”, InternetDraft:
dFafe- SeRSEifynProPegui renents- OO txt, Feb 2002, Work
In Progress; the docunment referred to 10 as Non- Pat ent
Docurent t31s np4eH, thatet imalthis Mibedef e mionks the document
Scenari os, Scope and Requirenents”, Internet Draft:
dF&Eerredds. ~Palerii t Drspmengd. 1ol Febn2802 anibP&t tersson,
In Pro ess the docunent referred to as Non-Patent
DdcumdHiob4 lies Netwpaikison(MONET)) | PrahdeNegitatement. and Scope™,
"Probl em Scope and Requirenments for Mbile 15 Net wor ks
WrkERGEBBEEt drm el Dratmonk bf 3 txbememt o#l . txt, Feb 2002,
rmnet-reqw remet ns-00.txt, Feb 2002, Work In Progress;
t'erk &G&ﬁ@ﬁe%%f ERe doctmend NofiePaee o DoaneRetsntdocument
Per ki ns E. et al., "IP Mbili ty Support", |ETF

lfooﬁrn%t ober 1Wgb: Laghe ddcunciietmerds r¥ebibdity Support
Non- Pat ent Docunent 6 is DARPA, 20 "Internet
P dsRen § L pRL IR 70 Dr &8 ¢ elisdrt —pogst-mea edogiasaHrement s~
referred to as Non-Patent Docunent 7 is Johnson D. B.

lé?hfs' keb éoozana’ﬁa.rl&&n Frogngsisii ithe Sespelent peferred to
| Pv6", I nternet Draf _
@safier EﬁFeﬁﬁbP?fé%e%v% g Legh, Horktt mprogtiehile Networks
June 2002; _the docunent referred to _as Non- Patent
DEERRECS3 PS§OBEePPigRegn igementg v AgéFroRE, Draft: draft-
" ngﬁler net Protocol Version 6 (1Pv6) eci fication"

SRR 750 I0BeEBROE P 9808ty HEA30Tde HOTk dRdiTdress the

toa n- Pat ent _Docunent 9_is Sinpson, , "IP-in-1P
%FBEF o%e STLRA I Ag NopEFRERRE nﬁ@@@lﬂé@it‘bﬁé Kpggsnton, T.

he do referre
5 p an gl p f %I’ gProblem Scope and Requirements for Mobile

Networks Working Group", Internet Draft: draft-kniventon-

monet-requiremetns-00.txt, Feb 2002, Work In Progress; the
document referred to as Non-Patent Document 5 is Perkins, C.
E. et al., "IP Mobility Support", IETF RCF 2002, October 1996;
the document referred to as Non-Patent Document 6 is DARPA,

"Internet Protocol", IETF RFC 791, September 1981; the document

referred to as Non-Patent Document 7 is Johnson D. B., Perkins

C. E., and Arkko, J., "Mobility Support in IPvé", Internet Draft:
draft-—iretf—mobileip—ipv6—18.txt, Work In Progress, June 2002;
the documenf referred to as Non-Patent Document 8 is Deering,
S., and Hinden, R., "Internet Protocol Version 6 (IPv6)
Specification", IETF RFC 2460, December 1998; the document

referred to as Non-Patent Document 9 is Simpson, W., “IP-in-IP
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to as Non-Patent Docunment 10 is Conta, A., andDeering,
S., "CGeneric Packet Tunneling in IPv6", |ETF RFC

2473, Dec 1998; the document referred to as 13/04/2006

Non- Pat ent Docunent 11 is Kniveton, T., "Mbile 5
Rout er Support with Mbile IP', Internet Draft:
draft-kniveton-nobrtr-01.txt, rk In Progress, Mar
2002; the docunent referred to as Non-Patent Docunent

12 is Thubert, P., andMdlteni, M, "IPv6 Reverse
REURPAGiEAderE NG $8AZGpI Dchvben 1936 Mibiel document referred
Net wor ks", Internet Draft: draft-thubert-neno 10

r Ep@sry diatiend eauan OO thstGonitr kA | naPd Dgeessg, Jun "Generic
2002; the docunent referred to as Non-Patent Docunent
1Barkeprigmeling icddtwd'| udETa, R 2488, | Dec,1998; Lhehdocument
H, and Aivereau, A, "Mbile Networks Support in
VeBEFEr eV epr¥enxPstepe Bradhelgt Updat Bejvetbnt eFnet"Mobile
Draft: draft-ernst-nobileip-v6-network 15 03.txt, Mar
2etennd $rrPelsleunevithef eMobdleo agPNen- Pdigrtrnet  Draft:
Docunent 14 is Narten, T., Nordmark, E., and Sinpson,
WraleNgHigHiowm-robsdavetly. oy, Wowd' Inl ETPGREEs 2464y 2002; the
Dec 1998. DI SCLOSURE OF THE | NVENTI ON 20 To sol ve the
FUBImSRE redersredtamedathe® st docomenBATRGROUNMbert, P.,
ART, according to the present invention, a nobile

PRABPkCRP bnlnte "I ORS varaedivari gy Ferdpassichfts Application
information related to an access router to which a

b Mod iGadetyogkede héategmeto Dired thow afgeithube rét-inemo—
correspondi ng nodes. Uilizing 25 this informtion,

HEIRSEE LRV L RER e frAal P ytwhi dfPhls IapBrpedessn Jwutdd02; the
triangul ati on, a _hone agent or correspondi ng nodes are
QBF@H%&%S%FFE@@ gor 8at Nag-Rekeet Waremeps fgr is Ernst, T.,
sengin% packets 13/04/2006 10 directly to a nobile
(B8A&S1FHECTAS o mat PBALAEEFat dd -t dadhe but exnd tQlimerpau, A.,

t,.he aniIe node is attached is sent by the nobile node
Mobile Networks Support in Mobile IPV6 (Prefix Scope Binding

Updates} ", Internet Draft: draft-ernst-mobileip-vé-network-
03.txt, Mar 2002; and the document referred to as Non-Patent
Document 14 is Narten, T., Nordmark, E., and Simpson, W.,

"Neighbour Discovery for IPv6", IETF RFC 2461, Dec 1998,

DISCLOSURE QF THE INVENTION
To solve the problems mentioned under the section of

BACKGROUND ART, according to the present invention, a mobile

- network element employs a mechanism for passing information

25

related to an access router to which a mobile node is attached
on to its home agent or other cdrresponding nodes. Utilizing

this information, without inviting a penalty which is applied

-in route triangulation, a home agent or corresponding nodes are

able to construct a routing header which is for sending packets
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itself, and accordingly, the reliability of the
information is inevitably established. 5 Furthernore,

because the home agent or other corresponding nodes 13/04/2006

have received the information related to the router to

whi ch the nobile node is attached, it is possible to

verify that a packet arrivingl@hrough a tunnel wth

one outer source address of access routers is from an

aut hentic source. Therefore, because 10 it is possible

f GLTCF&¥i it érickble @adey The ifambitiiiqny refaged to the router

forwardi ng router, it is possible for a nobile router

t 5OF B bl Fheamobii ernde et aditrediady isosens gucithieeiobile node

destination, The present invention enconpasses the

i hEBRhEL Ik PRGOS ingdoketbawr ¢ bhwlell HbEw afether ksformation is

Sone npetwor ks anong these networks 15 are in notion;

f bReekbapl e, esbakiigredontrol 1ing an i nner network

side interface of the network changes its point of

attachﬁﬁﬁthefﬂﬂ¥%n%@@ﬁ?sﬁﬁhﬁﬁ@%ﬁaﬁﬁﬂﬂ%@§therCorresponding

quggcenents to existing solutions in order to

PROA A G SR eshridd i iornar ionmalq trsbtte twd router to

as its consequence, it is possible to achieve such a

gT t ancgtg}ﬂﬁaélﬂd@i 5 ato-ahmAng thbsmossikd pEeseprify that

invenL%gn di scl oses several algorithnms to be wused in

tthP8E ) Tt 4¥/5Kk LBF oHERed tummedevi Yhensputenpurce address

h%§ts whi ch, change their point of attachment to

QlobaFeHAr Ut eb AT ESF G Hee et R SOUFSEI-| Bhebrif@Fe, because

whi ¢ch contro# iPner 25 network side interfaces of

hovitRgPREEWBt RsTOhmY TR AL st gieridioldle @aldability of a

%onnunications netw%fks whi ch conduct communi cati ons

WEHAREBPE S NSt dfdt PR g Eer 2 I & gppter to forward

deplo%nent o% %3/04/2026 11 these algorithms, it is

5BsSPbFE PRCdski 9eFephtikets BodRECEEEed) deshingtirBm

netmor%gein noti.on wWith.mni numdelay tq intended )
present invention encompassés the internetworking of

packet-switcheddatanetworks. Some networks among thesenetworks
are inmotion; for example, a router controlling an inner network
side interface of the network changes its point of attachment.
Thepresent inventionprovides enhancements toexistingsolutions
in order to provide a global connectivity to roaming hosts, and
as its consequence, it is possible to achieve such a global
connectivity to roaming hosts.

The present invention discloses several algorithms to be
used in three major types of nodes. These types are: mobile hosts

which change their point of attachment to global data

~communications networks, mobile routers which control inner

network side interfaces of moving networks, and other hosts on
global data communications networks which conduct communications

with mobile hosts and mobile routers. With full deployment of
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destinations. 5 BRIEF DESCRI PTION OF DRAWNGS FIG 1
is a diagramillustrating one exanple of a gl obal

network; FIG 2 is a block diagramillustrating the 13/04/2006

configuration of a network el enment apparatus
according to an enbodi nent of 10 the present

invention; FIG 3 is a flowhard illustrating one

exanple of an algorithmused for updating Bi nding

Entries; FIG 4 is a flowhart illustrating one
eXBfsLeabIORAthEE 9okt thimkprtH Bl toorstliyeri rgckets bound for
routing header; 15 FIG 5 is a flowhart illustrating

oAeCERERD I T BF NgRWORKGoE R MM ke it brnbebmimdelay to intended
verification by a router; FIG 6 is a flowchart

i iPG6LPaEiABSone exanpl e of an al gorithm used for

security verification by a nobile node; FIG 7 is a
flowchart illustrating one exanple of an 20 al gorithm
for_handling a direct forwardi ng request; and FIG 8
iERgEFI%ET’gWTWWLBFrWWEN%%e exanpl e of an

al gorithmused for security verification by other

host. BEST NOBE RORTARRYINGW@FratHng QPENFRENP2s of a global

Enbodi nents of the present invention will be described
iPCCERIE | below with reference to the acconpanying
dr awi ngs. his section discloses_a nmethod for , i
provi dif§ - Gah® riy PES B 2606 2121 LERaBERF bRTt L oIrsf Lguration
ne]gsvvor ks in _a gl obal network. To hel p.. understand t he
Hs@ ST ATV EMTHERL WP FA Y iarrdeting thicorfe eghodiment of
ed: A "packet" is a self-contained unit of data of

ﬁ? é)d:%ea%e inventlon;

FIG. 3 is a flowchart illustrating one example of an
algorithm used for updating Binding Entries;

FIG. 4 is a flowchart illustrating one example of an
algorithm used for constructing a routing header;

FIG. 5 is a flowchart illustrating one example of an
algorithm used for security verification by a router;

FIG. 6 is a flowchart illustrating one example of an
algorithm used for security verification by a mobile node;

FIG. 7 is a flowchart illustrating one example of an
algorithm for handling a direct forwarding regquest; and

FIG. 8 is a flowchart illustrating one example of an

algorithm used for security verification by other host. .

BEST MODE FOR CARRYING OUT THE INVENTION
Embodiments of the present invention will be described in
detail below with reference to the accompanying drawings.

This section discloses a method for providing roaming
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5 format that could be delivered on a data network. A
"packet” normally consists of two portions: a

"header" and a "payl oad" portion. The "payl oad" 13/04/2006

portion contains data that are to be delivered, and

the "header" portion contains information to aid the
delivery of the packet. A "head@r" nust have a source

address 10 and a destination address to respectively
identify the sender and recipient of the "packet."

APRERET 1oondet | aghe¥ ehetyorgsa igel 4 - gbnbailnedktpagket To help
bei ng encapsul ated into another packet. The act of

" bRdrEs tenAnBhe ngtsclesed sigrastidared the 491lowing definitions
"encapsul ati on"” of packets. The packet 15 that is
béFRgUEReapsul ated is referred to as the "tunnel ed

packet"” or "inner packet", whereas the packet that
encapsufattesketé 1§ meel fpaeker ingd undfted £ ald tiroo gnyheossible
"tunnel ing packet" or "outer packet." Here, the

ehPrpat: F%ﬁ repatiteee dolhgcred payd cdatporetwprbf A “packet”
the "outer packet." 20 A "nobile node" is a network

ePerat 1Y Hanehuny&f ithe perktionst atthendent spdaa “payload”
gl oba] data copmunications network, and it may be

URREC 4 h Tt er eAEO2d” apoEhionsepntaipEndpter that are to be
i ntermedi ate network el ement which functions as a
FREWEREeh apdutiee "Derdlesi PRTBLOR gt aims tiidorgakion to aid
change_its point of 25 attachment to the global data
c‘grﬁraﬁﬂegﬁmﬁéf REERAKES tan AP adaet st age @ apPERe address
IS "nmobil e node", is nore clearly referred to as a

"Gshid deRédPatihi pedaRshnterr et el vt iotdert eherithe sender
134@4/2006 13 which fynctions as a gateway, a router,

SRt SGtPdetg &t Hagh, Pafkiedh “i s a "nobil e node", is

nor e cég@rl referred to as_a "nobile router." An i
"acces Tyineling FefabaEoias ahl 19R e ¢ @packet being

encapsulated into another packet. The act of “packet tunneling”
is also referred to as “encapsulation” of packets. The packet
that is being encapsulated is referred to as the “tunneled packet”
or “inner packet”, whereas the packet that encapsulates the “inner
packet” isreferredtoas the “tunnelingpacket” or “outer packet.”
Here, the entire “inner packet” forms the payload portion of
the “outer packet.”

A “mobile node” is a network element that changes its point
of attachment to a global data communications network, andrit
may be used with reference to an end-usér terminal or an
intermediate network element which functions as a gateway, a
router, and an intelligent hub that can change its point of

attachment to the global data communications network. An end

user terminal, which is a “mobile node”, is more clearly referred

to as a “mobile host”, while an intermediate network element
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5 network el ement which functions as a gateway, a
router, or an intelligent hub, which is connected for

t he above-described nobile node to gain access to a13/04/2006

gl obal data conmunications network via the

above-descri bed network el enent. A "honme-address" is a
primary gl obal address assigned3to 10 a nobile node

that can be used to reach the nobil e node regardl ess

of where on the gl obal data communications network the
mbillce fapdbiess s repritypwat asheaduter, Aomehi Letrddégent hub,
that is attached to the gl obal data conmunications

nebwehkl SvBemekitls hode” addr eeseislaupat vgfearég tolss a “mobile
conpatible with the addresses used in the vicinity of

t keupsrnt of attachnent is referred to as "at hone",

and the vicinity of this point of attachnent that is

cont r ol #od" #FCaS S| Frejteeradmd ni Seelat l ¥ enede hbs jaty istermediate
referred to as the "home domain" of the nobile node.

20e B abhi ¢ keRidle WiHgh iingthiseifedst @ théeykobak Hewber, or an
communi cati ons network at a point where the

hbes bty b+ hehigbiFecppbecited el ddicaligre-described
i nconpatible with the addresses wused in the vicinity

ok kit npee e FrimecaeRFEn aidd obetleda bal compund cakhanps network
and the vicinity of the point of attachnment that 25 is

Cort rdte eP e dlasigigihedadativiontk atliemendint hority is

referred to as the "foreign domain." A "care-of _

- addr eds"hpRezafdrpeprars ¢ eFdmagydedéebadsaidghess assigned to
13/04/2006 14 to a nobile node that is away such that
ABoRL L¢P GR6le thakcendre Hagrese Yeash Baomediidg ngde regardless
cow& tible wwth the addresses wused in the vicinity of .
e "BERt OBf CRE t ZEMrrehtdate eemirsise tiqmg #etwork the mobile

communi cati ons network. Cenerally speaking, the
node 1s currently attached to.

A mobile node that 1is attached to the global data
communications network where its home-address is topologically
compatible with the addresses used in the vicinity of the point
of attachment is referred to as “at home”, and the vicinity of
this point of attachment that is controlled by a single
administrative authority is referred to as the “home domain”
of the mobile node.

A mobile node that is attached to the global data
communications network at a point where the home-address of the
mobile node is topologically incompatible with the addresses
used in the vicinity of that point of attachment is referred
to as “away”, and the vicinity of the point of attachment that
is controlled by a single administrative authority is referred
to as the “foreign domain.”

A Ycare-of-address” is a temporary global address assigned
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5 "care-of-address"” is effective only when a nobile
node is attached to the sane access router. A "home

agent" is a network entity that resides at the hone 13/04/2006

domain of a nobile node that perforns registration
services of care-of-addresses of the nobile node in a
case where the nobile 10 node ii4 away, and to forward
packets addressed to the hone-address of the nobile

node to the care-of-address of the nobil e node.

" EBr raspguiitiiiy medes” theitr espomtvay auchettheitk the assigned
el ements _on a gl obal communications network w th which

t he2rBbPfeaddaessy 4 sdomiading donrempeathbayithshg addresses
"Bi ndi ng Update" is a nmessage sent froma nobil e node

t BSplsimorhe ajerimitor afo thes pedntespontitaghmerssto the global
which informs the recipient (the honme agent or the
cBrFespsivaTmg issdeprsne netiveskt cdianagfaldddr esgeaking,  the
the sender (the nobile node) . This fornms a "binding"
beterP k1AM % 01 S gddiesdd varen b hehepa ndvel eddeds attached
of the nobile node at the recipient. A "Binding

Aekndht edgshnertcesss ouRasage which is sent from the
recipient of a Binding Update nessage to the sender of

the aBovReRRRISHEdL BithBrRYODkR el Hesbageresides at the home

indicating the result of the binding. 25 A "routing - ,
R offsa gt e @@ st thatoPruf PERS ARG EPAt hon services of
packet, indicating internmediate routers in a gl obal ]
R~ OdoRfRIFESEFoRS e W o nRAPCHN ttheaggcere the mobile
shoul d be forwarded. 13/04/2006 15 Normally, a router
Pds 4 BaY . dacht @ SREHATERF TRt hadderrsegdi Bradome-address
&ﬁ; rding,ffuga%kets based on their destination, )

er88sTEC L BUEPRY Heddi® "CHRIMrIakE S35 Heltid\A sk e node.
I ncl udi, 9.2 list of intermediate destinatjons. In
or der tg HggsgpnngQWQ&Fes correspond to all network elements
on a global communications network with which the mobile node
is conducting communications.

A “Binding Update” is a message sent from a mobile node
to its home agent, or to its corresponding nodes, which informs
the recipient (the home agent or the corresponding node) the
current care-of-address of the sender (the mobile node). This
forms a “binding” between the care-of-address and the
home-address of the mobile node at the recipient.

A “Binding Acknowledgement” is a message which is sent from
the recipient of a Binding Update message to the sender of the
above-mentioned Binding Update message, indicating the result
of the binding.

A “routing header” is one piece of information added to

a packet, indicating intermediate routers in a global data

communications network tO'which.the packet should be forwarded.
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5 header", a sender puts the address of his / her
intended recipient in the |ast entry of a routing

header, and places the first intermediate destinatiar3/04/2006

in the term nation address of the packet. Receiving

the packet, the first destination updates the packet

provided with the "routing headgr", and subsequently,
arranges 10 so that the packet is forwarded to the

second internediate destination (that is, the

t doAmaadtven sadcvelssr ofint he gpabldt data rephmeeitcaiidns network
the next entry in the "routing header") . This cycle

i erépsrcedormandinge packetkeeachesetlo arhethaist destination,
intermedi ate destination, where the "routing header"

| yhagpaasad "roviinow e dded’s qanheti ttes besfloeivweridedbyoincluding
its actually intended destination. For nore detail ed
exptbHatifohllbarrpdiaperdas binafiens r dut prderheadse @ “routing

readers are advised to refer to Non-Patent Docunment 8.

Erergerét ot e Rt tie sddsepporfi kisr heplierentsdaecipient
met hod 20 and a nmechani sm discl osed in the present
i Wy eheoha$E pBEErred at goasimg hieadem i emcerpdsiced’ the first

network elenment. In the follow ng description, for

ptit e dia e prakanpbhon igpded teenanabéps, addnmss of the packet.
structures, and other paraneters are set forth in
UL H QDS Hacket horlvadh naiddestanditignofiptdhbegsthe packet
present invention; however it will be apparent to
FRPorelesk i FBJELE n' fHE igve hepderfheapd es@ntequnisnt ¥ oRrranges
may be practiced wthout these specific details.

£ 0h3o0ea 6Pprkat giisbdiorarsesonirunteat seasndetingeknediate

as network el ements according to the disclosed .
(ARFEATRSAOFr & TP keS witthe Aerwonk t iomeprare sehp Enthr packet is
not _support the nethod and nechaqlsn1djsclosed in the
PrESERT i Vi tPEme ¥t endriebieébar \r 4wk ingheakiend ) of Thks cycle
is repeated until the packet reaches to the last intermediate
destination, where the “routing header” is updated to allow the
packet to be forwarded to its actually intended destination.
For more detailed explanation on the operation of a “routing
header”, readers are advised to refer to Non-Patent Document
8.

EverynetworkelementwhichsupportsQrimplementsanmthod

and a mechanism disclosed in the present invention is referred

to as an "invention-enabled" network element.

In the following description, for purpose of explanation,
specific numbers, times, structures, and other parameters are
set forth in order to provide a thorough understanding of the
present invention; however it will be apparent to anyone skilled
in the art that the present invention may be practiced without

these specific details.
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5 invention-enabled router to indicate themthat they
can use the nethod and the nmechani sm described in

this specification. This wll be achieved by the 13/04/2006

router's inserting unique signals into nessages which

are occasionally broadcasted by the router to its

nei ghbori ng apparatuses. A pergegn skilled in the art

should 10 be able to recogni ze various existing

met hods which all ow network elenents to notify other

net wor k Ingdebolyfl daed ropmpabikitipes nethortthersmesyork elements
according to the specific broadcast nessages fromthe
aBe¢erddng doedhroisiise losgderinaotiien nodestioemheet g network
to a network segnment controlled by the nobile router
skéahgnke whishbBbaiato skpparthshdowehaddard sieghanism disclosed
t he- above-nmentioned nobile router. For exanple, under

alBi Feanptrapert ofnventekgiet i dtoosicesverrsi dorésome kind of an
(Non- Pat ent Docunent 8), it is possible to insert
hehEenbdpesenabl fdrdufiar &or budecabevidran sbatnthey can use the
nmessage 20 identified by IPv6 vicinity search

(rekhpdtant thecuasheanigy desdndhed sif ¢higdepeci§ingtion. This
its home-address, and is sent by an invention-enabl ed
robtbloe firbikyesl B dies Sopiadr dhewird lingc bndauet fiegnals into
next fields: (1) a type field for identifying that the

I ATes svihbrie -tk resa vimnanl Y Hreadearfidd fhelthe router to
indicating the size 25 of the option, and (3) a

- HorfeN&d@REST iNiderBP2 b7 L iglent i pPeAgorhekl hbed-iadghessrt should

of a sender. Qut of broadcast nessages sent by an

iR/ @R F S EREDYRHZ 4 TR0 PRECE Ut Fuimeichods ieady # bkdw network
bel ow, nobile nodes are subsequently able to have the
[FarEeRdcr 95Nt L HeohRBESRE PR brnedestrEFhee womabd Lities.
nodes are attached in Binding Update nessages sent by

t he noBHréhesgges, al?ﬁ%ﬂ#}s%%@sﬂw sremilyf licnbpoad@est messages

where the access router _ .
from the above-mentioned mobile router, mobile nodes connected

to a network segment controlled by the mobile router should be
able to know the home-address of the above-mentioned mobile
router,

For example, under a circumstance of Internet Protocol
Version 6 (Non-Patent Document 8), it is possible to insert
home-address option into .a router advertisement message
identified by IPv6 vicinity search (an—Patent Document 14),
which is for advertising its home-address, and is sent by an
invention~enabledrouter.Thehome—addressoptionshouldinclude
the next fields: (1) a type field for identifying that the option
is home-address option (2) a length field indicating the size
of the option, and (3) a home-address field for identifying the
home-address of a sender.

Out of broadcast messages sent by an invention-enabled
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5 is invention-enabled one. It is possible to enbed
such information into Binding Update nessages in

variously inplenentable different nmethods, which 13/04/2006

depend on the basic protocol used in a gl obal data

conmuni cations network. For exanple, under a

ci rcunstance of Internet Protocty 10 Version 6

(Non- Pat ent Docunent 8), an access-router-address

option may be inserted in a Binding Update nessage

spetitsed 25 Aerpbibed e W Newwkidice nodBecamemubequently able
and such an option should include the next fields:

( e BAvedssBorgnaddreg cdsshopderss tontpdem whithghe mobile
that the option_is an access router honme-address 15

(PPAeq ergta e indiiguting Updetsi resofigeheenpt bprihe mobile
and (3) an access-router-address field for

i doRtSSf-y LRéSt e Resifid dddicady isf at tesacdese thet ercess router
which a sender is attached. FIG 2 is a block diagram

i FPudfvanitAghr RBakAPA oBenfigurati on of network

el ement _apparatus 100 which enables 20 the operation

descri b&8 1&haas 1o & grbreravdl eéndarnapper ante BIoRling Update
conprises access section 101 and nessage generating

SBEFFBHSS 182, VREL BT kY el wpkemenpphtat dsf igveposeeheds, which
a . gl obal address, which is uniquely assigned thereto

| AeReBP GFaFhabpRd AR T Aitre b upsdclin et 9§e hessaiutwnications
access router ARl using this address. Then, as the

aPPErAt fis Fors ¥ #rbee sisledng, c RSt anceedohternet Protocol
necessary_tq establish a roanin% connection wth

Aot et eflg ENART bt R WhPe g PE4 fA00aM B qee sfotr aifeettrddress
which the apparatus currently belongs, the follow ng o
SPEr R SR S didfdied i siBigidiag Undades sessageoppecified
101 get cess to access.router 2 using another
d%%gigliagﬁ%é@ﬁz%b\?ﬁl@ﬁa*?%ﬂ? ERF3manY y) agdidgpieah an option should
include the next fields: (1) an access-router-address option
for identifying that the option is an access router home~address -
(2) a length field indicating the size of the option, and (3)
an access-router-address field for identifying the home-address
of the access router to which a sender is attached.

FIG. 2 1s a block diagram illustrating the main
configuration of network element apparatus 100 which enables
the operation described above. This network element apparatus
100 comprises access section 101 and message generating section
102.

Network element apparatus 100 possesses a global address
which is uniquely assigned thereto in a global network, and is
currently attached to access router AR1 using this address. Then,

as the apparatus itself moves along, and as it becomes necessary

to establish a roaming connection with another edge network which
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5 to network el enent apparatus 100 from an upper
station (not showmn in the figure) in the globa

networ k. Message generating section 102 generates a 13/04/2006

Bi ndi ng Update nessage which contains a gl oba

address which is uniquely assigned to network el enent
apparatus 100, a gl obal addresgswhich is 10 assi gned
tenporarily, and a gl obal address of access router

ARL, which is a serving router before nove. Access

st rohore o Wakehhichs anmamBitngd nyrpdal ebedssgge the following
generated at the nessage generating section to access

r GPeERtiarRe iswapefurEsed.serving router after nove. 15

This allows access router AR2 and rel ay nodes

t her eaf FeFStpd eddt-ad pre e sgdban ldddyessaofeas tossocess router
router ARL, which is the serving router before nove

of Hether Rhelflkprnylepphr addsesoowhleniantemporarily assigned
i nventi on-enabl ed reci pient (which may be a hone
agemeteir kae heme 1 e alpad adiusc bP ¢ d9ponali gprodesition (not shown
receives this 20 Binding Update nessage, the

reti prenfiywreabl i tdhe ezbelirt heeteesige in a table or

alist. Entries in such a table or a list, referred

to as Biewfiaff eRtpresinereedtien 19RoudmeTaicé sideBanding Update
| east the next three fields: (1) a honme-address field

JH A9 Wl Eheonkaiasadat ekal eddxemshilicmbeleniapedy assigned
care-of -address field 25 containing the

It RO I 1aRP IR IR hPBe, 2afdobd) address which is
access-router-address field containing the

HoTE-IRFE BeRPRFaxhby, agckaUidhalerddresphessebberewter ARL,
tgﬁg t he val ues of these three 13/04/2006 19 fields

ST H 13 Bi RETAGROpAR e chededgae FOBe-3 is a flowchart
indicaﬁing an algorithmto be used at an

i nvent F*GRTERaBREl Pt Wt Kt ereviehEs fidre Biasingg UBdadiengessage
Entrie%ﬁghen %he network el enent receives a Binding

gﬁ&g{g S§Eg he message generating section to access router

AR2, which is a serving router after move.

This allows access router AR2 and relay nodes thereafter
to obtain the global address of access router AR1, which is the
serving router before move of network element apparatus 100.

When an invention—enabled recipient (which may be a home

agent for a mobile node or corresponding nodes) receives this

.BindingUpdatemessage,therecipientisabletorecordthenmssage

in a table or a list. Entries in such a table or a list, referred .

to as Binding Entries hereafter, should include at least the
next three fields: (1) a home—address field containing the
home-address of a mobile node {(2) a care-of-address field
containing the care-of-address bf the mobile node, and (3) an
access-router-address field containing the home-address of the

access router. It is possible to take the values of these three
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5 (abbreviated as BUMin the figure). In a step
denoted as characters ST 101, an entry with a

home- address field which is the sane as the. 13/04/2006

honme- address in the Binding Update nessage is
searched in Binding Entries. In a case where the
searched entry is not found, al®ew entry is generated
10 as illustrated in steps denoted as characters ST

13%égg% ST 103. Then, in a case where a

car& ol 24dr &ds 3 8l ngoNpsakedmersene - Bi ndi ng

Updat e nessage, or in a case where its care-of-address

s the $1fe 359 s THEHEDAdr ésdicpting amakearitim to be used
th% sender of the Binding Update nmessage i s now back

t 6*h8 ADKeRthehecRBRarH, NebWwarl géeBRBENGPY, uPdeting Binding
entry.has been renoved fromthe Binding Entries as
phbiFarbEn e PepYoRk FICEGTAST *FRI RS @Bd ndingilpdatsmessage
125 and, ST 106. On the other hand, in a case where a
cAPBPEEViatPesasi BUM ok af AR dT i GUFAL- Bi ndi ng Updat e

nessage, the  care-of-address in the entr{pis updat ed

into thb* chrdhsdt Seagitess aso chasacteredSTnlPhe Bneibgy with a
date nessage .as jl|lustrated in step denoted as )

PG UTE TS 7 LFHRLRBr LS (Fe G286 Whdite DREeBRAdregS in the

qu%%f n%ssa%e contai ns the home-address of an access

rotR &R Upda;

FIfRtIFaded S Aearepsddenbinding TmaF ket edd a case
S 108t nd ST 109, the gccess-router-address field in
t

PPy FEAEERFEIRTY ¢ 280hphardg.2 NevcBREFYsS geperated
a ca m?erg t.he Bi ndi ng Update nessage does not
SEhCALHOTRE RO SHAPSSQeBPLaT ax PSS HF6aEE STi107 gnd ST 103,
umed _that the, sender of the Bindin date is

U ) )
Z‘?‘tseélchéa § &85 HhF3608 DB T:?:‘é‘%%e?%d{%ino\%?%%t@b%d in the

BRI 0E LSRR, LS e A2, 50 s
ifi%sai:ﬁef’ agrg% Ta{éﬁegt:sg hh%%—%é&%%_ss_sr, og e£é aa(ljsdstl?rr?gd ftihealtd the sender
of the Binding Update message is nowback to his / her home domain,
and accordingly, the entry has been removed from the Binding
Entries as illustrated in steps denoted as characters ST 104,
5T 105, and ST 106. On the other hand, in a case where a
éare—of—address is contained in the Binding Update message, the
care-of-address in the entry is updated into the care-of-address

identified in the Binding Update message as illustrated in step

denoted as character ST 107. Further in a case where the Binding

‘Update message contains the home-address of an access router,

as illustrated in steps denoted as characters ST 108 and ST 109,
the access-router-address field in the entry is subjected to
updating. In contrast, in a case wher'e the Binding Update message
does not contain the home-address of an access router, it is

assumed that the sender of the Binding Update is attached to
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5 The sender of a Binding Update is able to request a
Bi nding Acknow edgenent f reely, which allows the

recipient of the Binding Update to notify the sender13/04/2006

thereof of the result of updating. |In a case where an

i nvention-enabl ed recipient who receives a Binding

Update containing a valid acce2§-router-address 10
information replies with a Binding Acknow edgenent, it

IS necessary to predetermne an index in the Binding
ACRn8frédgerRteT | vh kil Hee sammferendide the peesphéninvention,
of the Bi nding Acknow edgenent is able to guess that

t RBGseRGHCHE FRESB #tildd Ustiardki b dgepkep denpted as character
i nvention-enabl ed one. It shoul dbe obvious for a

persbh?sKili fédsReci Hiehd nabhetarge stcroutieiradisiqrs field that
naébe achieved wth, for exanple, a bit flag or a

spBEi frelgatfePAto¥abiBit streamin a Binding

Acknow edgenent, or in any other various nethods not

li mi t edTRe Bemsies. o T akB Had biag dindefe oF A mitagaaitastes, Binding
it%%g possible for 20 corresponding nodes or a home
dyertov bedermeruiéresly ontiing: abheles thariediniangwat the Binding

direct delivery to a nobile node. A routing header _
et dohdotddeling s ¢hder dhkeaet afs ther sespbEvaf dirflating.

tﬁhthe hone- address of an access_router, and then .

Ot Ra"@eF t'oetReanchifecdf laarraklef werbbi¢rt ndte rageives a

this, way, it . is not necessary 25 for a packet to
té}é\fjelrlk% t%%& PSR IEE a Soiald hodecessg router-address
i.nst ead ,t.he pag%ft i S Lntercegted_by a honme agent and .
SERTEHAY TERHRT d¥d tho & hEiREhNPe Adderigdaeneanf, it is
its care-of-addregs. 13/04/ 2006 21 In a case where an
RECESSH YUt RPF PESEF I Re ABbt pdehAa i ndiveRckpoyledgement
Eoutuﬂ? header {s u%ﬁd, it follows that a_packet is
BT G St PRI PE e FIRARN T Fhiths Bipdtag 46 kROHS FEgement
dongi route is ser for a packet forwarded to the
ﬁgﬂ%pg%&F%gyegﬁ Eﬁa£ the sen%er of1ﬂm;gindinngcknowledgement
isinventionQenabledone.Itshouldbeobviousforapersonskilled
intheartthatsuchanindexingmaybeexﬁdevedwith,forexample,
a bit flag or a specific pattern of a bit stream in a Binding
Acknowledgement, or in any other various methods not limited
thereto.

Taking advantage of Binding Entries, it is possible for
corresponding nodes or a home agent to construct a routing header
which allows direct delivery to a mobile node. A routing header
may be constructed so that a packet is first forwarded to the
home-address of an access router, and then forwarded to the
care-of-address of amobile node. In this way, it is not necessary
for a packet to traverse the home domain of a mobile node, and

insteadthepacketisinterceptedbyatmmeagentandsubsequently

forwarded to the mobile node utilizing its care-of-address.
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5 access router, which is away. The hone agent of the
access router intercepts the packet, and forwards the

packet to the access router utilizing the 13/04/2006

care-of -address of the access router. By having an

i nventi on-enabl ed access router send a Binding Update

to a honme agent and correspondi2ig nodes of an 10

i nventi on-enabl ed nobile node, it may be further

possible to optim ze packet delivery. In addition, If

t he accéd@s? FEEESNSLEe annyenespr-oaialyl tdseht isthebile and away,
hone- address of the access router itself should be

added ih a prabing puige. i3 mamdlerit Foddoing that a packet is
si%nificant delay in a case where an access router

nmoted L Eaking s akedigree Teuis. Mibid dp, bawpuse a home domain
i nvention-enabl ed nobil e nodes should maintain a |ist

of OBt RetShakt LD wastket Homeraagast tendhe home-address of an
correspondi ng nodes) to which the node sent a Binding

UBHGEES raudedafwierch dgcdvvay | | §he konepgrped it bhascgess router
Bound Hosts List. 1In a case where a nobil e node

nbYESTCERES nbibt | RAGRIe shiod| Borerrdy Yie nesekelontBokel access
Hosts Li st by sending respective nodes Binding

UpaiaEes, Whbler gty i orafer— 2o 20 a5 T et pilistagtess router.

Bindingﬂ%ﬁdates each time the nobile node noves, o
there PEHLBE 28 WVYgHii ghtenabird aeens e gnsden sqed 2 Binding

transm ssi ons of Binding Updates. In a case where
:HFB%?’?% Sde@anBOBR | AVEREI oALEnaBPeEeWeeRdkng 2J10des  of  an

rout er sends naqtifications to hosts using Binding )

Ut oraifr e Gite ebdre &vficcorifediohdiengurther possible to
invention-engblgg nodes are able to obtain a )
S PARAEW oV REY at B a%litHemet foFRetdper oy outer is
13/04/,2006 22 qn the periphery of the nobile node to

SRR O RESRArA 8P oo RoRST €05 eEfe Orfolbee ak6@ES Touter

I.n order to%gp S it is possible to enploy an

iftsais AhPaadl PP ARFSE b bl i kTesh UPARiR 1igh Mear to avoid

LS_cons ructgd ffonLBindin Enfries. ,
a significant delay in a caSe where an access router moves (in

a case where it is mobile), any invention-enabled mobile nodes
should maintain a list of other hosts {(both of a home agent and
corresponding nodes) to which the node sent a Binding Update.
Hereafter, such a list is referred to as a Boﬁnd Hosts List.
In a case where a mobile node moves, the mobile node should notify
hosts on Bound Hosts List by sending respective nodes Binding
Updates, however, in order to avoid the burst of Binding Updates
each time the mobile node moves, there should be a slight shift
between consecutive transmissions of Binding Updates.
Inacasewhereamobilenodeandan invention-enabledaccess
router sends notifications to hosts using Binding Updates, any
home agent and corresponding invention-enabled nodes are able

to obtain a sufficient knowledge related to the network topology.
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5 FIG 4 is a flowhart indicating an algorithmto be
used at a network host when constructing a routing

header for delivering
node. Binding Entries are used for obtaining the

car e- of - addresses of npbile nodes and their access

routers in a recursive manner, %Bereas a stack is used

10 for storing t hese addresses, naking it possible to

regHrnhg resseﬁ in reverse order when

constructF%ﬁl THlt Phg-healieblle | rodei & abfoimihen the delivery

st n-first-out informati on stora

strggg% @3‘%3 ‘éou‘é%%l TP L& PR - cORTAR t@ng@fSQy it is possible
step_denoted as character ST

head ]
20*#’ e%loé’gan Fioorstim s &##Eé&rﬁaeérhﬁlww vhenfa rangiing header
th tr d i denoted as character ST
20%? é ﬁxﬁgdﬁ' Ihkﬁ$ %S and "dst" are

respecti Y4 set Wi e address of the packet
sour ce (i..E (ﬁ%? t diddgptdggonti adgabitln to be used

he ket and the address of its
&Qngfﬁgr k%‘ w%t Eﬁ%t%\%‘aﬁé'%ltéfl%fr%adﬁﬁbfpe delivering

erm nati on
n d b the a rithm enters the
% ?ESSéﬁgé %%%gﬁt|58tﬁa98593ﬁ 8Peps Héndieg Botries are used
c a 3 - ST 2 d in that |oop, a search
%EE ShERIn e e caie Shdinp 1ot n e RedioRgerd their
with the value stored in

hQEt—:eQQde&éeEé el d aen]%t%:gjhl ng‘?ecﬁ@ﬂln%'ewweia? gogtack is used

I'n a case
f eypd r S|n | eaves the . loop as illustrated
in stsé%é%gﬁ t?}ce%s frsffcetser da %nﬁogtaﬂasstbémto return the
entry is found,

V‘Q&(ﬁf@:rssésl in? 89&95@1@#%% ear g1 é’é}lgg&%acgﬁppitﬁg header.

the value in

whet her I he h me- address.of the nobile
node ofuﬁgﬁl%%l rreo r 8§ ﬁc%ﬂgﬁ?g b% g%?éFn@Hﬁﬂﬂ%Prmatlon

oot SESotaoel! Honal A1E o) ot A cae Wete g
mﬁﬁdé%.nQQ?’aaétep denoted as character ST 201, a stack is
initialized to empty itself, and then as illustrated in a step
denoted as character ST 202, two of temporary variables “src”
and “dst” are respectively set with the address of the racket
source (i.e. the home agent or corresponding nodes which send
the packet) and.the address of its termination (i.e. the
home~address of the mobile node) . Subsequently, the algorithm
enters the processing'loop illustrated in steps denoted as
characters ST 203 — ST 209, and in that loop, a seafch.injBinding
Entries is conducted for an entry having a home-address field
nmtchingwiththevaluestoredihdst.Injicasewherethesearched
entry is not found, the processing leaves the loop as illustrated

in steps denoted as characters ST 203 and ST 204, whereas in -

a case where the searched entry is found, the value in dst is

a packet directly to a nobile 13/04/2006
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5 illustrated in steps denoted as characters ST 204,
ST 205, and ST 206, the value in dst is put into the

stack. Next, as illustrated in step denoted as 13/04/2006

character ST 207, the algorithmupdates the value in

dst to be stored in the care-of-address field found

in the Binding Entries. Thereafger, 10 the
access-router-address field of the Binding Entries is

checked to confirmwhether the field contains a valid
addeskedoto romfinmwhethse bherelire ifi ehd loon-eiddress of the
valid address, the loop is repeated as illustrated in

shepd lgenotledogsnohalacterse8T r2881andhSTl200e dntaheed only
ST 209, the contents of the dst field 15 is al so put

i BTt Blee stigwEll rebetesdonnof Wesd oslper.eInhhe case where the value
access-router-field is invalid, the processing exits

t h& reppirmedcéct fe privzekohnagadidnwes thetheomoldsle node, as
illustrated in steps denoted as characters ST 210 and
Stliuatrabed contsdmps denphed s ackaiactprshel @d,i 8T 205, and
reverse order to be added to the routing 20 header.

Foif t #@f noflee Valuze chaselsihere pile Sitwkths stk ed, as
illTustrated in step denoted as character ST 212, the

packet Naxdr-nirRat I bastratediin: séepi demotd@ askcberscoeedsST 207,
in dst, and the algorithmends. On the other hand,

tiHfughl G0t ngohebeler thenyeduet 6@ idst 25 thesswayed in the
makes it possible to optimze the routing of a packet
danreieddd epsnbbeld | iptthe 8énidivitBet sbee. Kihedeafter,
of security threat. The nbst serious threat lies in

£t 2 BFE B TERKeR T Taddis w5 £3£0d/of008e BAndéngdistrias 1a checked
specific routing header which reflects a packet from
atonsaélfilﬁmaWhﬁBgeé Reewbt ®1d sprnaing & conlsiedwsitizesd or not.
becones possible for-the attacker to reach the part

of* & §PSBalh@atatheokiaAtc gsonsadnFebwsRkigheddrels, the loop

attacker woul d not be accessible
1s repeated as illustrated in steps denoted as characters ST

208 and ST 209. In the ST 209, the contents of the dst field
is also put in the stack, whereas in a case where the
access-router-field is invalid, the processing exits the loop.
Once the processing leaves the loop, as illustrated in steps
denoted as characters ST 210 and ST 211, the contents of the
stack is pushed out in reverse order to be added to the routing
header. Furthermore, in a case where the stack is emptied, as
illustrated in step denoted as character ST 212, the packet
termination field is set into the value stored in dst, and the
algorithm ends.

On the other hand, though a routing'header constructed in
this way makes it possible to optimize the routing of a packet
delivered to a mobile node, it also invites some kind of security

threat. The most serious threat lies in that an attacker is able
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5 if s/he were using other nethods. In order to avoid
such a security violation, any invention-enabl ed

nobi | e nodes should follow the algorithmdescribed 13/04/2006

bel ow to discard all packets which are suspicious to

be forged. FIG 5 is a flowhart indicating an

algorithmto be executed 10 bg4a router when the

router intercepts a packet transmitted to one

connected to the router in a local network. This test
séquepcetrnakes speqiddsi bbetingriesadter tieich reflects a packet
vul nerability of the local network against security

t fremtasnodipon d noki tepeitonrdf, angdackidts bynaeqoahnee, idsecomes
illustrated 15 in steps denoted as characters ST 301
apdssSTh3e3fofi the attatker thereach ethehpeks whet helobal data
its termnation address matches with its hone-address
ofomen ted bl ofs agdress wharatibast takdes wheld not be accessible
term nation address matches with the hone-address, as

i 1 g heatask U hngodhedemstleeiss Inhardest to 8P i30Quch hesecurity

packet is consunmed (used) . 20 O in a case where the

t €k ol lat 9 Ton aag ot reen i chesaln ¢t mohd 1 ecapde sfstaddideg] low the
as illustrated in step denoted as character ST 304,
tHeIPriddun cde ot r BbedubehgwhéadelisaamwhezkkdpaFElethewhich are
in a case where the term nati on address does not match

VARIP Y R@ushdire d dirassgedhor  t he car e- of - address, as
illustrated in step 25 denoted as character ST 305, it

i s chedkéd WwhetthErovakaredimdigeitong addlgssitbmd ol edecuted
address in the | ocal area network connected to the
roLBeFoBEeRgthen fhe cavdewhénbernerter aimacken tadrerdted to
13/ 04/ 2006 25 is a valid address in the local area

RECER IR EPd e sonher impatecalasetvpnkt Miedt¢st sequence
step denoted as character ST 311, the packet is

frekRrarideBcesibpls teesednag itba, vudieredsl it woédde 1ecal getwork

not, the packet is discarded as illustrated in step
d8RéREY security threats.

Upon interception.of’a packet by a router, as illustrated
in steps denoted as characters ST 301 and ST 303, first of all,
the router checks whether its termination address matches with
its home-address or its care-of-address. In a case where the
terminationaddressmatcheswith the home-address, asillustrated
in step denoted as character ST 302, the packet is consumed (used) .
Or in a case where the termination address matches with the
care-of-address, as illustrated in step denoted as character
ST 304, the presence of a routing header is checked. Further
in a case where the termination address does not match with the
home-address nor the care-of-address, as illustrated in step
denoted as character ST 305, it is checked whether the termination
address is a valid address in the local area network connected

to the router or not. In a case where the termination address
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5 as character ST 310. In addition, in step denoted as
character ST 304, the presence of the routing header

is checked, and in a case where it is not present, 13/04/2006

t he packet is discarded as illustrated in step

denoted as character ST 310. O in a case where the

routing 10 header is present, bk is checked whether

the next address in the routing header is the |ast

entry or not. In a case where the next address in the

r dut engahtddeddirsssain tire |lasiz lentdey, nether@ntbynésted to the
replaced with the term nati on address of the packet,

amdudsry | #sisitlatsdtatreds i epst ele reired b aghaiacid€tsr ST 311, the
306, ST 15 307, and ST 305, it is checked again

whetket {hefoewardadli bm idddiessinstonal iidepdds ess 4 case it
the | ocal area network connected to the router or

nds ; nathertdes piamka tc as ed ivied edéden el vaddiagssl ihnstde denoted
routing header is the last entry, as illustrated in
séepshadenoeedsBs3thar acters ST 306, and ST 308, the

|l ast entry is checked 20 to confirmwhether it is the

home- adidr esddfidthe Trouteep odemoted ha aheasetwhes& 304, the
is the hone-address, as illustrated in step denoted
aretenractodr tBE 809finddpamket iiss chersaeed afidséd)a ,case where
whereas in a case where it is not, the packet is

ditsdar dett gzrdddnist rtdteepadketstiep denetretkdas schdrlactemted in
ST 310. 25 FIG 6 is a flowhart indicating an

#Atgor fehated de dsedctiey Tl | ©mobden (dase whenehilee routing
node which is not functioning as a router), and this

fiegdles s ptesands dhedlk phecéesi mpetBe@4/-2@60626 address in
performed by a nobil e node when the nobile node

theeirpes indplickder iFThéhehéektpeoteys odesoti.bdd beresr where
makes it possible to reduce the vulnerability of the

¥BBi Nexfodddragai ietthecmiting Hregadar iF mstt d¢heallbst entry,
in step denoted as character ST 401, the

the entry is replaced with the termination address of the packet,
and as illustrated in steps denoted as characters ST 306, ST
307, and ST 305, it is checked again whether the termination
address is a vélid address in the local area network connected
to the router or not; whereas in a case where the next address
in the routing header is the last entry, as illustrated in steps
denoted as characters ST 306, and ST 308, the last entry is checked
to confirm whether it is the home-address of the router or not.
In a case where it is the home-address, as illustrated in step
denotedas character ST 309, the packet is consumed {(used}, whereas
in a case where it is not, the packet is discarded as illustrated
in step denoted as character ST 310.

FIG. 6 is a flowchart indicating an algorithm to be used
by a mobile node (i.e. a mobile node which is not functioning

as-a router), and this figure illustrates check processing
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5 term nation address i s checked to confirm whether it
is the home-address of the nobile node or not. If

Yes, as illustrated in step denoted as character ST13/04/2006

406, the packet is consuned (used), whereas in a case

where it is not, the termnation address is checked

to confirmwhether it is the cage-of-address of the

nobil e 10 node or not as illustrated in step denoted

as character ST 402. 1In a case where it is not the

c Reafotrmgddries o6t lietreodmbihlea Noeleobids riddaistcal edsianpacket ,
step denoted as character ST 407, the packet is

df5gardedk mirress descaibasehwheis hhkes ertmpoatiibie to reduce
address matches with the care-of-address of the

mbBe| @l Hmrieab it He e ésedre eots lef nadeswdaiqdieadenrisy threats.
checked. Further as illustrated in a series of check

st eps dEhbFedohsa bharictetep STen@Bed STs 4 ramce'SIBT 401, the
405, the remmining routing header entry is one, and

t heFBipebion haddress r s nobeckedt e komfizddmwbeshefr tite is the
nmobil e node. In a case where either of these tests
fhene-address s dhednphi e epodenst e t20 IfsYeharastidrlustrated
ST 407, the packet is discarded, whereas in a case
viHepEcRIdengit ediies cearachet SFad%ed thelpagiedkis cbasumed (used),
consuned (used) as illustrated in step denoted as
CHERAIISE 2686¢ Wherabbbel deseti pthorfemiat iomplaaidress is
a_nmet hod which delivers a packet to a nobile node

WD basendd rowhaidiemi hdmethgeare-25-ofidrhesmobthemobile
node and an access router, thereby decreasing delivery
PRdeney . naheshéri ugtsaredetin duser idsmiodesl Aacoikanacker ST 402.
packet sent froma nobile node. It should be noted

Hér 297 Senahere d/toas 2o06the ¢arerebseddkese of Hoeinabile node,
node_which is away sends a packet, it wuses its

g5r &1 beshuatedsinstemaeretesoasceharachanyS Hesl oy de packet
Eacket-smﬁtched data network, this is done because
FRgFESSardee: rhitiras iemA Gps® tderse sbeukprinahion. address

Ingress filtering
matches with the care-of-address of the mobile node, the presence

of a routing header is checked. Further as illustrated in a series
of check steps denoted as characters ST 403, ST 404, and ST 405,
the remaining routing header entry is one, and therefore, that
entry must be the home-address of the mobile node. In a case
where either of these tests fails as illustrated in step denoted
as character ST 407, the packet is discarded, whereas in a case
where all of the tests are passed, the packet is consumed (used)
as illustrated in step denoted as character ST 406.

The abovedescriptions fullyexplainamethodwhichdelivers
a packet to a mobile node without passing through a home agent
of the mobile node and an access router, thereby decreasing
delivery latency. The next disclosed descriptions focus on a

packet sent from a mobile node. It should be noted herein that,
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5 applies the discarding of a packet froma | oca
networ k because a discarded packet has a source

address which is topologically inconpatible with an 13/04/2006

address used in the above-nentioned |local network. In
a case where a nobile node which is away uses its
honme- address as a source addre¥ in order to send a
packet from 10 within a foreign domain, there is a
possibility that the packet is discarded due to -
| Ngt és§aFel veerag madddradinegley whilghoi deaway csends ¢ heket, it
ingress filtering, its care-of-address (an address
WHSEF HaS ﬁaif@p@%ogii‘éé%éo@r@a@inﬁcrketiy sguttean Iadtesysdeployed
used in a foreign domain) is enployed as a source
adhdcdsd ~s¥d thbeg drd i hefeedprenthis ilderidrfey héwause ingress
creator of the packet, the nobile node which is away
i Fdild@Ed not 53 HSRLQRS d6F RnSeder hendwrasoh + Regress filtering
packet. Accordingly, summarizing the above, in a case
WP leRet heshincarsdae afii @ packetndyomendocalpaekeork because
the nmobile node fills its care-of-address in the
sBuftECHEIR S8 Grets haspackatrcamdlPeysmedich isstopologically
honme- addr ess as, speci al information in the packet
hiagerPatibbe ¢hdd aherddrpesipird dmbbe rBoupmrenthaned local
the access_ router is invention-enabled one, it
bRebHREK pogsidIc@sEoiheke aamebdd er Boder whbch ot SRy Heses its

acket sent fromthe nobile node 25 directly to its

e TRATOS NPt B RO R 1A HE e 1t aader i try semd gheacket from

packet between the access router and the hone agent of
t'e- N Ge ST R bBR ¢domaridy 0 Apg6 1982 Teiss ibdddisthat the packet
hggl,nenta | e by inserting a signal in the packet )
SCandgd dﬁ{?séﬁooﬂélgtr@%rﬁ% rdnghi dogiogigkinaly beln order

32% arbitrary format _of bits or, a specific pattern of

PYOSE M NIWPER Thet P EREndd oFasachiaadiigRar, (7 address
iifind'cated to an . R .
which has a topological compatibility with an address used in
a foreign domain) is employed as a source address. To help the
recipient to identify the creator of the packet, the mobile node
which is away includes its home-address in the header of the
packet. Accordingly, summarizing the above, in a case where the
mobile node which is away sends a packet, the mobile node fills
its care-of-address in the source address of the packet, and
inserts its home-address as special information in the packet
header.

In a case where the mobile node is aware that the access

router is invention-enabled one, it becomes possible for the

access router to forward the packet sent from the mobile node

directly to its destination without involving the tunneling of
the packet between the access router and the home agent of the

access router.
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5 invention-enabl ed router w thout using any packet
tunneling or encapsul ation techni que that the sender

of the packet is requesting the router for an attenpt3/04/2006

to forward the packet directly to its destination. In

this docunent, this signal is referred to as a

"direct forwarding request” hepgafter. 10 In addition,

in a case where any router at later |ocation does not

wi sh for an attenpt to forward the packet directly to

i ts desThhatbecomes hious] eisemigalaly packete ttumrell B§gakl in the
encapsul ation technique, it is possible for an

| peeketdhatdert oliteist podsshbketbheodfigate fOiNardiggal to be
request signal. In a 15 case where any ,
| pugrEbdrrengbf @chatobif kel ook el st erteptstebhSof abit stream.
packet, and then becones aware that the direct

f 9iwhr diveg pregueeste o8 spehi fi edi grmlt,hei patketndibeted to an
nobi l e router then checks whether the source address

ofnveet packetah bed nealtich addhess s onytdiey phekal: tunneling or
network or not. If not done, it neans that there is at
2entapsitl onon ntechedigate tied mwotkeel exmidr Weifchtldowepacket is
not enable the present invention between the creator

of e qimes plack the and teefo r amtiek einps élof fo ek d thepekkat directly
case, the router is unable to execute direct

flor vidrsdideg L iNexti pnt. hénnbbiikedoouhent cheleks aihwatdieri 4 heeferred
packet has a Binding Update provided with a specific

destdshat i'oh 128 torfopotar difngs a;e dutess trio bidre arfdnetrer

changes the source address into the care-of-address

t o sendnt Addphtke: iroa tesdesheératdmonro@iertdie lotther location
hand, with respect to other cases, the packet is
sigsise8PEAWISH 0472 GO6 a2Y e te oapsuvat d orh¢ amsket directly to
tunneled to the honme agent of the nobile router, and

i ssulestiagtiondeviapoulttat voingt &he hpeekagentunokling or
the nobile router to be forwarded to its actua

geseparilrsAaon Cechboinve, tiHi sid pdmsBulonfeheapr énmitgemediate
that the nobile router

router to disable the direct forwarding request signal. In a
case where any invention-enabled mobile router intercepts this
packet, and then becomes aware that the direct forwarding request
is specified in the packet, themobile router then checks whether
the source address of the packet is a Valid address from the
local network or not. If not done, it means that there is at
least one intermediate network element which does not enable
the present invention between the creatof of the packet and the
router itself, and in such a case, the router is unable to execute
direct forwarding. Next, the mobile router checks whether the
packet has a Binding Update provided with a specific destination
or not. If so, the mobile router changes the source address into
the care-of-address to send the packet to its destination. On

theotherhand, withrespect toothercases, thepacket is subjected



5is away fromits home, and in a case where it is at

honme, there is no necessity to check the direct
13/04/2006

forwardi ng request. Al packets fromthe |oca
network intercepted by the nobile router are
forwarded to its destination by default w thout the
necessity to tunnel the packet Z% the home agent. 10

FIG 7 is a flowhart indicating an algorithmto be

packet Epfsherteby AL AR BiRE21RY e B Bomsdeorneat the mobile

noor AR T4 aPa0Ar BUPACESRAAPCHET BRESHAEUOPR. @R the home agent

15 tabs wor R ORRGEntT O CREHPEQeRots 116 gt BRlule ehination.

ol €77 IS TenBERET Ut e Hae Spackel. Fae mobile router
irect_ farwardi ng request or not

ch i
£5asgﬁﬁﬁﬁgﬁﬁ%§g39¥ﬁ%§%g%’d%ﬁ £ 22 S Ef AFBRASr tsFo598. home, there
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20
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Mot BB b lSIABLR D2 e oL ed 2 charcceler ST,
paekci s 2 el it ol Lhe e ol i e,

| ocal networ

d ar act 1 504, the cified destination
R S B e B n e Y P e e e Secessity
r Quf n Lndi ng,Update before or not. In a
case%aﬁggg g%% gﬁ?&é? gg %gF 8% AP&Btrests are

negativ asyiillus in st denot ed s character

ST 505, “tha r{)alcigt ﬁg%f%g‘ﬁ%r B3 EaELRE o gRfenithm to be used

¢ | > other_hand,. if not so, th .
bsoucho 0ol popnel e 10 o0 (1% el Pt 1,

packet is /
phosecaient | qushep Lepoiedses ShACheho®T 28cied o tne

Herei n, the invention-ena !ed
oy oo o 2B AR £ R T B Bt o hetuor.
As illustrated in step denoted as character ST 501, in a
Case where an invention-enabled mobile router which is away from
home intercepts a packet, first of all, the mobile router checks
whetherthepacketischaracterizedbyacﬁlectforwardingrequest
or not as illustrated in step denoted as character ST 502. Next,
as illustrated in step denoted as character ST 503, it is checked
that the source address in the packet is a valid address of the
mobile router in the local network. Finally, as illustrated in
step denoted as character ST 504, the specified destination is
checked to confirm whether it is where the mobile router has
sent a Binding Update before or not. In a case where any answer
for the three tests are negative, as illustrated in step denoted

as character_ST 505, the packet is forwarded to the home agent

through tunneling. On the other hand, i_'f not so, the packet is
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5 Because the source address of a packet is changed by
a router on its way, there nust be a nethod which

allows the recipient of the packet to verify that tHe3/04/2006

packet has been sent out from a reliable source.

Cont ai ni ng the hone-address of the nobile node which

sends the packet in the packet ghpeader provi des one 10

formof verification nmethods. However, it is possible

for an attacker to forge a packet, and then insert

f dogwdriened bkl ebg as nfldusttraderd hnidisepacket:cieadetharacter
Therefore, it is critically inportant for the

r é€i pPént Hevebe, abhe inverridéy-thablédenshbiieerouter modifies
address of a received packet is the access router of
ahhé¢Spiakentlianienaldnet sautiier czedegender, (the semdes address
herein relates to a nobile node having a specified
hdfereptaesd)witinstivmecaet hof-addregsdhat purpose, there

is a nmethod for checking through Binding Entries,

whi ch mMigeside thessiurice addmess O apmtkéeheé sstumged by a router
address of a received packet is linked with the

- herrel et dveess s tiheger megt 26 améetBopadkith heblders tHlaGre@ipient

is a flomhart illustrating a processing algorithm

fof ther phykeg§ Sachenifel thabrihdNpmelkgt hhe begoresent out from
shows a verification process used by a network host
suditlagbd eh gwei raggen tCondra igdme Shen diomg —eeides: sisn odr dére mobile
to check that a packet having 25 a specified source
adgeegdich sepkedthet hacket homethidraaget dumdamedavides one
its packet header by the |ast Binding Update. The

dlogdy iofh rewRifdlraitd obagiedaioldy - Howsveat ed ti d st peskilgpdee for an
13/ 04/ 2006 31 investigates repetitive Binding Entries

oy techer to Amrad ¢ paeketeland Shebeineent thor aslhome-address

address and the hone-address. In a case where the . _
Fefarrafips YBri§s dvreket Heeadejor iThane s litnishicgitically
figure returns_a Bool ean val ue TRUE, or returns
“important for the recipient to be able to verify that the source
address of a received packet is the access router of an
invention-enabled authorized sender {the sender herein relates
to a mobile node having a specified home—-address) . As one method
for that purpose, there is a method for checking through Binding
Entries, whichmakes it possible to verify that the source address
of a received packet is linked with the home-address inserted
in its packet header.

FIG. 8 is a flowchart illustrating a processing algorithm

for verifying such a relation. Namely, the figure shows a

verification process used by a network host such as a home agent

- or corrésponding nodes in order to check that a packet having
-a specified source address is linked with the home-address

contained in its packet header by the last Binding Update. The

algorithm which 1is basically illustrated in the figure
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5 a Bool ean val ue FALSE ot herw se. First of all, upon
start of the algorithm as illustrated in step denoted

as character ST 601, a variable "tenp" is initialized3/04/2006

in order to store the hone-address identified in the

packet header. The algorithm subsequently enters a

| oop (a | oop denoted with charggters ST 10 602 - ST

607) in order to check the Binding Entries in detail.

First, the value in tenp is checked agai nst the source
addressigatesheepacket ve IFiddieyy FAtehedpintdeier to verify the
algorithmreturns TRUE as illustrated in step denoted
agethiianteet®Ieb0Rhenheneas afldtbey add tht hahehaddress.
the al gorithm searches for an entry having a 15

hone- adbin essabeelite nathild nglwi:t bnt he waalivd sgtler,edhbrnalgorithm

tenp in the Binding Entries as illustrated in step
dehovediastithmarf@ctiere rSEBOR al BobheaseanthedTRUES Yot Sreturns
not found, the algorithmreturns FALSE as illustrated

i d Beepealenct bk afALratherwiSHe 60 rswhesasl 1, fuddre start of
searched entry is found, the al gorithm conpares the

she ¢ RO idddr,ess ofl Ilsé rpaekietinws tdpt de€noted as character ST
care-of-address field of the found entry as

i$0usta atadidlnl st Bpemiehol edinstthhi actielnSHraes. tbnstare the
case where the two are identical to each other, the
relgt-isgldrass Jietdrft jeth ecanth t tiee apgokét hheadeur nThEREEgorithm
whereas in a case where the two are not identical to

aadIs eolleant: 1 vasnitelrgs er hved 25 lovmstdxmalenbtveidlagharacters ST
character ST 606, it is checked whether the
&VeessST 0ol &y -laddimsisy fhicekteok the Biouhth@@otyries in detail.
contains a valid entry or not. In a case where the

décess- Ebatrealurlditedsen élsdch8r R 20P61182F ithaesource address
valid, the algorithmreturns FALSE, whereas in a case

Riekle thackatcedst thgvemasdlr vss flielal gor Main detithms TRUE as
address in_ the access-router-address field is stored
Lhlushpataddin Kéepodpnoted repehardchseridT 692, avkeréas if they
step denoted as character ST 607.

do not match up, the algorithm searches -for an entry having a
home-address field matching with the value stored in temp in
the Binding Entries as illustrated in step denoted as character
ST 603. If the searched entry is not found, the algorithm returns
FALSE as illustrated in step denoted as character ST 604, whereas
if the searched entry is found, the algorithm compares the source
address of the packet with the care-of-address field of the found
entry as illustrated in step denoted as character ST 605. In
a case where the two are identical to each other, the relation

is verified, and the algorithm returns TRUE, whereas in a case

where the two are not identical to each other, as illustrated

~in step denoted as character ST 606, it is checked whether the

access—router-address field of the found entry contains a valid

entry or not. In a case where the access-router-address field
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5 There is a necessity for a invention-enabl ed basic
node to execute Binding Entries and an al gorithm as

illustrated in FIG 3 which updates the Binding 13/04/2006

Entries. In addition, it should characterize a

Bi ndi ng Acknow edgenent wi th such special information
that allows the recipient of th&2Binding 10

Acknowl edgenent to recogni ze that infornmation rel ated

to.the  _hone-address of the access router in the
coﬂﬁb§85n§gﬁ§ i hdiengloopdabe wesvayes FALEBeeiwhedeas in a case

Furt her Ie, with respect to security, there is a
ne& §§F?€ S YTCHTS TIRERY TR €d edodest e bidcuhe address in
15 illustrated in FIG 8 which checks

al gorithm as

t hgggo%‘?‘&%s%'a]aﬁ"é‘%%rﬁdqlf%%r édeildeds privketd iAftempaldnd the loop
it.i.s necessary for an invention-enabled basic node to
extB TP HH o §6r L hnPhsated| s staredenat FiGs Lhaltiaciter ST 607,
constructs a routing header so that it becones

possi bl e 1 DptT @ FECERE 14 fosrg bRvanpackeensbled basic node
20tinvention-ena_led nobi | e node. Further in addition,

i t°F SPTOHE ] FHEHRYS FPERdEsnaBHabhedl gpptichetas tis vsrated in

f rding. of a packet to the sender of a Binding

USEE a ’egr?@gjs‘gbélpl‘j%rt&?ghh% Bipetiinyg Bngeéess Toaddition, it should

SQ&{HJ aft.er recejving the Binding Update nessage

haV|ané%§§dfiltz1@onﬁl Bendifier hgtien lesigsmentt owihk such special

 hqme- addr ess Of}%ﬁﬁ gﬁ.ess router to which the
REftConedieendél iWsyt tidthedreqipsemeanstft hibe Binding

above-

a rbitrar cket transmtted from an
i%%%ﬁ?ﬁ%ﬁggﬁﬁﬁﬁgdtﬂoasC?@Pé&ﬁz@betsanépr@ﬁtﬂh@ related to the

PR 8 o O et Re T i coroneponasna nains
nOPaSEe FEERSEF Lh HEeBLeSd, outer, accompani ed by a
rout ngFJEeﬁgeeJ.[mgr()Q,t %Iighr}:%stphe%t to security, thereisa necessity
for an invention-enabled node to execute an algorithm as
illustrated in FIG. 8 which checks the source address of the
received ©packet. After all, it 1is necessary for an
invention-enabled basic node to execute an algorithm as
illustrated in FIG. 4 which constructs a routing header so that
it becomes possible to optimize the delivery of a packet to an
invention~enabled mobile node.
Further in addition, it follows that an invention-enabled
. node starts the forwarding of a packet to the sender of a Binding
Update message thfough a specific access router shortly after
réceiving the Binding Update message having additional
_informatj,on related to the home-address of the access router

to which the above-mentioned sender is attached. This means that

any arbitrary packet transmitted from an invention-enabled node
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5 care-of-address and the hone-address of the
above-nenti oned sender of the Binding Update only (2)

t he above-nmentioned packet has a source address fielll3/04/2006

which is set into the hone-address of an access

router, acconpani ed by a routing header containing

the care-of-address of the abowg-nenti oned sender of

the Binding 10 Update as the initial entry. The
above-nenti oned access router should also send a

Biafdiiengt h&jputateg tdomt af rd Bdnidtisigcdpdavé -taddpassof ahth€ollowing
sane invention-enabl ed node, and a packet transmtted

f comreléeriigiénti ol enabeedbnudembasionedopathet has a source
foll owi ng characteristics: 15 (1) the above-nenti oned
padkeeshasialdownteh addrseds ifritel dhshihome-agldsetsi ofoan access
the care-of-address of an access router, acconpanied
byocdtesut | agchmpaered oityai @ ngotttd ngar beaflieaddr@ssa inting the
the hone-address of the above-nentioned sender of the
Bradeéngftpddress oahg (RE homealaoiderawentd fongte paoket-mentioned
has a source address field 20 which is set into the

cagedef ofdthe S5 nofi ngnipdzes ©omrlgut{ 8) ,theaaebompanertdibyed packet
routi ng header containing the care-of-address of the

apey e mmiianedlddesdefief.dt WaiBhndsngetpiate s tHuene-address
initial entry, or (3) the above-nenti oned packet is
dppéndedeRsh OUtaR,i agcohpadéedcbytairnutgnghieeader containing
car e-of - addresses of the above-nentioned 25 sender of

tHee BrRrErA§-ePdaces afdthaebaoreseerivuined sehdek afhthe Binding
care-of -address of the access router is to be placed
jUrsiaisefagr £he Haidded- entaddr ess of the

above-nentioned sender of the Binding 13/04/2006 34

Updat e Thierpkaittieat ivmesl atc e smepions shoadidfaled $ord a@inding

.i nventi on-enabl ed basi ¢ node, an i nventi on-enabl ed

Yewidte nogentahsinge | hpsenepree-oftaddresmct iton t dhe  same

insert a direct forwarding
invention-enabled node, and a packet transmitted from the

invention-enabled node has one of the following characteristics;
{1) the above-mentioned packet has a source address field which
is set into the care~of-address of an access router, accompanied
by a routing header containing the care-of-address’ and the
home-address of thé above-mentioned sender of the Binding Update
only {2) the above-mentioned packet has a source address field

which is set into the care-of-address of an access router, '

. accompanied by a routing header containing the care-of-address

of the above-mentioned sender of the Binding Update as the initial
entry, or (3) the above-mentionedpacket is appendedwitha routing
header containing the care-of-addresses of the above-mentioned
sender of the Binding Update and the access router, where the
care~of-address of the access router is to be placed just before

the care-of-address of the above-mentioned sender of the Binding
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5 request in a packet and a function to insert the
home- address of the access router in a Binding Update

nessage. In a case where a nobile node does not 13/04/2006

function as a nobile router, it is necessary to

execute an algorithmas illustrated in FIG 6 for

checking input packets. 10 Inggddition to what is

speci fied for an invention-enabled nobile node, an

i nventi on-enabl ed nobile router has to inplenent a

f Uipckaiten t o check packets froma local network (i.e.

the inner network side interface of the

above- nént i edddtront etto( i mgradss fumtterdrace)gpdmirfisad for an
direct forwarding signal as illustrated in 15 FIG 7.

| Angeditt ponenabl Ad respiec thode , aapaiaketn taran vdmep fadnobile node
the outer network side interface (egress interface)
agusklhsinal edentadMiGh &, furhe: rcouterinsas- tt ® ddardticfoawarding
security check. Furthernore, after reception of a
paeksestoht ai mavked dinceet fuhohimnditnginsquesthsilgmad-address
fromthe inner network side interface, 20 an ‘

i pfdrmd ancenaliiced arde arBy nsiingl Ypdat evarc sialye .packetase where
by changi ng the source address of the above-nenti oned

pagkét lentagle dhes vatefwicbider ess vobi he roueradir éssecessary
of the node itself. This happens when the Bound Host
Listexdcue accedgordthar asont diigsrasiedosh BPpécif il ighecking
the destination field of the packet, and 25 in a case

wHETWE tiheckadeti fi ed destination is not listed on the

Bound Host List, an invention-enabled router is also

abl e tdn gédltaoBiindivhg tUbd atree aiieSisayjd otroant Hevention—enabled
speci fied destination. 13/04/2006 35 The 1st aspect of

e idreeBede, gy bR ¢kl 95— enalel Addcidrle provediheg to implement
gl obal connectivity to roam ng networks used in an
ienfBrGELABrIG sheek packets Swiare helocal acdoiomini(taei ofse inner
net wor ks, wherein network elenents in the

a6areRikc aiensnber ek o frtdie above-mentioned router (ingress

interface)) for a direct forwarding signal as illustrated in
FIG. 7. In addition, with respect to a packet arriving from the
outer network side interface {(egress interface) as illustrated
in FIG. 5, the router has to conduct a security check.
Furthermore, after receptionofapacket containingadirect
forwarding request signal from the inner network side interface,
an invention-enabled node may simply forward the packet by
changing the source address of the above-mentioned packet into
the care-of-address or the home-address of the node itself. This
happens when the Bound Host List of an access router contains

a host specified in the destination field of the packet, and

-in a case where the specified destination is not listed on the

Bound Host List, an invention-enabled router is also able to

send a Binding Update message to the specified destination.
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5 uni quely addressed by a primary gl obal address such
that the network el ement can be reached even when it

i's roam ng anywhere in the communication networks, 13/04/2006

whereas the network elenents that are roaming with in

t he communi cati ons networks can be assigned wth a
tenporary gl obal address for agguration of which the

roam ng 10 network elenent is attached to a single

access router, through which the roam ng network

el enent Thai hst actresst taf dhgl ghalsegdt dnveamioni ¢at aansthod for
networ k, conprising the step of sending a Binding
Updavedimgsagebs it onphhect bant ngtoetoanknel eeemtrk® @wsed in an
singular or plural other network el enents, wherein

t het8rndfvigrUpaatd 0 ks sagie: dont dahs donewpriicadiiyns networks
gl obal address and the tenporary gl obal address of

t Weesehdi hgtvounki agemennor kneltdre mtomufuori cstiicms tieworks are
objective is to allow the receiving network el enents
rarhgieel ¥y heddpeeidd oy taenpoimeayy g lolied 1 adtitiesss taadthechat the
specified primary gl obal address, and further

ceRt R s ctliemepiti aan yogylrelsaheaddresswizén dgft tiheraawitsg anywhere
router to which the roam ng network elenment is

cutr EbatGamiigsiedn Thewanlds asyeoteasf thheqinegdnelements that
invention is the above-described nmethod for providing

tHeE Frapangdeniledn fheycomainiea toams mg nvetrnker ksnusedssigned
in the internetworking of the 25 packet-swi tched data

oL CERPPEAS Y setoherkaddngrs Eph a dera hbomotkiel @nthe roaming
in the internetworking of the packet-switched data

EGrveRikc &t PBABL nks idtles it $oaadat gt eramteds muter, through
Binding 13/ 04/ 2006 36 Update message in order to

Hhdeht Chaer qanimg pedonkl c hadeet syails tisgesccégsa global data
router to which the roam ng network element is
SCTRER Gt ACR RO R Mg COpRAL e Lre gy e et eepdihg a Binding
data format has (i) a type field for nmaking it

Hedafpl Besp2vaehfom thehgteaming network element to a singular

or plural other network elements, wherein the Binding Update
message contains the primary global address and the temporary
global address of the sending roaming network element, for which
the objective is to allow the receiving network elements relate
the specified temporary global address to the specified primary
glbbal address, and further contains the primary global address

of the access router to which the roaming network element is

‘currently attached.

The 2nd aspect of the present invention is the
above-described method for pﬁoviding the global connectivity
to the roaming networks used in the internetworking of the
packet-switched data communications networks, wherein the
network element in the internetworking of the packet-switched

data communications networks adds a data format to a Binding
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5 the data format contains the primary gl obal address
of the access router to which the sender is attached

(ii) alength field for naking it possible to 13/04/2006

identify the length of the data format (iii) an

Access- Router-Address field containing the primary

gl obal address of the access rggter to which the

sender is attached. 10 The 3rd aspect of the present
invention is the above-described nethod for providing

t Hedgkebakscagaetthi vrdyr to iheserbathagpneataoy kglobskEdaddress
in the internetworking of packet-sw tched data
cofimbhecatcens nether ko whecki thé hecantes snetwntlereldment is
the internetworking of the packet-sw tched data 15
cohbanhedtionbendt nbiks Uil camdatagborwmdéréin ahe data format
advertisenent nessage in order to insert its primary
ghabdalihdaresse ofiehe facoeslsingouierpossithiee to identify that
adverti senment nessage, wherein the data format has

(the dattppeofriat dohbrimakilgpirti mpeysi biteat adidensidfythe access
that the data format contains the primary gl oba

deititlesss tof whiieh20hgertetex idi9 ad Haenigtch (fiiiel d fength field for
making it possible to identify a length of the data

earkigtg (At iDossibdec dos 1ReuttartyAddreedserfgtd] df the data format
containing the primary gl obal address of the sender.

THe 4t rrragieee s ofRate priesbess nfeat donohsaanheyhotle primary
for providing a global connectivity to roam ng

R ohsrlieddisms afibhg ac2sss piutrat To whokhridtemender is attached.
el ements in the internetworking of packet-swtched

dat a céhRunPEdt i 8Apenbt wofksthehepeeseote éhvethéon is the
network el ements roams in the internetworking of the
#Bryerdeseribegamrbhodwiochpdottatiangorenigéabrdnsonnectivity
networ ks, the nmethod conprising the steps of: (i)

tPanishe t fioagitge BRHEI IS Updaesl  Apssilye findmrmiegworking of

~roam ng network el ement to another network el enment

EBfkarnFrgteh preadactarimud ¢ tobeis ndtivesksamliegein the access

}_'Ce)lrJ:rPg{‘ari)ll’l the internetw i i

orking of the packet-switched data
communications networks adds a data format to an advertisement
message 1in order to insert its primary global address of the
access router in the advertisement message, wherein the data
format has (i) a type field for making it possible to identify
that the data format contains the primary global address of the
sender (ii) a leng’th field for making it possible to identify
a length of the data format (iii} an Access—Roﬁter;Address field
containing the primary global address of the sender.

The 4th aspect of the present invention is a method for
providing a global connectivity to roaming networks used among
a plurality of network elements in the internetworking of
packet-switched data communications networks, wherein one of

the network elements roams in the internetworking of the
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5 gl obal address assigned additionally to the roam ng
network elenent performng the transm ssion so that

the receiving network element is able to associate 13/04/2006

the specified tenporary global address with the
specified primary gl obal address and further
containing the primary gl obal &¢dress of the access
router to 10 which the roam ng network el enent is
currently attached (ii) replying fromthe recipient
oPacke tBisHdt Ahedpdad s meswayenicat idres r omtiwogkiset wohke method
el ement using a Binding Acknowl edgenment nessage,
WEEerernsSiheg BhAdfhgrepdat e (AbsSagesobhtammsthe Binding Update
information related to the reception or rejection of
t ReSBRAAI A§oUpEhee raasdage netdioand dlamendy tcormraitiser network
information indicating that a function is provided to
nBLERDE geNtadnphem PHEde herBindilnd cbpdaadimessagd a temporary
that the sender of the Binding Acknow edgenent nessage
i glabpt afddrentenssaguednaddakdoanlappitoprthat eceatiron network
wth respect to the inclusion of the primary gl obal
agtreeRt peripneniee éde torrenl sebon gotthe tBimeliregelydaganetwork
message. The 5th aspect of the present invention is
theeerbovies ddiaks | Bedareerdatroither oPedilfg ethd egivorairy global
connectivit to the roam ng networks, wherein, in a
caé%%r%‘ﬁeﬁ'@%l KBEWBPRCERE PEYPriBatl vekoka Biadiires YUsdud further
nessage,. the network entity is able 25 to record the
BPthag iOsaite reisagy gﬁOéﬁhdaﬂ@rEﬂﬁ roesthg @wadess router to
wherein the binding entry is made up of the follomﬁn%
eIl the irpagipgnpedards ¢ emand dencaraeng lvha@ttached (ii)
primary gl obal address 13/04/2006 38 of the roam ng
ﬁ@%%@ﬁ%géﬁéﬁ@nﬁheiF?CépeﬁpéuGﬁiﬁﬁwﬁé§§dﬂpglEpdate message to

ntai ning the tenporary gl obal address of the roam ng

PEMIRTe MEHVORY 9l efie cestRoat Bi @Ay e36kpprlgdgement

containing the primary global address of the access
P&§earer S glﬁ% B,:L@éilﬁqggUpdate message contains information

related tothereceptionorrejectionof theBindingUpdatemessage,
and further contains information indicating that a function is
provided to notify the recipient of the Binding Update message
that the sender of the Binding Acknowledgement message is able
to understand and take an appropriate action with respect to
the inclusion of the primary global address of the access router
in the Binding Update message.

The b5th aspect of the present invention is the-
above-described method for providing the global connectivity
to the roaming networks, wherein, in a case where a network entity
recelves a Binding Update message, the network entity is able
to record the Binding Update message in Binding Entries, further
wherein the binding entry is made up of the following fields:

(i) a Home-Address field containing the primary global address
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5 network elenment is attached. The 6th aspect of the
present invention is the above-described nethod for

provi ding the global connectivity to the roam ng 13/04/2006

net wor ks, wherein, in a case where the network entity

recei ves the Binding Update nessage, the network

entity 10 updates Binding Entriggs, the nethod

conprising the steps of: (i) checking whether the

Bi nding Entries contain an entry having the

Horfe tAddressiihigehe twetrthieignadth tihe pf icetry-of ddress field
address- specified in the received Bi ndi ng Update
nessagéninadior eatnpogary gévbant sjdirds8 cashavrbeneéngonetwork
entry is found (ii) deleting 15 the entry in the

Behdmagt Eff i i &S ahawoeg stsh@® ddane—Adidiress fdielldl containing the
matching with the primary gl obal address specified in

t beimeceigieda 1Baddrags Uptlahe aessageocuted tasthietBe roaming
the Binding Update nessage does not contain

i néovoek | @lemelatied dtotddleed enporary gl obal address

of the sender of the Binding Update nessage (iii)

del eti rMEne20 dtie exsoect n dthe Biendipngedenity | esvemtiingh  is  the
t he Home- Address field matching with the primry

o loiyed - deddrieidse & pedifdde dfa m dirhwerirceicey vtk BiokdiIng-onnectivity
Update nessage in a case where the information rel ated

tiw tithe trerpdngr pegivoblls, adteesin sicont@ sediiard Hehe network
Bi ndi ng Update nessage matching with the Hone- Address
fardlidy methévent tlye Bid 2ty Sedeitrgnehsagay etiC -rAddrads entity
field of the entry into the tenporary gl obal address
Sypeieiticise @ ind itlye Endedieved tBiendietdpodpdatprisisagehd mtaps of:
case where the tenporary global address is contained

i (4 ) 1St eak oD §hey hekret he ddindsdd BENtI hgs dudetesi messayery having
and the value is not the sanme as the Hone- Address

fthel omerAddress iy el@) mgething with the primary global address
Access-Router-Address field of the entry into the

gPrerafyedl bbdlhe g¢deayedoBintdéngcdedate masyampeand etdeating
in the Binding Update

a new entry in a case w here no entry is found (ii) deleting
the entry in the Binding Entries having the Home-Address field
matchingwith the primary global address specified in the received
Binding Update message in a case where the Binding Update message
does not contain information related to the temporary global
address of the sender of the Binding Update message (iii) deleting
the entry in the Binding Entries having the Home-Address field
matchingwith theprimary global address specifiedin the received
Binding Update message in a case h-rhere the information related
to the temporary global address is contained in the Bilnding Update
message matching with the Home-Address field in the entry {(iv)
setting the Care-0Of-Address field of the entry into the temporary
global address specified in the received Binding Update message

in a case where the temporary global address is contained in
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5 nessage in a case where it is present, (vi) setting
the Access-Router-Address field of the entry to be

invalid in a case where the received Binding Update 13/04/2006

nmessage does not contain information related to the

primary gl obal address of the access router. 10 The

7th aspect of the present invegpion is the

above-descri bed nethod for providing the gl oba

connectivity to the roam ng networks, wherein the

néhgorRcel eadmindisy ripdate arasnagag drehdére added te not the
a data packet, further wherein the routing header is

uSénet si iiber Homet-Rddresworikd edldermenttteo anklirgh (%) setting the
destination is indicated with term nati on address
speeefpedonher thddpaskdiialel ¢ 6riker entrytimtanohéerinary global
destination, the nethod conprising the steps of: (i)
eAPEYERY PRsthe metess - poetent specifiedure tlee Binding Update
initialize a tenporary variable in order to store the
PEEFBRYE glhobal addeesshefet ié fihabrdeshitnat ('oh ofethéng the
packet 20 (ii) searching for an entry whose

Hopee PRidhass FiAddr aontfaieds of Hdiessantraddy besimgabhe in a case
stored in the above-nentioned tenporary variable in

tHee B} neliagrereived Bipdingt didefd Heessdge dbesheot contain
tenporary variable in the upper tier of the

I%?Qﬁmﬁ‘ﬂ%r edatedste dhraupsinary chelea Weeldragmwoénthy access
is found in the Binding Entries 25 and where the val ue
JOUYFE t enpor ary gl obal address matches with the

prinar% gl obal address of the final destination of the

packet Th& vytht opPRECthe OFal iBecoptrgsrad i invieation is the
Car e-of - Address field 13/04/2006 40 of the entry in
PhevVEsrigsFaliedanribrd LRrapEayddifer sheholewedy congectivity
found in the Binding Entries (v) storing the val ue of

tRethe &PeBany e hYPaks e Whekde Ghgeretverk glammnt constructs
|ast-in-first-out structure in a case where the entry

As FPYLARYI Heﬁﬁ@rBﬁﬁ@?ﬁgtEnﬁr flaga packet, further wherein the

routing header is used to instruct the network element to which
destination is indicated with termination address specified in
the packet to forward it to another destination, the method
comprising the steps of: (i) emptying last-in-first-out data
structure to initialize a temporary variable in order to store
the primary global address of the final destination of the packet
{11} searching for an entry whose Home-AddfeSS field contains
the same address as one stored in the above-mentioned temporary
variable in the Binding Entries (iii) storing the value of the
temporary variable in the upper tier of the last-in-first-out
structure in a case where the entryis found in the Binding Entries
and where the value of the temporary gilobal address matches with
the primary global address of the final destination of the packet

(iv} storing the value contained in the Care-0f-Address field
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5 and then storing the value in the
Access- Router-Address field of the entry in the

tenporary value (vi) repeating the steps (ii), (iii)13/04/2006

(iv) and (vi) in a case where the

Access- Router-Address field of the entry is valid

(vii) repeating the deletion gfj the value of the

upper tier in last-in-first-out 10 data structure and

the addition of the deleted value to a routing header
acdohpareyitiy thetiattzrpacicaty uatibbibhein a case where the entry
last-in-first-out data structure is enptied in a case

whér éotihd ént tiei RBitHenBi AdingesEdv) i esor$nfotthd value of the
where the Access-Router-Address field of the found
efferporgrinvatiableiin )thsetupmyg tthervalfuehst bast-im-ibrst-out
the tenporary variable into the term nati on address of

t Rerdafare packets se vherstihaspecy isffdured pnébertinding Entries,
invention is the above-described nethod for providing

t Akd gitlodyal s toonimer ttiha e 1ueo inhehe oot ags nRbwbeksAddhess field
nmet hod further conprising the steps 20 of: inserting a

uaf qules sénjivay im the tempopacketalwe nbke) arepepeisty the steps
the access router to which the network elenent is
attblched (1dé)} v hat (iWe nendor k(el enedn i saablaasteo where  the
forward the data packet directly to the destination

gpeesdy s utienfaldizass paekdrl thweedthydspeat idf(vihe repeating
present invention is the 25 above-described nethod

figre peéerdpng f hbegrobae cdohheatinat yieroin Hastodmifgrst-out
net wor ks, the nethod further conprising the steps of:

idafd FEReFhere reduhhquelditgmal ofthehdedatadpaeket to a routing
which is 13/04/2006 41 made clear in the
AFGPerdrserTDREY Hey Hé¢ datammchaleunsileghoflast-in-first-out
internmedi ate routers do not forward the data packet
diatecsFyuckiere pe erertiedtnon cepeciiere the eherydrathe Binding
E?Cket' The 10th aspect of the .present invention is

kéries is found or where the Access-Router-Address field of
the found entry is invalid (viii) setting the value stored in
the temporary variable into the termination address of the data
packet.

The 8th aspect of the present invention is the
above-described method for providing the global connectivity
to the roaming networks, the method further comprising the steps
of: inserting a unique signal in the data packet to make a request

to the access router to which the network element is attached

~so that the network element is able to forward the data packet

directly to the destination specified in the data packet.
The 9th aspect of the present invention is the

above-described method for providing the global connectivity

to the roaming networks, the method further comprising the steps

of: invalidating the unique signal in the data packet which is
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5 above-descri bed nethod for providing the gl obal
connectivity to the roam ng networks, wherein an

i ntermedi ate network element in the internetworkingdf3/04/2006

t he packet- swi tched data conmunications networks
perfornms the processing of a data packet received from
its inner network side interfaqe, and the internedi ate
network 10 el enent functions as abridge router between
a single or a plurality of |ocal data conmunications
n&eger klefriin ihmeboret-weskrdbde mehhedf acetanid thikeseries of
i nternetworking of the packet-sw tched data
confrgnitedtipbrs raetawskdoofiot:t Soowked heéwdakaspadeket directly
interface, the nethod conprising the steps of: (i)
f 6pwhhdi dgstheakécri sedcifipdcket tha dataspawkete the
i nternedi ate network el ement does not roamin the
i nt er nether ki g ofaddestpacket Low t pliededat ainvention is the
conmuni cati ons networks (ii) encapsul ating the
r eeeveoedepatkieed wsimyd afwt heronedlyy crizat @lblpat ketninectivity
order to transmt it to a specific network elenent in
t Bre thet ee aet i nieitivg T66 , twiee RO pavkist tsmedimt: datwork element
communi cations networks, wherein, in a case where the
| ¥t Ehpdaitgrachvrwbikgeifdimpachatsswhtthed data communications
i nternetworki ng of the packet-sw tched data
U e Pieg ke rmget e ke card e ré ¢ e tel paeketi seceived from
assigned the tenporary global address, if the
rléc%il@@@rpﬁék‘éngo‘%@méﬂt@mﬁa&m andntlgael eitkiresdi P5 network
or if the unique signal is invalidated, the specific
G T e ehis axebsdidga trutey ehutedatsi psbleker agdurality
of_the neva%/ created packet to forward it to the

i FIYERCERISIARE DeFwWork o3/ D4 2DpBeg network side
recei ved packet using another newy created packet in
drder fese epdnshetinternetivepend ief fdavpackatemerittdhed data
the internetworking of the packet-switched data
CORMURICALI6RS REtWOrks, ofhétei puternngtyask whdee inkerface,

[ Et ernedi ate network el ement roans in the )
the method comprising the steps of: (i) forwarding the received

packet in a case where the intermediate network element does

not roam in the internetworking of the packet-switched data

. communications networks (ii} encapsulating the received packet

using another newly created packet in order to transmit it to
a specific network element in the internetworking of the

packet-switched data communications networks, wherein, in a case

‘where the intermediate network element roams in the

internetworking of the packet—.switched data communications
nefworks and where the element is assigned the .temporary global
address, if the received packet does not contain a unique address
or if the unique signal is invalidated, the specific network

element extracts the original data packet out of the newly created

- packet to forward it to the destination (iii) encapsulating the
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5 internetworking of the packet-sw tched data
conmmuni cati ons networks and where the elenent is

assigned the temporary global address, if the sourcel3/04/2006

address specified in the received packet is not a

valid address in the I ocal network of the inner

network side interface of the 4nternedi ate network

el enent, the specific 10 network el enent extracts the

ori ginal data_ packet out of the newly created packet

t FESHWERd Packed vhéndextotte s arewliw creatapsphakéngin order to
the recejived packet using another newl y created

pddddsnit o d&r arpagidishietiverke kempciihithménterketworking
element in_the internetworking of the packet-sw tched

d&Ta teenrarkehr shEched ra Wordamuhieradi imns medvoase, wherein,
where the internedi ate network elenent roans in the

i flePnEBREr KIAES of e Hertriahed Lol teHot dated ement roams in the
comruni cati ons networks and where the elenment is
adBt§rEE tHRE K1hgmsdr akle gPsise taguidstedi fdatiee communications
term nati on address specified in the received packet

i BehyprkemndintisrenEh @i sienRP Usdat s heredgdr20ebporhey global
i nternedi ate network el enent, and where the Binding

LRdaf eSS nessdhe onter msldnes epraifigtobaltheddrees ved packet
and tﬂf current _tenporary gl obal address, the

shRd9h & Vethdraddnesseit e Aeaad nehwoskiaf fale danar network
packet, out of the newy created packet to forward it

t O TR FESERRS S b AL eT tavarrl Ft ¢ hetyeukedl eltiirlesshefspecific
the 25 received packet into the tenporary gl oba

BT LRI (Sitlerandd dihe itimine leldgtentoachat tdieh of the
forwarding the received packet to the specified. _
REThaTTGRET] PREKTCBPyaaTPacKe: 0 S 0FbB0GeaE nation (iv)
contai ns the unique signal and if the source address

SHEEHTER E 59 tthg Fecetved packet wsing\anqthelidesly created
in h% l.ocal network of the inner network side

PR a&@'GFd%ﬁétPnFQPHEHﬂ§tétn§FM@r@Pe§Pé#€nP?t&ﬁék element
urther if the teénina%ign address specified in ; .
n'theinternetworkingof the packet-switcheddata communications

f.
1
networks, wherein, in a case where the intermediate network
element roams in the internetworking of the packet-switched data

_communications networks and where the element is assigned the

- temporary global address, if the termination address specified

in the received packet is not sent with the Binding Update nessage
by the intermediate network element, and where the Binding Update
message contains the primary global address and the current
temporary global address, the specific network element extracts
theoriginal datapacket out of the newly created packet to forward
it to the destination (v) changing the source address of the
received packet into the temporary global address of the
intermediate network element, and then forwarding the received

packet to the specified destination if the received packet
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5 the received packet has been sent in advance with
the Binding Update nessage by the internedi ate

network el ement, which contains the prinmary global 13/04/2006

address and the current tenporary gl obal address of
the internedi ate network elenment in a case where the
internedi ate network elenment ro@s in the 10
i nt ernetwor ki ng of the packet-swtched data
conmuni cations networks and where the elenent is
as¥ingirddis et enpovarsi glaband addtesssoulihes hitdress specified
aspect of the present invention is the
abiey Ehgeserebeed mpadiot fior apvevidi agdtées giohde local network
connectivity 15 to the roam ng networks, wherein an
i efeERedinner petwork =lderdmtantadweoifntles dethsomkidigdfe network
t he packet-sw tched data conmuni cati ons networks
chéerenihether fursbarcéfatieesermpaetiordaiddrass specified in
recei ved packet addressed to the network elenent is _
ahhguraenivedopecket hme badre swedeiiveddyanaepaikbt the Binding
containing information related 20 to an address which
i SPepkepmassageg| lopalhaddmessriofdidie: asetwsrkr @ltegrerntto  which
whi ch the sender of the received packet is attached,
afeR i eh FRe diriteehy lobe lf addrelss sodr theaddresst temporary
specified in the received data packet, the nethod
cHRd ki #drees selepahe ofntginedivte aidtriamk e lawmpor atly a case
variable in order to store the 25 primary gl oba
IR s EbAt ailhbgrmadinter eositrod datal ¢faeklet ropy in  the
declaring that the source address is an authentic one
it RHeIE Phe thal eackereevitcher datporcampunications
vari abl e matches 13/04/2006 44 with the source address
Jrddatksapd Yheredihe pherent(is igssigemdchhagt¢wpomary global
entry in the Binding Entries which has the val ue

5% with the value stored in the tenporary
variable in_the Hone-Address field in a case where
the valfG& st-4fBd #PPeRe tehpdiiry present invention 1is the

above-described method for providing the global connectivity
to the roaming networks, wherein an intermediate network element
inthe internetworkingof the packet~switcheddata communications
networks checks whether a source address specified in a received
packet addressed to the network element is an authentic one or
not, the received data packet containing information related
to an address which is the primary global address of the access
rrouter to which the sender of the received packet is attached,
and which is different one from the source address specified
in the received data packet, ‘the method comprising the steps
of: (i) initializing a temporary variable in order to store the
primary global address contained in the received data packet
(ii) declaring that the source address is an authentic one in

a case where the value stored in the temporary variable matches



5 vari abl e does not nmatch with the source address
specified in the data packet (iv) declaring that the
source address i s not
the Binding Entries which has the value matching with
the value stored in the tenporary variable in the
Home- Address field is found in &%ase where the val ue

10 stored in the tenporary vari abl e does not match
n the data packet

f
o U e A0UCCRr addhass SPRELLY U e ot packet i)

(v) declaring tha sour

On%éa&cﬁqﬁ?@??oﬁ’%{cg? E%?el%gmﬁ B‘éngrggﬁé\r@}g&:{l’; ggﬁﬁzhe value

is found
they [ r ta| s_a,val tching with the
souf?gﬂ%gﬁggg?éggﬁigggg gorﬁdfﬂé%§§t eﬁﬁ%R@FY(Wﬁﬁlable in the
de¢loafal-ag dress i s not an authentic

T R E o G L —

one I1n a case ere an en

5i Sv&@!ﬂﬁgieaage%ﬁ{)@ ﬁlggc%ft?cﬁﬁgggﬁﬁ?ﬁetﬁ clig%%.if C%zt)]eec:l_fled in
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entry contains a val ue not

addnesgaeRegAdied | ﬂItPi%cﬁ%Eafnpgta% a%nf: ! %gggégaﬂaqﬂgress is not

Access- Rout er - Addr ess

iped,_ in X . .
,(A\é%:ﬂél%@%g%ﬂtl%?c ,ch%r’]e?;h?l ﬁgﬁ:g théfq %}?@1?%%1‘?%%65 which has
L OGN Ve R AR f‘t@gﬁg V?%n E%r%j}grﬁttrl}/e Itgmporary variable

Bi nding Entries 1's foun

Cailre-tHe AL 38 f Yy Gontai ns
not mat chi ng wi tcfﬁrlet%lhsgfs%l}rc{:g%a essJ‘fSas FECE |w¥1§ Lign the value
tm&dﬁ&ﬁ t he st

(iv), (Viﬁa%§?tf&§ﬁgl VII §gbﬂg€%%%§ nga%ﬁb Jith the source

A t ;
13?33%55%’??% %t%ll;1 as pec?gci(g% @qp{iégje%fxﬁﬁ\ygﬁtti e source -

| 8dUbessANOUR-ARTRIH AL IR LAY Lk AL QNG INE 1, 1 e Binding

gl obal connectivity e roani ng ne

e L BRI AR R P e cny s
the Binding Entries contains a value matching with the source
address specified in the data packet (vi) declaring that the
source address is not an authentic one in a Case where an entry
in the Binding Entries is found, and where the Care-0Of-Address
field of the entry contains a value not matching with the source
address specified in the data packet, if the
Access—-Router-Address field of theentryis invalid (vii) storing

‘contents contained in the Access—Router;Address field of the
entry into the temporary variable in a case where an entry in

‘the Binding Entries is found, and where the Care-Of-Address field
of the entry contains a value not matching with the source address

specified in the data packet (viii) repeating the steps (iii),
{iv), (v), (vi), and (vii) in a case where the

Access—Router—A_ddress field of the entry is valid.

an authentic one if no entry inl3/04/2006
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5 reception of the Binding Update nessage contai ni ng
the primary gl obal address of the access router to

whi ch the sender of the Binding Update nessage is 13/04/2006

attached, the nmethod conprising the steps of: (i)

setting the source address of the data packet to be

the primary gl obal address of #he access router (ii)

setting 10 so that the routing header contain the

tenporary gl obal address and the primary gl oba

addressTg? t hétserieredt tde Bihwli Pycgsddt einwvessage is the
only. The 13th aspect of the present invention is the
aBbPEegdssrirpBadniaehbads 6prppoevdiaggt hbeghbbaal connectivity
connectivity 15 to the roam ng networks in order to

séRd-RE derRIpIAGvAdi ARMmTdea teotrndg drelalmacket containing
wherein the nethod is used after a successful

r Pt e dreadse - BYher agn Uit thess agaigemtaditsimg shecessful
primary, gl obal address of the access router to which
tﬁ%c%@\{la%ﬁl F tiseBipdiay dfpdprime saagmgenite iatingched primary
the nmet hod conprising the 20 steps Of:bé}) setting the
sHtPhel AffsS 6 the aataspaeketer do pdichethei panger of the
q%g?f] address of the access router (ii) setting so

t e URsitishgessager isoathprhere thaperithed gtarifising the
address _ of .the sender of the Bindi ng Update nessage

e 9hi fital Sehtiy9 the souaragsedesst ofhehpréaemipacket to
i.nvention,is the 25 above-described method for o

&%ggﬁi RETEHEY JiRal egrrnesei of thhe pecers Feuhergliil) setting
networks in order to send a data packet containin a
P&u{@gﬁg AFERT R 8RACE HeoTHed Ho dhiesteeRer aFy eflobal address
successful. 13/ 0 006 46 reception of the first =

andlit i PepBaT S addBREAIH Hoe SRedsH o FriPg i wbing Update
address of .t he access router to which the sender of
fR&SBYRdPAJYUpdat e message is attached, and after a

successf ul cepti on of the second Bi ndi ng Updat e
messag ﬁﬁhi%ﬁgspaspect of the present glnv%ntion is the

above-described method for providing the global connectivity
to the roaming networks in order to send a data packet containing
a routing header, wherein the method is used after a successful

reception of the Binding Update message containing the primary

'global address of the access router to which the sender of the

Binding Update message is attached, the method comprising the
steps of: (1} setting the source address of the data packet to
be the primary global address of the access router (ii) setting
s0 that the routing header contain the temf)orary global address
of the sender of the Binding Update message as the initial entry.

The 14th aspect of the present _invention is the

above-described method for providing the global connectivity

- To the roaming networks in order to send a data packet containing

a routing header, wherein the method is used after a successful
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5 transmtted by the access router and contains the
tenporary gl obal address of the access router, the
nmet hod conprising the steps of: (i) setting the
source address of the data packet to be the primry
gl obal address of the access router (ii) setting so
that the routing header conta#f the tenporary gl oba
address and the 10 primary gl obal address of the
sender of the first Binding Update nessage only. The
15ERSREPEE ng thRrefprateRinfhpentpPentesughsage Containing the

above-described nethod far providing the gl obal
cBhRBEEY Vi 13Pat fddte SSoahi Hee metcRsiksorhesr Bremhighs Ehg sender

a gqhgiﬁacget containing 15 a routing header, wherein
tf o9+ R et L persade decakichiedr asgpr fopr gfsuccesstul

the first Big?ing Updat e HESS%%E containing the , )
pF?ﬁﬁPél%ﬁloﬁ’ L88r eRCW t B NAdEgssUpdeter Bessadechwhich is
tEe sender he Bi ndi ng Updat e nessage i s attached,

a

f
FASFTLT Cod By dhesas e F LEREiH St sEReAgmPOrary global
BH@%&%? gﬁ?%&e nmessage which is 20 transmttedby, the
at T CaRt €S 5PH§thetP@n$%F%?9 Peprat Sing the steps
q%éyes of %he access router, the nmethod conprisin%
tHe Srdp§etbiid(Fye saunary aPAE essuP & et bR B PaF kefeto De the
dat.a packet tg be the tenporary gl obal address of the
&I Y GLpRe (%Gfﬁr%%i Pifngl8 G cdarst TPRESF olit i hgehédder so that
ntain.the tenporar l.ob address 25 of the sender
G ARl PE A BRGF R B e 2 G FRGFESS and the
ent.ry. The 16fh ect of the present invention js the
PRS00 MBSO o0 F o d oG (101 providi it ne Update
%%%%%gcgggectivity to the roam ng networks in order

0 Se dta packet containing a routing header,
a successf.ul

R AR R U R
888%%ngggrgggd method for providing the global connectivity
to the roaming networks in order to send a data packet containing
a routing header, wherein the method is used after a successful
reception of the first Binding Update message containing the
primary global address of the access router to which the sender
of the Binding Update message is attached, and after a successful
reception of the second Binding Update message which is

transmittedby the access router and contains the temporary global

address of the access router, the method comprising the steps

of: (i) setting the source address of the data packet to be the

temporary glpbal address of the access router (ii) setting so
that the routing header contain the temporary global address
of the sender of the first Binding Update message as the initial

entry.

The 16th aspect of the present invention is. the

13/04/2006
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5 primary gl obal address of the access router to which
the sender of the Binding Update nessage is attached,
and after a successful reception of the second

Bi ndi ng Update nmessage which is transmtted by the
access router and contains the tenporary gl oba
address of the access router, #fe nethod conpri sing
the step 10 of setting so that the routing header

taln the t orar addr.ess of the sender of
R b YRR B e ThecexBuTatas Phe Plapelapynnectivity

gkg,@h addr ess of the access ro ter as the initia

entr ahdPAEY THEe (}lna‘?f/d?jf Ba? SRd dr 2382 raqhed containing
oFobar- ki Eeg3E AR ehiathe T R 47 PAr Bidrnguceesstul
of PRECTTRSER 0, Ehfr bt radPng Dhdate esesvnoaontatning the
%%%ﬂ%rf” st e iaier £ i Sistrd: ko ehet %ghthﬁ sender
f%ﬁc{fth%g}%;n%o“ i ”%ﬁ%@%%”%%ﬁéf ke 858 P propeessul
P tidhore oFle FRBoBTENSE, i e, Motk rghich is
A AR R 3125@5%%&9 e Jeen AR apE 8F ¥ global
RNAATOARC, LU AL D oo
%%’?‘22? P FRE peltar e S SoR el Bori h P apary alobay

%@6%%%0%? LpbosdBhelge e BA LIRS Uddure gpgoace and

%ﬁ%efé egt%rarug?éﬁr %{%4\:/\1}%?%%? IPtheZaﬁfa%ne a gou%tel}lssasutsneed initial

In a networ I'S use

bﬂ”ﬁ%ﬁg%ﬁ%ge%%@ﬁaéggg t&&réjsg%tfathe access router
appears just before the temporary global address of the sender
of the first Binding Update message in the routing header.
The 17th aspect of the present invention is the
above-described method for providing the global connectivity
to the roaming networks, wherein the network element roams in
the internetworking of communications networks, and functions
as a bridge router between a single or a plurality of local data
communications network of its inner network side interface and
the internetworking of the packet-switched data communications
networks of its outer network side output interface, and after
receiving the data packet containing the unique signal from its
inner network side interface,r the method comprising the steps

of: (i) changing the source address of.the data packet into its

temporary global address (i1} forwarding the data packet to its

13/04/2006
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5 fromthe above-descri bed nethod, conprising nmeans
for realizing the followi ng nethods: (i) a method of

using the Binding Entries as namde clear fromthe 13/04/2006

above (ii) a method of updating the Binding Entries
as made clear fromthe above (iii) a nmethod of
inserting instructions into a4Bi nding Acknow edgenent

nessage, and thereby 10 naking it possible to notify

t he reC|p|ent of the Binding Acknow edgenent nessage

tﬁ%tth@e§¥ﬁ&§fSlgeaﬁpéngaGﬁderstand and take an

appropr | ction to have the Binding Update nmessage

contain? ﬁe % hr?a?lgﬁiﬂ SBafhgdaressnbf infnigi@ieds an apparatus
resence of such instructions as made

router with
clé& f?o?‘nr’(erﬁéf"oatﬂg\‘?éeﬁ‘@n(ﬁl viighpds Hste bl hbekipgeFpetworking

sogr e a d%ess of a data packet as made clear from
%&% N %Wh%?lﬁ%%daita&%ftwwatﬂgﬂas Rk RS as made clear

ader, _as | ear ;from the above. The 19th aspect .

r?ﬂet% @gaﬁt? “PRIEREPEA TEhe appEPAL S nIURRANS r§°§ realizing

gﬁmqghﬂélenent ich is used in the internetworking
2 B4 LepiEenkl daratkedminieany oie ﬁéP%FHsEntrleS

e clear fromthe above-described method, wherein
t?\% mﬁ%ﬁﬁ%%ﬁ&ﬁ&h‘? he phowe (i} Rengihed RétRAA Ry She Binding

cjgmrun i cation conpri st ng, neans for

T g REdR G157 REOHEEHOGEOY ) Aot LG @ Rpert ing
S S Py BB RIS LR b e

sar fro tge Eov (0] g hod of, inserting
|ns fﬁ%t%ghg Fﬁﬁg EQuﬁ?é %@ﬁh@ﬁ?ﬁﬁﬁﬁﬁﬁﬁ t REskfs, Binding
SRR S0 RORRLR B0, IO L, 1310 000,00
O ar el S O U oo

603 LA REATLY, hohl sgiens O (00 20080 roucer wic
the presence of such instructions as made clear from the above
(iv) a method of checking the source address of a data packet
asmadeclearfromtheabove (v) amethodof constructinga routing
header as made clear from the above.

The 19th aspect of the present invention is an apparatus
used in a network element which is used in the internetworking
of the packet-switcheddata communications networks asmade clear
from the above-described method, wherein the network element
roams in the internetworking. of communications. networks,
comprisingmeansforrealizingthefollowingmethods:(i)anﬁthod
of using the Binding Entrieé as made clear from the above (ii}
a method of updating the Binding Entries as made clear from the

above (iii) a method of inserting instructions into a Binding

Acknowledgementmessage,andtherebymakingitpossibletonotify
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5 made clear fromthe above (iv) a nmethod of checking
the source address of a data packet as nmade cl ear

fromthe above (v) a nethod of constructing a routi ngl3/04/2006
header as made clear fromthe above (vi) a nethod of

inserting into a data packet a gnal requesting the
access router to which the net \A&pk el emrent is attached

to 10 forward the data packet directly to a

deS:thlenabepléﬁ%beﬂ@Qe'Eln&f}ﬁg ‘iﬁﬂ&lﬁﬁf&%tem%% mﬁas{aﬁg that the

clear fromthe above (vii) a et nser

priseaee rgh sbah1 add essleekthig %ﬁ ﬁ?gk% %pﬁ)g%ﬁ)rlate action to

the network elenent is attache

Uptiatre tHeassagen @8paRee nekeal el L m
20t h aspect of t%eppresgkﬁgaEVé%tl5%ﬂ?§ﬂ§%¥§m8ryé{ %aladdress

used iie @dt&ié@%u%ke%”ﬁﬂ%h%&lbfessé‘lﬁ el (fqtshgﬁ instructions as

i nternetworking of the packet-swt

C omaale| Cldd T AELWR! KiSoRS BFE
above- descri bed net hod, Omherelnafhéq%%¥£8?nE£ Skln? the source

r osidbré 8% blifes idatarmesmar kisngs of cci‘érgguff&"dltt'h%ng}%%}fe (¥} a method

net wor ks, and 20 functions as a ge router

a csff Itgir@t&ruca:lﬁigﬂéakbhlilngf néggal datg.g n@'l"@érc?z{cﬁnnsthe above

network of its inner network side |nter ace an

| nitveln) ne tmatkicng £ afnddie iRACKSE 5 S&L‘“ﬁ&ﬁﬁ%%@ﬁ signal requesting

comuni cations networks of its outer ‘networ

| ther bacess eoUpekStAUHEANSHOM IRl 1 A
fol I owi ng methods: (i) anethod 75 of a é?e&%ﬁ&h%s attached to

| Abowaatli the afa t h@apikierBaY rak-eh gl t@délrcfesssthfattl%% specified in
network elenment to an adverti senment nessage as B

ckkarddtampddiecabkoyaade t)learMBEHaor QL Ui
Bi nding Entries as made cl ear fron113/04/2006&g%' ﬁ'methOd of

aboyer ting) the npt hosh-pf g Lgstat | Hgatbgs Bbﬁd’c g %@ééé§srouter to
as made clear fromthe above (iv) a metho

| Wiskrh | g imestwattd icdRsenitnt @ atBae%aglﬁ%nE’Héeé’%‘? Update
message, and thereby making it possible to noti
e g Entasnfmdde Rigudt My oAc ki Adgeoent
The 20th aspect of the present invention is an apparatus
used in a network element which is used in the internetworking
of the packet-switcheddata communications networks asmade clear
from the above-described method, wherein the network element
roams in the internetworking of communications networks, and
functions as a bridge router between a single or a plﬁrality
of local data communications network of its inner network side
interface and the internetworking of the packet-switched data
communications networks of its outer network side interface,
.comprisingmeans for realizing the follbwingmethods: (1) amethod
of adding information on the primary global address of the network

element to an advertisement messade as made clear from the above

(ii) a method of using the Binding Entries as made clear from
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5 message that the sender is able to understand and
take an appropriate action to have the Binding Update
nmessage contain the primary gl obal address of the
access router with the presence of such instructions
as made clear fromthe above (v) a nethod of checking
the source address of a data p et as made clear 10
fromthe above (vi) a met hod of constructing a routing

head f th t hod of
TR A SO 2 SR DA IR bl v s mace
acGess 1:uter to }S,h Ee network el enent is .
att ache Fg'FgFm& 8VEndiyat & BetRed affr dpepyting instructions
dﬁg nat dslgec fied . in the data packet as nade cl ear
fro By ]ff%ﬁ”ﬂ%d%?w%%ﬁ%?a%sém hGeERBY maklng it
Oggr global ﬁg ss of the access router to whic
e ne EP&ddrt ths §¥P§Eﬁaﬁ-oﬁn¥%ﬁﬁﬁg.Bpﬁd$%§nowledgement
d I fromth b
“ﬂ?%"s%g %ée%ce% TSGR AR ( OARESFrRM AR take an
a%é}ﬁ%%%”%%%f’ﬁé SO 9 Baot s?%e%ip&ﬁ%ﬁ‘c’ié%étgé‘s‘ﬂée contain
R B SR Tl ol e v
ket t ched. dat t ks t
LR IR R g b T i b f eGP bl @ method
I t b t d t ds 25 th
SO SESI L, Bl BoMERLs SPCn Rl LRI e caes
t t f tt h t
Oﬁf%ﬂ% PRReav P ATt b PR E g 4 Foutifg header
I ts bet 13/ 006 .51
ﬁﬁageﬁs?%s?iékifﬁr BEH50 75 oitbt e iS AT Gife WPeRting into
h d d .
Ml s o %Xgn%?esg'ﬁ?ég ?fw Ehe°5ralsh; router to which

EH&%M e% E%rt‘i:gghe% %l:xgﬁtﬁﬁg:%l lée\” at & a’;glrectly

security threa net
to a destination specified in the data packet as made clear From
the above (viii) a method of inserting the primary global address
of the access router to which the network element is attached
into the Binding Update message as made clear from the above
{ix) a method of processing a data packet arriving from the inner
network side interface of the network element and forwarding
it to the outer network side interface of the network as made
clear from the above.

The present invention allows a host in internetworking of
packet—switched data networks to resort to existing solutions

which provide a global connectivity to a mobile host, and extends

,t_hese solutions to further provide a global connectivity to a

network changing itspoint of attachment. Using amethoddisclosed

in the document herein, it is possible to deliver packets between

13/04/2006
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5 This specification is based on the Japanese Patent
Application No. 2002-303879 filed on Cctober 18, 200

entire content of which is expressly incorporated byl3/04/2006

reference herein. | NDUSTRI AL APPLI CABILITY 10 The
present invention is applicable to packet transm ssion
i n internetworking of packet-swltched data
communi cations network. Especially, the disclosed
|nv i on_addres es a problem invol ved when providing
%&ﬁﬁ 9 "ﬁ%%lﬁ’ . t@h‘t’ﬁr dsdeisthier tigghdeantwith the minimum
gﬁgges |t 0|nt of atfachment to afglobal data 15
gt capf %r%%‘f%rt? Onﬁl%ranaeél i'Caitd OpoRgFpe ppesented
anlger the resent.inve |on as an_enhancenent to
ex 1% %gr&ﬂe blﬁgen b?nﬁq, ljfg grE shfossible to allev1ate
connectlv to ar ng_host. 13/04/ 2006 52 CLAI NS 1
BEEhbH ch st O*ab%‘arst RSTYOT P EFRE tint §URFRP BRI to-
address i S_ass a gl pbal network, and which is

5 connettdd PgegngﬁﬁﬁFéopout%rkmﬁﬁﬁinﬁResjaargaﬁﬁﬁﬁse Patent
t t d th | ob
RS e Cloh S ariagiS Uzt AdTeg! Shnostebet Secriip, entire
t t hy t
e 1 LT M BT B v,

di fferent global address fromthe uni que gl oba
address; a generating section that generates a nessage

p@ﬁ%%?ﬁ??ﬁf assigﬁggﬁgﬁggaglgggleggdr:ﬁz atgﬁoba

o R el P A e B g P oma oon
?t?ld internetworking of packet-switched data communications
network. Especially, the disclosed invention addresses a problem
involved when providing network connectivity to a node which
constantly changes its point of attachment to a global data
communications network. Furthermore, it is possible to consider
the present invention as an enhancement to existing solutions

for providing a global connectivity to a roaming host.



10

15

20

25

atransmtting section that transmts the generated
nmessage to other network el enent apparatus in said

other network. 20 2. The network el enent apparatus 13/04/2006

according to claim 1, wherein a part containing the
gl obal address of the router in the nessage contains:
a type field indicating whetheb2the gl obal address 25
of the router is contained in the nessage or not; a
length field indicating a data_length of the part; and
13/ 04/ 2006 53 an access rout eFP3Hdress fiel d
i ndi cating the gl obal address of the router. 3. The
net wor k el enent apparatus according to claim 5 1,
erein_the nesiggg IS a€ adverti senent nessage in '
Ih

76, afd" P& ESMHHhE PR AE 23 obal ¥Adds& whighe globa
L1 LRI LT O AP ML ng gmicn 1
ELMSC LTSN Fenarals pocanained L LIg essate
{DeRalc 800 20 Behese roLer pddicse Lele 1o pbe aloban
ShETEINPPRLA! g syl EnfELYEL o oTent appatatus
oDt BEGLSL S, o8 08 S5 AL st otnes
Eﬂ@?ﬁggﬂ'ﬁﬁwﬁﬁE@aeat éﬁg%%g%ﬁly assigned global address
whichisaidifferentglobal.addressfromiﬂuauniqueglobal
address;

a generating section that generates a message which
contains the unique global address, the temporarily
assignedglobal address, anda global address of the router
andindicatesaJcmationcxfthenetworkelementapparatus
in the global network; and

a transmitting section that transmits the generated

message to other network element apparatus in said other

network.

2. The netwofk element apparatus according to claim
1, wherein a part containing the global address of the
router in the message contains:

a type field indicating whether the global address
of the router is contained in the message or not;

a length field indicating a data length of the part;

and
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transmtted nmessage, and the next transmtted nessage
20 contains the information related to the reception
or the rejection, and information which notifies thakt3/04/2006
said other network el enent apparatus is able to take.
action to handle the nmessage. 25 5. A network el enent
apparatus conprising: a receiviadg section that
receives the nessage from a network el enent apparatus
according to claim1; and 13/04/2006 54 a recording
section 3Fcﬁﬁ%F8§§ﬁF@ﬂ@%eéﬁﬁhﬁﬁ@&pdaq@ﬁmpgtheglobal
add ss field indicating the unique gl obal address, a
157 5d@Tess fi R G Rt cating the temporarily

aSS|gned gl obal address, and an access router address
5 field indicating the global address of the router in

correspondi n nanner W th the recei ved nessage. 6.

The net ABPK Tl d SRt ab bs ARRVF AL taCepahn®, to clain
mﬁereln u dat| g of the entry sets, in a case where 10
o T G AYESEGARI hE BRe N BBAIL lateess afessage in

E? outer the access router address field of the
PP sty 2t KAk addpede 1 ahBdsdite gAokThsaddhges of the

t he recei.ved .nessa does not contain the global . ) .
RHAHEES dft (TS PGt SRS KON RedBes rFoUerS abiipdss indicating

iel of the entyr e.invaljd. 15 7. The network
eﬂ%ﬁgﬁt TPt FeUs g%@d% 8?ﬁ&1ﬂ?4ﬁ%ﬁﬁ1oé theneitmork element
routln% header i s added Pg the router to a data

pHRRaF Aldte |iL/§de5’3P arperededi viRgG SREFBAS (e notr
routin%_gead r |n9 used.to instruct the networ

el ement™ 26%% I?Mﬁejcef’] destfAsatohnpsd |drﬂjtF%a]t%]élg\R1ht ﬁfathe part;
téﬂaﬁ nati on

an access router address field indicating the unique

global address of the network element apparatus.

4. The network element apparatus according to claim
1, wherein information related to reception or rejection
of the last transmitted message is contained in a reply
of said other network element in response to the last
transmitted message, and the next transmitted message
‘contains the information related to the reception or the
rejection,andinformationwhichnotifiesthatsaidother
network element apparatus is able to take action to handle

the message.

5. A network element apparatus comprising:
a receiving section that receives the message from

a network element apparatus according to claim 1; and
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address specified in the data packet to forward the
data packet to another destination, containing the :
gl obal address of the final destination of the datal1l3/04/2006

packet. 25 8. The network el ement apparatus accordi ng
toclaim 5, wherein a determnation is made on a
verification of whether a soubde address specified in
a data packet received 13/04/2006 55 by said receiving

section is authentic or pot by using information .

rel at ed % be SR T&ddt ¢ $€ Ght eR W%aﬁhléeﬁpé‘@ﬁ angiyfeyscortaining

thgvrouter contained in the data packet and which is

a AP PRE BART &0t £48 It bR Sdnackh adir &9 e Blphel address,

source address,. an entry in the hone address field, a

c8r eS6-Haat egddnf e ’le/hﬁllyi, amdlima hd ok s thgut dremporarily

addr ess fielqﬁﬁg he entry. 9. A roam ng connection

netioP BELd St hetdmie EP endMd ab agpmat usopder address
I, C uni que gl obal] address is assigned in a gl obal _

ﬁ%&%ﬁﬁ,l%ﬂa%w@eoﬁa@ma pedrespgPé thsutepyuter in a

and_nakes a r.oam ng connection to other network

cORE&STERC A 1 ‘Eﬁ’%ﬁ&r’f et WBr P ¢ hee FedhRr cBAFIS AT g

the steps of: 15 gaining access to said other network

by using a tenporarily assigned global address which

s a dhfgerent Ioba& address from the uni que gl obal ]

addr ess; %eﬂ@ﬁﬁéﬁ@ Sl eI RRIAdP BBt &GO ¥Aenyg to claim
i qu |.obal addr.ess, the tenporarily assigned

gﬁbgﬁﬁegiﬁ%é%?ga%GQﬂuP%.gpﬁbﬁnEﬁﬁr§§§§ﬁ tRedr 6SF where
d indicates.a |l ocation of the network el enent

APbarar G TS HEGF 008 Rt btk AR 91oPal address of the

router,theaccessrouteraddressfiehdoftheentryusing
thisaddress,andsets,leacasewherethereceivedmessage
does not contain the global address of the router, the

access router address field of the entry to be invalid.

7. The network element apparatus according to claim
6, wherein, a routing header is added by the router to
a data packet received by said receiving section, the
routing header being used to instruct the network element
to which destination is indicated with a termination
address specified in the data packet to forward the data
packet to another destination, containing the global

address of the final destination of the data packet.

8. The network element apparatus according to claim
5, wherein a determination is made on a verification of

whetherasourceaddressspecrﬁedinjadatapacketreceived
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transmtting the genérat ed nessage to other network
t aratus in said other network. 25
el ement app 13/04/2006

65

by said receiving section is authentic or not by using
information related to an address which is the global
address of the router contained in the data packet and
which is a different address from the source address,
the source address, an entry in the home address field,

a care-of-address in the entry, and an access router

address field of the entry.

9. Aroaming connectionmethod used inanetworkelement
apparatus to which a unique global address is assigned

in a global network, and which is connected to a single

. router, and makes a roaming connection to other network

contained in the glocbal network, the method comprising

the steps of:

gaining access to said other network by using a

- temporarily assigned global address which is a different

global address from the unique global address;
generating a message which contains the unigque
globaladdress,thetemporarilyassignedglobaladdress,
and a global address of the router and indicates a location
of the network element apparatus in the global network;
and
transmitting the generated message to other network

element apparatus in said other network.



