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BACKGROUND
Field Of The Disclosure

The present disclosure relates to an antivirus system and, more specifically, to a virus

removal system.

Brief Description of the Related Art

Computer viruses are a major problem in modem day computing. For example, a computer
virus may be a program (or some unit of code, e.g., instructions to which the computer responds,
such as a code block, code element or code segment) that may attach to other programs and/or
objects, may replicate itself, and/or may perform unsolicited or malicious actions on a computer
system. Although described herein ‘as relating to computer viruses, the present disclosure may be
applied to any type of malicious code capable of modifying one or more portions of a computer’s
resources.

Antivirus systems preferably find or detect viruses and then cure the affected ﬁle, memory,

boot sector, etc. One of the techniques viruses use to complicate their detection and cure is to
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encrypt parts of the vines body or the file that is going to be infected so
that it is.harder for an antivirus systemto decrypt it and cure the file.
Thi s makewoios/opee difficult for the antivirus system toPdatEsor2an
reverse the infection process to cure the file. The encryption perforned by
sonme viruses may involve conplex mathematical or |ogical operations that
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unreadable virus code so'that it is difficult and sonetines | npossi

anal yze: i i Lral ..co inside. .ln addi.ti i nce.encryption
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another, pattern matching may not be sufficient to identify the virus body.
The BRricfsst prsre¥pgE Hie 1afrstionPosessdp apiedhefiledecr ypting the virus first
before it can match it against a database of known viruses or otherw se
anal yze it Th¢ enaymtem peofopeed by nome yinusgsenalentvplve posp)extthethematical iok $&dial
shoul d be capabl e of decrypting encrypted areas of code or data so that it
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code that is responsible for the decryption. The antivirus system can then

use t S r-yQti: l.aqrd t he.virus.itself. .u t 0_decr ypt
enor yoriso ae s dREG B AR P ool Mokt M MR SR RS oot
virus. file further. This can sonetinmes be done by emulating the virus body
in a 1\9@99' safe environnment that does not allow any malicious actions the
virus may take to be executed on a real conputer, but only on "virtual
machi ne" t hWaadditson, gincateaerypfior caxratplor sotmg mineericalnkéy ihatisars ylsangmfrom one
Encryption techni ques use a key that is used to transform origi nal code or

dat a ihfecend satipleadabtier, panemyipiteidng hadyeot BOeukielni © ideitil ke WaKDIIR! gaer or
real nunber, but can also be. sone string of characters. The key Is used
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database of known viruses or otherwise analyze it.

In order to perform its intended purpose, the virus itself should be capable of decrypting
encrypted areas of code or data so that it can use it. An antivirus system can sometimes analyze the
part of virus code that is responsible for the decryption. The antivirus system can then use the same
decryption algorithm that the virus itself uses to decrypt encrypted areas so that the antivirus system
can continue to analyze the virus file further. This can sometimes be done by emulating the virus
body in a very safe environment that does not aliow any malicious actions the virus may take to be
executed on a real computer, but only on “virtual machine” that is imitated, for example, by the -
antivirus system.

Encryption techniques use a key that is used to transform original code or data to an
unreadable, encrypted state. The key is usually some integer or real number, but can also be.some

string of characters. The key is used to encrypt data and may be used by the virus to decrypt the data
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ot herwi se the data world be useless to the virus. Usually, the virus stores
the key swomsiozi7zez within the infected file. In such a cas®CTars02/zm81 vi r us
system may be able to-retrieve it fromthe infected file and use it to
decrypt the needed parts of data encrypted by the virus. New types of

destr I i hng....Eor exanple, a virus referred
to a§&%$n %%Nggggf?é@fé@?ﬁ?ﬁggﬁiﬁggggg?&@%PgEVirus al t hough rel atively
easily detgected, .can be difficult to renove. This t f _virys encrypts
bart of 1 nESHAh e TiaCetaits (e BB fm Suh@e wiin b BiedBEnfom sidva Sher 5B
effectively renoved and for the code to be restored, a decryption of this
code 3HBULESYstaR By baelele toisinaye it from thie infstted fijgrndake it desrypt He rieededfrontst he
encryption is not stored inside the virus body |like sone viruses do.

| nst eafidatd ficrgned yptieonrusey for this type of virus is calculated using the
machi ne's nane in the Wndows operating system Wen copying an infected

file Lo anaLhaiye ek Lises ol Chldzih HPbkhu® 1 bRl Ksrang (o

decrypt the code when the infecte I nes 0 ccor

Vi ruses,su S. n32/ Magi str. B, virus, for ex | e, use encryption

t echn ?Sq&égwhﬁéi S%HEET\%V n i/gl%er/&?% n 3 hi§ Ylﬁuseﬂﬁwgﬁ irﬂgg‘feﬁ‘é Bk ;P%Eﬁct*{qu & PFus
itself, to conplicate detection, the virus also encrypts part-of the

ori gi Adficyt todempve olips 1yeapbvisiseurpispsif Hiahastillss enta-pois spda: dfor thifbrss

the key. An antivirus system should be capable of decrypting that part of
t he of vigisrialbefeiffeeitedy mompeé ted for tlestaaleeo baesstarkd atdeciypsopoethisndogletskould -
state. More specifically, as nmentioned above, viruses sonetines store the

key ugeplate ENEWYRE, WHE thieRpE ¥PHAR, m;en&,% afr tiie Erckdtivhididl stoh&l ingae menfirst ed
file. However, viruses such.as the Wn32/ Magistr.B - virus, for exanple, do

not SBQJ}plilze};E%n?er\%QéQé &9 rhl&@éﬁ, ’ch% eh@&p{il)lll Eey 1%‘1j tthiL %%%?QirHssﬁ’cafcgfatWé fiie he

machine’s name in the Windows operating system. When copying an infected file to another
machine, it is very difficult to retrieve that key and to decrypt the code when the infected machines
name is unknown.

Accordingly, viruses such as the Win32/Magistr.B virus, for example, use encryption
techniques in different ways. Along with encrypting the body of the virus itself, to complicate
detection, the virus also encrypts part.of the original file to complicate a cure, possibly using the
computer name as the key. An antivirus system should be capable of decrypting that part of the
original file to completely restore the file to its pre-infected state.

More specifically, as mentioned above, viruses sometimes store the key used to encrypt the
encrypted part of a file within the same infected file. However, viruses such as the Win32/Magistr.B .
virus, for example, do not store the encryption key in the file, but instead use, for example, the

“computer name” which it retrieves from the system itself as the encryption key. This counts on the
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"conmputer name" which it retrieves fromthe systemitself as the encryption
key. This counts on the 3 SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722

PCT/ USO2/w®lB@d257eDnput er nanme not changing, so that it ispoansbaedistor the
gi ven machi ne, and can be safely used to decrypt data in files infected on
that machi ne. The problemis that when antivirus systens need to cure (and

t her ef 96 EELSS, = - j ed. L1 -' I eds to access
he compat o TP Pille 35 (R Ts o Rl TEE et H03% BERRRYORRTRC)
and be able to decrypt encrypted parts of data so that they can be
restoggﬁﬂmﬁgkﬂﬁgﬁ?“’R@FﬁﬂEV%ﬁbm?ﬂgn%ey and using it is very unsafe and is
not al ways_possi bl e because when antivirus systens scan files on a

net wor k, f dheasolinph ks that hdiep pptiviryssystems neathtpewg(znt thers&ire derayptiperts)of atahd on
a different machine (e.g., the network server), and not on the infected

wor ks taiifectedriizhitasoiesdd fo. accdwsabd chrgltys nanfteofané inaching 5/ §leeisGafRBRE on
always reliably retrieve the conputer nanme of the infected nmachine.

Anot hey oy rt]%%e%&%&i e hRto %@g%tﬁe{ﬁcxt)@fegﬁﬁﬁg of bdt8sd ﬁlamﬁéfgaﬁ)ﬂé reg{oréc{'% ve %,Eg

it was infectéd on (e.g., antivirus teamtor analysis,

conput er._na S changed. by user on the infected hjne) it may nat be
posbr bthe e a5 AP e Y vy st g o it SR Posiihinp Sobre VhE ISerseur o
A nmet hod, system and conputer code is disclosed for curing an encrypted
conpuf¥fens §eas filgsoagastwork, for espmpiecthe aytitivimsyviem Prraramdtseldnal pe lavgted on
encrypted data to determine at | east one nost frequently occurring

encr y ptdefflerbytt readhimet (he. ,@he ngtptoekl setat, andaloc oth dfel infectd vembempbn anckiey itbeged
on the nost frequently occurring encrypted byte and a correspondi ng

expeciredo@ingy, ia anbyires 8fstedi @:zﬁfnﬂ?dlwa%ﬁ%ﬁa@y"Fktﬁ%rtﬂ@édlﬂﬁatteﬂ?anw iRhRdidat a
using the encryption key to.restore the encrypted data to
machine.
Another problem is that when an infected file is moved out of the machine it was infected

on (e.g., sent to an antivirus team for analysis, or the computer name was changed by user on the

infected machine) it may not be possible to determine the original computer name.

Summary of the Disclosure

A method, system and computer code is disclosed for curing an encrypted computer virus
present in a computer system and includes analyzing encrypted data to determine at least one most
frequently occurring encrypted byte in the encrypted data, calculating an encryption key based on
the most frequently occurring encrypted byte and a corresponding expected original byte of original
data and decrypting the encrypted data using the encryption key to restore the encrypted data to
original data.

A method of detecting and curing a computer virus present in a computer system includes
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original data. A nethod of detecting and curing a conputer virus present in
a conputer systemincludes 4 SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722

PCT/ USO2/w®lB@2573zanni ng t he conputer system for a conput @CTISNRIS9152
determ ni ng whet her encrypted data is to be decrypted in order to cure the
conputer virus detected in the conmputer system analyzing the encrypted
dat a 1 . t . i in
the ceaviE BF bR o RER PP Fo e VA it B R o Sk BhED RUBE ) 6
decrypted, confirmng that the nost frequently occurring encrypted byte is
a dorficamicdetc Py gacwttge APEPRIST Nive dRieRieA e COPPHEFT YFiEm, jpBalyzing the
statistically dom nant anong ot herbytes of the encrypted data, cal cul ating
an erwepptadotntkeyddpaset at deast dne ostifregnentbnescypingdnbypeddytt ia thoenaegpehdi ng
expected original byte of original data and decrypting the encrypted data

usi ngiatd)evIRMCit YPEOMiKeY thaptheamcBpeedt dta QY HPEdypiad, @oh Brdink Ghitathe dhadsh
present in the conputer systemprior to encryption by the conputer virus. A

system Qgﬂ}dS’éc‘aﬁHJ‘e@:o@@%d%g{eii%ﬁ@Qﬁ%%@étﬂe\‘litbk{é%ﬂe?% e GOFRHL nc?#i)gércﬁ?te

i ncl ude scanni iy vice a to's e conputer system

conmputer .virys, a.decryptiqn contr devi ce, .,adapted.to determ n et her
Gectyptruticat andinpt amaatier bHet fidhe bt s SRR w bR o Kot st
after the conputer virus is detected, an encrypted byte processing device
adapt@dthe sloanaiy zaciyhied batsorng s edredpendling ctpedpdpriginak byte af origimel ¢asa and
frequently occurring encrypted byte in the encrypted data when it is

det erdacngtinghied erich@tanutaypiiedhe abayptiort leyhe rdace sheteackyprddamito ariginhydata
controller adapted to determ ne whether the nost frequently occurring

encr ypted: Ryfe c:br%gate@j%@kéﬁ?ﬂ]ﬁOﬁB%‘i}M@%ﬁgn bYPWeSoonihi@dr&irds dom nant encrypt ed
byteis statistically domnant in the encrypted data, an encryption Kkey
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calculating
dom nant enc

device adapted to scan the computer system for a computer virus, a decryption control device
adapted to determine whether decryption of encrypted data in the computer system is to be performed
after the computer virus is detected, an encrypted byte processing device adapted to analyze the
encrypted data to determine at Jeast one most frequently occurring encrypted byte in the encrypted
data when it is determined that the encrypted data is to be decrypted, a dominant byte controller
adapted to determine whether the most frequently occurring encrypted byte is a dominant encrypted
byte, where a dominant encrypted b.yte is statistically dominant in the encrypted data, an encryption
key calculating device adapted to calculate an encryption key based on the dominant encrypted byte
and a corresponding expected original byte of original data and a decrypting device adapted to -
decrypt each byte of encrypted data based on the encryption key to restore the encrypted data to
original data present in the computer system prior to encryption by the computer virus.

A program storage medium, readable by a computer system, embodying a program of
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and a correspondi ng expected original byte of original data and a
decrypting device adapted to decrypt each byte of encrypted data based on
t he encrywoiosm¥Key to restore the encrypted data to ori giPealusdaraspr esent
in the conputer systemprior to encryption by the conputer virus. A program
storage nmedi um readable by a conputer system enbodying a programof 5
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executa e CO to con ery, 1nc

st eps_incl udi scanni n he conputer systemf.or ut er |rus,

det erﬁ%’ﬁX”%g\Rﬁgf’WéFﬂ éMEIF &4 CaBPAter ¥y d%@““&é’&% V’S‘Fﬁ’&f ’FFTB%‘ fatads [Pe t he
conputer virus detected in the conputer system analyzing the encrypted
dat a degrygtedenndrder &t clirgabe conwuten struf dstagtedt inythe compuiengysipmr ypalydngyhe i n
the encrypted data, when it is determ ned that the encrypted data is to be

decr ygrcegtedciany toldeterhind@tledshendmsdt fretlﬁemymbbmn@@ﬁumtea@ymg tpéReypvd e 1S
a dom nant encrypted byte where the dom nant encrypted byte . is

stati gl Galeh% Es, as e%ecf"ﬂ’ﬁ'f'@ ¢ é@ Pt & A NS L M@& %@nﬂgﬁlﬁg i i st N9

an encryption on t nant encrypte te an cor respondi ng
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present in the conputer systemprior to encryption by the conputer virus. A
net hod sigfistigeldy §epninant apenanthedyigaeiihe wcs;ymwém erlcalplngan AnpEPRBeAsed
conputer virus includes determ ning whether the encrypted data is to be
decr ygqt td doatiaknt znagptdiebyenand ptatesdatding expdeate priginel byte b€asginehdatarasd
frequently occurring encrypted byte in the encrypted data, when it is

det er dcAREnE hﬁét enbRBt RNty R £Sthe 8h@ypionl i@y BerddReE MRlRehypea @Eﬂartﬂbﬂgmbh@dta t he
nost frequent y occurring encrypted byte is a dom nant encrypted byte,

wher e %]e% ﬂ%@gﬂt u gy%ﬁ%rf‘ gﬂop%te%c 131118&‘[11%[(:'0&@4&& vifigm nant among ot her

bytes he encr calcu |ng an encryption key based on the

A method of decrypting encrypted data in a computer system infected by a computer virus
includes determining whether the encrypted data is to be decrypted, analyzing the encrypted data to
determine at least one most frequently occurring encrypted byte in the encrypted data, when it is
determined that the encrypted data is to be decrypted, confirming that the most frequently occurring
encrypted byte is a dominant encrypted byte, where the dominant encrypted byte is statistically
dominant among other bytes of the encrypted data, calculating an encryption key based on the
dominant encrypted byte, a corresponding expected original byte of original data and a known
relationship therebetween and decrypting the encrypted data using the encryption key to restore the

encrypted data to original data present in the computer system prior to encryption.

Brief Description of the Drawings

A more complete appreciation of the present disclosure and many of the attendant advantages

SUBSTITUTE SHEET (RULE 26)



dom nant encrypted byte, a correspondi ng expected original byte of original
data and a known relationship therebetween and decrypting the encrypted
dat a usi ngotd@enzrypti on key to restore the encrypted daca/uso2/esisyi nal
data present in the conputer systemprior to encryption. Brief Description
of the Drawi ngs A nore conpl ete appreciation of the present disclosure and

many L‘ﬁ%rf% f\gii@etrgﬂlﬁlg bta ?196\6%? fﬁ%ﬁﬁle blc ﬁ'ij&%-gt) g}&ﬁegﬁ%ﬁ-{; QQQ%C@%I]XRH%Wl S 7 2 2

PCT/ reo be rea al ne he 'sane becones

under st Qo refer nce to.th folloman tail ed descrlptlon when
consu%&‘@g qb %C’ &’GHHéV P GRS R iheeraedt g‘%‘yﬁ’r‘?g"cﬁ?%%% IRAETES; WhetRingur e 1
is a flowchart of a systemfor curing a virus according to an enbodi nent
of the priagernt! diastivosbhareef Frypteme f@r quging af Viow acberdingdb aa emdtododerndfof the
detecting and curing a conputer virus according to an enbodi nment of the

pr esqgitbsealt gigtlosue:e; Figure 3 is a block diagramillustrating a systemfor
detecting and curing a conputer virus according to an enbodi nent of the

Capabl e of EHa asa e Sior's nBRq ot AGe T RBlAR R oFohIR \hs B A 1o
conput er gﬁfus a cordln é an enbodi rent of the present disclosure; and
Fi guraé‘%“l? et FWNEFt B8C12SWEt hod of decrypting encrypted data in a
conput er stem according to _an enbodi nent of the present invention,

Det ai | ed Deiguys pisiadhodkrdiagigeyillystrriingrasteiemdar vtpongmadicyriog achmppice yans
di sclosure illustrated in the draw ngs,
according to an embodiment of the present disclosure;
Figure 4 is a block diagram of a computer system capable of implementing the method and
system for detecting and curing a computer virus according to an embodiment of the present
disclosure; and

Figure 5 is a flow chart of a method of decrypting encrypted data in a computer system

according to an embodiment of the present invention.

Detailed Description

In describing preferred embodiments of the present disclosure illustrated in the drawings,
specific terminology is employed for sake of clarity. However, the present disclosure is not intended
to be limited to the specific terminology so selected and it is to be understood that each specific
element includes all technical equivalents which operate in a similar manner.

The present system is capable of spanlling for and detecting viruses, and includes
mechanisms or cure processes to cure infections it finds in files, memory, disk boot sectors, other

objects, etc.
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specific termnology is enployed for sake of clarity. However, the present
disclosure is not intended to be [imted to the specific term nology so
sel ect ed wod3ioes72s to be understood that each specific elpemarso2ieaes? udes
all technical equivalents which operate in a simlar manner. The present
systemis capable of scanning for and detecting viruses, and includes

mechani s i-of 1 i i.n I i ry,
0 ok boot - LR SHEFpIBIAARPSERs A MGy G6t bR Rebn He" el ol RL

03/ 025722 RCT/ US02/.29152 The. syst e referably.scans a file, menory, disk
oot DGR AHSITE M0t of SRy 0 BB ooty P Piience g i rindniedie. fGF

scanni ng maybe used to detect the presence of the virus in a file, for
exanpPémpin el hysystenn mayutilize signatuss spaarineanadueiniha gystém seemis 6or thépresgrme o
scans for the presence of a virus signature, a unique set of hexadeci ma
code aphnshigratire, usinl@evef hexadacihmal ecteedchiél 4 @rusHeaves Sitandnfesed find. MeuiRiic be
utilized to detect unknown viruses, that is, viruses for which the virus

Si gnakhhifng ﬁlﬂ%’ BELtiMELd 16 ALNB: urlRaBvh S GesS ARAPRI 'él;l e&fAWRRcH Re @?’u%ﬁel%h;thﬁa' i@l

intelligence technique used to detect virus- |ike patterns o avi or.
| nt [ Ki . t i ne. t her .t he. si f fil.e h
e T R R R R e S R

systgqgnaé nmoni.tor certain actions of programs, such as call functions, to
det ectedFERFINE PHBRN AW g HAFATEFREFK IS MavPelisad t9 dsteripiee whstherdhe siagobmhiethsp
program systemcalls to detect and stop systemcalls which indicate the

pr esenegasedfdug toithaipresefte lod asemeriathesthnninrgdaind, thetsgsteingay emhitor vetaiar e

di scussed above, the present disclosure is not limted to the use of those

t echnictlugsof Utrahs, suthendadfinetioms toditeBYspi @GN Hragem tdhavior. t GaddRidAGhé ON
of viruses. Once the virus has been detected, a primary concern is to

el i mBaks hAPMYL DRI SR GHER1AP Yetect and stop system calls which indicate the presence

of a virus. While several scanning and detecting techniques are discussed above, the present
disclosure is not limited to the use of those techniques, but is intended to include any technique for- .
the detection of viruses.

Once the virus has been detected, a primary concern is to eliminate the virus and to cure any
damage done by the virus. The purpose of a cure process is to try to restore the object such as the
file, memory or disk boot sector, etc. to as close as possible to its initial state before infection, thus
effectively disinfecting the object detected as being infected.

The cure process is run after the virus is identified or detected by the system and the user asks .
the antivirus system to cure the infected object either as a response to an alert from the antivirus
system, or by giving instructions to the antivirus system to cure all found infected objects
automatically without prompting. Generally, this option is selected in advance by a user, or. a .

system administrator.
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damage done by the virus. The purpose of a cure process is to try to
restore the object such as the file, nenory or disk boot sector, etc. to
as close woposyeble to its initial state before infecti oRCTUSOY29152
effectively disinfecting the object detected as being infected. The cure
process is run after the virus is identified or detected by the system and

the user a@iﬁéculeptr{;@sé%ﬂsvﬁswﬁ s%v%ﬁm&c@ioﬁyrtﬁataﬂﬁﬁé(;{x%%ﬁte@'s@]ﬁkﬁt%wrh&%r as

a response to an rt fromthe antivirus syste

t t t |1 _f. i bj.ect
it ot TRy o Pﬁ% o 5'?%%%?% et e o8 e eovifl Plopkf of s BrfhiEfa o
advance by a user, systen1adn1n|strator 8 SUBSTI TUTE SHEET (RULE
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instructions, that maybe executed sequentially. These instructions can
per f ocane\imw'hmllsa changeentyptedeofkldeta thatdhcrasiat tipthie rgrehirocdks), af cud@tigpiteam
place to place in a file, or copylng decrypted data frominternal buffers

to VanQH?etﬂ%hta&ﬁl%thhrﬁl ddde€ette- 9.; in a case in which a virus has
encrypted sone data that is cruci al to the cure process), or cutting pieces

of a file &?gém(é‘gap c;c%lss 1P§/tln¥c%l n 1?19}29( AT ment?duaﬁsgsgtﬁ&gg}% n?gsitu Ht?t 's&ﬂfﬁ%e el p

be i npl enmente a se rons wi

the cur rocess instructions to conplete conpl.ex cure rocesses As not ed
aboven Githaigew tfiﬁyum?epla%%eﬂsgactya@éfa Coshp etrer PRI U P In this case,
it is also possible to easily identify which specific V|rus has been

det ect ed siAmgetadrbove.rusised mapbedatediel hasederethetvarus sighatira: Js thiseaseglisalso
process is then sonewhat sinplified since the identity of the virus is
known possatilél td ¢igly ideatifypRichkptfiddaisivas béentdvtdctad sint thewiniscighatise lsnoique

O herwise, it my be necessary to analyze the virus in order to determ ne

what ki pdlp ofrudarmagt PR s i e B GRS Simplified since the identity of the virus is known,
and thus the type of damage which that virus inflicts is known. Otherwise, it may be necessary to
analyze the virus in order to determine what kind of damage the virus may cause.

Viruses often encrypt parts of the virus body and parts of the infected file in order to
complicate virus detection and curing, as noted above. For example, the Win32/Magistr.B.Worm
encrypts the entry point code of the infected file, thus complicating removal of the virus from the
infected file and curing of any damage done to the file by the virus. The Win32/Magistr.B.Worm
virus further complicates removal and curing in that it does not store the encryption key in the
infected file where it can be retrieved by the system, but instead uses the computer name to generate
an encryption key. This poses a problem where the virus detection and curing system program is run
on a server or computer other than the infected computer sys'tGm or when the virus is to be sent for-
analysis by an antivirus team, for example. In both of these cases, the computer name of the

§
infected computer may not be available to the virus detecting and curing system.
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Viruses often encrypt parts of the virus body and parts of the infected
file in order to conplicate virus detection and curing, as noted above.

For exanpWwe,03wis2aN n32/ Magi str. B. Wrm encrypts the entryPpoiusp2/zade of the
infected file, thus conplicating renoval of the virus fromthe infected
file and curing of any damage done to the file by the virus. The

W n32/ Magi Wm1&1#9&{?&15/&&@&0%%&1%& CRPRIIMES IV EHRYMe BB dnGHhisngsterh khat
it does not store the encryption key in the infected file where it can be

retrieved by the ste but inst.ead uses the, conputer 0. t an
encryB??gﬁe{EQWI*%¥8WBo2%%eﬁ“ﬁ?%%ﬁ@h?ﬁﬁgyg%?hgé@?B%Bﬁﬁg?g§§?%hw§%§9§§fﬁng
system programis run on a_ server or conputer other than the infected
conpudeermiigiedhs kay uimer prekabilistigglgos th%thggwgéﬁt\’vlﬂb\fery high prspatagsofshccess.
antivirus team for exanple. In both of these cases, the conputer nane of
the [Thtecdsed sysioplis expabibeyo fddternenigdhd alergption Keevhenritis wihewn bageding 2
curing system 9 SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722 PCT/ US02/ 29152

Wi | e ptdWan ARPYEoRR 6T RBINE BE1ds 9 ksseRBRADI IR ESdesOl Ve because the
antivirus systemis presented with unknown data encrypted by an unknown

key, the prgsent syst | a 1 i : I
or obabi | 1 5118 SHOGHT R BRKEEY f HE oS B RSt ) BR1Be byt
The present systemis capabl.e of .deferm ning.the encryption ke en.it is
unkng\nﬁymaag@‘ﬁ%‘ I or 1 %aﬂ?w £30 R5 e&%ﬂ&l&}}@ﬂéﬁ%&“@ﬁf’ E%tﬁég%lﬁﬁi‘syil%dﬁg%%ﬁed
original code. The algorithmis based on know edge of the fact that certain
syst efer meamplncl Wdeit byacotablecodiedor Iated pracessparsfegpiainsra Ipbeheigsi €pyiesof valie -
determ ned and used to determne a key used by a virus. For exanple, a

32- bi zewyemdiatsef caide2§ DrFok sk&hplps ihe peseantsgoaithesekinds dfblytes bart beveary high
(bytes of value zero), and bytes of value 255. For exanple, the percentage

of thesg nlfziyrk%%n gg oYL 6524 CRR1IBRe }6?’(@&’ st aﬂﬁitioﬁ!‘g)%tg@b{f PO 288 ReArcof%nYaird)]

t he bytes. addi tion, bytes of "value zero often cone in pairs,

which can also aid the present system and method by allowing those bytes to be more readily
detected. 1t is noted that for other processors, bytes with a different' value may be the most
commonly occurring byte depending on the type of object infected by the virus and this invention
is not limited to use with any specific processor or object.

The present system and method may use a system referred to herein as probabilistic
encryption key guessing. An encryption method that is often used by viruses is to perform a logical
XOR operation of cach byte of data with a constant key. Accordingly, using this knowledge the bytes
that contained zeros before encryption will contain values of the key used after encryption.

Since zeros were the most frequently seen values in the original data, in the encrypted data
the most frequently seen value in the encrypted data will be the value of the key the antivirus system .
is looking for. The probability that this will be true is the same as the probability of zeros being the

most frequently used in original data, which is very high. In effect, in the present system, therefore,

10
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whi ch can also aid the present system and nethod by all ow ng those bytes to
be nore readily detected. It is noted that for other processors, bytes

wi th a diwbasem722 val ue may be the nost commonly occurri rgTsbe290dependi ng
on the type of object infected by the virus and this invention 1is not
limted to use with any specific processor or object. The present system

and g ﬂt%ﬂlsﬁ@t&gﬁsesamfts%m&eeﬁ QoA gox}attgg]augeobrggd]{,%tg enGRSGPt ! O

key essi ng Ion ne
performa |ogical X OR operation of each bé/te of data wi.ith a constant key.
Accoidd gy e GemRgrefies kIBHWW eRfgdt IRy Bipeesd bytratofchatoaigngd datss gehagse st e

encryption will contain values of the key used after encryption. Since
zer osnewypior nethod $the lraqli¥OR opesdimn of tleweigiiahddthwith theginkad wulatayption kel
encrypted data the nost frequently seen value in the encrypted data wll

be t heal¥akoevef Thine _tlt"e%ﬁpiy?ﬁm@l@éy denHésd et £ @ andontO@KEMEinEPEan Jdplied to
pr obabi I|ty that this wll be true is the sane as the probability of zeros

b |

A
r opanl | uessi n se O | den

bytes of dHIegTRA HacE Candhus Gona fhe nutzﬁ’amy %%ewm Jreach V% T ie BCdSar od

"known", or at |east expected bytes of the original data, where the
encr yigta and ohepsrodie (ase fie@igndnrsedameo fe this Py, thisevigrbieghalkéy. dat a with t he
unknown encryption key) is also known. Thus, the encryption key can be
det er m nedMaredpediGealtlebeaniyaag a@ﬂﬁ)@t@ppd»ihmbdb,dt bettres cemitiat igrenemppd ed
data based on the known encryption nmethod to restore the original data.,

The R]SED] arRYiSt €1 GAL ih e 08OMAL ofh@?bﬁemgﬁlcgfaﬂ?%PE'XE@@@J@@ ad hl%ﬁ&‘hSlQ&lé ein
the encrypted data and choose the rmst frequently used one. Inth

Z)r(t'?r 1'_11%tbets[ ag Ayl 0ned l?o the nun%ﬁsee\{ olf Igbtlé utSf];I fm ﬁlﬁ%ﬁl luane? atg p%dﬁéd Q8 3r & (For
y-poin €, becones” ct ear
positive numbers) and -1 (for negative numbers).
If the method used for encryption is known, the system can calculate the encrypted value of .
zero and -1 bytes, then find those values and by that calculate a key that was used for the ellcryptian.
For example, if the key value is 2 and the method for encryption is adding the key value to
every byte in the code, it means that every byte that was zero is now 2 (since 0+2=2) and every byte
that was -1 is now 1(since -1+2=1) It is highly likely that in such encryption, that there will be more
ones and twos than other bytes. Finding the key is then relatively easy. Ones and twos are
dominating, it is clear that the key is 2, since 1-X=-1 and 2-X=0, X=2. The key is thus found.
As shown in Figure 1, after start (step S2), it is determined that EXE entry-point needs
decryption. In this example, the encryption method is known, and the encryption key is unknown

(Step S4) In step S6, the most dominating bytes in the encrypted code are found. A determination

is then made whether dominating bytes are statistically appearing more often than other bytes
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00 (zero) and FF (-1) bytes in the code than other bytes, particularly in
EXE32-bits and higher, since nunbers are aligned to the nunber of bits
used and woallo2starrbers are padded with zeros (for positiweTusobesis) and -1
(for negative nunbers). if the nethod used for encryption is known, the
system can cal cul ate the encrypted value of =zero and -1 bytes, then fi nd

t hose l.gul at t . used. f or ncr ion.
For clofuliER ﬁ@%ﬁ%{z&% RS B B B R A B
the key value to every e |n the code, it neans that every byte that was
zero f’% W@Wl@’?@ﬁtﬁéga@’%)al ea‘?fﬂﬂmé@té%%:(sﬁﬁﬁ%l 0)+thaprogess ends (Ste )1Hfdiingafe
-1+2=1) It is highly likely that in such encryption, that there will be
nor e toorsesnatitht tcwoantlyées e emilyingsa révendi argriptienkaythod oh ivmingtimat byted,y
easy. Ones and twos are dominating, it is clear that the key is 2, since

1- X=- dssafithgZh ek eXrléma-W Serb€¥nd -$, & Rt rdiAUNDer SN $17) B @éé'&ﬁbéld vk er

start (step S2) I’s determ ned that EXE entry-pol nt neéds decryptl on.

In thj n t.he enc on ke
unknotin ¢ SE6 S‘?’gﬁmﬁwﬁ ot Bl B Sl R S b R e ™
code gre rmnati t hen _nade V\/net her dom nat i ng bytes are
stat | miﬂ%d% éﬁ&e 3} ‘[ﬂé}ﬁg‘? PisH- diREPdpyihan degmypisdpsme thieySsiepT
(RULE 26) WO 03/ 025722 PCT/ U802/29152 (dependi ng on EXE bits type: 16, 32,
64, ebtd(ast dir 1B8yessendy (St¢psl@et ermi ned statistically that it is not safe
to assune that certain bytes are domnating (Step S 10), the process ends

(Step S16)Althbuglt exslainad ebot® bysammBirgheiat @ar KRN opytuesn af pedomhapbynge a
reverse encryption nmethod on dom nating bytes, assumng they were

ori gi gak }L]mnz%a%dam ot élseni! S s@HGRAE s P& @Fémﬂelﬁﬁ %aﬁé%eﬁ% iiﬁ@%&irped

?blo?/e fhe key is determ ned. For exanp eterm ne t o
B De Byt
uied"ﬂfﬂeﬂcod@w? e B PRSP R TS R PR ncd SR Bl i I

decryption can be performed. For example, various types of encryption may be assumed and the

present system used to determine the valid decryption key for each type of encryption, until the
correct encryption type and corresponding key are found. In addition, although described above
with respect to a 32-bit executable code in which bytes of zero and /or bytes of 255 may dominate,
the present system can be implemented for any type of executable code in which it is known or for .
which it can be determined that a sufficient percentage of bytes are known to be a particular known
value or values.

The flow chart of Figure 1 describes a method used for curing a virus utilized in a specific
case where it is known that original data of the file, memory, disk boot sector etc. is known to be
dominated by bytes a value of zero and -1. The present method and system, however are not limited
to such a situation.

Figure 2 illustrates a more general method of detecting and curing a virus in accordance with
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S14) and the process ends (Step 16). Al though expl ai ned above by assum ng
that an XOR operation is perfornmed by the encrypting nethod, the present
system amdomebksrd2 i s not imted thereto. That is, the presansoyyasem and
met hod may be used for any type of virus in which the encryption nmethod can
be determ ned and decryption can be perfornmed. For exanple, various types

val | gRrsR ety ADRReR TS SHERURer SR T I el opiptier

encryption type and correspondlng key are found. In addition, although
descr Ve 81 e921tht1ﬁd?té%@é<ﬂ thapengrapediiata ésdocia dasrymtesoafter arvimb it detegyeds of
zero and /or bytes of 255 may dom nate, the present system can be

i npl ebfshiteadctet oot dayetiypeddNoax septSab) turthed erdcessitg flayibe pesfoknevStep SR6Y.
which it can be determined that a sufficient percentage of bytes are known

t 0 beOmepaisk]if Wleprs2enenosy flegendl oVAlHES encT?;?ceIi bow of Botet irQfie Ei ?&%t@d data

describes a nethod used for curing a V|rus utilized in"a speci case

Whereim'etdﬁfeﬁnhl'g?mégtg}gg’)? r t%'cf%%ln%}m%gwh% hel e f' é%’ggueiléllygzg d}1<§ inc%%ﬁtgd getor

etc. omi nate ytesq var Esent
met hod and system however are not Iimted to such a situation. Figure 2

i |l usPr %%ala deprieany sRewRied hytes Shert dgainant snsyPietib YT #14 §talistiqatly sloppnant
accordance with 12 SUBSTI TUTE SHEET (RULE 26) WD 03/ 025722 PCT/ US02/ 29152
t he perasehthalesolypisdrdata. Atlf sioegongpant enceyptpditoote oy dyemr dre deteamined, fathdrhe
presence of a conputer virus. In step S21, it is determ ned that encrypted

data pmctRigansebs y@tathadl(5ep S26Y1 AtlendrSpilat st e dalculateddnte niLeR doalindif
decrypted (No at step-S21) further processing may be performed (Step-S26).

bOty pg;%&nﬁgt%deﬂyelgtggeﬁég gn% g {agl;@;%hdlﬁg SRR i REAWEd S%hyRAAERERM BYh fsRp
S24). The encryption key is then used to decrypt each byte of encrypted data utilizing the known
relationship and the encryption key to restore the encrypted data to original data (Step S25). The
restored original data may then be used for further processing (Step S26).

In the scanning step, step S20, any of the scannh.lg methods described above may be utilized -
to detect the presence of a virus in the file, memory, ciisk boot sector of the computer system. If no
virus is detected in the scanning step, additional processing may be applied (Step S26).

In the determining step S21, a determination is made as to whether encrypted data is to be
decrypted. For example, if a virus is detected in step S20, but the virus is a known virus which may
not require decryption to cure, decryption of encrypted data may not be necessary. If no decryption
isnecessary (No at step S21) further processing may be performed (step S26) This further processing
will be further discussed below. If decryption of encrypted data is desired (Yes at step S21), the

encrypted data is analyzed at step S22.

In step S22, the encrypted data is analyzed to identify a most frequently occurring byte or
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are determned. At step S23, it is determ ned whether the nost frequently
occurring encrypted byte or bytes are dom nant encrypted bytes where
dom nant woasypi7erl bytes are statistically dom nant anon@drEsoznasypt ed
data. If no dom nant encrypted byte or bytes are determ ned, further
processing may be performed (Step S26). An encryption key is calcul ated

basedbags shacdpIRnL MeAshfl Ay Ao By s GRLEARANILRG EKpEC! o

original byte or bytes of original

th d t each byte of ted data utilizing the k
or at PGSR e BRER Brdles Tt b ROSt b€ THE cbrrop et Tosaco The

original data (Step S25). The restored original data may then be used for
f ur t hBOSHiFeRieady prrupSiebyisonhytes pf enseynieddnti ang theregetemningd. S20, any of the
scanni ng net hods descri bed above may be utilized to detect the presence of

a virus i nhtsep 23.laejeterarimation idingdde o of whethentheafiodt it qtaBcehmmgTheyptedl Nno
virus is detected in the scanning step, additional processing nay be

appl i Bte 0SbRBs ¢BImirlaft & ), i L WAk OSF ol e as
to whe%tﬁer %ncr yptnenél adgtlg%i,@@%%&%gemhggé’%agﬁeﬁg%%?m{gggﬁg%@%&ge&\}??’g%gi S

det echpﬁg, i}op e§a¥lﬁﬂe§?g’qde?é‘f‘l‘nh%&fawﬂétbgstllie %10%% grggl%vfméflgiorﬁg@iﬁgieﬁgrgpnﬁé @é@g%rhr}fe uire

decryption to cure, "decryption of encryp | f

no degryption. .is necessary (No at step S21). further processing maybe
per f oﬁ?%ﬁe "‘(%ﬂr}@ﬁ SIS CORISE °¥H}et%¥ypbﬁdd%9&f§i stryistiGglly d%@nﬁﬁirtb%@wrmt@d:%@@-eﬁ
below. If decryption of encrypted data is desired (Yes at step S21), the
encr ype é@ndaard ansryptsal Pytedoraytet ape %22d (Ne aftsigp $23), futiberepocyypingdmdptbe i s
anal yzed to identify a nost frequently occurring byte or 13 SUBSTI TUTE

SHEETpé¢rRhizd26}kp ¥€6 )0 3h 0252 uREIA, PE6ubbARTS nchpti @k g iRBifY Rl g doditbRide NDST
sinply, this is acconplished by counting the occurrence of each byte of

encr y%ﬁ@le@k@quti&hﬂ&y iaécag?éiﬁﬂ dOnfriént %‘fﬁpt@é bﬁe%?%(ﬁefs GvO¥ES fink NSVhere a
encrypted data i1s counted. The
dominant encrypted byte or bytes are found (Yes at step S23), the dominant encrypted byte or bytes
may be compared to a corresponding expected original byte or bytes of original data (step S24).
In step S24, the encryption key is calculated based on a known relationship between the
dominant encrypted byte or bytes and ‘a corresponding expected original byte or bytes of original
data. The known relationship may be the encryption method utilized by the virus. The dominant
encrypted byle or bytes are compared to a corresponding expected original byte or bytes of original
data. Original data generally refers to data present in the file, memory, disk boot sector, etc. prior
to encryption by the computer virus. For example, in the method described in Figure 1, it is
determined that 1 and 2 are the dominant encrypted bytes. Since zeros and -1's are expected to be
the most dominant bytes of original data, 0 and 1 are the corresponding expected original bytes. As

noted above, different bytes may be expected to occur most frequently in the original data depending

on the situation. The encryption method used by many viruses is a logical XOR operation of each
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nost frequently occurring byte or bytes of encrypted data are then
determned. In step 23, a determnation is nade as to whether the nost
frequent Iwomsoea7e:t ng encrypted byte or bytes are dom nantCerusoyptisr byt es.
That is, based on the counting of each byte of encrypted data, for
exanple, it is determ ned whether the nost frequently occurring encrypted

byte B?te%‘ bASina @il RanAnStictiot ey AFREE 1 nstalf PR URLS ecqgc% c?r(i]éixgal
i | rypte yt

statistically domnate the encrypted data. | no dom nant en

e
or bytes e found (No_at ste 23 furt he rocessin e . perfqrmed
(st op DBl ER k75 et Bnt et apiai P B B e et e ey
not provide a reliable encryption key because no donmi nant encrypted byte
or byPBS daminanh ersryFtedi ke, Y wilhbe moRg thanone ferrgspoadingyaxpeesed piiginsl birte
found (Yes at step S23), the dom nant encrypted byte or bytes nay be
conpahedet@, the eorrygspanyi mgaes pecdtad, sueh giantie ehytyption kéyisebe wfluothagnaleds
data (step S24). In step S24, the encryption key is cal cul ated based on a

known tHeadaté enRibR e FovRamM ddiRinafMcABR WRUIYRELEhABAER cOfrePBh&ifg BRI
correspondi ng expected original byte or bytes of original data. The known

re .at bﬂgﬁﬁng@X oﬁ%‘?m%l‘ ﬁatg.nﬁ&yy agngyrll%:;@tdggc?r%)gé 'ahé)\[;eg\q'ggkfefep&c\éltg ] %uéér éngé‘& ed

dom nan ncrypted byte or b € Co € correspondi
original .byte or bytes of original data. Original data generally refers to
dat a BP@%‘ e‘i"r‘iy‘%tﬁ‘}e/{’ﬁe? e 1 yﬁlﬁ%ﬁésm’&i“%@ﬁ}?ﬁl OEE’&&?BWF%?W efpected to

encryption by the conputer virus. For exan*ﬁl e, in the nethod described in
Fi gur @et] angd dego, rekpeeti valnedhe lsacryptiembieisghe valne thimaleastbodinef thetfelowinges.
Since zeros and -1's are expected to be the nost dom nant bytes of

ori gi eghatih@k aueO-1an® =1l @1ded + D=2 orue sherAempr @Xpsck edaofidted aedveb it 8 hoteds
not ed above, different bytes may be expected to occur nost frequently in

t he okiginal. data. . ' t he: i ti i . ed
b ol iR S3! rUSRAAG,pc0RA BRIRA LY A0ho, 1P cERGLNEh 0D 18BLRAM A

( RULES12nE1S le \é\i%cg‘?f{]eo 821]5C17')/2p iOll:l) el}ll\{lslﬂzb/e%gé égminant encrypted byte. Once the encryption key is

calculated, the encrypted data can be decrypted (Step S26).

In step S25, since the encryption key is now kno.wn and the encryption method was alfeady
known, the encrypted data can be decrypted by simply reversing the encryption method-and applying
the encrypted data and the encryption key to restore the original data. The restored original data may
then be utilized in further processing (Step 26).

Further processing (step S26) may refer to any other processing necessary for the detection
and curing of viruses. For example, where no virus is detected in the scanning step (S20), the further
processing may refer to scanning another file, memory or disk boot sector. Alternatively, the further
processing may refer to beginning the process again using a different scaﬁning method. If there is
no need to decrypt data (No in step S21), the further processing may be any cure processing

mentioned above, such as copying sections of data, removing sections of data, etc. Where no
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byte of original data with the encryption key, which remai ns constant.

Thus, the expected original byte + the encryption key = the dom nant

encr ypt edwioyis@2ak2 encrypt ed data. Wiere there is nore tharCTarse2/eas? nant
encrypted byte, there will be nore than* one correspondi ng expected
original byte, however, the encryption key renmains constant, such that the

i i . 3 [ 1. f h
o Rt M e e8% i Plokey R RS B2 ATNDARNE SPUTE bbb e

byt e of Q%Jginal.data. For exanpl e, as described above with reference to
Fi gqurBa TeTghie 2nphRTtAIne! oMe §iBledeopyRION Sypiemy sughqs 2 briseloscs nedigd vttt
expected original bytes are expected to be -1 and zero, respectively. The
encr yisnebinokéye probebidistaeueyptivat kemResssingt ¢f b rrbsenf eystomi Ny herqaddiioras
true: -1 + X =1 and 0 + X=2. Thus, the encryption key is 2, as noted above.

It i sprocdseiflg id deairedi@drehd dhery@edrdReoaeirngeexneabrdhOst @hMalatahi k@piSe5 28E O,
this calculation step is particularly sinple since the encryption key w |

be thﬁlﬂg%z-B@&Ein‘%’P}%ﬁ%‘g@f&Y& @tgelmﬁggxtoggsgi%? flyoﬁatgs agalgzgég b viﬁg'og Eéezﬂ&\ﬁﬂg the

encrypt ed 'data can crypted (Ste n ste since

encryption key js.now known. and the encr i on,nmethod was al.rea wn,
The. dhey Gk €6abe aftcete! Bl PoptBfoby i iores BY LR ereiy o8 nasaRLim WBHE
met hod- and applying the encrypted data and the encryption key to restore
t he oPegiisadddipnal prosessingstiensédve begl diapusded abaysyit shéidd bgandersiaoddhati the
further processing (Step 26). Further processing (step S26) may refer to
any airbgent pisolossisiingotriesiesisthergtd @1d thbeddiebed tprevessianthag uefeng aofy pro¢essiag .
For exanple, where no virus is detected in the scanning step (S20), the

furt h@f theRlcP&eion iand ciiBYe SEdofiputd ea&Ni ng another file, menory or disk boot
sector. Alternatively, %he further processing may refer to beginning the

ernatively, the ! my refer 1o b
Gecrypt aare IR Eeidi B MR mRlB b RuPR  a ok BB n it

rocessin ntioned aboye, such as copying secti.ons of data, renovi
gect i R %r]rgﬁsgs. bt ystegypior getﬁgt(i:ng_l_qu curg)r}/g co%nputer viruses 1s descr}bed further qug

reference to Figure 3.
A scanning device 30 is provided for scanning a file, memory, boot sector, etc. for the
- presence of a computer virus, or other malicious code. The scanning device may implement any or
all of the scanning methods mentioned herein above, or any other desired scanning method. If no
virus is detected, the additional processing device 36 may apply additional processing for detecting
and curing a computer virus. The additional processing device 36 is described in further detail
herein below.
A decryption control device 31 determines whether encrypted data detected in the file,
memory, disk boot sector, etc. should be decrypted, for example, if a computer virus is detected by
the scanning device 30, but decryption is'not required to cure the computer virus. If decryption is

not required, the additional processing device 36 may be directed to provide additional processing
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SUBSTI TUTE SHEET (RULE 26) WD 03/025722 PCT/ US02/ 29152 dom nant encrypted
byte is present in the encrypted data (No at step S23), the additional
processi goO ogmys7eef er to application of sone ot her decrypPCorUSsystisn such
as a brute force nmethod without benefit of the probabilistic encryption
key guessing of the present system Were additional processing is desired

af ter tthpt%e?ur t1¥ﬁ)1te?qe %%ﬂoﬂfd&?ﬁ&% B%c%ir L rlgééc%;p%lo%ﬂ? ngcrels ﬁle glgltéyg) éﬁld 21 ep

S25, her pr'ocessrhg na ef e her “Cuiv e pro @ uch

as anal yzing the virus or renmoving the yirus fromthe file, nmenory, disk
boot <& %Yze i’b’@“ﬁ@?%?ﬁﬁ%ﬁ’t%ﬁofﬁémgé‘ﬂl@? & original data. Wile specific

addi tional processing steps have been di scussed above, it should be
under st ood Hifvagptechbytepgmesesaing dieyiteoX pealyzesribe elnbxryptedcﬁat'chm dttormaimd 2 st
addi tional processing may refer to any processing for the detection and

cur i ngraahieBNaudl @i g\Wnt HHRE. byl byt iode desgplcasah®Ict QmEEW tlﬁ%nbf??kéi’lr@ﬂ% ed

by a system for det ect i ng and curing conputer viruses system

det ec t&JrS'&sé}HQ qEHEd $9EATPUER égvé§gy§&%ﬁe§ced(§56§5¢ g&:@ é‘&‘{ enth 4})??(1 Ja%.efﬁé-' ce

to Fi A scanni ng deV| rovi sca n| ng

boot sect. f
code. PRGNV R caoRRl B S o C°?Eqs‘f‘”feaqper3y%rﬁetﬁg L

menti oned herein above, or any other deS|red scanni ng met hod. If no Vi rus
i s detQsewiaag eperpiEd divd Qrigtespp Seensivirtpddiaia-ce 36 may apply additional
processing for detecting and curing a conputer virus. The additional
processi ng AlduinaanBfyte scomi@sler 3dvedfiims Whethdrelie dedt feduentlgo@unritpdnowyptel byte
decryption control device 31 determ nes whet her encrypted data detected in

the fidr@yies TR NMeryPictkiabPat déﬁi@ﬁaﬂf en&hﬁed shey! th R8s, FRCAHRhESH bytOtorteep! €,
if a conputer virus is detected e scanni ng deV|ce 30, but decryption
E n0t33r gqul!nglggs ;[vﬂet%léllr ﬁie 1;!1%stcfo éarl)lentyr o}:/éurnl{ﬁg eilgryg%%r%g of rByees provided by the
encrypted byte processing device 32 are statistically dominant in the encrypted data. If this is the
case, the dominant encrypted byte or bytes may be compared to a corresponding expected original
byte or bytes of original data in the encryption key calculating device 34. If the dominant encrypted
byte or bytes are not statistically dominant, probabilistic encryption key guessing may not provide
) an encryption key. The encrypted data may then be subjected to additional processing in the
additional processing device 36.

The encryption key calculating device 34 calculates the encryption key based on a known
relationship between the most dominant encrypted byte or bytes of encrypted data and the
corresponding expected original byte or bytes of original data. The known relationship may be the

) method of encryption used by the virus. As noted above, viruses often use a logical XOR operation

of each byte of original data with the encryption key to yield the encrypted data. Thus, the expected

original byte or bytes + the encryption key = the dominant encrypted byte or bytes. Using this known
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not required, the additional processing device 36 may be directed to

provi de additional processing 16 SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722
PCT/ USO2/w®1B@29702 the data in the file, menory, di sk bootrcaacshoegisetc. |f
decryption is necessary, the encrypted data is analyzed by an encrypted
byt e processing device 32. Encrypted byte processing device 32 anal yzes the
encrypted data.to determ.ne a t frequently occurring encrypted byte or
byt espﬁlaﬁ[l({”ﬁ@peWS stRgon ey calgy mgidr%‘lcg ,’it ‘?Féé/rEH’&?i/{B’Feed‘%BWB“ Y’o%’é%%{hﬁg
device 32 nerely adds up each occurrence of each specific byte of encrypted
dat a. CHEBPORBBSEICEtelptiBingl byigerdytespf erigipgldetdreleroavnwiddhe duninantgpeypted
frequently are the nost frequently occurring encrypted byte or bytes in

t he ebyteppbgds daharypfeddiata arakhovay.t &s dezntibal dbewve 3Be padatidnishipss sduatlines udelid

nost frequently occurring encrypted byte or bytes in the encrypted data

are dQﬂid‘[‘éirﬂltiniﬁﬂﬁfe)éﬁél%tiMe%ﬁwhe-fé‘@i%reii?lnoﬁehﬁalﬂﬂ%ﬁ@dﬁmmﬁt%llﬁﬂgﬁeﬂ‘Bwe%hd tR3

det er m nes whefher the nost frequently occurring encrypted byte or bytes

provi t encrypt ed £ r.ocessi.ngdeyj c 2 ar atistically.
Glon niftre Mg cofBStatRleae ihvL e BrBFar B P ol s AR R Bherdbigiheye
encrypted byte or bytes may be compared to a_correspondi ng expected

ori gi AW B wales tl@iﬂ%@%fheﬂﬁmﬁé}}m dre oy gahn@orainapt ercrgRed Byte @& bytRs A ng
device 34. If the dom nant encrypted byte or bytes are not statistically
domi namtryptpd disakid its cowespoudipgekpevtddeyigmed steng nmay not provi de an
encryption key. The encrypted data nmay then be subjected to additional

processi ng Onde tHeenc8@dbh keylcaRuRERS tie AGcIFBNHICE\I& 3 STRRAACIhY Bhdroptel A)ita
cal cul ating device 34 cal culates the encryption key based on a known

rel at 'tcpgé%?ﬂg ogghm‘éf?ﬁﬁa%%emﬁtthgﬁm ngﬂﬁ)rf 'afsﬁcykfbtoggetcgé%gtc ridth e&fone&(;ﬂ?épt ed

data an e correspondi ng expected orfgina tes of origina

data. c&%}e)utlép ‘i’/‘ﬂﬂs.r eJl'l?é[ 'd@&%‘ﬁi& rlrsa%ggor}lpql%hed using the encryption key and the known

relationship. More specifically, the encryption key is utilized in a decryption method that is the
opposite of the encryption method, represented by the known relationship. In this manner, each
encrypted byte of data may be restored to original data which existed prior to encryption by the
computer virus. The restored ori ginal data may be subjected to further processing by the additional
processing device 36.

The additional processing device 36 provides a wide range of processing options. For
example, where no virus has been detected by the scanning device 30, further processing may
include scanning another file, section of memory or disk boot sector. In a situation where a virus is
discovered, but decryption of encrypted data is not necessary as determined by the decryption
controller 31, the additional processing will typically consists of any of the cure processes mentioned
above, such as, copying or cutting data for example, from the infected file. Where no dominant

encrypted byte or bytes of encrypted data are found by the dominant byte controller 33, that is, when
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met hod of encryption used by the virus. As noted above, viruses often use a
| ogi cal XOR operation of each byte of original data with the encryption
key to yiwbd3ntsg2encrypted data. Thus, the expected ori giPealushy2asor bytes
+ the encryption key = the dom nant encrypted byte or bytes. Using this
known 17 SUBSTI TUTE SHEET (RULE 26) WD 03/ 025722 PCT/ US02/ 29152

éﬁ'c?ty%? P‘?s%t B ORVRELHRE Aohf B B BP Uil B SR Tl R0k o
origi ta are kno tgzgth nant .encrypted  byte or bytes of
encr yBTRET R0 Lane RROMAE. e SUOLCRT Ba A oSBR B PB e aneTiSheaIPHos reuash | y

as useful in_determ ning the encryption key where there is nore than the
one dYRFHh&PRCiefdlyy Preetiidiyenal precessing mavo hsldeaanobime wethod splodedemynimgpthet ed
original byte of data. In this case, the encryption key is sinply the

val ueertchgttiontklee so thhiethe elayprohédta pait bedechptede aﬁtbr(ﬂlﬁméﬂ@@g&ecﬁdfﬁia\’ ¥ ﬂ%@gpﬂébl bg or
bytes of encrypted data and its correspondi ng expected ori gi nal Once

the emeu¥BybOR KS8YceldS, SRl EWRY sﬂﬁlr{ah%téjﬁﬁ%¥9gﬁ Ebtgcﬁt\f)' aﬁﬂlt&%ﬁgﬁggé‘sg{n?ystugg ok

encrypted data to restore origi at a rese Int

boot r to infectio ut er vir decr tion
i's ac%szsc;%(rfﬁ% Pis e@i]e MY ??189?% ahopt ?@8??8&5(”% né{ﬁﬁ‘ef Rﬁ’(fﬁﬁmgr :a{? il @‘ﬁ%ﬁrﬁpﬁm re
specifjcally, the encryption key is utilized in a decryption nethod that is
t he 1of Rrogessingdeclinugphave e isationadeibe prssentaliscipsurdis nrtfomited thereto,
relationship. In this manner, each encrypted byte of data may be restored
t o ordngiaddlticghat @rowdssiap nevyiappledo pny proctseingvatistpdidoim thy détbetioncmdputiag ofhe r us.
The restored original data maybe subjected to further processing by the
addi tddmﬁhel \prlgcesa ng device 36. The additional processing device 36

provi des a wi de range of processing options. For exanpl e, where no virus

has been dﬁl@ 9\50% dQQ’m 153@(? n?e?l?orarunﬁgsygg%l nqu b3e 1mp1 merﬂ Eog%ggrg nucxlpose digital

computer, personal computer (PC) or network server, for example. An example of a computer
system capable of implementing the present system and method is shown in Figure 4. The computer
systemreferred to generally as system 400 may include a central processing unit (CPU) 402, memory
404, a printer interface 406, a display unit 408, a LAN (local area network) data transmission
controller 410, a LAN interface 412, a network controller 414, an internal bus 416, a database 420
with a link thereto 422 and one or more input devices 418 such as, for example, akeyboard, mouse,
etc. Naturally, other components may be included in the computer system 400 and some components
may not be present. System 400 also represents one example of a computer system to which the
system and method for detecting and curing a computer virus may be applied to detect and cure any
computer viruses present in the system 400.

As noted above, antivirus systems are.commonly implemented on a machine other than the

machine which is being checked for computer viruses. For example, a network server may run an
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i nclude scanni ng another file, section of nenory or disk boot sector. In a

situation where a virus is discovered, but decryption of encrypted data is
not neceswarog/oasi2ziet ermi ned by the decryption controll er P8I/IS022N82

addi tional processing will typically consists of any of the cure processes

menti oned above, such as, copying or cutting data for exanple, fromthe

infe file. 1 .na ed byte.qr bytes of encrypted data
e rooainy et e £ BBl BE B St Brll WURCRaons TG e
SHEET, (RULE 26) WD 03/ 025722 PCT/USQ2/ 29152 the nost frequently occurring
encr ypLEHBNA. @Fh pyarkdation eha nehronignay infependenty men the antjviup systep on 2

dom nant in the encrypted data, the additional processing may include any
ot herlogdized pasienThetietthd anisysters pé thicf presdnt yisclobere amtyi dlscobeaimpernesd bngn may

i ncl ude anot her nethod of determning the encryption key so that the

encr yphrd sédied feedkabfhi€lesastadtafd chetv@fisdsBeRNEMEPIET nitdtael & AR MBdctidn by
the decrypting device 35, the restored original data nay be subjected to

addi t 6ﬁﬂ@}x etoPf glsiﬁ?ﬁ’% uaﬂ&g& st&tond 8 Itl¥esﬁe§\‘;\§£flﬁ t'lkht% ¥és§31lillsdi§c(?o%u?é”‘{s ri'nt%%?%ﬂtto kS
operation or any other cure processing. iI'Te these specitic additional
process%n tecg?igges have been nentioned, the present disclosure is not
i mi t B 8t &) o Tigse HWaHeSonal processing may apply to any processing
which aids in the detection and curing of the conputer virus. The above
descri bed Weshwted it $is peabrbiligtit &ey igubsesien methadnused gendacaypt pueposes ditgi t al
conput er, personal conputer (PC) or network server, for exanple. An exanple

of a dnopbddehereiByinhe b Qafbml Radf curflitigrexidinggntinBuPsBSENS 16 yadnednt andcuret hod
is showmn in Figure 4. The conputer systemreferred to generally as system

00 AL Tl SRl s SIS0 e
Z,rli?sggﬁﬁiselng glI] lﬁgllcé)l ! :’jlgllﬂlztilrg(? %gg%cé?%&l}gs\leé{c%éé &8 ixf1 %‘ %bm%ut%? tsys é’nll< aSSU} i%%'u') %h
embodiment of the present disclosure. After starting the method (Step S50), it is determined
whether decryption of encrypted data is desired (Step S52). At step 54, the encrypted data 1is
analyzed to determine a most frequently occurring encrypted byte or byte of the encrypted data. At
step 56, is confirmed that the most frequently occurring encrypted byte or bytes represent a dominant
encrypted byte or bytes. At step 58, an encryption key is calculated based on the dominant encrypted
byte or bytes and a corresponding expected original byte or bytes of original data. At step 60, the
encrypted data is decrypted based on the encryption key.
If decryption is not desired (No at step S52), the method may end (Step S62). If the most
frequently occurring encrypted byte or bytes are not a dominant encrypted byte or bytes, the method
may end (Step S62) In this case, probabilistic key guessing may not provide a reliable encryption

key and thus may not be used to decrypt the encrypted data. Note that despite use of the term “end”

in step S62, this does not necessarily indicate that no further processing will take place on the
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with a link thereto 422 and one or nore input devices 418 such as, for
exanpl e, a keyboard, nouse, etc. Naturally, other conponents maybe

i ncl uded wi Bheseopnput er system 400 and sone components  Pay/US02 24162
present. System 400 al so represents one exanple of a conputer systemto
which the systemand nethod for detecting and curing a conputer Vvirus
mayb i t cl A t V] es..present | A

cyat SRl e’ B BB B G Aioe FRIRY T e A R B e Bt o
a machi pe other. than the rmachin ich.is being checked for conputer .
vir ugaegﬂoct@w‘éseaﬁta%?glénﬁ&@%?we gﬁ%@wmﬂ%www loy 1B RSP HETRIUS i phfs
(RULE 26) WD 03/025722 PCT/ US02/ 29152 antivirus programto check for the
presense of viruses on all of the work stations of a network.

Al ternatively, each workstation on a network may i ndependently run the

ant i vi r us Ssysd BNbDfepeesehtQGAdre geskralamipfemehf@ionRif ieth@nel GassHieed iafdetaiievith
present disclosure may al so be inplenented on an e-nail server, for

exa . [ AR Foly i -
ot oarsel B ERh P Ebn @l Sy HFORRIARDERN 372 ErlERl bn RARRBCS A PAIE
present di.scl osure i.s intended to be applicable in all of these
situdFﬁBﬁQ§°?$e$éaﬁdPéHy§H§ r&ﬁ@?probabilistic key guessing nmethod used to
decrypt encrypted data described herein may be used in many currently

exi sting arhd Mesans dsploparsnaydenogiemrentbhapiemented pyaS 98¢ AlGMANELONNBIEONS: may
be inplenented in an independent antivirus system as described herein.

Fi gurgenbral pipete divgtal eompdthiedindfor deseyspiro glgnenal yqedeiinglat theitbachingsmfuher
system according to an enbodi ment of the present disclosure. After

star ti8gnt HRARMOI ASNSPrie Dftwdrk cbdngl SR Sy skRE P BErafiin @
encr y}%t eg afa is] des% egn(St eprr5§) . ’ t lstee|01B§%,lfm%ﬁ delﬁf:sr ypt e% %ﬂata IS

anal ybza%g]d (%)1? 8%%%%51?1 g@%tf ﬁlenﬁggell{ &?&8&%' 1 }gl%yén'i 'dﬁglo(glrfr% '11¥a[glt :ﬁ&% lpé/ iﬁlﬁ)l%eﬁgﬁ e of

t he encry

by the preparation of application specific integrated circuits or by interconnecting an appropriate
network of conventional components.

Numerous additional modifications and variations of the present disclosure are possible in
view of the above-teachings. It is therefore to be understood that within the scope of the appended

claims, the present invention may be practiced other than as specifically described herein.
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step 56, is confirmed that the nost frequently occurring encrypted byte or
bytes represent a dom nant encrypted byte or bytes. At step 5 8, an
encrypti owoles23732 cal cul at ed based on the dom nant encryptred/USoyt®Espr byt es
and a correspondi ng expected original byte or bytes of original data. At
step 60, the encrypted data is decrypted based on the encryption key. If
decrm&%ionlis ng,desired (No at step Sb2), the nethod may end (Step S62).
If th wﬂifa”??eHUently occurring encrypted byte or bytes are not a

dom nant encrypted byte or bytes, the nethod nmay end (Step S62) In this
case, probabilistic key guessing may not provide a reliable encryption key
and thus may not be used to decrypt the encrypted data. Note that despite
use of thd.teAmeéidnd"of detecsingEn&EBring hi ®nuipke viots pressns siari doynputeti syatem t hat
no further processing will take place on the 20 SUBSTI TUTE SHEET ( RULE 26)
WO 03/ Agwiémg. PCT/ US02/ 29152 encrypted data, but rather sinply indicates
that the nmethod of decrypting data in accordance with the nethod shown in
Figure 5 i , fesi ' a encrypted by the conputer
virus in t° ?£9£%g§é?5§&%%§§§@?gggéé%%%@%ﬁﬁﬁg'nnre general inplenentation of
t he met hod, described in detail with respect to Figure 1 and are .

subst ant | dleiepma e IMieitcs cBtrapied St 3o Reterbiet InpreRtia iAo samBR YIRS
will not be discussed here in any further detail . The present disclosure
may bistetadve tieemmhyutemgsement ed usi ng one or nore conventional general

pur pose digital conputers and/or servers programred according to the

t eachi ngs aklykhe heeesepmed dpacsh déetemiinent ledp pneplosefrequeafly vauerigpelichgptedn.
readily be prepared by skilled progranmers based on the teachings of the
pres i . e i Eﬁﬁvﬁk i REBRk by the
pr epg%ﬁ ﬁéﬁ‘g%?é%‘g‘? id%-%f }Vgéll?g gﬂ%ﬁtﬁ%&%dﬁ?gﬁ%gt ed’ci ?gﬁlfa? %toggfy by &

'ntercon nec%%hlnu%inagn(hgﬂ% st farg(fuent]y occurring encrypted byte is a dominant encrypted byte

where the dominant encrypted byte is statistically dominant among other bytes of the encrypted data;
calculating an encryption key based on the dominant encrypted byte and a corresponding
expected original byte of original data; and
decrypting the encrypted data using the encryption key to restore the encrypted data to:

original data present in the computer system prior to encryption by the computer virus.

2. The method of claim 1 further comprising applying additional processing for detecting

and curing the computer virus in the computer system.

3. The method of claim 2, wherein the step of applying additional processing applies

additional processing to the restored original data.
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networ k of conventional conponents. Nunerous additional nodifications and
variations of the present disclosure are possible in view of the
above-t eawlioa@ss72it is therefore to be understood that w thiTrusohesiszope of
t he appended «clains, the present invention may be practiced other than as
specifically described herein. 21 SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722
PCT] USO2/ 2918% moMad of aifil AWHBd the sibp o fudBRINOS o fiFbARELNG iafibiel Bl 2
conputer virus present in a conputer Syst onprisihg: scanning the
conput.er system for onput er virus: determ ning whether encrypted data is
to beh’(ﬁé‘é"?] Bseten 1]6?‘Hé‘?tg‘géhec%ﬂnép‘{tﬁevWSnput er virus detected in the
conputer system analyzing the encrypted data to determ ne at | east one
nost frequently occurring encrypted byte in the encrypted data, when it is
determ ned that the encrypted data is to be decrypted; confirmng that the
most frequerTigmedodiofdiaieh X ndieydpi thd stey beappdying additioread proeassingit gshliey whenher e
the dom nant encrypted byte is statistically dom nant anong ot her bytes of
the eﬂ{érdléféhﬁﬁxiﬂ,aétgp detEAhinl Ahi Arfin @ﬁ&%l?kli‘?l@ta!qg_y)op@%%e%ﬂ)g@ dom nant
encrypted byte and a correspondi n xpecCted original byte of original
data; and decrypting the encrypted data using the encryption key to restore
the encrypted data to original data present in the conputer system prior
to encryption by the conputer virus, 2. The nmethod of claim1 further,
conpr i si ngo-appryRsiedelrlaibAavheeadhs sicapireplyig aditinge! ppersHng ingprlisd
conputer virus in the conputer system

when the confirming step indicates that the most frequently occurring encrypted byte is not a

b,

dominant encrypted byte.

7. The method of claim 1, wherein the corresponding expected original byte is a byte of

original data which is expected to occur most frequently in the original data.

8. The method of claim 7, wherein the encryption key is determined based on a known
relationship between the dominant encrypted byte and the corresponding expected original byte

where the known relationship is defined by an encryption method utilized by the computer virus.

9. The method of claim 8, wherein the step of decrypting is performed by applying the

encryption key and the encrypted data to a decryption method opposite that of the encryption method.

10. A system for detecting and curing a computer virus in a computer system comprising:

a scanning device adapted to scan the computer system for a computer virus;
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3. The method of claim2, wherein the step of applying additional
processing applies additional processing to the restored original data. 22
SUBSTI TUNWOSBIEES72f RULE 26) WO 03/ 025722 PCT/ US02/ 29152 4. pTrasoebdied of
claim2, wherein the step of applying additional processing is applied when
the scanning step fails to detect the conputer virus. 5. The nethod of

claim?2, wh i | |t i i I: when
the. det er iy e e R R e BBl e o
perfornmed. 6. The nethod of %{%%312, wherein the step of applying

addi tF@HB‘Fte‘pSrYBtEB’s@it%ée perigmmd dier RErMARL vUgsig 95175t st ep i ndi cates t hat
the nost frequently occurring encrypted byte is not a dom nant encrypted
byte. 7. Thechmsypiedbpe repesissing deviperdspiedithanelyze dspoadpied dalege cletaimind &i nal
byte is a byte of original data which is expected to occur nost frequently

i N t héeastranginfval frdq@ieatly Bccufiag BREHPEd bte Gh dierndrypiddelati whémieiseletyiddahatk ey
is determ ned based on a known relationship between the dom nant encrypted

byte gﬂthggng%&gggpggh gxgected original byte where the known
rel ationshi'p i's defined by an encryption nethod utilized by the conputer

virus. 9. The nethod of clajim rein t.he st dec ting is .
ber for red by SEBE: vl borlretshantnstd G Seedipith o el e i Siely guine
decryption nmethod opposite that of the encryption nmethod. 10. A system for
det ec ENFYPIEh AYEUISI hoRiEsneePiedi s Where ad&ﬁﬂ&ﬁ@r enspgtiehP e ipsiasisheplly a
scanni ng devi ce adapted to scan the conputer systemfor a conputer virus;
23 SdBSTHaftUhEhSkkETpteRIRE; 26)

an encryption key calculating device adapted to calculating an encryption key based on the

dominant encrypted byte and a corresponding expected original byte of original data; and
a decrypting device adapted to decrypt each byte of encrypted data based on the encryption

key to restore the encrypted data to original data present in the computer system prior to encryption

by the computer virus.

11. The system of claim 10 further comprising an additional processing device adapted to

perform additional processing for detecting and curing the computer virus.

12. The system of claim 11, wherein the additional processing device performs the additional

processing on the restored original data.

13. The system of claim 11, wherein the additional processing device performs the additional

processing when the computer virus is not detected by the scanning device.
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WO 03/ 025722 PCT/ US02/ 29152 a decryption control device adapted to

det erm ne whet her decryption of encrypted data in the conputer systemis
to be perwormmos7aiter the conputer virus is detected; an eaargsoredsbyte
processi ng device adapted to anal yze the encrypted data to determ ne at

| east one nost frequently occurring encrypted byte in the encrypted dat a
when it is det t h t

dom nant bytge gg]r?t g&@fép} Ia? Cc? i ?lde\?lgé’r%lﬂttgrg n%%ﬁe[%\}\])ﬁﬁp %1 CeSSt11 p?&%‘iﬁ‘&?eﬂﬁ y
occurrin ncrypted b i,s a dom nant_ encrypted byte, mhere a dom nant
encr yat’%ﬁ @P@CF@SH& Wb 1Péa<fwwvd<9ﬁtrﬁladﬁwqennf5) ﬁeee%mtoe@f thsercryaied data
encryption key cal cul ating device adapted to cal cul ating an encryption key
based ipmotttdbe pettorinednt encrypt ed byte and a correspondi ng expected origi na
byte of original data; and a decrypting device adapted to decrypt each byte
of encrypted data based on the encryption Kkey to restore the encrypted
data to original data present in the conmputer systemprior to encryption

by the COMYYL e\ égtgr% o&‘jci'alm 1%9@24 e ihe OBdt%oﬁ#lg;r&&ss%ﬁg %lgk%e é?fg}ﬁ]sﬁhggloﬁﬁ

addi ti onal proces evi ce & ona processi n or

detecting and curi t he conputer virus 12 Th stemof claim 11,

wher eiPhPTHE S F'Bﬁgfgwéilonbtl%gg%? r‘fant&é{ﬁ deterayinesy that %llt?emé?ahflteﬂ‘tfﬁﬁly occurring
processing on the restored original data. 13. The system of claim 11,

wher eieAciypied dfdiis notrthe dpmaas snanyptekbitee perforns the additional
processi ng when the conputer virus is not detected by the scanni ng devi ce.
24 SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722 PCT/ US02/ 29152

16. The system of claim 10, wherein the corresponding expected original byte is a byte of
original data expected to occur most frequently in original data present in the computer system prior

to encryption by the computer virus.

17. The system of claim 10, wherein the encrypted byte analyzing device counts the
occurrence of each byte of encrypted data to determine the at least one most frequently occurring

encrypted byte in the encrypted data.

18. The system of claim 10, wherein the encryption key calculating device compares the
dominant encrypted byte to the corresponding expected original byte according to a known

relationship and calculates the encryption key using the known relationship.

19. The system of claim 18, wherein the known relationship is based on the encryption

method used by the computer virus to encrypt data.
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14. The system of claim 11, wherein the additional processing device
perfornms the additional processing when the decryption control device

i ndi cat eswdasnyiez on of the encrypted data is not to be perfusomeds2 15. The
system of claim 10, wherein the additional processing device perforns

addi tional processing when the dom nant byte controller determ nes that

the nost f ently occur.ri encrypted byte.i.s not the dom nant encrypted
byte. 16. The 1 uplem dretuim] invdtsrem g Erringdelss deepimitirasy bek sl sraapte
original byte is a byte of original data expected to occur nost frequently
i n or AgfRiarestpie thqeegiapk daty based %ﬁhﬁ@p@wpfs%ﬁ@mapfﬂiadiecmoeww W8Iy t he
conputer virus. 17. The system of claim 10, wherein the encrypted byte

anal yppmgitel éheicnerypoomretlidieused by diter sngetarfvimachety v dafa. encrypted data to
determ ne the at | east one nost frequently occurring encrypted byte in the
encrypted data. 18. The system of claim 10, wherein the encryption key

cal cul ati ng device conpares the dom nant encrypted byte to the

corespendofa CRerl st AUALIRL B SRETRRT ISP RN AT RO, o

cal cul ates ey UusSi system
of claim 18, wherein the known rel ationship is based on the encryption
met hogxerytllempde.ommsisi&E er virus to encrypt data. 25 SUBSTI TUTE SHEET
(RULE 26) WD 03/025722 PCT/ US02/ 29152 20. The system of claim 10, wherein
t he decr yptodegodemintey the coypiiter spstém yrteecomfipuderorigust ed data to restore the
original data based on the encryption key, and a decryption nethod which is
opposi te t BgieaBedehlifMgRRIARE chGPsteddath R BOARHRE] M Jrist tb BurS it bRiputiat a.
virus detected in the computer system;
code for analyzing the encrypted data to determine at least one most frequently occurring
encrypted byte in the encrypted data, when it is determined that the encrypted data is to be decrypted,;
code for confirming that the most frequently occurring encrypted byte is a dominant
encrypted byte where the dominant encrypted byte is statistically dominant among other bytes of the
encrypted data; . 4{\
code for calculatih g an encryption key based on the dominant encrypted byte and a
corresponding expected original byte of original data; and

code for decrypting the encrypted data using the encryption key to restore the encrypted data

to original data present in the computer system prior to encryption by the computer virus.

22. A method of decrypting encrypted data in a computer system infected by a computer
virus comprising:

determining whether the encrypted data is to be decrypted;
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21. A program storage nmedi um readable by a conmputer system enbodying
conputer executable code, conprising: code fo scanning the conputer system
for a conwotmsn2smzus: code for determ ning whet her encrypted/what/2153 to be
decrypted in order to cure the conputer virus detected in the conputer
system code for analyzing the encrypted data to determ ne at |east one

t f | i d byte in th ted data, when it i
dot er i ned "% BE Brpiyd B ERleRRine gt b o et SiablirB <ENPietm ng

that the . npst frequently occurring encrypted byte is a dom nant encrypted

byt e WHEIRtheraciyBied sate Wase ityp delgrpined thak therepeyptaddata i tabailermptedinong

ot her bytes of the encrypted data; code for cal culating an encryption key
based on t benfdomgiduat the noosy fit@enty becuaring encrygmed egp enddngineniectypteddbyitgi nal
byte of original data; and code for decrypting the encrypted data using the

encr y glhkeRMhdR¥nihehtleBel plea b?f@@s saedtplyRRbndai® anfoRgBtHedbiad o fdRd éhc% a;l N
the conputer systemprior to encryption by the conputer virus. . A net hod

of decrypti ] ted. j er St infected by a conputer
Vi rus conpit B 4B GEPAbE R B RE TR S o Bk HBALEs Y sFpepoRdng”
decrypted; . 26, SUBSTI TUTE SHEET (RULE 26) WO 03/ 025722 PCT/ US02/29152
anal y FrBRgtedna e WfPiyftﬁtOéB“H‘é‘@hd%t% a‘i’f&e? kpow i eclaftonsipdhergbdwagstng r equent | y
occurring encrypted byte in the encrypted data, when it is determ ned that
t he encryptiedypiatgathesencrypied dess npipgetls enooption kentp tdstare tlhreenmogited detguent | y
occurring encrypted byte is a dom nant encrypted byte,

original data present in the computer system prior to encryption.

23 A method of curing an encrypted computer virus present in a computer system
comprising:

analyzing encrypted data to determine at least one most frequently occurring encrypted byte
in the encrypted data; |

calculating an encryption key based on the most frequently occurring encrypted byte and a
corresponding expected original byte of original data; and

decrypting the encrypted data using the encryption key to restore the encrypted data to

original data.

24. The method of claim 23 further comprising confirming that the most frequently
occurring encrypted byte is a dominant encrypted byte, the dominant encrypted byte being

statistically dominant among other bytes of the encrypted data.
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where the dom nant encrypted byte is statistically dom nant anong ot her
bytes of the encrypted data; cal culating an encryption key based on the
dom nant woasypi7’erl byte, a correspondi ng expected ori gi n@cTiysvz2as2
original data and a known rel ationshi p therebetween; and decrypting the
encrypted data using the encryption key to restore the encrypted data to

original dataApk&s@or détedthey SRINGRLINER cOPuEIVIUL 8T a tompiter HRtenDLomRIing\
met hod of curing an encrypted conputer virus present in a conputer system

conpri si ng; . an: Il;rfigdn}ggqg ﬁ%&%ﬁ,&%&%&ﬁ% a tﬁd g(ﬁﬁlﬁgy@e%ﬁc Efld?gt?attp%@@rrﬂﬁl%tat least

frequently occC e encryp a; calculating an
encryption key based on.the nost frequently occurring encrypted byte and a
cor r e SPORIFTF WRHECRCYTHIS GichAieh DY e Thine SpETyp alléa ta; and decrypting the
encrypted data using the encryption key to restore the enqryEted data to
ori gi nal dat encrggionTiey catstlatidgslevick afapt@iofcalcntnsing ep wperypliogkedipsed om Hy
that the nost frequently occurring encrypted byte is a dom nant encrypted
byt e, nidiefrelpehinadtcusiheen@lped byleandeidtespsiditg Gipecet byigiarbynesforigimbdatat her
bytes of the encryptea data. 27 SUBSTI TUTE SHEET (RULE 26) WO 03/025722
PCT/ U304/ 29152 25. A systemfor detecting and curing a conputer virus in a
conputer systemconprising: an encrypted byte processing device adapted to

| ted data to.det i t | t t.f [
encrypt ed ByFEIPHIS AV e edspirbly erm g o meralET SR Relpechl ST e co

adapted to cal cul ating an encryption key based on the
restore the encrypted data to original data.

26. A system as recited in claim 25, further comprising a dominant byte controller
adapted to determine whether the most frequently occurring encrypted byte is a dominant encrypted

byte, where a dominant encrypted byte is statistically dominant in the encrypted data;

27. A program storage medium, readable by a computer system, embodying computer

executable code, comprising:

code for analyzing encrypted data to determine at least one most frequently occurring

encrypted byte in the encrypted data,
code for calculating an encryption key based on the most frequently occurring encrypted byte

and a corresponding expected original byte of original data; and

code for decrypting the encrypted data using the encryption key to restore the encrypted data

to original data.
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nost frequently occurring encrypted byte and a correspondi ng expected
original byte of original data; and a decrypting device adapted to
decrypt i ngotob@serr ypt ed data using the encryption key toPpCcTasvzess?: he
encrypted data to original data. 26. A systemas recited in claim 25,
further conprising a dom nant byte controller adapted to determ ne whet her

the most frgqueRtlyerAeGrhsd Be RET YIRS bNFu@thbﬁccﬁcnﬂ;ﬂ@"ihé‘é’dﬁe fBNEI Rtk thayt e,
where a dom nant encryptedbbyte is statistically dom nant in the encrypted

gﬁ%ga tl%g 1‘no'At fper ?x c%{uq[n%t%ﬂglgggéd"f)?e i gﬂgﬁllﬂlagt Qﬁ/cr%)t&? E%gttﬁé d&%ﬁltaqréncrypted
encrypt ed data to det rm ne at | east one St fre uently occurring

encr ypY&EPBYE %“ﬁ‘sﬁ‘cf‘lllié E‘P?‘p‘?“é%“%]%‘f‘%‘ byéﬁd’go thefncE %@%‘?1 ng an encryption
keybased on the nost frequently occurring encrypted byte and a
correspondi ng expected original byte of original data;, and code for
decrypting the encrypted data using the encryption key to restore the
encrypted data to original data. 28 SUBSTI TUTE SHEET (RULE 26) WO

03/ 025722 PCT/ US02/ 29152 28. The program storage nedi um of claim 27
further conprising code for confirmng that the nost frequently occurring
encrypted byte is a dom nant encrypted byte, the dom nant encrypted byte
bei ng statistically dom nant anong ot her bytes of the encrypted data. 29
SUBSTI TUTE SHEET (RULE 26)
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