
*159159* 1 Translation PCT/IB01/00604 SECURE DATA TRANSMISSION SYSTEM AND
METHOD This invention concerns the field of data security, particularly
data security during  transport. In a classical scheme of distribution, the
generator of data, either audio/video  5 information or a computer
programme, transmits them to a distributor who is in  charge of
distributing them against payment. According to a known scheme, the data
are then unscrambled stored at the  distributor, the latter having
encryption means when distributing to the final  consumer. 10 The data are
normally channelled from the supplier to the distributor by a means  such
as a cable link or by sending a data support, for example a magnetic tape.
It has been proven that this transport presents an important risk of
illegal copies, the  clear data being easily subject to copying. In the
face of this, the supplier and the distributor have agreed that the
transport of  15 these data is only carried out after encryption said data.
This solution is satisfactory from the point of view of illegal deviation
of these data  during transport. Once the data have arrived securely they
are stored on a video  server for their distribution. Nevertheless, the
supplier, once the data have been transmitted to the distributor,  20 loses
control of his/her data, and ill-intentioned people can produce illicit
copies from  the video server. The same problem appears when the
distributor transmits these encrypted data to  the final consumer who then
has the means for decrypting them and therefore can  have this unscrambled
data available. Unauthorised copies can then be produced  



25 from the consumer. Furthermore, the onset of encryption norms in the
field of data transmission limits the  security possibilities by imposing
the used algorithms.  *G00002* 2 Translation PCT/IB01/00604 The aim of the
present invention is to ensure the distribution of data amongst all the
different intermediaries ensuring a control of the number of uses of these
data. This aim is achieved by a system of audio/video data transmission in
encrypted form  by a first type of encryption, said encrypted data being
accompanied by a decryption 5 data file, comprising the temporary
decryption keys and the conditional access  information, said file being
encrypted by a second type of encryption. In this way, the unit in charge
of decryption the audio/video data, on the basis of the  conditional access
information, will determine if the user has the necessary rights. The use
of a second type of encryption allows reinforcing an encryption on a known
10 system basis as it is imposed by a norm. The system at the subscriber
level. In order to render the data transmissions inviolable, the
transmitted flux comprises  the data encrypted by control words CW as well
as decryption information contained  in a file named MT (Meta Data). The
control words (CW) serve as decryption keys 15 variable in time. This file
of Meta Data contains on the one hand the decryption keys  as control words
CW and on the other hand a definition of the necessary rights for  the
decryption for either a subscription or the payment of a bill directly
linked to this  emission. This file is encrypted by an algorithm of the
IDEA type whose security is  superior to the algorithms used for the
encryption with control words (CW). 20 On the subscriber's side there is a
security module, usually in the form of a smart  card containing the rights
of the subscriber (his/her credit amongst others), and  



compares these rights to those required by the emission. If the rights
allow it, the  security module decodes the file of Meta Data and returns
the control words CW that  are necessary for the decryption of the data. 25
More and more subscriber installations comprise information storage units
such as a  hard disk. This allows reviewing a scene, to carry out a slow
motion viewing without  losing any of the distributed information during
the reviewing. These units are capable of storing a whole film for offering
it for purchase to the  subscriber. Such a download is done during the day,
a period when traffic is smaller. 3 Translation PCT/IB01/00604 If the
subscriber accepts the purchase offer, he/she can view it whenever he/she
wishes. This procedure presents the inconvenience of having on a numerical
support that is  easily copied information whose control is desired. This
is equally valid during 5 software transmission. In fact, the subscriber's
installation can be a computer to  which is connected a security module and
the download may represent for example  a game programme. According to the
invention, the data are transmitted in encrypted form with a first type  of
encryption, accompanied by a file of control messages that are also
encrypted by 10 a distribution key according to a second type of
encryption. In this file are equally  included the conditional access
information defining the rights to an immediate use  and the rights
associated to a deferred use. The flux of data is stored in encrypted form
in the subscriber's unit, this preventing  any abusive use. Each subsequent
use of the data needs the presence of the 15 security module. The latter
can then control the rights of a deferred use, for example  to limit it in
time, even authorising it only a certain number of times. In the case where
a certain number of uses is authorised, the control message  comprises the
identifier of the emission, the maximum number of uses as well as  



eventually a persistence indicator. During the first use the security
module will 20 initialise its own counter for this emission, which will be
increased with every  decryption by the security module. When the maximum
is reached decryption will be  prevented. The persistence indicator allows
the security module to know with what delay the  counter of this emission
will be able to be erased. In order not to fill the security 25 module's
memory with this information, when the date of this indicator is surpassed,
the portion of memory assigned to this operation can be used again. It is
advantageously labelled by day (1 to 250 days) starting from the first use.
The system at the distributor level. The distributor has a gigantic storage
unit that regroups all the emissions to be  30 distributed. It is normally
called video server. Certain emissions will be distributed 4 Translation
PCT/IB01/00604 once, such as televised information, while others will be
distributed in loop during  several days in order to be offered for
purchase to the subscribers. These emissions arrive in encrypted form
accompanied by control messages  encrypted by a first key of the supplier.
These data are stored in the storage unit in  5 encrypted form to prevent
any leak or illegal copy. When using these data the video server transmits
the encrypted data for their  distribution. These data are accompanied by
the file with the decryption information  sent by the video server to a
security unit. This unit carries out a decryption of this file in order to
extract the control words CW  10 and to verify the rights of use. Once this
operation is finished the security module codes these control words adding
new rights of use to them. These new rights are  defined by the distributor
and can comprise a condition for a subscription or can link  the use to the
purchase of the emission. It is at this stage that the number of uses or
of viewing is defined. 



15 This new file of decryption information is then transmitted with the
flux of encrypted  data. The invention will be better understood by means
of the following detailed description  which makes reference to the annexed
drawings that are offered as a non-limiting  example, where figures 1 and 2
represent two embodiments of the invention. 20 The video server VS receives
the data DT in the form of a tape according to our  example, but said data
can be transmitted by whatever known means of  transmission. The decryption
information file MD is equally supplied to the video  server. This file is
generally supplied at the same time, that is, it will advantageously  be on
the same tape as the encrypted data. Nevertheless, if we wish to reinforce
25 security, it is possible to transmit the MD file by other means. Once
these two files are in the video server VS the system is ready for
distribution. At this moment the MD file is transmitted to the security
module SM to add the rights  we wish to define for this emission. The
module decodes the MD file and then adds 5 Translation PCT/IB01/00604 the
information related to the necessary rights for the viewing and returns to
the  server VS this new MD file encrypted by a transport key. The data DT
as well as this new file are distributed to the different subscriber
modules STB. 5 Because the decryption of the data DT cannot be done without
the MD' file, the latter  is generally sent previously. The data arriving
to the decoder STB are either processed immediately or stored for  later
use in the HD unit. In the second case it is clear that the MD' file must
equally  be stored in the HD unit as illustrated in figure 1. 10 To obtain
the unscrambled data this MD' file is presented to the security module of
the subscriber SM' so it can decode said file and extract the control words
CW. According to an embodiment such as illustrated in figure 2 the MD' file
is stored only  



in the security module of the subscriber SM'. In this way any attempt to
seek the  correlation between the content of the data and the MD' file is
sure to fail. 15 In the frame of the invention we propose a pre-encryption
module destined for  producing the data DT in encrypted form. This module
receives the unscrambled  data and produces the couple encrypted data DT
and the MD file. According to the chosen security structure the DT file is
encrypted according to a first  encryption mode, the control words CW
serving as decryption keys. It is preferably a 20 symmetric mode due to the
speed required for processing. These control words CW  are also encrypted
according to a second encryption mode, for example DES. When grouping the
whole of the control words in an MD file, the encryption of this file  is
of a third type of high encryption level, for example IDEA. In fact, the
consequences of a successful attack on this file would be much more serious
than  25 on a control word. -6 Translation PCT/IB01/00604 CLAIMS 1. A
system of transmission and storage of audio/video data in encrypted form
between a distribution centre and at least one exploitation module,
characterised in  that a decryption data file comprising the temporary
decryption keys and the data 5 defining the access conditions to said
audio/video data are transmitted and stored  together with said audio/video
data. 2. A system according to Claim 1, characterised in that the data that
define the  access conditions comprise at least one section defining the
rights of immediate use  of the audio/video data and a section defining the
rights of deferred use of said  10 audio/video data. 3. A system according
to Claim 2, characterised in that the section that defines  the rights of
deferred use comprises the type of subscription that is necessary, the
price for using the data or the maximum number of uses. 



4. A system according to Claims 1 to 3, characterised in that the
exploitation  15 module is a pay video receiver (STB) supplied with a
security module (SM') and that  the audio/video data are received and
stored in the storage unit (HD). 5. A system according to Claim 4,
characterised in that the data that define the  access conditions are
stored in the security module (SM'). 6. A system according to Claims 3 and
4, characterised in that the security  20 module comprises a memory in
which is inscribed a reference and the number of  uses of said audio/video
data. 7. A system according to Claims 1 to 3, characterised in that the
exploitation  module is a video server (VS) having a security module (SM)
in charge of defining  the access conditions of said audio/video data. 25
8. A method of transmission and storage of audio/video data in encrypted
form  between a distribution centre and at least one exploitation module
comprising the  following steps: 7 Translation PCT/1801/00604 - encryption
of audio/video data with encryption keys (CW) that vary depending on  time
- encryption of a file (MT) formed by the encryption keys and the access
conditions to  said audio/video data 5 - transmission and storage of the
audio/video data independently from the file (MT). 9. A method according to
Claim 8, characterised in that the exploitation module  is a pay video
receiver (STB) supplied with a security module (SM') and that it  consists
in receiving and storing the audio/video data in a storage unit (HD). 10. A
method according to Claim 9, characterised in that it consists in storing
the  10 data defining the access conditions in a security module (SM')
connected to the  receiver (STB). 


