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acquire, in response to a virtualization page fault triggered by a kernel-

mode program, a memory address where the virtualization page fault is 

triggered
310

determine whether the memory address of the virtualization page fault is 

consistent with a memory address corresponding to a page fault key in a mapping 

table, wherein the mapping table records a mapping relationship between a key-

value pair, the page fault key is a key in the mapping table determined jointly by 

the kernel-mode program and the virtual machine monitor, and each key in the 

mapping table uniquely corresponds to one memory address

320

read, from the mapping table, a page fault value mapped by the page fault key if 

the memory address of the virtualization page fault is consistent with the memory 

address corresponding to the page fault key, wherein the page fault value 

comprises a function type of a hypercall written by the kernel-mode program 

before the virtualization page fault is triggered
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execute, based on the function type indicated by the page fault value, the 

hypercall of the function type
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read, in response to a hypercall instruction, a negotiation value mapped by a negotiation 
key in a mapping table maintained by the extended Berkeley packet filter; wherein the 

mapping table records a mapping relationship between a key-value pair, and the 
negotiation value comprises a value written in advance by a virtual machine monitor for 
indicating a page fault key, and the negotiation key and the page fault key are keys in the 

mapping table determined jointly by the kernel-mode program and the virtual machine 

monitor

410

query, based on the negotiation value, the page fault key mapped in the mapping 

table

420

write a function type of a hypercall specified in the hypercall instruction into a 
page fault value mapped by the page fault key, thereby triggering a virtualization 

page fault, to cause the virtual machine monitor to execute, in response to the 
virtualization page fault, based on the function type indicated by the page fault 

value, the hypercall of the function type

430

 

FIG. 4 

 

processor

internal bus

memory
network 
interface non-volatile memory

electronic device
 

FIG. 5 

 



4/4 

 

determining unit
620

responding unit 610

reading unit
630

calling unit
640

hypercall apparatus for kernel-mode program 

of eBPF

 

FIG. 6 

 

querying unit
720

responding unit 710

calling unit
730

hypercall apparatus for kernel-mode program 

of eBPF

 

FIG. 7 

 

 

 

 


