
WO 2011/039719PCT/1B2010/054409 METHODS AND APPARATUS TO PROXY DISCOVERY
AND NEGOTIATIONS BETWEEN NETWORK ENTITIES TO ESTABLISH PEER-TO-PEER
COMMUNICATIONS RELATED APPLICATIONS This Patent claims the benefit of U.S.
Patent Application No. 12/868,542 filed on August 25, 2010, and U.S.
Provisional Application No. 61/248,325 filed on October 2, 2009, both of
which are hereby incorporated by reference in their entireties. FIELD OF
THE DISCLOSURE [0001]The present disclosure relates generally to network
communications and, more particularly, to methods and apparatus to proxy
discovery and negotiations between network entities to establish
peer-to-peer communications. 



BACKGROUND [0002]Wireless network deployments, such as wireless local area
networks (WLANs), allow wireless terminals to access other devices and
services when those terminals are within proximity of wireless
communication signals of those wireless networks. Another method of
accessing such devices and/or services involves the use of peer-to-peer
(P2P) connections, in which a wireless terminal can communicate directly
with another wireless terminal, device or service. However, known methods
of establishing P2P connections require a significant amount of user
involvement to provide proper configuration information and to discover
other devices capable of P2P communications. This can often prove
frustrating and can discourage many users from attempting to establish such
P2P connections.  WO 2011/039719PCT/1B2010/054409 BRIEF DESCRIPTION OF THE
DRAWINGS [0003]FIG. 1 depicts an example wireless local area network (WLAN)
topology. [0004]FIG. 2 depicts a communication layer architecture in
accordance with the Open 



Systems Interconnection Standard (OSI) model. [0005]FIG. 3 depicts example
wireless terminals discovering peer-to-peer (P2P) capabilities via a
wireless access point and establishing a P2P connection. [0006]FIG. 4
depicts example wireless terminals discovering P2P capabilities via
wireless access points communicatively coupled via a network and
establishing a P2P connection. [0007]FIG. 5 depicts example wireless
terminals discovering P2P capabilities via a wireless network and
establishing a P2P connection without the use of an access point.
[0008]FIG. 6 depicts a control point in a network to facilitate discovering
P2P capabilities of 



wireless terminals and establishing P2P connections between wireless
terminals. [0009]FIG. 7 depicts a control point in a wireless access point
to facilitate discovering P2P capabilities of wireless terminals and
establishing P2P connections between wireless terminals. [0010]FIG. 8
depicts a control point in a wireless terminal to facilitate discovering
P2P capabilities of other wireless terminals and establishing P2P
connections between wireless terminals. [0011]FIG. 9 depicts a plurality of
control points present in a network environment. [0012]FIG. 10 depicts a
virtual control point made up of separately located control points in a
network environment. 



[0013]FIG. 11 depicts wireless terminals forming a multi-connection P2P
session. [0014]FIG. 12 depicts an example terminal capabilities data
structure. [0015]FIG. 13 depicts an example control point management data
structure.  WO 2011/039719PCT/1B2010/054409 [0016]FIG. 14 depicts an
example message flow diagram representative of communications between
wireless terminals via a wireless access point to discover each other's P2P
capabilities and establish a P2P connection. [0017]FIG. 15 depicts an
example message flow diagram representative of communications 



between wireless terminals and a control point to discover each other's P2P
capabilities and establish a P2P connection. [0018]FIG. 16 depicts an
example message flow diagram representative of a P2P capabilities dynamic
update process facilitated by the control point of FIGS. 6-10 and 15.
[0019]FIGS. 17A-17C depict an example schema for use in arranging P2P
capabilities and configuration information communicated between wireless
terminals. [0020]FIGS. 18A and 18B depict an example P2P capabilities
message that indicates one or more P2P services available in a network.
[0021]FIG. 19 depicts a block diagram of an example wireless terminal that
can be used to 



implement the example methods and apparatus described herein. [0022]FIG. 20
depicts a block diagram of an example control point that can be used to
facilitate P2P capabilities discovery and P2P connections between wireless
terminals. [0023]FIGS. 21A and 21B depict a flow diagram representative of
example processes, which may be implemented using computer readable
instructions to discover P2P capabilities and establish P2P connections
between wireless terminals. [0024]FIG. 22 depicts a flow diagram
representative of example processes, which may be implemented using
computer readable instructions to discover P2P capabilities using a control
point and establish P2P connections between wireless terminals.  



WO 2011/039719PCT/1B2010/054409 [0025]FIG. 23 depicts a flow diagram
representative of example processes, which may be implemented using
computer readable instructions to dynamically update P2P capabilities of
wireless terminals using a control point and update established P2P
connections between wireless terminals. DETAILED DESCRIPTION [0026]Although
the following discloses example methods and apparatus including, among
other components, software executed on hardware, it should be noted that
such methods and apparatus are merely illustrative and should not be
considered as limiting. For example, it is contemplated that any or all of
these hardware and software components could be embodied exclusively in
hardware, exclusively in software, exclusively in firmware, or in any
combination of hardware, software, and/or firmware. Accordingly, while the
following describes example methods and apparatus, persons having ordinary
skill in the art will readily appreciate that the examples provided are not
the only way to implement such methods and apparatus. [0027]The example
methods and apparatus described herein can be used by wireless terminals to
discover peer-to-peer (P2P) capabilities of other wireless terminals in
wireless network environments and establish P2P connections with one or
more of those wireless terminals. At least some advantages of P2P
connections are that they can be made secure between two entities and
involve unicast communications instead of multicast communications that are
typically used by access points to communicate information to all wireless
terminals or devices connected thereto. Unicast communications require
relatively less bandwidth use by an access point (AP) than multicast
communications. Thus, using unicast P2P communications between two peers
can be especially advantageous when the peers are transferring relatively
large amounts of information (e.g., large files, streaming media, VoIP
video or voice calls, etc.). 



WO 2011/039719PCT/1B2010/054409 [0028]The example methods and apparatus
described herein can be used in connection with mobile communication
devices, mobile computing devices, or any other element, entity, device, or
service capable of communicating wirelessly with a wireless network.
Devices, also referred to as terminals, wireless terminals, stations
(non-AP stations), or user equipment (UE), may include mobile smart phones
(e.g., a BlackBerry smart phone), wireless personal digital assistants
(PDA), laptop/notebook/netbook computers with wireless adapters, etc. The
example methods and apparatus are described herein in connection with the
wireless local area network (WLAN) communication standard known as IEEE(r)
(Institute for Electrical and Electronics Engineers) 802.11. However, the
example methods and apparatus may additionally or alternatively be
implemented in connection with other wireless communication standards
including other WLAN standards, personal area network (PAN) standards, wide
area network (WAN) standards, or cellular communication standards.
[0029]The example methods and apparatus described herein can be implemented
in any environment providing wireless access for network connectivity
(e.g., WLANs). For instance, the example methods and apparatus can be
implemented in private WLAN access locations or environments or in public
WLAN access locations or environments in which it is expected that one or
more users carrying respective wireless terminals will frequently connect
and disconnect from a WLAN as they enter and exit the WLAN access locations
or environments. [0030]Some known techniques or standards for establishing
P2P connections between wireless terminals require that a P2P connection go
through an intermediary WLAN infrastructure the entire time during which
the P2P connection is active. Other P2P connection types allow for wireless
terminals to connect directly to one another without an intermediary WLAN
infrastructure. However, in both instances, users must manually configure
their wireless 



WO 2011/039719PCT/1B2010/054409 terminals to establish such P2P
connections. Such configurations can often be complicated and user-error
prone. For instance, it is often necessary that a user be aware of another
wireless terminal or perform some prior investigation regarding whether
another wireless terminal to which the user seeks to connect has the same
P2P communication capabilities as the user's wireless terminal. Such
investigation requires that the user understands or knows the configuration
information for which to search and may require navigating through a series
of user-interface menus and screens on both wireless terminals or referring
to user manuals of the wireless terminals. In some instances, user manuals
may be of no help in this regard. In addition, some wireless terminals may
not provide sufficient user interface functionality to investigate their
P2P capabilities and/or P2P configuration parameters. For example, while
one wireless terminal may be a BlackBerry0 smart phone, another wireless
terminal may be a third-party printer of which P2P capabilities and/or
configuration information may not be readily attainable. Such a process can
often prove frustrating, especially for a novice user, for whom P2P
communications may be extremely useful but may rarely, if ever, be able to
benefit from such communications due to the complicated configuration
process. [0031]Known standards that enable P2P communications include WLAN
infrastructure, WLAN ad-hoc, Wi-Fi P2P, Wi-Fi Tunneled Direct Link Setup
(TDLS), and Wi-Fi single-hop mesh. WLAN ad-hoc is rarely used due to
wireless terminal interoperability issues and useability issues. Wi-Fi P2P
is specified by the Wi-Fi Alliance (WFA) and allows one of the peer devices
to provide P2P connectivity by acting or functioning as an AP. Wi-Fi TDLS
is a mechanism of peer communications defined by the IEEE 802.11z standard.
Wi-Fi TDLS allows peer devices to communicate over P2P connections
traversing a WLAN infrastructure which is configured to transfer data
frames or packets between two peer terminals via a tunneled link. WO
2011/039719PCT/1B2010/054409 Wi-Fi single-hop mesh is a mechanism defined
in IEEE 802.11s that also provides P2P connectivity via a WLAN
infrastructure. [0032]Many wireless terminals can be capable of
establishing P2P connections using one or more internet protocol (IP)
protocols. As such, a user is often burdened with configuring both the
wireless local area network (WLAN) link level (layer 2 of the OSI model)
and IP level (layer 3 of the OSI model) information. In addition, when
configuration, capability, or state changes occur to the WLAN
infrastructure or to a wireless terminal, the user must re-configure link
level and IF level information to re-establish or update a P2P connection.
A wireless terminal state change may occur when a user of the wireless
terminal is detected as being in a meeting and the wireless terminal has
been pre-configured to disable certain functionality (e.g., ignore voice
calls or data transfer requests) when its user is in a meeting. Such a
change in functionality can cause a profile change (e.g., move to silent
mode; do not accept voice calls under any circumstances; etc.). 



[0033]In addition, many wireless terminals are mobile and are frequently
moved between different wireless infrastructure environments. Wireless
infrastructure environments often have different infrastructure
capabilities and allow a wireless terminal to detect many different
wireless terminals with different P2P capabilities when moved between the
different wireless infrastructure environments. When the wireless terminal
is moved from one wireless infrastructure environment to another, its user
must re-configure it for P2P connectivity in the new environment. In
addition, the user must re-configure the wireless terminal for P2P
connectivity with any other wireless terminal in the wireless
infrastructure environment. [0034]The methods and apparatus described
herein enable wireless terminals to perform automatic discovery and
negotiation/association of P2P networks and/or P2P services through a WO
2011/039719PCT/1B2010/054409 P2P discovery exchange over one or more
P2P-supported protocols within a WLAN environment. The P2P discovery
exchange enables wireless terminals to discovery wireless terminals capable
of different P2P network connections (e.g., WiFi direct or other types of
P2P network connections) and/or to access different P2P services (e.g.,
voice over internet protocol (VoIP), media streaming, etc.) over such P2P
network connections. In this manner, wireless terminals can determine
whether to establish P2P connections with other wireless terminals based on
the discovered P2P network types and the discovered P2P services. For
example, the example methods and apparatus described herein enable wireless
terminals to request or propose P2P connections based on particular P2P
network types and particular P2P services. Such a proposed combination of
P2P network type and service may involve a wireless terminal requesting to
connect with another wireless terminal via a WiFi direct network connection
type to use a VoIP service. [0035]Example physical, logical, or functional
entities capable of P2P communications include printers, gateways, personal
information management (PIM) synchronization services (e.g., calendar
synchronization, media source synchronization, etc.), media playback (e.g.,
play specific media file - a digitally encoded music track), printing
(e.g., wireless printing service), and download services (e.g., P2P
download, file sharing, and/or network storage). In addition, the P2P
discovery enables wireless terminals to access service registry/information
interfaces (e.g., endpoints offering resources, applications, and/or
service logic including wirelessly accessible agents/nomadic agents,
proxies, etc.) and domain information (i.e., network information that a
domain is authorized to share with wireless terminals performing P2P
discovery) (e.g., access points topology, naming, locations within the
domain, etc.). Thus, although illustrated examples are described herein in
connection with two or more wireless 



WO 2011/039719PCT/1B2010/054409 terminals discovering and connecting to one
another, the methods and apparatus described herein may alternatively be
implemented in substantially identical or similar manners using other
P2Pcapable elements (or P2P-capable entities) including any other type of
P2P-capable terminals or services including the above-noted elements.
[0036]In operation, when a P2P-capable wireless terminal has established a
connection with a WLAN, the wireless terminal transmits a P2P capabilities
message using an existing WLAN infrastructure, indicating its P2P
connection capabilities. In response, another P2P-capable wireless terminal
that is also connected to the WLAN responds to the P2P capabilities message
to begin a P2P capabilities exchange and P2P connection negotiation should
the wireless terminals have compatible P2P capabilities. During a discovery
process, wireless terminals exchanging discovery, capability, and
negotiation messages are referred to as discovering wireless terminals or
discovery devices. [0037]As described in connection with the examples
herein, each discovering wireless terminal is able to exchange information
without user intervention to exchange P2P capabilities information with
other discovering wireless terminals and/or P2P services and seek to
establish P2P connections. In some example implementations described
herein, a P2P discovery exchange can occur between two wireless terminals
connected via a wireless LAN. In other example implementations, while two
wireless terminals are connected and communicate via a wireless LAN, the
P2P discovery exchange can be facilitated by a control point (CP), which is
an additional logical component accessible by the discovering wireless
terminals. In the illustrated example implementations described herein, a
control point can assist in tracking P2P capabilities of different wireless
terminals and facilitate communicating such P2P capabilities to any
discovering wireless terminal that connects to a WLAN associated with the
control point. As  



WO 2011/039719PCT/1B2010/054409 explained below in connection with FIGS.
6-10, a control point can reside in different places relative to a WLAN
environment (e.g., in a wireless access point, in a network communicatively
coupled to the wireless access point, and/or in a wireless terminal) or can
be a virtual entity made up of separate control points working in
cooperation with one another. [0038]Turning to FIG. 1, an example WLAN
topology 100 is shown as having a LAN 102 connected to a wireless AP 104.
Also shown are P2P-capable devices or wireless terminals 106 capable of
connecting to and communicating via the AP 104. The example methods and
apparatus described herein can be implemented in connection with desktop
computers, laptop computers, smart phones, personal computing devices,
services (e.g., printers, media streaming servers, etc.), and any other
device or service capable of communicating via wireless means. In the
illustrated example, the LAN 102 is communicatively coupled to the Internet
108. [0039]Although the Internet 108 is shown in FIG. 1, the example
methods and apparatus described herein can be implemented without access to
the Internet. In addition, the example methods and apparatus may be
implemented without any sophisticated LAN implementation. That is, the
wireless terminals 106 need only be able to establish initial
communications with one another via an AP (e.g., the AP 104) to perform P2P
discovery and P2P capabilities exchanges without needing to access any
higher level networks (e.g., LANs, intranets, the Internet). For instance,
in some example implementations, the AP 104 may be implemented using a
wireless router through which each of the wireless terminals 106 can
communicate, and after two or more of the wireless terminals 106 elect to
communicate directly via P2P connections, such communications can occur
between the wireless terminals 106 without needing to communicate via the
intermediary AP 104 (e.g., one of the wireless terminals can function as an
AP, or a P2P  WO 2011/039719PCT/1B2010/054409 



mode that does not require an AP can be used). The example methods and
apparatus described herein can also be used to establish P2P connections
that traverse an AP. [0040]In the illustrated examples described herein,
each wireless terminal 106 capable of P2P communications locally pre-stores
its P2P capability information. The P2P capability information may be
provided by a manufacturer of the wireless terminal 106, by software or
drivers installed on the wireless terminal 106, by a service provider
vendor of the wireless terminal, by a network service provider, a wireless
communications service provider, a user of the wireless terminal 106, etc.
The P2P capabilities may be stored in a fixed memory of a wireless terminal
106 or in a removable memory or removable module (e.g., an authentication
card, a security card, a subscriber identity module (SIM), etc.). In some
example implementations, communication service providers such as wireless
communication carriers or network operators can restrict the types of P2P
protocols or modes that can be used by wireless terminals 106 offered by
them or connected to their networks. [0041]FIG. 2 depicts an example
communication layer architecture 200 that may be used to implement P2P
discovery and capabilities exchanges and establish P2P connections between
wireless terminals. The example communication layer architecture 200 is
shown as having seven layers which may be implemented in accordance with,
for example, the well-known OSI Reference Model. In the illustrated
example, the communication layer architecture 200 includes a network layer
202 (i.e., an internet protocol (IP) layer). In the illustrated examples
described herein, wireless terminals (e.g., the wireless terminals 106 of
FIG. 1) are configured to exchange P2P setup information 204 (e.g.,
information used in P2P discovery and capabilities exchanges and P2P
connection negotiation and initiation messages) via wireless APs (e.g., the
AP 104 of FIG. 1) using communications at the network layer 202. That is,
the wireless terminals 106 can  WO 2011/039719PCT/1B2010/054409 exchange
the P2P setup information 204 via the AP 104 at the network layer 202
without needing to use operations above the network layer 202 (i.e.,
without needing to communicate the P2P setup information 204 at a transport
layer, a session layer, a presentation layer, or an application layer of
the communication layer architecture 200). 



[0042]Turning now to FIG. 3, example wireless terminals 302a and 302b
communicate P2P setup messages (e.g., including the P2P setup information
204 of FIG. 2) via the AP 104 to discover each other's P2P capabilities and
establish a P2P connection 304 with one another. Although the P2P
connection 304 is shown as bypassing the AP 104, other types of P2P
connections can be established that involve peers communicating via the AP
104 during the P2P connections. Similarly, while P2P connections depicted
in the example implementations of FIGS. 4-11 are also shown as bypassing
APs, the example implementations of FIGS. 4-11 may also use other types of
P2P connections involving peers communicating via one or more APs during
the P2P connections. [0043]In the illustrated example, the wireless
terminal 302a is shown as storing a terminal capabilities data structure
306, which stores the parameter information indicative of the P2P
capabilities (e.g., connection types, protocols, supported authentication
or security methods, etc.) of the wireless terminal 302a. The terminal
capabilities data structure 306 and example parameters that can be stored
therein are described in detail below in connection with FIG. 12. Although
not shown, the wireless terminal 302b also stores a terminal capabilities
data structure similar to the terminal capabilities data structure 306 to
store parameters indicative of its P2P capabilities. The wireless terminals
302a-b exchange at least some of the information in their respective
terminal capabilities data structures (e.g., the terminal capabilities data
structure 306)  WO 2011/039719PCT/1B2010/054409 with one another using the
P2P setup information 204 to discover each other's P2P capabilities and
establish a P2P connection with one another. [0044]In the illustrated
example of FIG. 3, the wireless terminals 302a-b are shown as 



communicating the P2P setup information 204 via the single AP 104. The
example configuration of FIG. 3 enables the wireless terminals 302a-b to
establish the P2P connection 304 therebetween without needing the AP 104 to
be connected to any other LAN or network. That is, in the illustrated
example, the wireless terminals 302a-b can discover each other's P2P
capabilities, negotiate the P2P connection 304, and establish the P2P
connection 304 while relying only on their stored information and their
abilities to communicate via the AP 104. [0045]In another example
implementation depicted in FIG. 4, the AP 104 is in communication with
another AP 402 via a network 404, and the wireless terminals 302a-b are
shown as discovering one another and exchanging the P2P setup information
204 via the AP 104, the network 404, and the AP 402. The network 404 may be
a LAN, a wide area network (WAN), an intranet, the Internet, or any other
public or private network. Although only one network (the network 404) is
shown in FIG. 4, the example methods and apparatus described herein may be
implemented using wireless terminals (e.g., the wireless terminals 302a-b)
that initially discover one another via APs that are in communication with
each other through two or more networks. Similar to the example
implementation of FIG. 3, the wireless terminals 302a-b can discover each
other's P2P capabilities, negotiate a P2P connection 406, and establish the
P2P connection 406 while relying only on their stored information and their
abilities to communicate via the AP 104, the network 404, and the AP 402.
[0046]In other example implementations, such as illustrated in FIG. 5, the
wireless terminals 302a-b may connect to one another via a wireless network
408 without using an AP. In the  WO 2011/039719PCT/1B2010/054409 



illustrated example of FIG. 5, the network 408 may be a mesh network, and
the wireless terminals 302a-b can discover each other's P2P capabilities
via the mesh network 408 and establish a P2P connection without using an
AP. [0047]While FIGS. 3-5 depict example implementations in which the
wireless terminals 302a-b need only rely on their stored P2P capabilities
information and their ability to communicate with one another via a
wireless network and/or one or more APs, the example methods and apparatus
described herein can also be used to provide an intermediary P2P
information management service that facilitates or assists in discovering
wireless terminals and P2P capabilities of those wireless terminals. Such
an intermediary P2P information management service is depicted as a control
point 502 in the example implementations of FIGS. 6-10. [0048]In the
illustrated examples, the control point 502 is a logical network component
that proxies P2P capabilities and services to wireless terminals. The
control point 502 can be co-located with a domain name system (DNS) service
or a dynamic host configuration protocol (DHCP) service. The control point
502 may also include or proxy other information relating to its connected
network (e.g., network default gateway and netmask IP's). The control point
502 is able to mediate state and/or environment changes to one or more
associated P2P-capable wireless terminals. For example, if a particular
wireless terminal experiences a state change (e.g. as a result of a
wireless terminal user entering a meeting), such a state change may affect
the corresponding composition of P2P service types and/or P2P capabilities
associated with that wireless terminal. To facilitate maintaining any
current P2P connections or establishing any future P2P connections with the
changed wireless terminal, the control point 502 is able to receive a
notification of the detected state change from the wireless terminal In
response, the control point 502 can reflect the appropriate changes within
its information store (e.g., a control  WO 2011/039719PCT/1B2010/054409
point management data structure 504 of FIG. 6). In addition, the control
point 502 can host or proxy a P2P capabilities exchange update to other
wireless terminals on behalf of the changed wireless terminal to reflect
its state change. In the illustrated examples described herein, the control
point 502 can automatically perform these operations without direct user
intervention. 



[0049]As shown in FIG. 6, the control point 502 stores a control point (CP)
management data structure 504, which stores parameter information
indicative of P2P capabilities (e.g., connection types, protocols,
supported authentication or security methods, etc.) of the wireless
terminal 302a-b and/or any other wireless terminals from which the control
point 502 has received P2P discovery messages and P2P capabilities
information (e.g., the P2P setup information 204 of FIG. 2). In addition,
the CP management data structure 504 can store P2P connection status
information indicative of which wireless terminals are connected to one
another via a P2P session. For example, the CP management data structure
504 may store a P2P connection entry for each P2P service type (e.g., VoIP
service, instant messaging (IM) service, P2P chat service, media streaming
service, printing service, etc.) for which a P2P connection is established
between wireless terminals. The CP management data structure 504 and
example parameters that can be stored therein are described in detail below
in connection with FIG. 13. [0050]In the illustrated example of FIG. 6, the
wireless terminals 302a-b are in communication with a network 506 (which
may be substantially similar or identical to the network 404 of FIG. 4) via
the AP 104 and an AP 507. As shown in FIG. 6, the control point 502 can be
implemented as a separate entity within the network 506 (e.g., the control
point 502 may be located within a LAN, WLAN, or other network at some
arbitrary point addressable by the wireless terminals 302a-b, and by the
APs 104 and 507). As shown in FIG. 6, the wireless terminals 302a-b
exchange the P2P setup information 204 with the control point 502 via the
APs  WO 2011/039719PCT/1B2010/054409 104 and 507 and the network 506, and
the control point 502 facilitates the dissemination or advertisement of
wireless terminals' P2P capabilities to other wireless terminals. In the
illustrated examples of FIGS. 6 and 7, the P2P capabilities information
communicated by the wireless terminals 302a-b are denoted using reference
numerals 508a and 508b, and the P2P capabilities advertisements from the
control point 502 are denoted using reference numerals 510a and 510b .
[0051]In other example implementations such as depicted in FIG. 7, the
control point 502 



can alternatively be implemented in the AP 104. As shown in FIG. 7, the
wireless terminals 302a-b exchange the P2P setup information 204 with the
control point 502 via the AP 104. In yet other example implementations, the
control point 502 can alternatively be implemented in a wireless terminal.
For example, FIG. 8 shows the control point 502 implemented in the wireless
terminal 302b, and the wireless terminal 302a exchanges the P2P setup
information 204 with the control point 502 via the AP 104 and the wireless
terminal 302b. [0052]While each of FIGS. 6-8 shows a single instantiation
of the control point 502, in some example implementations, two or more
control points may be located in a network environment. For example, one or
more wireless terminals may run respective control point services while an
AP may also run a control point service. In such implementations, an
arbitration scheme may be used to indicate which control point is to be
used as a master or primary control point as shown in FIG. 9 or arbitration
and negotiations between the control points may be used to form a single
logical or virtual control point made up of all or at least some of the
separately located control points as shown in FIG. 10. [0053]To enable only
one of several control points to function as the master or primary control
point for a network environment, an arbitration scheme may be based on a
hierarchical WO 2011/039719PCT/1B2010/054409 selection policy in which a
control point in an AP (FIG. 7) should be selected over a control point in
a wireless terminal (such as in FIG. 8), and a control point located in a
network (such as in FIG. 6) should be selected over a control point in an
AP (such as in FIG. 7). For example, in FIG. 9, the control point 502 in
the AP 104 is selected as the master or primary control point, and control
points 702 and 704 in the wireless terminals 302a-b are designated as slave
or auxiliary control points. In the example implementation of FIG. 9, the
slave control points 702 and 704 may be used to store P2P capabilities and
configuration information for other P2P-capable elements in the network
environment and communicate such capabilities and configuration information
(or indirect reference indicators (e.g., uniform resource indicators (URIs)
describing the network locations storing the capabilities and configuration
information)) to the master control point 502. The master control point 502
can then broadcast or advertise such information to other P2P-capable
elements and facilitate establishing P2P connections between such
P2Pcapable elements. Alternatively, in other example implementations, the
control points 702 and 704 of the wireless terminals 302a-b can be disabled
and the control point 502 can function as the single control point (e.g., a
single master control point) for the network environment. 



[0054]To form a single logical control point made up of several control
points located in different P2P-capable elements as shown in FIG. 10,
control points of the P2P-capable elements can work cooperatively as a
single virtual control point using arbitration and negotiations. In the
illustrated example of FIG. 10, the control point 502 is a virtual control
point made up of a control point 712 operating in the AP 104, a control
point 714 operating in the wireless terminal 302a, and a control point 716
operating in the wireless terminal 302b. [0055]In the illustrated examples
described herein, the control point 502 is configurable to enable modifying
its operation. For example, as shown in FIG. 6, a networked computer 512
can WO 2011/039719PCT/1B2010/054409 be used to access a configuration
interface (not shown) of the control point 502. In this manner, an
administrator can specify the types of P2P connections that can be
negotiated via the control point 502 and/or can specify which types of
wireless terminals can connect to one another. For example, wireless
service providers may elect to specify that only wireless terminals
provided by its service can connect to one another in WLANs that it
operates or that are operated by its affiliates. In addition, quality of
service (QoS) aspects of the control point 502 can be configured. For
instance, if a wireless terminal cannot guarantee that it can provide a
minimum level of QoS, then the control point 502 can prevent that wireless
terminal from establishing P2P connections with other wireless terminals.
[0056]Although FIGS. 3-10 depict P2P connections between only two wireless
terminals 302a-b, the example methods and apparatus described herein can be
used to discover P2P capabilities and establish P2P connections between two
or more wireless terminals. For instance, turning to FIG. 11, after the
wireless terminals 302a-b have established a first P2P connection 802, the
wireless terminal 302a can discover another P2P-capable wireless terminal
804 and establish a second P2P connection 806 with the wireless terminal
804. In the illustrated example of FIG. 11, the wireless terminal 302a can
communicate with the wireless terminals 302b and 804 and is the P2P group
owner or hub through which the wireless terminals 302b and 804 can
communicate with one another. 



[0057]In some example implementations, the multi-connection P2P session of
FIG. 11 can be established using one or more control points implemented in
any configuration including such configurations as described above in
connection with FIGS. 6-10. In some example implementations, the network
topology depicted in FIG. 11 may be an inter-domain topology in which the
AP 104 is associated with a home network and an AP 808 is associated with a
visited  WO 2011/039719PCT/1B2010/054409 network. In such inter-domain
implementations, P2P discovery and negotiation messages can be communicated
between the wireless terminals 302a-b and 804 via the APs 104 and 808 and
their respective domains. In addition, for instances in which each of the
APs 104 and 808 includes a respective control point (similar or
substantially identical to the control point 502), the control points can
work cooperatively across the separate domains to facilitate P2P discovery
and connection negotiations between the wireless terminals 302a-b and 804.
[0058]FIG. 12 depicts the example terminal capabilities data structure 306
of FIG. 3 in detail. In the illustrated example, the terminal capabilities
data structure 306 stores parameters indicative of the P2P capabilities and
configurations of the wireless terminal 302a. This information may be
provisioned onto wireless terminals through APs or using, for example, an
Open Mobile Alliance (OMA) Device Management (DM) interface or through some
nonstandard provisioning platform. The manner of communicating the P2P
capabilities and configuration information to wireless terminals can depend
on the topology and structure of the associated network domain
encapsulating the P2P-capable devices. [0059]In addition, in the
illustrated example of FIG. 12, the P2P capabilities parameters 



correspond to a service type called "WLAN Peer Communications." During a
P2P discovery process, the wireless terminal 302a broadcasts a discovery
request including the service type name "WLAN Peer Communications" to query
whether there are any other wireless terminals within wireless
communication reach of the wireless terminal 302a with which to establish a
P2P connection. The wireless terminal 302a can then communicate other
parameter information stored in the terminal capabilities data structure
306 to the discovered wireless terminals (e.g., the devices 106 of FIG. 1,
the wireless terminal 302b of FIGS. 3-11, or the wireless terminal 804 of
FIG. 11) or to the control point 502 (FIGS. 6-10) using the P2P setup
information 204 (FIG. WO 2011/039719PCT/1B2010/054409 2) to inform other
wireless terminals of the configuration and P2P capabilities of the
wireless terminal 302a. [0060]The terminal capabilities data structure 306
also includes a plurality of property types 902 and one or more property
names 904 for each of the property types 902. Example property types 902
include a link mechanism type 906, a network configuration type 908, a
services type 910, an alternate network discovery protocols type 912, an
authentication type 914, a location type 916, and a device type 918. As
shown, the terminal capabilities data structure 306 indicates that the link
mechanism types 906 supported by the wireless terminal 302a include IEEE
802.11 ad-hoc mode, Wi-Fi P2P mode, direct link setup (DLS), Bluetooth0
(BT), and Bluetooth0 Alternate MAC and PHY (BT AMP). In addition, the
terminal capabilities data structure 306 stores parameters associated with
the network configuration 908 of the wireless terminal 302a that includes a
DHCP-based IP address (or a static IP address if DHCP is not available), a
netmask, a default gateway address, a DNS address, and a network address
translation (NAT) address. [0061]The types of services 910 supported by the
wireless terminal 302a include a streaming service, a file exchange
service, a gateway service, a sharing service, an emergency service access
service, different QoS classes, and a voice over IP (VoIP) service. The
alternate network discovery protocols 912 supported by the wireless
terminal 302a include universal plugn-play (UPnP), Bonjour, session
description protocol (SDP), session initiation protocol (SIP), and
universal description, discovery, and integration (UDDI). The
authentication methods 914 supported by the wireless terminal 302a include
an extensible authentication protocol (EAP) method (e.g., EAP over IEEE
802.1X) and a username/password method. The location type 916 parameters
indicate whether the wireless terminal 302a supports acquiring geodetic
location  



WO 2011/039719PCT/1B2010/054409 information (longitude, latitude, altitude)
and/or civic location information (jurisdictional or postal street address)
together with optional offsets (used to determine accurate indoor WLAN
locations). In addition, the terminal capabilities data structure 306
indicates whether the wireless terminal 302a is a phone, a handheld, a
computer, a printer, or a HiFi device. The property types 902 and the
property names 904 are shown only by way of example. In other example
implementations, fewer, more, or different property types and names may be
stored in the terminal capabilities data structure 306. [0062]FIG. 13
depicts the example CP management data structure 504 of FIG. 6 in detail.
The CP management data structure 504 stores entries for different wireless
terminals shown as terminal stations 1002 STA1, STA2, and STA3. In the
illustrated example, STA1 refers to the wireless terminal 302a and STA2
refers to the wireless terminal 302b. In addition, for each wireless
terminal, the CP management data structure 504 stores P2P capabilities and
configuration information 1004. The P2P capabilities and configuration
information 1004 can include one or more property names and configuration
information stored in the terminal capabilities data structure 306 of FIGS.
3 and 12 and communicated (e.g., either transmitted directly in its
entirety or indirectly (e.g., using a URI reference for later retrieval
purposes) by wireless terminals to the control point 502. As also shown in
FIG. 13, the CP management data structure 504 stores the P2P connection
status indicators 1006 for each wireless terminal and service types 1008
hosted by the P2P connections. [0063]In the illustrated example of FIG. 13,
the CP management data structure 504 indicates that wireless terminal STA1
is connected to wireless terminal STA2, that wireless terminal STA3 does
not have any current P2P connections, and that wireless terminals STA4-STA6
are connected via a multi-connection P2P session. The P2P connection status
indicators 1006  WO 2011/039719PCT/1B2010/054409 



indicate the wireless terminals that are connected and can include
meta-info or metadata indicating how the P2P connections are made and the
particulars of each connection (e.g., connection speed, duplex or simplex
type, security, etc.). The service types 1008 depicted in FIG. 13 show that
the P2P connection between wireless terminals STA1 and STA2 hosts a VolP
service and that the P2P connections between wireless terminals STA4-STA6
host an instant messaging (IM) service. In addition, while the wireless
terminals STA4-STA6 are involved in an IM session, a simultaneously
occurring P2P connection between the wireless terminals STA4 and STA5 hosts
a VolP service. [0064]Although the P2P capabilities, configuration, and
connection information is shown in FIG. 13 as stored in a single, integral
data structure, database, or table. In other example implementations, the
information shown in FIG. 13 can alternatively be stored in separate
locations accessible via a network. In such example implementations, the CP
management data structure 504 (and/or other data structure of the control
point 502) can store indirect references such as URIs indicating where the
information shown in FIG. 13 is stored on a network. In this manner,
instead of communicating messages to wireless terminals including all of
the P2P capabilities of other wireless terminals, the control point 502 can
communicate URIs to wireless terminals seeking to discover P2P capabilities
of other wireless terminals. Wireless terminals can the use the URIs to
retrieve the P2P capabilities information from the locations indicated by
the URIs. Thus, when the control point 502 is described herein as
communicating P2P capabilities of wireless terminals to other wireless
terminals, such P2P capabilities messages can alternatively include URIs
for use by wireless terminals in accessing the P2P capabilities from other
network locations instead of a listing of P2P capabilities.  WO
2011/039719PCT/1B2010/054409 [0065]FIG. 14 depicts an example message flow
diagram representative of communications between the wireless terminals
302a-b via the wireless AP 104 to discover each other's P2P capabilities
and establish a P2P connection. In the illustrated example, the P2P-capable
wireless terminals 302a-b are initially connected or associated to a WLAN
infrastructure network through the AP 104 using default IEEE 802.11
connection or link establishment procedures. Although the AP 104 is shown
in FIG. 14 as an intermediary communication means for the wireless
terminals 302a-b, in other example implementations, the wireless terminals
302a-b may connect through a network without the use of an AP as described
above in connection with FIG. 5. [0066]Initially, as shown in FIG. 14, the
wireless terminals 302a-b broadcast P2P discovery 



messages 1102 seeking to discover and negotiate with other P2P-capable
devices or services on the network via a specified network discovery
protocol. For example, the network discovery protocol can be UPnP, Bonjour,
SDP, SIP or a combination of these protocols. As a result of the P2P
discovery messages 1102, the wireless terminals 302a-b discover one
another. In addition, the wireless terminals 302a-b can optionally discover
other dynamic aspects relating to the network associated with the AP 104
including, for example, whether a control point (e.g., the control point
502 of FIGS. 6-10) exists or other P2P services of the AP 104 are available
within the WLAN infrastructure. [0067]One or both of the wireless terminals
302a-b then launches a P2P network capability discovery protocol (e.g. an
extensible markup language (XML) exchange) to communicate their P2P
capabilities and configurations with one another. For example, each of the
wireless terminals 302a-b can store a terminal capabilities data structure
substantially similar to the terminal capabilities data structure 306
discussed above in connection with FIG. 12 to store its P2P capabilities
and configuration information. The wireless terminals 302a-b then exchange
WO 2011/039719PCT/1B2010/054409 capabilities messages 1104 including any
QoS and/or class of service level requirements. In the illustrated example,
the wireless terminal 302a communicates a STA1 P2P capabilities XML message
1106 and the wireless terminal 302b communicates a STA2 P2P capabilities
XML message 1108. An example instance of an XML schema (as defined by the
World Wide Web Consortium (W3C)) that can be used to arrange the P2P
capability and configuration information in the XML messages 1106 and 1108
is provided in FIGS. 17A-17C. The capabilities messages 1104 may include a
list of supported P2P communications mechanisms, which could include: Wi-Fi
P2P, Wi-Fi TDLS (IEEE 802.11z), IEEE 802.11 adhoc mode, Bluetooth0,
Bluetooth0 AMP, or single-hop mesh (IEEE 802.11s). [0068]After the
capabilities messages 1104 have been exchanged, and acknowledged, each of
the wireless terminals 302a-b is able to associate and initiate a specific
service type, without manual user configuration or involvement. Subsequent
services can then be initiated by different applications on the wireless
terminals 302a-b. In the illustrated example, the wireless terminal 302a
sends a connect request message 1110 to the wireless terminal 302b with its
selected service types, and the wireless terminal 302b responds with a
connect response message 1112 acknowledging the selected service types and
agreeing to connect. If the wireless terminals 302b determines that it
cannot support or is not willing to support (e.g., due to user preference)
a P2P connection type proposed by the wireless terminal 302a, the wireless
terminal 302b can instead respond with a counter-proposal connect request
message (not shown) in which the wireless terminal 302b rejects the P2P
connection proposed by the wireless terminal 302a and proposes a different
type of P2P connection (e.g., the same or a different P2P service with
different parameters (e.g., authentication, speed, etc.)). In such
instances, the wireless terminal 302a can respond with a connect response
accepting the counter-proposed P2P connection or counter- 



WO 2011/039719PCT/1B2010/054409 propose different P2P connection
parameters. Such P2P connection counter-proposals may also be used in
connection with control points such as the control point 502 (FIGS. 6-10,
15, and 16). [0069]While the illustrated example of FIG. 14 shows the
connect request message 1110 separate from the capabilities messages 1104,
in other example implementations, the volume of messages can be reduced by
combining capabilities messages (e.g., either of the capabilities messages
1104 from the wireless terminal 302a-b) with connect request messages
(e.g., the connect request message 1110 or a connect request message from
the wireless terminal 302b). The same type of combined messaging can also
be implemented in instances in which the control point 502 is used (FIGS.
6-10, 15, and 16). For example, the control point 502 can publish or proxy
a combined capabilities and connect request message on behalf of the
wireless terminal 302a to the wireless terminal 302b. Of course, a combined
capabilities and connect request message can instead be communicated by the
control point 502 on behalf of the wireless terminal 302b to the wireless
terminal 302a. [0070]To further reduce the volume of exchanged messages
between the wireless terminals 



302a-b, the wireless terminals 302a-b can cache one another's P2P
capabilities and P2P capabilities received from any other wireless
terminals. In this manner, during subsequent connections with one another,
the wireless terminals 302a-b can refer to each other's P2P capabilities
that they previously cached to negotiate and establish one or more P2P
connections. [0071]As shown in FIG. 14, after a P2P service type is agreed
upon by the wireless terminals 302a-b for establishing a P2P connection,
the wireless terminals 302a-b begin association and wireless provisioning
service (WPS) negotiation communications 1114 with one another to provision
a P2P connection with one another. The wireless terminals 302a-b can then
send P2P communications 1116 to one another. In the illustrated example of
FIG. 14, the  WO 2011/039719PCT/1B2010/054409 negotiation communications
1114 and P2P communications occur directly between the wireless terminals
302a-b via a P2P connection without requiring the intermediary AP 104.
However, P2P connections that do require an intermediary AP can also be
established between the wireless terminals 302a-b via such an intermediary
AP (e.g., the AP 104). [0072]FIG. 15 depicts an example message flow
diagram representative of communications between the wireless terminals
302a-b and the control point 502 to facilitate discovery of the P2P
capabilities of the wireless terminals 302a-b and establish a P2P
connection therebetween. 



Unlike the messaging exchanges depicted in FIG. 14 in which the wireless
terminals 302a-b initially communicate with one another via the AP 104, in
the illustrated example of FIG. 15, the wireless terminals 302a-b initially
communicate with the control point 502 to discover one another on a WLAN
infrastructure and to receive each other's P2P capabilities and
configuration information from the control point 502. Although not shown,
the wireless terminals 302a-b still communicate via an AP (e.g., the AP
104). However, such communications are initially directed or routed via the
control point 502, which as described above in connection with FIGS. 6-10
can reside in a network, an AP, or a wireless terminal or can be a virtual
control point formed of separately located control points. [0073]Turning in
detail to FIG. 15, after the wireless terminals 302a-b are associated with
a WLAN infrastructure, they communicate broadcast P2P discovery messages
1202 seeking to discover and negotiate with other P2P-capable devices or
services on the network. The P2P discovery messages 1202 are received by
the control point 502 so that the control point 502 can create entries of
the wireless terminals 302a-b in its CP management data structure 504
(FIGS. 6 and 13). The wireless terminals 302a-b then communicate respective
P2P capabilities messages 1204 and 1206 including any QoS and/or class of
service level requirements. In the illustrated  WO
2011/039719PCT/1B2010/054409 example, the wireless terminal 302a can
communicate its P2P capabilities message in the form of the STA1
capabilities XML message 1106 and the wireless terminal 302b can
communicate its P2P capabilities message 1206 in the form of the STA2
capabilities XML message 1108. The control point 502 can receive the P2P
capabilities messages 1204 and 1206 and store the respective capabilities
in respective entries of the CP management data structure 504 for each of
the wireless terminals 302a-b. [0074]In some example implementations, the
control point 502 can cache P2P capabilities information for different
wireless terminals. In this manner, a wireless terminal need only publish
its capabilities once during a first connection or association with the
control point 502. When the wireless terminal subsequently connects to the
control point 502, that wireless terminal need only publish any new or
different P2P capabilities relative to its previously published P2P
capabilities. In addition, wireless terminals can cache P2P capabilities of
other wireless terminals. For instance, the wireless terminal 302b can
cache the P2P capabilities of the wireless terminal 302a for use during
subsequent connections with the wireless terminal 302a. In this manner, the
control point 502 would need only forward the P2P capabilities of the
wireless terminal 302a to wireless terminals that had not previously
attempted to establish P2P connections with the wireless terminal 302a. In
addition, any time the wireless terminal 302a has been provided with
additional or different P2P capabilities, the control point 502 can
communicate such changes to the wireless terminal 302b. 



[0075]In the message flow of FIG. 15, the control point 502 broadcasts a
station capabilities advertisement 1208 to the wireless terminals 302a-b
and any other wireless terminal in communication with the control point
502. The station capabilities advertisement 1208 can be implemented using
an XML message 1210 including the P2P capabilities and configurations of
WO 2011/039719PCT/1B2010/054409 all the wireless terminals connected to the
control point 502 and available for communicating via P2P connections. In
the illustrated example of FIG. 15, when the wireless terminal 302a elects
to establish a P2P connection with the wireless terminal 302b, the wireless
terminal 302a communicates a connect request message 1212 to the wireless
terminal 302b with its selected service types, and the wireless terminal
302b responds with a connect response message 1214 acknowledging the
selected service types and agreeing to connect. In other example
implementations, the connect request message 1212 and the connect response
message 1214 can be communicated directly between the wireless terminals
302a-b without using the control point 502 as an intermediary service for
these messages. [0076]In some example implementations, to reduce the volume
of communicated information, the control point 502 can be configured to
defer publication of P2P capabilities via the station capabilities
advertisement 1208 until there is some communication between two or more
wireless terminals indicating an interest in establishing a P2P connection.
Thus, prior to wireless terminals showing such interest (e.g., via a
connect request message) in establishing a P2P connection, the control
point 502 can communicate a notification including place-holders or
indirect references such as URIs representative of the different wireless
terminals in a network environment having some P2P capabilities. In some
example implementations, when wireless terminals such as the wireless
terminals 302a-b show some interest in establishing P2P connections, the
wireless terminals 302a-b can exchange their P2P capabilities with one
another while bypassing the control point 502 for this exchange. An
advantage of this type of capabilities exchange is that while the control
point 502 enables the wireless terminals 302a-b to discovery one another
through notifications including indirect references (e.g., URIs), further
WO 2011/039719PCT/1B2010/054409 



resources of the control point 502 need not be spent on further negotiating
P2P capabilities and connections between the wireless terminals 302a-b.
[0077]Returning to the illustrated example of FIG. 15, after a P2P service
type is agreed upon by the wireless terminals 302a-b for establishing a P2P
connection, the wireless terminals 302a-b begin association and wireless
provisioning service (WPS) negotiation communications 1216 directly with
one another without communicating via the control point 502. In this
manner, the wireless terminals 302a-b can associate and provision a P2P
connection with one another. The wireless terminals 302a-b can then
communicate with one another via P2P communications 1218. [0078]FIG. 16
depicts an example message flow diagram representative of a P2P
capabilities dynamic update process facilitated by the control point 502.
As shown, the wireless terminals 302a-b have ongoing P2P communications
1302 as a result of a previous P2P capabilities exchange (e.g., the
messaging exchange of FIG. 15). During the ongoing P2P communications 1302,
the wireless terminal 302a undergoes a state or environmental change 1304.
In the illustrated example, the wireless terminal 302a detects a calendar
event (e.g., a meeting time) and, as a result, the wireless terminal 302a
is placed into a silent mode. In response to detecting the state or
environmental change, the wireless terminal 302a communicates a
capabilities change notification 1306 to the control point 502. The control
point 502, in turn, stores the updated capabilities and communicates the
capabilities through a proxied capabilities exchange update 1308 to other
devices or elements (e.g., the wireless terminal 302b) within the WLAN
infrastructure. In response, the other devices or elements such as the
wireless terminal 302b re-communicate their capabilities information 1310
to the control point 502.  WO 2011/039719PCT/1B2010/054409 [0079]The
control point 502 then processes and mediates the exchanged revised/proxied



capabilities 1312. That is, the control point 502 can manage the
capabilities that the wireless terminals 302a-b have advertised. For
example, the control point 502 can enforce policies between the wireless
terminals 302a-b (i.e., policing the P2P connection). Such policy
enforcement can include re-offering and/or re-submitting requests to the
wireless terminals 302a-b to re-establish or revise P2P connections using
the appropriate revised capabilities. In some example implementations,
policies may be used to limit the type and/or breadth of capabilities
provided to other wireless terminals (e.g., to ensure that the other
wireless terminals are unable to invoke services with an originating
wireless terminal (e.g., a voice call)). [0080]Once capabilities have been
re-established, a series of one or more connection requests for respective
P2P communications are sent by the control point 502 on behalf of the
wireless terminal 302a. In the illustrated example, the control point 502
sends a revised connect request message 1314 to the wireless terminal 302b
to update the ongoing P2P connection between the wireless terminals 302a-b.
In turn, the wireless terminal 302b communicates a connect response message
1316 to the control point 502. The request 1314 and response 1316 negotiate
the capabilities to be used with the available P2P communication path. In
this manner, the wireless terminals 302a-b can continue to communicate via
a P2P connection using revised P2P communications 1318. In the illustrated
example, the ongoing P2P communications 1302 between the wireless terminals
302a-b were capable of carrying VoIP communications. However, the state
change of the wireless terminal 302a causes the wireless terminal 302a to
no longer support VoIP communications while its user is in a meeting. Thus,
the revised P2P communications 1318 support only instant messaging (IM)
communications while the user of the wireless terminal 302a is in the
meeting. WO 2011/039719PCT/1B2010/054409 [0081]The updates depicted in FIG.
16 may also be triggered by state or environmental changes to a WLAN
environment without any direct interaction or involvement by the user of a
wireless terminal. For instance, such WLAN environment changes could
include an AP being re-configured or taken out of service, a new service
being provisioned with the WLAN (e.g., voice or streaming media services),
a WLAN service being shutdown due to preventative maintenance, or a WLAN
printing device or service no longer being accessible due to factors such
as low-toner, out-of-paper, etc. [0082]Turning now to FIGS. 17A-17C, an
example XML schema 1400 for use in arranging P2P capabilities and
configuration information communicated between wireless terminals (e.g.,
the wireless terminals 302a-b) is provided. The schemata 1400 could be
defined by a standards organization, wireless service providers, carriers,
network operators, device manufacturers, etc. From time to time, the
structure of the schemata 1400 may change to enable additional P2P 



capabilities. [0083]An example XML-based P2P capabilities message 1500 is
illustrated in FIGS. 18A and 18B. The XML-based P2P capabilities message
1500 is implemented in accordance with the defined XML schema 1400.
Alternatively, the XML-based P2P capabilities message 1500 could be based
on an XML Document Type Definition (DTD) or a combination of XML Schema and
Resource Description Framework (RDF) XML constructs. The XML-based P2P
capabilities message 1500 indicates P2P capabilities and services
accessible via an AP (e.g., the AP 104). For example, the AP 104 may be in
communication with one or more P2P services including VoIP services,
printing services, streaming media services, emergency calling services,
etc. that can communicate via P2P connections with wireless terminals
(e.g., the wireless terminals 302a-b). In some example implementations, the
information in the XML-based P2P capabilities WO
2011/039719PCT/1B2010/054409 message 1500 could be provisioned from a
central component, relay, or infrastructure (e.g. a BlackBerry Enterprise
Server (BES) component). Such a central configuration component can control
P2P connectivity through a configuration channel using, for example, some
higher layer protocol such as OMA DM or it could be established through
some type of proprietary (nonstandard) network provisioning system.
Alternatively, the XML-based P2P capabilities message 1500 may also be
populated and updated based on dynamic detection of P2P capabilities or
services (e.g., without overt provisioning) accessible via the AP 104.
[0084]In the illustrated example of FIGS. 18A and 18B, the XML-based P2P
capabilities message 1500 indicates that a P2P WLAN infrastructure
accessible via the AP 104 supports two ad-hoc links with prefixes `AH-Linkl
', `AH Link2' (the second link being of a specified link type, that is
`WiFi P2P'). The XML-based P2P capabilities message 1500 also indicates
that the WLAN is configured as an IPV4 based network using DHCP and based
on an IP subnet represented as an IP address and subnet mask (e.g., subnet
192.168.15.0 mask 255.255.255.0 (192.168.15.0/24)). Pre-provisioned
services are shown as including a SkypeTM VoIP service with a
class-of-service defined as `WiFi:Voice', an emergency services access
platform, and a clock service. In the illustrated example, both the WiFi
and clock services are directly able to make use of IPV4 multicasting over
Simple Service Discovery Protocol (SSDP), while the emergency services
access platform may use some other (as yet undefined or yet to be
determined) discovery scheme. In addition, alternate discovery protocols
including UPnP are specified and a mapping is provided for the SkypeTM VoIP
service and for any service containing the word 'Print' in its identifier
(e.g., a printing service identified as PrintingService'). In the
illustrated example, Bonjour discovery protocol is another alternative. The
Bonjour service may WO 2011/039719PCT/1B2010/054409 



be applied to the statically defined clock service or any service with the
word 'Time' in its identifier (e.g., a time synchronization service
identified as NetworkTime'). [0085]Referring now to FIG. 19, an illustrated
example of the wireless terminal 302a of FIGS. 3-11 and 14-16 is shown in
block diagram form. The wireless terminal 302b and any other P2P capable
device configured to implement the example techniques described herein can
be implemented in similar fashion. In the illustrated example, the wireless
terminal 302a includes a processor 1602 that may be used to control the
overall operation of the wireless terminal 302a. The processor 1602 may be
implemented using a controller, a general purpose processor, a digital
signal processor, dedicated hardware, or any combination thereof. [0086]The
wireless terminal 302a also includes a terminal message generator 1604 and
a terminal data parser 1606. The terminal message generator 1604 may be
used to generate messages including the P2P setup information 204 of FIG.
2. The terminal data parser 1606 may be used to retrieve information from
memory (e.g., a RAM 1612). For example, the terminal data parser 1606 can
retrieve ones of the P2P capabilities parameters and configuration
information discussed above in connection with the terminal capabilities
data structure 306. For instance, when the wireless terminal 302a receives
a P2P capabilities message (e.g., the STA2 capabilities XML message 1108),
the capabilities and configuration information can be stored in a memory of
the wireless terminal 302a and retrieved from the memory by the terminal
data parser 1606. [0087]The wireless terminal 302a also includes a
capabilities selector 1608 to select modes, protocols, services or other
P2P setup information for use in negotiating and establishing a P2P
connection with another P2P-capable wireless terminal or service. The
capabilities selector 1608 may be configurable to select communication
modes or parameters based on different factors or  



WO 2011/039719PCT/1B2010/054409 criteria including, for example, user
preferences, wireless terminal resources, WLAN infrastructure resources,
wireless service provider restrictions, P2P application requirements (e.g.,
media streaming, file transfers, PIM synchronization, etc.), etc.
[0088]Although the terminal message generator 1604, the terminal data
parser 1606, and the capabilities selector 1608 are shown as separate from
and connected to the processor 1602 in FIG. 19, in some example
implementations, the terminal message generator 1604, the terminal data
parser 1606, and the capabilities selector 1608 may be implemented in the
processor 1602 and/or in a wireless communication subsystem (e.g., a
wireless communication subsystem 1620). The terminal message generator
1604, the terminal data parser 1606, and the capabilities selector 1608 may
be implemented using any desired combination of hardware, firmware, and/or
software. For example, one or more integrated circuits, discrete
semiconductor components, and/or passive electronic components may be used.
Thus, for example, the terminal message generator 1604, the terminal data
parser 1606, and the capabilities selector 1608, or parts thereof, could be
implemented using one or more circuit(s), programmable processor(s),
application specific integrated circuit(s) (ASIC(s)), programmable logic
device(s) (PLD(s)), field programmable logic device(s) (FPLD(s)), etc. The
terminal message generator 1604, the terminal data parser 1606, and the
capabilities selector 1608, or parts thereof, may be implemented using
instructions, code, and/or other software and/or firmware, etc. stored on a
machine accessible medium and executable by, for example, a processor
(e.g., the example processor 1602). When any of the appended claims are
read to cover a purely software implementation, at least one of the
terminal message generator 1604, the terminal data parser 1606, or the
capabilities selector 1608 is hereby expressly defined to include a
tangible medium such as a solid state memory, a magnetic memory, a DVD, a
CD, etc. WO 2011/039719PCT/1B2010/054409 [0089]The example wireless
terminal 302a shown in FIG. 19 also includes a FLASH memory 1610, a random
access memory (RAM) 1612, and an expandable memory interface 1614
communicatively coupled to the processor 1602. The FLASH memory 1610 can be
used to, for example, store computer readable instructions and/or data. In
some example implementations, the FLASH memory 1610 can be used to store
one or more of the data structures discussed above in connection with FIGS.
3, 6, 12, 13-15, 17A-17C, 18A, and 18B associated with the wireless
terminal 302a and/or the control point 502 when implemented using the
wireless terminal 302a. The RAM 1612 can also be used to, for example,
store data and/or instructions. In addition, instructions used to implement
the control point 502 could be stored in the FLASH memory 1610 and/or in
the RAM 1612. In some example implementations, the instructions for the
control point 502 could be stored in expandable memory and indirectly
addressable via the expandable memory interface 1614. In any case, the
functions forming the operation of the control point 502 would be executed
either in whole or in part by the processor 1602 executing the
instructions. [0090]The wireless terminal 302a is provided with a security
hardware interface 1616 to 



receive a SIM card from a wireless service provider. A SIM card may be used
to provide P2P capabilities allowed by a service provider for use by the
wireless terminal 302a to establish P2P connections with other P2P-capable
devices or services. The wireless terminal 302a is also provided with an
external data I/O interface 1618. The external data I/O interface 1618 may
be used by a user to transfer information to and from the wireless terminal
302a through a wired medium. [0091]The wireless terminal 302a is provided
with a wireless communication subsystem 1620 to enable wireless
communications with WLAN APs (e.g., the AP 104) and other wireless  WO
2011/039719PCT/1B2010/054409 terminals (e.g., the wireless terminal 302b).
Although not shown, the wireless terminal 302a may also have a long-range
communication subsystem to receive messages from, and send messages to, a
cellular wireless network. In the illustrated examples described herein,
the wireless communication subsystem 1620 can be configured in accordance
with the IEEE(r) 802.11 standard. In other example implementations, the
wireless communication subsystem 1620 can be implemented using a BLUETOOTHO
radio, a ZIGBEEO device, a wireless USB device, or an ultra-wideband (UWB)
radio (e.g., WiMax). [0092]To enable a user to use and interact with or via
the wireless terminal 302a, the wireless terminal 302a is provided with a
speaker 1622, a microphone 1624, a display 1626, and a user input interface
1628. The display 1626 can be an LCD display, an e-paper display, etc. The
user input interface 1628 could be an alphanumeric keyboard and/or
telephone-type keypad, a multi-direction actuator or roller wheel with
dynamic button pressing capability, a touch panel, etc. As discussed above,
the example methods and apparatus described herein can also be
advantageously used in connection with wireless terminals that do not have
user interfaces and, thus, the speaker 1622, the microphone 1624, the
display 1626, the user input interface 1628, and/or any combination thereof
may be optionally omitted. In the illustrated example, the wireless
terminal 302a is a battery-powered device and is, thus, provided with a
battery 1630 and a battery interface 1632. 



[0093]Turning now to FIG. 20, an example of the control point 502 is shown
in block diagram form. As shown, the control point 502 includes a
communication interface 1702, a data store interface 1704, a control point
message generator 1706, a control point data parser 1708, and a
capabilities identifier 1710. The communication interface 1702, the data
store interface 1704, the control point message generator 1706, the control
point data parser 1708, and the  WO 2011/039719PCT/1B2010/054409
capabilities identifier 1710 may be implemented using any desired
combination of hardware, firmware, and/or software. For example, one or
more integrated circuits, discrete semiconductor components, and/or passive
electronic components may be used. Thus, for example, the communication
interface 1702, the data store interface 1704, the control point message
generator 1706, the control point data parser 1708, and the capabilities
identifier 1710, or parts thereof, could be implemented using one or more
circuit(s), programmable processor(s), application specific integrated
circuit(s) (ASIC(s)), programmable logic device(s) (PLD(s)), field
programmable logic device(s) (FPLD(s)), etc. The communication interface
1702, the data store interface 1704, the control point message generator
1706, the control point data parser 1708, and the capabilities identifier
1710, or parts thereof, may be implemented using instructions, code, and/or
other software and/or firmware, etc. stored on a machine accessible medium
and executable by, for example, a processor (e.g., the example processor
1602 of FIG. 19). When any of the appended claims are read to cover a
purely software implementation, at least one of the communication interface
1702, the data store interface 1704, the control point message generator
1706, the control point data parser 1708, or the capabilities identifier
1710 is hereby expressly defined to include a tangible medium such as a
solid state memory, a magnetic memory, a DVD, a CD, etc. [0094]Turning in
detail to FIG. 20, to exchange communications with P2P-capable devices or
services (e.g., the wireless terminals 302a-b), the control point 502 is
provided with the communication interface 1702. To store and retrieve P2P
capabilities and configuration information and P2P connection status
information to and from a memory, the control point 502 is provided with
the data store interface 1704. For example, the data store interface 1704
can enable the control point 502 to access the control point management
data structure 504 of FIGS.  



WO 2011/039719PCT/1B2010/054409 6 and 13. To generate messages, the control
point 502 is provided with the control point message generator 1706. To
retrieve P2P capabilities and other information received from P2Pcapable
devices or services via capabilities messages, the control point 502 is
provided with a control point data parser 1708. To identify different P2P
capabilities associated with different P2P-capable devices and services and
received via capabilities messages, the control point 502 is provided with
the capabilities identifier 1710. [0095]FIGS. 21A, 21B, 22, and 23 depict
example flow diagrams representative of example processes that may be
implemented using computer readable instructions that may be used to
exchange P2P capabilities and configuration information and establish P2P
connections between P2P-capable devices and/or services. The example
operations of FIGS. 21A, 21B, 22, and 23 may be performed using a
processor, a controller and/or any other suitable processing device. For
example, the example operations of FIGS. 21A, 21B, 22, and 23 may be
implemented using coded instructions stored on a tangible medium such as a
flash memory, a read-only memory (ROM) and/or random-access memory (RAM)
associated with a processor (e.g., the processor 1602 of FIG. 19).
Alternatively, some or all of the example operations of FIGS. 21A, 21B, 22,
and 23 may be implemented using any combination(s) of application specific
integrated circuit(s) (ASIC(s)), programmable logic device(s) (PLD(s)),
field programmable logic device(s) (FPLD(s)), discrete logic, hardware,
firmware, etc. Also, some or all of the example operations of FIGS. 21A,
21B, 22, and 23 may be implemented manually or as any combination(s) of any
of the foregoing techniques, for example, any combination of firmware,
software, discrete logic and/or hardware. Further, although the example
operations of FIGS. 21A, 21B, 22, and 23 are described with reference to
the flow diagrams of FIGS. 21A, 21B, 22, and 23, other methods of
implementing the operations of FIGS. 21A, 21B, 22, and 23 may be employed.
For example, the WO 2011/039719PCT/1B2010/054409 order of execution of the
blocks may be changed, and/or some of the blocks described may be changed,
eliminated, sub-divided, or combined. Additionally, any or all of the
example operations of FIGS. 21A, 21B, 22, and 23 may be performed
sequentially and/or in parallel by, for example, separate processing
threads, processors, devices, discrete logic, circuits, etc. [0096]The
example flow diagrams of FIGS. 21A and 21B include a STA1 process 1802 and 



an STA2 process 1804 that cooperatively interact to facilitate
communication between the wireless terminals 302a and 302b. In the
illustrated example, the STA1 process 1802 is implemented using the
wireless terminal 302a and the STA2 process 1804 is implemented using the
wireless terminal 302b. The flow diagram of FIGS. 21A and 21B is described
in connection with the example message flow of FIG. 14 and can be performed
without use of the control point 502. [0097]Turning in detail to FIGS. 21A
and 21B, initially, the wireless terminal 302b broadcasts the P2P discovery
message 1102 of FIG. 14 (block 1806) (FIG. 21A) to discover other
P2P-capable devices in communication with the same WLAN infrastructure as
the wireless terminal 302b. In the illustrated example, the wireless
terminal 302b receives the P2P discovery message via the AP 104 (block
1808). The terminal message generator 1604 generates a P2P capabilities
message (block 1810) in the form of the STA1 P2P capabilities message 1106
of FIG. 14, and the wireless terminal 302a communicates the STA1 P2P
capabilities message 1106 to the wireless terminal 302b (block 1812). Any
wireless terminal that receives the P2P discovery message 1102 broadcasted
by the wireless terminal 302b and that does not support P2P communications
ignores the received broadcasted message and, therefore, the process would
end without any further operations. WO 2011/039719PCT/1B2010/054409
[0098]The wireless terminal 302b receives the STA1 P2P capabilities message
1106 via the AP 104 (block 1818). A terminal data parser (e.g., similar to
the terminal data parser 1606 of FIG. 19) of the wireless terminal 302b
identifies the P2P capabilities indicated in the STA1 P2P capabilities
message 1106, and the wireless terminal 302b determines whether it supports
any common or compatible P2P capabilities (block 1820). If the wireless
terminal 302b does not support any compatible P2P capabilities (block
1820), the wireless terminal 302b can continue to search for other
compatible P2P devices or services (block 1822), in which case, control
returns to block 1818 to receive another P2P capabilities message from
another device or service. Alternatively, if the wireless terminal 302b
does not support any compatible P2P capabilities (block 1820), the process
could end without further operations if the wireless terminal 302b is not
to receive other P2P capabilities messages. Such a process termination
could be a matter of choice based on, for example, a user preference or a
user supplied response to a message indicating that no P2P capabilities of
the wireless terminal 302a matched P2P capabilities of the wireless
terminal 302b. [0099]If the wireless terminal 302b does support one or more
common or compatible P2P 



capabilities, a terminal message generator of the wireless terminal 302b
generates a capabilities response message (block 1824) in the form of the
STA2 P2P capabilities XML message 1108 of FIG. 14. The wireless terminal
302b then communicates the STA2 P2P capabilities XML message 1108 (block
1826) to the wireless terminal 302a. [00100] The wireless terminal 302a
receives the STA2 P2P capabilities XML message 1108 via the AP 104 (block
1828). The capabilities selector 1608 then selects P2P connection
parameters (e.g., the P2P modes and configurations) to propose to the
wireless terminal 302b for establishing a P2P connection between the
wireless terminals 302a-b. Such P2P capabilities  WO
2011/039719PCT/1B2010/054409 selection can be based on one or more criteria
or factors including, for example, wireless terminal resources, WLAN
infrastructure resources, wireless service provider restrictions, P2P
application requirements (e.g., media streaming, file transfers, PIM
synchronization, etc.), user preference, etc. The terminal message
generator 1604 of FIG. 19 generates the connect request message 1110 of
FIG. 14 with the selected P2P parameters (block 1832), and the wireless
terminal 302a communicates the connect request message 1110 to the wireless
terminal 302b (block 1834). [00101] The wireless terminal 302b receives the
connect request message 1110 via the AP 104 (block 1836) and generates the
connect response message 1112 of FIG. 14 (block 1838). For example, if the
P2P capabilities and configuration information including a minimum QoS
and/or class of service level are acceptable to the wireless terminal 302b,
then the wireless terminal 302b can agree to establish a P2P connection
with the wireless terminal 302a based on the proposed P2P capabilities and
configuration information. The wireless terminal 302b then communicates the
connect response message 1112 to the wireless terminal 302a (block 1840)
(FIG. 21B). [00102] The wireless terminal 302a receives the connect
response message 1112 via the AP 104 (block 1842) and configures a profile
for direct P2P communications with the wireless terminal 302b (i.e., STA2)
(block 1844). For example, the wireless terminal 302a can provision a P2P
connection using the IP address of the wireless terminal 302b and/or any
other information required by the agreed upon P2P mode of communication.
The wireless terminal 302a then communicates a proposed P2P association and
provisioning message to the wireless terminal 302b (block 1846). 



WO 2011/039719PCT/1B2010/054409 [00103] The wireless terminal 302b receives
the proposed P2P association and provisioning message from the wireless
terminal 302a (i.e., STA1) (block 1848) and configures a profile for direct
P2P communications with the wireless terminal 302a (block 1850). In this
manner, the wireless terminals 302a-b establish a P2P connection (e.g., the
P2P connection 304 of FIG. 3 or 406 of FIG. 4). Although a single P2P
association and provisioning exchange is shown in connection with blocks
1846 and 1848, such association and provisioning may require more than one
messaging exchange to establish a P2P connection. After the P2P connection
is established or if the wireless terminal 302b determines that it should
not continue to search for any other P2P-capable devices (block 1822 (FIG.
21A)), the example processes of FIGS. 21A and 21B end. [00104] FIG. 22
depicts a flow diagram representative of example processes, which may be
implemented using computer readable instructions to discover P2P
capabilities using the control point 502 and establish P2P connections
between wireless terminals (e.g., the wireless terminals 302a-b). In the
illustrated example, an STA1 process 1902 is implemented using the wireless
terminal 302a and a CP process 1904 is implemented using the control point
502. The flow diagram of FIG. 22 is described in connection with the
example message flow of FIG. 15. [00105] Turning in detail to FIG. 22,
initially, the wireless terminal 302a and the control point 502 exchange
the broadcasted P2P discovery messages 1202 of FIG. 15 (blocks 1906 and
1908) to allow the wireless terminal 302a to discover other P2P-capable
devices in communication with the same WLAN infrastructure as the wireless
terminal 302a. The terminal message generator 1604 generates a P2P
capabilities message (block 1910) in the form of the STA1 P2P capabilities
message 1106 of FIG. 15, and the wireless terminal 302a communicates the
STA1 P2P capabilities message 1106 to the control point 502 (block 1912).
WO 2011/039719PCT/1B2010/054409 [00106] The control point 502 receives the
STA1 P2P capabilities message 1106 (block 1914), and the data store
interface 1704 (FIG. 20) stores the P2P capabilities of the wireless
terminal 302a in a data structure (e.g., the CP management data structure
504 of FIGS. 6 and 13) (block 1916). The control point 502 then broadcasts
the P2P capabilities advertisement 1208 (FIG. 15) indicative of the P2P
capabilities of all available wireless terminals and P2P-capable services
in communication with the control point 502. For example, the data store
interface 1704 can retrieve the P2P capabilities and corresponding wireless
terminal identifiers from the CP management data structure 504, and the
control point message generator 1706 can generate the P2P capabilities
advertisement 1208. 



[00107] The wireless terminal 302a receives the P2P capabilities
advertisement 1208 from the control point 502 (block 1920). The
capabilities selector 1608 (FIG. 19) then selects a station, wireless
terminal or service with which to connect (block 1922) based on the
advertisement 1208. In the illustrated example, the wireless terminal 302a
selects to connect with the wireless terminal 302b. In addition, the
capabilities selector 1608 selects P2P connection parameters (e.g., the P2P
modes and configurations) to propose to the wireless terminal 302b for
establishing a P2P connection between the wireless terminals 302a-b. Such
P2P capabilities selection can be based on one or more criteria or factors
including, for example, wireless terminal resources, WLAN infrastructure
resources, wireless service provider restrictions, P2P application
requirements (e.g., media streaming, file transfers, PIM synchronization,
etc.), user preference, etc. The terminal message generator 1604 (FIG. 19)
generates the connect request message 1212 of FIG. 15 with the selected P2P
parameters (block 1926), and the wireless terminal 302a communicates the
connect request message 1212 to the control point 502 (block 1928).  WO
2011/039719PCT/1B2010/054409 [00108] The control point 502 receives the
connect request message 1212 (block 1930) and proxies the connect request
message to the indicated station (block 1932). In the illustrated example,
the indicated station is the wireless terminal 302b. The control point 502
then receives the connect response message 1214 (FIG. 15) from the wireless
terminal 302b (block 1934) and proxies the connect response message 1214 to
the wireless terminal 302a (i.e., STA1) (block 1936). [00109] The wireless
terminal 302a receives the connect response message 1214 (block 1938). The
wireless terminal 302a negotiates association and provisioning directly
with the wireless terminal 302b (block 1940) without using the control
point 502 and establishes a P2P connection with the wireless terminal 302b
(block 1942). The example processes of FIG. 22 then end. [00110] FIG. 23
depicts a flow diagram representative of example processes, which may be
implemented using computer readable instructions to dynamically update P2P
capabilities of wireless terminals using the control point 502 and update
established P2P connections between those wireless terminals. In the
illustrated example, an STA1 process 2002 is implemented using the wireless
terminal 302a and a CP process 2004 is implemented using the control point
502. The flow diagram of FIG. 23 is described in connection with the
example message flow of FIG. 16. Initially, the wireless terminal 302a
detects a state change that affects the corresponding composition of P2P
service types and/or P2P capabilities of the wireless terminal 302a (block
2006). The terminal message generator 1604 generates a revised P2P
capabilities message (block 2008) in the form of the capabilities change
notification 1306 of FIG. 16, and the wireless terminal 302a communicates
the capabilities change notification 1306 to the control point 502 (block
2010).  WO 2011/039719PCT/1B2010/054409 [00111] The control point 502
receives the capabilities change notification 1306 (block 2012) and stores
the revised P2P capabilities of the wireless terminal 302a (i.e., STA1)
(either directly or indirectly via a URI) in the CP management data
structure 504 of FIGS. 6 and 13 (block 2014). The control point 502 then
proxies the revised P2P capabilities to the wireless terminal 302b (i.e.,
STA2) (block 2016) and receives a P2P capabilities message from the
wireless terminal 302b (block 2018). The control point 502 mediates the P2P
capabilities change (block 2020) by, for example, ensuring that the
wireless terminals 302a-b still have common or compatible P2P capabilities
and by forming the revised connect request message 1314 (FIG. 16) based on
the changed P2P capabilities to revise the P2P connection between the
wireless terminals 302a-b. The control point 502 then communicates a
revised connect request message 1314 on behalf of the wireless terminal
302a to the wireless terminal 302b (block 2022) and receives the connect
response message 1316 (FIG. 16) from the wireless terminal 302b (block
2024). If the wireless terminal 302b agrees to the revised P2P connection,
the control point 502 revises the P2P connection between the wireless
terminals 302a-b (block 2026). The processes of FIG. 23 then end. 



[00112] Although certain methods, apparatus, and articles of manufacture
have been described herein, the scope of coverage of this patent is not
limited thereto. To the contrary, this patent covers all methods,
apparatus, and articles of manufacture fairly falling within the scope of
the appended claims either literally or under the doctrine of equivalents.
WO 2011/039719PCT/1B2010/054409 What is Claimed is: 1. A method to
establish peer-to-peer communications, the method comprising: receiving
first information associated with a peer-to-peer communication capability;
and communicating the first information to facilitate a peer-to-peer
communication. 2. The method of claim 1, further comprising: receiving a
second information associated with a peer-to-peer capability; and
communicating the second information to facilitate the peer-to-peer
capabilities exchange. 3. The method of claim 2, wherein the second
information being different from the first information. 



4. The method of claim 1, further comprising receiving a plurality of first
information; and determining one of the plurality of first information that
meet a criteria. 5. The method of claiml, further comprising: receiving a
third information from another peer; and communicating the third
information to facilitate a peer-to-peer communication with the another
peer. 6. The method of claim 1, further comprising receiving request for a
peer-to-peer communication, the request containing at least a criteria for
a service; and determining, based on the criteria contained in the first
information , whether the capabilities meet the criteria. 7. A method to
establish a peer-to-peer communication, the method comprising: determining
a desired service, the service requiring at least one criteria; sending a
request for information, the request for information containing at least
one of a service or a criteria; 



receiving a response to the request, the response containing at least one
capabilities information of a first peer; and establishing a peer-to-peer
communication with the first peer. 8. The method of claim 7, wherein the
capabilities information received in the response at least meets the
criteria for the service. 9. The method claim 7, further comprising
receiving a second information containing a second information criteria;
and modifying the service based on the second criteria. 10. The method of
claim 9, further comprising releasing the peer-to-peer communication when
the second information capabilities does not meet the criteria for the
service. 11. The method of claim 9, wherein the service is modified based
on the received capabilities information received in the response. 12. The
method of claim 7, further comprising receiving a third information
capabilities from another peer. 13. The method of claim 12, further
comprising establishing a peer-to-peer communication with the another peer
when the third information capabilities at least meets the criteria for the
service. 



14. A device for establishing peer-to-peer communications, the device
comprising: a processor configured to: receive first information associated
with a peer-to-peer communication capability; and communicate the first
information to facilitate a peer-to-peer communication. 15. The device of
claim 14, wherein the processor is further configured to: receive a second
information associated with a peer-to-peer capability; and communicate the
second information to facilitate the peer-to-peer capabilities exchange.
16. The device of claim 15, wherein the second information being different
from the first information. 



17. The device of claim 14, wherein the processor is further configured to:
receive a plurality of first information; and determine one of the
plurality of first information that meet a criteria. 18. The device of
claim 14, wherein the processor is further configured to: receive a third
information from another peer; and communicate the third information to
facilitate a peer-to-peer communication with the another peer. 19. The
device of claim 14, wherein the processor is further configured to: receive
a request for a peer-to-peer communication, the request containing at least
a criteria for a service; and determining, based on the criteria received
in the first information, if the capabilities at least meet the criteria.
20. A device for establishing a peer-to-peer communication, the device
comprising: a processor configure to: 



determine a desired service, the service requiring at least one criteria;
send a request for information, the request for information containing at
least one of a service or a criteria; receive a response to the request,
the response containing at least one capabilities information of a first
peer; and establish a peer-to-peer communication with the first peer. 21.
The device of claim 20, wherein the capabilities information received in
the response at least meets the criteria for the service. 22. The device
claim 20, wherein the processor is further configured to:   receive a
second information containing a second information criteria; and modify the
service based on the second criteria. 



23. The device of claim 22, wherein the processor is further configured to:
release the peer-to-peer communication when the second information
capabilities does not meet the criteria for the service. 24. The device of
claim 22, wherein the service is modified based on the received
capabilities information received in the response. 25. The device of claim
20, wherein the processor is further configured to: receive a third
information capabilities from another peer. 26. The device of claim 25,
wherein the processor is further configured to: establish a peer-to-peer
communication with the another peer when the third information capabilities
at least meets the criteria for the service. 




