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METHOD AND APPARATUS FOR GENERATING CERTIFIED USER DATA

TECHNICAL FIELD

The present invention lies generally in the technical field of information security. In particular, the present

invention concerns a method of generating certified user data that cannot be associated with a specific user

without the cooperation of a trustee system.

BACKGROUND

Many people have one or more digital identities in addition to their official/legal identity, and many digital

platforms require only a digital identity, which may be unique to the platform, for a person to operate on that

platform. In many contexts, the digital identity is a customer account or 'log-in' that enables interaction with

a digital platform.

In some scenarios, for example obtaining a licence to drive a motor vehicle or to interact with a tax

authority, there exists a need to ensure that a person's official identity, or at least a person's personal

information, is verified prior to allocating a digital identity. For example, a digital ID to access a government

platform is only provided after proof of ID. In some other scenarios, interacting with a second entity may rely

on a previous verification that has been undertaken by a first entity, for example, a bank implicitly relies on

the previous verification of a person's official identity when that person produces a passport to prove their ID

when opening an account. In these scenarios, the first entity (e.g. a government authority) might collude with

the second entity (e.g. a bank) to track a user's actions on the digital platform of  the second entity.

The use of digital identities without verification of the underlying official identities and personal

information can give rise to socially or legally unacceptable pseudonymity. For example, trolling, deliberate

misinformation, and abusive commentary in online media may be exercised without ultimate accountability

because the responsible individual cannot be identified. Alternatively, without verification, an identity may be

'spoofed', leading to potentially fraudulent activity.

In many scenarios, for example obtaining a licence to drive a motor vehicle or to interact with a tax

authority, it has long been agreed that there exists a need to ensure that a person's official identity is verified

prior to allocating a digital identity. Increasingly many digital platforms are realising that the need for a verified

identity, or at least some verified personal information, applies to their services as well, either to remain in

compliance with regulations or to improve user experiences.

However, there is an important privacy consequence of verifying an individual's official identity and/or

personal information. If the process of verifying, certifying, and storing official identities or personal

information exposes or stores the link between a pseudonym and that official identity or personal information,

then the privacy veil of such pseudonymisation is compromised or is susceptible to misuse because the

verifying/certifying entity has knowledge of the link between the digital and official identities/personal

information. Moreover, such a repository of links is a natural target to attack by a malicious entity such as a

hacker, and if compromised, the links between pseudonyms and corresponding official identities/personal

information may be obtained.

In view of this, there exists a need for a secure method of providing the benefits of identity verification

while preserving the privacy properties of pseudonyms in a manner that avoids increased risk of underlying

leakage of personal and identifying information into the digital domain.

SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a computer-implemented method of

providing an authenticated certificate to be modified in the generation of certified user data, the method
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comprising the steps of:

verifying user data, wherein the user data comprises personal information of a user;

associating the verified user data with a first set of data;

creating the authenticated certificate to be modified in the generation of the certified user data, wherein

the authenticated certificate comprises a modifiable portion including an indication of the first set of data;

providing the authenticated certificate for the generation of the certified user data,

wherein the modifiable portion is modifiable such that, when modified, the authenticated certificate

can no longer be associated with the verified user data.

In some embodiments the first set of data comprises one or more of a token, a database reference, or a

serial number.

In some embodiments the method further comprises the step of encrypting the first set of data to form an

encrypted first set of data, and the encrypted first set of data forms the indication of  the first set of data.

In some embodiments the modifiable portion of the created authenticated certificate comprises an

identifier of the entity creating the authenticated certificate, and optionally, wherein the identifier comprises a

signature signed using the entity's private key.

In some embodiments the modifiable portion comprises a re-randomizable portion.

In some embodiments the method further comprises the step of storing the association between the first

set of data and the verified user data.

In some embodiments the step of encrypting occurs using a public key of a trustee system.

In some embodiments the method further comprises the step of modifying the modifiable portion of the

authenticated certificate to generate the certified user data.

In some embodiments, the method further comprises the step of storing auxiliary data, wherein the

auxiliary data comprises an association between the verified user data and an encrypted version of an indication

of the certified user data, and optionally, wherein the encryption to create the encrypted version of an indication

of the certified user data occurs using a public key of a trustee system.

In some embodiments the personal information comprises identifying information.

In some embodiments, the certified user data comprises a cryptographic key of the user.

According to a second aspect of the present invention, there is provided a computer-implemented method

of enabling the characterization of an unknown user from certified user data, wherein the certified user data

comprises a modified portion of an authenticated certificate, the modified portion comprising a first set of data

that has been encrypted, the authenticated certificate further comprising an identifier of an associating entity,

the first set of data having been associated with verified user data by the associating entity prior to modification

of the portion, the verified user data comprising personal information of the unknown user, the method

comprising the steps of:

receiving, from a requestor, a request comprising an indication of the certified user data;

decrypting the encrypted first set of data of the modified portion comprised in the certified user data,

to provide the first set of data; and

providing, to the requestor, the first set of data associated with the verified user data to enable the

characterization of the unknown user.

In some embodiments the identifier of the associating entity comprises one or more of: (i) a signature

signed using the associating entity's private key, and optionally, wherein the signature is comprised within the

modified portion; and (ii) a public key of the associating entity comprised within the authenticated certificate,

and optionally, wherein the public key is comprised within an unmodified portion of the authenticated

certificate.

In some embodiments the first set of data comprises one or more of a token, a database reference, or a
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serial number. In the same or other embodiments, the method is executed by a trustee system and the first set

of data has been encrypted using a public key of  the trustee system.

In some embodiments the modified portion is a re-randomized portion and wherein the modification is a

re-randomization.

In some embodiments the method further comprises the step of authorising the request from the requestor

to enable the characterization of the unknown user. In some such embodiments, the method is performed by a

plurality of trustee systems, and the step of decrypting the encrypted first set of data of the modified portion

comprised in the certified user data occurs only if the number of trustee systems within the plurality of trustee

systems authorising the request meets a threshold number.

In some embodiments the method further comprises the step of checking the validity of the identifier of

the associating entity.

In some embodiments the associating of the first set of data with the verified user data occurs prior to the

encryption of the first set of data.

In some embodiments the personal information is identifying information and the method is a method of

enabling the identification of an unknown user from certified user data.

According to a third aspect of the present invention, there is provided a computer-implemented method

of characterizing an unknown user from certified user data, wherein the certified user data comprises a

modified portion of an authenticated certificate, the modified portion comprising a first set of data that has

been encrypted, the authenticated certificate further comprising an identifier of an associating entity, the first

set of data having been associated with verified user data by the associating entity prior to modification of the

portion, the verified user data comprising personal information of the unknown user, the method comprising

the steps of:

providing, to one or more trustee systems, an indication of the certified user data;

receiving, from the one or more trustee systems, the first set of data;

providing, to the associating entity, the first set of data; and

receiving, from the associating entity, verified user data comprising personal information of the

unknown user.

In some embodiments the identifier of the associating entity comprises one or more of: a signature signed

using the associating entity's private key, and optionally, wherein the signature is comprised within the

modified portion; and a public key of the associating entity comprised within the authenticated certificate, and

optionally, wherein the public key is comprised within an unmodified portion of the authenticated certificate.

In some embodiments the first set of data comprises one or more of a token, a database reference, or a

serial number.

In some embodiments the modified portion is a re-randomized portion and wherein the modification is a

re-randomization.

In some embodiments the method further comprises at least one of publishing the personal information

of the unknown user; storing the personal information of the unknown user; sanctioning the user or subjecting

the user to prosecution; selecting a second certified user data, wherein the selection of the second certified user

data is made based on the personal information of the first certified user data; and, adding the user's personal

information to a blacklist.

In some embodiments the associating of the first set of data with the verified user data occurs prior to the

encryption of the first set of data.

In some embodiments the personal information is identifying information. and the method is a method of

identifying an unknown user from certified user data.

According to a fourth aspect of the present invention, there is a method comprising the steps of the first
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there is a method comprising the steps of the first aspect or one of its embodiments with the steps of the third

aspect or one of its embodiments. Further alternatively, there is a method comprising the steps of the second

aspect or one of its embodiments with the steps of the third aspect or one of its embodiments. Still further

alternatively, there is a method comprising the steps of the first aspect or one of its embodiments with the steps

of  the second aspect or one of its embodiments and with the steps of the third aspect or one of its embodiments.

According to a fifth aspect of the present invention, there is a computer program product comprising

instructions that, when executed, cause one or more processor(s) to perform the method of one of the previous

aspects.

According to a sixth aspect of the present invention, there is a computer readable medium comprising

instructions that, when executed, cause one or more processor(s) to perform the method of one of the previous

aspects.

According to a seventh aspect of the present invention, there is one or more processor(s) configured to

execute the method of one of the previous aspects.

BRIEF DESCRIPTION OF THE FIGURES

Figure 1 is a block diagram of the architecture of a system capable of executing a method of providing an

authenticated certificate to be modified in the generation of certified user data.

Figure 2 is a block diagram of the certified user data that may be produced by the system of Figure 1.

Figure 3 is a flow diagram of a method of providing an authenticated certificate to be modified in the

generation of certified user data, and of the modification of that authenticated certificate.

Figure 4 is a block diagram of the architecture of a system of characterizing an unknown user from

certified user data and of enabling the characterization of that unknown user.

DETAILED DESCRIPTION

The following detailed disclosure outlines the features of specific embodiments of the present invention.

In addition, some (but by no means all) variants of the specific embodiment that might be implemented whilst

still falling under the scope of the present invention are also described. Whilst the following description is

subdivided into sections in order to aid the skilled person's comprehension of the subject-matter, the specific

substructure of the detailed description should not be seen as delimiting individual embodiments of the

invention. On the contrary, features of the various sections may be combined as appropriate.

Reference to the features shown in each of Figures 1 to 4 should be made in order to understand the

principles of the present invention as outlined below. Nevertheless the present invention is defined only by the

appended claims.

As used herein, the term "personal information" refers to information that permits an individual to be

characterized. For example, personal information may be an individual's residency or nationality.

Alternatively, the personal information may be an account detail, such as a social media account (e.g. on

Facebook, or Twitter), or a public identifier, such as a writer's pen name. Alternatively, the personal

information may be an IP address associated with an individual's device. In some instances, personal

40 information may be identifying information that that enables the official identity of a natural or legal person

to be identified. For a natural person, examples of identifying information include a passport, driving licence

or birth certificate. For a legal person such as a company or a trust, identifying information may be original

articles of incorporation or an original deed of trust. Identifying information may be in real or digital form

(such as a scan or a photo of an original document), but in each case, enables the official identity of a

45 natural/legal person to be identified.
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As used herein, the term "characterizing", where a user is being characterized, means the determination

of personal information that was previously unknown, but which does not necessarily enable a user's

official/legal identity to be revealed. For example, the user's nationality or residency, when such information

was previously unknown, is information that characterizes the user. However, knowledge of a user's

nationality does not enable a user's official identity to be determined but is nevertheless personal information

about the user. Similarly, a user might be characterized by being an employee of a company or organisation,

which is personal and potentially private information about the user, but which does not permit the official

identity of an individual to be determined.

As used herein, the term "private information" refers to information that is encompassed within the

personal information, and maybe within the identifying information. For example, if the personal information

comprises identifying information, identifying information includes a photo of a natural person, the private

information may be any biometric information extractable from that photo. Alternatively, if the identifying

information includes an address, then such an address may also be private information. However, private

information may also be captured inside personal information that is not identifying information, such as an

individual's residency, or domicile for tax purposes. Such information is private in the sense that it should not

be disseminated on more than a need-to-know basis but does not necessarily permit the legal/official identity

of an individual to be determined.

As used herein, the term "associating" two or more entities/objects refers to the establishment of a link

between two or more previously unrelated entities/objects such that, as a result of the association, a first one

of the entities/objects may be recognised to have a connection or relationship to the second one of the

entities/objects.

As used herein, an "authenticated certificate" refers to data that is produced by a digital identity provider

which indicates that personal information of a user has been successfully verified and that verified user data

has been created. The authenticated certificate is data that has been certified by a competent authority and

includes a modifiable portion and in some instances, an unmodifiable portion. The authenticated certificate, or

part thereof, is linked to a user's personal information via the verified user data and the existence of an

authenticated certificate demonstrates successful completion of the verification. The digital identity provider

responsible for creating the authenticated certificate is able to associate the certificate, or a portion of it, with

the verified user data.

As used herein the term "certified user data" refers to user data that is representative of the successful

completion of a verification process by a competent authority, and of  the creation of an authenticated certificate.

However, certified user data contrasts with the authenticated certificate in that the digital identity provider

responsible for creating the authenticated certificate cannot associate the certified user data, nor a portion of it,

with the verified user data, without the cooperation of a trustee system.

The methods and system architectures described herein may be executed on any device incorporating a

processor, such as a computer, a mobile phone, tablet, PDA, local network, cloud-network or similar. The

processor is able to execute instructions that are stored in associated memory, in order to carry out the described

steps. The processor may comprise more than one core, and/or may be running on a virtual machine. In some

instances, the processor may be a series of processors in a distributed computing system, such as computers

on a network. If distributed, part or all of the methods may be executed on different processors, cores or

networks.

Providing a digital identity

Figure 1 shows a high-level block diagram of a system architecture that can execute the computer

implemented method according to the present invention. In the first step of  the method, user 100 sends personal

information 150 to a digital identity provider 200. The personal information may be, for example, the user's
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driving licence. Since a driving licence comprises personal information that enables a user's residency to be

determined from their address, the licence comprises private information that should only be shared on a need-

to-know basis. Further, since the licence also enables the user 100 to be identified (i.e. it enables their official

identity to be determined) via a user's name, date of birth and address, the driving licence also comprises

identifying information that includes private information that should only be shared on a need-to-know basis.

The form of the personal information 150 may be an original copy of the user's driving licence or

previously certified copy of the user's driving licence (for example, sent by recorded mail or through the post

to the digital identity provider 200). Alternatively, the personal information 150 sent to the digital identity

provider 200 may itself be a digital copy of the driving licence, for example, a scan or photo of the original

document or other data that includes embedded within it the information present on the driving licence, such

as the user's name and address.

As also shown in Figure 1, the digital identity provider 200 is an entity whose function is to verify the

authenticity of the personal information 150 provided to it by the user 100, and to issue an authenticated

certificate 400 to that user 100 that confirms that the user has undergone the verification process. The issuance

of the certificate to the user (although not necessarily the content of that authenticated certificate 400) is an

indicator to a third party that the personal information of the user 100 has been verified by the digital identity

provider 200. One example of such a process would be when a user proves his/her identity to a tax office, or

where a customer proves his or her identity to a bank and uses his or her driving licence to do so.

The steps undertaken by the digital identity provider 200 are shown in Figure 3. Upon receipt of personal

information 150 from the user 100, the digital identity provider 200 verifies (S1) the authenticity of the

personal information 150 and a digital copy of that information is stored (S2) securely in a database 210

accessible by the digital identity provider 200. If  the personal information 150 is non-digital itself (for example,

an original driving licence that has been posted by recorded mail), a digital copy of the personal information

150 may be created and stored in database 210. The verification of the personal information 150 may be, for

example, an inspection of the driving licence for a holographic mark, official seal, or other authenticating

feature to verify the authenticity of the licence. In a digital context, the verification of the digital copy of the

personal information 150 may be the inspection of the digital copy for a digital signature, such as a signature

signed by a private key of the user 100 or by another entity, such as an official authority. Alternative means of

verifying the personal information 150 may also be implemented, as will be apparent to those skilled in the art.

In each case, the digital identity provider verifies the personal information 150 of the user 100. If the personal

information 150 includes identifying information, then the digital identity provider 200 verifies the identity of

the user 100.

Once the personal information 150 of the user has been verified, the data containing the personal

information forms verified user data 220 that may be stored. The verified user data 220 has the quality that it

is based upon personal information 150 that has originated from the user 100, and thus provides a link back to

the user 100 who provided it, from which the personal information 150 of the user 100 may be derived. Further,

any private information captured within the personal information 150 of the user 100 is susceptible to being

obtained by any entity reviewing the user's verified data 220. In the example of a driving licence, the user's

address is private information contained within personal information 150, and correspondingly, is contained

within verified user data 220.

As further shown in Figure 3, once verified user data 220 is stored, the digital identity provider 200

associates (S3) a first set of data with the verified user data 220. The first set of data may be a database reference

to enable a specific entry within database 210 to be retrieved The first set of data may be an arbitrary token

that has been created to act as a database reference, (either at the time or previously). Alternatively, the first

set of data may be a modified form of the verified user data 220, for example, a cryptographic function or a
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hash of the verified user data 220 itself, and that hash or cryptographic function may itself act as a database

reference. In the present example, verified user data 220 is associated with a serial number 300. The association

of the verified user data 220 with the serial number 300 may be stored in the database 210, as also shown in

Figure 1. If the digital identity provider 200 is responsible for verifying the identity of multiple users, each

user's verified user data 220A, 220B, 220C may be stored with a corresponding association to a serial number

300A, 300B, 300C respectively (not shown). The storage of the association permits the digital identity provider

200 in possession of the serial number 300 or the verified user data 220 to retrieve the other of the serial

number 300 or the verified user data 220, using the association. In the present example, knowledge of serial

number 300 enables the retrieval of the personal information 150 contained within the user's driving licence,

via the verified user data 220. More generally, knowledge of the first set of data enables retrieval of the personal

information.

Although in the illustrated example, the digital identity provider 200 establishes an association between

the first set of data (the serial number 300) and the verified user data 220, it is emphasised that the use of such

a serial number is exemplary, and an alternative database reference or token may be used instead.

In the illustrated example, the digital identity provider 200 has knowledge of the association between the

serial number 300 and the verified user data 220. As a result, the digital identity provider 200 also, in principle,

has knowledge of  the personal information 150, on the basis that the digital identity provider 200 was the entity

responsible for establishing the association. However, the digital identity provider 200 should be provided with

only enough information to verify the personal information of the user 100 and indicate to any interested party

that it has done so via the production of an authenticated certificate 400. It is consequently desirable to remove

the requirement for the user 100 to 'trust' the digital identity provider 200 not to reveal the association between

verified user data 220 and the serial number 300. This is achieved via a modification of at least a portion of

the authenticated certificate 400 in a fashion detailed further below, such that when modified, the authenticated

certificate 400 can no longer be associated with the verified user data 220 via the serial number 300.

If the first set of data (serial number 300) was included directly in authenticated certificate 400, an entity

reviewing the authenticated certificate 400 would clearly be able to retrieve the associated verified user data

220 with the assistance of digital identity provider 200. To prevent such an insecurity, authenticated certificate

400 includes an indication of the first set of data. The indication may be, for example, an address where the

first set of data may be retrieved/reviewed by an entity who authority to retrieve/review the first set of data is

checked, or security may be achieved by, for example, using a cryptographic or hashed form of the first set of

data. In the present example, the first set of data (serial number 300 in Figure 1) is straightforwardly

encryptable, for example with an asymmetric scheme such as ElGamal. The serial number 300 is encrypted to

provide an encrypted serial number 300E as a ciphertext. The encryption may be using the public key of a

trustee system 600. The public key of the trustee system is used in order that the trustee system 600 may, in

certain circumstances to be described later, decrypt the encrypted serial number 300E to reveal the original

serial number 300.

To provide evidence to the user 100 or a third party that the user 100 has successfully completed the

verification process, upon successful completion, the digital identity provider 200 provides (S4) the user 100

with an authenticated certificate 400. The creation and provision of the authenticated certificate 400 confirms

that a user 100 has successfully undergone the verification process.

It should be noted that whilst the storing of the verified user data 220, the associating of the verified user

data 220 with either a first set of data (such as a serial number), the creation of the certificate and the encryption

of the first set of data has been described as being undertaken in a particular sequence, the order of  these steps

is merely exemplary. As the skilled person would recognise, other orders of steps are possible.

As shown in figure 1, the authenticated certificate 400 to be issued for the user 100 comprises a modifiable
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portion 410 that will be modified by the user 100 as explained below. The modifiable portion 410 includes an

indication of the first set of data, and in the illustrated example, the indication is the encrypted first set of data.

The encrypted first set of data is a decryptable portion of the modifiable portion 410 of the authenticated

certificate 400, and in the exemplary embodiment, comprises the ciphertext that represents the encrypted serial

number 300E, encrypted with the public key of the trustee system 600. In the present example, the modifiable

portion 410 also includes the digital signature 420 of the digital identity provider 200, signed using the digital

identity provider's private key.

In some instances, the authenticated certificate 400 may comprise multiple modifiable portions, each of

which may comprise one or more decryptable portions (e.g. multiple encrypted tokens/database references),

or a single modifiable portion may comprise multiple decryptable portions. Whilst in the present instance, the

token/database reference (serial number 300) is encrypted with a public key of the trustee system 600, in

general, where there are multiple decryptable portions, the decryptable portions may be decryptable by

different entities, such as different trustee systems. For example, one trustee system may be able to decrypt

only a subset of the decryptable portions in authenticated certificate 400, whilst another trustee system is

needed to decrypt other portions. In some instances, each decryptable portion requires a different trustee system.

In some instances, the authenticated certificate 400 includes an unmodifiable portion 415 too. This portion

may comprise metadata, public information, or other data unrelated to the serial number 300 and which does

not permit association of the authenticated certificate 400 (or a portion thereof) with verified user data 220. In

some instances, a copy of the digital identity provider's public key 430 is also provided within the unmodifiable

portion 415. The public key 430 enables a third party to verify the signature of the digital identity provider 200

responsible for creating the authenticated certificate 400.

Whilst some or all of the content of the modifiable portion 410 may not be accessed by a third party

observer due to its encryption, hashing or otherwise, one or both of the (i) provision of the digital identity

provider's public key 430 in an unmodifiable portion 415, and/or (ii) the form of the digital signature 420 as

being a modifiable digital signature in the modifiable portion 410, provides a third party observer with an

indication that the user 100 has undergone a verification process and correspondingly, that the user's personal

information has been verified. Either (i) or (ii) may also provide an indication that the user's personal

information (which may include identifying information), may be revealed in certain circumstances and may

indicate which digital identity provider 200 was responsible for the verification process.

The authenticated certificate 400 is provided to the user (S4). Although the authenticated certificate 400

may be provided by sending it to the user by email, text message or similar, such a process presents its own

security risks since the transmission might be intercepted. As a more secure alternative that avoids such a risk,

the digital identity provider 200 may provide the authenticated certificate 400 to the user 100 by providing a

notification to the user 100 of where to look for the authenticated certificate 400. For example, the

authenticated certificate 400 may be published to a private blockchain, encrypted using a public key of the

user 100, and a message may be sent to the user 100 to notify the user 100 that the authenticated certificate

400 is available. Thus, the user 100 may access the authenticated certificate 400 using his or her private key,

at will. Other forms of dissemination of the authenticated certificate 400 to the user 100 will be immediately

apparent to the skilled person.

With continuing reference to Figures 1, 2 and 3, at the point at which the authenticated certificate 400 has

been created, the ciphertext of the serial number 300E has been signed by the digital identity provider 200.

Hence, a review of the authenticated certificate 400 would reveal the encrypted serial number 300E contained

therein and the encryption of the serial number means that generally, the serial number is not accessible by

third parties. However, the digital identity provider 200 may retrieve, when provided with the serial number

300, the associated verified user data 220 and correspondingly, may obtain personal information 150 and any
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private information contained therein. Since the association is stored in database 210, the user 100 is reliant on

the honest behaviour of the digital identity provider 200 to prevent the digital identity provider 200 itself

revealing the personal information of the user 100. The digital identity provider 200, having encrypted serial

number 300 to produce the ciphertext of the encrypted serial number 300E may 'remember' (for example,

store in memory or cache) which piece of verified user data 220 is associated with the ciphertext, particularly

if the digital identity provider 200 is designed only to be used by a single user 100. If such correspondence

between the ciphertext and the verified user data 220 is 'remembered', the digital identity provider 200 may

effectively associate the encrypted serial number 300E with the verified user data 220. Both (i) the reliance on

the honest behaviour of the digital identity provider 200; and (ii) the ability for the identity provider 200 to

associate encrypted serial numbers 300E with verified user data 220 in certain limited scenarios, each represent

a privacy risk that is outside the user's control because the user's verified user data 220 and therefore their

personal information 150 and any private information therein may be obtained without the user's knowledge

through actions of the digital identity provider 200.

To avoid reliance on the digital identity provider 200, the indication of the first set of data (serial number

300) comprises part of the modifiable portion 410 of the authenticated certificate 400, the authenticated

certificate 400 is provided to or received by the user 100, and the modifiable portion 410 of the authenticated

certificate 400 is then modified (S5) by the user 100. Once the modifiable portion 410 is modified, the

authenticated certificate 400 has generated (i.e. becomes) certified user data 500, as shown in Figure 2. The

modification of the authenticated certificate 400 is any modification that renders the authenticated certificate

400, specifically the modifiable portion 410, no longer able to be associated with the verified user data 220 by

anyone (including by the digital identity provider 200) without the assistance of trustee system 600. The

modification of authenticated certificate 400 thus prevents anyone linking the certified user data 500 back to

verified user data 220 via the indication of the first set of data contained therein, or via any other part of the

authenticated certificate.

In the present example in which serial number 300 has previously been associated with the verified user

data 220 and where the ciphertext that represents the encrypted serial number 300E comprises part of the

modifiable portion 410 of authenticated certificate 400, the modification is a re-randomization, and both the

digital signature 420 and the encrypted serial number 300E (a ciphertext) are each re-randomized using a re-

randomization scheme.

In one particular example, the applied re-randomization scheme is suited for digital signatures on

ciphertexts. The scheme re-randomizes the ciphertext, which has the effect of creating a new ciphertext with

the same underlying plaintext (in the present example, serial number 300). Then, the scheme allows for

adapting the digital signature so that it becomes a valid signature on the new ciphertext. A security property

of the scheme is that the signature can only be adapted to another ciphertext that has the same associated

plaintext. It is not possible to determine whether two signed ciphertexts are associated with the same plaintext,

unless the ciphertexts are decrypted. One exemplary re-randomization scheme for signatures on ciphertexts is

that of Bauer and Fuchsbauer (https://eprint.iacr.org/2020/524).

When are-randomization scheme, such as that above, is applied to the authenticated certificate 400, each

of ciphertext 300E and signature 420 are modified (more specifically, re-randomized) by the user 100. The

public key 430, which denotes the identity of the original signer (possibly the digital identity provider 200),

remains unchanged because it is comprised within the unmodifiable portion 415. The modified signature 420M

still is a valid signature with respect to the same public key 430.

With continuing reference to Figure 2, the re-randomization by the user 100 of the modifiable portion 410

of the authenticated certificate 400 generates certified user data 500. Certified user data 500 comprises the

modified ciphertext of the modifiable portion 410 of the authenticated certificate 400. The modified ciphertext
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includes a modified encrypted serial number 300M, which represents a re-randomized version of the ciphertext

of the encrypted serial number 300E. The modification means that digital identity provider 200, were it to be

presented with the modified ciphertext 300M contained within certified user data 500, would be unable to

associate the ciphertext 300M with a particular piece of verified user data 220, even if the digital identity

provider 200 has stored a record of creating the ciphertext 300E. The modification to generate certified user

data 500 that includes ciphertext 300M has the effect that it is no longer necessary for the user 100 to rely on

the behaviour of the digital identity provider 200 for the security of the verified user data 220, because the

correspondence between ciphertext 300M and the verified user data 220 is not known by the digital identity

provider 200.

However, from inspection of the certified user data 500, and specifically the modified portion 410M

therein, a third party can see that user 100 has undergone a verification process with digital identity provider

200 because the re-randomization has adapted the digital identity provider's signature 420M so that it is valid

for the new ciphertext 300M. The validity may be demonstrated either through inspection of the signature

420M, where the form of the signature is expected, or by using public key 430. In the present instance, the

unmodified portion 415 within certified user data 500 (in particular, public key 430) can indicate which digital

identity provider 200 was responsible for the verification process, and for the creation an authenticated

certificate 400 from which certified user data 500 was produced. Consequently, a third party is able to

determine that the user 100 has undergone a verification process, but neither the third party, nor the digital

identity provider 200 is able to link the certified user data 500 back to the verified user data 220, and therefore

to the personal information 150 of the user 100. In this respect, certified user data 500 (i.e. authenticated

certificate 400 once modified) can no longer be associated with the verified user data 220, via any indication

of the first set of data contained therein.

Since neither a third party inspecting certified user data 500, nor digital identity provider 200, can

associate certified user data 500, nor any portion thereof, back to the user 100, the certified user data 500

provides evidence of verification and the means to determine the user's personal information via the trustee

system, but is otherwise fully pseudonymous. A user 100 may then use the certified user data 500, or some

function thereof, as a digital identity, safe in the knowledge that his or her personal information 150, or the

private information contained therein, cannot be linked to the certified user data 500 and thus there exists,

generally, no opportunity for the leakage of the personal information 150, in particular the details of the user's

identifying information and private information contained within the user's driving licence, into the digital
domain.

Commensurate with the above reduction in risk to the user's personal information, a third party, such as

a digital platform host 700, for example the host of a forum or website may permit the forum or website users

to use certified user data 500, or some function thereof, as a digital identity for the platform, safe in the

knowledge that the user's identity has been verified by a digital identity provider 200, but being unable to use

the certified user data 500 to revert to the personal information 150 to determine the personal information of

the user 100, or any private information contained therein.

A user 100 may generate more than one set of certified user data 500 from the authenticated certificate

400, by modifying (for example, re-randomizing) the modifiable portion 410 of the authenticated certificate

400 in multiple different ways. Hence, if each set of certified user data 500 corresponds to a different 'log-in

for a different digital platform, the user 100 may generate log-ins for multiple platforms from a single

verification process at the digital identity provider 200.

In some examples the certified user data 500 forms the public part of a cryptographic signing key of the

user. One advantage arising is that the user can then prove ownership of their certified user data 500 at any

time. This capability is useful if the owner wishes to further associate (in a cryptographically binding way) the
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certified user data 500 to another form of identity, such as an account, a profile or a digital wallet.

In some examples, after  the user 100 has created the certified user data 500, he or she may further encrypt

the certified user data 500, or a part thereof using a public key, such as the public key of the trustee system

600. In one example, the user 100 further encrypts modified serial number 300M to create a further encrypted

modified serial number 300ME (not shown). The user 100 then submits this further encrypted form of the

certified user data 500 (of the serial number 300ME in the example) as auxiliary data, back to digital identity

provider 200 to be associated with one or more of the serial number 300, authenticated certificate 400, verified

user data 220 or otherwise. Hence, digital identity provider 200 accumulates a record of each piece of certified

user data 500 that has been created by user 100, but is unable to access that record in the auxiliary data because

the certified user data 500 has been further encrypted (without the further encryption of the certified user data

500, the association between the certified user data 500 and the serial number 300 would be accessible to the

digital identity provider 200). Once again, although this example refers to further encryption of the modified

serial number, in general, the further encryption need not be of a (modified) serial number, and may instead

be of a modified database reference or generally, of a modified first set of data.

In allowssuch examples, the accumulation of records later for a host 700 or a regulatory

authority/regulator 800 to request to the trustee system 600 that some (or all) digital identities produced by a

given person be revealed, by requesting the further encryption of the certified user data 500 which has been

stored by the digital identity provider 200 is decrypted, using the trustee system's private key. This enables a

person, rather than just a single one of their digital identities, to be removed from a digital platform, and

provides a mechanism by which each piece of certified user data associated with a specific user 100 may be

identified. To perform such a decryption, the host or regulator provides an indication of the auxiliary data to

the trustee system 600 for the trustee system 600 to decrypt.

Characterizing an unknown user

The generation of certified user data 500 provides user 100 with a mechanism of demonstrating that his

or her personal information 150 has been verified and provides a digital identity for use on a digital platform

1000, but without enabling the digital identity provider 200 to reveal the personal information of the user 100

from that certified user data 500. In addition, the host 700 of the digital platform is unable to discern the

personal information of the user 100 from certified user data 500 either.

The certified user data 500, or some function thereof, may be used as the user's log-in to the digital

platform, which may be called a 'certonym' (meaning a certified pseudonym). For example, if the digital

platform is a website, the user's browsing, posting of messages or commenting may be logged, either directly

or indirectly, with an indication of the certified user data 500. If the platform is a digital wallet, the user's

transactions may be logged, either directly or indirectly, with an indication of the certified user data 500. In

either case, and in other examples, the logging is for the purpose of tracing actions back to the certified user

data 500 responsible for each action. In some circumstances, a user 100 may also prove his or her ownership

of certified user data 500 in a cryptographic manner, if the certified user data 500 forms a cryptographic key

of the user 100.

During most uses, the certified pseudonymity behind such an arrangement is generally acceptable.

However, there exist scenarios whereby an otherwise unknown user behind the digital identity using the digital

platform 1000 must be characterized from the certified user data 500 and in some instances, identified. One

example is during an emergency. Another example is where the behaviour of the unknown user connected

with the certified user data 500 is unacceptable. For instance, where the platform 1000 is a website, the certified

user data 500 forms a constituent of the (unknown) user 100's log-in and that log-in is found to be ‘trolling'

comments or content made by other users or the host. Another example of unacceptable use would be where

the platform is a digital wallet and the certified user data 500 represents a log-in for the digital wallet, and the
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unknown user has been found to be making fraudulent or otherwise illicit transactions. In such scenarios, an

unknown user behind the digital identity comprising the certified user data 500 may need to be identified. In

these scenarios, a mechanism to reverse the process of generating the certified user data 500 is required, else

the user 100 would be able to act in an unacceptable fashion with impunity, as can currently be done with state

of the art purely pseudonymous systems.

Figure 4 shows the architecture of a system in which a user 100, who has previously generated certified

user data 500 according to the invention exemplified in the scheme of Figures 1 to 3, and has used that certified

user data 500 to interact with a digital platform, is characterized. Whilst this example refers to a scenario

whereby the user 100 behind certified user data 500 has made abusive comments on a website, this example

should not be understood to be limiting.

If the user's behaviour is unacceptable, for example, because the user 100 engages in persistent breaking

of commenting rules or policy, the initial step is for the host 700 to identify the certified user data 500

responsible for the comment(s). At this point, host 700 is unaware of the official identity or any personal

information of the user 100 behind the certified user data 500 and has no access to any personal information

150 nor verified user data 220 regarding the user 100. Thus the user 100 presently remains an unknown user.

Although unable to identify the user 100, the host 700 is able to determine the certified user data 500 that

is responsible for the unacceptable behaviour by, for example, interrogating the comment, or the logs of activity

at the website, or similar.

Once the relevant certified user data 500 has been identified, the host 700 reviews the certified user data

20 500. As shown in Figure 2,  comprised within the certified user data 500 is both an identifier of digital identity

provider 200 (the associating entity), such as one or more of a public key 430 residing in the unmodified

portion 415 of the certified user data 500, and/or a modified digital signature 420M, residing in modified

portion 410M of the certified user data 500. Accompanying each of these elements is a ciphertext, which in

the example is ciphertext 300M, the modified encrypted serial number 300. Whilst host 700 cannot decrypt

25 the ciphertext 300M, the host 700 may recognise the form of one or more of these elements in order to

determine that the certified user data 500 the host is examining is certified user data that has previously been

generated from an authenticated certificate 400. In this sense, the fact that the certified user data 500 has the

correct form is an indicator that the host is interrogating certified user data 500 (as opposed to any other data).

In some instances, the host 700 may check that the modified signature 420M is a valid signature with

30

35

40

respect to the public key 430 of the digital identity provider 200.

Further, the presence, although not the content, of the identifier makes the existence of verified user data

220 and the associated serial number 300 apparent, although neither is contained within the certified user data

500. Rather, the certified user data 500 itself provides an indication that a verification process has previously

taken place with a digital identity provider 200, and that in principle the digital identity provider 200 either

knows or has stored the correspondence between verified user data 220 and another piece of data, for example

the (decrypted) ciphertext of the first set of data (the serial number 300 in the illustrated example).

In some examples, rather than the host 700 verifying whether the certified user data 500 has the correct

form and/or verifying the identity of the digital identity provider 200, the host 700 instead enables the certified

user data 500 to be verified by a third party. The third party may be a regulatory authority 800, the trustee

system 600 or another entity. To check the form of the certified user data 500, the certified user data 500 may

be sent to that third party, or the third party may be provided the certified user data 500, for example via

publication. The third party may then interrogate the certified user data 500 and confirm that the certified user

data 500 is of the correct form in a similar fashion to that outlined above in respect of the host 700. The third

party, such as regulator 800 then provides the confirmation to the host 700. In this alternative, upon receipt of

45 the confirmation, the host 700 is provided with an indication that a verification process has previously taken
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Subsequently and as shown in Figure 4, host 700 sends (U1) a request 710 to the trustee system 600. The

request may comprise a copy of the certified user data 500 itself, or may comprise an indication of the certified

user data 500's location (such as the certified user data 500's server address) and means to permit trustee

system 600 to retrieve or interrogate that certified user data 500. Host 700 may send the request 710 themselves,

or may ask a third party, such as the regulatory authority 800 to send the request 710 to trustee system 600 on

the host 700's behalf. As a further alternative, the host 700 may report the unacceptable behaviour and the

certified user data 500 to the third party or the regulatory authority 800 and the third party or regulatory

authority 800 may initiate the sending of a request 710 to the trustee system 600.

Upon receipt of a request 710, the trustee system 600 reviews the indication of the certified user data 500

for the ciphertext 300M. Since the ciphertext 300M was originally encrypted, before modification, with the

public key of the trustee system, the trustee system 600 may use its private key to decrypt the ciphertext 300M

and reveal the serial number 300. In this example, the ciphertext which is the modified encrypted serial number

300M was formed as a re-randomization of encrypted serial number 300E, and as such both are valid

ciphertexts that encrypt the same plaintext (serial number 300) with respect to the trustee system 600's private

key. Since re-randomization preserves the underlying plaintext of a ciphertext, the trustee system's private key

can be directly used to decrypt modified encrypted serial number 300M to obtain the serial number 300.

If multiple decryptable portions/encrypted tokens/database references/serial numbers are present in the

certified user data 500 (because the original authenticated certificate 400 included a modifiable portion 410

with multiple decryptable portions, or included multiple modifiable portions each with their own decryptable

portion, as previously described), the trustee system 600 may choose which of the decryptable portions to

decrypt, whilst leaving the remaining portions encrypted. The choice may be at the discretion of the trustee

system 600, or may be indicated to the trustee system 600 by the requestor. Further, in some circumstances,

trustee system 600 will only be able to decrypt a subset of the decryptable portions, and one or more other

trustee systems are required to decrypt the remainder.

Whilst in principle only a single trustee system 600 in possession of the correct private key is required,

in some embodiments of the invention a plurality of trustee systems 600 may decrypt the ciphertext (the

modified encrypted serial number 300M) contained within the certified user data 500. For example, trustee

system 600 may be a distributed trustee system 600, with multiple nodes responsible for the decryption of the

ciphertext 300M, for example with each node decrypting a portion of the ciphertext with a threshold

encryption/decryption scheme, or with multiple nodes decrypting the text with some nodes providing either

redundancy or checking functions.

Further, the trustee system 600 (whether distributed or not) may authenticate the request 710 to decrypt

the certified user data 500, for example, by verifying the authority of the host 700 or regulator 800 to request

the decryption of the ciphertext 300M. For example, request 710 may contain a digital signature of the

requestor and the public key of the requestor in order that the authority of the requestor to request decryption

is verified. If multiple trustee systems 600 are used, the decryption of ciphertext 300M might occur only if a

threshold number of trustee systems agree that authority exists, for example, greater than 50% of the trustee

systems 600.

Once trustee system 600 has decrypted the ciphertext of the modified encrypted serial number 300M, the

trustee system 600 provides (U2) the unencrypted serial number 300 to the requestor. In some instances, the

serial number 300 may be transmitted to the requestor, but similar to the other instances previously outlined,
transmission may be susceptible to interception. Hence, in some examples, the serial number 300 is stored in

a location that the requestor may access. For example, the trustee system 600 may re-encrypt the serial number

300 with the public key of the requestor and notify the requestor of the location (e.g. a private blockchain),
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such that the requestor may access the serial number 300 using his or her private key. Whilst in the present

example, the serial number 300 is used as the first set of data, an alternative token, or an alternative database

reference or other form of first set of data may be provided to the requestor, consistent with the piece of data

that has previously been associated with the verified user data 220 by the digital identity provider 200.

Although not shown, the request 710 may be publicly logged, such that abuse of the ability to make the

request 710 by the host 700 or the regulator 800 is disincentivised, because any such request 710 is able to be

seen by a third party, and possibly by user 100. The publication of such logs prevents host 700 or regulator

800 seeking to reveal the personal information of the user 100 behind certified user data 500 without

knowledge of user 100 or another third party. In some cases, the log may be an inevitable, overt and persistent

record of the 710, for example, publication to a public blockchain.request

Once the unencrypted serial number 300 has been provided to the host 700 (or to the regulator 800, as

appropriate), the host provides (U3) the serial number 300 to digital identity provider 200. The indication of

which digital identity provider 200 that the host 700 should approach is determined by the certified user data

500, which includes one or both of digital signature 420M and public key 430, each of which is an indicator

of digital identity provider 200. In similar fashion to the provision of the certified user data 500 to the trustee

system 600, the host 700 may transmit the serial number 300 (the first set of data) to the digital identity provider

200, or may instead transmit a message to the digital identity provider 200 indicating where the serial number

300 may be found.

Upon receiving the indication of the serial number 300, digital identity provider 200 may respond by

providing an indication of the verified user data 220 that contains the personal information 150 associated with

the user 100. To do so, the digital identity provider 200 interrogates the database 210 to find the verified user

data 220 associated with the serial number 300. In some examples, the digital identity provider 200 may verify

the authority of the host 700 or regulator 800 or other entity providing the serial number 300. For example, the

serial number 300 may be accompanied by a digital signature of the requestor (i.e. the host 700 or regulator

800) and the public key of the requestor in order that the authority of the requestor to request that the digital

identity provider 200 reveal the association is authorised.

Once host 700 or regulator 800 has been provided with the verified user data 220 comprising the personal

information 150, the host 700 or regulator 800 may act in respect of that information. For example and

depending on the personal information, the host 700 may publish the information related to the now known

30 user 100, thereby revealing the personal information of the user responsible for unacceptable behaviour; if  the

information is identifying information, the publication will reveal the identity of the user 100 to others in a

'naming and shaming fashion'. Alternatively, the host 700 may store the personal information of the now

known user 100 for future reference, or if the information comprises identifying information, store the

identifying information of the now known user 100 for future reference. The host 700 may sanction the user

35 100, for example banning access to the website or to any digital platform the host 700 is responsible for or

restricting the user's ability to comment. The user's personal information may be added to a blacklist and/or

reported to the legal authorities for prosecution. In another example, the host 700 may select a second piece of

certified user data and issue a request to the trustee system 600 to decrypt the modified encrypted first set of

data (the modified encrypted serial number in some examples) contained within that second piece of certified

40 data. In one scenario, the host may wish to see whether two pieces of certified user data (certified user data

500 and the second piece of certified user data) have the same underlying user 100. In each case, as a result of

the actions that are undertaken with certified user data 500, the host 700 (or the regulator 800, who may instead

perform any of the above actions) may revoke the certified pseudonymity previously enjoyed by user 100 so

that the user in question's personal information is revealed. In examples where the user has stored auxiliary

data with the digital identity provider 200, the accumulation of records at the digital identity provider 200 may45
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be provided to the host 700 or regulator 800. If those records have been encrypted with the public key of the

trustee system 600, the host or regulator may request decryption of these records by the trustee system 600.

The request for decryption proceeds analogously to the original request in Figure 4 and may be logged and

authorised in similar fashion as described above. Once decryption by the trustee system 600 is complete, each

of the pieces of certified user data associated with the user 100 will be revealed and action may be taken with

respect to each of these digital identities, such as removing them from their associated digital platforms.

Given the above, the system with the architecture shown in Figure 4 indicates how the certified user data

500 may be reconnected with the verified user data 220, and ultimately with personal information 150 of user

100, in order that the user may not act with impunity on a digital platform. Thus, in this sense, the breaking of

the link between the first set of data contained within authenticated certificate 400 and the verified user data

220 when the modifiable portion 410 of the certificate 400 is modified to generate certified user data 500 is

reversible and the link may be re-established.

The present invention provides a system for a user to generate certified user data that may act as a digital

identity, providing the benefits of pseudonymity to the user, privacy of the user's data and minimising the risk

of information leakage, whilst providing the host or a regulator with an indication that the user's personal

information has been verified in the past by a digital identity provider. Further, if a user misbehaves or the

situation otherwise warrants, then the pseudonymity of the user's certified data may be removed.

Whilst the actions of the individual entities in the system have been described in the examples explained

above, as the skilled person would realise, the combination of the various entities may also collectively provide

the benefits of the system. As just a few examples, from the perspective of the digital identity provider 200,

the digital identity provider 200 and the user 100 work together to create the authenticated certificate 400 once

the user's personal information 150 has been verified, thus verifying the user 100's information. From the user

100's point of view, in exchange for the provision of personal information 150 to the digital identity provider

200, an authenticated certificate 400 that he or she may modify to generate certified user data 500 is received

or provided. The host 700 (perhaps under the supervision of regulatory authority 800) may recognise the user

100 has undergone the verification process with digital identity provider 200 and may choose to accept certified

user data 500 that has been produced by that digital identity provider 200 as part of a log-in to access the host's

digital platform, safe in the knowledge that the user may, if necessary, be characterized, or even identified.

Whilst host 700/regulator 800 may work together to request and ultimately reveal the personal information

150 of the user 100, each may only do so if the circumstances are such that the trustee system 600 will assist.

When such circumstances are present, the trustee system 600 works with the host 700/regulator 800 to prevent

the (unknown) user 100 acting with impunity on the digital platform. All the while however, user 100 may

monitor the requests to trustee system 600, thereby disincentivizing the host 700 or regulator 800 abusing their

ability to reveal the user behind certified user data 500. Similarly, the trustee system 600 and the host

700/regulator 800 work together to request and ultimately reveal the personal information 150 of the user, in

appropriate circumstances, from the certified user data 500 that has been created. Thus each entity within the

system is able to cooperate to achieve the advantages arising from the system.

It will be appreciated that the above disclosure provides specific examples of certain implementations of

the invention, and that modifications can be made within the scope of the appendant claims. Such modifications

will similarly seize upon the advantages of the method and system for outlined here in respect of privacy and

data security will also be apparent to those skilled in the art, and the individual scenarios outlined herein should

not be considered as being limiting.
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Aspects of the invention:

1. A computer-implemented method of providing an authenticated certificate to be modified in the generation

of certified user data, the method comprising the steps of:

verifying user data, wherein the user data comprises personal information of a user;

associating the verified user data with a first set of data;

creating the authenticated certificate to be modified in the generation of the certified user data, wherein

the authenticated certificate comprises a modifiable portion including an indication of the first set of data; and

providing the authenticated certificate for the generation of the certified user data,

wherein the modifiable portion is modifiable such that, when modified, the authenticated certificate

can no longer be associated with the verified user data.

2. The method of aspect 1, wherein the first set of data comprises one or more of a token, a database reference,

or a serial number.

3. The method of aspect 1 or aspect 2, wherein the method further comprises the step of encrypting the first

set of data to form an encrypted first set of data, and wherein the encrypted first set of data forms the indication

of the first set of data.

4. The method of one of aspects 1 to 3, wherein the modifiable portion of the created authenticated certificate

comprises an identifier of the entity creating the authenticated certificate, and optionally, wherein the identifier

comprises a signature signed using the entity's private key.

5. The method of any preceding aspect, wherein the modifiable portion comprises a re-randomizable portion.

6. The method of any preceding aspect, further comprising the step of storing the association between the first

set of data and the verified user data.

7 The method of aspect 3 or any aspect dependent on aspect 3, wherein the step of encrypting occurs using a

public key of a trustee system.

8. The method of any preceding aspect, further comprising the step of modifying the modifiable portion of the

authenticated certificate to generate the certified user data.

35 9. The method of any preceding aspect, further comprising the step of storing auxiliary data, wherein the

auxiliary data comprises an association between the verified user data and an encrypted version of an indication

of the certified user data, and optionally, wherein the encryption to create the encrypted version of an indication

of the certified user data occurs using a public key of a trustee system.

40 10. The method of any preceding aspect, wherein the personal information comprises identifying information.

11. The method of any preceding aspect, wherein the certified user data comprises a cryptographic key of the

user.

45 12. A computer-implemented method of enabling the characterization of an unknown user from certified user



WO 2023/131147 17 PCT/CN2023/070298

5

10

15

20

25

30

35

40

45

data, wherein the certified user data comprises a modified portion of an authenticated certificate, the modified

portion comprising a first set of data that has been encrypted, the authenticated certificate further comprising

an identifier of an associating entity, the first set of data having been associated with verified user data by the

associating entity prior to modification of the portion, the verified user data comprising personal information

of the unknown user, the method comprising the steps of:

receiving, from a requestor, a request comprising an indication of the certified user data;

decrypting the encrypted first set of data of the modified portion comprised in the certified user data,

to provide the first set of data; and

providing, to the requestor, the first set of data associated with the verified user data to enable the

characterization of the unknown user.

13. The method of aspect 12, wherein the identifier of the associating entity comprises one or more of:

a signature signed using the associating entity's private key, and optionally, wherein the signature is

comprised within the modified portion; and

a public key of the associating entity comprised within the authenticated certificate, and optionally,

wherein the public key is comprised within an unmodified portion of the authenticated certificate.

14. The method of aspect 12 or aspect 13, wherein the first set of data comprises one or more of a token, a

database reference, or a serial number.

15. The method of one of aspects 12 to 14, wherein the method is executed by a trustee system, and wherein

the first set of data has been encrypted using a public key of the trustee system.

16. The method of any one of aspects 12 to 15, wherein the modified portion is a re-randomized portion and

wherein the modification is a re-randomization.

17. The method of any one of aspects 12 to 16, wherein the method further comprises the step of authorising

the request from the requestor to enable the characterization of the unknown user.

18. The method of aspect 17 or any aspect dependent thereon, wherein the method is performed by a plurality

of trustee systems, and the step of decrypting the encrypted first set of data of the modified portion comprised

in the certified user data occurs only if the number of trustee systems within the plurality of trustee systems

authorising the request meets a threshold number.

19. The method of any one of aspects 12 to 18 further comprising the step of checking the validity of the

identifier of the associating entity.

20. The method of any one of aspects 12 to 19, wherein the associating of the first set of data with the verified

user data occurs prior to the encryption of the first set of data.

21. The method of one of aspects 12 to 20, wherein the personal information comprises identifying information

and the method is a method of enabling the identification of an unknown user from certified user data.

22. A computer-implemented method of characterizing an unknown user from certified user data, wherein the
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certified user data comprises a modified portion of an authenticated certificate, the modified portion

comprising a first set of data that has been encrypted, the authenticated certificate further comprising an

identifier of an associating entity, the first set of data having been associated with verified user data by the

associating entity prior to modification of the portion, the verified user data comprising personal information

of the unknown user, the method comprising the steps of:

providing, to one or more trustee systems, an indication of the certified user data;

receiving, from the one or more trustee systems, the first set of data;

providing, to the associating entity, the first set of data; and

receiving, from the associating entity, verified user data comprising personal information of the

10 unknown user.
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23. The method of aspect 22, wherein the identifier of the associating entity comprises one or more of:

a signature signed using the associating entity's private key, and optionally, wherein the signature is

comprised within the modified portion; and

a public key of the associating entity comprised within the authenticated certificate, and optionally,

wherein the public key is comprised within an unmodified portion of the authenticated certificate.

24. The method of aspect 22 or aspect 23, wherein the first set of data comprises one or more of a token, a

database reference, or a serial number.

25. The method of any one of aspects 22 to 24, wherein the modified portion is a re-randomized portion and

wherein the modification is a re-randomization.

26. The method of any one of aspects 22 to 25, further comprising at least one of the following steps:

(i) publishing the personal information of the unknown user;

(ii) storing the personal information of the unknown user;

(iii) sanctioning the user or subjecting the user to prosecution;

(iv) selecting a second certified user data, wherein the selection of the second certified user data is

made based on the personal information of the first certified user data;

(v) adding the user's personal information to a blacklist;

27. The method of any one of aspects 22 to 26, wherein the associating of the first set of data with the verified

user data occurs prior to the encryption of the first set of data.

28. The method of any one of aspects 22 to 27, wherein the personal information comprises identifying

information and the method is a method of identifying an unknown user from certified user data.

29. A method comprising the steps of:

the method of one or more of aspects 1 to 11 with the method of one or more of aspects 12 to 21; or

the method of one or more of aspects 1 to 11 with the method of one or more of aspects 22 to 28; or

the method of one or more of aspects 12 to 21 with the method of one or more of aspects 22 to 28; or

the method of one or more of aspects 1 to 11 with the method of one or more of aspects 12 to 21 and

with the method of one or more of aspects 22 to 28.

30. A computer program product comprising instructions that, when executed, cause one or more processor(s)
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to perform the method of one of aspects 1 to 29.

31. A computer-readable medium comprising instructions that, when executed, cause one or more processor(s)

to perform the method of one of aspects 1 to 29.

5

32. A processor configured to execute the method of one of aspects 1 to 29.



CLAIMS 

 

1. A computer-implemented method of providing an authenticated certificate to be modified by 

a user in the generation of certified user data, the method comprising the steps of: 

 verifying, by an associating entity, user data, wherein the user data comprises personal 

information of the user; 

 associating, by the associating entity, the verified user data with a first set of data; 

storing, by the associating entity, the association between the first set of data and the 

verified user data;  

creating, by the associating entity, the authenticated certificate to be modified in the 

generation of the certified user data, wherein the authenticated certificate comprises a 

modifiable portion including an indication of the first set of data; and 

providing, by the associating entity, the authenticated certificate for the generation of 

the certified user data, 

wherein the modifiable portion is re-randomizable such that, when re-randomized, the 

authenticated certificate can no longer be associated with the verified user data,  

wherein the method further comprises the step of encrypting the first set of data using 

a public key of a trustee system to form an encrypted first set of data, and wherein the 

encrypted first set of data forms the indication of the first set of data. 

 

2. The method of claim 1, wherein the re-randomizable portion of the created authenticated 

certificate comprises an identifier of the entity creating the authenticated certificate, and 

optionally, wherein the identifier comprises a signature signed using the entity’s private key. 

 

3. The method of any preceding claim, further comprising the step of re-randomizing the re-

randomizable portion of the authenticated certificate to generate the certified user data.  

 

4. The method of any preceding claim, further comprising the step of storing auxiliary data, 

wherein the auxiliary data comprises an association between the verified user data and an 

encrypted version of an indication of the certified user data, and optionally, wherein the 

encryption to create the encrypted version of an indication of the certified user data occurs 

using a public key of a trustee system. 

 

5. A computer-implemented method of characterizing an unknown user from certified user 

data, wherein the certified user data has been generated by re-randomising a re- 

randomisable portion of an authenticated certificate, wherein the certified user data comprises 

a re-randomized portion of the authenticated certificate, the re-randomized portion comprising 
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a first set of data that has been encrypted using a public key of one or more trustee systems, 

the authenticated certificate and certified user data further comprising an identifier of an 

associating entity, the first set of data having been associated with verified user data by the 

associating entity prior to re-randomization of the portion, the verified user data comprising 

personal information of the unknown user, the method comprising the steps of: 

 providing, to one or more trustee systems, an indication of the certified user data; 

 decrypting, by the one or more trustee systems, the re-randomized portion using a 

private key of the one or more trustee systems to obtain the first set of data; 

receiving, from the one or more trustee systems, the first set of data; 

providing, to the associating entity, the first set of data; and 

receiving, from the associating entity, verified user data comprising personal 

information of the unknown user. 

 

6. The method of claim 5, wherein the identifier of the associating entity comprises one or 

more of: 

a signature signed using the associating entity’s private key, and optionally, wherein 

the signature is comprised within the re-randomized portion ; and 

a public key of the associating entity comprised within the authenticated certificate, 

and optionally, wherein the public key is comprised within an unmodified portion of the 

authenticated certificate.  

 

7. The method of any preceding method claim, wherein the first set of data comprises one or 

more of a token, a database reference, or a serial number. 

 

8. The method of claim 5, or of any claim dependent on claim 5, wherein the personal 

information comprises identifying information and the method is a method of identifying an 

unknown user from certified user data. 

 

9. A computer-readable medium comprising instructions that, when executed, cause one or 

more processor(s) to perform the method of one of claims 1 to 8. 

 

10. A processor configured to execute the method of one of claims 1 to 8. 
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