SYSTEMS AND METHODS FOR DI STRI BUTED ELECTRONI C SI GNATURE DOCUMENTS

| N\VENTORS Andrew D. McCabe Thomas H. Gonser, Jr. PRIORITY CLAIM

[ 0001] Thwe 2appisigsati on is a continuation-in-part of U S8CTASpIi0®at76ON
Serial No. 12/176,265 filed July 18, 2008, which clains priority to and the
benefit of the filing date of U S. Provisional Application Serial No.

60/ 950,563 filed July 18, 2007, which is incorporated by reference inits
entirety. BACKGROUND OF THE | NVENTI ON

SYSTEMS AND METHODS FOR DISTRIBUTED ELECTRONIC
SIGNATURE DOCUMENTS

INVENTORS
Andrew D. McCabe
Thomas H. Gonser, Jr.

PRIORITY CLAIM

[0001] This application is a continuation-in-part of U.S. Application Serial
No. 12/176,265 filed July 18, 2008, which claims priority to and the benefit of the filing date
of U.S. Provisional Application Serial No. 60/950,563 filed July 18, 2007, which is
incorporated by reference in its entirety.

BACKGROUND OF THE INVENTION

[0002] Email is a popular way of transferring contract documents in the
marketplace. Currently, there does not exist an effective system or method for a person to
email a document or file to another person and have them fill-in and sign the document in
such a way as to enforce a legally binding electronic signature process.

[0003] In order to create a legally binding document, the signer must be
authenticated, the document may not be modified and the sequence of signing must be
controlled. Standard email systems lack the control over any of these processes. One current
method is emailing a PKI signed document. A PKI signed document can be cumbersome

because it requires the document to be signed by the sender before it is distributed, then again



[0002] Emeil is a popular way of transferring contract docunents in the

mar ket pl ace. Currently, there does not exist an effective systemor nethod
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occurred, the nonitoring entity is notified of such. BRI EF DESCRI PTI ON OF
THE DRAWWN@ESlow including a plurality of events. The method includes receiving from a monitoring
entity a selection of an identifier of an event of the plurality. The progress of the first
electronic document through the workflow is monitored. That the at least one event has
occurred with respect to the first electronic document is determined. In response to
determining that the at least one event has occurred, the monitoring entity is notified of such.
BRIEF DESCRIPTION OF THE DRAWINGS
[0006] The preferred and alternative embodiments of the present invention are
described in detail below with reference to the following drawings:
[0007] FIGURE 1 shows an example system for creation, processing and execution
of distributed electronic signature documents;

[0008] FIGURE 2 shows a preferred method for distributed electronic signature

documents;



[ 0006] The preferred and alternative enbodi nents of the present invention
are described in detail below with reference to the follow ng draw ngs:

[ 0007] FIVEOREIOLIS$430Ws an exanpl e system for creation, pPOTASI10H3IEGE
execution of distributed electronic signature docunents; [ 0008]

FI GURE 2 shows a preferred nethod for distributed electronic signature
docunents; [ 0009] FIGURE 3 shows a user interface for custom zing
status reports according to an enbodi nent; [0010] FIGURE 4 shows a first
stat us report [M62lor HIGUIRE 8 slavwsend adhreide; foagudtoh@0dg] Jtathd 1SREs docatiops a
second status report according to an enbodi nent. DETAI LED DESCRI PTI ON OF
THE PREFERREDOENVBODI VENT

[0010] FIGURE 4 shows a first status report according to an embodiment; and
[0011] FIGURE 5 shows a second status report according to an embodiment.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

[0012] Systems and methods for distributed electronic signature documents are
disclosed herein. One embodiment of the present invention acts like a “Self Addressed
Stamped Envelope™ and allows a document to be sent for signature via email. Once the signer
receives the document, he/she may fill in necessary fields prior to signing. When the signer is
ready to sign, a control embedded in the document enables the signing process to be initiated
by the signer and the signing managed by a web service. The web service authenticates the
signer and ensures that the content of the contract can/cannot be modified (determined by the
creator of the document). The service preferably enforces the workflow and sequencing of the
document and adds any fields to the document that the signer added during review and
execution. This approach allows any document to be distributed freely for signature via any
means along with the ability to be electronically signed without the need for special software
or certificates, and there is no requirement for the sender to take specific actions for each
document, but rather allows the document to be distributed freely. In a preferred embodiment,
the same signable document may be sent to hundreds of recipients via email, each of which
may sign their copy, with the result being that all signed copies and all the data provided by
the signed copies is securely captured and available to the sender.

[0013] Embodiments of the invention may incorporate concepts described in
commonly owned U. S. Patent Application No. 12/038,728 entitled “SYSTEM AND
METHOD FOR DOCUMENT TAGGING TEMPLATES,” which is hereby incorporated by
reference as if fully set forth herein.

[0014] FIGURE 1 shows an example system 100 for creation, processing and
execution of distributed electronic signature documents. The system 100 includes a single

computer 101, or includes a computer 101 in communication with pluralities of other
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[0012] Systens and nmethods for distributed el ectronic signature docunents
are di scl osed herein. One enbodi nent of the present invention acts |like a
"Sel f Addwezswmdissisanped Envel ope” and al |l ows a docunent PCO/USR01908476§ Or
signature via email. Once the signer receives the docunent, he/she may fil
in necessary fields prior to signing. Wen the signer is ready to sign, a
control enbedded in the docunent enables the signing process to be
initiated by the signer and the signing nanaged by a web service. The web
servi ce autnheofsi Kat e tchi@pwerg h@lr isacudnensiuwes at welt sighiag csontie@nt04odndt e
contract can/cannot be nodified (determ ned by the creator of the
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actions for each docunent, but rather allows the docunment to be distributed
freely. kignablpdehuernteld2ehradimpetet [0ltdae isante 2 pgriaitiea pdegrumehnt alioy the sent
to hundreds of recipients via email, each of which may sign_ their copy,

wi th t he Sieaingitemplaie 440 pnlgr thy SllgI’@Plﬁ deernesabl 2o i enk for S‘tgﬁ"éuréé(fadm}ﬁlow ded by

th d 1o t]
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METHOD FOR NT TAGGE NG TEMPLATES, " which is hereby incorporated by
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f‘“d an el )ﬂ)ftﬂ@klgn%%Q%Eﬁléggcﬁﬁgﬁ 1%?% Od’o%ﬁmé’nt??ét‘ﬁ@t f%%dﬁl@l gé‘r?taﬁl?%xt
nternet. 1n one°e servers, ess evi ce

cel l ul ar sh@bephpRies aldé Withod bvtofidide eaniol roellﬁlat(ég d&g\;ltﬁ@k €Aebgedised 1N
pl ace of the conmputer 101. An application program such as a source-client

appl i cat itomplate Sor eneciyont e oahpugngrg Sover MHiich Wwibeserar amt s Iatesicgthiang
tenplate 120 and/or a signabl e document 122. The conputer 101 can include
an appl i 5eray hroyihaaprlisaiondpgierscoritesdagrangmitiehpy ﬁteém_’pg@edﬁam&l it he

si gnabl e docu t 122 to nt for signatyre via e 0015]
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used to fiubhigh texeebitignihheredrgni ng tenplate. It may al so contain information
about the account holder and any limtations on the signing process. It may
i dentify ot het00pal t FEIRIBAtshoivs b redtled for gintribagd widctrons Siana}tulmdonmmrit&:at ion
requirenents for any. of the signers. The signable docunent 122 is

document 2P i ORheRdIHagns r‘%td?l?ﬁkg?r?ﬁtaa@%gmf"éﬁlgglﬁ@f 6‘?63‘@$ apwnes g f\kﬁ th a

cust orm Z%l t.ﬁgﬁtg{r]lts 18%0r18at10n 'ﬂ) ut( ong a!lélggz%le Hg ng:%ser VebeS Is%lﬁ(lte(ﬁgA Idgnp'ne%% e for

execution. ternet that
pr ef er abloyiohoet sna&% @rapérl g%h '"t'o laOglnGackiOn, CAY 4RhA! 6r BRt Bntlty 3s@Ltd & by the
enbedded control in the signable document 122 W th signing tenplate 120

rul e set sreating kigobicoducomsitghiag sigringsemylaeefild @y isdick basistloeligiddsbitg
DocuSi gn service, executes the signing tenplate instructions through the
web si gnﬂ@?@tl@b@ﬁﬁ&namres and lmtw[lmt@le]le @ BUREIgRers Hikag e ciregeh dernt Belddingke i but ed
el ectronic nat ur e ocunent in o odi ment . . At bl ock .20

docunent 6¥f gq%ﬁ‘&P%W 181% (323 t% ﬁt‘hao r%'f“gﬁf‘émf’?t?@ SRR HEWIH%%M

nf o at Lok @ORUE b AN gygt@ﬁapkoedéé%merm sl SEARGH e dacHTEN!

ori gi nator user, "a party to a transaction, an ag ncy or any entity
interested Wit & @ﬁérbdlgn@ﬂfel @ﬁaﬁabﬁ dlasy E@ruigm@pfosdsgnh@gumwwams fthd € may
include but is not limted to the |location of signatures and initials for
one or nore signers; linkage between formfields in the actual docunent;
information to be used to notify or authenticate the signer; information
that may be used by decision systens to decide on different signature
execution processes based on what is entered into the docunent during the
si gni ng process; the nunber of tines the



si gnabl e docunent can be executed; who will pay for the signature process;

i nformati on governi ng whet her the signabl e docunent content is nodifiable
by the siwyoenio/@neoot her controlling information that mrgThsS2eloaseyesl or

nodi fied at any tine by the sender who has access to it on the web server
connected to the Internet. The signing tenplate is preferably stored on a
web signing server that is connected to the Internet. [0017] In one
enbodi ment, at bl ock 204, the docunent originator may create a signable
docunent signalile idscinenbeardbs eréchtetiedhd ovill gay foefitesignatures pgaésaginbsrmaiien ng.
The creation of the signing tenplate and signabl e docunent preferably
occurs i Bor#eing avhsthep pici vgrablsndocpment ragptent somedibhle by the gigndrepechpthsequence
and in different. | ications. The cqre si bl e docu t prefera

el udes et B BER S RS et d o abe AL FRaR TR M5Bt RbSepani on
si gni ng t: I SeH j [ (M - ' t hat
enabl es %ﬁggiﬁbﬁg?ﬁggéﬁ1|E§%g&§h??%h§?§é %?%gﬁgf%gﬁgggﬁ?ﬁgxfﬁ%%2%h§ignable
docunent stoalt onCOMbAigiSng S_FRF 18t ik 6dhnadedio thomtc@t.connect over the I nternet
to the signing tenplate for processing. The signabl e docunent is preferably
paired w th alilgni hgoteeempbaliesnthawdver 204 hier doquegntberigmdten phye cerigrmbl e
docunents_ rel ating back to one aor npre Signabl e Tenpl ates. . [0018]
The docunigitbleApymsatBet is i bafigeRutod ), regipighis ATt eni S tViBYINE dihe $reehen si gni ng
tenpl ate d signabl e docunent .to the signher. In an alternative enbodi ment
the. si grichd “c BT BOARy MO SEHRLS JochtbudrIHE osipR e s PP ISt BEER (o ¢ he
si gnabl e decHE Rty iR e rPRnAs YRS Sl Gh ANabheRpAcdiOnd Mghel QFE Eigﬁéble Wien
the signer is ready and when the SDButton is activated, at block 208, a
message idecimmnt pederhibie is¢lgdds ngh trebgalded eotrol tthe pwevidSi mifvrmgtiGe aa@ir ,thavhi ch

i nvokes a signing process. This signing process preferably |aunches a

pr ocedur eéomhgionsmgrintatcmplatch ghis prdersation ©rimikd taugpicowrd bypdilenkdhatgnghlovhaded by

oy o Mgl 05 L 05 IRARLE SRCUTPIL L2 LTS URE, SLRRB P S |
cormut 1 FRFE Ghte® ALIESPROE TR0 A IS A0 ARV IRLGIP 2t

defined iThesR@alsé BiuR@Nt i@;ﬂﬂf@ﬁlﬂ paredolRICK sidhdg derS6S] WOk, IR HiyoRADbI e
docunent that is created fromthe server is presented in t he br owser

w ndow. Tingtige gipnably joconessrelases bicheo oneraremire fighdbddTengflatss. gni ng found in
t he DocuSi gn service, but nmay accommobdate alternative nethods of signing

found in sini M18kell decymengorgingeqe, gtibdockiIP6. sangmes clspigmacally dhegveniingent .

0020] Pref erabl v the f fiel.d d f he sj i | oaded t

e sorvaraa b gaere bSmee & Mryes™ i ARE i EhOBERR L MR ReRE o 1

si gnabl etQﬁ’ﬁé’tEﬁﬁﬁP bE ARY uteh@iatmiélgﬁfﬁggé? k t§ A€ sehEIGuALR 5{53%01&94 eto
ec S en the

nodi fy the 'underfying docunments sg this data’Is not use

contract wep fprves enileble tt® thehmrorghir Wheh thaesigie@ il RAPERICRES. the SDButtb@21] 1 n
an alternative enbodinent, if the sender allows the content to be nodified
prior t o astiMatedt otiberpkt203t hmesseds isisgmittthe segningrtehplpteinghd wgh sighieg earvdrr e

si gnabl e docunent rather than only. the field information is uploaded to the
web si gniPAEhsiBYkSt 2 pningaieRci g s itgPrpeses Rickbhy laphches’ srocedyrg ek

embodi ner\‘fElPidattquhcenH rlls];étleo% a%gcu%%ggst thlesdagcll Sr%ﬁé/ae B’y ];11%; fotrrl?leﬁeﬁcllsgi?let e tsi%nasdleqn In
the web signing server
document to the web signing server and invokes a signing process that spawns a local web
browser on the signer’s computer and begins a signing process as defined by the signing
template.
[0019] After the signer has been authenticated by the system by any means defined

in the signing template, at block 210 a version of the signable document that is created from

the server is presented in the browser window. The signing process uses the current method
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[0022] In another enbodi nent, the sender does not allow the content to be
nodi fi ed and the entire docunent is posted to the web signing server for

t he signiwg 2proosesss. Next, a docunent integrity val i dat iPOm/use@n03976$1 t he
posted docunment to ensure that the underlying content has not been changed.
[ 0023] Once a signabl e docunent/signing tenplate pairing has been created,
t he signabl e docunent can be used in many different ways to enabl e

busi nesses to easily allow el ectronic signatures to be collected. The

f ol | owi n@fpigningdeumbin thendddulignescaviqel &8t mhy atdoemmahicvatematiad metnds ofis nmay
be desired or dictated by application requirenents. [0024] In one
exanpl e, sEnPgSPHEIR sipylanteagces. AfierkIla, tHotgie pigns be degacelonpany 401k

igni heet Lls it t | ti.pl I ._Each I th
Fi Po ana 11 11 SRR {PRE ikt fhekinn S0 SRk HE R oriag oA GmerRee o

iTe _ i The
and pr esart eyl THBAERRP SPFRRCLUME SRR LR o b S L S T e

si gnat ur emdbginmenty thd atgae bRMod&e to modify thOGRTlyih8 deneiche bedx e this Aatads
busi ness creates a signabl e docunent for a sales order formand creates the

conpani omosusghwhen the npltattas prekingid to thguebirisg theatgnaftpercesshe ori gi nal si gner
has signed the docunent nust be countersigned internally by two other

peopl e bef or e[ hgIncBrArBeé cmpgdidscat iftthe sendejalews thg et tobe medlied a) es
representative ns the dgocunent, enters .in.the.data required for the

o e and obauBRREY b PO RE S el r el g o SR IR s oy
clicks tQﬁm%§hgﬁéﬁgﬁ%ﬁ&%wﬁlﬂﬁ1$ﬁgd§iﬁ@hﬁ@d§§%ﬂﬁ%§eﬁ%§RQ@Q§NH¥&9&E§QR§'ng a
web interface 'that authenticates and provides the docunent for signature to
t he firstigaingneocesdOne ehid babddimesidt, i gnelifiddagcsimgnead displageddoe theedignet o r out ed
to the other two signers for signatures before it is conpleted.

[ 0026] Asizngh Hesgwbgigamegeever- si gnabl e document that is unlocked (i.e. the

Complate w i hIASEr AP BRECTBEI TG SRR "ot BReCas SRt wrideBel o |~
and” cons ot AerSIBPunG ALkl O e i R b DB ooy ™ e

the fi naldogidt ifedii®@ ARG iorebdchRN onPBE HYsteBYoctbfitkto teh@ure BaPMetunti®dying
Signature” link or button and the web signing server nmanages the signing

process. content ha§ @2%dn chaggedpany has an "Account Setup Fornt that currently
prospects downl oad, print and fill out manually, and faxing the form back
to the conpan{POR3k Qeeonntendde dpcumgst/vigningéenplae painghgs Retthgerieddicr i bed

h in, th d t . f i bl |l i nked

el 1 IS BRI SLAGE MBI ASR L ARER G LSl
t. . | 4 14 . . "

scoount MBEGL EaUoRs 61 b Kuanaa UPEIL LA ROR. YERRRR i, pen

out the faasmutigichBodikdent @ faf belddiedaf didiaed byagpheatish a@bémegocunent (for
exanple a PDF form. Wien the user clicks "Sign" the web signing server
execut es t he §1034i nhp preocesplef arbusiness dortpsyensignable document for the company

401k signing sheet and emails it to multiple employees. Each employee opens the file and
fills in the form, clicking a button that may say “Sign.” The web signing server responds by
presenting a web interface that authenticates and presents the document for signature for each
employee and collects the signature and any data provided.

[0025] In another example, a business creates a signable document for a sales order
form and creates the companion signing template, which requests that after the original signer
has signed the document must be countersigned internally by two other people before being

completed. To execute a sales transaction, the sales representative opens the document, enters
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[ 0028] Enbodi nents of the invention include nethods and systens for
providing a report describing the status of an el ectronic envel ope

i ncl udi ngworreloarsiesor e el ectroni ¢ docunents di stri buted fPor/usk@otswnrs c
signature. Elenents of the system 100 nay include one or nore

conput er -r eadabl e medi a having stored thereon instructions that, when
executed by one or nore elenents of system 100, enable such elenents to

i npl enent the described enbodi ments. For purposes of the present

di scussi o theadnizervqeir@pfor teysalre acd paidsl @reefile tto thvesigneg faupgmgrofThprséentagged
docunent s and/ or standal one docunents, along with associated tenplates, if
any. As $UREHy difle BFedigngringoreniea wysle sigaipef Peharspps | Rydercsanting @cwtbm c

signing te at e e . tasks that nus rfor by an
xecut or TBFHR & A e Pl T U A S RE R oS o B SRR et pnee

el ectroni i r r ctronic
docunent gl‘?e ﬁ}sgglgﬁsu je@%eétjéﬁﬁaﬁ'ﬁgﬁnﬁﬁtr%&%ﬁé?ﬁh%ﬁ?ﬁ ’kﬁwgtfﬂg?é?dﬁlgksﬁdes a
pl ural i t)befa)ffe ekesmpletéahi ch may include the one or nore tasks associ ated
with the tenplate. [0029] In an enbodi ment, a user desiring to

moni tor the s{MR6ls dfbusinesstorafs ealigngbls idgeraiine thdos wmieksl @iesthe chuereds i n
association with a particular account (e.g., docunments distributed by a
particul & artgs%eaﬁg}r ?C?%Eﬁnvlcawlt)ngﬁagﬁe@@é %flﬁ‘rﬁﬁ%‘é‘?g tf@rlaterwh HREHRHIPRS "t o
access i n{) t| on_associ at.e ?he h account naayrhls Corrgactt ai ned by

the adm Aot St BF1BF PREDS 1Y) %“S“rse%r Ver oy %%rédfélrg“ Fecé?‘tlrom cSignat ure

service Je@@ed f%ot@ﬁé%hﬁan} Jﬂﬁ dasitantB¥vEHGHRR b%fo‘P@eré i&nitBiHbaiethapy such
adm ni strator "and provi de "authentication information to access the account

in a conwepy. iGmoatherfiah@lpy is reached| GMi30pariypnay dick eixstngmither Sigeourst linkand as
illustrated in FIGURE 3, the adm nistrator may provide to the conputer 101
a webpag@rhmnpﬂn@medmb@gamgrsa@hﬂ marlagesghe sigmeepoese al | owi ng the user to

custom ze doc noni torin or, |IIutra,tehd|n FI GURE 3, the page
300 i ncl udes EJBE?]eI a 598r4y| ﬁﬁ ﬁ‘ %@Oﬁ%terset% E‘érfnecf o (I YRR unber of
wor kf | ow %&ﬁf&&d" ﬁl‘ﬁt Sha ﬁlFQ&’t%a%Bﬁ )P'%d a%fn%qhe %ﬂ%@h@ﬁ% £l n%scﬁ glcéou

pertaining t user - se ect abl e“set e envelo ocunent s
distri bUts@tdp'IUbn@%St @gys&aﬂs@ﬁmetﬂadg D&l QRN HASeRME Bom éiaily cife%s%%ml e, the
user selected only the "Envel ope Sent"” and "Envel ope Signed” identifiers in
field 31@$aimgwhEekmwmuhdmkatalv&upmggm3$kmxémod@thMkwmgmmmpnhemdbcas|on
of an envel gpe havi ng been sent and upon the occasion of the envel ope

haV| ng beoeenies g pedoryt. dYhgnehe user ChckS[@neil]vp%bnlf R @HESOPREY that 1238 eBPFh FI GURE

2 nunber SFodbr e ou svintyed & G BEad wthe Spl PRARCt RulRT B gned,
etc.) per fl%l% ?gldg QefHel in Blc s?g UEIE rdo@%'ie%ﬂ{fﬁpl: an%?et a PBE fB@t Heeh %e?tﬁ%fhe

whom envel opes cument s have een tributed in association w

account . cAsksSBRA; tHefwebfs@hingXapl &ecutdi@hdisgiingsmbest dtenbyurkdae " Reci pi ent
Sent" and "Recipient Signed" identifiers in field 320, the user would
receive progr €928k epubodimentt pf thp amvente indodsinathodfand nyeenreloopevhiang mg been
sent to a particular recipient or set of recipients and upon the occasion
of the erSRMofRCHRAN Mt Hedh obigi Teatoycsiyrers BFwsarts E’UI”%?FG FEEFPient or

set of r %801p e%? instrlbl%ted :for E%ggo naftu%t enrnenlts! I0 % sEe dl(Sd1 may %’C:Te %ne the

page 300 des” a W ng e user ect "from anong a

number Ofor hfwé é’dn%@ér§ea@§l§9ﬁie§iaq{avﬂi4g %Brédhﬁer@&pﬁs{mcumqmawﬁendéx%wtédow ed
envel opes/ docunents. As such, by selecting identifiers of particul ar

i ndi vi duahs or idrt eletheBR00f stybtemuimr enaliid duchedemsies or agplessntriepakdcsibahl y upon
the occasion of events selected in fields 310, 320 occurring with regard to
document $mipdimentautas guipgses v ths @resent difcissignyvangurselgpe may be considered to be a

grouping of pre-tagged documents and/or standalone documents, along with associated
templates, if any. As such, the electronic envelope may further include an electronic signing

template defining one or more tasks that must be performed by an executor of the one or
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[0033] As further illustrated in FIGJRE 3, the page 300 includes a field
set 340 allowi ng the user to select fromanong a nunber of predeterm ned
dest i nat iwo20100151430 desi gnate a desired destination, toPamiushoi1sad76%
reports may be published or sent. [0034] After the user has nade and
saved his sel ections using page 300, the web signing server 104 functions
to nonitor the progress of each el ectronic envel ope/ docunent as it passes

t hrough the workfl ow. For exanple, using techniques described el sewhere

her ei n, eh@eekttsondf ddchmesy 8t ampl@0 tlardecoprt algh@uteo Addiseussddniersihebova, t ab or
ot her activatable control wthin a docunent has been activated (e.g., a
docunent thraancis gl9resleciiopis sioendns Bavghtedbiasids 8 dosument-giceeion wyskitova&eer ni ni ng
that a sel ected event has occurred with respect to an el ect.ronic cunment ,
the e’ Srgiing rEERs o S5aRpR ish ey Mot BR PR bl s srpese b B ant ¢ o
the destigafjign designated by the user in field 340 of page 300. FIGURE 4
illustrates a webpage 400 associated with the designated report destination
listing the epoedppesaf embydiinedt, 5ekacdeiding\enichithauR LEGUST aektroaially
provi di ng several types of exenplar information including the status of the
envel ope signilde nlacmmants dikeibpted sorssehictidrasvithi gpadcdar wichbiinthe.gsidpouments he
associ at ed docunent (s), dates of sending and execution of the docunent(s),
and t he tdisFPuEdalyseaatetlfemreanar HYivaha) anaycieicompust 1YeIPraririnép
executionz ofigpgngp%ugent ) .ithe ser can qHFqﬁaa Ihggn&ﬂpg1GEQHelopelD'
field 410°¢8 VI A Mot SoUar iV E g S afTro e pBHe it &F niAg Y &N S oci at ed
envel ope/,dQeiiBRE of #eb éilgﬂihl%%"r@etr @6kt Ay JrlfRGiOsigldturt B&viE@S®. Bbr &Bmpl.eCt T oni C
envel ope contai ning nore than one docunent, such status reports are

oper abl e tlicoudenfray ardehiea uskite Gaiithiecdbatucs adhiramtor iand provills aluthdoati@ant

(e.g., that one docunent has been signed, while the other has not, and an

i dent i fi defbineationfo achess diegrenintip @gaeyenyional manner. [ 0035] The report shown in

FIGURE 5 is i f 500 d provides,. th

i ormat on, MUY BPvbriEceTst oREL Aeovsosan 1 RLIE SoROTRE fe Bocurent
th t at ' ' | C , 0 of
cach t abha T diop rRRF N FRHer B0\ S4/05 oo PR L srhRalii”, R

si gner t onedeh didbhrdikl @edio customize (BRIt Wdhlt&ridshRppriel A NRGreebadi ment
of the invention has been illustrated and descri bed, as noted above, nany

changes d&@GUBE hrable puget Hduinclidgyar fieldgs 0r dlomiinpeths pisen to witedt Foopanalz 4 he
i nvention. Accordingly, the scope of the invention is not |imted by the
di scl osumgmbsr afeerigieT eicpis de entiydlone Aeliversdt cnvelophiigticdyveal PEHINARS Weédcri bed

b d illustrat int | h bel.ow. . . ... Th
embodi met e BT SRR & ob i KR ey shmee BET PR Popsrsyioar VB (%A 1 ege i s
cl ai ed 31, e th A5 OLIME the unor iecUTERNACEALIRE Sl bEROT

describing t stat us’ of an el'ectronic envelope including a first

el ect r oniSgend@c ideatifiert Gn BRIAB BY, rthdbut@dwdiod reeBot frogts &hBabuly aipamdhan
electronic signing tenplate defining a set of at |east one task that nust
be per f oronediobyf ameraxpehoringlfeet kant fid wion gheewtasomi of tibomueters havimgdeempl et e
the electronjic signature, the first electronic docunent being subject to a
document “H@lytiEdH- wor kfl ow conprising a plurality of events including the

at |east one E(ﬁﬁﬁ’ k?%‘ur%aetr hﬁff‘m&%ﬁ%'ﬁb’ﬂ)‘i’m 3, the page 300 includes a field 320

allowing the user to select from among a number of workflow events (e.g., recipient
delivered, recipient signed, efc.) pertaining to all, or a user-selectable set, of the recipients to
whom envelopes/documents have been distributed in association with the account. As such,
if, for example, the user selected only the “Recipient Sent” and “Recipient Signed” identifiers

in field 320, the user would receive progress reports only upon the occasion of an envelope



receiving froma nmonitoring entity an electronic selection of an identifier
of at | east one event of the plurality; nonitoring over a network the

progr ess Wb 2btve1sid3pst el ectroni ¢ docunment through the weckfuseaw/oseser m ni ng
that the at | east one event has occurred with respect to the first

el ectroni c docunent; and in response to determining that the at | east one
event has occurred with respect to the first electronic docunent, notifying
the nonitoring entity that the at | east one event has occurred with respect
to the fihngihg bbancdenoni € padoalarendipient or s2t ofTileapirets hod updn tlk aiceasibn ofhilkr ei n:
the first docunent includes an enbedded activatable control; and

det er mi niengelqmélﬁvmaéee@\ﬂmallwgn%idzmrméwu@bwsme@é@r selefapaiiefys-an i ndi cati on

TR TR R N S e S RIS
distrib Utaﬁgwfng rtheelhs%P{ors%QEtcfr&h gﬂlghéjﬁ‘ﬁumgé}dofflﬁm\tlﬁ@i’ls gs%U?a[tédS\krﬂlgthe account
who have distributed envelopes/documents. As such, by selecting identifiers of particular
individuals in field 330, the user would receive progress reports only upon the occasion of
events selected in fields 310, 320 occurring with regard to documents distributed by the
selected individuals.

[0033] As further illustrated in FIGURE 3, the page 300 includes a field set 340
allowing the user to select from among a number of predetermined destinations, or to
designate a desired destination, to which status reports may be published or sent.

[0034] After the user has made and saved his selections using page 300, the web
signing server 104 functions to monitor the progress of each electronic envelope/document as
it passes through the workflow. For example, using techniques described elsewhere herein,
clements of the system 100 are operable to determine when a tab or other activatable control
within a document has been activated (e.g., a document has been electronically signed and/or
initialed). Upon determining that a selected event has occurred with respect to an electronic
document, the web signing server 104 prepares and publishes a report of the event to the
destination designated by the user in field 340 of page 300. FIGURE 4 illustrates a webpage
400 associated with the designated report destination listing the envelopes for which selected
events have occurred, and providing several types of exemplar information including the
status of the envelope, the name of the person who has signed or will be signing the
associated document(s), dates of sending and execution of the document(s), and the time
elapsed between sending and execution, or delivery and execution) of the document(s). The
user can select a link from “EnvelopelD” field 410 to view a more detailed status report
pertaining to an associated envelope/document, as illustrated in FIGURE 5. In the case of an

electronic envelope containing more than one document, such status reports are operable to



moni toring the progress of the second el ectronic docunent through the
wor kf |l ow;, determ ning that the at | east one event has occurred with respect
to the sewondielsecsdr oni ¢ docunent; and in response to @erarsedmiosyyes hat t he
at | east one event has occurred with respect to the second el ectronic
docunent, notifying the nonitoring entity that the at | east one event has
occurred with respect to the second el ectroni ¢c docunent. 4. The net hod
of claim1, further conprising generating a graphical user interface (GJ)
to a di sphfaym deuiscreofabs gatuabdechchvitdividiad domnichoigngha nhe tiyguneheliagibaert he
identifier selection is provided by the nonitoring entity via the GU

5. The metghedl Vile dicaither has ngh@pépmidemnidicaion of é@tSI@ﬁg desparpi)conpri ses

conpl eti on of ctroni n of the first e|lectronic_doc

6" he. et hod RSk ARy e bh P YU si g™ bt Bt R TR e EH T or f ng
entity a d;}Jd:eﬁt ﬁrﬂ&ﬁof)th@r [ﬂf&ﬁkm&l?s&eké?@hb&”sﬂf of R b d' ?]Soiﬁreg&ﬁtlh @l ions to
be notlfl e east one event has occurre espect to the
first el eetumdt,ehd@at®@RY, signed, st@neayﬁtemer\ﬁ@mretmmgw)ezeeﬂéaemasbbwnt
executable on a first conputing device, the source client configured to

generatefahiakbdmnﬁMMEmeﬁ$®¢&mEWMM®hudmn@bﬁﬂmwmmmwebamnﬂmnﬂﬁddocunent to be
distributed over a network for electronic signature and an _el ectronic

si gni ng t enpl H086lgeMhip fbp Brefesied gmbgdimeptaelt the r‘n‘éVefl%@kh*tSH%&Fn ppstrateb aiskr f or ned
lso?/gﬁgt 5;(21650{1 L O hc? atl)ové,tsr%ane %%%%g%nctl;]e? r%crz \ﬁlrgghogh (jepélgt otme thter%&n? &F tronic

document -g3RCHt {hinn%?l'ﬁBrfll BUWFARRAYT BleNGofe BF YRkdvEMidf serY&nﬁrﬁrtédn% yg ng the
at | east one task;
disclosure of the preferred embodiment, but to the invention as described above and

illustrated in the exemplars shown below.
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an electronic device coupled to the first conputing device over the
network, the electronic device configured to: receive fromthe first
conput i ngwaeviccesi@n el ectroni c sel ection of an identifi @ecTafS2@n/0B¥ast one
event of the plurality, nonitor over the network the progress of the first
el ectroni ¢ docunent through the workflow, determne that the at |east one
event has occurred with respect to the first electronic docunent, and in
response to determning that the at | east one event has occurred with
respect to th&hd iembddimbms tof old mveigounenthicnet ickglutivee pfoperst oc priylett g devi ce
that the at | east one event has occurred with respect to the first

el ect r ongleingdeigiisfieed as folpwsThe system of claim 7, wherein: the source
client is further configured to enbed into the first docunment an

activatabl el.COIX[ ¥n%lh;od 6}"Qrd providing a report describing the status of an electronic envelope

including a first electronic document to be distributed for electronic signature and an
electronic signing template defining a set of at least one task that must be performed by an
executor of the first electronic document to complete the electronic signature, the first
electronic document being subject to a document-execution workflow comprising a plurality
of events including the at least one task, the method comprising:
receiving from a monitoring entity an electronic selection of an identifier of at least
one event of the plurality;
monitoring over a network the progress of the first electronic document through the
workflow;
determining that the at least one event has occurred with respect to the first
clectronic document; and
in response to determining that the at least one event has occurred with respect to
the first electronic document, notifying the monitoring entity that the at least one

event has occurred with respect to the first electronic document.

2. The method of claim 1, wherein:
the first document includes an embedded activatable control; and
determining that the event has occurred comprises receiving an indication that the

control has been activated.

3. The method of claim 1, wherein the electronic envelope includes a second electronic
document to be distributed for electronic signature, and further comprising;:
monitoring the progress of the second electronic document through the workflow;
determining that the at least one event has occurred with respect to the second

clectronic document; and

-11 -



the electronic device is further configured to determ ne that the event has
occurred in response to receiving an indication that the control has been
acti vat edw0 201021516Bhe system of claim 7, wherein the el eeCrarsee0mse76$ ope

i ncludes a second el ectronic docunent to be distributed for electronic
signature, and the electronic device is further configured to: nonitor the
progress of the second el ectroni c docunent through the workflow, determ ne
that the at | east one event has occurred with respect to the second

el ectroni ¢ docunmsspgnsardddtarmirespthasthe taolede toae rvant hgp ddeatred Wish adspdoest one
event has occurred wth respect to the second el ectronic docunent, notify
the first conput ithgseed dectiopigrdogipenginofifyang the monduag cnftysthgdbastriendt wi t h
respect to the second ?hectronic.gﬁpunent 18.1The.s stemof claim?7,
wherein the el ect®SATET BBACCETHIIVIE [FPRe o (h55e50h¢ Fisdr il GskBF Yt e a gr aphi cal
user interface (GQUJI) to a display device associated with the first
conputing devi age pMagjaehMc1difel,] fand: Johﬁ;&isiﬁg%%ﬁérétﬁfg d graphioMi {edinR¥rage user of
the first conputing device via the GJ . 1. The systemof claim?7,
wher ei n t(GEIato hebplayodwicevaniciaaimpithstes noaiphigd oty Ofvhérha €k edéntifint C
signature of the first electronic docunent. 12. The systemof claim?7,
wher ei n tsplecthacrrpvdedbydby meeitermgfeptity yerthe 6bfli gured to receive fromthe
first conputing device a selection of a first destination of a plurality of

destinationg t Cl"]hg %16 %t ioffi Fuqn t1 hafle é[:irq % aa{[t lel:agtaosnte eggn cgr\lllgrri]sj[es an%plgt?o%ugfrt ed W th
respect to rrs gleﬁ Foni ¢ dotutrehit

electronic signature of the first electronic document.

6.  The method of claim 1, further comprising receiving from the monitoring entity a
selection of a first destination of a plurality of destinations to be notified that the at least one

event has occurred with respect to the first electronic document.

7. A system, comprising:

a source client executable on a first computing device, the source client configured
to generate an electronic envelope including a first electronic document to be
distributed over a network for electronic signature and an electronic signing
template defining a set of at least one task that must be performed by an
executor of the first electronic document to complete the electronic signature,
the first electronic document being subject to a document-execution workflow
comprising a plurality of events including the at least one task; and

an electronic device coupled to the first computing device over the network, the
electronic device configured to:

receive from the first computing device an electronic selection of an
identifier of at least one event of the plurality,
monitor over the network the progress of the first electronic document

through the workflow,

S12-



13. A computer readable nmediumincluding instructions that, when executed
by an el ectronic device, enable the electronic device to performsteps for
provi di ngvea 2ompisid3odescri bi ng the status of an el ect r oniPCTAS?@ORT6S
including a first electronic docunment to be distributed for electronic
signature and an electronic signing tenplate defining a set of at |east one
task that nmust be perfornmed by an executor of the first electronic docunent
to conplete the electronic signature, the first el ectronic docunent being
subj ect to a docunmentletexesathhothe wolekdt bovecarusisturgdavifl esmtt thyhofisevent s
including the at | east one task, the steps conprising: receiving froma
monitoring entity an eldsstrpiniecussnieetd on of an identifier of at |east one

event of the pluralit noni t oring.aover network t he ress he first
el ectroni ¢ docunent Pﬁf@ﬁ@ﬁai tﬂﬂ?%?g ﬂﬁé?iqﬁﬁﬂpﬁa@g%%¥(¥ﬂgm tV F ast one
event has occurred wit *}es{pﬁiltot%%ﬁ tfﬂstt{l&nfohl%s&oc%&ﬁt h& Cthg%éfr@)ﬂ‘@un@%]d in

response to determ ni ng e at east one event S occurre

respect to the first el®eiks ani tedoORUMIBAE cvarOhdsfottutedtwieh RBREL ©@thdGrseNt i Ly
that the at | east one event has occurred with respect to the first

el ectroni ¢ docunent. clectrdnic Tdrmmeedi um of cl aim 13, wherein: the first
docunent includes an enbedded activatable control; and determ ning that the
event has ogcurred cong;& ceiving an i ndi cation that the control has
been activated. e system of claim w erein:

the source client is further configured to embed into the first document an
activatable control; and
the electronic device is further configured to determine that the event has occurred

in response to receiving an indication that the control has been activated.

9. The system of claim 7, wherein the electronic envelope includes a second electronic
document to be distributed for electronic signature, and the electronic device is further
configured to:

monitor the progress of the second electronic document through the workflow;

determine that the at least one event has occurred with respect to the second
clectronic document; and

in response to determining that the at least one event has occurred with respect to
the second electronic document, notify the first computing device that the at

least one event has occurred with respect to the second electronic document.

10. The system of claim 7, wherein the electronic device is further configured to
generate a graphical user interface (GUI) to a display device associated with the first
computing device, wherein the identifier selection is provided by a user of the first computing

device via the GUL

11. The system of claim 7, wherein the at least one event comprises completion of the

electronic signature of the first electronic document.
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15. The medi um of claim 13, wherein the el ectronic envel ope includes a
second el ectroni c docunent to be distributed for electronic signature, and
further cwoppieisngd nonitoring the progress of the secomdTalSee8ThE
docunent through the workflow, determining that the at | east one event has
occurred with respect to the second el ectronic docunent; and in response to
determ ning that the at | east one event has occurred with respect to the
second el ectronic docunent, notifying the nonitoring entity that the at

| east one elMentThbagtaaccivaiad, whtihinrtBs@ettonicaletibeis Saden dorfigeet] torcdve
docunent . 16. The medium of claim 13, further conprising generating a
gr aphi calfronstée firficempying deaes 3 selestign @f & fshgestipation of ag}é@@m@géﬁsmmﬁnﬁ he

roni € or i 10 CEREHEY! UFaTES e one S30 b SRR are b B PSSR (e

at | east jgng,&yent conprises conpletlon of the electronic signature of the
first electronlc docunent .

13. A computer readable medium including instructions that, when executed by an
electronic device, enable the electronic device to perform steps for providing a report
describing the status of an electronic envelope including a first electronic document to be
distributed for electronic signature and an electronic signing template defining a set of at least
one task that must be performed by an executor of the first electronic document to complete
the electronic signature, the first electronic document being subject to a document-execution
workflow comprising a plurality of events including the at least one task, the steps
comprising:

receiving from a monitoring entity an electronic selection of an identifier of at least
one event of the plurality;

monitoring over a network the progress of the first electronic document through the
workflow;

determining that the at least one event has occurred with respect to the first
clectronic document; and

in response to determining that the at least one event has occurred with respect to
the first electronic document, notifying the monitoring entity that the at least one

event has occurred with respect to the first electronic document.

14. The medium of claim 13, wherein:
the first document includes an embedded activatable control; and
determining that the event has occurred comprises receiving an indication that the

control has been activated.
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18. The medium of claim 13, further conprising receiving fromthe
nonitoring entity a selection of a first destination of a plurality of
desti nat iwo=0tmassonoti fied that the at | east one event Phagisecio®sy7esl wi t h
respect to the first electronic docunent.

15. The medium of claim 13, wherein the electronic envelope includes a second
electronic document to be distributed for electronic signature, and further comprising:
monitoring the progress of the second electronic document through the workflow;
determining that the at least one event has occurred with respect to the second
clectronic document; and
in response to determining that the at least one event has occurred with respect to
the second electronic document, notifying the monitoring entity that the at least

one event has occurred with respect to the second electronic document.

16. The medium of claim 13, further comprising generating a graphical user interface
(GUI) to a display device associated with the monitoring entity, wherein the identifier

selection is provided by the monitoring entity via the GUI.

17. The medium of claim 13, wherein the at least one event comprises completion of the

electronic signature of the first electronic document.

18. The medium of claim 13, further comprising receiving from the monitoring entity a
selection of a first destination of a plurality of destinations to be notified that the at least one

event has occurred with respect to the first electronic document.
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