MULTI - CHANNEL MESH NODES EMPLOYI NG STACKED RESPONSES BACKGROUND Fi el d
of the Invention 5[0001] The subject matter presented herein rel ates

general ly &8251%30%'5& d of communi cati ons networ ks, andrjagggﬁg)&f/%ﬁ%gsar,

to wirel ess’ ABon A&t works. Descri ption of Related Art

| arge mesh network that uses nultiple nedia, e.g., separate
frequencies 10 in a radio frequency (RF) spectrum sone nodes can be
typically much busier than other nodes and thus form bottl enecks in
t he nesh. Exanpl es of these nodes include access points (APs) or

gateways that MUIFPROURANNEISMESHNODES BMPISOYANGSTACKED ng
information froma nultiplicity of nodes. [0003] Wiile a

possi bl e solution to the bottl eneclRESPIONSESs to expand t he 15nunber
of APs, there are Iimtations to such an approach. For exanple: 1)
cost increases alnost linearly with the nunber of APs, 2) |aws of
physics inpose limtations between transmtters and receivers that
are closely co-located, and 3) reBAGKGROENDN unlicensed spectra
restrict col h{‘}?‘ﬁéﬁayﬁ{] bet ween 20unl i censed nodes for the purposes of
el i ni nati ng the HVERYAY ence.

5 [0001] The subject matter presented herein relates generally to the field of

communications networks, and in particular, to wireless mesh networks.

Description of Related Art
[0002] In alarge mesh network that uses multiple media, e.g., separate frequencies
10  in aradio frequency (RF) spectrum, some nodes can be typically much busier than
other nodes and thus form bottlenecks in the mesh. Examples of these nodes include
access points (APs) or gateways that are controlling endpoints in the mesh or are
receiving information from a multiplicity of nodes.
[0003] While a possible solution to the bottleneck problem is to expand the
15 number of APs, there are limitations to such an approach. For example:
1) cost increases almost linearly with the number of APs,
2) laws of physics impose limitations between transmitters and receivers
that are closely co-located, and
3) regulations in unlicensed spectra restrict collaboration between
20: unlicensed nodes for the purposes of eliminating mutual interference.
[0004] Regarding this latter point, limitations placed on Frequency Hopping
Spread Spectrum (FHSS) devices certified under 47 CFR 15.247, which is
promulgated by the U.S. Federal Communications Commission (FCC), (and more
generally, any certified unlicensed devices worldwide), are designed to provide
25  opportunities for sharing unlicensed portions of the RF spectrum in an radio-
egalitarian manner. Power limits, channel occupancy (cumulative dwell time),
bandwidths, etc., all have specified limits to permit co-existence of mutually
compatible devices.
[0005] Some applications of these radios have included classic point-to-point

30 communications. For example, IEEE Standard 802.11 “WiFi” has been developed
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[ 0004] Regarding this latter point, limtations placed on Frequency
Hoppi ng Spread Spectrum (FHSS) devices certified under 47 CFR 15.247,

which is %8%'03?&3%1 by the U S. Federal Conmunicati oNgc 9%@590?/&1455’3

(FCC), (and nore generally, any certified unlicensed deV| ces

wor | dwi de), are designed to provide 25o0pportunities for sharing
unlicensed portions of the RF spectrumin an radio- egalitarian
manner. Power limts, channel occupancy (curul ative dwell tine),
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information over short distances. Applications requiring greater
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networ k wher g, cQITgM d‘ee\ﬁﬁa%ﬁ ﬂ}%ﬁvcfrl& Bgeramew&mn ?ﬂgﬁlggﬁ;s%ﬁw&%%ﬁ a

called routing to travel fromt ource to tination
Net wor k oper neer-empedr tiéshront where metstork mapWiamemd overheadyieaffic isosepeer
fashi on, wheggwnet i fLenanc d traffic i.s

t
botween al |- AEbIP A RRURIE BN 10 ke RUEE ARG Rmbe e ity ng
efficiently aﬁﬁiobﬁﬂnb]st ly. [00061 Mesh netvvor ks have proven very
successful, exanpl | arge, 10 raphi cally distributed
net wor ks exi @36% sh BV ?’6 %WBYG“tYFé%%uCﬁ r3RE Manyexamples Qi aigsy ¢ s
a procesgg COQ&JfQJSthQH?hmmfe@ efRdTRs @i, ITHS hrcRitdcBite DPEES ndkORE as
access points whi ch provi de access into and egress fromthe

mesh net wor ktypPialy puripprts @ pwes&fcoeﬁﬁ@lgmdﬁ wherd dkere ared b a fievs Rodrst kisia
Commands. ar o oast PO AR T AL AlockilhiokB 0 aORIERLS Mok
ar e r et ur nedAtrhulopightytdfendpoiiterndes initlse eshi rretwbrkoamtmmmseahfrerrwxesle a
RN W e e WIE e
Several s$gh efmﬁorhmdbemwagdniemsa&o&reaﬁ&dttma@ tHef. tWhérin & def&@énetoof
t hese schenes are directed to the anount of data or the manner
which it is communicate W1t a large number of endpoint nodes, the concentration of trafﬁc at
the APs may cause a traffic bottleneck in the mesh network.
[0007] Several schemes have been used to address these limitations. Some of
these schemes are directed to the amount of data or the manner in which it is
20 - transmitted, such as:
- Data compression (sending fewer bytes of data to reduce bandwidth
requirements at the APs),
- Autonomous messaging (sending data in only one direction), and/or
- Coordinating or scheduling data traffic via both time (temporal) and
25 prioritization (queuing techniques).
[0008] Other schemes are directed to the infrastructure of the mesh network, e.g.,
emplacing more APs within the wireless network coverage, in an attempt to solve
the congestion problem. For instance, multiple APs might be operating in parallel at

a particular location. However, this approach is burdened with linearly increasing,

30  and often prohibitive, expense.



20transmtted, such as: - Data conpression (sending fewer bytes of
data to reduce bandw dth requirenents at the APs), - Aut ononous

nmessagi ng ‘{,3%1@ 2{iat ain only one direction), and/or PCT/%@&'E)Q&OQ?S%' ng

or schedul1ng raffic via both tine (tenporal) and
25prioritization (quew ng techni ques). [0008] O her schenes are
directed to the infrastructure of the nmesh network, e.g., enplacing
nore APs within the wrel ess network coverage, in an attenpt to sol ve
t he congestion problem For instance, multiple APs m ght be operating
in parallel at a particular |ocati orSUMMAREr, this approach is

burdened wi th | jinear | ncreasi , 30and ofte ibitjve, nse.
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transmtted i
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node; recei viendingontadurplityrodichdnnesf bycdaeR0eh plurdlity bhespgddti sefingbdagde,

t he conmuni cation fromeach of the p Iurallt}q of first nodes_and
sendi ng, by FHRMUHEHY 19 aaerond npde; reomivatg Gvine Rlwrality At diaprely bydagonse

to each g@mMuRbiALdRNMLE b&hmw&am&ﬁ%&ﬂ dtfhd ﬁﬁf‘dh\’;ﬁ&k Ar5QHBd of the
plurality of first nodes. The response to eac the plurality of

first nodes pandipgrhy G second nedes a fresynigron tat capjeinsrresponen@ eade. 15
[0011] I'n a”%ﬁﬁﬁm‘éﬁmqw%% su&e@l@%@ce%ed%d%‘é%@h %ttllxeggmlaﬁt fl}%twor K

conprises nonitoring, by a first no nnel " at a
pr e- det er m neolles.i T resiginee o aackngf the plurdiay bf fist nated és, pantiftabérglaiat Bagas
been recei ved %hhe nr ﬁde‘%erm ned channel at the pre-determ ned
time; deternf ﬁ’é *BY“PA8°%S r st node, whether to forward received

data to &5 si (09§ Chladihﬁﬂﬂer &hbdlitnbt; £ ARHAR lof EQBRAUMIcREhd 1R d@etwork

comprises monitoring, by a first node, a pre-determined channel at a pre-determined
time; determining, by the first node, whether data has been received on the pre-
determined channel at the pre-determined time; determining, by the first node;
whether to forward received data to a single channel or multi-channel receiving node

20  inthe event data has been received; transmitting, by the first node, the received data
to the multi-channel receiving node in the event of the determination that the data is
to be sent to the multi-channel receiving node; monitoring, by the first node, a pre-
determined response channel once the data has been transmitted to the multi-channel
receiving node; determining, by the first node, by monitoring the pre-determined

25  response channel, whether the first node has received a response for the transmitted
data, the response being transmitted by the multi-channel receiving node and re-
transmitting, by the first node, the data to the multi-channel receiving node in the
event the first node determines it has not received a response from the multi-channel

receiving node.
30



20 in the event data has been received; transmtting, by the first
node, the received data to the nmulti-channel receiving node in the
event of tg,68hssM nation that the data is to be sent Pkgggﬂﬁmo“ssb
mul ti -channel2 recel ving node; nonitoring, by the first

predet er mi ned response channel once the data has been transmtted to
the nulti-channel receiving node; determining, by the first node, by
nonitoring the pre-determ ned 25response channel, whether the first
node has received a response for the transnmtted data, the response
being transnitted by theBRIEFDESGRIREION @FTNE MRAWINGSnd

retransmtti y .t he |rs 0 the ato the ti-channe
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20101030322PCT/ US2009/ 004855 BRI EF DESCRI PTI ON OF THE DRAW NGS
[0012] As wi fAtPapinerfeam theesgopecniitheslains. dvperdingbnths dirwingdand daseriptions
the detaits ous
espect o, al 1o PhEGI Qe REGlS, SERReaE ho RAUGHERE! BilcBtdlbd
Accor di ngl y, nurherald havd begs usnddodlesgmat@hkeo@istnﬁas e to be regar ded as
illustrativeg a and .not .as restr reference

nurer &l o havIGRERFHEd 8RS RenE Rt SN of it SopGot e oRre 1 i
a schematic fmhﬂﬁg&rﬁaﬁw&ﬁn@ﬁw@fﬁmmbﬁ&ﬁkons in a system including a
gateway in ap RF ”}‘?{?P net wq [0014] FIG is a schematic
representati %18 EﬁﬁﬁH@Fw EpRTraRiAach ‘i’fd%‘éltlrcﬁa%? qEURENIgRIRS in an
net wor k. 1¢ OO&Blmdsh &8twodd® 3B, 3C and 3D illustrate exenplary response

formats for incom n&ﬁand responsi ve packets at a node. [001611 Fl Gs.
4A and 4B ar B0FbcRIGH 3G s Ceandrdd) o tr@mnl@mr@pgmseafon@%% oper and

a transmttep .3 oyl L or?sﬁ\?e;lﬁ‘é‘fceté?’?ltr . 15[0017] FIG 5 is an

exenpl ary timng Sequence didgram a rrul ti-channel access point
accordi ng t o[09h6] eFldizd#Amnd 4B are block diagrams exemplary embodiments of a receiver

and a transmitter in a multi-channel gateway.

15 [0017] FIG. S is an exemplary timing sequence diagram for a multi-channel access
point according to one embodiment.
[0018] FIGs. 6A and 6B are timing diagrams of packet delivery cycles.
[0019] FIG. 7 is an exemplary process flow diagram for a mesh network with
multi-channel access points.

20

DETAILED DESCRIPTION

[0020] The methods and systems described herein generally pertain to mesh
networks in which two-way communications take place between a sending, or
source, node and a receiving, or destination, node. One instance of a two-way

25  communication occurs when the source node sends a data packet to the destination
node, and the destination node responds with an acknowledgement, or “ACK”
packet, to inform the source node that the data packet was successfully received. In
accordance with a typical network protocol, if the source node does not receive the
ACK packet within a certain period of time after sending the data packet, it might

30  re-send the data packet at regular intervals until either an ACK packet is received or

a time-out condition occurs.



[0018] FIGs. 6A and 6B are tim ng diagranms of packet delivery cycles.
[0019] FIG 7 is an exenplary process flow diagramfor a nesh network

w th nul tiywghefnsls2Access points. 20 DETAI LED DESCRI PT{PQNU[S%%%SS‘ghe
met hods and systens described herein generally pertain to nes

networ ks in which two-way comuni cati ons take place between a

sendi ng, or source, node and a receiving, or destination, node. One
instance of a two-way 25 communi cation occurs when the source node
sends a data packet to the destination node, and the destination node
responds wi t f0@A] aEkimp\eksviglesefitivo-vory CoAdiiniqéaiokedre also pravhlennintatgpical

source node that .t dat a packet was successfully recejved.. In
accor dance witH oK P@H i 1%%‘1‘""%’& ROTR “B?%’E‘Wg’g Fe,n%iafre‘ﬂ%ét Q &#reété“aHB?J 2%pes
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sending the data packet, it mght 30 re-send the data packet  at
regul ar i nt ePREPUONRHithe nEWERe rf%nﬁz@aa&w&@@id besa youting (pble, @ magntenance

time-out son Qb&dtéz Bn ? Q&Hréss, et&.?%lpog% reaﬁf(s%gp k(ﬁ@e&,f th \ﬁ@si'gi‘of’{?t\fon node

comruni cati ons are SO' preva gnt In a typl C t wor K. I nst ance,
a sour ce nodectwing Inforsetidn sespepinesd thegequestest 4 fraini of ermouhessageimicagng

gateway or agg oint, for.a certain type of information relating
to the opera |aglﬁ%so na{o eetbﬁ%?l‘ll)v]gr‘ﬁ&ql%f%quf’ formati on could be a routing

tabl e, a mai [@22pNCentanfidadly, thanwb aaddmaamicatdbdns. betwieshahpsousee dnd each
such request, the. destination node returns i nfg\{rmasi Qn responsive to
the request, BHNEIGHAULHPCEFFOH I HAEAHES PHANTaLYARFLY: Ao 2Lk Messagh 4i-e
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comruni cati ons between the source and destinati on nodes occurred in a

one-t 0- one nih#rsprdangewithy exemplary methode aadhgystems disclosgbhrieinet one-ecainyed
at the desti Bah,PRaPBdEmploled MR Bplf Hafi@SisibiPlorelibe W3RN €& N OFS-

facilitate an understanding of the principles upon which the methods and systems are
based, exemplary embodiments are described hereinafter with reference to an

15  acknowledgement as the responsive transmission by the destination node. It will be
appreciated, however, that these principles are equally applicable to other kinds of
responsive transmissions that are returned to the source node from the destination
node.
[0023] FIG. 1 is a simple representation of a canonical radio frequency (RF) mesh

20 network 100. The network illustrated in FIG. 1 includes at least one access point,
which can be a gateway GW that functions as an interface between the mesh
network 100 and another network, e.g., a wide-area network (not illustrated). The
gateway GW includes a transmitter and a receiver with the capability to receive
signals transmitted on at least one, but more preferably several frequencies. The

25  transmitter enables the gateway to communicate with any other transceiver within a
suitable signal propagation range. In one embodiment, the gateway may be
surrounded by a “sea” of standard single-transmitter/single-receiver transceivers,
identified by the symbol “Tx” in FIG. 1. The transceivers TX may represent, for
example, meter nodes in a utility network and the gateway GW may provide, for

30 example, access to various back office functions associated with the meter nodes in

the utility network.



In accordance with exenplary nethods and systens disclosed herein, a
one-to-many format may be enployed for the reply transm ssions, to

reduce bot‘{,d)%]%}&]ﬁizssues. To facilitate an understandi pgr 8t 0bdfasss

pri nci pl es upon iIch the methods and systens are based, eXxenplary
enbodi nents are described hereinafter with reference to an
15acknowl edgenent as the responsive transm ssion by the destination
node. It wll be appreciated, however, that these principles are
equal |y applicable to other kinds of responsive transm ssions that
are returned[@0d4} has slouwrcia RiGdg, there nar bresed@al trandtdivits thatdemrhOi2ad

FIG 1 is a simple represeptation.of a, canonical radio frequenc RF)
mesh 20net wolh TRy N NOFROTHPER: e FaereFele fransmit o o aasvgaﬁ?'se
| east one aceEsEm@OTHYse trfbnGiiciRAnd thed oPd: AMAMAIEMED BRrhwhb&ed lifsnas
an interface_between the nesh network 100 and anot her network, e.g.,

a wi de- ar ea R&fvoriehd hges indicats spocewsdylly resriveddransmipsion eildr foasa a
transmtter Y 1 . | i

Lraneni 150 SaoRvral BloERledl oh pbNRef AR bb acBE M RLT A,
The 25 transethen gkftescadil suscassfol gaisewssions the gatawayincatdiatelytraspangs otther

transcei ver w thin uitahl e si,gnal propagation.range. | ne .
erbod ment | 1ae FefecBitet 8h o SABRARERRA0 This Dbl 395 rafel Hpeived
si ngl e- t r ansimittrheglbisl, gl @xtawagatspends walnsic RCKegasket] daex, iif irdthebath he
synmbol "Tx" in FI.G 1. The,tra}nscei vers TX nmpy represent, for .
exanpl e, net RACKeidREsceived W tirps $lpt 3, thesaipyay sy anHCK Rackrh e thayrarsgeiver

provi de, 1 or thdOr XA hat PEARE STHOATRIJaBktSs Rasdnt 8hE hichihdNG tHeons
associated with the nmeter nodes in the utility network. WO

20101030322 PetVisspbegiworwdesion gdeduthagorgisigd i n FIG 1, there can be
several tr an@ﬁ%]v eﬁx%k&xb ﬁﬁesqf? A CALR ﬁfc?te%ﬁl{?%t ﬂ?lea c%?igeqwﬁXercé&[e&gh {Qhesh
to e ga ewa§ one at a tlne.

enbodi nent , e transcelvers transm
These transmawpdnfilares camesult frovewoapercesn ghaclet eallibiynnamihernerdlabiling s

in FIG 1. Soljid.lines indic uccessfully received transmn ssions,
ei ther from %IJ th‘f F‘éﬁ?@&‘ife\?gk’e& ?a?ﬁei c%@?@%@"’%%%@f‘ﬁg’&ﬁ' °t°trél‘if’§%§?qs?§r
nodes acti ngtrasmitehgys tHeGame &RGudichand inANutfier® 861 cBlHeRIRA&S dukh that their

transm ssion, the gateway i diately responds to the sendin
transcei ver \PREGUMNPAEYR BYFra GadBrither waRsEissigNoR reseiysd éucﬁéi?ﬁ%g’qt@e

recei ved intended receiver. This condition is illustrated by the broken lines jointly targeting
the gateway in time slot 4.
[0026] Receiver unavailability failures may happen when the intended receiver is
20 not able to receive signals on the transmission frequency during the time required to
receive a packet. This situation may arise when the intended receiver is on a
different frequency engaged in receiving a packet from another node, for example in
a network that employs a frequency-hopping protocol. As another example, the time
slot 1 lines in FIG. 1 show a successful (solid line) transmission to the gateway and
25 afailed (broken line) transmission targeted to that same receiver, which is off
channel while it is communicating to the gateway.
[0027] These access failure conditions may be mitigated through scheduling,
which may be effective when the data traffic is deterministic. Scheduling may be
less effective when the data traffic is unpredictable, e.g., when the data traffic is
30  generated autonomously or reactively.
[0028] Also, as depicted in FIG. 1, there may be multiple successful transmissions

on time slot 2. In a frequency-agile mesh network, an embodiment of which is
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intinme slot 1, the gateway responds with an ACK packet. Then, if
anot her data packet is received in tinme slot 2, the gateway sends an

ACK packety59,0Rsshy ansceiver 10 that transmtted that PE?/ﬁgﬁBwoog&%
ACK packets are sent one at a tine, to the individual source nodes

from which they originated. [0025] Broken lines in FIG 1 indicate
failure. In a densely interconnected nmesh network, failures can
result fromtwo sources: packet collisions and unavailability of the
i nt ended receiver. Packet collisions may result fromtwo or nore
nodes 15t r andistibsddrigrein) nbhedaesne nbdes gusneyupittle sdinshiEduendiesdt thd same

coi nci dence such th heir respective packets over]ap and neither
transm ssi onaing’ 9"’%‘8@‘5&@@%@8&&%%@6& ency ZeYSHEYRORY r ecei ver . Thi s

condi tion i s[go2bLSAE ghcveh, e s%Hﬂiiﬂfi&!f@fbdck&?ﬁeih?&éﬁi tovtht @htORhY Rdy i
gateway in tine slot 4. [;&026 Recei ver unavailability failures may
happen when & hettlepack g Rfepes ¢rk. Bechisansegives hpving e diskstdinkiteyhal s

on the transgj I ' J: d ' t.o_receive a
packet. Thi s%ﬁ%@?%ﬁ%%ﬁsg%i%ae%@ léé {lnﬁ?’eeﬁltgg‘jagc'#%@éﬁdvoerru gi S on a
di fferent freyteded, tebgagechsfullyremaiedi Adteacqeh oheasagk iomrtdanat thergartode,

for exanple in a network that | oys a frequency- hoppi rot ocol .
As anot her eXSRPIde ,get?ﬁeemﬂlﬂ% o Fog{ﬂe Tg’ftioﬂg's rrﬁ‘hg Y rﬁ}a)gﬁ%%?ggpys uccessf ul
(solid Iine)archigseamlbsiniquel i thitet Gay proeideabets2fant 2t dfro KRR nidsie)
transm ssion targeted to that sane receiver, which is off channel
while it is B i T thgyimys {pRosgh PR AEIHEWRY O PFIVITEEdraasmiies MY | ur e

condi ti ofg "BymiAGtethd peddhBehde U BILHF Riclitsithomg, whi ch may be
effective when the data traffic Is determnistic. Scheduling may be

| ess ef f ect i 083Qheko stlee distngoblems FIG 2iiHusivatns ddhsmiativns, wighiy an exdnerlaryhe
data traffic_.j reactively. [002 Al so,
as depicted ?%ﬁﬁ%eﬁ%?gt él?'ghﬁn%l%ﬂg@gpnu%ﬂhlysp%bog ﬁrg%ng’sas ol# ? ?‘%‘zfr%a %‘Vsag 1 8ns
on tine sl otcdhfighreddo feceigeemoydtide tleannels ht the sano time anarcRP agsieetivork,

R E R R T
frequencys r efiegiet@P@din,teyen though they may overlap in the time domain. As depicted
in FIG. 2, a multiplicity of messages are being received at the gateway during time
slot 1.
[0031] Non-multi-channel devices (e.g., the transceiver nodes Tx shown in FIG. 2)
are not able to receive and transmit at the same time. Therefore, transmissions
20  directed to a simultaneously transmitting node may fail.
[0032] The receipt of incoming data packets at the same time but on different
frequencies helps to prevent frequency spectrum collisions. However, it may place
any possible ACKs (back to the sending nodes) into temporal collision situations. In
the embodiment of FIG. 1, the ACKs ideally are transmitted immediately upon the
25  receipt of the relevant data packet. However, with the multi-channel node of FIG. 2,
this may not be possible because the gateway cannot transmit while it is receiving,
and vice versa.
[0033] FIG. 3A illustrates a typical sequence for receipt of a packet and
acknowledgement at a node. A sending node transmits a data packet containing the
30  address of the receiving node to which the packet is addressed, as well as the
sending node’s address, and the data to be transmitted. The node to which the

packet is addressed, e.g., the gateway, creates an ACK packet by transposing the
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[ 0029] As shown, the serialization of packets being sent to the
gateway may forma bottleneck in the RF nmesh network. Each

transceiv | direct link to the 5gateway nust i
nessage(s)%g?&g}o%iﬁaue time, either schedul ed or un- cgﬁ?@ﬁg}é%?(”?sg be
successfully received. After each nessage is received, the gateway
responds before noving on to the next one. The gateway may be | argely
architecturally unique, in that it may provide access to and egress
fromthe RF nesh network. Thus, the limts inposed by a gateway's
recei ver ands¢mlansmd reedivertyaddfessdomndatid¢ing be agi@oitydganes inficdtdre TRE

mesh network. [0030] .Tq solve this problem FIG 2 il]lustrates

transnissio néé%ﬁvf% 4?‘18&‘68)?’@%?‘&? ';l/‘e é\ﬁ%gﬂ?cﬁﬁha%fo the ﬁﬂglf‘?l-séﬂ%}ﬂﬁ éPdenpde.
In this embogoozant wirnhdeple padketstrdBdi fYRY ¢ivéPat GfRdrbd e lerdcRs iEaRI Ve
on nmultiple channels at the same tinme in an RF nesh network. Packets

may be sent SHNGHME globtmey rejbe pesste &y therseeiving podrgtosesatecasid| i de i n
he 15 f : i ; .0 i
the ! SQUGREY iR A, @/ﬁgfé%%al Iihgﬁe%aéﬂlﬁ% Py 85488 il nllfioh | AP

domai n. As depi ct nmu nessages ar e ‘bei ng
recei ved at WiKsga¢ sncamubitad] ogstécked ant e¢nt dut ihQ@Bd) adNeart ofid dingle hannel

devices (e.g., the transgeiver nodes Tx shown in FI 2 are

not bt e to PR PR ARb i aninaied ph e AtRving Fode! Figr o ghoues té

t ransni ssi ongontegtioraciaeked ACH patiay] ibsiRSodinkdn@keidiAd hotks RRYQsETr

fail. [0032] The receipt of incom ng data packets at the sane tine

but on di f f ePEPLS HRiFBITdPRRat N 4ydata Racksteas sbrwi InddGe Ay I fhe ek amphe of

col | i si ong HeY®VIH, howbveiBiie ]gite@&y ABY bOEs Al 16 eEEivE h?cﬁ%cfcé?sngglﬁmitted
col’l n the enbo

sendi ng nodes) into tenporal | iston situations. | . I ment
of FIG 1, thesdiog nodesdr muliipte chanelydt thesdmiertimed asinghg empadimenterf25
recei pt of t el K . [ i he nulti;channel
node of FI a1 %P ARG BASKRbIC IR nalphokels S Ried BIRD

transmt whi ggtewsy.iln respordeya siggleaA (K phcket Merated. [TOGIALkdt ctntaidda

acknow edgentiedet SaSE s A Conttert oy abBl wf andalbcieradifing agdeers of
containing the r&Qi\aﬁ%dmﬁs ThE phdk@t 4186 Edn¥diRCan1QEIRi flep oMb o fithesdAamiset
is addressed, as well as the sending node's address, and the data to

be transmi tt Befes TR Nt whichgdatnpacket ekeaessiallarsarived da respogse, 0 t he
gat eway, cr ealEst SudKoRAGKRE pde¥et! £RR Eﬁgej\h'og%s fol' Rs idRANEE"in ﬁle}g&leﬁ,e

recei ver's addresses, and addi'ng an ac genent 1 ndicato
recei vi ng noard if Hanfound,rizaisttbe pdsketACn pddk packbtack to the ori gi nal

sendi ng node 3 |tipl e packets. ar ekng received at

di f ferent frgogéglgcﬁ%\glkﬁs%%aggg%nql%@@ ,en??tb‘%g?%?‘nﬁtf“% °p8Lsi bl e
for the 2@cestutked AQKIpadket. dnetat examisle,5hd fraraelineludbya fieldus MeatifyACKs an

packet in t hk%ﬁ’t%‘é‘ g{ ﬁaclIeot, \%HJ%L %oslfov&sq es br%la c%gttaldgxne’ss ;[mrglethe responding node's

address. However, this frame type field may not be necessary. For instance, the

sending node may recognize that any broadcast frame received from the destination
node within a certain time period, which contains its identifier, constitutes an ACK
25  packet.
[0036] There may be several non-limiting ways to stack the ACKs in the
responsive packet, denoted hereinafter as a “meta-ACK”. Various examples are
provided below:
1. A meta-ACK may contain full 8-byte MAC addresses of the sources of all
30  received data packets inserted in the order the data packets were received.
ii. A meta-ACK may have a pre-agreed single byte or short address of the

source of each data packet inserted in the order received. Short addresses may be
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ACKs are accumul ated, or stacked, and sent out in unison as part of a
singl e responsi ve packet that is transmtted by the receiving node.
FIG 3B shoysefhsssPncept of a stacked ACK packet. In gegmgma%{hgggnt,
sendi ng nodes nay use, for exanple, the same format for a data packet
as shown in FIG 3A. In the exanple of 10 FIG 3B, however, the
gateway may be configured to receive the packets transmtted by

sendi ng nodes on nultiple channels at the sane tine, as in the

enbodi ment of FIG 2. FIG 3B depicts an exanple in which N data
packets are peecaiovated addrésbes fgedhevienthan the BESPOMAE, adiirShdigised Anpat ket

is created. This packet containps a, broadcast address that is
recogni zed bAcKEss- gf’r ‘E’ﬁténcr?o@’€§£°rf ‘Fsﬁé‘F‘gW ﬁhe{ lﬁgi’éﬁd?fgg%ﬁlgfl\’li@ t he
recei vi ng noggiresEh& sk 6t thaVRC GAMKA NShidbbiedeiibh bF fie amress%éﬁlahof

y

the sending nodes 1 to N fromwhich a data packet was successfu
recei ved. | nTesel polrdung or quagteiipg thefize of heandiz-0&&cast packet, each

node | ooks for itg;i [ : if Lt

treats the packet ﬁlélslgaz%tr %Blg %éée?%fgegglg?hﬁagagé%fsg%éol\j/\%sé%é}g%@g%l ary
enbodi ment oprieritfyoadee thet istbesadran & priordy 28osittad kit tWGiéceaakeicket! Fot hi s
exanpl e, the.frame i.ncl ude field to identify. it an ACK type of
packet, whi cf{‘s{aﬁﬁ’ 86&8“?%”3%%&&%"?%&88%‘?@5 Wﬁﬁgthf’ﬁ@aﬁl&ﬁéﬁd? ng node's
address. Howesgsinitting] sich EodaRepbit R trbhité, br "Rt JAes" tRAsNRSISH SafoYe a &Aling

i nstance, the (fendl ng node may recogni ze that any broadcast frame

recei ved fr oRP4HBUEERYVI N Altemativel pangrdesinyebasadanyprioriges prepqigfed with
whi ch copg ai ﬁﬁ»tij:lh&geg@iﬂéh%deg‘r, constitutes an ACK 25packet. [0036]
There may be several non-limting ways to stack the ACKs in the
responsi ve packetiv. dbpneddrdssherani beshipdaced : an ordertraflge@ig othvaciitens, such
exanpl es are [ o koA et a- A contain
Pl 5e byt e HARE KhHBRRalaRHT e squrcs noders e Wl M bali e Gl
packets inserted v.nThdwidosssiarcah be etiplasediaakigictic veleesd thaed Ned¢hing node

ii. A meta-ACK have .a pre-agre ingl e byte or short address of
the source o?ane‘g?%mﬂ’ﬁteﬁr 1‘6’5&35? W%Fﬁgggﬁh?q#rﬁ%wag?tar‘@é &egrgd: rt
addr essess Mayxaeple, BieistdnlirGRIde thaFdcBn @ $hd MsertB OF (18 A CKRIhinike BcflYt ©
MAC addresses used for unicast packets. For instance, the short

addr ess ni ghtCObeififReeagpie, Bys essigned phort Addresyidand didieesi ves addressen3sh Tof
t he MAC addrgss- I 8 hatl e se |

hal vi ng or qﬁ%r ';r gg?(lr)]% 1?%[25 g%/g%érgﬁ&[ gjgeltrlrg? %‘Qﬂ%&g‘?@?ﬁ%%{h@w% gér}a
usi ng order pdcketeyasinot received batdusedbeACKan itieabwepl. aced in a priority

order that i e riorit ociated. with the ceived .
packet . For [93TEnheBheall BEteboREROR BhGRiok et iRy [RE S5 FRcisbIE e
sendi ng 2@deamsurt batisaitd fulfiiy), wisclcdonasbutesrte ferHottidhedl Dulbugy Alrthatl ast
gasp" transnission before a gendilggo ode shuts down. Alternatively,

an order may 68Uy BRI GRemP I Fauesbingiug g requests for updates on

the executable code image of a node, requests for node routing table information,

security alerts ( e.g., identification of nodes whose authorization cannot be
confirmed), requests for timing information (drift rates and absolute time or

25  frequency), etc. In one embodiment, these types of requests can be referred to a
different node that has a better ability to handle them. To do so, when the multi-
channel AP that received the request prepares its response, it may include a
command in the set of stacked responses, instructing the source node to go to a
different node for fulfillment of its request. Upon receipt of this command, the

30  source node then resends the request, addressed to the other node identified in the

command.



10parti cul ar sendi ng nodes. iv. The addresses can be enpl aced
in an order reflecting other criteria, such as the foreknow edge of

the sour cgyg9giK/nseshs equency hopping pattern. V. IEE’”?%’&%%S

can be enplaced In nuneric order so that a listening no

determne earlier in the neta-ACK whether the node's data was
received. For 15 exanple, the listening node may determ ne the
absence of its ACK within the netaACK if, for exanple, it is assigned
short Address 5 and it receives addresses 2, 3, 7, etc. The node is
abl e to det ef0038k, Tiether iode &Cc®@hi¢h sSheardquiessis redirettedimalyibve anotler muldat a

packet was not received be se the ACK to it is absent. 100371 In
sone cases, ?l?f’é‘“?elé g"p?b‘ﬂ’é%ncldé% 1§ ?fﬁf’gﬁfﬁ?‘?@ foethe EE‘P"W@‘&R@‘ Bistinct class
appr eci abl e gfer@pBivffiodes. ThiBthalBe it dabd, lfor ekmple, #AEY SepbidteSafrh@rubfate
bottl eneck at a busy AP that receives such a request. Exanpl es of

such request ¥ gnpdacd éo supperé Bisirifusion dpremationd R A medesyip e wtilip] retwerlie

i mge of n : : LAt | I i

security gl erg%&gno %gﬂ%{%%ﬂ@giteﬁrtﬁﬁlygﬁ% P@#&é r?toogggsa%%égistgd gﬁ{l O?elr Szgl t| on
cannot be combhiteredhsummeguesics theyrare hodes ghat sdvinecnaidi contréldhée Ednnecttvity

and absolute tinme or 25frequency),. etc. In on nbodi t, thes

types of r eqﬁé@’? Eo‘g%frg’%e T&@fiﬂ? éé‘ ’Pﬁa%maf‘?ef ‘?Pg’i‘?ﬁ(eﬂtﬁgﬁ atePaie 20
better abiliénfoice pbidied desighedo plevidorases, nvdefeliabe, sithéregeannel AP
that received the request prepares its response, It may include a

command in tf@’“?é’?‘c%oné?gl?ﬁ"eBAr‘@gﬁbnses, instructing the source node
to go toi@ dLQcOf&?]r egtracl&gq'@sptﬁf?{es btlef inkh MR, Qfchiab Shel @AMERG cap bRty

recei pt of this comand, the 30source node then resends the request,
addr essed t odespibegtabeye, nespire iadélfarertifenshe farmi ebesausatiraespone@guddhe

ul 11 channel CLaF RO Ryl BRL A4S IR sRSo ol Fhied

at 1S estanrishe e purpose of
handl i ng a diespdnsestofchiasypeaiaydrdmplententeddesdatd packetashat bentdihdypase,

for exanpl e, when infrastrycture is enplaced to support

D st 11 buri on-HIR BYAFRGhL Y DA PR ol T dPLE e mE CH VP RO ORI es
have hi gher pifdrratiby mag baendoldtd dda THRARIMRAL MsiUE IRGPraloBEl. Wabh TORT €1 S
t hat nonitor consunption, since they are nodes that switch and

control the BERAECOMPriESs ty follawingdigds: grid. Thus, the DA o
infrastructure c e AfiRherRaolb flat ﬁd;c%ﬁgﬂ{egériﬁd of@el@ﬁiap{hgseelélﬁédt%kﬁl%

designed to provide faster, nore re nore secur
communi cati on to thesengsageadussentsQ¢.00B3@mBaracked r esponses ot her

than ACIGs, such pg hhenGommand SARARLL [pically in bytes).
20 Value: Variable sized set of bytes that contains data for this TLV element of
the message, €.g. the command itself.

The type and length fields may be fixed in size (typically 1-4 bytes), whereas the
value field is of variable size to accommodate the data being transmitted.
[0040] An exemplary format for a stacked response frame that employs TLV

25  elements is illustrated in FIG. 3D. As with the stacked ACK frame of FIG. 3C, the
first three fields comprise the broadcast address, the address of the multi-channel
node that is sending the responses, e.g. a gateway, and the frame type, in this case
“TLV”. The payload portion of the frame contains a sequence of identifiers S1, S2,
... SN for the requesting nodes, e.g., their short addresses, with each identifier

30  immediately followed by the TLV that is intended for the corresponding node.
When parsing this type of frame, the nodes check the first identifier to determine if it
is theirs. If not, they examine the length field of the TLV following the identifier,
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descri bed above, require a different frame format, because the
response includes data that is intended for a particular source node.
hi one e I tacked responses of this type may ! ed
Vi a datanﬁggkgﬁg&?ﬁit contai n TypelLengt h-Val ue (TLV) ePgﬁgﬁ?%£a§§%hin
data communi cation protocols, optional 15 information nay be encoded
as a TLV elenent inside the protocol. Each TLV el enent conprises the
followng fields: Type: A nuneric code that indicates the kind of
field that this elenent of the nmessage represents, e.g. a conmand.
Lengt h: The whch podviddsanéfsetdor the heikt(ideppiicainltye seniehyThas proceB vahtirares,

Vari abl e sized.set .of byt.es .that.contains data for _thi V.el| ement
of the meesadtil o et g RtcR eI R IRerr e Borb ke af el as
may be fi xedWHhenaind@e fihdsd maﬂchgorlts%&ﬁmﬁgﬁ)t,exmb e i ehtife MV ngm‘emélogm
is of variable size to acconmodate the data being transm tted,

An exenpl ar yfqﬁ'&”h‘h%'t thitgentifict lo-qbiain redpmaase thatarns SEH4R ltéﬁfﬂf’é%?kqf{_v 25
el ements §s ghipystrated in FIG 3D. As with the stacked ACK frame of
FIG 3C, the first three fields conprise the broadcast address, the
addr ess of t H94hul In angteabedimans die gdtewayi can semdh setjof FeV's egponmgany e. g.
a gateway, a AR - i : L a
portion of t e%’?gerrtégcon g%ﬁgh%d {ég%rgfgﬁ%xgagﬁs }ngéé%ﬁ%u? ﬂ-g{r%g%@ﬂ,l&S%r SN
for the requestiphg theoghtsyays. giobally haitabls e tprefig thepaesvay st MA Cealdtess,

identifier 3Q.jJmediately fol.lowed by the TLV that is intended, for
the corres poﬁﬁsﬁﬁwﬁﬁﬁgﬁe%ﬁtgﬂél%‘ﬂpﬁaﬁ’_ ”teﬁ?’%rkt“ybﬁg 6‘?"%%?’1 Y 9bdes
check theo fi yatabied edlitidg 81O @nsHRl Biyet DR.aldr 3ibudisg. t heirs. |f not, they
exam ne the Iengfsh field of the TLV following the identifier

) WO
2010/ 030322 PPAZIS i aviods 19t thafithare pande diBerenges Setween a msfa-AGK snsha
identifier ipekbPpRREL 89r eldihiple RECHESIThab Ok RUESn 014ds] i
recogni zes i tesa palr)ti cul aFei depz(ta’i fier, gr reaglhesmt%g_ Sﬁﬁ%@?ﬁg
frame. When sgensudly npt tarissted toratspeeifionodet ise. . theimforhiatipn is aboatxthei nes t he
entire TLV e . ow ng..L. jdentifier to obtain the pesponse
that was Senb%gﬁ{o 1'tttI 1{1&?1#1? %\4@1 c%téﬁ'l&lée%{o any angi bt receRedWi n range. éy v}%y 0F

15  example, a frame format of a beacon is given below:

PHY HEADER g;‘:‘?:; Source MAC Epoch Tick TLV | Routing Info TLV Other TLVs CRC-32
(12) 1) (8 ) N) (N) 4)

[0043] The meta-ACK, similar to a beacon message, has a broadcast destination

20  address or, more efficiently, no destination address, where the broadcast type is
implicit, but the FrameType is ACK. In this example, those nodes that (1) are
listening on the frequency of the meta-ACK, and (2) have recently transmitted data
are interested in this meta-ACK. The data in the meta-ACK is thus about the data
senders, and not the transmitting nodes.

25 [0044] A multi-channel node can be implemented in a variety of ways. For
instance, it might consist of a single transmitter and a plurality of receivers that are
each tuned to a different frequency over which communications might be received.
Another approach that is less hardware intensive, and therefore less expensive, can
employ a digital signal processor (DSP) to differentiate multiple signals that are

30  received simultaneously. FIGs. 4A and 4B show an exemplary system diagram for a

multi-channel node that is based on this latter implementation.
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5 frane. [0041] In one enbodi ment, the gateway can send a set of TLVs
containing any type of network configuration information. This

i nfor mati qRoRRYebd3el ude, for exanple, the gateway's gl @blukyosiusabl e
| Pv6 prefix, the gateway's MAC address, DNS server address, routing

updates, network timng information and any other 10 vari abI es
relating to OSI nodel Layer 2/Layer 3 routing. [0042] It is to be
noted that there can be differences between a neta-ACK and a beacon
packet. For exa the information included in a classic broadcast
i s general |l y[¢46 tBﬁ@@tlmothGa“ép@blplﬁ plowscdexemplary, recdiee $eafion okt i on

5 2oout b AAORME G BRI R Pl
beacon is gi nedesbelddﬁfcrerRHI{athRDER \&mbhfﬁramn&s@mw odrriérlfreqhendiese afAC
(8) Epoch Ti Cel%el-!-zléé/ at'an antenna 10, and undergo suitable amplification 11 and filtering 12, 13
5 and 14 to segregate the signals at the desired frequencies from unwanted signals and
other noise. In one embodiment, the antenna 10 may be configured to receive RF
signals in the unlicensed band around 900 MHz. The filtered signals are then
converted into a digital signal in an A/D converter 15, and the resulting digital signal
is supplied to a DSP 16. The input to the DSP 16 may include a mixture of all of the
10  transmitted signals that were received simultaneously on the different channels. The
DSP operates to separate this mixture into individual signals. The output of the DSP
engine is the recovered binary data, which may be indexed and serialized for
presentation to a protocol processor in an adjacent processor (not shown). An
example of a commercially available DSP is a SPARTAN-series field-
15  programmable gate array DSP manufactured by Xilinx, Inc. of San Jose, CA.
[0046] In one embodiment, the exemplary multi-channel system shown in FIG. 4A
allows for processing a relatively large (multiple channel) spectrum to baseband in
order to be processed by the DSP engine. Using Fast Fourier Transform (FFT)
techniques, the DSP 14 creates FFT bins for each of the many channels within the
20  down-converted spectra. In one embodiment, there may be up to 240 channels. In
an embodiment using a carrier frequency around 900 MHz, there may be around 83
channels. These bins may act as, in effect, separate receivers for each channel. The
received data in each channel is separately processed to determine whether it
constitutes a successfully received packet. If so an ACK, or other suitable response,
25  is prepared to be accumulated with the responses for other packets received at the
same time, and returned in a meta-ACK or other similar packet containing stacked
responses.
[0047] FIG. 4B shows an exemplary multi-channel transmit section of a multi-
channel gateway. Components similar to those used in the receive section of FIG.
30  4A can also be used in the transmit section. Additionally, digital processing

software used in the receive DSP may be used in the transmit DSP. For example,
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Routing Info TLV (N) Qther TLVs (N) CRC-32 (4) [0043] The neta- ACK,
sinilar to a beacon nessage, has a broadcast destination 20address

nor e I Biby, no destination address, where thg-PrRadsastss
type is |?r‘£/p{)|2€]=0{% 3 ut the FrameType is ACK. In this exanple, ﬂ%se

nodes that (1) are listening on the frequency of the neta-ACK, and
(2) have recently transmtted data are interested in this neta-ACK
The data in the nmeta-ACK is thus about the data senders, and not the
transmtting nodes. 25[0044] A multi-channel node can be inplenented
in a vari ety thefresgnesDSHFowy usesEER swfiware whilgtite tmosisit DISPafayeussiimgrse FFT
transmtter a plurality of receivers that are each tuned to a

di fferent fré‘gk%éaﬁﬁy over which comuni cati ons m ght be received.

Anot her appr eeaB] t hothe eserhflss thasdilestiohhelfipietRnsait dighfle hrlydee | ess
expensi ve, can enploy a _digital _signal processor

DSP
T arent | at BrogT b3l conG el Be Forter apefhoonts sxgr P, whivyilhedaery o
FIGs. 4A gnd %&s&h@fﬂékﬁpmq}ﬂ@wb?&l&lt@é%n%@rgéééﬁﬁgnFér%aﬁpfgujftﬂﬁe &m{ﬂ?@é

node that is based on this latter enent at1 on
20101030322 Pcrfiusem9scd (U 5% energy is output on that channel or frequency. If the

amplitude coefficient is set to 0.25, and three other coefficients are similarly set to
0.25, then four signals of equal strength may be produced. The amplitude
coefficients may be established based on the signal energy that is estimated to be
10 required to adequately cover a given signal path to the node targeted on the
particular channel.
[0049] FIG. 5 shows an exemplary timing sequence diagram for a multi-channel
access point according to one embodiment. In an exemplary mesh network, data
may be transmitted, for example, at 100 kbps, which is approximately 10 bytes/ms.
15  Applying this correspondence, large data packets, which in this example may be 500
bytes, could take 50 ms to be transmitted; larger packets, e.g., 1500 bytes, could take
150 ms, etc.
[0050] Asshown in FIG. 5, a second of time, i.e., 1000 ms, in an exemplary mesh
network may be divided, for example, into 200 ms slots, which may be further
20  divided into a 150 ms sub slot for inbound data to an access point and a 50 ms sub
slot for outbound data from an access point.
[0051] The exemplary timing sequence arrangement shown in FIG. 5 thus
provides that each second of time may include five multi-node exchange slots. For
example, nodes 1-4 may simultaneously communicate on separate frequencies to an
25  access point during a 150 ms inbound sub-slot of a 200 ms slot. The access point
may transmit a response to each communication that was successfully received from
nodes 1-4 during a 50 ms outbound sub-slot. As shown in this example, the
response from a multi-channel access point to each of nodes 1-4 may be part of a
single message sent by the access point. A similar sequence may continue during
30  the other 200 ms slots. In this example, the multi-channel node, e.g., access point,

transmits a responsive packet every 200 ms. This packet contains the stacked
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[ 00451 Referring to FIG 4A, which shows an exenplary receive section
of a multi-channel gateway, multiple RF signals that are

si mul t aneoyghyiofos@psm tted by nodes on different channglgyshpo§eossidl th
different respective carrier frequencies, are received at an antenna
10, and undergo suitable anplification 11 and filtering 12, 13 5and
14 to segregate the signals at the desired frequencies from unwanted
signal s and other noise. In one enbodi nent, the antenna 10 may be
configured to receive RF signals in the unlicensed band around 900
MHz. The fi | resperbesiegnaiCKafer atlliehomidrpaekettsetﬁaﬁwnrosaccﬁs@ilb'abcei;\'regnal in

an A/ D conve n e.result ital signal is supplied to
a DSP 16. Thghﬁlﬁﬁ)&?iqb% {xj%éubﬁég ?gh ({9% ude a mxture of all of the
10 transmtt etmse] gBains nbdtattnal_\ﬂj’eeleheﬁﬁig\kﬁth toitiia it BineaLsd] cass pdist,

di fferent chaglﬂ gj.ersf e DSP Q?ng tes to separate this mxture into

i ndi vi dual R BFCHUYING AR RE g eé?l&?’l‘l%‘“?@@ﬁ%”?@d@\‘}gf ed
bi nary daga, CohicghenBythBBoddddax 86 tRNEhtFhE ﬁéthéﬁgi fctlﬁﬁng%ﬁﬁﬁeﬁ tion to

a protocol processor I n an adjacent processor shown)” An exanpl e
of a conmer cialéﬁmsytelat\ﬂah“femgéa@sapd ﬂsenaec@mmnres@cta lelsa dycki¢ thshios FIGs.
pr ogr ammabl e Inc. of San Jose,
CA. [00461 | gg%%\lg 6grrgodie%r)§ﬁ?l, i)%l?ﬁ({jdg%eﬁlﬁl - channel system

shown i n Fl G0053] aRbiammg‘torFIGr@&:elﬁsnna@na shmsazn exayld aipgeketsding pl e

angine. ) ar R R gRORERT e idieacer-Rpb ChnE R Sedhat B R
engi ne. Usin o
creates EFT biodss ddfuce@as thefp inlasab b&hﬂ@ﬂﬁhﬁnmﬁﬁg dﬁrécﬂ? wifdh the AP.

down- converteg spectra. |In one enbodi nent, there up to 240
channel's. InT ?Feéiﬁ‘?rﬁﬁlmgf{?ngn@eaméaf@F‘éWAr@éﬁém‘i}sa@éﬁﬁ%t@%%

there may beuat @'ndt hive &2 BHRard 'ﬁ%‘é&l BN By dﬁ&%roﬁ‘a%odleéh Hefbut

separate receivers for each channel. The feceive ta I1n eac

channel is sépﬂhpmeéhyetwptkcegsedtadmawettteﬁhnm]é WhdgsiBeandi4 are pars bf Grotups a
successful | ygrecei ved packet. If so an ACK, or other suitable
response, 25 is prepared to be accunulated with the responses for

ot her patket 054k eFmea 2athotvia aclammedgbmems aeidg sait t the dodes that st a- ACK

or other sim.,lar et containing stac S S 004 |G 4B
shows an exefil 5?%%1’[‘1@%15%&@? eXmple ’E E‘E’Bt‘fdﬁegﬁ ‘é‘l A@E&Pﬁnel
gat eway. ConpedeaACHstotedodt Or AdHRS @ thid Ssht ldRtatd el A SR U GoRE B @@ Of
FIG 304A can also be used in the transmt section. Additionally,

di gi tal procBSSismpryssrsenideheeds I that eciyaddbe dua oie sendingnadsed i n
the transm t(gg55} FiafmeS*ABRE Gn exafP18 VhOleRAFAREHB A0 Q948RRred to

20  the AP while data from more remote Group A nodes 1 is delivered to nodes 2
adjacent to the AP.

[0056] Frame 4 shows an ACK process similar to Frame 2, but in this example, the
AP sends an ACK or stacked ACK to the Group B adjacent nodes 3 while for Group
A, the ACKs may be sent by the nodes 2 adjacent to the AP.

25 [0057] FIG. 6B is an example of the Group A and Group B packet delivery cycles
in a timing sequence similar to that shown in FIG. 5. FIG. 6B shows data from
Group A nodes being received at the AP on multiple channels during a time sub-slot
for inbound data and a subsequent ACK or stacked ACK transmission during a time
sub-slot for outbound data. After the Group A time slot, a similar process occurs for

30 the Group B nodes.

[0058] In one embodiment, beacon packets may be used to convey timing

synchronization for the timing sequences described above. A beacon packet could
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the receive DSP may use FFT software while the transmt DSP nmay use
inverse FFT software. [0048] In the exenplary transmt section,

mul tiple tygRsilotosss gnal s may be produced by configurip j<er
coefficients ?@"t“ﬁe DSP, which will be known to 5a per sg#{%?m;s:/wﬁs in

the art of digital signal processing. For exanple, if the anplitude
coefficient is set to O, no energy is output on that channel or
frequency. If the anplitude coefficient is set to 0.25, and three

ot her coefficients are simlarly set to 0.25, then four signals of
equal strengbéisamhpy tie nulodhaed] nddes teipichte ticketim exeinldi chgielssat Rychhiata
establ i shed based on the signal energy.that is estipat to. 10
required to B@B&ﬁﬁ&?‘ép?reéﬁ‘\‘/’%‘?m% V&#‘%ﬁ‘géﬁ}’ﬁfﬁi’e ﬁ%{fﬁp?ﬁgég%dﬂﬁ_ﬁﬁf%t ed
on the parti CHéselbesddnpaiets hAP¥OdentAtGre-SpeeMRURInRE afX BIAP b aVailablE 56l
sequence diagramfor a nulti-channel ‘access point according to one

enbodi ment . Nedegnviduedrcarapeapsthe nudtiple-Rhangeltracenays neds; p.an dhrinodey,
for exarrpge’irﬁr%eéigtglggagga%ent"f@hfe%ﬁlﬁ-cﬂ oPridegtely 10 bytes/ns. 15

Applying this corre ence, large data packets, which in this
exanpl e may H¥59D0Ifle smderadthedoriguked d5@ pasket dodsamot reaciserint ASHK, itlraaygher
packets, e.g 1500 bytes, could take 150 ns, etc. [0050] As shown in
FIG 5, a seg%cﬁ “of time, i.e., 1000 ms, in an exenpl ary mesh networ k

may be divided, foy texadlflcBantehtedei?@ ndBe 8ideloSreckié €2 daRypabiet inutheher
20 divi ded igto a 150 nms sub slot for inbound data to an access point

and a 50 ns E?b?’é‘f‘btorfor out bound data froman access point. [0051]
The exenmppary ti nf!ﬁﬁlem%%ota{u'ﬁ%%ﬂ?%leﬁg@ tﬂe%n@xﬁ data bdHdST,

provi des that each second of tine may include Tive nmulti-node

exchange sl obseithepeasethmgsinder of dleregriging] data packietmiay sesendibie faigpatnetherat e

on separate f{: I I nt i Ng. | nd
sub sl ot of Am5aHT R etad el SEEERB RS belti e P uprisBRY
to each commufkucadss for stsatuanadats tansesisdiatlsl y recei ved from nodes 1-4

during a 50 t bou suhb- sl ot shown in this ex e, the .

res pogse fr omﬁgﬁfmﬁﬁ? E’@H&f &e %Béﬁgzﬂﬁdf?‘iﬂmt% reesti the gﬁg)‘@éy T—S‘ieklt Hay

be part of attzirefilest S88ents TRls AMitloha réfe§SSaydsd Mhnagéd 6 el rklti-
i's

sequence may continue during 30the other 200 ns slots. In th
exanpl e, t hechapelirecehdnhaederygendipg gn ACKcagais bpidioh passingaleng any reguest

responsive Packete &UEH*KAD aThrget HoUS RAGKSveRP At AbAhotb hadptltdo
drop the duplicate request when forwarded by the multi-channel receiving node.
[0061] FIG. 7 shows an exemplary process flow diagram for a mesh network with

20  multi-channel access points. In step S1, a node listens to a pre-determined channel
at a pre-determined time according to a sequence conveyed to the node by a beacon
packet, for example.

'[0062] In step S2, if no data is received, the node returns to following the pre-
determined channel and timing sequence.

25 [0063] Ifdata is received, the process proceeds to step S3. In step S3, the node
determines whether it is to forward the received data to a single channel or multi-
channel node. If the determination is not to forward the data to a multi-channel
node, the data may be sent using a standard half-duplex MAC protocol, for example.
[0064] In step S4, if the data is to be sent to a multi-channel node, once the data is

30 transmitted, the sending node may then go to a pre-determined stacked ACK channel
to wait for its particular ACK. As mentioned, the channel and timing for receiving

stacked ACKs may be conveyed by beacon packets.
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responses, e.g., ACKs, for all inbound packets that were successfully
recei ved during the inbound sub-slot of the 200 ns slot. [0052] Somne

nodes may Q@ .0flk)sesi ng data to the nmulti-channel accesgrRRbMbo4Y | €
others that are receiving data are unable to transmt to the access

point. 5 Consequently, the nodes can be thought of as naturally
formng two groups alternately delivering data and then receiving
nore data in a cyclic fashion. FIGs. 6A and 6B show exanpl es of these
packet delivery cycles. [0053] Referring to FIG 6A, Frane One shows
an exanpl e of[‘Wﬁé]:két steth 89,1t oleginalsemting wode ldeteARinby whether- dmo‘k@Krvgasnodes

| abel ed " 2" di.a he h
may bo. capabl GoBFE ESARHIGR AG CAPPastry TaR ACTnG TR g proceis ey

dat a- del i ver mgnnodtep Stad pktedais dekpibpd Abovel Ifin ACK@sn@dE@PRA] the O
the AP that do not have data to forward, | abeled "3", receive data

from nodes 4PFASFISHRAY WM forstepes Wherh thediogle may ressgnd thedata fithg aui- ¢ o
the AP. h@deéhzﬁ‘:n@l%dé afd fheR Bfdce togeﬁlsa Blisttr FAArHc d}E.r ame 2 shows

acknow edgenents being sent to the nodes that just | ivered data
packets. | n {#i68] ekuons embodonenGto meepnthe cerdifipPionenigksiafor AORFRAJBS.247,

stacked ACK, to0 r nod P F r

G oup B, theﬂ%&‘égﬁﬁggb%gong)é% Iﬁ)?ﬁ?th%éago%éﬁgﬂieﬁéj%%g%g?ve I%—:-OI(IZI ato
the sending nodbs oafpacﬁl@&SB«}anl—?em& stmshamesusiyn Exmnmloaembandaat any rom
G oup B nodes S erqueto 20 t he AI\P\QQP afromrmr .renot e
G oup A nodedo% ISy Sl P parston 5 R0 S LR A B SR ighi6]
Frame 4 showandRerAtdbolin@eiSlighéelaghelt OapabladHe being Bsdd ih A phRlichla® ¥k e,
the AP sends _an ACK or stacked ACK to the G oup % adj acent nodes 3

while for G atps: M a mgeh neewarkpwigh blén%@h%ndnymtsmgn é@égrs 2r GHeBRIOAESS t 0
the AP. 25 [ QQad dg\h&s B ek sin ARy 5 rfen®y degé}ﬂ)e@hglléﬂl éafﬁg%e%ﬁé;%nﬁctn

packet delivery cycles 1n a timng sequence simlar

FI G 5. FI G obBnghttons ofimeawif systensy ogpthd anaithbdity ef hgdwaesbftedredn thehe
AP on mul ti p &Q@&CCI ngurl ng a {i sub-slot for inbound data and a
subsequent A or s e f &A% ssi on duri ng a tinme sub-slot for
out boundiflat §0062f t €he Anen@mc@veépdckae“&ﬂlmtradla pscbp"ﬂght&rn RIS ik Al S

for 30 the G.oup B nodes 058 I n on enbodi con packets
may be used (B BBRYRSS erilwhﬁ SoRCE i or I g %ﬁdﬁﬁe“ééﬁ%@es
descri bed abgy&etsArdRREAMe kﬁﬁle@%{ H’cul%’@quested not to. Another embodiment
2010/ 030322PCT/ US2009/ 00485 be sent by mul ti-channel nodes to

i ndi cat e t hemay gredudgoadezing rﬂweacgnawlevlgﬁmt dzie By perok prierity an odier sebeweved
d wh d
an en an Bh% %g?ts tonﬁr 88{JC gn ?‘%ﬁ%s \éfdc Cfnggy’f 19 Eﬁeta—Pa[cﬁgtl IQ%?% on

packets may nt at pre- pec e ava
all nodeg0w sdnit pn dﬂcnemm slpamgead'rleqmdmey/nnietcnmblet- aibimAap berv@oaioviphge aode,

e.g., the nO(rjnei\x tl-pac% ceilth%{(élofaglt ({pacget exc arrrxuclzt | - channel nodes.
[0068] The above description is presented to enable a person skilled in the art to
make and use the systems and methods described herein, and it is provided in the
context of a particular application and its requirements. Various modifications to the

25  embodiments will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments and applications
without departing from the spirit and scope of the claims. Thus, there is no intention
to be limited to the embodiments shown, but rather to be accorded the widest scope

consistent with the principles and features disclosed herein.
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[0059] If the sender of the original data packet does not receive an
ACK, it may be because: 1) the multi-channel receiving node did
not receive the data packet in the first place, or 102) the ACK was
not successfully received by the original data sender. In either
case, the sender of the original data packet nmay resend the data, at
anot heWhatiieclaimedis: anot her channel . Such actions may be taken to

i nprove the probability of success for subsequent data transm ssions.
[ 0060] The failure of the sender of the request to receive the ACK
may result Ammdthod bfcohealRSinD & Hetiverks esthprislil: s addi ti onal request
may be managed by f{he nul%ichannel recei ving node_ by sendi ng an ACK
again, but HSEIVPEsRY hEpcandrryicasupprcaivns fiamaaeh plea Rlaritridiamodes op a
tar get pRRMRy ofVebRRAL inaghdfs; @ target node may operate to drop the
duplicate request when forwarded by the multi-channel receiving node.
[ 0061] FI G sepdgigobisthaneaone npdea pyrapimoiseesthit ewtagdisagespon$ato cachmesh

net wor .t h. 20 | ti-channel,,access, points. [n step Si, node .
i st enEO%hglcé}og- aettvéarsr?lu%céegf%% AONESR eqfaléetng’ﬁEWeoé firf‘%r?gges’ wherein
accor dilrgedponse t6 eaghesfake glonusyadirttmotibs pad ef Dyinge BRICQO sd@ 6K ee,sefdd
exanple. [0062] In step S2, if no data is received, the node returns
to fol Ped the predeterm ned channel and tim ng sequence. 25[0063]

I'f data is [l WedeintadhRaRI0AE BB e PEPERRIF thO siBbRMeRSige It 1RIE Rifitatibie
node determ nes whether it is to forward the recel ve§ data to a

si ngl e usdhbaryedt lagst anglof said Erranadds toowdify ith corfiguditive pfropraatioorwitlen thet t o
forwargetwé data to a multi-channel node, the data may be sent using
a standard hal f-dupl ex MAC protocol, for exanple. [0064] In step 54,

if the data is to be sent to a nulti-channel node, once the data is

30 tragsm tted h ndi node .may then go to a pre:detern ne

st ac keg‘ ACKIrgﬁ%lﬁ{rl?gg Ofgal\/\n/}ap’g” P e cOppiG gf’% 1o E)h %tgﬁﬁﬁ‘ﬁq]%ggf,m‘i he
channehodRdo theRtddgd hode ¢orgRisvd d@a pdciek eempEHSs 1Bt fRati6:0R4EY S df B source
beacon p TElket S. . WD 2010/ 030322PCT/ US2009/ 004855 [0065] In step S5,
the or F‘b‘f §Me¥BAY g node determines whether an ACK was received for
a particular data transmssion. If an ACK is received, the process

may return to step Sii and proceed as described above. If an ACK is
not reéei Veal}e mpigod of claim 1, wherein each response from the second node to the plurality of

first nodes comprises an acknowledgement.

4, The method of claim 1, wherein the message sent by the second node comprises
identifiers that respectively correspond to each of the plurality of first nodes whose

communication was successfully received by the second node.

5. The method of claim 4, wherein each identifier comprises an eight-byte MAC address.
6. The method of claim 4, wherein each identifier comprises an address shorter than an
eight-byte MAC address.

7. The method of claim 4, wherein the identifiers are arranged in the message in an order

that is based on an order that the communications from the first nodes were received.

-17 -



process may return to step S3 where the node may re-send the data to
the multi- 5 channel node and then proceed to step 54 to listen for
an ACK. [0066] In one enbodinent, to neet the certification criteria
for 47 CFR 15.247, the AP may send only one packet at a tine, but
there may be no limtation on the nunber of packets it can receive
si mul tanﬁou?{ hiymeﬂ:h\tll\ﬁf cliﬁﬁln ﬁ,ﬂ\ﬁh@éﬁb@lﬁﬁ idemtifiersdty &xﬁﬁ@ﬁd ifbtYie &%@ﬁgaﬁﬁ&ﬁdﬁ&ér
on any channel on icht AP may. receive, ich in 10 anot her
enbodi HEES aéedaﬂnla‘%"r?éert?ﬁ]aY?ﬁQ%ferérg‘p‘éE‘Ptéie&f being used in a particul ar
system Thus, in a nmesh network with plentiful endpoints, e.g.,
sensors or other process control devices, the exenplary enbodi nents
descri Bed héhemgthedy! Fleiss dnwhareinjthgidentifisfs 4re airanged onthe ofesfegoumaccordance

systens,. . e. . avai lL,ability of har re/software.in.the i.n nd
a v ect vt fiorinh B SYA IR b SencBBLONRf SRhBlo ot ST <

wi t hi nphaditp opfispagkt.i on range, check them for correctness and build
a response packet - an ACK. In one enbodi nent, received packets are
acknow edged, unless explicitly requested not to. Another enbodi nent
may i nghudeTaE BRMoAYS tiRkn ACKRU AGRERHer AR Brriied HBe RIS QbL fYac@brdance
ot her schene that, by its order conveys infornmation or adds '
ef fi ci andya priphitstheies Jassd orahe seageriod trGogmmication frkmeaeh of the pluraligy of fast
frequegﬁégtine couplet, and may serve to conplete a multi-packet
handshake of a standard packet exchange. [0068] The above description
is presented to enable a person skilled in the art to make and use
the systens_and hods. descri bed herein, and it is provided jn the
cont e_xfﬁ of Jﬁw’rﬁ?’?@ G S PRSP €8T TR SO S erAeiods o Daplgeay of
nodi fi g@dt el i rdtRe e MAAdhREHT Bashll bh a Bf‘e~z|§ll%%§’t(bj& f){c_lcﬁ‘@sg R&RL 1aQ atN188E
es

skilled in the art, and the generic princip efined herein may be
appl i edddressgereponding i vash s thaminraliiof Best herdes theit sand asuagepanlyireesivedom
t he sph&%&tand scope of the clainms. Thus, there is no intention to be
limted to the enbodi nents shown, but rather to be accorded the

wi dest scope consistent with the principles and features discl osed
herein. ., W is.clained is: 1. A nethod of muni cating i.n

net wor k2 co%‘? psthag © claim 1 ﬁr‘@?@‘?“@ HsPre- Cﬁtegé‘ggtﬁﬁ lﬁﬁﬂﬁ‘éetegmmed%yte of
comunilEaViAQN&ldfdsOEBrRasdhdalg 18 cRéiifahd fiura@fy §fi firSitnoDQABS seft Asubdedéatly ty
of respective channels; sendi ng, by the second node, a

t r ansn¥&§ivehPedkst contains a response to each conmunication that was
successfully received fromeach of the plurality of first nodes,
wherein the response to each of the plurality of first nodes is part
of a sildgl eThesstgé ofelaitm bl wheeeis degne aleded adddss is a hashfafrthd A C address
wherein at | east one of . the res ses in.the single ssage i ncludes
[ nf or mavTSROHRLE ogat Olpe P B Crodsa gt FpT & 1R RGERLY FEHGUPIIC 1 <

configuration of operation within the network.

14. The method of claim 1, wherein each response from the second node to the plurality of

first nodes is ordered in the transmission based on a priority associated with a received packet.
15.  The method of claim 14, wherein each response from the second node to the plurality of

first nodes is ordered in the transmission based on a priority associated with content of the

received packet.
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2. The nethod of claim1l, wherein the conmunication fromeach of the
plurality of first nodes to the second node conprises data packets
conprising identification headers of the source and the destination.
3. The method of claim 1, wherein each response fromthe second node
to the plurality of first nodes conprises an acknowl edgenent. 4. The
met hod 16f cITaé methodwhielain M4, twigréie ssohgGespd st frdly tHehecsRaRAEoNRE Blurality of
conprises identifiers that respectively correspond to each of the .
pl ur al TS gfess prgpred dpyibe R R TEHP & A PTIBHOVIRS CSirdoE e ppge from which
recei veb R¥eitdigaseE ARG rdeded. 5. The nethod of claim4, wherein each
identifier conprises an eight-byte MAC address. 6. The nethod of
claim4, wherein each identifier conprises an address shorter than an
ei ght -yt e I i ool thad of ¢l aim 4 erein.th .

i dent i 19 iy'er s%(g\é:gl%g{rafi g’ﬁg%%“ ?hw?%gn%%hsrgs e nlsenf%%ﬁﬁ1 t%ers’&%?ﬁﬁ{}}?gf 1q e BE’@HY gh
an or déirsthhéds it trdeed imbrit@aimiesien basedrod iforkhiatish abud e Sreyidney hegehy/Batern
8. The.nethod of claim4, wherein the identifiers are arranged in the
nessagénn&’ﬁnﬁtr‘ivo&}lf'der that is based on a nunerical value of each
identifier. 9. The nethod of claim4, wherein the identifiers are
arranged in_the nmessage in accordance with a priority that is based
on contldnt ABewethad efickuim b, wirseis dremonineui¢asinn beropiissa e equestistrg by at least
pl urali i : . i rein the
aenti freeihe st Sbadtaif herchiine KUBRBLIRRLL aEhThd oo N EREL Gty
t hat i $irdasddtosand the repader amfther hedeconmuni cati on from each of the
plurality of first nodes. 11. The nethod of claim1l, wherein each
response fromthe second node to the plurality of first nodes is
orderedoi n rhemkhdashtiamh ONvRASH thBsRni 1§ 1RIlRE & £datRPEHKESSH 2SRQET €T
than a_MAC address corresponding to each of the plurality of first
nodes Umagth-dahie ALYdé@essful |y recei ved packet. 12. The nethod of
claim1l, wherein the pre-allocated address is a pre-determ ned byte
of the MAC address corresponding to each of the plurality of first
nodes £bhat $hamethod o€ clewmsidilvwherdieteicomthapddkiatindedlid.a dituepatiedt ros Tofe-
claim 1l ei re-allocated address is a hash of the MAC

addr es e‘&%’m@%ﬁ&ﬁ’ggﬁg’& ‘each of the plurality of first nodes that
sent a successfully received packet. 14. The nmethod of claim1,

wher ei n_each resPonse fromthe second node to the plurality of first
nodes P& or dB¢ Bgthpd of elaim }& veierein themeangstasifasan apdate o theyxegtitabls coded

Wi th airﬁ%é%if\é%g packet. 15. The nethod of claim 14, wherein each
response from tﬂe second node to the plurality of first nodes is
ordered in the transm ssion based on a priority associated with

cont enEZ.Of Ifﬂee methSd I()}Icelginp ?E?, l%V%[e'rein the request is for node routing table information.

23.  The method of claim 18, wherein the request is for security alert information.
24.  The method of claim 18, wherein the request is for timing information.
25.  The method of claim 1, wherein sending the communication by each of the plurality of

first nodes and sending the transmission by the second node occurs during a pre-determined time

slot.
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16. The method of claim 14, wherein each response fromthe second
node to the plurality of first nodes is ordered in the transm ssion
based on a priority associated with the node fromwhich the received
packet was received. 17. The nmethod of claim 1, wherein each
response fromthe second node to the plurality of first nodes is

or der ed6i n tThentertedficain 05 wiasad sadiignhe cominunibatidndyteash bf e PPty of
hoppinﬁﬁﬁat ern in . the network. é@f The nethod. of claim1, wherein
the corfimPastACEHS dWs ¢ bpoytippafibe presdatemigeddimg dofst one of t he
first nodes and wherein the response conprises a command instructing
the at | east one first node to send the request to another node. 19.
The metfod dhe gredioghof claigm p.avherein thereis pblese spse fenalotd ederiap o dat a
packet : : | h f i
18, wiee Do NAEL S YAl PRI TS chapdie oy 8 BFE BBl B LT
TypeLemgdds- Val ue (TLV) format. 21. The nethod of claim 18, wherein
the request is for an update on the executabl e code i nage of a node.
22. The nmethod of claim 18, wherein the request is for node routing

t abl e i28f or mat hkRthod 02 Blaind N6, WIRLAIR SeringGhirfshiissi MBI BE echREnd RULESE
is for security alert information. 24. The nethod of claim 18,

wher ei (uinga pesaubRertipn of Be prerdalgiginedfisra@et on. 25. The met hod of
claim1, wherein sending the communi cation by each of the plurality
of first nodes and sending the transm ssion by the second node occurs
duri ng28. pr &heetethod oif nleon 25, mehesdininforma?ién aidwe thegirbdetenhined GinasBbis sent
wherein sending,.the. comrunicati on by each of the plurality of first
nodes 8%@5?%“&@9?HﬁbngPP@*ﬁgortion of the pre-deternined tinme slot.
27. The nethod of claim 25, wherein there is at |east sone tenporal
overlap of conmmuni cations during the sending on a plurality of
channeP8: by Teapwthef of plaimy 29 rveherqiy therbepgangrackss gemprises gt leash engred tingie of

claim %&ch}’@?ﬂagwirﬁ&ﬂﬁiﬁ@& tﬁxtt;ﬁ%g%qgg@guﬁi%hﬁ&%naQﬁﬁ@ﬁﬁ@%@@@ﬁ occurs

during a second portion of etermned tine slo The
met hod of claim25, wherein information about the pre-determ ned tine

ol ai m 36 wher BelrOf AL BEALoR G ae ik EGirT BRSNS et gfid B PTG

synchr ewhiezat inQNfirsdrotip)8irit @Bdestadfiic &1 t& B YEIHRE nbdl QnivRliniOle dincttlGRaMBE

I nfor mg.éclog&l node while, in a second group, first nodes adjacent to the second node communicate with
other first nodes, and wherein once the first group has completed communicating with the second
node, then in the second group, first nodes adjacent to the second node communicate directly

with the second node while, in the first group, first nodes adjacent to the second node

communicate with other first nodes.

32.  The method of claim 1, further comprising:
monitoring, by a first node, a pre-determined channel at a pre-determined time;
determining, by the first node, whether data has been received on the pre-determined
channel at the pre-determined time;
determining, by the first node, whether to forward received data to a single channel

receiving node or to the second node in the event data has been received;
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31. The nethod of claim1, wherein the first nodes are divided into
at | east two groups, and wherein in a first group, first nodes

adj acent to the second node comunicate directly with the second node
while, in a second group, first nodes adjacent to the second node
comuni cate with other first nodes, and wherein once the first group
has conpl et eansooninghyctht firg nedd, thetrbeiwd dando tedecondhede innthé be:ns etthad
group, first nodes adjacent to the secon&i node conmmuni cate directly
with t ASCLURYHE tﬁgdge {]ﬁrﬁ? 15¢0 b senf fpethe segp ﬁ‘?‘%up, first nodes adjacent
to the secop@nfieiey, BPMRUNRLGRHE rt-Re@iiald febpotke ARERA oncBhe ddfd%as been
met hod of claim 1, further conprising: nonitoring, by a first
node, #&apmatterbiodheaserf edghnel at a pre-determined tinme; deternining,

o e bt or v Sed R OB RN DRGSR KA Do el
det er mwhithgy thbyirdt hedd has s¢cened @ resphedetfer tht orafisoited &Iater, eloaiey@asdatizg t 0 a

si ngl e, channel, recei vi ode or to the second node in the event data
has begwm@g}%@; Secong%oget’?‘ﬁ%sm tting, by the first node, the

recei ved dateurdRmitiBe, PAROHrsPAGHR, 1h8 dhtdgo B&BEonafhol B HEL RIS &rdt@0de
that the data is to %e sent to t he second node; nonitoring, by
the fi AeErmBereit has nof eecaiuedp Fasprse eBpBRsEorhBgfel once the data has
been transmitted to the second node; determ ning, by the first
node, by nonitoring the pre-determ ned response channel, whether the
first Adde Mhsmethodioyddina3? edpos at lbot onde the presivictmadd dednagl, theere-

response being.transmtted by .the second node; an

o r aRCAREPREGhE BT e S ePon e ated o ek it Metidin
the eveedcoh Peckki.r st node determines it has not received a response
fromthe second node. 33. The nethod of claim 32, wherein at |east
one of the pre-determ ned channel, the predetermned tinme and the
pre- defér m Eb@m@gé@ﬁgle% hatilrrseintke ipfosppigeinglodesistwark smingigéormption.
beacon packet. 34. The method of claim1l, wherein the information

i ncludes network timng information. 35. The nmethod of claiml,

wher ei 851 heThafethodbf daink hovhkes tlat infoemastionnindudarat bastene eh@dhlawgldtiag to
oper ation of %th aé Ieastf_one first node in \rk%t rk pr tocojl Layer 2
and/ or CPHF of the #deasipne HrRkieda RPN RoOL kAT el HUWLEAYHior mat i on
i ncludes a command to said at |east one first node, instructing said

at least one first node to performa particular operation represented
by t he3&omaheimethgg of gipian hevhesein de infoamptiageinclifesaciommand (9 aaid pclapshpne
oper at i J r.ati r i i

the. commintds, ARUARRLANAN R0 ons Firl sle S FRTPREA LIS oRRAR, b EREREy
38. Théherretmoohdof cl ai m 33, wherein the information is encoded within
at | east one TypelLength-Value (TLV) elenment within the single nessage
response. 39. The nethod of claim 38, wherein each TLV el enent

conespends fThHe mehOPAr dbn BESAREA MR pARRURE opd¥tidni ik 84 oPREIRS: for said at least

one first node to resend the communication to a different node other than the second node.

38.  The method of claim 33, wherein the information is encoded within at least one Type-

Length-Value (TLV) element within the single message response.

39.  The method of claim 38, wherein each TLV element corresponds to a separate respective

one of the first nodes.
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40. The nethod of claim 39, wherein a type field of each TLV el enent

i ndi cates which of the separate respective one of the first nodes to
whi ch that TLV el enent corresponds. 41. A nethod of comrunicating in
a network, conprising: receiving, by a second node,

comuni cations fromeach of a plurality of first nodes on a plurality
of respécti Tee ohthiodelf slaim 39, whesenditypg, fichd/oft dach TRV Gebdngn® dhelicages which of the

transm ssion that. contaipns.a response tqQ e onmuni cati on that was
succes SR TREES Y ‘?flrt %ﬁ‘@h‘&?&g fo yhigh &ah?ﬁpl eﬁ?"e&f cqrrsendsodes,
wherein the response to each of the plurality of first nodes is part

of a single nessage sent by the second node, wherei n an order of
t he redponsdsmethod plecospmyglieating dsapevedneeppndRs:t o priorities

assocl ated Webido6y & OMBHEhGR! LARBUASHRIY BuPthch BFa SRANFoRUSHECH o
each of the plurality of Tirst nodes.
plurality of respective channels;
sending, by the second node, a transmission that contains a response to each
communication that was successfully received from each of the plurality of first nodes, wherein
the response to each of the plurality of first nodes is part of a single message sent by the second
node,
wherein an order of the responses in the single message corresponds to priorities

associated with the communications received by the second node from each of the plurality of

first nodes.
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