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A RECORDING PRODUCTION LINE SENDS A RECORDING REQUEST TO A RECORDING
AND VERIFICATION APPARATUS

202
IS THE RECORDING REQUEST LEGITIMATE?

AND DEVICE KEYS TO THE |OT DEVICE TO BE RECORDED

[THE RECORDING AND VERIFICATION APPARATUS ASSIGNS AN IDENTITY IDENTIFIER

THE RECORDING AND VERIFICATION APPARATUS SENDS THE IDENTITY IDENTIFIER
AND A DEVICE PRIVATE KEY TO THE RECORDING PRODUCTION

~ |
N N N
N N N
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THE RECORDING PRODUCTION LINE RECORDS THE IDENTITY IDENTIFIER AND THE
DEVICE PRIVATE KEY TO THE CORRESPONDING |OT DEVICE

206

RECORDING AND VERIFICATION APPARATUS

207

THE RECORDING AND VERIFICATION APPARATUS SENDS THE RECORDING RESULT
TO THE IDENTITY AUTHENTICATION APPARATUS

[ THE RECORDING PRODUCTION LINE SENDS A RECORDING RESULT TO THE

;/\ \_)\ .~/

»  END THE EXECUTION OF THE PROCESS

FIG. 2



INTERNET OF THINGS SERVICE ]
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PLATFORM 301 J

IDENTITY AUTHENTICATION PLATFORM 302

-

IDENTITY AUTHENTICATION
APPARATUS 104

-

RECORDING AND VERIFICATION
APPARATUS 101

J

\

INTERNET OF THINGS DEVICE

103

FIG. 3
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OPERATION 410
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OPERATION

409

( The identity authentication apparatus sends a session key )

generation instruction to the 10T service platform, wherein the
session key generation instruction is used for instructing the loT
\ service platform to generate a session key )

The identity authentication apparatus sends the session key
returned by the |oT service platform to the loT device

The loT device and the loT service platform conduct
communications using the session key

(I the identity identifier or the device private key is leaked from the )
trusted execution environment, the identity authentication

Y Ve

" | apparatus deletes a recording result related to the recorded identity
\ identifier or the recorded device private key y

(If the identity identifier or the device private key is leaked from the )
trusted execution environment, the identity authentication

apparatus deletes the identity and the device private key recorded

\ in the |oT device y

FIG. 4B
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APPARATUS 50

PROCESSOR(S) 506

INPUT/OUTPUT
INTERFACES 507

NETWORK INTERFACE
508

MemoRY 509

PROGRAM UNITS 510

RECEIVING UNIT 501

N g

UNIT 502

LICENSE VERIFICATION

ALLOCATION UNIT 503

204

FIRST SENDING UNIT

SECOND SENDING UNIT
505

PROGRAM DATA 511
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APPARATUS 600

INPUT/OUTPUT

PROCESSOR(S) 610 INTERFACES 611

NETWORK INTERFACE
612

MEMORY 613

PROGRAM UNITS 614

RANDOM NUMBER RANDOM NUMBER
GENERATION UNIT 601 SENDING UNIT 602
 — 7 \
- ~ , ‘
AUTHORIZATION CODE FIRST CONFIRMATION
VERIFICATION UNIT 603 UNIT 604
. J . >
4 ) 4 ™
SECOND CONFIRMATION FOURTH SENDING UNIT
UNIT 605 606
' N & "N
FIFTH SENDING UNIT FIRST DELETION UNIT
607 608
. 7 \ v

SECOND DELETION UNIT
609

PROGRAM DATA 615

FIG. 6
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APPARATUS 700

PROCESSOR(S) 703

INPUT/OUTPUT NETWORK INTERFACE
INTERFACES 704 705

MEMORY 706

PROGRAM UNITS 707

THIRD SENDING UNIT RESULT RETURNING
701

uNIT 702

PROGRAM DATA 708

FIG. 7/





