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BACKGROUND

Field
[0002] The present aspects relate to wireless communication devices, and more
particularly, to apparatus and methods for network operator identification of open

market wireless devices.

Background

[0003] A wireless communication device, otherwise referred to as a handset, is utilized
to communicate with another handset or a landline phone via a wireless communication
network. In order to establish a connection with the wireless communication network,
the handset must have a relationship with an operator or service provider to allow access
to the wireless communication network and to manage billing the user of the handset for
the use of the wireless communication network. In a closed market system, the operator
maintains a degree of control over the distribution and sale of handsets operable on the
wireless communication network of the operator. For example, the operator may
distribute and sell the handsets itself, or authorize a third party to perform this task,
where the respective closed market handsets are authorized and provisioned by the
operator to work on the wireless communication network of the operator. Thus, a
closed market handset is limited for use in a specific wireless communication network
corresponding to the respective operator.

[0004] In contrast to the closed market system, an open market system allows a handset
to be distributed and sold for use on any of a plurality of wireless communication
networks each corresponding to a respective one of a plurality of different operators. In

the closed market system, a user must obtain a removable module, such as a smart card,
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I nformati ON10006] Tracking the devices that are being implemented in the network provides the

network operator with valuable information. The device identification information may
be used to assess the capabilities of the devices in the system so that the network
providers can better tailor service availability based on device capability. Additionally,
when the network operators have information that allows them to identify the particular
devices being used in the network, the network operators can use the information for
marketing purposes. For example, a network operator may provide exclusive offers or
incentives to a particular wireless device type that is readily used in the network or the
like. In addition, the network operators may desire to know the current state of the

wireless devices in the network, in terms of the current capabilities of the device (i.e.,
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elements of all aspects nor delineate the scope of any or all aspects. Its sole purpose is
to present some concepts of one or more aspects in a stmplified form as a prelude to the
more detailed description that is presented later.
[0010] Present methods, apparatus and systems for network identification of open
market wireless communication devices. Specifically, the present innovation provides

for the wireless device to send identification information, herein referred to as profile
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communication of the profile information to the network entity. The removable module
-based application may further be operable to recognize that the device is being
associated with the removable module for a first time (i.e. an initial insertion of the
removable module in the wireless device), such that profile information is only
communicated to the network entity based on a first time association/inscrtion of the
removable module with the device.  Thus, present aspects provide for automated
network identification of open market wireless devices, such that, network operators can
readily and automatically identify open market wireless devices being used in their
respective networks. Accordingly, the automated nature of the described aspects provide
for network identification of open market wireless devices without requiring the device
users to manually register or otherwise identify their respective devices.

[0011] In addition, present aspects provide the network entity, such as the network
operator or a third party entity, the ability to remotely access the removable module to
request retrieval and communication of the profile information on an as needed basis.
This aspect of the innovation is particularly useful in technical assistance/customer care
scenarios, in which the network operator/customer care representative can remotely
access and retrieve the profile information. Such remote access and retrieval, alleviates
the need for the user of the device to locate the information on the device and manually
convey the information to the network operator/customer care representative.

[0012] In one aspect a method is defined for network identification of an open market
communication device. The method includes receiving a removable module at a
wireless communication device. The removable module includes configuration to
enable the removable module to communicate with a wireless network. The method
additionally includes retrieving device profile information from wireless communication
device memory based on the receipt of the removable module. The method also includes
generating a device identification message that includes at least a portion of the device
profile information and communicating the device identification message, via the

wireless network, to a network operator associated with the removable module.
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7 renovabl e nodul e to communi cate on a wi rel ess network. The nedi um
additionally includes a third set of codes for causing the conputer

to generatveoamﬂﬁng@:e identification nmessage that incl ugesikhrseeyice
profile information and a fourth nodule for comuni cating the device

identification nessage, via the wirelesd network, to a network
operator associated with the renovabl e nodul e. [0020] Yet a further

rel at ed aspeghovableRh@MildRAcdndfufi¥atdBn APPREIAL URHRK. NBEWdfum additionally
identification of an open market w rel ess conmuni cation device. The

appar at us i Hisludges thidesasoffogres foe equying gheacormanisy dbgaertsudeyicatideatification
wirel ess 00%%9%5t0%cmg Gfe a&%@ﬁp@ﬁlé %foaﬁattfohexam. GEVInC Sl Rf %‘c%e

i nformati on W rel ess comuni cat device menory in response
t he recei pt cohmuheatmgmthea it ecenpitotiBeatidh emessngey atd ehfnmdmlees cetvark,ses a
configuratign ta{ena e the r ule tp conmuni cate on a

wirel ess nefSPKS OPFR Ora?ﬁf)oéf’aéetdu&tg‘ﬁﬁni‘o&’ﬂg FPdiicl udes means for

generat i ng a)odqvn’@e al flghed Télead iagpechs pa@edddnadr b ahugpsrabiRefdd endrhdik
profile informtion and neans for communicating the devi ce
i dentificatf ign gean Qfey n’tl%'éetme@%%%mﬂ@w%w cyige- 4 hp aprigntys includes

operator as %%hsaﬁ)?%c%ﬁ@ atrgﬁo‘fra%[@%@d%h@atm%lé‘ss cgﬁ%ﬁﬂcatﬁﬂ%bﬁé aﬁ@bl@él%d

aspect is defined by a wirel ess communi cati on device that includes a
conput er pl &rfrewieving slevigs nepfide pfweeten frommdirdcssermmpnidation devageagemory

devi ce prof & I | i

modul o, "suct SPRRERTRE Rlipt S AR GRIN S Rug rh BERM DITTRARE Bhpries
oper abl e f orcomfenetahitngnalile teesmowbiimadudate commiwdchité bmraa;luqucss tnh@vork.
device inclydes ar bl e dulle in _co nicatian wt

o bcessor . THE PRMBIADTETHAGELY AN P JES o Bhr FguParE oh CPUcedBr Eettisg
renovabl e naghage tiait GRMAUNTHE A icO ProfiloMnfRin@Sen NRIMEINK faN@nanhedtife the
identification apgéqn%lat i on operable to be I aunched when the renovabl e

nmodul e is r&8¥sd ctpa grv§ase, vienthe stsleshineiil thfe @etyogle operator

profile infQiBiticanifhiRMctfeaBBMBEMand pronpt the nessagi ng nodul e
to initiate generation of a device identification message that

i ncl udes t hédladvisethpr eflated apneriofndefingd. DyThewinkless| eosymuraeation device that
addi ti onal | i

T oo ol 6L R ATTAA SRR, TR L SENRY SR WA
comuni cat e ptdide definetion.delritei davmata:lsomnulmé&sagmessagmgtfnedum rseb}essa Short
network, to netvvorkoer C|at d with the renovabl e nodul.e
(00991 I n ontesehtEe senicd RMEL AR oE fovike JPaeRt [ ctatopnme wirclGss

appl i cation cbz&mﬁzﬂfchﬂﬂﬁr opﬂecrcmtdnengz 0 tiet @viien@ndliidede Wi cendABRt ihd®dd | AN
of the wireless device is required. | n such aspects, determ pation
may be based BRUEIMer I e P@e%%s?ft The remevadinBoddr dnghudes cantiguratipe to

wirel ess deypgfe ki %o‘vﬁl&l& iRdduld id 88rabiiBatt @l Riifeldds GE&oPD and Redevice
determ nati on may be
identification apphcanon operable to be launched when the removable module is

received in the device, initiate retrieval of device profile information from the memory
and prompt the messaging module to initiate generation of a device identification
message that includes the device profile information. The wireless device additionally
includes a communications module in communication with the processor and the
removable module that is operable to communicate the device identification message,
via the wireless network, to a network operator associated with the removable module.

[0022] In onc aspect of the device the device identification application is further
operable to determine if device identification of the wireless device is required. In such
aspects, determination may be based on whether the receipt of the removable module in

the wireless device is an initial, first-time receipt/insertion. The determination may be



performed by accessing a renovable nodule nenory to determine if a
device identifier associated with the wirel ess conmuni cati on device
IS not staey@doobmizkise renovabl e nodul e nenory. As previ egsiud0096267 1 f
the device identifier is stored in the renovable nodule nenory it is
assuned that the renovabl e nodul e has b&en previously
associated/inserted in this particular wireless device and that the
net wor k has pQr@m@us h¥cct 6L ¥EhvhNe nRidffei h&ndrP kP ATBH RN Fb @b At S HekiPFier
this partlcular device. Thus, in certain aspects, the device Is
further operwbtieted ovigt dheewirblessdearmenicationt devicer isi ot rseaves aibltke proeRyelle
menory duri c I

subsequent ?%sﬁékfh't?? ons o']gs b %emrug% %’I I?ﬁm% 9?@%{.@@%% %&E?E:neth%pe%ovable
trigger theyodeledmtmopr axvnajesmhednmhw\mw ramdhbiie wiodelei banbedni patvionasly

0023] | th th bl d th | ud
|[ nt er 1‘ acg gﬁﬁg?rl %ﬁ ﬁé?dﬁnél&g'ﬁﬁﬁ&gva eﬂ%ﬁ#ﬁ"‘%ﬁ%ﬁ&g %%‘gir)fk:gh%g previously

oper abl e t ordceilved eweplofiee mh@ao@rraﬁﬂea o ltmfs (?ﬁaf’f&hlaﬁfﬁiei‘zlb@m tm@s Vih Fc@H&I8S
conmuni cat i on devj ce nenor, I n one specific application,

interface apperedhs 8svisedy ﬁﬁ@elaow&ée toistare the dewige @me@rmwaklwmﬂe
Card Appli cahidn, dafdkint dé\@@o‘l-ﬁ):m?fﬂﬁ 161F§1tobaﬁre ’Egriﬁstﬁi@iﬂa@ ?ulﬁ&ﬁltahtl 1ﬁsert10ns
information that” is retrieved and subsequently included in the device
i denti fi cat pbtie mg‘e@@@ mredul¢ mcthe devichdn notgriggsr thayrricedtp proyidathel nedvark
one of a dewl QeTRON ?fﬁcléh&{ identifier, a device nodel identifier, a
device i dentl ier, a software identifier, a software revision

i dentifier, [#23]i hmotee aspkery, i the eemoabid lrrmdareemagvffusthem ictlelnt arf igerface

har dwar e |dent| fier, and hardware cagpability i entl 002

other - opt | ofBMeaiFis, SRRl BR oresdhaut PRePLlraerer dhetsiisee
to receive gro#@ying@mniatlen fof Gatuifitss estH@Ghicitval dehRe ORSERP! n bk specific
request dynam c network identification of the wi reless conmunication

devi ce. The 2R« thedritinae @atisagAn app P edtade pivision dhultide Asgres HHPM Ao
Initrate r etﬁfcﬁxgﬁlﬂ:aﬁén @B&kf@?@bﬁ?} Qf)ﬁlfc'ah&h ' Tﬁ@H&@éd I%ﬁfc ﬁ?lfﬂrﬁq@t‘?or{%ﬁpfsy
in response to receipt of the device i1dentification request and

pronmpt the miseadiand swisdayeatly dndlusied iimths @wen@ﬁtmtlﬁgat@nmm mgigsvinglade,

| denti fication nes %ﬁ@t%d taf LRk Hdgs pélﬁcedl%}( BfeP d’eht?ﬁ gﬂ@é 1981
Addi tional ly The communi’cations m)dci her op er abl

comruni cat eﬁehﬁﬁereaoctedwdaderﬂéier denbfiviire aﬁarmﬁen',r&s Slﬁgﬁiret @exasmeﬁdﬁmﬁm a

entity a550|ated t he .devi ce ident.,fi.cation, req As ch,
ety asoon el ML e clevhee b SNt Ll oL eauest e A0 U
represent at cMRbilSpRkibn@Rra customer care representative or the |ike,
dynami cal | y accesses t he repovabl e nodule to retrieve the profile

i nf or mat i onl0024 JropPs) optigngl ppsets.aths omymiqatans pRdwgtis éwtheé oprighleded
for by a m&e&efaoaexn&qw%ﬁaﬁmoﬁ defioli! heak! Glo AN rABER dﬁ%tnetwork
wi rel ess communi cation device. The nethod includes generafi

devi ce i dentdehitgeptiponoly dtpuedreless commennigstin edavidey Hndn@ﬂafnﬂumi@aﬁpai@n
t he device | i {1 i b u 1

further i ncﬁ%g{eaéﬁgrﬂe%ﬁ]\%tg%g%p%gﬁ%?ﬁh ﬁﬁha?e i:e%ﬂg){r?r% !)ttethgoa rcg %fﬂgel Ei%]ﬁm
devi ce i denfiofd thatmeorry éoueesinsd fma’eaazptaiftﬁmhe&vd:eud@aﬁpwtmhlrb@est and prompt

i nformation_,associ at ed th an rket w ess.,ca ni cation

dovico i cUmmmans SRt o it FRnab b el Brec S Rt tht
devi ce prof idctudenfter 8@ideOftofiR iafdhab@diasaidithahiaI6ocbin@sicitds module is
renmovabl e mpdul e with one or nore open narkct devices. 100261 In

certain asp&¥thsr gpergitie thganmpgnicafethe seaons ge‘éc‘a@wtt@atl@fmﬁ%%@ta. ngfwork
request may eﬁtﬂﬂrtaﬁ%&diea‘%fﬁdtﬁe Q&n&rﬂédtﬁgdﬁoﬁ%tﬂﬁyﬂ C&s LRlfiNhlsh k{fﬁ%f isgpdwn to
request based on a renovabl e nodule contacting the network entity f

assi st ance. theninstahesr imghédt 8 nstwarkeopsetdiogpregantasivat buvh  dewmplomer care
i dentificat !re%? séﬁgt%'&5§ r EYixch “& Qﬁ caltg%kéégs%s 91%”%%{%& rﬁoﬁﬁleOlg"rkt%gv% the

tpdat e

i dentification request peri odi ermne
profile mformauon



[0027] In certain aspects of the nethod, gcncrating a device
identification request may further provide for generating a Short
Message Sagihe@nieMS) that includes a request for the qeyhksophRki/ €
information. In such aspects, receiving, at the network entity, a
response to the device identification ré@quest may further provide for
receiving a SMs that includes the device profile information. As
previously dat Lof il e inf or ' i I
ot 11t ed Ra Ay RGOSR PR B Dh A FRkICPR R Mo Mok
devi ce nodeldendéeitioh o€en operdmwikeewirdesstdofinamication détiowa Tde inchthntdi ihéledes

a software revisi Ldentd.f] .a fir e identifier, a firmware
revision i dg%qe}w%flng;ﬁ aﬁi&d\?\%{r@{cﬁn ennlfeﬂ?%\?{agﬁ%voﬁ%%ragd 6816‘815%“1%{‘@/% the
i dentifier. dgG628Jendificatibategueas peat reabvilike mddnRy athieomethsd dediicn adclies
at | east one pr ocessgﬂge configured for requesti Qg ddentification of an

open mmar ket "#FT 885 Mot ﬂ‘ikc%ﬁt‘i%_r? HeEvTER o Thie dptiscdsadicalipn rejyey thet
first modul enciudes 0&RREAYITe Ainfiaten | A6ddd GRkH Ofh rpaMeRhri@ Wircless
network entity and a second nodul e for communicating the device.
identificat F@ﬁmﬂ@ﬁ% dw&eanrc@mmaeowabltb@ _rmablmn@bléeoand storing the
additi onal | Yl bR nfbrhMdnchn MM Sse (R LEERIN Rl ATPABERC W' diE
device identification request that 1nc uciles evice profile

i nf or mat i ononwewaipat ewrkat dévian open market wirel ess conmuni cati on

For stori gAY HEGred i oicls alPR e fah S dofid Mondicefhh oy

associ at es filrther émabwdzbbencraidg | tc Wetfte Glenti@icatiod 2q0Re HakRr keta devdess.
10 [0029] Yet further rel ated asE%c{oéi s.provided for by a_conputer
u

pr ogr am pr oHl?@?letOr?Biac’i“?ﬁ:Thﬁd@g” ok Asyaptahiteothergisnsats oh @C%ﬁfﬂ%

i ncludes a Gidepdtingaf d&fice RIRSHIdaBbn @S NHayA AEAEP chlde L RNSSRE MeCiRice
device identification request at a networK entity and a second set of

codes for c#lssiifigptionecqupsiperiasicaliy bpigd e atredgterhiaediendatseschedule.

i dentificati r 20U , DVA Jul: 18 oedi L y
i ncl udes a t[dr??pdﬁlg%é?é %lfatsg%%e&s oﬁ?ggéﬁgﬁ%lﬁ%aggﬁﬁ%?ﬁﬁ%ﬁ%g? Pgsgglaak’
response t ofurfler gevidedoi dewtatih @aflioonMessegreStrvich £3MBh dat tehiddew irgmest
profile inf i,on asseciated with an,open market wreles i
communi cat i g%qgée\c}?\g%e Prﬁ%geo ot iq%ﬁ’u% Sﬂeﬁtﬂée?eévﬂf%ﬁgﬁg rf‘?i‘ﬂ?ﬁ‘eeng%l 4a
fourth set efspandes tteadevivauddnn@cdtioa reQrPULEY filrtes bR RletfBEreddVing@ SMS
profile inf q}rgm&t' on in gt dat agﬁfee. E\hat .associ ates the renovabl e

modul e wi th' h “ _eﬁﬁl}e_e OHEPTREICKB TR o &5 I{r@'@%{ﬁiy N’fe%ﬁﬁaﬁ_h’éﬁcﬁ_spr?%lﬁ
requesting igematibh Gyl A0S, LAR IORANIMBIKS! aiteiloRS O G UTMBInEAL FBfrer
devi ce defines yet another related aspect. The apparatus includes
means for gélsatifier sdevacedaodad idendert ¢ fevaes idenifies gueSwargtidentifiet, wopRware
entity and W BRI i.n he,.devj i 1Lf 1 cal i r

toar ermvag % e ‘ rmEf%F‘telﬁ Fur tlEli 'ﬁrg?%{et gﬁggeﬁhrgafti%gw%rgg%%lgg E%Igﬁ{s%r’f gé}hk%}e
receiving, &alentihe, mdthaoivarecaprbility identifisponse to t he device

identificati r est, . that dncludes device profile information
associ at ed :lmda? H %%&S%Cel ARERF Kte %n?‘éﬁ%gléés d&ﬁﬁ%ﬁ?ﬁ AR RIACT Fpfigured
conmmuni cat i 6ot reijdebting elenefiaavioblof annghdh enald wieans cbemmBiefibm detifte The
device profile inf orﬁrﬁti on_in a, database that associates the
rempvabl e nBHGFECWEHIEha Bit mpdide dFepenRRiiRe R ihe dentilcais jeapest at a
net wor k - devh&@ofid a¥ibHaRl  REordl rhétlRE camRestatRl d\@vRE SR80 kication request
i nnovati on. The device includes a conputer platfoun incl udlﬂr:Fg a
processor afR eEienrle mpHele JEhg precessos additierially éslugesre Sdrdgnatly lenfotiekeying

such as a S%eb&ﬁﬁélt@ f ddAR ihéﬂfﬁi’cataﬁ‘%ngge@%g{.r 216{ {g@ltuﬁé’s”&)e%e &Jtr&ile inform: Stion

communi cati on t he processor, 0 generate wireless
conmuni cat i essorress agbsin ofdulimaikehadireless ¢onenghassdtioe devicd mdesinanitatiorc eith
i dentificatjon.r S I tored | he menpry and | . ..
comuni cat i (k)h(r% r\emm?ﬂa%f%&em%}r?%%%dg% g)ru .% Frod u%eft% %%m?é}gﬁ %F‘fifec%{f) F‘ I5{nforgifisgyin

a database that associates the removable module with one or more open market devices.




11 nodul e devi ce database that is operable to store the device
profile informati on as an association with the renovabl e nodul e.

[0032] In+psepmseed of the network device, the devicepiggRbdokibBaty on
nodul e is further operable to generate the request based on a

renovabl e nodul e user contacting the netbwrk entity for assistance.
In other aspects of the network device, the device identification

modul e s T HIRACkcOPRERBI ik FRRLAHBYBP Y QL ARRbIHER bl

request periodica on a predeterm ne 10033]
Thus, pr esemcltalspé@pmppwomad‘elﬂfﬁ oredivet. Hﬁmgnecawpandud@ afitht sqtsttfecmsles oo

aut omati cal | Q/usﬁl V(!ogrl ﬂgar ?%gélﬁlfalﬁa Q Hg\fl tﬁgrﬁ%%‘at‘iorﬁ Ile& et@% étfaI n%%vérg %nttltly ang gn

market wireless edevi ces use s resp
net wor k. Pr esend sasyieots fatcmmkglthdncaupmertxybnmmmaaeug kg Mwec&npﬁaitiohe

inforrrationinr onse rator's.r e, nmod

bei ng asSoc el TR0l MOTHSCHE dued it GICHOT dhas dabie S asdes
comuni cat i fg dafigingl@gi c@ﬁipﬁtre@ fd deBeil 1k @és[i&&sb QR tHeQich e 1&h%tlﬂ@itﬂén Q&ﬁl@ﬁttﬁﬁ
or the like., This allows for the network operator or th

entity to tﬁ%’r@e%m‘éﬁ"&e RERfile oinfarpation, mssasiateg rithe san d@w c@@rk@knmlﬁ?g
in their r e%&ﬂﬁlhh%a@[ldﬁ cfe@fc@%?cd?x%mgﬁon W?thqqgfehiﬁgﬁzle bﬁﬁul@‘dﬁ@ set of

nature of the tracking obviates the need for the subscribers/users of
t he renovab b@demﬁmgaesng e wamnaﬂct tp seyrc wrtbwm sefihy iofirgetidrhis adiatebase that

i den.t i ficat Ia?SﬁCIEt%SE e\ta‘{)\PC CRI’I) 1?1% 8 orm re §€%ﬂ marg{ﬁ} dtegr gsent aspeCt S

provi de for e ne oera ors" of y en 68"t 0 renmotely

and dynam c o3 Anceg&ratrtfre foe neywdslity nﬂ&wilﬁemtcm o€t & evp@n prmafidet ewireless

information related.to, the rel ess hat renovabl e dule is
Sl

currently i GOEBHSHIRAGSH dGiAa yerame aspefYy PPHEMH fmeans

operator or fiMpédrapag ty devibd identificAlonORBLdst ak |y nE@bil @MGyaRd mehnsS |Fe
aspects, update the profile information wthout requiring user

i nt er vent i ofompopisangTe thiEica ddeahprationietiestop & racvablegendaly. dndher, the

rel ated endg r ‘?HEPIF & RE S 62 _ :
her ei naft er ?fiﬁtrl y @g@g%% H"?g‘ﬁﬁ‘g’cm ar dy grméri\& 3{3 i BES% t(t)ﬁléc device
clains. The ldemlﬁ@ﬁt\ibngecnlleSdhatptuﬂmdﬁsahuiCt mmfﬁmnmwldm avmmgisdyéth anomneh
in detail c%ar@nl tratlv%fetures of the o

S8 RS ARG
Mhese. eat urietespaeest SRk YT aRLYETT BB iFudh A ieheT0F Bisue
ways in whi ahd treenspfor mrmg else d)ffwoea;ﬁrbﬁl&&n%rﬁaﬁilﬁmrm&atﬂﬁs@ﬂia’[ ayseclateathd
this descri Qtl Onbf S |dn g ed to include all dsuch aspects and their
equi val ent s removable modu e one or more open market devices.
[0031] A network device provides for a further aspect of the present innovation, The
device includes a computer platform including a processor and memory. The device
also includes a messaging module, such as a SMS module or the like, stored in the
memory, in communication with the processor, and operable to generate wireless
communication messages. Additionally, the device includes a device identification
request module stored in the memory and in communication with the processor. The
device identification request module is operable to prompt the messaging module to
initiate generation of a device identification request. Further, the device includes a
communications module in communication with the processor and operable to
communicate the device identification request to an identified removable module and
receive a response to the device identification request that includes device profile

information associated with an open market wireless communication device in

commumnication with the removable module. The device also includes a removable



12 10035] The discl osed aspects will hereinafter be described in
conjunction with the appended draw ngs, provided to illustrate and

not to |iRyé2409@4Miscl osed aspects, wherein |ike desi gpgiiy@iasaesat
the el ements, and in which: [0036] Fig. 1 is a schematic diagramof a

system for providing network identificatlion of open market wireless
devices, in accordance with an aspect; [0037] Fig. 2 is a schematic

di agram of %dﬁl@%vﬁ@rd‘zi%ab\éﬂtﬁﬁ'1§§?er9ﬁ¥'t&§to?{ﬁ1le3ieéﬁ ﬁa?ﬁil@ﬁﬁgnﬁﬁﬁﬁ‘é@%e

nodul e within a systemfor providing networ | cati on of open
mar ket Wi reh@ggawdeéwmm\abbon@abce with an aspect; [0038] Fig. 3

5 ochermt i Gl B0 Sl o ALIRMEBLULY PN 68 WLADLRA SYRREM dfer

providing a |ca Ion o
in accor danopermble ho aganaertpethé ret[u@ﬁSlﬁd]sechg a fenicyable Sndtizim s ddnagui@mkmf

one gepect, of L3I ELoRe Comunl gl on deyt e operable s leecr! bed

net wor k deviideiti BRE6A hRluRSis Fekdr| dpefibRebeieRerate the device identification request
periodically based on a predetermined update schedule.
{0033] Thus, present aspects provide for methods, apparatus and systems for
automatically providing nctwork opcrators with identification of open market wircless
devices that are used in the operator’s respective network. Present aspects accomplish
such by retrieving device profile information in response to the network operator’s
removable module being associated with (i.e., inserted into) a wireless device and
communicating the device profile information to the network operator or the like. This
allows for the network operator or third party entity to track and/or monitor the type of
wircless devices existing in their respective wircless nctwork. In addition, the
automated nature of the tracking obviates the need for the subscribers/users of the
removable modules to manually or otherwise provide the device identification to the
network operators. In addition, present aspects provide for the network operators or
third party entities to remotely and dynamically access the removable module to retrieve
profile information related to the wireless device that a removable module is currently
in communication with. This aspect, allows the network operator or third party entity to
automatically retrieve and, in some aspects, update the profile information without
requiring user intervention.
[(0034] To the accomplishment of the foregoing and related ends, the one or more
aspects comprise the features hereinafter fully described and particularly pointed out in
the claims. The following description and the annexed drawings set forth in detail
certain 1llustrative features of the one or more aspects. These features are indicative,
however, of but a few of the various ways in which the principles of various aspects
may be employed, and this description is intended to include all such aspects and their

equivalents.

BRIEF DESCRIPTION OF THE ATTACHMENTS



[0041] Fig. 6 is a schematic diagramof a cellular wreless network
used to provide nessaging in conjunction wth present aspects for

net wor k i deotiobjogid on of open market wi rel ess devi ces ppgiyRshoblgees N
the network; [0042] Fig. 7 is a flow diagram depicting a nethod for

provi ding network identification of an Bhen nmarket wi rel ess devi ce,
according to another aspect; [0043] Fig. 8 is a flow di agram

depi cting a B4 ode fRLIREONIMED TR RELWRTHK Bedgé%ﬁﬂed%t b&xﬂg&{i%@% the

mar ket wi reI ess devices, in accordance w th an aspect;
Fig. 9is fhmwnw%wamg@fprw1¢mltthdwsfr@fﬁ andoetde fimiighé disviodefl iagmecisowhaéin

Further acpoet SE PR R R B BFGBIER e oY coant “devi ces,
appar at us, ®Béjobi, 1 d}mmhtmaticrcéagﬂah lo€ a mypstkina faameb viiding es ot idemidioatinl df
be described nor eketuvlmlr reli ne?‘ntagcror éntcgwritﬁfagraenct_e to the
acconpanyi ngPen mat ess devices, spect;
[0037] Fig. 2 is a schematic diagram of an open market wireless device and an
associated removable module within a system for providing network identification of
open market wireless devices, in accordance with an aspect;
[0038] Fig. 3 is schematic diagram of a network entity/device within a system for
providing a network identification of open market wireless devices, in accordance with
an aspect,
[0039] Fig. 4 is a schematic diagram of one aspect of a wireless communication device
operable as described herein,
(0040] Fig. 5 is a schematic diagram of one aspect of a network device operable as
described herein;
[0041] Fig. 6 is a schematic diagram of a cellular wireless network used to provide
messaging in conjunction with present aspects for network identification of open market
wireless devices being used in the network;
[0042] Fig. 7 is a flow diagram depicting a method for providing network identification
of an open market wireless device, according to another aspect;
[0043] Fig. 8 is a flow diagram depicting a method for providing a network
identification of open market wireless devices, in accordance with an aspect; and
[0044] Fig. 9 is flow diagram of a method for requesting identification of an open

market wireless device at a network entity, according to a further aspect.

DETAILED DESCRIPTION
[0045] The present devices, apparatus, methods, computer-readable media and process
ors now will be described more fully hereinafter with reference to the accompanying
drawings, in which aspects of the innovation are shown. The devices, apparatus,
methods, computer-readable media and processors may, however, be embodied in many

different forms and should not be construed as limited to the aspects set forth herein,



drawi ngs, in which aspects of the innovation are shown. The devices,
apparatus, nethods, conputer-readable nedia and processors may,

however, Repejbedged in many different forns and shoul dep@t2088077817
construed as limted to the aspects set forth herein; 13 rather,

t hese aspects are provided so that thisl3disclosure will be thorough
and conplete, and will fully convey the scope of the innovation to

those skill gghd NniR&sicls: aré-#;ﬂé@id@&'gqflfhgthﬂezﬁéo%%e% te'th rﬁﬁ%hf An? %‘2 Ad

the detailed description refer to e el enments t rougho
Present aspeawt wihéulbi pondies dheoswpappdhatmevation trethirsddiliddan tpc ati dTelke

For the netyark:J ARARMELCA' hoMedles UHE BOBLEY KSLitheh LRSS, Y LRI
) 8 fieles ol diserinfioh

t hat are belng usé% pecl
i nnovat i on ﬁn@&ﬁdﬂs for the wnreless device to send |dent|f|cat|on

i nformation nreferre s profile infaormation, to a wor k
ent 1y suchodd Erefhet vismictofiera, BreiGe nmeiiins BRGAE B! re ot B

(e. 9., insenthork idehtiffcaliSiTey &l deieehike wlfhlésbeewésethes@&e CBQMF Ged hﬁthe
one aspect t he renovabl e nodul e i ncl udes an execut abl e application

that provi dBEWPH: Bifsificalin\iam Piesemb doEation nrevifeselpr therwirglessfdeyige to send
i nformati 0“1J05@FEaE19§ 1@&%&%&‘%%9{‘4&&{&%& agg%k“@eem?d}ﬁ#ah&ﬁ td 2h&whie thny,

communi cation of the profil € Information to the network entity
removabl e newhhl &- basefcbrhmwbraaat drothe ntgkyg, baget ey theercopplr 6. ,eutsmlon) of a

recogni ze t h evtag'lg n%o%vfe n? Ihesmpe?esg ge@ é S Qf oﬁé gsg)ew tthe re[nrl1 eva{vl% %Do\é%fe ifcl (ileg

nmodul e for a T1F23t %ial eértion o renova
modul e in t h]leewmﬁblegepldeﬁomﬂl)at plsuldbs foh aite reme@awmbdﬂletmtde@a tHesprofiley
communi cated to t.he .network entlaéggased on a first

2e50i at | on HHEHHER GTb o EAECPEOVALTS dEGURE! TR @ qupmisation of the

profile information to the network entity. The removable module-based application
may further be operable to recognize that the device is being associated with the
removable module for a first time (7.e., an initial insertion of the removable module in
the wireless device), such that profile information is only communicated to the network
entity based on a first time association/insertion of the removable module with the
device.

[0047] Thus, present aspects provide for automated network identification of open
market wireless devices, such that, network operators can readily and automatically
identify open market wireless devices being used in their respective networks.
Accordingly, the automated nature of the described aspects provide for network
identification of open market wircless devices without requiring the device users to
manually register or otherwise identify their respective devices. The network operator
benefits from knowing which type, model, and the like wireless devices are being
implemented in their wireless networks and can use this device profile information for
marketing purposes and the like.

[0048] In addition, present aspects provide the network entity, such as the network
operator or a third party entity, the ability to remotely access the removable module to
request retrieval and communication of the profile information on an as needed basis.
This aspect of the innovation is particularly useful in technical assistance/customer care
scenarios, in which the network operator/customer care representative can remotely

access and retrieve the profile information without any intervention on behalf of the
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15 [0051] As such, the renovabl e nodul e 18 includes a device
identification application 20 that is operable to be |aunched when

the renovagh) appdse 18 is received in, or otherw se CpaRgsioksn77817
comuni cation wth, the open market w rel ess device 12. Once devi ce

identification applrcatron 18 is launchéd it is operable to retrieve
device profile information 22 stored in the nmenory 24 of the open
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the open market device includes a comuni cations nodul e in

comuni cat i &leniiicakon Hacssrasc 88 serves 20 afentdp ehalsipen troartigtr e’lfe1§§ﬁt gevice 12

comuni cat ea&%ﬁdmg to the device profile information 22. In this regard, the device identification

message 28 may include all or any portion of the device profile information 22, as
configured by the removable module and/or network operator. In one aspect, the
messaging module 26 may further be defined as a Short Messaging Service (SMS),
commonly referred to as a text messaging service, or any other messaging service
capable of providing wireless communication between the open market wireless device
12 and the network operator 16 or third party entity. In this regard, any other voice
messaging, data messaging, or multimedia messaging module may be implement in
conjunction with the aspects herein disclosed without deviating from the present
innovative concepts.

[0054] Additionally, the open market device includes a communications module 34 in

communication with the processor 32 and operable to wirelessly communicate the



16 device identification nessage 28 across wireless network 14 to the
network operator 16 or other third party entity (not shown in Figure

1) . [00554yébochlpsiet work operator 16 the system i ncl ugps QnRsff7sf¥or €
net wor k devi ces 40, such as network servers and associ ated storage

devices 42, collectively referred to herein as a network entity. The
st orage devi ce 42 includes a renovable nodule /Wrel ess Device
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wirel ess device while assisting a user/subscriber with technical

support r el athsysuitgblehecspaampvmpduée. pperable fangroyingidedaeisntdwgiigemesspges

other aspechs, nifiendewl i, [ARLT hhAAL IR0 FRANEAR HRY B CRLHRNR]

to peri odi ca |y sen evice | entl catfon re to renova
nmodul es on p’fee&#ge @s$ mchelthg atﬁtve:leméﬁletmfomaiwnéli!tm fourarding yhoflevikevprale

profile info ti.on n_such. aspec e [mess dul e 54 may be
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hi ghl i ght i néleaafiegtiondneduly §hmayne inyderaenied by at mféwwbeﬁpwr@@we/customer
wi rel ess de%&r%qe;;rgse%gve who desires identification of the open market wircless device while

assisting a user/subscriber with technical support related to the removable module
and/or wireless device. In other aspects, the device identification module 52 may be
configured to periodically send device identification requests to removable modules on
predetermined intervals to insure the currency of device profile information. In such
aspects, the messaging module 54 may be further operable to generate the device
identification request based on a prompt from the device identification request module
52 and the communications module 56 may be further operable to communicate the
device identification request messages to one or more removable modules deployed in
the wireless network.

[0058] Figure 2 provides for another more detailed aspect of system 10, specifically

highlighting detailed and optional aspects of the open market wireless device 12 and



17 associ ated renovabl e nodul e 18. As previously described, system 10
i ncl udes an open market w rel ess device 12 operating on a
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10 i ncl udes renovabl e nodule 18 that i ncludes a device i dent| fication
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12. In optional aspects, the device identification application
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device identifier storage 78, it I's assune
identification application 20 that is operable to be launched upon receipt (i.e., insertion)

of the removable module in the open market wireless device 12. In optional aspects, the
device identification application 20 may be further operable to determine if network
identification of the wireless device is required. In such aspects, the device
identification application 20, may determine the need/requirement for network
identification based on whether the receipt of the removable module is a first-time,
initial receipt of the removable module by the wireless device. As such, the device
identification application 20 may be configured to verify that the device identifier, such
as the ESN, MEID or the like, resides in removable module -based device identifier
storage 78. If the device identifier for the device currently in communication with the

removable module exists in the device identifier storage 78, it is assumed that the



18 renovabl e nodul e has been previously received by this particul ar
wi rel ess device. Therefore, the device profile information was
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net wor k devi ces 40, such as. _network servers and assocj at ed network

storage devrlbew s dewige dendifigationernplitabion Fleo isisy & Piaie reaEnagay 2 end

dat abase 44, QPG nRSsaRlfgVinBMaL Y6N@! Bfiatd BerRPRiIAIICEL 1dchiRE iMELineiion
device 40 includes a conputer platform46 including a nenory 48 and

processor 50wessae 28efmaek Cady iliesian Mulsiplei fetent €D Dowireiscativorsthe
modul e 56 Oﬂl%rfaté% %P]Ll%tiéneﬁﬁﬁz gb 1B éﬁp% ML O RRS: g@mg'\&ﬁfe;o 3

and in particu ceiving device ide I'cat1on nessages 28 and/ or
sendi ng devmielescientodks omy iimplemesfumsitso8idied SuitdblaintcHiMs appisage 6.

i ncludi ng or_requesti devi rofile infornption or the |lke. .Th
rorory. 48 ofv et Rt e B T errt s BT e sy ol Becinity
such as an Sibligntyl &tlcdamyd Qibesl sSyédabl R 06/ 8d associated
operable for receiving device identification_nessages/responses 28

from the coRFRFEaiera8h dybidadd: 585 PEVINEN Cagitee PEMAY rcdndes a network

identificat i\pladO 1FESIRARY bRS BPARES ndRoASddviteh Udl Bgh A8 ehforR sefbdsGind
information and forwarding the device profile information 22 to the

renovabl e meshatisicdinlsiods slotkay dedcasaahreistora the remoeadidt mpdne/withlgss device
nmessagi ng ”ﬁgt%a%egzz operable to generate device identification

request mnessages 82 based on a pronpt fromthe device identification
request nod(#oe4]52&s previously noted, in one aspect, the network device 40 includes a computer

platform 46 including a memory 48 and a processor 50. The network device 40 also
includes a communications module 56 operable for receiving and sending wireless
communications, and in particular receiving device identification messages 28 and/or
sending device identification request 82, such as SMS messages including or requesting
device profile information or the like. The memory 48 of the network device 40
includes a messaging module 54, such as an SMS module or any other suitable
messaging module, operable for receiving device identification messages/responses 28

from the communication module 56, acknowledging the device identification



[ 00651 The renopvabl e nodul e dat abase 44 may be configured with
renovabl e nodul e identifier files 84 corresponding to an individual
renovabl e wipshabgseantrol l ed by the network operator 16pcfgsmugsrrgach
renovabl e nodul e identifier file 84 may include one or nore device
profile information 22, which serve to li%entify the wirel ess devices
t hat have been associated (i.e., used in conjunction with) with the

removabl e e RASbLARSE Afdidnd &R BRIAION kAL thd Bt hepbhieess

device. It should be noted that t refmovabl e nodul e identifrer files

84 provi de pivdlcexdopatiey 2ot lermqvebieotmdui@wnemdm@ deidbdse 44. In
dat abase 44, and. a5
whi ch may not UtT I z@g%gﬁoggﬁtﬁ dgtﬂegd%?eg{gng&? ?age]; d‘%\h(%e Q@gﬁ are a%%leSt

possi bl e anvhewsgdsi8a based onrarppyapt fvem denicept glchifiaiion cigsesk osdde 5200661

v ce. 10, mafstT bR e gl ARREF A miy B PLGUeL M e e o e

i s operabl eldte@nﬁamﬁmasecdmpcgﬂn%rtatanqnd;amdalc&ﬁmm& ol QI8 c@ﬁtr@ﬂede;\yl e
identification request I n one aspect device identification

modul e 52 nBSFVBE OISR AN e siohyragh waomlfkméw deatitigrfily 84 may dnghyse on
care represgnfalel dé@w%ﬁ)fg@ﬁff&%ﬁnbtg@f‘tdfﬁléfpﬁ*eo@ 1@Jntﬁ’)hﬁle %{%ﬁksmw}?&% that
W rel ess device while assisting a user/subscriber vith technical
support rel bavedcenassereatedtivy abldan voriunasion mathd withitheae mevabdempdde athihe
aspect all oWl b AE: AREIRIS, ARBUAL bR HBUEAN dod Phbd Y ReuflRAbIE®
profile information w thout the nee or user-su scr{b

i nt er vent i omodilheddeificc dilgy 84 1 previdafonre nexempant hanﬁgdn:monedaﬂ/vﬂrekremovable

operat or reguests initial uest .for .the Vi, C

P or mt | on TGP papiig dstoans, b R Phae 508 1R il harrtmer
verifying phgf ifileed@b@viblehatsd Ydeanfigt fikg 84N atehlsél FPodas anddwithil the
ot her aspects, the device identification nodule 52 may be confi gured

to autonatlE%?Y?“@éﬁﬁmﬂébﬁ@@*ﬁﬂ%ﬁﬁ¢f|catlon requests 82 periodically
to renovabl goggd UA@Echﬂauﬂj} SRl SMNEcRSH dspichl YR rﬁcrh&?r'éﬁsd{f Rt di® device 40
currency of device profile information. [ 0067 hose aspects in

whi ch t he naeierRudtey leaceBlentsicaborf regm%dnqmterﬁ?ath@‘few qpsrable to initiate the

i dentificatj t HBQ?

further opekgﬁvésﬁgﬁgéﬂera é§?§ﬁ°%%3§E§§§%@ﬁf§%P %ﬁ%ﬁ ?@dﬁ%ﬁ 5538
on a pronptd&n@n1i¢mmﬁmwmme1hdﬁmiiEncanMQn1ﬁequaﬁmnﬁndhl®y52aandnhhﬁ
conmuni cati ons uI may be further o te the
Gevi co. | dentPraEER I BaaD e E o P GHE oo Raton G (e open
renovabl e nBeteesitBsHeMiReild Rsibite MitcLh@SEritEe Wb tchniddl EEHPA St O
the device id ntlflca ion request messages 82, .the connuni cations

nmodul e 56 niyt é‘@@?‘{ﬁ@ eamads dad/piywireless daxiGeonl e apsrisdlons dentis mevork
that incl udsﬁerat&etodawaﬁ@cam; dihit® &&f&rﬂ?@ﬁib%oﬁgatfaﬁ vvlhl%up&% g&g%&{qﬁgﬁ

w rel ess device currently associated wth the renovabl e

communi cat i e#scrihst uhtervBBlanat et haldeyicd profide dﬁomﬁ@omﬁh@a@e ntstwctrh@perator
nmessagi ng f j AL e /0
fornattlngn?gg%g%ﬁi% M@H&? %ﬁéﬁggﬁﬁﬁH%@g%?%ﬁkﬂﬁ%nggg*%fgggﬁg%t av
profil e infrnht |pm'p02<2 ofingdating dndfon,vefibingprdild Hea desmiaslypeadtingein the

information,tg th ul e/mnrel s . devi t abase 44.
100681 Ref o 1HIRSE i 1ERRNE preiSiint BACeS TR R et Ll BF Fuifidiied ©o
conmmuni cat i @LHSmﬁlteoauy@eﬁmdmehmﬁﬁcaalom jueSts 8@W1@ﬂ&lt@&ndﬂ‘dblﬁenodﬁlé§h
as nobile tel ephone or the |ike, operable on a wrel ess conmunication

system As EmAreagierpsddntenieddo MsHesrthe aesngy ofderice WQS“T‘G WqrerEey
conmuni cat i mdﬁyﬁﬁ fﬁH&a apBitS fh Rt @nme mRhRYk Abdifeuent C&Hrgﬁ}ea%h a device

bandw dt hs and/or different air 1 nterface technol ogi es.” Exenpl ary

syst ens i ncidgaefi@marqesnnogoBoi2, thy SsagEDRule SFDMY berfuizpigcrable to

(Fl ash- O:EE)% r?pa% e 4fe &&Wden %J %egtcaﬁ%?edskﬁ t ﬁg%()lﬂét') rﬁ%ﬂf % O(f[@v

| i censed runs, peerto-peer hoc
identlﬁcatlon request module 52 and the communications module 56 may be further

operable to communicate the device identification request messages 82 to one or more



10060] Wrel ess comruni cations device 12 includes processor conponent
32 for carrying out processing functions associated with one or nore

of conponapd soeagbgizuncti ons descri bed herein. Processopc¢@RRASETE1732
can include a single or multiple sets of processors or nulti-core

processors. Moreover, processing conpon¥ht 32 can be inplenented as
an integrated pr ocessi ng system and/or a distributed processing

system [ 00/Qdo MYk Gh&diTes CRHRUyC AL RS wilSMhC Retdhgrkl Ul’nt RELonk D& HdeRvRe

menory 24, such as for storing’local versions of applications/nodul es
bei ng execu@@dtlﬁgﬂtlpﬂ d@@@gtome%ﬁéE%o%n'ﬁe Ipmonigstigns2 modela 36nolakdigceive a

random acce sy APIREAARIMesnd 88 o0l 2RI B a8 RofiOTRLARLI"

t her eof . It1on msrreaspe not shown in
24 i ncl udes 2¥of Eﬂee@sn dmketmrplesxfdelv'e:eicufretrtlyad&ammt@?w%dieoemo%&agbmge

nodul e 26. 071 urt her, wirel co i cat.i ns devi c es
T et cal N ko OSTmbiE 5 BT RS syttt reSHEn do 2y messaging
nai Nt ai Ni Ng n@AARLEY, GAidhoBSed\bi lmagsnal Ok H¥RdeR apdbf F@attin lrkablohies that the
har dwar e, software, and services as descrjbed herein. Conmunications

conponent 3&0rﬁwme%mnymelaﬁ%‘ﬁlir%%su®ﬁ§e pedfiie &Homeige Admnd. Briugs, famat
conmuni cat i %fbﬁieQ@!bﬁ)@ilé‘-@forﬁ’ﬁtl(‘,’iﬁb|th&%n@@ﬁ%@ﬁ@dﬂ%h@e%%§d&%%ﬁb£s@t4kOns

device 12 and 21 external network devices 40, such devi ces
| ocat ed acr (9¢8laRefsmingniocBighisnd, meolmﬁwcqnépm delet c*es:lfgercp@muwcamons

L\ggal ly CO”'&E&E&‘ 92 tn%iﬁ’&eg %ltﬁglﬁlecc% Bﬁ %n%c%%\ﬂ%lggs Eh%b&l%?e?gp%lm or the
itionally, wreless cormunlcalon eV|ce ncl ude "a
data store %@, ophnable ananwbeearpnsuinicabibe syconbi Aat:arolme prrdmmﬂiwﬂrea: are a
and/ or softwar El . rovi des fO{ ss storage &F i nf %fl

dat abases, - AMEFTB AT GRBTUPEANPh “Eurio ot th ot FPRG¥eRls i S TR
herein. Qpt banmhilids anioS AFEras REC irer fAcO AbchBHIOWIRS | rE;&hﬂlarﬁ)s daha isdare
90 may include W reless device pro e informatio %

W rel ess coWﬁégﬁ%éo%\ﬁvc'éoﬁ“q;%v%o‘af@%ﬁéPF?M%&Ela%beO%ﬂ)%§P2 20,

interface CopREAL) @D%ZAHWﬁQb@MQ%ys&&ﬁ&ﬁs‘{@g FOB Y §DT Qth&d ‘éﬁ&:‘%mﬁls, peer-
wi rel ess conmuni cations device and to generate outputs

present at i ofP-PeErt (reg. ugeabile e mobilet erf dee neonpPl nestens?2 onely usmgl wdpaitsde
or Tor e | Py RS RRgn pckitoRd, Rl B0f AN P T o KERERLS. @

nunber pad, sensitive a navigatl
function keyjoes ﬁﬁmﬂ@pmmrrer;unacauomscdewe&:dgnmbludes qamcpsmembmpamyit cmh&rr
mechani sm ca ahl e 0); recei vi i nput froma user,

Conbi nat i on SBREFESKE PEGFOIEr HGEEs PHEAR L CUlOnERT 85 CHBPToRE) e

one or nor e fiétipay ded@iticd efrein. NeHdedisBYcdibifonBixt 32 t4i thalddd @ sigRi phalipled
speaker, a haptic feedback nechanism a printer, any other nmechani sm
capabl e of PSFeSERPFSIPIAAT BUEIRE PIcsseEe Ore@werawcm.cwmr@ﬁf Ihendst

implemented as an integrated processing system and/or a distributed processing system.

[0070] Wireless communications device 12 further includes a memory 24, such as for
storing local versions of applications/modules being executed by processor component
32, Memory 24 can include random access memory (RAM), read only memory (ROM),
and a combination thereof. Additionally, in some aspects {(not shown m Fig. 4),
memory 24 includes wireless device profile information 22 and/or messaging module
26.

[0071] Further, wireless communications device 12 includes a communications module
34 that provides for establishing and maintaining communications with one or more
parties utilizing hardware, software, and services as described herein. Communications
component 34 may carry communications between components on wireless

communications device 12, as well as between wireless communications device 12 and



100741 Referring to Figure 5, in one aspect, network device 40 is
operable to receive device profile information from open market

W reless deyb@essgssd. optionally, request device profi beriggicegemdsizon.
Net wor k devi ce 40 includes any type of network-based conmuni cati on
devi ce, such as a network server operabile on a communi cati on network
14. Communi cation network 14 may be a wired or wirel ess comuni cation
system or gxte@RticRedrk @viels AR kibh AMvicECLHAESadH8 aWoEBHBRRLARIIMBIMK
on whi ch open market wireless device 12 operates. [0075] Network
devi ce 40 i pederdissices ssriplbearderally sapsasato wocksrcoparumdafensalgrice 12.
processi ng ti : I,: 1 r 0 GrRR

functions d dgc i g‘gigﬁﬁg?@?ﬁ#%%géggﬁp %gﬁ?}%odnegﬁ% elgolfnggn I ngﬁ%%de?gata
si ngl e or meibtei P, ewkieh sanfbepamycessbe scoobimitibh iof dardwape eodes evfbvare that

Mor eover, process conponent 50 .can _he i ment ed, as _an i ntegrated
br 0cesst ng- BYSREIanATBY Tt B riBerRd s GBkbdrmga, Sring Gopaps T
Net wor k devit@medidnfwith Bects dedcHbes h@eilde rMstiondiBy, 16 Wehe aspebtor (nst SbivAdn

| ocal versigns of applicatiaons bei ng executed by processqr conponent
50. Merory 4 @a‘%’""i ﬁ@ﬁ&ﬁ@%ﬁwﬁ% %%ée%wpgleorﬁweﬂqné&d only

memory ( ROMpo78n0liR150 thhAdhicRibns 28vithab erfy SREGRAAY inblude §&9‘gntlerface

aspects, nenory 48 includes a device identification request nodul e
52, and/or eomRUSHAZRPerblUP scosive amtstiinm p ukes of pMDIEYY coRymunticstions device
networ k_deviyg e, Qo IRl HESS i GOMHNERbh 80 SR BsclnkRl REBYhALS:
for establishing armd mal ntaining conmuni cati ons w th oRe or re
parties uti hagiingudrapthwer ejors ofpuivdeesesandhisianybgest dsnittdstord beydoard, a

her ei n. Com‘runhcati ons_nodul e Sg max caqr.r?;ag'commni catjons @et ween
conponent s SR REtRAGr B RGP AGD-sehemtiyg disPlay BiARSATOh e inehedi k- 40
and ext er namigepionesa vatiCltc@Mitbinl@m@SSent, AN GIHCE lctiRRisHLhEifte dRrecdinBig

i ncl udi ng devi ces_| ocated across _commruni cati ons network 14 and/ or
devi ces ser PAMPYt FOME3ESE PYAYHIRDEAEAN thersebt fither.dise 1eriags compopsg 92

aspect, COMMYiia@LdOBR: FPMHrE cafpul AcARR! aRIRI{LObut KA Qinfk A0S HisDRy, a
identification nmessages 28 and sendi ng device 1dentification request
messages 82skaakiert Behapiik deedbadky glechmaisin, i 2o panteyy anyeathisr kechevismecapableenf
further inc . i,Ces iGh- any suitable

conbi nat i onblg3 &ﬁlgégf\}\g?@u%ﬁé/ug%’ %o \ﬁé@ 1él F%‘g}atﬂ%llrégf\'/i des for nmass
storage of 1074r Refeirom, todagwabas eseoncamgeqpy ogywanksdesivpl4dyie dpemble to receive

comecti o0 g B3RBh SRR RE R RS I B RS

and the |ike&evice profile information. Network device 40 includes any type of network-based
communication device, such as a network server operable on a communication network
14. Communication network 14 may be a wired or wireless communication system, or
a combination of both, and includes the wireless network on which open market
wireless device 12 operates.
[0075] Network device 40 includes a processor component 50 for carrying out
processing functions associated with one or more of components and functions
described herein. Processor component 50 can include a single or multiple sets of
processors or multi-core processors. Moreover, processor component 50 can be
implemented as an integrated processing system and/or a distributed processing system.
[0076] Network device 40 further includes a memory 48, such as for storing local
versions of applications being executed by processor component 50. Memory 48 can

include random access memory (RAM), read only memory (ROM), and a combination



[0079] Network device 40 may additionally include a user interface
conponent 94 operable to receive inputs froma user of network device
40, and t ovgemenakes out puts for presentation to the usecr/ussesn77s17

i nterface conponent 94 may include one or nore input devices,
including but not linited to a keyboar®22 a nunber pad, a nouse, a
touch-sensitive display, a navigation key, a function key, a

m crophone, t@réé@i CeptiaRENint it GHIBONERIorAAY REINGS JRIGHS & Mification
capabl e of receiving an 1 nput froma user, or any_ conbination

t her eof . FuFdHes modyleS2; snday parsssagbyyipei Sdendieg/litencl ude one or nore
out put devi ‘gﬁ’?p Fﬁkﬁﬁ&{%ﬂ%&%ﬁ@@&ﬂ tlcdbed cdf ﬁnigétﬁﬂh%ﬂul@ SeRfA F&vﬁde?
haptic feedback nechanism a printer, any other nechani sm capable o
presenting &m etibpshing end magdsining rcommuniwtitisnatth eme tdnenaofpaftee80ilizing
Figure 6 represent bl ock diagramof..a, cellular network 10 ich
my be used M EnToURers AL artt A dedortRe Bty SRR 2ue $he)
wi rel ess nessragesnménivdtionl ests/caretompdacdd oy tiagk idewibaidie dis Wil INdsrbetween

cel l ul ar net wor 00 d, .as su may be i npl enented to co nicate
The tevi co. PHSRR J5iesdghd ﬁé@@aﬁ&wﬁ%ﬁﬁt V1558 LRBBU GG Paiey e 13, and

removabl e magulds dQide Rl ¥WabY QRMIBLIQNoRNEHIAR 14aMHGE devices serially or
identification request nessages fromthe network operator to the

wirel ess delacelss comnggied sbnetwrikadqecs. 40Rdn eng piRgel eoringuiedticss madulsns is
aspect, Op.e'a%&%glg.eforwr&:giv HEUL RGP a%eg?’Z? M %L:I?(ﬁﬁg device
communi cati on device, such~as a cellular telephonhe. [n present
aspects, w ndehblcutionmruest ogsiages §eanid dlesliker e configured to communi cate

iath | 1 100. .The. | ul t 00 i d .
i rel oos. cotflifl XSRS, bRenad RS b ol BReE RIS, whic
comuni cat i @i datay pacihet Somigktionas HaNsagabad/pasifetase tiat ptoRRies for mass

nmessagi ng data packets. The cellular tel ephone network 100 may
el e i r SPEEE O aTRBIOT TS FHPOB TSGR et SBTIECHOM U 45ngcts

carrier net\wedckibdd Gerchil JWE @cBaih SaspecksS RIRSRNIAAdoY 20 @ rs@R i@ teriBVaBlc
fully illustrates the conponents of a w reless comunication network

and t he i nt &delegriredess devieqntedb pphths lise. one aspect of the present
system Cell r t 00 S

el ude any 2 NeFCEE HEDEe 18 MR badiifhay MELE, ¥ SECTRAAIY BRoAT 54
comuni cat i operdevitcesecif@inpoimiiom € atce cOnawetkhievek 40 bt we gencaatel owtpus fpr
each ot her and/of.betugen.andammng. component.s, of, . fehess. netnank
14, incl udi |I|’g,‘ WHRotS it afToR- i T eS8 et iB Pk ¢ Fi? PR ¢ 4R ‘6P
servers. [0Q@8dides| mchelingoblt dQAimingt 004 keyh@widca mMhbes pal @snodsd)et watk
server, can be.jn ¢co nication over a wired network 104 (e.g. a ..

| ocal area AEBHOFKISPIEANG PaPgHTHErY: & ol _Ry’cfa‘iﬂ%%lgl@?%tao‘é“éﬁem&%ﬁ?it{?@
42 may be i RomASHRHD GAtIHRR MichhhifBtoapibke 8MCEQindhnVingut R6mW 1RH or any
net wor k 104. twork device 40 may receive and/ or generate and
comuni cat e cekiaigrcleicoh Hattherpaek exeface gempensnSRB My sadede enst ¢f more
packets to f he, rket: : i . I

devi ce 40 aﬁ’ggga? %Fg%léss’e ﬁgﬁﬁr?%yﬂge%prlgygﬁﬁ L%?laﬁsﬁgﬁcigﬁeﬁﬁéf a?@%@%ﬁ%ﬁgm
net wor k 100 nwichdnisam\a pwinkeer anyetheo meclvompospaittls of prasentingamespigdo & oser, or
provi de cel Iaul ar t.e}llt%cqpmr}i cation services. Network device 40 and
dat abase 42 B%W%Pchtne Wth carrier network 106 t hrough a data |inks
108 and 110,[008bf Thrurmy riresdata blockkSiagumhofas cdlluer netwerndd0, whiske ek ee
LAN, WAN, or other network. Carrier network 106 caontrols nessage

ges
(general | y B&YHig COMPACIE CREARTS R P YO SORBIPICAe SHIA ThITijagent ey reless
("M5C") 112 pefik AN magabd iRude@t Wik eQflaf QR CAI0E gndM dshsu¥RCndyl de
by a network 110, such”as the Internet, and/or POIS ("plain old
tel ephone sémplementyd tqyjomeanicpte fhe drviaroidrntificationn mestagey Roor thentielawst
portion tr a@%{(}%@ 7 %&@ableagﬁi)dﬁllaéa &S nPRIOkE %Pet%{o?rl% Ghe QL Qdentification
i nformation. ¢ { may econnectecri)tomJUpe ase stations
request messages from the network operator to the wireless devices/ removable

modules. Referring to Figure 6, in one aspect, open market wireless device 12 comprise



24 [0082] Referring to Figure 7, a flow diagramis depicted of a

met hodol ogy for network identification of open market w reless

devi ces, w0 amg/ofesnce with an aspect of the present |ponggngm7gﬁt
Event 200, a renovable nodule is inserted or otherw se received in an
open market wirel ess comrunication deviZe. It should be noted that
while the renovable nodule is referred to herein as being inserted or

recei ved bya tiigs|adh 8n@RSicden asvie)kudsaei @ligdr GMPRBA, Caf IppRehelpRey)
the renovabl e nodul e and the wirel ess device constitutes recei pt

and/ or i nsefiielsE ommycatigndeagss aroreafigwed fe aomenRicets wa e gelyleraictvik
renmovabl e gl erdchiliesn&R0h! I b Akt QieRAP SR AGHOHARE 12 the

modul e to comiunicate Wi th a wir Ss network in contro
net wor k opemxdblthty 10ncmlsn¢deegammum1mtt0heid@p1wkmrm@t as BEt¥addtp packkie or

removabl e o ul e_enabl opposed
Lo the openoiidvReraars e Sy TR AP A EO NP DL B FRp B E s
conmmuni cat i Qﬂwo{kODB&:]nn&ttecEMeiﬁflr&Dﬁetwbﬂcsm WO alcheier RERLI 108{ Rif\@e 6 is a
renpvabl e nodule in the wirel ess deé@@ the device identification

t

appl i cat i on"PESPUHIENERE M i sPORs dllusirptes RS i OEPPREEY iof | & aYTLS

w1 resi dec@fimbiiGatiod RtRekeanio gyl lﬁteﬁ%ﬁbﬁ Qf tthe cleBRRY M SheMRPH A e
controlled by the network operator, which is the entity that desired

devi ce i denPichgng SYSiesh. CrcHulalr E@ph@mema@%clﬂﬂ is merqly cxempdyry|aad far inchde
devi ce i dentj @In 5%% | jefidtd 9{6 bRs r@%h dg. &f?elééae M hGli&FSn do%wcgse 12

[0084] At Event” 204, evice | ent| cation ap Ication nma

i n renovabl eommunicse mﬂﬂhy-afrdxemedemd eerongenth dthear armié:sdmhm::echnwmng
the wirel ess_device. r.evi_ousl ot n .0 t he dev

dent {1 er TRORES g BTSN et eleyiRe SREN Huerhd EflEy T
nodul e was pareivis @hidbysereeei ved in the wi rel ess device and that the

W rel ess device Ofl| a was us previously retri vedfrom
wirel ess delf® ]é q‘aﬁg BT g%l“t“‘é’d ’os‘{% AN Bt REGTY o*i’?é‘feé’t g0 be in

Conversel y, c@h@aﬁ@amafovhh@ wWikRY ineSvdrid ¢ 04 gég & lotd) atddGichASRVIERNE FiRdet ¢
menory neans that this is the initial, first-tine receipt of the

renovabl e nBeEPE databapy/sorags devies € max belreemigenifation avith adhwerk device 40
| f
retrieval of;the gﬁé{d GEWRHO Friply © N Rk MREAO Yf Hﬁg] drg@e %ec ggqgr"gé%ec@qmd

conmmuni cation to the network operator 1I's requir 'St on
206, the detenmimeitc cominsinivaither deda packefsctuckras tSMS chevsiage dita @atlicfsi terand

for the present,w reless devi,ce js. cu store renpvabl e
rodul 6 mamor g i opfeRiBel CUHEGTieR T ek o2 LMt TR RS
modul e menopiesédien theadellkae Eﬂepﬁ&&; ndtherkdidiveieh ardesihdr frie@irk @dmponents that
applicati Onfiret%g e shut dovvn ﬁ? further device identificationis

requi red. Wetn BEVIdaEs CCPEMHBICA PR CTn  PRRVare dEVaH AR and
nodul e MenDEMatREe 2 codBumnicate with carrier network 106 through a data links 108 and 110,

which may be data links such as the Internet, a secure LAN, WAN, or other network.
Carrier network 106 controls messages (generally being data packets) sent to a mobile
switching center (“MSC”) 112, Further, carrier network 106 communicates with MSC
112 by a network 110, such as the Internet, and/or POTS (“plain old telephone
service”). Typically, in network 110, a network or Internet portion transfers data, and
the POTS portion transfers voice information. MSC 112 may be connected to multiple
base stations ("BTS”) 114 by another network 116, such as a data network and/or
Internet portion for data transfer and a POTS portion for voice information. BTS 214
ultimately broadcasts messages wirelessly to the wireless communication devices 12, by

short messaging service (“SMS”), or other over-the-air methods.



at Event 210, the renovable nodule /wireless device interface
application is launched to allow the device identification

appl i cati ovo r@sinsser f ace with the profile information sCowsmeso77817

| ocations and the nessagi ng nodul e. At Event 212, the device profile
information is retrieved fromwirel ess Hevice menory and, at Event
214, the nessagi ng nodul e, such as a SM5 nodule or the like, is

| aunched angogd)er geefniglte FidutOr7,Meflid e BiakSinC Babidict AF @ thdiddbloey TaSRagRY
nodul e. [0086] At Event 216, the nessagi ng nodul e generates a device

i denti fi cat ISHIPRSEQREGE OPRRIMAFE WiERYs 4EViPEadt 26Cbinet gt eqpect of the
profile inf ?{eﬁé%& iRBvatitRCAMESS 0019 BRGHHE MBNIOR iSRACA & dtHerkieTRLHed
to provide the device information to be automatically recognized by
t he recei vi hgamepeponkkelevirdess gemgunicedopdofidel e 1f siboldmgtioted. tha@nekila e
device ident]f] i S j rat vent 21 h X e
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entity as cdeficeganyedsosididi contrinicheion betwede el temoethlomoddp lhhd dici voircless
[0087] Figure.8 is t her .fl ow, di.agram of .a met hqdol o for networ k
dent s 1 car HorcoPonsBRRS s SR PR R 8l o Bhox e skl Pt e
aspect of thevigy T MmdvabeAdduinciilies6aAEurdMh toldnebIe BRI eARYK2¢ module
wi rel ess device receives or otherwi se cones in communication with a

renpvabl e niERrERURIGAtY M HydielrshBtteark inheentrahel s et HEh wIPeratdic) o dbis
conf ' gur at | Qa0 i AR Rn (i SRR, e TR I MoGABTIHIYI &AW Bl rdork

wirel ess network in control of the network operator. At optional
Event 302, eommnweztivneasropheised tobtis experl ovirlet Winss déviesaerabhng the wireless

application_j t h%‘ As previously noted, since the renovable
nodul es ar enéf’:t%ﬁ k?éé%ﬁ% q‘%?}t/m ‘he network operators, in preferred aspects

t he devi ce (0831t Af iFvatti 02, apget ionathe aecewit ldf the sinterabla théumle aimtie abik&ess

nodul e. However, other. aspecis.m rovide for t devi ce .

ent 11 cat OREa B FOAT BHTGSH L FABIPT, ReBIshet dadnafb arees. Toisaiee

At optional jdevefidatidR4vill dcsi@d i McN@io0#blé SnodrercdeRt tRetikble module is

identification of the wireless comrunication device is nece:ssaqri‘iy. I n
1

one aspect , “QUEHeALYEEarHTIkPPEHOTENPItES tErativiier deyjredrevigeidepiication.
i denti ficat ipg,apmpl as§@étg,%s AR FoMBE BdViE&Si bRt gﬁeaﬁs&‘y d88d bi ier
associated wth the current associ ated device is notp stored in
renovabl e nodigless ¢davigsry. It shoul d be noted that in alternate

aspects, th Vi Ldeqtd ficatj.on. i 1.Qn0: conf, qure h
oo beery TR BB ALGr RRILRL L RSBl henhate
ot herw se camdslei memorymiori €alevon iderttilica asqeiatedawkit thev wiedles sdedt@e] CaAs

the profile i nforlmatit nis comi gated. Lo, he et\/\orkbg‘ger tor. In
such aspect 8VI8%1Y I e PESHCH & i e AR TEieh dn fgsmey e MAHe ety
networ kK i derfebid that he RerhSvabROMbMBE wal pRSRudly reée@eRi iRttBe wirdRSY ddvidSand
trigger device identification. ) ] ) )
that the wireless device profile data was thus previously retrieved from wireless device
memory and communicated to the network operator. Conversely, absence of the device
identifier in the removable module memory means that this is the initial, first-time
receipt of the removable module in this particular wireless device and thus retrieval of
the device profile information from device memory and communication to the network
operator is required.
[0085] At Decision 206, the determination is made as to whether the device identifier
for the present wireless device is currently stored in the removable module memory. If
the device identifier is stored in the removable module memory then, at Event 208, the
device identification application may be shutdown and no further device identification

is required. If the device identifier is not stored in the removable module memory then,



100891 At Event 306, the device profile information is retrieved from
W rel ess device nenory, in response to the receipt, (i.e., insertion)
of the rermyzdobeuzendul e in the open market w rel ess deyoe®s2008077817
previously noted, in sone aspects the retrieval of the wireless
device information by a renovabl e nodul?- based device identification
application nay be facilitated by an interface application that

provi des thg MREEHDAIY rthSaBRGhodNwiRleed A ihiBifRk m?fal'idaﬂoﬁ B lﬁinlcl%ﬂf to
t he renovabl e nodul e - based application to conmmunicate with
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devi ce profl e information. 100911 At Event 310, the device
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net hodol Ogyof)&fméxﬁéwﬁl%lés@gc%’i’béselic%ﬁﬁin%etﬁ'aﬁ&h@asﬁccﬂ@ft\ﬁ@bl‘es&iﬂﬂnbyation At
according to another aspect of the present innovation. At Event 400,
t he networ k Eseitti 890.gése pREE Sndtkefe Witekess dENICE T fasaivPoP! r eigeiadte. comes in
devi ce iden

ass00i at ed_ daurackR LRAMahoVIBI e IR LR no 8 AN A modyie
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device profile ipfo ion from devi ce | communi_.cation with t
removabl e nﬁi‘i’ﬂﬂ"éﬂ lefpe ‘ifta%r‘@ntf‘ﬂttgq%}' fﬁfe .nswoa OBERLQIS hprefgied ﬂfl?ectst

user/ subscrigbgee 1ci|eﬁ't1ﬁltaﬁ@1{ aﬂﬁ@eﬁﬁlsmntreede&n%%me&hbef mbdife. dHM‘lfv@\?‘er other
identification request may be configured to occur automatically a

predet er mi neweptﬁt@w\/ﬁmd@é@e@e gavige Hsaifiqagor) pprdicatiaay tovigyifd gn dmeeess
profile infgrmation. In one aspect, the device identification request
may conprise a W reless nessage, such as a SM5 nessage or the |ike.
As such, gers8it Aonptainat Frennddt adeternaiyatfanris imede thatieterklidanniGbritiog of the
necessary MEsaagl Dok RAHL G & AE AL S G S5V L R, SN B GAHRR: may
be conducted by the device identification application, which verifies that the device
identifier associated with the current associated device is not stored in removable
module memory. It should be noted that in alternate aspects, the device identification
application may be configured such that every time the removable module is received,
inserted or otherwise comes in communication with a open market wireless device, the

profile information is communicated to the network operator. In such aspects, no



100931 At Event 400, the device identification request is

comuni cat ed the network address associated with the renovabl e nodul e
and, at Eweotooddfssx he device identification response wesaRgwsHEs17
received at the network entity. The device identification response
message i ncl udes device profile informaiton associated with the open
mar ket wirel ess device currently in communication with the renovabl e

nodul e. At Byemiind8 nebdiero B8 @8 tPi&Qélife if AEQONRIdeRFidaiod [sQEQRBrel Nsikte
net wor k dat abase, t hat associ ates the renovabl e nodule with the one or
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thereof desFeBYNCHe patht fvigsarplimeergnadussat/ioptiarapdlostipns.A
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alternative, the processor may be any conventional processor,
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present aspects provide for nethods, apparatus and systens for
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mar ket wi re|oﬁ§c°teﬁl)‘?¥ftﬁ@ﬁeﬁg@ﬁmﬂfeﬁnfdﬁﬁﬂiﬁ%f‘ the operator's respective
nplis

net wor k. Present "aspects acco
[0091] At Event 310, the device identification message is wirelessly communicated, via

the wireless network, to the network operator and/or designated third party entities. At
optional Event 312, the device identifier, such as the ESN, MIAD or the like, as
determined from the profile information is stored in removable module memory.
Storing of the device identifier in the removable module memory occurs in those
aspects in which a determination is made as to whether network identification of the
wireless device is required (i.e., whether identification was previously performed).

[0092] Figure 9 is another flow diagram of a methodology for requesting wireless
device at a network entity, according to another aspect of the present innovation. At
Event 400, the network entity generates a device identification request. The device
identification request may be generated by launching an associated device identification
request application. In one aspect, the generation of the device identification request is
based on a user/subscriber contacting the network operator/customer care representative
for technical support or the like. In such aspects, the customer care representative may
dynamically request and retrieve device profile information from the device in

communication with the removable module, without any intervention on behalf of the



such by retrieving device profile information in response to the
networ k operator's renovabl e nodul e being associated with (i.e.,
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ot her aspect and/or enbodi ment ess stated ot herw se.
machine. A processor may also be implemented as a combination of computing

devices, €.g., a combination of a DSP and a microprocessor, a plurality of
MICrOprocessors, one or more microprocessors in conjunction with a DSP core, or any
other such configuration. Additionally, at least one processor may comprise one or
more modules operable to perform one or more of the steps and/or actions described
above.

[0095] Thus, present aspects provide for methods, apparatus and systems for
automatically providing network operators with identification of open market wireless

devices that are used in the operator’s respective network. Present aspects accomplish



30 Cainms 1. A nethod for providing identification of an open market
Wi rel ess communi cation device (12) conprising a renovabl e nodul e
(18), the wetdhodsenprising: contacting, by the renovabteuvsmdshes:?
(18), a network entity (16) for assistance; receiving a device

i dentification request (82) at the renv¥able nodul e (18), the device
I dentification request (82) being generated (400) at the network
entity (16) sivasedrafcife deasyabileiniseiation (d 8gspemattaché m@wione opeleetk

entity (16) for si s retrievin yadev ce identification
appl i cation e(‘%? fm?‘i’r@ %@Wﬁ\ﬂéiﬂ"@t% %hegj g gysert \%‘l@ear}’t’%@fl?sﬁéie"we and

i nf onnat i oncérdRlinightRipasl H&Vi& oA i¥fokrdftion 96 tHeNRARR BpaRbK Bt th\é"'hk@' ¢RR
conmmuni cati on device (12) and pronpting the open marEet W rel ess

device (12) dlﬂ@Nég’T@n drearcevak ppepion sethird gprty @nmtﬁéo treski and/dr aeomitpr the dyriean

et (Sl AenSath b TN SLOBECTRANRL AR ES), pi, oo

(28) to theademieed nadeatoff fthe abclomy pbqetes the 8&)Y for the subscribers/users of the
removable modules to manually or otherwise provide the device identification to the
network operators. In addition, present aspects provide for the network operators or
third party entities to remotely and dynamically access the removable module to retrieve
profile information related to the wireless device that a removable module is currently
in communication with. This aspect, allows the network operator or third party entity to
automatically retrieve and, in some aspects, update the profile information without
requiring user intervention.,
[0096] Further, the steps and/or actions of a method or algorithm described in
conncction with the aspects disclosed herein may be embodicd dircctly in hardware, in a
software module executed by a processor, or in a combination of the two. A software
module may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, a hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An exemplary storage medium may be
coupled to the processor, such that the processor can read information from, and write
information to, the storage medium. In the alternative, the storage medium may be
integral to the processor. Further, in some aspects, the processor and the storage
medium may reside in an ASIC. Additionally, the ASIC may reside in a user terminal.
In the alternative, the processor and the storage medium may reside as discrete
components in a user terminal. Additionally, in some aspects, the steps and/or actions
of a method or algorithm may reside as one or any combination or set of codes and/or
instructions on a machine readable medium and/or computer readable medium, which
may be incorporated into a computer program product.
[0097] While the foregoing disclosure discusses illustrative aspects and/or
embodiments, it should be noted that various changes and modifications could be made
herein without departing from the scope of the described aspects and/or embodiments as
defined by the appended claims. Furthermore, although elements of the described

aspects and/or embodiments may be described or claimed in the singular, the plural is



that includes the device profile information (22) associated with the
open market w rel ess comunication device (12) in communication wth
t he renovabbdeomosgie (18). 2. The nethod of claimi1, wpergisiosbest?
renovabl e nodul e (18) includes an interface application (76) that is
operable to allow the device identificai4on application (20) to
interface with applications/storage on the open market wreless

devi ce (12) codemplhted WBlleb0kn@itiod @ tHY st & &lpNcitiP Statel! dddfcRally, all or 2
application (76) provides protocols to allow the applications

resi di ng onPPTHEL OEABY atPee He@y cebpdimentiray be afibzafi with glher a portion of any
application i.di i open mar ket wrel ess
connunicatigﬁggﬁégggn ?@?ﬁkﬁgTQ%}& %Q%%?ﬁ%%hgglclain1l, wherei n
receiving a device identification request further conprises receiving
the device identification request (82) periodically based on a
predet er mi ned update schedule. 5. The nethod of claim1l1, wherein
receiving a device identification request further conprises receiving
a Short Message Service, SM5, that includes a request for the device
profile information.



6. The nethod of claiml1l, wherein transmtting the response further
conprises transmtting the response that includes device profile

i nformation including at | east one of a3@evi ce manufacturer
identifier, or a device nodel identifier, or a device identifier, or
a software identifier, or a software revision identifier, or a
firmvare identifier, or a firmvare reggngn identifier, or a hardware
identifier, or a hardware capability identifier. 7. A conputer
program product, conprising: a conputer-readabl e nediumconprising: a

set of codes,for i at_.leas e co ter to performa nethod
according toloné %?t %ﬁ %g&cﬂr%‘{l%gié?ngl léat\lfﬁ{‘g(ﬁuagfé’glﬂlfréa <ct gire S §ppEFat us
for providing i dgiyn deviel(i DreoafpridheRemotEIK glodwlel(E8)2 8 HERT P HATJ-ON
device (12) conprising a renovabl e nodul e (18), the apparatus
conprising: neal¥:-for contacting, by the renovable nodule (18), a

ot L ARl SO AAT TRORO0IpSERLUD S IRAGR, oo
identification rtaqueest (82) being generated (400) at
receiving a device identification request (82) at the removable module (18),
the device identification request (82) being generated (400) at the network en-
tity (16) based on the removable module (18) contacting the network entity
(16) for assistance;
retrieving, by a device identification application (20} of the removable mod-
ule (18), device profile information (22) stored in a memory (24) of the open
market wireless communication device (12) and prompting the open market
wireless device (12) to generate a response (28) to the device identification
request (82);
transmitting, from the open market wireless communication device (12)to the
network entity (16), the response (28) to the device identification request (82)
that includes the device profile information (22) associated with the open
market wireless communication device (12) in communication with the re-

movable module (18).

2. The method of claim 1, wherein the removable module (18) includes an inter-
face application (76) that is operable to allow the device identification appli-

cation (20} to interface with applications/storage on the open market wireless
device (12).

3. The method of claim 2, wherein the interface application (76) provides proto-
cols to allow the applications residing on the removable module to communi-
cate with the applications/storage residing on the associated open market

wireless communication device (12).



the network entity (16) based on the renpvabl e nodul e (18) contacting
the network entity (16) for assistance; means for retrieving, by a
device identification application (20) :f the renovable nodule (18),
device profile information (22) stored in a nmenory (24) of the open
mar ket wirel ess comruni cati on device (12) and neans for pronpt-
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W rel ess communi cation device (12) in comrunication with the open
mar ket w rel ess _conmmuni cation device (12). 9. The apparatus of claim
8, wherein the Teapewde! sognlle whein repcivingagleziceiidangifitation request fur-

application (76 - | lL.ow. the . dewi i dentification
application (20 e{ g&%%ljf%? ?éé%gfé’ﬂ% %ﬁﬂ%bp e ?8%% es?%@:é%génﬁi%dﬁ%a(%en
mar ket W r el essqatsvios éhe( de?jce profile information.

6. The method of claim 1, wherein transmitting the response further comprises
transmitting the response that includes device profile information including at
least one of a device manufacturer identifier, or a device model identifier, or a
device identifier, or a software identifier, or a software revision identifier, or
a firmware identifier, or a firmware revision identifier, or a hardware identi-

fier, or a hardware capability identifier.

7. A computer program product, comprising:
a computer-readable medium comprising:
a set of codes for causing at least one computer to perform a method accord-

ing to one of the claims 1 to 6 when executed.

8. An apparatus for providing identification of an open market wireless commu-
nication device (12) comprising a removable module (18), the apparatus com-
prising:
means for contacting, by the removable module (18), a network entity (16)
for assistance;
means for receiving a device identification request (82) at the removable
module (18), the device identification request (82) being generated (400) at
the network entity (16) based on the removable module (18) contacting the
network entity (16) for assistance;
means for retrieving, by a device identification application (20) of the remov-
able module (18), device profile information (22) stored in a memory (24) of

the open market wireless communication device (12) and means for prompt-



10. The apparatus of claim8, wherein the interface application (76)
I's operable to provides protocols to allow the applications residing
on the renovabl e nodule to communicate 3 th the applications/storage
residing on the associ ated open market w rel ess conmuni cation device
(12). 11. The apparatus of claim8, wherein the neans for receiving a
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the device identification request (82) periodically based on a

pr edet er mi ned ué@a@@dglﬁtfmub@m%%t (32?&3 apparatus of claim$8, wherein

means for receiyin evj c nt| catlo r r er co rlses
nmeans for recei %}’16%‘8“ e %ﬁ%sﬂlg’ﬁ@s gle %‘%E‘?e {Iﬁ;? E

request for thetl@ﬁ%ﬁ};@réﬁp@fmd €8) f@ftﬁé aahd:@iﬁenti&ﬁ:an&haeq@@msz?ttm n@tﬂudes
claim8, wherein e nmeans for transmitting the response further
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a software i dentmﬁmem,cat@crn deveef (It ar e reV| SI on identifier, or

firmvare identifier, or a firmvare revision identifier, or a hardvvare
identifier, or a hardware capability identifier.

9. The apparatus of claim &, wherein the removable module (18) includes an

interface application (76) that is operable to allow the device identification
application (20) to interface with applications/storage on the open market

wireless device (12).

10. The apparatus of claim 8, wherein the interface application (76) is operable to
provides protocols to allow the applications residing on the removable mod-
ule to communicate with the applications/storage residing on the associated

open market wireless communication device (12).

11. The apparatus of claim 8, wherein the means for receiving a device identifica-
tion request further comprises means for receiving the device identification

request (82) periodically based on a predetermined update schedule.

12. The apparatus of claim 8, wherein means for receiving a device identification
request further comprises means for receiving a Short Message Service, SMS,

that includes a request for the device profile information.

13. The apparatus of claim 8, wherein the means for transmitting the response
further comprises means for transmitting the response that includes device
profile information including at least one of a device manufacturer identifier,
or a device model identifier, or a device identifier, or a software identifier, or
a software revision identifier, or a firmware identifier, or a firmware revision

identifier, or a hardware identifier, or a hardware capability identifier.



