; e3eM :; | BDR MoMIVDf VO (12/078d19 1111VAI~IIN~I~IVIIhllll DESCR PTI ON
PCT/ JP02/ 03( 15s i uiioi nmui,iiuuouniiu DATA PROTECTI ON SYSTEM THAT PROTECTS

DATA BY ENGRYRTENG THE DATA 5 ~echnical _ field The presentpdmnyaibhiRE
relates to a data protection systemthat encrypts data and distributes the

encrypted data to a plurality of terminals, and in p ‘ m ‘m

t echni que ing keys for use in encryption @ﬂﬂ@ B@ ﬁm on of

data. 10 Nmm mmmum)wmgkground in PeREhtPYEN s of deve

mul ti medi a-rel,afgd technol ogy, emergence of |arge- capaC|t§“W%cord|ng
medi unms, and so on systens have been appearlng that 15 generate di gi tal

content of novin e audi o, and t i ke, storethe di

cont ent ot Bl getioadrny Sy s2Biarin T Hea s, SR rach st dhe ppre
distribute the recording nmediuns. Digital content recorded on a distributed
optical disk or the like is read by a term nal such as conputer or a

repEpdu n 20 d and becones a target for reproduction, copying,

etc. LB&%?@@QF%1%3¥H§%9systen1encryption techni ques are used to protect the
so-cal l ed copy th igital co n in other_words revent
illegal use oﬂﬁF% |ta nggﬁFéﬁ E%géga% 591 egataCpr£ﬁ8tlQ% Bys

S f t I Al I
Spect (| .C%#‘i’e?@g%é BRECLEt LR 0Lk 2l 0N Pl 0 0ag Bl opl &
the Iik t b nd
degrybtﬁ%]ﬂﬁgl aéfcgégéé%%ﬁagp%ggi @%§Blgg}%f7§nggg¥%%¥&gg;11%t~s t he
encrypt i it &ay; £AT GRIAI FEde < il B8Rk gbgi bal aﬁenaeet_«ypyleel 58 ddbea.
decryption key to decrypt data read fromthe optical

10

Against a background in recent years of developments in
multimedia-related technology, emergence of large-capacity
recording mediums, and so on, systems have been appearing that

15 generate digital content of moving images, audio, and the like,
store the digital content on large-capacity recording mediums such
as optical disks, and distribute the recording mediums.

Digital content recorded on a distributed optical disk or
the like is read by a terminal such as computer or a reproduction

20 device, and becomes a target for reproduction, copying, etc.

Usually in such a system encryption techniques are used to
protect the so-called copyright of the digital content, in other
words, to prevent illegal use of the digital content such as
illegal copying.

25 Specifically, the systemencrypts the digital content using
a particular encryption key, records the encrypted digital content
on an optical disk or the like, and distributes the optical disk.

Only & terminal that holds a decryption key that corresponds to
1



and performreproduction and the like of the digital content. Note that
nmet hods for encrypting digital content and 5 recordi ng the encrypted
digital Ggpahemsspn a recordi ng medi uminclude a nethod suebTapeesypti ng
the digital content itself with an encryption key that corresponds to the
decryption key held by the termnal. In another method, after digital

and recorded on a recording

cont ent |s encry ted caith a particul ar

medi um t Eﬂp?ﬁl 5634&311 9@5@18&?%%%% %a%éiltgﬁé?aérn%?%%r%ﬁyléé%ﬁri%
encrypte th an . encryption that corre to the decr on ke
hel d byt ﬁ\émdteéFﬁrPﬁ&P“ BYorn Sslrupl of taLerhe tRan S el T oAl s v
R t Vol 118-122 Adm t Ce 15
Vot ushErs BRAEOTE ERITEE A Co Rt hey dde167 156y dtdcrds eens D

Di [ Vi | k h
éro?géﬁionegi %éﬁ?éﬁ%s %WﬁtﬁgéFgr &?F%hgggg hgpqﬁﬂ19£%r883géﬁb(ﬁ%ﬁtaj

content recaorde ] dlstrlbute D 1Pre;stores a master .naster
key~i s 5§t85§ﬁﬁ d% eﬁcrfgtnangg ?¥urer B Htre P par i'cu d%h'éb " on
term nal;, Ther %%8@&88' QG Beé 1 DgL 5‘@}8? L9€541 érﬁfer!%ey ﬂé’é tfhe
decryption process as a unc i on- of mat el y ecryp I ng and reproducrng

the o giiah SORNER Aol feg ool bo: BVDoROL & AL s Gpiipey figh dhas

been encrypted wth each cturer™ s naster

necessagy f@l. deGMYRLIING The a?l'o%te%' neRRLENt Af erre%cifgqec% 10 die VR
Usual 'y, "t he decryption key held by the termnal is Kept secret. However,

it is paggir ? ebhait@agiawsal%mart ke ta%ﬂi@@éré’ed o826 WaRng ke dium,
PCT/ JP(12/03115s by a dishonest par¥y will lead to the decryptlon key bei ng

recogni zediand exipasedey Thee |Sodraigeds t hat tORCes@c 86t Yot | eBykey hel d
by a partrcular termnal is exposed, the dishonest party nmay create 5 a
term nakncs@btwar eyioh tdie khkeybohiodeckypt inghtdi gbrakspontent taisigrg t he
exposed key, and make illegal copies of the digital content. Consequently,
t o prot eetrgppybngheyi hewdl bynehkongemibelpossi ble to encrypt and
distribute digital content using an encryption key that corresponds to the
exposed decr ypsi one kessampll®: Bdr sexamplsg,stieaki Vg tiinhe lcBashuécal iRmpar tDVD
reproduction termnal in the above-described DVD right protection system
it willVad.l éAgeNobel peesi BILE -182di Engibaeeidy ghdmilnicomanion Kenteas been
encrypted using a particular master key once that naster key has been
exposedMatsuabijariegirigfindpst heakdsmmakoyJisea8pos88) DVYD sedmsesct urers
must use a dlfferent master key to encrypt digital content for

di stri bat PeR. (Hsehaer VexspitdBreRi aki sekdhthar ofiesdd onhe Y BV eptddididtsi on
term nal__that has been anal yzed and nunerous DVD reproductron term nal s
made by DVRerdght REALPSELDReFYRFEM A, 20V N RN TRt eIt Gkré‘}/lnétlhefé)é DVD

re roductlon t er,m nal re unabl e
P reproducing dfgatal content recorded on a distributed DVD

pre-stores a master key. The master key is determined by the

20 manufacturer of the particular reproduction terminal. The

reproduction terminal, which uses this master key in the

decryption process, has a function of ultimately decrypting and

reproducing the digital content recorded on the DVD. Note that

a key group that has been encrypted with eachmanufacturer’s master

25 key and that is necessary for decrypting the digital content is
recorded on the DVD.

Usually, the decryption key held by the terminal is kept

secret. However, it is possible that analysis of the terminal
2



to reproduce digital content that is newly generated, recorded, and
distributed on DVD after the exposure of the master key. In other words, if
one DVD neproduatid on termnal is analyzed by a t di shonestppayiiplaozuss

t herew | | benunmer ous DVDreproductiontermnals 25 that in the future will not
be able to use newWy generated DVDs. One nethod for solving this problemis
to provide a separate decryption. keyfor each DVD reproductiqn ternjnal,
encrypt 2K g?téﬂllsgﬁ’ﬁfaéﬁt R?rlyftp-‘/hewk%‘; %888@39 o?h?ieéﬁ{fgﬁ/?ﬁdophé‘ed’l gPELuPd
content with 3 Vv4'Q 02/(178;419 PCT/JP02/030i; encryption keys that

cor r espdrifF I 43fs 8 Yt GE%ey hel d by all the DVD reproduction

terninals, dall th ted data obtained t,on th
DVD. Accor di nd 153 Hi's HeRHOREE SFARE PHCPs pEESTBREILS Pedorts i6h e DVD

R e L I T T A A W)
is Qeld | gﬁ%lﬁﬁ){}%ﬁou&f’{wg Qbroe rt‘?a%%i}c@féle%l@c”ry Zc&n%é%?gﬁ){c/ﬁi he, gegryption

keyS of s feproductron term nal s are exp reproduction
term nal s. . tgggﬁaes Kk W bﬁﬁ] posed. i | till. abl e
to use Iﬁ{c‘iﬁs@éfﬁtg{e ar neé,vé]?e}e'ngér/rgctlgga]%n t }ﬁlt u?%‘%%v\%\%/eérr}ét#eélep%ls a
Pr obl emyirtda i1l ScBRLBAAehR1Nat o WheB: 8B: egh PPUgn ARG Of YD ongex
reproduction termnals "are expected to be a target for distribution of a

DVD, an mnejzaus12amunineh gdat ankSqnustiBeteeqpf dedi ofohhen OV i hg ¥ ew of
t he above-descri bed probl ens, the obj ect of the present invention is to

provi de e 334 iIOkRGE kAR tSYokedshBatis20cenke YPkSo dad adseefh eso sl g al
content and keys necessary for decrypting the data, the system using an

engoyption tecii guamphat t&RuUEESidty adediRe dthenaaopnd tipeibiypisad data
that is distributed, and that, when a decryption key held by a particular

t er m naltdrnieosadthy abavyzddgec oibdédedUD ke by prdishaneat spatéy, 25
prevents the encrypted data from being decrypted correctly by the
parti culwanl 1t eomMareder bt pesabbis tdhdiencipptedidattaal @dm ethectpt etk by
other termnals; and to provide a technique that is useful in the structure
of suchlkeetatacpyptedtisimgpspaniidular master key once that master key

has been exposed.

15 As a result, after the master key 1is exposed, DVD
manufacturers must use a different master key to encrypt digital
content for distribution. However, a problem arises that since
the DVD reproduction terminal that has been analyzed and numerous
DVD reproduction terminals made by the same manufacturer all hold

20 the same master key, these DVD reproduction terminals are unable
to reproduce digital content that is newly generated, recorded,
and distributed on DVD after the exposure of the master key. In
other words, if one DVD reproduction terminal is analyzed by a
dishonest party, therewill be numerous DVD reproduction terminals

25 that in the future will not be able to use newly generated DVDs.

One method for solving this problem is to provide a separate

decryption key for each DVD reproduction terminal, encrypt digital

content or the key needed for decrypting the digital content with
3



1' ~~0 02/ 1178A9 PCT/JPfi 2/ 1i 30S~ In order to achieve the above-described
obj ect, the data protection system of the present invention is a data
protecti ogogpb@rey t hat includes three or nore termnals, g @pesNkson
device, and an encryption key designation device, and protects 5
distribution data that is to be distributed to the termnals, according to
the encryption device encr%ptlng t he dlstrlbutlon dat a, mhereln each

t er m nalSTAORId O geyryph bir Wy SHCSGhH tas'd? egﬁggqy@(},l\gnd&gyﬂp]{q)byh@ll
term nal accordin redet erm ned ke aSSI nt net hod, obtains an
encr yptéﬁ‘%P@r?%ﬂW% HJE‘P% t&rrgﬁﬁa%’ t P r@egﬁlomepﬁpcfrﬂﬁﬁleflh%ata
encrypti i and u e a stor ti,on k t o decrypt encrypted
di st)r/:Oblﬁ gfgs ‘?H%e%’r é’PeWﬁ qu&D é \égﬁjéﬁf-ﬁ?ﬁ tEetheat g d%%ré%/ nes

two or re termon ro ch havi n nore termna
as nenbggé gosﬁ g u&FCPﬁ ngr aggBugfé b gp%mg g?t?e%g?toh% 15 gf
th t d th t hi t.isfied t hat

of Phe’ CHAECY 3%%2” R g DL PR esaachgsa%%g PLERH Snot har

one or moyg o, E%%go%‘? 13l g %“BﬁeQBSEeBOEeSQQBEEEE' )éerlh.” %x'gelé"”l%’ 1§ not

conpl etely i ncld Nt he Stier one or nore o oups, ~(b)

deci des joney ?ra peo%%\ﬂgt%%}‘;%%ﬁggt%%sté v duall, d{‘%%?”‘?é@%w@?&? W th

each term na each term na grodp, an assi

term nalyd.he cﬂfecga&pélgvok% gsehée;@ohnteern&ﬁaﬁzgng%ceegﬁo%& hgltler[w[s'a' and

all decryption keys eC|ded in correspondence with all term'n groups that
i ncl ude (the JRISHiRA teﬁ:lﬁf\@ngfﬂ@ré@éé;?@ thREdRpLgRatd P8 k%'ired%leﬁeeﬁ?ééegcﬁ'at es

encryption keys, and includes: invalid term nal a designation unit for
desipgnatiing @re 10r LS 1kerB Nakspadsi aMati dréen8i DRl §endha €8T yptin key
designation unit, when all the decryption keys a55|gned to the term nals,

ot her th&ﬁudgcryptlon 5 V4' O 02/078. 119 PCT/ Jf 02/ 030;; keys assigned to
the one or nore invalid termnals, are prescribed as valid decryption keys,
and supposi ngHblwetvea ,ptaeedute 4 raelectiing ahiassieghed valtilatedatampti on
key for the nost termnals to which a selected valid decryption key is not
assi gnecdin sneoepeategmdunintdil DAD1r¢erodneat Sohavernbeerl assiegarpeat seltect ed
valid decryption key, for designating encryption keys that respectively
correspbrdatoadet dfont Hesvalibdtdeoryptd ONDkeys drivatmaurs aselatt el dsta
result of the procedure; and the encryption device includes : an encryption
unité fomuéﬁcprﬁﬁ@@nﬁe§tpmbﬁﬁﬁo@V@ata by successively using all 10 the

desi gnat ed encryption keys to encrypt distribution data, generating the
encrypted distribution data group, and outputting the generated encrypted
dlstrlbutlon data group Fbre the distribution data is either recorded on
a recor dLiFG A pted, or distributed via a wired or 15

wirel ess co nlcatlon p assu t.the data imately
reach the termnats¥ ﬁg&%?ﬁavf’ﬁ SFﬁégEga‘P]éo S ndine TY:\’AJQCta?l He {pe
term nal__groups .determ ned by the ahove-de bed redeterm

assi gnBAE SHELNAR VSPE G0 A cansiating &P E%h i

20 encrypts data such as digital content and keys necessary for

at

decrypting the data, the system using an encryption technique that
reduces to a degree the amount of encrypted data that 1is
distributed, and that, when a decryption key held by a particular
terminal is exposed by analyzing or the like by a dishonest party,
25 prevents the encrypted data from being decrypted correctly by the
particular terminal, but enables the encrypted data to be
decrypted by other terminals; and to provide a technique that is

useful in the structure of such a data protection system.
4



20 2, group B consisting of termnal 1 and termnal 3, and group C
consisting of termnal 2 and termnal 3. As a result of the predeterm ned
key assi gw@ani74ms hod, the decryption keys stored by ter mpal phrddoss
termnal 1' s unique decryption key, a decryption key A corresponding to
group A, and a decryption key B 25 corresponding to group B. Furthernore,
the decryption keys stored by terminal 2 are termnal 2' s unique
decryption kel? PHLLHE? yRER bR KeYPA TP FRsPomeh MLk ooyt ety Ahandfthe

decryption key, C corresponding to group.C, and the decryption keys, stored
by 6 | REC TR b 137 P P 1IIUSES Tt ATIAT B3O8 &5t r i hal PSS Lt ue

d ti k h ti Kk B pondi t B, dth

door yptT Bt KEY et ot DS maPAgerE PRES GrBnTe A nTe R TeRmsredeT 1o4 or mi nal
2 is anal yzed di shones%l.?é ang( all %f t hetdec_ry%gﬁi on keys that itt hol ds 5
are exp%%%d,a?er FIHAVPEIPE d&&Ygn&e8d 988 TR nViY ¢ Srer MR, PTAEST her

t i .t i lid d {. i that. i
vords LTI 4 dehrvalidaled, st dhe sherueton by Ihokin .
cor” eshend o 19 L1e, AeckypLgn ke tecardinal v [yt s distg) bute
Co”eSp&’a(‘tﬂé,” h%‘%e&*f&%?@ﬁrtye%di glksyoﬁ staeEiE}:Qgthohské'gpgfglaFeaéé’iqfr?éé ectly

decrypt the data, while termn 1 and termn are a o cortectly

decrypt; fhe, dal s 1 SO0 GCPHEVE LRENaAME RBIBG hg Ith 15 &R RASSI UE L&
di stribute data that has been encrypted using the encryption key 15

corr esponghi Aond 0 LRITASRl obSiWy aue cdeehyRbhoRi KeyiBAdi bAeI£ALTY R ON key
corresponding to termnal 3's unique decryption key, but conpared to this

et pod, t e Rt Bedn u tish NG rldher BEE RN EReGOEEeSHONANRG hostdeed
decryption key B uses fewer encryption keys. The effect of this method is

that t heedegst 26h enelyptoonidayprusedcripeeamadisyr e imuabcef tdhe
encrypted data that is distributed. In other words, according to the
pr esentpidteid inimed tkég POSHihent intetehaht ga pradtectnioe syisiemit hadre
di stributes the same encrypted data, such as the keys necessary to decrypt
encr yptegr@ngl girtcalpsgonhenh, ate grips abvtiyigofwo ermmoalest éomiopalsas t he
amount of encrypted data to be distributed. Furthernore, when a designated
t er m natendzsr § t sodebayption deybeekposenk 1 $ hisgt adeshigaatad attet e atlorzannot
correctly decrypt data, whereas other 7
15 of the terminal groups, and so that a relationship is satisfied
such that any of the terminal groups that shares a same terminal
as a member with another one or more of the terminal groups does
not completely_include and is not completely included in the other
one or more of the terminal groups, (b) decides one or more
20 decryption keys individually in correspondence with each terminal
and each determined terminal group, and (c¢) assigns to each terminal
the decryption key decided in correspondence with the terminal and
all decryption keys decided in correspondence with all terminal
groups that include the terminal; the encryption key designation
25 device designates encryption keys, and includes: invalid terminal
a designation unit for designating one or more terminals as invalid

terminals; an encryption key designation unit, when all the

decryption keys assigned to the terminals, other than decryption
5



W O 02/ Ur819 PCT/JPU2/ U3USS term nals can correctly decrypt the data.
Furthernore, the predeterm ned key assignnent nethod may further perform
the det ey g Qf termnal groups so that a term nal gropprgxi2etest hat
conpletely 1ncludes the plurality of 5 term nal groups, and so that a
relationship is satisfied such that any plurality of term nal groups wthin
the plurality of termnal groups that shares a sane _termnal group as a
nenber KEinshaaRoTREE tghEheromdre BPLERE YA heFrMgredps Ao PIESCIIHPS etel y
include and is not conpletely included in the other one or nore of the 10
terni ndlS griouigs. AEeFYRKkbeRI B8YFT 4NHe SHRRGIRN K B # sPEBFFEYEEndEd wi t h
termnal groyp AB that, includes a ,termnal group A and a term nal group B,
and a §& NGn3RedS B ¢rrEsHBRE¥AT WPR IS f&rnt ABIMYT oS FBE R &t

includes the term pal group. nd a termnal, group 15 C, termnals that
be! ong LEo R £ e Lof ot VAL e SR G5 Bd T B0t GremisBie T DSB8 e C

h he .d i on k . but d h he d jon key BC.

Aecor dLRgTy, bbb Pt St P ARl 20 RAS BEI bAGL LG SCHE |61 ACRAPPG6lp A bur

d t b ta the terminal B and,C is dishonest| lyzed, b
cncrypg. 20t Aty A okery Bl T BN b ort SRfonol D 6 e RETALE: vpt i on

key BC, it,is. at t, .possi ; term nals i d_in the term nal
or oup B, b Rf il Tl BRE P e AP S AR R R R e B ana

the te fal . backuded Jun Lhe dennalorgiovp.gy oL est L deptyph, the

data using the decryption key I's 25 makes 1t possible to“encrypt the

data usj k | : t .nal degr t he
ane %ﬁ%’@ﬂ&&?ﬁ%hﬂa 5?&@ri@u@1&@¥d§{51b§“§ﬁ&éé¥§ﬂd%ﬁﬁ§u%%%gt%géy

pt
data correctly. Furtherndre, the predeterm ned key assi gnien may

furd herthger&égiraﬁafteecﬂeé@&gm% OkelBe tierdH BT QUPEr $BuEDNEE Bata, O
U2/1178. 19 PCT/JP02/ U3l isS each termnal group includes three or nore

t er m ngkscas tABELERS, erddtey i d Bals ta ibekAioRaha 85 0o &) Skl blabueenhai ns
three or nore term nal groups. Accordingly, in distributing the sane

encryptad daharh@eaachcdyberdl Aakrriberepar yathogrefipt he data can be
performed using a key that is common to the three or nore termnals,
therefore theHampuntthef dasaribatios diastay i but ed ey beeteddeed qgpnpared to
if each individual key is used in encryption. Furthernore, the data

pr ot ect reno sy shemexiiun reoldidie sa iy tE@, sbor dget devited tthiad ,a wherd bri s
supposed that each termnal is corresponded with a node on a | owest |evel

i nLan Nvargl¢dsbedtmgual pat beal paumberl tedsalassored ghedt €éhet Hanat Riéé) tree
structure having a plurality of hierarchies, determ nes, for each node

ot her thahimakehpdesaoh the tewestalevel, a plurality of conbination 15
patterns, for each one of N nodes that are reached fromthe node (parent
node) , that 3WRPLHHHY FAGTORRS BT arRotoFhpREs df, £ha'd Aodexe tREMUARAG t he
one of the N nodes, and that include a conbination of all of the N nodes,
deci desIBARPAMIAATRUIRILESer Yt itdie kehoverdeachl Bedemmassd sgnsiasht Ko

pattern and stores each deci ded L ) ,
assignment method are group A consisting of terminal 1 and terminal

20 2, group B consisting of terminal 1 and terminal 3, and group C
consisting of terminal 2 and terminal 3. As a result of the
predetermined key assignment method, the decryption keys stored
by terminal 1 are terminal 1‘s unique decryption key, a decryption
key A corresponding to group A, and a decryption key B

25 corresponding to group B. Furthermore, the decryption keys
stored by terminal 2 are terminal 2’s unique decryption key, the
decryption key A corresponding to group A, and the decryption key

C corresponding to group C, and the decryption keys stored by
6



20 decryption key in correspondence with the node (parent node) , and
furtherstoresani ndi vi dual decryption keyin correspondencewith each node in
t he | onwesyolygMalyio and a decryption key determ ni ng devi ce pichatrogesesut es t he
predet erm ned key assignment nethod, and that determ nes the decryption key
group that is assigned to each 25 term nal, determ nes decryption keys to
be assigned to each termnal, the decryption keys being (a) from anong the
decrypt ite¥iepd 3tprederninfé Key usdarggesdevieron kedor FBSpiatdatide GAl t h
each node on a sane path, the path being a path fromthe node 9 V' O

U2/ (178509 PCTOIEESBINE3®S Eor rgés%’@ndgng g t et ARG t heY| dnest

| evel to a node on the highest |evel, _ excluding the node that corresponds
to the COLFEFRCNIZDNE 5P the TARHR fati O Pat s i Rieat 1inERERE"A! Hode t hat
is one | evel bel qw the node on the s path, and (b) the decryptioon 5 key
STored PRATNESREY: SUORSB0T HeVTE8 i LoTebapORUBRLE W T b o McHdl®
whegrein the term nal_groups ve one-to0-one correspondence with the

Conb: nafrene PRPT B ns: CHPH Ehch EeRRFHETS GF 0D PO ATGROAH WHOSH donters are
all theO 5rninaI§ t hat carr s%ong to a¥§”§qﬂ%§ an tg | owest | evel, that are.
r eached 6 1878117 (1 S i8I Rodbs 1 T 1He ¢ 5Fe §8n%ﬁ’%5y%%ln%‘? & on
pattern,,and.t{he enc tion k | I I .the tree strycture
is suppggéa&, l%r(gessclr?rg)%ge%% rti'g1 eggé%gﬁ?\%\%ﬁc e%gdﬁgdg?%%ltoﬁeu%g\els hLeével

t hat Corern%%@?@%nt Qe ggkg\f@sggnhgﬁﬁi nal chs BS@EPE%%E&Q apl d nodes, and

performs encryption esi-gnation processing rst th a node on the
hi ghest | evel A@Eo?d@ﬁ%ﬁ??sif‘gdzg@é ged d&%@%;ib%%dr epeat enl ve REN{Lr M dhe

encryption key design on processing until a processi ng target nodes

hayg be@n sphoEfSSRLd:y WL Qfsrintgh%h@r&wﬁ;wirbrk%éydégkge@%beam 0ce$INg 1S
performed on one processing target node at a tine that has nof been
processedcrgpdidl keyM,0eeshing 1t hals her abes td esrRpal Lode PAfd€iheeXi St s
that relates to a conbination that includes all nodes, other that invalid
nodes, @aeal avelldekowihhe ProcessinithdlaBgate ApUe,t Jestgsat B¢ de cdggitypti on
key that corresponds to the decryption key stored by the key storage device
in correspondence Mot Achheva5thaenbamat bbhepatt ernis( dl sehewmsaibarbitmat i on
pattern does not exist that relates to a conbination including all nodes,

ot her thastrhbvakeddavaehiatohas bgeh dretguptidie usnogeshe ngndaygetom dey,

desi gnates encryption keys stored in correspondence with all the 10 f VO

| 12p11780rtrespPCMAIRH| 2/c030ssnimales]’ ot hed qukaradeyntival | deynoded, tine t he
key storage device in the | evel one level belowif one |evel belowis the

| onest Eevelptand Keyonerrevebndehow ¢ steigtingle 3'@nvamtliduey decrygiipnset s

all the nodes one |evel below, other than invalid nodes, processing 5
target K6des Pundceeparedote® ofhidr Bethedli dhifodastbrstaf ongingvéhnepel ow

t he processin ,target node, and jf the one |evel belowis not the | owest

| evel , ﬁ@ﬁFyPgéRés Y | COF TR RO DIt NBPE PREAYPEIRBAERY PR dteSsiERY SFar get

nodes. In this way, infornmation such as decryption key is 10 cqQrresponded
Wi th ea@ﬁcﬁﬁéélPﬁyﬁﬁgstregﬁ§;Fﬁéﬁ%?eé%nﬁ?%%u@%ghéipf?oﬁh%Ethﬁs Péﬁeg to
ea term nal _are determ ned based.on the information and the sji tion of
cafll neBBerRpr i KN TnTERe e ShRaTRs Tt e ThEr e A Per et BT Rk e he
encrypti ntke seg I en ryption of distribution data, the above-descri bed
15 obje%gaisl eﬁéF|§éBV 8§Si|y achieved. In other words, a systemis
real i zed that achj ohj ect. of cont | . Qf cr.ypt ed
data to be di %ﬁr%ﬁ%ﬁ?éﬁ%’ tgvcﬁc(ebﬁ:dgn&egp’g%g%#%%%rpngnla %ﬁloﬁ's% eé%{;pti on
k . di . i h j t i_nal bl

{0 Sor 1 BOERSLOY, LB LR p et ol F LB otha £l SORSE S F i Lot a0! ©
decr ypt . t r e i i i

conbi nat o D g R L LY Y e e Rer P 8ng ¢ he
nogles OHib@‘éah%’&%er{tﬁV% ﬂ"ﬁ@ﬂr&kﬂﬁt&r@ﬁtékfn'ﬂ%!ﬂ%%é %oﬁn‘ﬂ?@@sﬁ% af@Yinke

. performed”by prescribing combination patterns 25 so that each combination
patt er nogord SRRl t gaene «f 841 LOUMNAILNS OFukWReRhorRl € WHerd hg N
nodes that are one |evel below and are reached fromthe node (parent node)
, and theskgyastar age-mtiid e hslor £8s t R iRl Hnnede deCranpd uu keysaikn
correspondence 11

designated terminal cannot correctly decrypt data, whereas other

7



VI' O 02/078-119 PCT/JP02/030ss with the node (parent node). Accordingly, in
a nethod in which the encryption keys to be used in encryption of

di stributwemmdaiya to the termnals is designated using an pgray/biee, the
nunber of encryption keys can 5 be kept relatively low, and as a result it
is possible to make the anobunt of encrypted distribution data relatively
smal | . Further t he determ nati on. of th%ﬁglurality of conbi nation

pat t er n& Sy SLZ?”Sfﬁ?&@%*&ébﬁ€§rV8F &88h9R&@e excl uding the nodes on the
prescr i bing cOMBAEENSparrer HE50e A "EdchERonor HERTORE P h mey

fhe N R Ftai G Bhe 1SR - bal B Shd & EFABRbAOTPORF: RE 1OUS (par ent
I e G T S TS

whi gh the encryption,Keys 4 Qob&attsgdfélrét%%[sg@g 28 Of i st gg&h%ad@ta to

the termnals is”designated using an n-ary he nunber ecryption

keys asgngpggugglfgf*bé @E%Eﬁhlcﬂblﬁﬁ‘s %@@hihe{ﬁéip\i]j%'ﬂél'ﬂ 0PN a8 R 120

result it is possible to make the amount of data"of the decryption key
group thal,@achnkerdAfals st ohRs dehtiarehyospall 2 RURbRS 1PF a8 er
encryption unit nmay output in correspondence, for each encryption key

desi gnaied By hbeeceBer YRL P8rkeNa destSnss | @k SeVd € o ddted ridi1sidd bution
data 25 generated by encrypting using the designated encryption key, and

encrypt i@l keynaedeohgeatifi,cahtbonaeaf of mothé optKOF Slesi@naid Mg ¢ RO tion
in the tree structure of the node that is corresponded by the key storage
device wietrhihie deeuypti on key corresponding 12 WO 02/ (i 78. 119

PCT/ JPf1 2/030;; to the encryption key, and each term nal may store the
decryption keyothakahpdebetfi andewrghvraldy lassiameids acoaraipuhdeal twieh
predet ermi ned key assignnment nethod, in correspondence with decryption key
node i déetrinfipedggrofiprafathen bhcthde nadéewnt hawhicdupd A heddecreyptinad key i s
corresponded, obtains the encrypted distribution data group and an

encr ypt goruked, note & destrivbitdani bayiBE dramabirar sgrodpd ahth dedeyptinialhe
encrypted distribution data that corresponds to encryption key node

i dent i f BERMPORC| Wialy dtdloiashghel sesnbral BXoUmE aefng red et k lggoupat ches

t he
15 C, terminals that belong to terminal group A but do not belong

to terminal groups B and C have the decryption key AB, but do not

have the decryption key BC. Accordingly, even after a terminal

that belongs to the terminal group A but does not belong to the

terminal groups B and C is dishonestly analyzed, by encrypting

20 data using the encryption key corresponding to the decryption key

BC, it is at least possible for the terminals included in the

terminal group BC, in other words the terminals included in the

terminal group B and the terminals included in the terminal group

C, tocorrectly decrypt the data using the decryption key BC. This

25 makes it possible to encrypt the data using few encryption keys
in a way that many terminals can decrypt the data correctly.

Furthermore, the predetermined key assignment method may

further perform the determining of the terminal groups so that
8



10 decryption key node identification, using the decryption key that
corresponds with the decryption key node identification information.

Accor di nghyy o2ak4.850bt ai ni ng an encrypted distribution dat a@faupeseaki ch is
distribution data that has been encrypted using 15 each of one or nore
encryption keys, each terminal can easily designate which of the decryption
keys that it holds iis to be used in decryption, by referring to the

encr ypt i kS IAGAE L EALPF IRt 1T T orSfar oRO B SRF M el & PREPBRRT F edt 0
correctl ecry%t is reduced_conpared to a process mhereb% each of the 20
decrypt i 9 GRS BsEATRLER&sETVRP RSt T il tar@reRrorS. TREFENRF nfBPES t he
encryption key designation device nmay include an encryption key storage
unit f or- Sty ?ﬁ; Rbrrespondi ng encryption key of each decryption key

e

that i t by t t or. . i.ce, th di ti Kk
and 25 deoryptIGR KB Ho G AF RS SPRGI Y CBUBI] 10 £0 GOt on
Kk i ed di to,_dish t | yzi t | i f t i nal ,
s DO o Creuint VAt S8 Uk CBR TRCHEh SnPRhETTRT ot 1% 2t Rat 1

d 13 ', 18 P | i th
used 13 chdd 10 BRD. 19 PETLIEN 2409038 i ancr VBLLOS, 0248 SEpal Lhe
known_ande 55 g, FUTS BTG, (e caUt U 0%, L08 BBRLXPLEOM, UDEtcLmy be
recording of the generateg encrypteg istribution data group on 5 at | east

one dat & f&GAr AiNg yBAi UMy, and 8ach 4,8/ AiRal, may read the encrypt ed
distribution data fromone of the at |'east one data recordi ng nmedi uns, and

decrypts the engfopRledh A, sthiebdhtanp Ast &t 166 O NG Ynaydahalh8eeACEY Pt ed
and then recorded on an optical disk such as a DVD-ROM or anot her type of

reqor di ngt dedidimeviGd henef, ondeheger dsnguppdbEaBtRayi 88chhee SRIEa LOMY ent  as
t he recordi ng medi um can be mass produced and distributed to nmany people
ei ther feyrraegargel aidhr aeneliecbar geloReopliewdio ihceal Meagpe (0fpd ey
recordi ng medi uns can set their recording nediumin their term nal and use
t he dat a mecanddédnaonbtlreegesdrtb ngr nediatarl b hbhr abgbet heréeramt nadture
Furthernore, the encryption unit may include: a content storage unit for
st or i ng hzonitrentd pdatma itilgt of $ iz réirgittiads , whe ke rral nanddmrnemdie nogenetrtad t on
unitfor generatingthe distribution data that is a random nunber; a content
encr ypt itdrerurtine fnodesneny phendgo®esthéervoht eatpdaralitgi ¢f cdned generat ed
distribution data as a key, to generate encrypted content data, the
endbypt et Wgtins gérer aethenm andr ppded dhat rd trutbiesrhdst 4 rghotipe byode
encrypting the generated distribution data successively using each of the
encrypt i GrUEAsNEES) gridtadd 2t femehed et o keyodes igrat ¢ i hgeliredes
andrecording 25 the encrypted distribution data group and the generated

encrypt d'CoKtidr tBR PRe At Uhealt nedes daaRf s dnfd LREdR PRI HRE it h

o el g S8 g STECgpL e co e, end e SO et Sty on
Us g ¢ BB oot L AR: PPERLIBh i £ L5 dECI TN PhREERCAT e Sorihe
ot SRS A R s TS St RS DA A

encrypt g, 4i irtﬂofﬁgg?\r%naaﬂpi&&el 888&%@%@9&% ih %oﬁ:‘%%%%%ﬁe%etv{‘igc

recor di ng medi um erefiore recordrng I'uns having the same content as
the recording prdi ym gam fe Jess Reduced a0d- A SEELRUEEY 44 JBMh REPP! €
either for a charge or
device that executes the predetermined key assignment method, and
that determines the decryption key group that is assigned to each
25 terminal, determines decryption keys to be assigned to each
terminal, the decryption keys being (a) from among the decryption

keys stored in the key storage device in correspondence with each

node on a same path, the path being a path from the node
3




10 tree of charge. People who receive one of the recording nedi uns can set
their recording nediumin their termnal and use the data recorded on the
recor di ngygedlsnyd hrough the termnal. Furthernore, the daicapiniestion
system may further include: an encryption key designation information
recording 15 device for recording encryption key designation information

t hat designates the encryption key designated by the encryption key

desi gnatdaorr erndreEnedeh ther fregalinadclondithg: laveahdbavalnber a gepde a2h on
unit for generating the distribution data that is a random nunber; a

cont ent WtoragEast tlewl storc it idontidit e Yot eryessreriygital therk; an
encryption key selection unit for reading the encryption key designation
fromt hetetfa‘%ldlalf]ecéiélichfgtH’éd?ﬁtﬁ*ﬁlW%Pégﬁﬁﬁﬁstq’(@%%?}ﬁ?i@@n@éi? % gnat ed
by the encryption key designation information, from anongst the encryption
key group PR&tICEr BepBHIL ™ BOF RO HERT F5TMiCorR Ky agfolip) 25 esier 8P bR he
termnal, wherein the encryption unit encrypts distribution data by
sucg]essiw v tediedg 18 Fh?hlég%rﬁ:tr%ﬁﬁqebﬁieﬁ’é}%e d8sFERaEEan°RyerAE ‘éhgk‘yﬁi‘? on
keys desi gnat ed by thhe encryé%ti on desi giati on device tozgener ate an
encrypt e Wi butiNGF dat a 15 B 02L 0785 948S PCTR R0 A (i FsS Yryth, and
out puts the generated encrypted distribution,data group. Accordingly, in a
system AR R eélcl?s‘e"rl%g‘f %et%?nrlrki)ln%"?tlc%rh praécgéarr(flsar Singr 3?§ﬁdﬁeg€r?%gﬁcont ent
such as video apd _audi n r ' [ such_a RA nd
distri btﬁrleoqﬁe%? eCor |C§1)16‘9rrg§f3§ﬁ1 %gte%&)gésﬁr%ng?%d%trﬂér m&rll%l %te%éﬁq\r{%g’ %%aac

decryptiQn ki n%XEBSffjl %o%%ah}{zél{'g 1%e%tdhé08§?eéﬁatp%&feyr§§998& f:IOCLnI[ ectly

decrypt the ta, ~~rhereas other termnals can correctly decrypt the data.

Furpher npre h R dj { r i qJt
tr ggsm’ s%loﬁh%f @?rﬁghg%rller at %ﬁgg@;%’&oﬁg"%&%&ﬁi@% ?gﬂHgg%glg?cﬁ%t%%rnéach

t er m nalyn AR CALHr §1SF ThRAle yTRYE s BEBEY BNt i1 ¢ | ANRIH thed: eRET i 8% ure
di stribution data group and decrypt the received encrypted distribution

data graupsuPppeskd Ngtyscsivee adilShphbyt f i datian § R ¥t efe Al
transmtted to termnals, by receiving the distribution data the termnals

can easillerdisehiheodirskpobdlsi thadaitriza IRW t &em 004 B i st hea elesd wptiirom key
determ ning device of the present invention is a decryption key determ ning
devi ce trhate Jetennpaeso des rampt gt kay kgryodpsifanttise phodessypd ifirdto be 20
individually assigned to at |east three termnals that obtain encrypted
dafla andidécrypddd e dbtah hge endrepetled sdaterodasdiud) hgrgatdecds ptarah key
setting unit for (a) determning two or nore term nal groups, which are
groups hapesd addy o nforest étve realcy vas ipentkerys desu grisdti cengir aofe dieng
termnals is a nenber of at |east one 25 of the term nal groups, and so
that a r@itatli édghipporsssanrgstipedesuepdepahnavdybedn theosessedalvhgisupgs t hat

shares a sane term nal . _ _ _
the encryption key designation processing 1s performed on one

processing target node at a time that has not been processed, and
20 is processing that (c) when a combination pattern exists that
relates to a combination that includes all nodes, other that
invalid nodes, one level below the processing target node,
designates a decryption key that corresponds to the decryption
key stored by the key storage device in correspondence with the
25 combination pattern, (d) when a combination pattern does not exist
that relates to a combination including all nodes, other than
invalid nodes, one level below the processing target node,

designates encryption keys stored in correspondence with all the
10



as a nenber wth another one or nore of the term nal groups does not
conpletely include and is not conpletely included in the other 16 WO

02/ U7f 3- IWe RCT¢4«9( 12/ O3USS one or nore of the term nal grgupfoyaddds (b)
correspondi ng an individual decryption key with each term nal and each
determ ned term nal group; and a decryption key group assignnent unit for
determ nj for ,each.termnal, the correspopnded. decryption key 5 and all

t he decrrilt{p]cgl‘l‘sdn e c&%?&%&é‘é’%%“@g@ﬁ't YmREl X§Yosporagahieri epe
term nal, j $,.LNhC e dec ti.on_key group.to be assigned to the
term nall.r{ a!f::t Ae‘#%ogré?af%\%ldé%;égtﬁfgﬂnﬁgf\%&Bgﬁ?ﬂi%tﬁ%t@d’@%fl?'ﬁ%lpr esent
i nventi i CYRLIL0 term ping,nethod.that 10 determ nes
decrypt icgglnd %e@ og]%oulps flo%egg%}g ?L% §8?r%?i (l)ﬁwFagb%e?’ﬁgﬂvpaﬁgYI§/e5§s"i”g%ed to
at | eastefhregteLALNALS t 3] LYt € ta and decrypt the

obt ai ned encrypted dat a,eitl%h@?’ngé&aeeﬂ?gp%ﬁgngﬁvgrﬁéupna Tar n‘?%cg‘f‘?%?rl%q ep for
det er m Nigie Mok s MR (81 HNBhe W OHBS e M LN Loups_ hayi ng, two, or

nor e terr%&%}als gs ?L men%egs, soet at egcvﬁ%ﬁh’]{(ﬁégpgfﬁ% %° Pgeal%%er of

at | eastheQnRfy Q%etBQOE@%gﬁﬂéltQE?HPSmo@@p.ﬁﬂiﬁhﬁ%h@ EEEaHEQQ§r%éhé$ is .

satisfied such that any of the fterm nal groups that sharées a sane term nal
as a memper tWet horast hesvone v 1Praxet Lhe L erdidal IKLQURS ot
conpletely include and is not co%l etely included i rrllet he otﬁéej(r)ﬁgvoﬁolnde or
mor e of nidkie st erridiceals igotpSyed @G@ek¥pti on key correspondence step for
correspondi ng an individual decryption key with each term nal and each

deterni ned tefdm naligresp;, andoandecoyptd@th ke¥ o 04d-ASSE gsHERE Stiep for
determ ning, for each termnal, the corresponded decryption key and all the
detPypt icom rkepsn@Bdc orirtes peaded naidieh Eachhe erdriceal sgresputd, Wahah dHe
termnal is included, as a decryption key group to be assigned to the

t er m nadecEypthennmbess theldeedyptdi ench etremmaha B ysite raetfe inhich 2f esevid
invention is a decryption termnal systemincluding three or nore 17

1.'1' O 02/URBinforpariopRIdDBDe Pasriiarab$ daarh nbtaiimi ngeentrypitededat a and
decrypting the obtained encrypted data, each termnal including: a
decryption kefcgpedpngt be ddee msithacopfsdesiaganitectlyptaromr weyi agr tay t hat
has been individually assigned to the term nal according to a predeterm ned
5 key a¥&fgnAentenfetiddorarrfendt gt duthena ddtai nithg wiiov ef-cle soixtizient ng

e ypt eﬁ.dat a; and a decryption unit for decrypting the obtained encrypted
dat?a usPRCOhet DI HEE LR eFadedy pehds viedys, Innetreh tardpr edevsteimed key

assi gnnment _net hod rm nes tvvoggr nore termnal groups, which are

0 det ,
groups having fﬁ%df)\%)l%r%c I it P RC b st red 1omst thgchmefinthe
term na i er, of at |east,.one.of the termnal groups, and so that a
rel ati oéghsegci%ggg%?i sdfaioteadats%ckﬁet e C&dh uB?gt hé‘nt‘gr rﬁa}ffdig @lrjg’ﬁﬁégf‘ﬁéﬁdshar es
a sane i ; e ith anot her one or nore of the term nal groups
does no{ﬁgélgln%?iet}g%@all%r%e e né ?nsq{neé/ts SORNSGERRY Pnerslheacss PATEHe gt heP

one or ﬂ?kfh@ftﬁiﬁadé?fgdﬁyedg%8¥B§naﬁbgnggféd@@ ég¥§ectly decrypt the

20 data, while other terminals can correctly decrypt the data.
Furthermore, the determination of the plurality of
combination patterns by the key storage device for each node
excluding the nodes on the lowest level when the tree structure
issupposed,nmy'beperformedknrprescribingcmmbinationpatterns
25 so that each combination pattern corresponds to one of all
combinations of two or more of the N nodes that are one level below
and are reached from the node (parent node), and the key storage

device stores the determined decryption keys in correspondence
11



or nore decryption keys individually in correspondence with each term nal
and each determ ned term nal group, and (c) assigns to each termnal the
decrypti Qppkey-sdpci ded in correspondence with the term nalpcgngysbss
decryption keys decided in correspondence with 20 all term nal groups that
include the termnal. Furthernore, the decryption term nal of the present
invention is a decryption termnal that obtains encrypted data and decrypts
t he obt aiitédtercnyppeedpdatat nedeldi ng: a decryption key group storage unit
for storing a decryption key group that has been 25 individually assigned
to the tern nAFcacdénding b a peelded e Helck ejhasyigrimmniometeod;tan
encrypted data obtaining unit for obtaining encrypted data; and a

decr ypt P6nuEAft 1PofnEEEPYHONNGL t BEs bbbt Al heeh efrtd pted Iiatte wwinggl ore of the
stored decryption keys, 18 ~fO 02/1178A9 PCT/JP02/U30ss wherein the

pr edet efRiSAER2KES ASEIgATeAr 2KBtRE, (CAF WABRertof ensupypsdea kdus GHere are
three or nore termnals_including the termnal, determ nes two or nore

t er fi naPegkERpsT8OAERIELY heOY er A Rafs b2l BFgel t ot bt AT B Dt Q dfienal
groups,égach of which 5 incl ugeélitwo.or nore term ngl s,as_nenbers, and so

that th&PEI AREPPEY Obf SPEFHPHER GF8GPLPEXHSP €8tasTebaivrivyshatdt ati onship
conpl et el i nEPEARSERATFe nbBScoTRTRtBrY THOT udets | HiangURGR G i he i wo or
" cor r EOBBABRNCE bt SERESL PN G THOERTT edpbhdencerwoer e < oY®
nd vt doar e Ry o Ehe MRubs LN MO gbT it s %R Tana
2110 he B TS A v 8 oo RERHBLL Y pe RS BEh AR 2L LoTRARERRGR T (1

exanpl eoovhisi cenciypt eddlatacsn’ eeardad onoecopdiag wRdisim grd aach

recording mediumdi stributed to a termnal, not only can nount of data

recor dedofpRi hAe i bREOK Hi M EdirufhEakoBEs SARPT @898 o rbthe al S dds @ hat
decryption key held by 20 a designated termnal is exposed by a di shonest

party, gperym i Landewahtios Fed saeidrtt e tdeshanat gsh # & dnle jcannot
decrypt data correctly, while other term nals can decrypt data correctly.
Fur t her gREe;hd he esebyptedddal e BiadY RYeUfete ABYNOBtEE O F el @ G&yRt ed
data by reading the encrypted data froma data 25 recordi ng nmedi um

Actor di hgl yorbgspeadedcagwenhr ypetedodat apanchhendat p. recor di ng nedi um and
distributing the data recording nediumto the user of each termnal, the
user of each hAecordahgtan isea tietH®d ird'wii@H)2/hEl 2ddydtdatakeys to

PCT/ JP02/ 03055 Furthernore, the data recordi ng nedi um may have recorded

t her eonbenusgpt innekeyypiesdynaf | dis i nflornetn ole tfaort dadiegnatrimigadts lieast one
encryption key, each termnal may further include: 5 a random nunber

gener at leaignateflonsgeaernt Pngrkeyraar athhanuibey pandesrwpiiben; keysont ent
storage unit for storing digital content that is a digital work; an

encrypt foAikR§dsEP eRREBNCVANING breaedtR ntfFRth e erdriyistliord dky adésiégnat i on
information fromthe data recording nedium and selecting fromthe stored
det ypt FeRvkey 4 aSgpotpiiate IteaBe ke nd e8Pt oh dedy Phath T SLLESPSARE to t he
at | east one encr gti on key desi%nft ed b%/ t he en,cr%/fti on key designation

i nforma ?Bngr%uﬁeg Aht 82 ERcT§PrBA URFPTFDr Cgbhkt Wit g Encrypt ed dat a
group by encrypting the generated key data successively usi |1 of the at
| east one sel%%lf{'ela‘g’érﬂ%lf?/'pti ®15 ?89£¥p§h8nr edtydi ngmﬁﬁe et ed*Rey data
group on the data recordi ng nmedium_a content encryption uynit for

Genor at TREC BT SR BES corm et SaGPa B RACr VIt | A6 raest gPabitomtent Mat a
using t e e d recordi the.encr ed ntent,_data on
the dat 87 0B WP hg mbatent e TR ey e LT hatd

25 generated by encrypting using the designated encryption key, and

encryption key node identification information for designating
a position in the tree structure of the node that is corresponded

by the key storage device with the decryption key corresponding
12



20 obtaining unit obtains the recorded encrypted key data and the recorded
encrypted content data, the decryption unit obtains key data by decrypting
t he obtawﬁggy@ﬂngpted key data using one of the stored decrypiiomskeys,
and each termnal further includes a content decryption unit for decrypting
t he obtai ned encrypted 25 content data using the generated key data.

Accordi ngly, the user of each term nal can encrypt digital content such as
audi o ahfl ViIEHCramd ivacked: tHe eachypt BHL R §iMcal SEentehlte 6o ca vibddendi ng
medi um 20 f~'"' O 02/ 078-419 PCT/ JP02/03(155 Furthernore, the encrypted
dat a nmajeHavid'deedas aRgat t B ¥t ah! ex eEigin et apsAPELi b dé%iéé? and
the encrypted data obtaining unit nmay obtain the encrypted data by

recei vi RGSERECERENGHL &G YdR ?1@P%%%Brﬂﬁﬁépgf by r EEFGPRENEPRRS NYELEd dat a

h di gi t al tent, h .t.erninal t he dat ily. .
Furt her ABFEYPERET diict YBRP i S0Ey. TdodiSgha bR HevR 68 e e ot 6L Phvent i on

' ' y desi ti devi t desi gnat

encoypt FOR /S X H GEed | h° et SAEtarRg o i GbFBOEI ot D FACEIaE o
di stri byt t b t inal i ncl udi ng: d t.i K tti
it § o 4F BBt PR Vg LR oY B SF AT GBS e Ao B bibtne
havi t 1 naj . t 1 i.pals i
menbor ofapnEReR SFety ARy e RS Phecthe A R A e B A BelrSi § °

15 is sahlsfied suchobhal ay alndh,teh nal, oruRs thakyshases aosare

term na a menber w th anot her e or nore of the termnal groups does
not conphebehych pel tidler and 4% 0t peoRRLet ey hat! sded At the lheknene or

nore of the termnal groups, and (b) deciding one or nore decryption keys

| ndd vi dyakbypt Rogoid LapaRdeNGS M itdh 208268 1 heriANakcapdreaadetapri ned
term nal group; a decryption key group correspondence unitfor corresponding

with eaebriespbnat thecdeceypti aackoytdeai dedyi nneger espenderseatabhh the
term nal and all decryption keys decided in correspondence with all

term nalngeempsibhat include the termnal; an invalid term nal designation
unit 25 for designating one or nore termnals as invalid termnals: and an
encrypti on kexcdesdgnaty onfiirirtgbtvdian rad bntdre: rdeareypd i onr keysi @odaeaponded
with the termnals by the decryption key group correspondence unit, other

t han degryppi omhkelysi sasisisgmaduttdonhda2d thif 02 Heet8-ehtrypREH JPURH0305s
one or nore invalid termnals, are prescribed as valid decryption keys, and
subposi agchhaf anprocedare €prryphéchi kgyan gsshghedmiakildcdeceypptiilyn key
for the nost termnals to which a selected valid decryption key is not

assi gnedes sgnepeathddctuafi they BecrepFleal senavdiat it holds is to be used

in decryption, by referring to the encryption key node
identification information group. The time required to correctly
decrypt 1is reduced compared to a process whereby each of the
20 decryption keys is used successively by trial and error.
Furthermore, the encryption key designation device may
include an encryption key storage unit for storing the
corresponding encryption key of each decryption key that is stored
by the key storage device, the corresponding encryption key and
25 decryption key being different.
Accordingly, even if a decryption key is exposed according
to dishonest analyzing or the like of a terminal, it is possible

to prevent a situation in which an encryption key that is used
13



5 been assigned a selected valid decryption key, for designating encryption
keys that respectively correspond to all of the valid decryption keys that
are sel ecypdnassqoresult of the procedure. Furthernore, the@paiyPpsing
device of the present invention is an encryption device for encrypting

di stribution data that is 10 to be distributed to three or nore term nal s,
includiqg: a decryption key setting unit forééﬁ% determ ning two or nore

t er mi nal TYF GUBE YR th date” §PobPathals P 1330t PRoFeTEefkilHaflCh¥P Fedber s,
so that each of the terminals is a menber of at |east one of the termna
groups, 2P LA LEY (& ORI i S ?r%‘?’?ee?f]s)hg‘rf‘qvﬁhta% TR t he
term nal grougf that shares a sanﬁ t%rninal as a nmenber with anotheg one or
more of the terthmat I SupstioeSHBE ol BRI §PFREPLARN ard tits Bt Pe
conpletely included. in the other one or nore, of the termnal groups, and
(b deci HGRFGHE GiF ihre aRerIberon RetR T hd iy B degtRaence
with each termnal, and each 29 delermingd t ebni nal gtaup; ,a degtyptign key
group correspondence uni o1 cor respondi ig Wt h €ach term nal the

ggg; ijgt :tgrge %Zﬁésr@gﬁie%egéwr%ﬁ{féRch&n{Sé‘%‘%oW Bﬁﬁtégfef%%r n .”Péa'sac“gn%l&a%%at

eci déd In correspondence wt 11 terminal” groups

! ude {deod o0 s AR, | aaldet dgnl Al des) g4 o N0l 0brdagi gnati ng

St
25 one or nore termnals as I nval |)§;term H%FS; an encryption K

desi gnation unidq,Mhgiyall §he, desr ¥Rt oprKay snaorhespandes dud hoit hen

term nals by the decryption key group correspondence unit, other than

decrypt i g keys qaski anedata be-Q08 B aABEBekMR)d 8f 22 co A NQ RRAL (8- 41 9
PCT/JP02/11311;; term nals, are prescribed as valid decryption keys, and
supRosi nthd hettoe preeeddi 8gf aleSeCthngi @ assi gnesk vabhdedeceptign key
for the nost termnals to which a selected valid decryption key is not

assi gnedrd o reipeatreed Lt i dardlde ted s nad sd e e@ndbssi ghetkd ©o sedegt ed
valid decryption key, for designating encryption keys that respectively
correspgubrile &lithefr fhe yathargeoryptreonckeysatdmt Paropleelbot pecasva
result of the procedure; a encryption unit for encrypting the distribution
dat a sucoessifvalhe usiqugydahl desliigmat ednenetyphedon kegsrdinggee@rateiman
encrypted distribution 10 data group; and an output unit for outputting the
gener at gchesine gpddiadi sndi bt itdre data excerdad ign thy rhepndirg mé@dium
encryption key designation nmethod of the present invention is an encryption
key Sdesitgnanudn e Hermiial .desi gnat es an encryption key to be used in
encrypting distribution 15 data that is distributed to three or nore
termnals, i ndlWdiNRENF &rerffieh &nGoUip Tet Wt MY ot Qe f 6t e ni ng
two or nore term nal groups, which are groups having two or nore termnals
as nmenbetCrads Hatt é%ghsgprtlﬂ@ ?%‘PWW&I%‘E“?‘g Datentred gR9atat et ome of

the term na roups, and so .that a relationship is, satisfi.ed 20 such that
by of | e RBE - sRBre i fe BS e T of A S B IR

anot her gne or more of the term nal .aroups does. not caqnpletely .include and
s not COIf &rel y AMETLBHEPER” (he CSiRar ORE" Sre ey Bt ERE T&TRIME%r oups:
a decryption k r QuUp_ Cor.r.es ence st.ep, for.correspaondi ng qne or. nore
ety ot rois kel Tea Fifn o MR SR e A B e SRR e R By e
each determ r.m r ; pti,0 rr step
For cor rEsasar Ap eI oBse T Gt e E PPt SR STl
cor responded i bh Lhg; L e el decEupt O ke s A3 fe VR HZLHIST 10
_F’CT/JPU%;“lEJ%Ugg'y rgscgfied?%ﬁec%??%ﬁﬁB_%en@e g@{h éﬁi téﬁnﬁﬁa gr&ﬂ%%jthat

i ncl ude 4ihe Li@0 0 daf8 s0NEES L &1 Minalndeatanas iten %B@Pyﬁ@ioﬁ%&ﬁﬂ@at'ng
one or nore termnals as invalid termnals; and an encryption key

desi gnatde<fy affdd M@%’Ee%rﬂcﬁ{t@tﬂ?&'k)éptdé)ﬂd?%\/tsi&pdﬁé€§@«9,n@%@ Véddy Pidde
termnals by the decryption Key group correspondence step, other than
deomypt itQp Kﬁ&%y?fﬁétigﬁ%irti%dﬂ%rpagté’rgr@fpeahﬂ\flﬁ{é deheratBal snc@fdred
prescribed as valid decryption keys, and supposing that a procedure for

sel ecti r@yraferassdrgnee vat | dedeer yaki aatkeylordihey mestiuney,mMaml sedd¢h whi ch
a selected valid decryption key 10 is not assigned is repeated until al

t er m nalts didve eeraassggnede a aedegitasy valdnt etiecr ypdi obh&eyendfpted

desi gnating encryption keys that respectively correspond to all of the
val i d dedrgyptiibarn ikey sidthagrang febecbad as aheestl leaft tdree preameditmey
Accordi ngly, for exanple, when encrypted data is recorded 15 on recording
medi uns and each recording nmediumdistributed to a termnal, not only can
t he nunber of encryption keys used in encryption be kept to a relatively
smal | nunber, but also if a decryption key held by a designated termnal is
exposed by a di shonest party, encryption can be perforned so that the 20
desi gnated term nal cannot decrypt data correctly, while other termnals

.



Brief Description of the Drawings Fig. 1 shows an outline of the
construction of a data 25 protection system 100 of a first enbodi nent of
the presegwipjaavedibion; Fig. 2 is function construction draggmgo9hs@an
encryption device 10l and a decryption device 103a; 24 V4" O (12/U78J19
PCT/ JPU2/ U305s Fig. 3 is a function construction dramﬁng of a key setting
system 109; Fig. 9 shows a 9-ary tree structure; Fig. 5 shows an exanpl e of

a 4-ary W?@%P@ﬁwLﬁﬁQH¥PW%RQ1ﬁnﬁNQQQ§¥9§§d6@l&ééﬂ%ﬂﬁﬂ@ﬁ gatrecedndrirging shows
an exanpl e of validation information of the root; Fig. 7 shows an exanple
of i nvglp ?%%tr.e&hlitmn&r FFBth’FlPH FGot° 48CEYgt @%ﬁ@@%ﬁ@ &Q8FgRBd i n

correspondence with the nodes on level 0 and level 1 of a 4-ary structure;
Fig. 9 HOVE' t he structure of key information stored in a key information

storage unit 01 F .S a flomchart show_n assi nnent rocessi ng
5 execut ad by U Y'orjf o et é‘FﬁFﬁr’sﬁquﬁP? deL TRt gﬁngﬁﬁ 5q
decrypti Q i et erm accaor di Ing ssi gnnent
br ocubs SRR @@%ﬁep i e?s e R ER ! fEemna

o éxﬂ
el (OUNERRGAANG it RO RIS BATERRI R %é%fevgrs'?ﬂﬁ*%& Koy
flowchar{s show.ng 4 B%aéﬂéj‘}te'&Qd' g%gglimﬁn 43 aa% BE%%%%\% %Séf&%{%ed by

a key i nifor mati on updati ng ‘unit art show ng

ggg | gnati ap; Py ocRsSERPe 23 oaxenYt ed bah@nrgegfapm_; OReKEYmdeSIngNA | RO yNi t

produced and distributed to many people either for a charge or

10 free of charge. People who receive one of the recording mediums

can set their recording medium in their terminal and use the data
recorded on the recording medium through the terminal.

Furthermore, the data protection system may further

include: an encryption key designation information recording

15 device for recording encryption key designation information that

designates the encryption key designated by the encryption key

designation device; each terminal including: a random number

generation unit for generating the distribution data that is a

random number; a content storage unit for storing content data

20 that is a digital work; an encryption key selection unit for

reading the encryption key designation from the data recording

medium, and selecting the encryption key designated by the

encryption key designation information, from amongst the

encryption key group that corresponds to the decryption key group

25 stored by the terminal, wherein the encryption unit encrypts

distribution data by successively using all the encryption keys

designated by the encryption keys designated by the encryption

designation device to generate an encrypted distribution data
15



Fig. 14 shows encryption keys and the like in a state in which there are no
invalid termnals, in a case in which there are only 64 decryption devices;
25 V Od@gi,{,ﬂ;]ﬁ; 119 PCT/JP02/03U5; Fig. 15 shows encryppcompkapsssand the
like in a state in which termnal 1 is aninvalid termnal, in a case in
which there are only 69 decryptl on devices: Fig. 16 shows one exanpl e of
key designation information 5 corresponding to the encryption keys shown in
Fig. 159T4p, PNSHOWPahS ekBRpPENSF 2 6tir S dirp tede sl ittt ied iR t her e
are 64 decryption devices in a second data protection systemof a second
enbodi mertSUEFi g. 18 shows encryption keys and the like in a state in 10

which t I lidt | t he second dat rotection
syls'fem eLTgna%@a@g&é’gygﬁi Foﬁ?’ﬁ%g‘aéglspﬁh‘éﬁ tHae cagr n%geapﬁ?%{“@aa]ry tree
tructure ed rd e od ho a decryption, ke rou
1705 ags%aghuiﬁcto% L bééfﬁ%%% LR (B A vEroErat cORT LS fonds 1o

| evel h h
ol 560 EEPORYTBA es e e L Ehe it R Eb i i e T
state '%e"(‘ﬂ'u%h %%r gn&%%lasce%j grm d‘gl %a%r |n\é%Iéd term nal guﬁ}p 03| g that

20 there are dn decr |on €vi Ces; |s an ithe Ot t he

t t t t f
the_ pr otne Y IVERFEoRY ?58%38?@% %%fﬁgn‘?é{%gm Bt e Gata
prOteCtH%Qasy%%%@%% B thieh St A RGN0k o-RE RAGSBRL | BYERHEOR £ W T h use

of the draw ngs.
Furthermore, the output according to the encryption unit

10 may be transmission of the generated encrypted distribution data
group to each terminal, and each terminal may receive the
transmitted encrypted distribution data group and decrypt the
received encrypted distribution data group.

Accordingly, since distribution data is encrypted and

15 transmitted to terminals, by receiving the distribution data the
terminals can easily use the distribution data.

Furthermore, the decryption key determining device of the
present invention is a decryption key determining device that
determines decryption key groups for use in decryption to be

20 individually assigned to at least three terminals that obtain

encrypted data and decrypt the obtained encrypted data, including:
a decryption key setting unit for (a) determining two or more
terminal groups, which are groups having two or more terminals as
members, so that each of the terminals is a member of at least one
25 of the terminal groups, and so that a relationship is satisfied
such that any of the terminal groups that shares a same terminal
as a member with another one or more of the terminal groups does

not completely include and is not completely included in the other
16



V4' O 021078~1~ PCT/JP112/03U; S <Overal |l construction> Fig. 1 shows an
outline of the construction of a data protection system |00 of the first
enbodi mentygafighiao present 5 invention. The data protectionp@ysioenykd0, as
shown in Fig. 1, is conposed of an encryption device 101, a plurality of
decryption devices (termnals) 103a to 103n, and a key setting system 104.
The data protection systemI|00 is for encrypting digital content 10
consi st PR§ 6F diogiet AT detea EREM PYL vEIEEPSauding atfl seCbFE SRR ng"t he
encrypted digital content on one or nore optical disks 102, which are

OVD. ROV 8E v £Fia | T i o e ButPngathetoptinat asrecPoget8raippdral ity

of term nal s. re, the k setting system 104 is a systemthat  determ nes
15 an eﬁ%F?b??gﬁgE%9pfoa%gyiege?ﬁygﬁég%ng?¥pgfﬁﬂpd@@?z%“@%ﬁtaHHlFn PYi dual

d tioon keys.to be set i h of, the d tion devi 103a tp_103n.
The. enctSpE T Bh et ceod G bl e THE kandrsipE o Ckey it CrasYBbon” absY gna ed

b he k [ 10 is f 0 ti t, d
oot di MO ee. CHETG oY U EhAY di o OrBe BRI Tes: WAl LI 03 ERAT BT HGIOE s
d. . t.i . dj-sk j i |t pl tical
G sk 160 TauPhg: PReE M S ol dne e hn ey SebrEEaRhr yaY 4hBHE, Phes "
103a tob&0§9%{§ﬁé§s@8tt@§ e LAl g6 nunber of decryption termnals, for
[

exanpl e one ifon decryption term nals, and each decryption term nal

hol ds a deCfYPGEEHb$ﬁa&éfﬁﬂhéuﬁ%é¥§ﬂlﬂdﬂﬁkébﬁﬁékhémQ%H%r”%B% o§¥okh€p%fy

setting system 109. Each decryption term nal reads encrypte
02/078A§r§§gﬁépggbéﬂ§95§ is a decryption key determining method that

10 determines decryption key groups for use in decryption to be
individually assigned to at least three terminals that obtain
encrypted data and decrypt the obtained encrypted data, including:
a terminal group determination step for determining two or more
terminal groups, which are groups having two or more terminals as

15 members, so that each of the terminals is a member of at least one
of the terminal groups, and so that a relationship is satisfied
such that any of the terminal groups that shares a same terminal
as a member with another one or more of the terminal groups does
not completely include and is not completely included in the other

20 one or more of the terminal groups; a decryption key correspondence
step for corresponding an individual decryption key with each
terminal and each determined terminal group; and a decryption key
group assignment step for determining, for each terminal, the
corresponded decryption key and all the decryption keys

25 corresponded with each terminal group in which the terminal is
included, as a decryption key group to be assigned to the terminal.

Furthermore, the decryption terminal system of the present

invention is a decryption terminal system including three or more
17



content fromone of the optical disks |02, decrypts the encrypted content,
and reproduces the obtained content. Note that it is assuned that when the

dat a protagtiansaystem 100 is used for protecting copyri ghic@fposenient the
key setting 5 system 104 and the encryption device 101 are used by an

organi zation that perforns copyright protection. Tt is assunmed that the
decryption devices are used by general users. Furthernore, the key setting
syst em 19922 bR LiOLaPPa 4R EUI RCE YPGE et bR mndl AgCE viet Hed st Ploka kegd f or
each decryption device, 10 and once for _designating the encryption key to
be used®?rr¥rteqd faldy tganm Qﬂﬁ&%&éi‘HWF%W?H“@dgédd?ﬁévpélééc SPt I BAURey
hel d by a particul ar decr¥ptlon devj ce has been di shonestly exposed, the
key setFPPeystRhT 160%i STALLATF Br “GELYRNACO NS R WhcrRAt i s KSR o be
used in.r&cor%in?lcontent tqto%éical di sks in the 15 encrgg%ion devi ce 10I,
with a PPPEES B HAEFER TG ¢ HEpaT TRl CECYHE Tth debFiet ¢ Fbhred
decrypting encrypted caontent recorded on. an optical disk. The foll ow ng
desgriHg§9tﬁgsé§§P§BFi6%N§%V%ceaﬁoncfﬁgt3£%r@éﬁ?oﬁbg@%P&BQ iﬁ@éltngOSn,
and the . i t 4. i r etail. .<Construction of the
encr ypt?%ﬁé/l eﬁ g@%g&éﬁe‘;@%@% %Slr(#c?id}gcrcey nsltoﬁ}’ug E5n Y gﬁcﬁgpgfmfgh%he

encryptyan, evd ¢ 0L AR RS deehuPli on, AR Ce h03a 422, (R Fhg- K&y Shove,

t he encryption 101 'has a conten or age uni random nunber

gener atx!;l*?é‘ré’irﬂ li:h%%@re@@t@ﬂﬂ Y 'lé%gr%(/%%/qicﬂ{rﬁ)é’rpt ﬁ%g@%ﬁe% éln)n idte t%%ﬁ%g%tsk&yo

encryption unit 204, a content on unit d an ou unit 206.

28 VI50 Q216 18I InRETIpBYL03Q8%: 1 JHerLre t H8,6951 ﬁQ%iﬁlgOﬁ;%e HNifePl is a

storage device such as a"hard disk that stofes content consisting o

di gbt al ¢ Shaf 8 SO Nehatilad, awdicdatebachThe £ARAEBYAVARSE generadian. unit
202 has a function of 5 generating a random nunber to be a key used in

encr yptd g tcoak edtoddeiret Raft@fmiconi@rlupkeyand so Noe hhadl ddeseantent key
is 64-bit data made up of a random number. The encryption key group storage
unit 203 staariesfigne saictAthat any of the terminal groups that shares a
same terminal as a member with another one or more of the terminal
groups does not completely include and is not completely included
15 in the other one or more of the terminal groups, (b) decides one |
or more decryption keys individually in correspondence with each
terminal and each determined terminal group, and (c) assigns to
each terminal the decryption key decided in correspondence with
the terminal and all decryption keys decided in correspondence with
20 all terminal groups that include the terminal.

Furthermore, the decryption terminal of the present
invention is a decryption terminal that obtains encrypted data and
decrypts the obtained encrypted data, including: a decryption key
group storage unit for storing a decryption key group that has been

25 individually assigned to the terminal according to a predetermined
key assignment method; an encrypted data obtaining unit for
obtaining encrypted data; and a decryption unit for decrypting the

obtained encrypted data using one of the stored decryption keys,
18



plurality of encryption keys designated by the key setting system 10 104.
Furthernore, the encryption key group storage unit 203 is a storage device
such as awmmarybhat stores key designation information t@at iesessed by
the decryption device to designate the decrypti'on key that corresponds to
the stored encryption key. Note that when an encryption key is newy

desi gnat ed by using the 15 ke etting system 104, the encryption key that
was hel ‘dh%§/e¥‘ﬂ tl%?‘lg?%‘%to%rrk]e‘ée%r}iﬂb @W%i"tet?@fbéﬁdréﬁﬁﬁelﬁew

ti k ' ted is del eted, d ly. t W ' t ed
cncry bt FORPRES R e oF B EnSr e TATER 11 (R Hooy- ST UEFELs08Re Thae
t f_thi Cypti Kk d k desi ti 20 inf t]
cort espbRETHG Fo BRES AW ERcPytiUn REYE n§ “BenBbr FGPHEG, Tor Ekanple, by
bei [ ; by, bei I f he Kk '
cyst om FoB L TRIREREE S o ) 19:0F FEERANFD et STt ore L Fy bbb usi ng

I k i Kk t 5 it 203, th
cach PSR e, PheLaty B e SRYBILN keysiotane 48 MILELE0R, the

cont'ent” key obt ai ne

transmbf i igehdieat @R IDGA000 WS oL eaNLER SkGYa £01LPERURRUL HOL!, 206.

The content encryption unit 205 has unction-of encrypting, 2

t 12/ (178 7in {492 PCI# IS i@ﬁQ@LJﬁ?cP%%é@ the conten key é’brhé?rhﬁ'éfi 4508 L be

random nunber genheration unit 202, content st ored in the content st orage

uni t 20demsrél €oAVAYE NEHd hehd asUldtNgoapakyYRIGd; peNLERL §A RSt RNEPYE unit
206. Furthernore, the output unit 206, which includes hardware 5 that is

capabl ec1pf tecor Giore gatRinal &y Apd,cab) diskidd®snad SMhekicorn@f v ot ai ni ng
t he key designation information fromthe encryption key group storage unit
2030 angk¢egordbmgkehe kiy desirgsabnasnicefl ofimed | @he therenedyphed cont ent
transmtted fromthe content encryption unit 205, and the encrypted content
key transmiddmthdénde omithe deeyh edetyphi nad unictrmd@@,l ofréiye, ophidcatcdi sk

| 02. According to the recording by the encryption device 101, encrypted
cont entgs i oIt cat pd ureadniitna lot heneney ptremo contrehtv ikdysl, dandykeyodelsd ghat i on
information are recorded on the optical disk 102. Note that the nunber of
encr yptdarigad eim deaye srecoiedet on ths thketephinall dhndkti®2ons @quadrd o t he
number of encryption keys designated by the key setting system 109 and

st or ed ifiHed Wk Agpriven ikaykgy o e sidadage eow re DO dahes hdrtdwal é Wfe t he
encryption device |01 includes a CPU and a nenory. Al or some of the

f uhét i oM ahdd ehiRfe-tdedc risddide the terminal.

Accordingly, for example, when encrypted data is recorded
on recording mediums and each recording medium distributed to a
terminal, not only can the amount of data recorded on the recording
medium can be suppressed, but also if a decryption key held by
20 a designated terminal is exposed by a dishonest party, encryption
can be performed so that the designated terminal cannot decrypt
data correctly, while other terminals can decrypt data correctly.
Furthermore, the encrypted data obtaining unit may obtain
the encrypted data by reading the encrypted data from a data

25 recording medium
Accordingly, by recording encrypted data on the data
recording medium and distributing the data recording medium to

the user of each terminal, the user of each terminal can use the
19



20 random nunber generation unit 202, key encryption unit 209, content
encryption unit 205, and output unit 206 are realized according to the CPU
executing,g ,$anL{L! programthat is stored in the nenory. p2%/fEomsty uction
of the decryption device> The decryption device 103a is a termnal for
reproduci ng optical disks, and, as shown in Fig. 2, has an obtaining unit
211, a decryption key group storage unit 212, a decryption key selection 30
f1' O 0283t8-+i 19 PC T/JPU2/ 11311 SS unit 213, a key decryption unit 214, a
content decryption unit 215, and a reproduction unit 216. Here, the
obt ai ni ng uni FuZtheirnergdeshradahar sechading ragapnenay haveli reraeded from
an optical disk. The obtaining unit 5 211 has a function of reading and
conveyi AgeEROTY SNEd YESAtEnke Yt HeséARpypPRIL BEAFBAT 1 RRYTORNE T HEN Kehng
designation information fromthe optical disk 102 to the content decryption
unit 21%t £RESke§NBeRRGPYRBHOMNTRY 2 BACTRAG HHE AdeBRY pf FBRNREYL I ¥R 1 on
unit 213 respectively. 10 The decrxgtio key group storage unit 212 is a

st oPage ddEFEE™ BURREASIGNHEME VOl atitle Sye i s kGredabd pti ity of
decryption keys that have been deternm ned,faor the decrypti.on_device 103a by
Lhe Koy SSeRETHE "SPEFEM 1 68TCRNA T6 RS ThbL delr JHRT h Keys AR 2A'crdd, f or
exanpl e, . duyri.ng the decryption 15 devi ce manufacturi r.ocess.. . Th

decr ypt 617 ey bl EET oY URTE R 213" nEECEYPIREET O Vol o g1y, Bided % t he
key desi gnat.i on._informti.on conve fromthe obtainin nit 211, i ch of
t he decrr%c‘?tdil OF Eé?/serllcnr %telchlecreyp%ﬁ?%ﬁgﬁggnlépolu%Posﬁar%eld‘g? hfrtaﬁleg eecdraypati on

key groyp 3Lof;age %giﬂ ita%é2s8§@ﬁ9§nasﬁgom399eS§%8¥é%ﬂ§?ﬁgﬁwﬂﬁ%{%&%i0” key

from anongst th eys décryption Keys~ that can be Use ey decryption

uni b 214 0btal ns,e L Bl')lg %éél?q&tbn}chd gig?gt B CAlrbs pli@sehs T X%;Q? hlgé%rgte nt key

that can be decrypted usi ryption key sel ecte

decrypt QR Eﬁ%r?ﬁk?éhiﬁ@yLﬁgéi 2dP3.HhARRIBRBLILES0A ROPIARIL: JtBM DR ,
decrypting the 0Obtained encrypted cont'ent key uSing the sel ected decryption

key. The ngo@nt odeCryptdean 4ats 2k idrf upgt korr geﬁéwﬂﬂ@, a#sing
the content key generated by the key decryption unit 214, 31
encrypted data group by encrypting the generated key data
successively using all of the at least one selected encryption
15 keys, and recording the encrypted key data group on the data
recording medium; a content encryption unit for generating
encrypted content data by encrypting the stored content data using
the generated key data, and recording the encrypted content data
on the data recording medium, wherein the encryption data
20 obtaining unit obtains the recorded encrypted key data and the
recorded encrypted content data, the decryption unit obtains key
data by decrypting the obtained encrypted key data using one of
the stored decryption keys, and each terminal further includes:
a content decryption unit for decrypting the obtained encrypted
25 content data using the generated key data.
Accordingly, the user of each terminal can encrypt digital

content such as audio and video, and record the encrypted digital

content on a recording medium.
20




f4' O 02/ U78-119 PCT/ JPU2/ 03USs the encrypted content conveyed fromthe
obtaining unit 211 to generate content, and conveying the generated content
to the rephadyation unit 215, Furthernore, the reproducti egTypido3dis6 has a
function of 5 reproducing the content transmitted fromthe content
decryption unit 215. Note that if the content treated by the data
protection system 100 is, for exanple, noving i mage data conpressed
accordi ng to &dveshpraesicont et tlodr gRicdd o tthawys patef hean byr avREG sV i ng
Picture Expert Goup) , it is necessary for the reproduction unit 10 216 to
be, for f&eanpire et agahl Fean VPES Heeodeviee, t Radl ithe &g vetiafkcldade a
function for expanding content and outputting a video signal. The hardware
of the @EEABHLNGN YdeH &8 Y1EPE 3 iic|iide £ rOPl shdlat andtibrie ceArVingr Yne of
the functions of the above-described 15 obtaining unit 211, decryption key
sel ecti GRCFYREesh §atigey decryption unit214, contentdecryption unit215, and
reproduction ynit 216 ﬁre realized according,to the CPU executjing a control
brogram that PECOFSLEELYn PR Sreidryd RBRRSTHSE S A Gt REF hdee st o
devices 103b to 103& Qave.ZOlan identi%gl gonstructhon to the decryption
devi ce TOBICHowEFEr, taM1BF sGAE 5f St hBScHAtBnEESSt8red in the decryption

K t devi 2 differept f h. d ti ice.

<Construct; on B Oy SUF ERGTYyLe Bheray Fratoaet LSE JRRAT o e
tryction .drawng .of t. t1 tem 104 As Fig, 3 shows, th

oy setirtraisy srietlmad R 1o e e S Ny

i nf ' i it.3 .02/ 078- 4 / 0 }

vl G TOTRET G5 GRaleR GRFETB0S 0 ackey Tar'er el Ton UROSAg 09 1 304,

a_decr yntdan K% HCHSEE 89 UNLt s309puRBd &8 t%'}%geyeglﬁ)@ré(%%rqﬁ%iaqgat I on

unit 306. Here, the key infornmation storage unit 301 is a storage 5 device,

such as MRl i skdeboUpet OR1 0y ket diHPLABET @8t haf dest descliRed Jat er.
The key information generation unit 302 determ nes a tree-structure so that

the de@yypidan €eMheesli GrobgsfataiPholaet i St l Y €061 88PRRE-L O
nodes on a | owest level iIn
terminals as members, so that each of the terminals is a member
of at least one of the terminal groups, and so that a relationship
15 is satisfied such that any of the terminal groups that shares a
same terminal as a member with another one or more of the terminal
groups does not completely_include and is not completely included
in the other one or more of the terminal groups, and (b) deciding
one or more decryption keys individually in correspondence with
20 each terminal and each determined terminal group; a decryption key
group correspondence unit for corresponding with each terminal the
decryption key decided in correspondence with the terminal and all
decryption keys decided in correspondence with all terminal groups
that include the terminal; an invalid terminal designation unit
25 for designating one or more terminals as invalid terminals; and
an encryption key designation unit, when all the decryption keys

corresponded with the terminals by the decryption key group

correspondence unit, other than decryption keys assigned to the
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10 a 9-ary tree, assigns one or a plurality of keys to each node in the
tree structure, and generates key information that shows information such
as the ongo®bumsp) urality of keys assigned to each node. Netgphh@bsd he key
information is used for designating an encryption key and a decryption key,
and includes invalidation 15 information that serves as a basis for judging
whet her each of the keys assigned to a node can be used as an encryption
key. THINE REYPHE oriit § ivh taFA IR S4- AF § RYSSE RS HEScY R bed d9rttdian | ater .
The invalid term nal designation unitf 303 has .a function of receiving a

speci f i %S oAN B WRRSINPt R dh 2 A G Wifos T 5§ 1G&S st oA SRegNRES

bornt | R USTEN HAY d6S Ghe PGt RETE)BSLE| Ea HBLFy ot | B SR a0 h
A A A o A
Cor PRetS by T by I e R ety PSTNRL O ik 150G Gt oy R B

; Ci ti ¢ . . . . . h b . 33
v 021 PSR T I EoP 2 b0 b or bo L LR S hati S5 et r3gatin t
301, b 1 ' livd ot ' e ' ted, by, ipe, | id inal
designg%%%? uﬁf99§%§¥pfhgtd§%g;g??p%gggggge%erﬁgn%ﬁg {ﬂ¥?4§%§ﬁ%§?%§i
function of % determ g Ae R AIHHEdh LheISEEYRE i@ 5§¥§eﬁg i{eﬁg%gctiofnor each

decryption term nal, based on the key 1 nformation stored | ey

informgtd gn 8heLage; Ui dedlle MOt @NNALLLRG deSEYRELORKEYS: datipfimsned for
each decryption device are stored along with information show ng the node
coipesponded i stcha k@ed nf@r mat-ken, o AOmbRet & HRGIAIRE | ONnKeYd gRQUP aSt Or age
unit in the decryption device . The decryption keys and the information are
st or ed defcary Xk 8y seuitiing e deer ¥t dofe evh C8g MRS AHbYE iR Ahagess.
Therefore, the key setting system 109 transnits information show ng the
det er mgiechpdsCc v pthosr & eyrso gl hbhké ngot wespondercecbai nees dhaehbedecr ypti on
keys and the node to, for exanple, a manufacturing systemused in
manuf actouttihag thehded€r yp¢ | werdieva ce. 1 Fur eebror ef thel eact ypta af kéy
designation unit 306 has a function of designating one or a plurality
encr ypttieamikeysgtroupe, sutd sp tiet enceyptionshepiice sabasédednsudie they
information 20 stored in the key information storage unit 30l, and outputs
key5 degingnafi ore itfrorimatli gnovhattlval véares a Hrare § efrovi naddgs reg mekioeks
decryption key is to be used for decryption by show ng the correspondence
bet weer itthedeat yRBtAE R PEM e anadRé L nddeupr TKios skegt ¢esirdgaeilan
information is output together with the 25 designated encryption key. This
out put 1@eds8s anflor SeRQRpFEMPE e EASHI $3FbRded iMetMQERYT sHdén Ber201, or
recording on a portable recordin dium Note that when the encryption key
sheuhPE d {Blg

desi gn&ti n3H6 L gEBKAS 330 PRI U 1°1° PETIERICL SEEFYPSEE OFhe

i 6h uhf X AL e ? PssSthe

necesSdty f O U LGHET Wor ht 0oRERaPORACBORLBHES Y He FEdOHarAg REUm
ied to th ti Kk t jt 203 in th ti

devl ce S0P S TSR S PH B el 191 The POl PP ae B iR oeE REPUFRFS mat i on

that i s, genesat edo by, Live, key | 0t pgmatian generati onunit 303, and stored in

the key'information Storage uni i'Ts ary e
that cark aoaot Aot oenenasnta e e e e T YR
I( gﬁégit 'Eﬂl@é:%gilre)d" Lfakork8sBbRQeHSE ] £n ASBLT G SRAFN Poddle hades nen Hhe
the terminal; an invalid terminal designation unit for designating
25 one or more terminals as invalid terminals; an encryption key
designation unit, when all the decryption keys corresponded with

the terminals by the decryption key group correspondence unit,

other than decryption keys assigned to the one or more invalid
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15 is in a one-to-one correspondence with one of the decryption devices
(terminals) . The 4-ary tree has a structure in which each node branches
out into feunrgdes. Note that here a structure in which qgghpaaeasbr anches
out into n-nodes branches is called an n-ary tree. Therefore if each node
in the tree structure 20 branches out into four nodes, it is called a 4-ary
tree. Furthern? a node t hat brancHes into four branches is called a
parent hBEBIALF el3HHS Bﬁetsﬁrtl &df %Y eFﬁ&Ptb?Hn]&‘W?'r GRY RRPRYTENIwhi | e

t he four. nodes that bran fr arent node are_called child nodes in

ati ohNEb § HRF Her e Bt are 3558 SR8 AauE L B5U B PRbL fin gReg
[2v2flof cal | ed E r oot he nunber of de% 0 vices. in ? t ta
or ot ect FBh %tfa?ﬁobewm%fs £ paléFTor Foaee BHRY R der s TRbute By ne
TR I 8 ot AN S B b R
35 ypti Ji

| h

Punier o et Y HI ek aOb e B8 PP e o p e R e R S R b
gener at { n. uni eve%;;%@@lﬁéeﬁf%rbf%ss I Sphaanest dievehaly LB LpeeoftpupLure i

Fig. 4 as evel oW as successi vely

| nor east pg: the, nuTher of yen, Le. sach okevel bl dﬁv%l The puebn iR, above

the | owest level Is prescrl evel owest | evel 404

prescripsd %%~E@%%hn@ tﬁ%?hd@9@%190t§@ﬁhckﬁ¥ﬁ|sbéc@5§§9élpe%s%%ga igelative
nunber in the | ével i'n order starting from 1. Accordingly, the relative

nunber de8Ngh&Ved <P GQ/asRORESst & d Bendesi¥pid encdgyites d03axrihheisel ative
nunber 2 on |l evel D corresponds to the decryption dévice 103b, and the

relat i véapaimgebud ;t arddieapovwet pRromriavefob @Qtp@ﬁl@@ﬂgs dHe tdendasted
decryption 15 device 103n. Fig. 5 shows and exanple o 9-ary tree when

there agecHdptiesrypitorbatevécesatd rettherrexanpl e in Fig. 5, since the 9-ary
tree is constructed to have 69 | eaves, the |owest level is level 3. 20 The
fol | ow ng deskuitiesrmnone) itded iecore nypitdromatkiegndebatnas ipnesethbedof nthe
correspondence with each node. The invalidation information of a node,
supposimgesdat hodentsorm par@&mtemoderticn ikdwraed igmatchorimetiged | @gst t hat
show whet her the child nodes are invalid nodes or not, in order fromthe
child designates an encryption key to be used in encrypting distribution
15 data that is distributed to three or more terminals, including:
a terminal group determination step for determining two or more
terminal groups, which are groups having two or more terminals as
members, so that each of the terminals is a member of at least one
of the terminal groups, and so that a relationship is satisfied
20 such that any of the terminal groups that shares a same terminal
as a member with another one or more of the terminal groups does
not completely_include and is not completely included in the other
one or more of the terminal groups; a decryption key group
correspondence step for corresponding one or more decryption keys
25 individually in correspondence with each terminal and each
determined terminal group; a decryption key group correspondence

step for corresponding with each terminal, in addition to the

decryption key corresponded with the terminal, all decryption keys
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25 node having the | owest relative nunber. A flag has a value of 1 if the
corresponding child node is an invalid node, and a value of O if the
correspongdpngnehid d node is not an invalid node. Accordln@bwgﬂﬁmﬁﬁmffour
child nodes are not invalid nodes, the 36 f1' O 02/ U78-119
PCT/JPli 2/ (1311s5 invalidation information of the parent node is "0000", if
the four child nodes are invalid node the invalidation informatjon of t he
par ent RYERRCT P 11100 L agRn4enge ?”tlt?‘sala]sgrﬁlrr@d“ﬁér%r?‘?%ft tihptt Hec e¢s ypt i on
device 5 that corresponds hp | eaf if an |nv%lld termnal, the
i nval i d2R§ & T8 et oR Ve lfﬂ em%ﬂa gespie loanat@@ée‘?@ d¢91qpating
decryptlon devi ce %s not g q tefnlnal l|Jot "invalid node"
denot esC 1%Faf*°t hat *EBt7% %6%%%“?8 a7 FRUAT PG ?éfﬂ%ﬁép eBFrﬁpﬁbaa Kt is
reached fron1 Ieaf t hat éon §§3 valid termnal,, Therefore,

o Aval T

[t can CRESCT L il gk e 518@%8&@688??@%3 ohifthg
' Fegche é?é‘%nnﬂaﬁ%r%w”t fs%@cﬁ o préésﬁ%% K diidngd 4 o'
bet Wee“ b gl 44 dq GP% oné“o&e%né%‘@tu%ae

ura |t of c ains in ei

connecte y one or a er an upwar ds dlrec ion or

a do"‘“"‘(?ée%rgal §Cta:r%nff>r@§ﬁ m%&‘galé/va'lldtcﬁ‘@c ¥| TS r}éé ‘”QPI 5 the

| owest eac Yy traverS|ng e or | 'ura al ns

consi sty ¥ 1 QBI NG Nede %@l%@%lh'gggﬁsésé;e_&ﬁéd'§af‘1@0&1@cf‘ﬂ§ﬁ1@r@ Rsy
"reached” fromthe top node. Conversely, the node on the highest level is a

node thedr ithe mRAGNeE rrihamst Re BAdenon thectou@stal yelec FRSt RO L, the
root can be reached fromany |eaf, and any |eaf can be reached fron1the

roap, bid nemeaseafneannOtepeateachad f om evphhes1s eafve BEedhes viadiiey of the
invalidation information of all the nodes is " 0000" before a decryption

key hela syl eantpddeal ypt door devi ce key expesddsighaeentheferapei oo eyl i d
termnals. Fig. 6 and Fig. 7 show exanples of invalidation informtion 37
15' O 02HiABrEED eaft itvied yr oot re REEAAPOR/ 3 103s tTeevekadpliectywpH on eyghows
the invalidation information of the root being " 0000" when none of the
chi |l d nddes aofe tdeed gaddd iass ianvaswl.t DThdeexampleglurme .Fig. 7, in which an
invalid node is shown by a cross, shows invalidation information of the
root being " BOOOTdWhgA YL h&othexatmbele whrat eoorypspondsteaois heeaamided ve
nunber 1 is an invalid node. The follow ng describes the keys assigned to
eaéh node regondsag BeAsWSSianrd ofadin resergiridoneréymapdsbr deet ptiom key
that corresponds to the encryption key is assigned individually to each
node by EeREIREY i MG RltiorFYenehat PeRCehi PL362CrNBEéoph&e YeactsededM i s
assigned one set of keys unique to the correspondi ng decryptlon devi ce, and
nodes oER&F YPhAR™ B5f §eHFet?53a§§i‘L@Eéﬂe%ﬂ p?lﬂfflg]r i PYUR T s G GiliRyid &

descrlbed bel ow. Fi hows ke assi gned corresponding to the nodes of
crypglon ﬁ%yiﬁéié) by aygesfgn eg termfng? gs %xposeg by a
dishonest party, encryption can be performed so that the

20 designated terminal cannot decrypt data correctly, while other

terminals can decrypt data correctly.

Brief T o £ the [ .

Fig. 1 shows an outline of the construction of a data

25 protection system 100 of a first embodiment of the present
invention;

Fig. 2 is function construction drawing of an encryption

device 101 and a decryption device 103a:
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level O and level 1 in a 4-ary tree. In Fig. 8, an encryption key and the
correspondi ng decryption key are expressed collectively as 0-1K0000,

0- 1KOO001, wgfhRbss1of Or convenience. Note that it is possiblgpobhfsdat a
protection system |00 to pre-determ ne enploynent of either a systemin
whi ch each encryption key and the correspondi ng decrypti on key have
different values or  a systemin which the each encryption key and the 25
cor r espondi ng detr VpiBoh KBV Hie CORS LSS 19R deavinerceackegneeypinon key
and the corresponding decryption key have different values, for exanple, a
decr ypt i DR k&Y ¥t essed as 0- lKOOOO and an encryption key expressed as

0- 1KO0O00 have dlffe val ues. 110 02/078J19 PCT/JP02/ 03(HS When a
system in whi ¢4 he egﬁ?yiﬁ?o %ﬁﬁ?tﬁﬁ¥qﬁﬁﬂ?fﬁtion key have the same

val ue is enployed i.n_the data pro ectjon stem 100, an encryption key and
a decr yption k%sﬂ er?%%‘%%d“a%x i aﬁ‘p‘t (I LERG0DDT NARE € néeea%et/a ue. 5

|nafter %@ $re§§lon hat a decryptlon key is assigned to each node,
or that A e @ep 60N Jk%ril S H gned to each node is used However, in
reality, when stentl C e, decr pt and t
encrypti an kefﬁgg H%Yerenfxf p&gg tﬁb%ékﬁﬁ&ﬁo Inghdithgf Phe

correqundhﬂg encryption key are 10 aSS|gned to each node whi | e when
enpl oyi ng the systemin which the decryption key and the correspondi ng
decryption keywhave LS, Sal dakiide Bkl fﬁ&atforp%*to%%th R YRILRD key
and the encryption is assigne eac no Accor di'ngl e assigned
decryptifhikey and so on are set in the key |nfornat|on Note that the 15
encryption kKey and the decryption key are, for exanple, 64-bit data. As

shayn in Fig. B,q.ngdasowd her stgaaltgﬁ@aeﬁ aberaspbanefcd L, dac kYRl O keYS.
Her e, "|nvaI|dat|on pattern denotes val ues anongst the 20 possi bl e val ues

"0000", o 0Q/e1 & Gand hadvdihe igwal idatryondmi@ursi on of a node can have
in which the nunber of "ones"” is less than (n-1) in an n-ary tree

structure. Conseguenthpwst breesarectddrd yekaaf infvahiadabhoBtpatielnsa t hat
have | ess than three "ones" in the four branches: "0000", "0001", "0010",
"0011", K25 "I ma t'iG0 Kt okl @hi t" B@AQ", "1001", "1010", and "1100" . The
nodes ot her than the | eaves are assigned decryption keys of all the 11

i nval i dati on patd.erlfis isHer € loackeythakongnankepvas s dguvmemt pat ¢ @35 X@nd
being for 39 V1% 02/ (178.119 PCT/JP02/030;; a node on a level A having a
rellat i vexaadierd Byared des myiriess & vasietarBKXing Acddar @i0dgl y, " 0- 1KO000"
shows a decryption key etc. corresponding to an invalidation pattern "0000"
for a node on Higvel 155w Agcaypel atikay vabue 405 Rihgt 9sshovwriiresd
structure of the key information stored in the key information storage unit
301. As &HSAHINg tiythe keey asafgPRENLoRr806Spsas ntle igGayPt ot kaith node,

in which a node ID 501, an invalidation pattern 502
assigned to a décryption terminal (terminal 1) that corresponds

to a leaf on level 3 having a relative number 1, supposing that
20 there are only 64 decryption devices;
Fig. 12 is a flowchart showing invalidation information
updating processing executed by a key information updating unit
304;
Fig. 13 is a flowchart showing key designation processing
25 executed by an encryption key designation unit 306;
Fig. 14 shows encryption keys and the like in a state in
which there are no invalid terminals, in a case in which there

are only 64 decryption devices;
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10 a key 503, and invalidation information 504 are corresponded with each
node. The node ID 501 shows a | evel showi ng the position of the node in the
tree strughur@rand the relative nunber of the node. For ex»aiplpgy ke node

I D of a node on level A having a relative 15 nunber B is expressed as
"A-B". The invalidation pattern 502, as explained earlier, is a value in
whi ch the nu r. of ."ones" in the passibl al,u of .the.invaljdation

i nformation rg%ﬁéSQStﬁgﬁwfh?gng?ﬁéOQe§e§§3gpg ?ﬁg %é%?yb?i%nsi% €and the
encryption ke ; i gned_to. Sh9¥ﬂ y t.he_correspondin ode 1D
The invali"da ¥8%R%ﬁ§§rnﬁf18h %@%Q?ggﬂﬁaa |é%’iéﬁiﬂ1%ﬁ%ﬁfﬁgﬁlgg&ﬂyaﬁ%e node

shown by, .the Gorrspndi snode I.D...the initial value is "0000" Note that
in the Key i nFJr mat i on ere is no invalidation 25 pattern corresponding to

| caves, The Ke903 of Qholidecl 8atl3o00% Boke 9lads RGIYRLI O KSY AT A"

encryption key. "<Key assi gnnent processi ng>

PCTEIPOZI3LLES el A aWeng deseriibes he ke, AsSi0ment jarocessing in

the key setting system|09 perforired by the decryption Key déternining unit

305 for deter migi.ng7 dacdPbihoBxkeySe tx BBuses -4 Py each of hheudesryptd on
devices 103a to"103n, in other words 5 for assigning a plurality of keys to

each deanlel 9he dRVHEEryBE L 6R detM ddYf PRMBEELBBnAas REBROSEREEENI 41 ey Key
information storage unit 301 by the key information generation unit 302.

Fig. 10 dfs aa sidconwehatiboshewntg t he key assi gnnent processing executed by
t he decryption key determning unit 305. 10 The decryption key determ ning
unit 305 firstigakes tshewdeenyptpohodekege fheérvhaal ks hbt £oFtrespands to
the | eaf having the relative nunber 1 in the 9-ary tree a target of key
as$Dgnmenti ch' targetndler in nal "ar) {(stepiSliprmiand fiocushag seaohkie degaf t hat
corresponds to the target termnal, in other words the
protection system;
Fig. 19 shows decryption keys assigned to each node in a
4-ary tree structure used in a third embodiment;
Fig. 20 shows a decryption key group 1705 assigned to a
15 decryption terminal (terminal 1) that corresponds to a leaf in
a level 3 having a relative number 1, supposing that there are
only 64 decryption devices;
Fig. 21 shows encryption keys and the like in a state in
which terminals 1, 2, and 17 are invalid terminals, supposing that
20 there are only 64 decryption devices; and

Fig. 22 is an outline of the construction of a fourth data

protection system in a fourth embodiment of the present invention.

le f . ; .
25
First Embodiment
The following describes a data protection system of a first

embodiment of the present invention, with use of the drawings.
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15 correspondi ng node on the | owest |evel, designates one decryption key to
the node ("focus node") (step S12) . Note that specifically "focusing on a
node" de@ﬂ&ﬁﬁrmiﬁr exanpl e, storing the address in the stpcagarasea of the
i nformation o? that node in the key information in a variable for internal
processing. 20 Next, the decryption key determ ning unit 305 designates all
the decryption keys corresponding to the invalidation pattern set in the
key information stored in the key information storage unit 301 for the node
(parent node) that is one |evel above the focus node that show that the

f ocus né@&eirglyarPrastirdcdinar words 25 that the focus node is not an
invalid node, and newly prescribes the parent node as the focus node (step
S13). Continufhg- f roriiawsp @130t héNBelly fthicorr KL it teran nPhgaukidtasos j
udges whet her the current focus node is the root ( step 41 W O 02/ Ur8. 19
PCT/ JPURFO3665104 5 Ys&sE il0G 1of Shfvt Tt rBpodimpRat 8f't hBepPEESSSitng at
steg S13 until the current focus node is the root. At step Sl1l4, if the

current *PSENS ABde is the root, the decryption key determning unit 305
determ nes al] the keys that 5 were desi ted at steps,S12.and.S13 to be
decryption keégetgaﬁé PECUEKHERE AYSG %eﬁ%nﬁh?%ﬁn%%a igstdp 3f5), and
j udges whet her .the assignnent. target. terpinal is the last. termnal, in

ot her - WoPHEOSRAET het™ (HE aa] ey 5y GOt ¢ BTN LTS e “GEerodioBn

term nal rrespondin t f in he hi 10 r tiVv unber
(step lgfggcﬁg ?ﬁ%ggég?%%heﬂfa%g?bé?%¥ﬁr%3ﬁa $%9t %?%é&ﬁ %ﬂgﬁ%“hgpg'the key
assign | E h r 1L AL S, ) ugl t 16 t hat
Tho asst Darone Ea e Car AT ere T Teg Ehet ot Bk k! sEESntion Koy
def g M pbAg, Rk oSy Neyh v Y eastbbenditientads taLmlRala Al L Lhe

current assignnent targ termnal, In other words the decryption dévice

that corbespanfly tRet BEcLEBEMNOSEI £l ald e MUEoHsS ANadHebgk ikRan the
| eaf corresponding to the current” assignnent target terminal, as the

assi gnmgitxkar el #ief ek nade CRADEROBL br BRE DPekd Prarky e thrigheSTin@nat step
S12. 20 Such a key assignnent processing determ nes the decryption key

group tepbecsetdiskseaoch decayptipalieymnatermachigecryption device is
constructed to hold its decryption key group as a result of being subject
to this key aBstgnmend kpyaocessimgsybtegm 1104 shawsyatdactypt denckey ngsoup 905
determ ned 25 according to the key assignnent processing, as the decryption
key5gr oap assirgpedoto keydeer Yt ismt davitee (¢ecnypialod) déhate 101 and
individual decryption keys to be set in each of the decryption
devices 103a to 103n.
The encryption device 101 holds the encryption key that has
been designated by the key setting system 104, and is for
20 encrypting content and recording the encrypted content on the
optical disk 102. Note that it is assumed that one optical disk
102 is replicated to create multiple optical disks 102 having
identical content.
Furthermore, the decryption devices 103a to 103n represent
25 a large number of decryption terminals, for example one billion
decryption terminals, and each decryption terminal holds a

decryption key that has been individually determined by the key

setting system 104. Each decryption terminal reads encrypted
27



corresponds to a leaf on level 3 having the relative nunber 1, supposing
that there are only &4 decryption devices. 42 V4' O (12/1178A9

PCT/ JPO2/ {3Qhs7dNgbe that in Fig. 11 3-1K expresses a decr ViRt an2/68¥s
assigned only to the |l eaf 904 on level 3 having the relative nunber 1.
Supposing there are only 69 decryption devices, as shown in Fig. 11, the
termnal 1 is assigned a total of 22 decryption 5 keys. The decryption keys
assi gnedc aHe firepnppalofl theeont hge 1 Sipk50602, daroooas theixnorgpted

2- 1K0011, 2-1K0100, 2-1K0101, 2-1K0110, 1-1K0000, 1-1K0001, 1-1K0010,

1- 1K001 1C0MEeNKo1 (89 1= SRPIBAC e St -1 PR, 2 101 8K G170, €10~ -1K0001,  0- 1K0010,

0- 1K0011, 0-1K0100, 0-1K0101, and(?-%KOl 0. The decryption key 3-1K is the
10 decrypti on N&hP EB&FgriedStas 1 HRET ERA TINCH Ak NEeIRT 2 PIRARTG T heYFESRt i ve
nunber 1. The other .21 decryption keys correspond to seyen invaljdation
patternQIMbG§0“Fed0665"?raﬁ%gﬁﬁ?g"%R%ﬁ?%gh%iﬁ%{¥”mﬁﬁﬁitxeaﬁﬁy"@?i@hn?hat
show that the first child node is not invalid. Specificall he decryption
keys 2- TROETGD" 1875 ARB00TE 26HREBRDLOB. 1RGBIS SV1K01ED, %—%@%@fl,an

2- 1K0110_ are .framn t th r i keys_ assi.gned taq.the node 903 on

| evel 2 %%/aﬁlnlgzat eoq’lrrrglrp%tsci gérﬁﬁgﬁ%rg%%ﬁgg?ﬁaﬁfroﬁ%e% eonp’ar gr?tlﬁo%lsés% T he

| eaf 90 i - 1K 0, .1-1K I - ,
15 TK0100 ™ 1RO To1 M Do F6TAre 1 Stramingat The BOTAEEFyptTo keys

i | | L el at | t hat
S b RAPan e o i dods (G0RT TRE aectyn: en keye b 1k9053, fBhko001,
0- 1K001030,01 L0 91 9100 o By KO3 Nc 20 - LKBRI0,BE 0L L0 aspngst L he

decryption keys assigned to the node 901 on level 0 havinhg the relative

nuniger ZhdloaBel eYEladl @b AR the dher par ent ngdecobe theedes802. 1y

Accordingly, in this case the 22 decryption keys assigned to the termnal 1

are st orgiigldrie wieslkyRid an keyjgiese SiHr aageieldﬁ:iy%)tal)%, kfe?rhélamﬁi/ea
during the manufacturing process of the 43 V4' O 02/ U78-419 term nal 1.
PCT/ JP02id#3Qsn Nt eleldigiptiilbe idevakiedakisoBepat §eE5RSnELAL y COXpESPONdck® each
node, other than the | eaves are information joining a series of "ones" (if
a chil d kenpdeeits iay speakindl 00dey el "fzer de'signhtdnghkl ded @odeypsien val id
node) in order starting fromthe child node having the | owest relative
nunber ikeyt heo Uewehsedssingmeargp mbaorgy ptomrekeysot optheali ddtsiken ipat tles ns
equal s assigning decryption keys to a term nal group whose nenbers are all
t hé 5t er rinvalyptéonr dgspondildg .t eithla phepd eavdsprdaentai ey toaghedt fcomall t he
child 10 nodes that are shown as valid nodes in the invalidation patterns
bel ong. dHfawetdron desélet B ol g cie taissd givay v tdst cpptico kegordad ¢
unique to the term nal and decryption keys that are assigned to all of the
t er m nald® 9Ptdicddi 9§ Sthat terminal, in the

The following describes the encryption device 101, the
decryption devices 103a to 103n, and the key setting system 104

20 in more detail.

<Construction of the encryption device>
Fig. 2 is a function construction drawing of the encryption
device 101 and the decryption device 103a.
25 As Fig. 2 shows, the encryption device 101 has a content
storage unit 201, a random number generation unit 202, an
encryption key group storage unit 203, a key encryption unit 204,

a content encryption unit 205, and an output unit 206.
28




group. 15 <Designation of encryption keys> The encrypti on key desi gnation
unit 306 in the key setting system 104, when there are no invalid

t er m nal swg p@§fer words when none of the decryption keyspdyampibgsAs
exposed, designates the 20 encryption key 0-1KO000 assigned to the root, in
ot her words the encryption key corresponding to the decryption key

0- 1KO000, as the encryption key to be set in the encryption key grou
storage unit 2BFGmthReCenEeYptIteH TR Ped L2 0L 1 sae oY el 3 e ViRe éH‘éf")ypti on
device 101 stores in the 25 encryption key storage, unit _203 the_designated
encrypt i dh ke2r ﬁﬁl%%yt@%%iﬁﬁ%f%gnc?ﬂF%?%a??Bﬁl E%P%nﬁfiﬂbg%ﬁéldgéF%ption
key p-lﬁggoo,thq%ﬁgs assigned to the root of the tree-structure . The

encr ypt i PR afid T e YesTYrati on information are, for 94 V' O

106, Vhen reCont M EiT GNITRAT CREGBET (3 S Sk 405, " het oHERS bt B Bovi co.

101 .encrypts the content, ke enerated by the random_nunber. generati on unit
2025 1 130 R B Ay BT ORT TP S040 B RNy ERECEHOVSTIAT 8y QP hral i n

the e””Q/’rg%%egﬂéonyergf‘%ﬂt%%r%%Z;,)“.”i tN&%%hQQ%ﬁ%‘%oﬂ%R‘dtk nijty 206, 1 gcords

t he encr ent key and designation information ih correspondence

on the ocpggé:aﬂllacgéih? Jrird herdme nddige content encryption unit 205 encrypts

the content store n the storage unit 201, using the 10 content key, and

the output unidn2Qfdieradsh ke ashyPbed:5oDtenis o he R eak gisk 102

The follow ng describés invali Ion information updating processing

execut ed, yr4 e Key ém)gwﬂ&méaﬁdaégmgngaéa RP4hekd e @Y n3et L pgmSyst em

109. 15 When the invalid term nal designation unit 303 has desi gnated an

inval i d term malrcheheokey kREOERBE VP URdRE Y NErdip tstIdbgehasitheos is
invalidation information "1 111" in the key information stored in the key

i nf or matd ot StDfageewinid Adh s themdivafy COE€SPOaLeNOké P dbeidgnyed o
term nal show that that leaf 20 is an invalid node, and then perforns the
i nval i datn fosrmat iarmathaon iupdateidn @pyproeedschgptonpdateceheoi dvad gekaté on
information corresponding to the nodes in the key information. Fig. 12 is a
f | owchartheshewrggttihe kew alhiadatoonespbodadatad theupdatedhgnorgpessnngeexecut ed
by the key information updating unit 25 304. First, the key information
updat i ngiaird thig4wher ugesnorypliéchekel isnewa y4das ygnateed tthatisisgonee | evel
above the | owest level (step S21). In other words, if the | owest |level is
| edd®l D kanhesessing system 104, the encryption key that was held by the
encryption key group storage unit 203 before the new encryption
key was designated is deleted, and only the newly designated
encryption key is stored in the encryption key storage unit 203.
The storage of this new encryption key and key designation
20 information corresponding to the new encryption key may be
performed, for example, by being input by an operator, or by being
received from the key setting system 104.
The key encryption unit 204 has a function of encrypting,
using each encryption key stored in the encryption key storage
25 unit 203, the content key obtained from the random number
generation unit 202, and transmitting the resulting encrypted

content keys to the output unit 206.

The content encryption unit 205 has a function of encrypting,
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V1' O 02/ (i 7819 PCT/JP!')2/030Ss key information updating unit 304 focuses on
|l evel (D-1). Next, the key information updating unit 304 successively
focuses oppeastkiide in the | evel being focused on (the foe¢cygpheyRky in
order starting fromthe node having the | owest relative nunber, 5 and
updates the invalidation information of the node that is being focused on

(focus node) so that the conbination pattern of the invalidation .
I or et oo ECEHESTT FBE K96 Crodr et F Ao ddu AN FERES SRR @D $22)

orh, B S S ST 00y, TS ST S e
i lid de" ., "not Jinvalid de" ., the k i (W] dat. it
AR T g ) (o T I
S22, the key i rh%er%{o 4 “Qﬂétélﬁ‘?%er'%qsi?to“zd d%ﬁic}"(“%ﬁ%@@%@%ﬁ%&iﬁ% i]?C“S

| evel is the highest Tevél, 1Tn o words l'eve

not 5 fOGYSES; 9%a&aﬁgﬁtl[eegé!g'ﬁ%‘ﬁﬁﬁgﬁv&a%A‘Snfa%CHﬁt %SX ¢ 'oli(s%[2 S %%)ef xf(rgé;éji Jepeats

t he processing a e judgenent™ at step

i nf or mt&@?b%%@?x&h@%ﬁ@iﬁeﬁggsEﬁﬂgﬁﬁénsf@ﬂ?rr\/%? &0 1524 £RE ﬁ«g&i\,ﬂg@y&l unti |

the curren ocus level” is the highest Teve % and ends the invalidation
i nfor matdQn JRARS 1% RIRCEESINGD 0Men & L F 8 oS d eV@d s i gnd g i ghest

level. As aTresult, the invalidation information for all the nodes in the

4-ary trhegdhatc ide teachedriposutdshdeal GAHRSRORE ReoROLhO dde-dmwval id
term nal have a value other than "0000". The foll ow ng describes key

desi gnatinat yipyracessinig pesfoeradthy &hergpesyptoRtekeykaesi ghadmontami t 306
to designate the encryption key group to be set in the encryption key group
4610 f~'f@JR/HES k419 cRCTAPRADN0IN)SS 29UQr age thri bp2Q3ailndtilbé e0er.ypti on
device 10l, after the invalid termnal is designated by the invalid
term nal desi @grabiroingnicc 388 aadottiéngnval tidat ¢nor ypf osmedewice nLGhe key
information is updated by the key information updating unit 309 in the key
setti ngehcsysiteny ¢08tent, one or a plurality of encrypted content keys,
and key designation information are recorded on the optical disk
102. Note that the number of encrypted content keys recorded on
15 the optical disk 102 is equal to the number of encryption keys
designated by the key setting system 104 and stored in the
encryption key group storage unit 203.
The hardware of the encryption device 101 includes a CPU
and a memory. All or some of the functions of the above-described
20 random number generation unit 202, key encryption unit 204,
content encryption unit 205, and output unit 206 are realized

according to the CPU executing a control program that is stored

in the memory.

25 <Construction of the decryption device>
The decryption device 103a is a terminal for reproducing
optical disks, and, as shown in Fig. 2, has an obtaining unit 211,

a decryption key group storage unit 212, a decryption key selection
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Fig. 13 is a flowhart show ng key designati on processing executed by the
encryption key designation unit 306. First, the encryption key designation
uni t 306 .f9eusRs10ON the node on the highest Ievel in the Peanyodtozes, in

ot her words, 10 the root (step S31). Next, the encryption key designation
unit 306 refers to the key information stored in the key information
storage unit 301 for the node being focused on (the focus node) to judge
whet her uniér @1i3s ankietvdbrdsptonnpanieralé hat aentedhres dderypivan datiton 15
informati on of the focus node (step S32 ) , and if there is a matching

i nval i datliden apgt ReFRPIOSsiCHASNesNtite 2d8cr ypti on key corresponding to the
invalidation pattern of the focus node as_the encryption key to be set in
the encrypti oﬁeaévi cderebiasireins3nit | 20k ynghedept hrgdpagggédathaits t he

| evel bel ow the focus node 20 is not the |Iowest level in the tree structure
(step SSAPpPlesal 1adshiehdphdaf Fom RedePexfrat dabngdtie: At e hi 49 idtds of

t he focgi ngde, d?es t he engrégtion K%% dengnation unit 306 prescribe all
t he®i nvalild "MASd8s THECEERRIDF eBCFALEE HOHO SR e SRICIYRLGY G 8 dged at

t S32.that th [ . | i dat i 25 tt . t hat, mat, th

vl | AT oR PR G Ret FORCSPReBREr BT o Reby 6Tt AT i O35 s

Cowest | FE001 HIH e T beoSt bt b Crer e el A e Sttt e
ti +0Q 02 8 PCT/ JP112/ 03U . K [ d.t.o the.child

e e Aler b TRCRRRIDAR4 PRI PR da o P2 ST s e vl i d

t . N Kk to b t inth ti devi 10l t

S37) |0t "FePEURASd At Step S36 that the level hat the child 5 node of

thenf 0CUS NOU0RIE Y S ke 3 o 9CARSadEUEL - 1108; ERCEYDELONGKEY ce,

designation unit 306 sets all” the child nodes of the target hode as

schedul gdchocys BOQﬁ§n(¢8fﬂ%j§§§)meﬁgkﬁévg%ﬁﬂ§ S88reS3h BdraBBry Ol N Step

34 after it has been judged that the one bel ow the focus node is the

| owest &Bchkopehont ke yenangi iy KeyeseshgpathoRedNEbr306.e Wdaes prighher
there are any schedul ed focus nodes that have not been focused on yet (step

S39) , aeditk tlhg=e 1@y etnpy keReWeat fiaciisessosmone4of e sshedul e Thecus
nodes (step S40) , and returns to the judgenment processing at step S32. 15
Furt her geeeypat oat epyS39rewWhenréd, | Soy usigath Idatduhiere taree deersohedul ed
focus nodes that have not been focused on yet, the encryption key

dekb gnatironcanman8écendsnghprkeygsdesi gnati on processing. As a result of

t he key designation processing, all the 20 encryption keys desi gnated by
step S33 or sThep S8Zrwpeiont pay Bedarthenenvciypfildnhkey adésingtabnorfuni t
306 together with the key designation information, and stored in the
encrypt i 8Agkey, shasageourfine 263y deésiarabherybriomaeidrearyeyed from

the obtaining unit 211, which of the decryption keys in the
decryption key group stored in the decryption key group storage

20 unit 212 can be used, and selecting one decryption key from amongst
the keys decryption keys that can be used.

The key decryption unit 214 obtains, through the obtaining
unit 211, the encrypted content key that can be decrypted by using
the decryption key selected by the decryption key selection unit

25 213, and generates a content key by decrypting the obtained
encrypted content key using the selected decryption key.

The content decryptionunit 215 has a function of decrypting,

using the content key geéenerated by the key decryption unit 214,
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Fig. 19 shows encryption keys and so on in a state in which 25 there are no
invalid termnals, supposing that there are only 64 decryption devices. In

this casewogBg7&nAsryption key that is stored in the encrypid@ipokeinsgr oup
storage unit 203 of the encryption device and that is used in encrypting

the content key 48 V' O (12/078~1~ PCT/JP02/030a; in recording content to
the optical disk 102 is the encryption key 0-1K000, in other words the

encr ypt i O KR HRECE FPREPONISORBEYHE HEXP YR oPP kYN ERPr BBERAZHY tO

0- 1K0000. Fig. 15 shows the encr %tion keys and so on in a state in 5 which
the t er FRFEACE SCORCFRbal PO GPRVEYENTS FhBoSISTE TtHidtte SHREQH vt eathe
decryption quices. VWen the termnal 1 is the only invalid termnal, as a
resui t of SRR APV d88Lr i k% i nval i dation information updating processing

in the key inf ti tored in the key information 10 st .unit 30l
the i nval | dat 1% THIGRAT Off o BHCR 16 hod LIPGS BAS1 Bver S haVI G a

relative nunmber 1, the invalidation infor i on node.l 102 .on | evel 1
oy o PRl lg e, PRI Rt FRASHAL CLIR A A e0R e hteaCr v En ™ oue

| 101 on \Br?i/t,ebl%.haw)@%ﬁ: aé%k@tﬂ%gggg?%gg &szf%jaﬁg%’clﬁrgﬁ/ tdWea %5?%8&1841' owi ng

descri bes,” supposi ng e ove- based o é éexanple in
Fig. 15, i fi t . i j j & 13).
st T e B o Ry e et e P B08 R S e S e 8 e
hi ghest || evelaoddy A e, Wil d heidoals 1481 gﬁreeaf%@ds_é}]zmi@em:wx@g

encryption key designation unit 306 refers to the key 1nformation stored in

the key piiQir@td,op gt @r8dg) Ynit i304ecaBdasiNESy ke kBYRLLERALEBA unit
informati on "1000" of the node 1101 matches one of the above-descri bed

el aven invalddalel, oRopadi@hPse (H eR-232) eddRBEINAE €5dé N ERGY P keNakeY
0- 1K1000 25 corresponding to the matching invalidation pattern as the
to include a function for expanding content and outputting a video
signal.
The hardware of the decryption device 103a includes a CPU
and a memory. All or some of the functions of the above-described
15 obtaining unit 211, decryption key selection unit 213, key
decryptionunit 214, content decryptionunit 215, and reproduction
unit 216 are realized according to the CPU executing a control
program that is stored in the memory.
Note that the other decryption devices 103b to 103n have
20 an identical construction to the decryptiondevice 103a. However,

all or some of the contents stored in the decryption key group

storage device 212 are different for each decryption device.

<Construction of the key setting system>
25 Fig. 3 is a function construction drawing of the key setting
system 104.
As Fig. 3 shows, the key setting system 104 has a key

information storage unit 301, a key information generation unit
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encryption key to be set in the encryption device 101 (step S33) , and
since the | evel one below the |l evel of the focus node is not the | owest
| evel (step 23949, Sets the node 1102, which is an inval igr19®0203bs5" O
02/ U7819 PCT/JPU2/ 03U5s node anongst the child nodes of the focus node, as
a schedul ed focus node (step S35). After step S35, since the node 1102

i st hedul ed f , t hat t.b f d, t t
S30), thi0% SROTTHELON REUTHRLT GBI KT D308 AL v JESsLRTBESAE HeP node
1102 as the foc nod tep, S40) .. and, retyr to_the jud nt pr,ocessin
at st e; ‘@t]@]fu,mt%hgogzc?%ﬁqrc?)r?ﬁ(lecip &84 éﬁgfsemﬁnbﬂgtérgb%%r@'eﬁgdt %nf?lle ’
key infornatiqp.gﬁcﬁéuhéégtéﬁ%¢¥%®irﬁfg_ éon storage unit 301 10 for the
e al’ida

focu3|mfefr%ﬁ1 3t nee’ % t9°6n" imnformtion "1000" for the node 1102

mat ches one of, the ve:- descl i ven lnvalidation.pattern ep S32),
desi gnat es theHee]‘lr]lec’r %Ioe. g)f’le eﬁlﬁﬂ%ﬁ%@q céc}tr(l?%"s%éonglln% %Pt#e ral %éﬁ?%l%g

i nval i dagd at n.as.t Tyt in. t n tjon
dovice 1T Tarep 1o &35 g F el e Povel Y onat B A AE s GO4E 151 evel
2 and i syt lowest level (step S34), the encryption key designation
unit 306 sets the node 1103, which is an invalid node anong the child nodes

of the focus noge, kéglgrﬁfamlﬂi% f@@Héré‘@ﬂfn(%ﬁQ S38) aetQrffilels siep

S35, since the node 3 exists as a schedul ed focus node that has not been
focused weyeit Afd@RS3T), e enaky pid Oy keYolesiegnatikon hnich 306, HeW Yy
sets the node 1103 as the focus node (step S40) , and returns to the

j udgemeir Haeessi Ny Alenf i 232redpoNeito hbaeenehypt 1 &N keyl&esi gnati on
unit 306 refers to the key information stored in the key infornmation

st aage uni4ax30trker, hheifnsusmaadea phdrsinee dhekdgy tionkachahoe8 in 1000"
for the node 1103 matches one of the above-described el even invalidation 50
V40 02/ Hve8AlSeLCIt JRtRIT4A3( And panktennss( Kegp iISFD)Yrmatdsirgnatas dhews
encryption key 2-1K1000 corresponding to the matching invalidation pattern
as t he encroptatarrkeudho dse thet one tlreaentnypliop dévkees 184s{gtiep tSI3)
Since the level 3 one belowthe |evel of the focus node is the 5 | owest

| evel (<taegh 884%,. thetendrapthenkdeyindesinghatinonhs wrdad 306 ki peat epy S35,
and since there are no |onger any schedul ed focus nodes that have not been
f ocused adhepstEpt$3n) ke pas @ Ige ReApPtdesi ant i1 pnededsenyivahiedatesen t of

t he key designation processing is that the 10 encryption key group that is
t hé Senc iy FR UG Fhetp ssraieed 2enat ReséRcfgpt 18ATkRy WrOtpeBtRAYeClni t
203 and that is used to encrypt the content key in recondin%?contenx on the

optical diSKSYBR I BT [pt3 ORIRYA" BL1RADHES 30 BRIUPE Laikey 1 KIS Not e
| nf or i< LB PFBEDANE, Hf T PeACHB1C e 2ERCASRT i ey IBbe bttt 1n
val s dat | on BRes ery 4Ry 2eaRahaT aBRaTRaS P bR ket A 00 1 SUBHEN o)

i or natton 505t L0 ot PRCE ReSEREPBpidton KelF TrBUR T oPRUASEn 1St ot

t hggencr 5‘@@&%@@, #995, Hand g§8£n>@§8rd%90@335 h%f;{fg@'%ﬂ sk, %Qﬁ:mé th

content an on by -“the encrypti elice shows an exanpl e of

ey designatdson Ll gEnBtofhshal oGl 83pARYR ! Bt hee engry LN ke, shown

in Fig. 15. 25 I'n the exar e“key designation in ion
has a stichpeeithal 8@8’9}/&@%@ GO BERY StERRgnbRat ol Se R NAdddy i n the

key information 500, the Tetter K, and the character string of the
i nval i datriegn ipatitern.» Hlval MO 442444484 9an invalid terminal is a
decryption device in regard to which it is necessary to encrypt
25 content in a way that the encrypted content cannot be decrypted
correctly by that terminal.

The key information updating unit 304 has a function of

updating the invalidation information in the key information
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PCT/J PU2/U3fiss Note that the output unit 206 in the encryption device |01
records the key designation information shown in Fig. 16 on an optical disk
in a nanag;zhﬁgggthe encrypted content generated by encr yEtlwg2/odshg t he
encryption %ey d-lKlOOO, the encrypted 5 contentgenerated byencrypting

usi ngt heencryption keyl -1K1000, and the encrypted content generated by
encrypting using the encryption key 2-1K1000 can be distinguished in the

st at ed BFeEed kDethgptkesn iof cgmetyphed teddentsn it Jthe flodsemhi ay BRscri bes
in detail the procedure for one , _ , . .

decr ypt } oviievd deetoBhiaol dechgritsgahr ey ddudd gt E6rrénetr 6ffiaB2bbPN cal

di sk 102. Here, encrypted content keys generated by encrypting using the
encrypt?%ﬁtk%9§°shomm in Fig. 15, and the key designation information shown
in Fig. 16 are recorded on the 15 optical disk. Note that _the decryption
devi ce 103n hHE (4REHRE Ut Kot dRES %‘lf’%ge‘ﬁ’&%‘gzp%(?%ﬁ]%\?i dBnggagn égd only

th t of the d t] k { it 212 djf . , th
Lhe, content, of the SeSLYPLIon ey group elorane unit g1z dlfers, tere, he
ol erense nuTbers | 0.l 20,20 The decrell on ke acl ection i 23 0
opLl col, sl 2t e 0L 00O 4T BLL. DloT QST TG, 01 pLTRL I on

dect VPSRRI YR SIS Lo 218, 5y relple e e 2, B

i nval i ron pattern correspon

desi gnaiz%?é‘rrhﬂﬁéﬂ%ﬁﬂo%nﬁapﬁe trl%%iekﬁéér%%m& QB {04 QITAL L PO rmaPH, el ect s

the encryption key desigrated int designation I nformati on and the
dagy Ypt {00 HkeYe & PAL« £O8 KRSPOPYSH 32 0r dG¥Quk 1 2/1078r 4 L) R 1 HRURLPBLE ; to the
invalidation pattern for the node, in other words, seleéects the decryption

key corties prdiypt itdh ke?se@@ay@{é 9RrkeMatIBe secratidankey rsekerbion
uni t 213extract st hesel ected decryption key fromthe decryption key group

storageqwiiig 2kd dardygkves &beide addadarhdany ypblcerskeyThors herkey
decryption unit 214. On receiving the decryption key, the key decryption
uni t 2lonhedereypbstthagesgsyphed odondrenisrke)s Wi edndtasorbesiowiiai s

t hrough the obtaining unit 211, using the decryption key. According to this
pr ocedudet; e frof ne@X adgpd eypt fort hiee gecairyt tlon &eyr @sddkidOfce sbeénedardechd O in
the decryption key group storage unit 212 in the decryption device 103n,

t & decdsptyoni adevkees 108h Usesnede decr et | exakgle 0- A KeOOufacteciypt t he
encrypted content key that has been encrypted using the encryption key

0- 1K1009y ®ren hesopt i atandi e ngn thid cleatw ke desiigieat i on i nf or mati on
shown in Fig. 16 is 15 recorded, to obtain the content key. After obtaining
the content K&irthawnunt dite gacryptiion laivt dessgnatine deékypP P oraevi ce

103n decrypts the encrypted content ) ,
a function of designating one or a plurality encryption keys to

be set in the encryption device, based on the key information
20 stored in the key information storage unit 301, and outputs key
designation information that serves as a basis for judging which
decryption key 1is to be used for decryption by showing the
correspondence between the designated encryption key and the node.
This key designation information is output together with the

25 designated encryption key.
This output denotes, for example, transmission to the
encryptiondevice 101, or recording on a portable recording medium.

Note that when the encryption key designation unit 306 records
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that has been obtained via the obtaining unit 211, using the content key,
to obtain content, and reproduces the obtained 20 content in the
reproducg\i(p(pzmﬁht) 21 6. Note that when the terminal 1 is ther/g@eeny@si on
devi ce 103a, the decryption device 103a holds only the 22 keys shown in
Fig. 11, and does not hold the decryption keys 0-1K1000, 1-1K1000, and

2- 1K1000, therefore the decryption device 103a cannot correctly 25 decrypt
t he enctiipt eonrgphtient kegyt o ecaratethlole t hecopiical mdiskml02ngenenatied by
encrypting using the encryption keys shown in Fig. 15. Consequently, the
decr ypt bpardevoce 103 cammrctsaonys fect by deeryporthe renor yitee donarnest
recorded on the optical 53 VI ~O 02/078.1"J PCT/JP02/030Ss di sk 102, and
cannot eépriedueecrfengaradinim caReadrtcs shefmerc et mmbey @fowestyppiigen

devices in the data protection 5 system 100 is approximately one billion
(1 915),uniti30jeteste yeporvavecn deaigetek. consisting of levels 0 to 15.
In this case, supposing one decryption device is an invalid termnal, in

t he® key designation processing by the encryption key designation unit 306
an encrygtion key corresponding to one 10 invalidation pattern for each of
the fiftEeK HobREM3hLI¢Me path fromthe root to the leaf that corresponds to

the invalid termnal _(excluding that Ieat% s designated, As a result, 15
encryption ke¥s ar®ld9&d Hor ABREFVBET nd-tthe k€8Nt BRECKBIEI A t FdanchPpti on

device 101. At is tinme, the_encrypted content and th 5 15 encrypted
Cont ent TREEA ot Py S Kp YIS ORIEL DT 9 SPRAL T oh S rEordedS DA< ERe
optical.digk 192. Fu thergnre, if_for exagp%;happroxinately Si xt een
thousanﬁn(:ﬁe) of thePohd ﬁ??l?%ﬁf%ﬁﬁx%&ﬁ'o evices are invalid term nals,
apy oxi matel y..1 07 9, * -7 encr i.on keys are used to 20 encrypt
tlﬁllclfa{f c)c()lntent )Ié%lyrssll%’ ttﬁqee( e%?:%éitﬁ%%e esvi%ééé#%%ecﬁ this case, approxi ma%lgl y

131, 072 encry, Ifd gont tﬁgys__ i, designation infornmation are
recorded on the’ optical dis f%Z. Supposi ng that each encrypted content key

I's 64 Dits, ifhe 4-ary tree is structured so that each node that composes
a node group 406 that is the lowest level (hereinafter “leaf”
is also used to describe each of the nodes on the lowest level)

15 is in a one-to-one correspondence with one of the decryption
devices (terminals). The 4-ary tree has a structure in which each
node branches out into four nodes. Note that here a structure
in which each node branches out into n-nodes branches is called
an n-ary tree. Therefore i1f each node in the tree structure

20 branches out into four nodes, it 1is called a 4d-ary tree.
Furthermore, a nocde that branches out into four branches is called
a parent node in relation to the four nodes that branch from the
node, while the four nodes that branch from the parent node are
called child nodes in relation to the parent node. Furthermore,

25 a node 405 on the highest level is called a root.

When the number of decryption devices in the data protection
system 100 is not a power of four, the number of nodes on the lowes£

level is the smallest power of four that is greater than the numbexr
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ot her words 8 bytes, the 131,072 encrypted content keys total 25
approximately 1 MB. Therefore, the total anmount of data of the encrypted
content kgwysnjssgufficiently small in relation to the capaatyogbhzoan
ordinary optical disk. The follow ng discusses the overall data anount of
encrypted 54 WO 02/1178-119 PCT/JPU2/03(1;; content keys in cases when
encryption JPerf,ormad i.,n a mapner o%her t han that of the present

| S
enbodirmﬁé.d?¢iygtﬁoq d&ve SEvcr yPEFBn Loht TP 5% 1§ pyt 8s5u8R8 Shpposi ng
that there are approximately 1 billion decryption devices of which 5
hppr oxi et 06T HPETTREAPRAUE L AFAGTSY Gt TRUs g "OREE BECRRST t he
decryption devices has o decryption key that is different to all ot her
decryptitbw?ﬁﬁﬂ%ﬁﬂfl'éﬁﬁagﬁﬁitﬁﬂﬁgﬂ s used in which the content key is

d [ h er ' k h h ' Kk
el o by cach GBK oY ohIOCRRVTES SERBPOERAN CREY Al (& Far i it sChtng
t ot al . [ th tical  di sk i
approxt MHEl5 098 BRA 000" THHS Trodne Erath the L AHl (0Bt G oehErbt ed

' 0 Thij '
o R T e R e L T R

i s assignedd,0 gach, %d%aicg §B6e4-BLYok 56 fha%hféonreggeoag%. §B5PedefLYpLi ON

devi ce and |eaf, and each decryption device has the cryption key assigned

to each nadesy eached; ks dpmar s sdicest ion f oam the 18asd hategosfgsponds
to the decryption device, 20 and that a nethod is enployed in which content

i's encrypd ededin®heRRel BOGEYNS] ORakBynaasi @nathdip 124k 1vaki grehi i dhagdes
that are child nodes of all the nodes (in other words invalid nodes) that
ar @ or eachedel Atakeupwaisisr diihecthon 1bkem | gavesdehat s €oFf £5§0F¢oH0 1 nval i d
termnals . Here, the lowest level in the tree structure 25 is |level 15,
t he t ot @alcaundharglof, emner ypl edicont@ftie Kdy snt De bel riecorded p@ndsheoopiid cal
disk is approximtely 393,216 (9" *(15-7)*3), and the total anmount of
encr ypt etk cconitendn | seappeoxitid el yhd MBeldhi se amoutirte rof 2dadra ilevel D
considerably | arger 55 V' O 02/078-419 PCT/JP02/f131i;~ than that in the
dat a pr atectdsporsisterhikE0Qeof ypheoprdesante Ehdlodiameint he (8)l aSupposimge t he
sanme as above, if only one decryption key is assigned to each node in a
bi nary t4 de itihenipicste redclons ldeedy pt tonrdepprdsi socohe ebpohdeecnypthien| eaf ,
and each decryption device has the decryption key assigned to each node
r ea@hed daVi&® UpdY-ds direction fromthe | eaf that corresponds to the
decryption device, and that a nethod is enployed in which content is
encrypt ed usi Ag%achSBAEE yprd GxIWL asdi gnbtr Y e WAISd tERIrEd21® fbdes
that are child nodes of all the nodes (in other words invalid nodes) that
are rea VBT 19y ‘direction fromleaves that correspond to invalid
termnals. Here, the lo st,IﬁyeI in the treehstructure,is | evel 30, the
total number JfF ERCARGIED ScHAteft of SREYE tIF ARETYETTUdd TN T M optd cal
. . A )
di sk Ist%§%3v%4%4(%é%ve %Ot%% hd%ebt level is level 3.
20 The following describes invalidation information that is
prescribed in correspondence with each node.
The invalidation information of a node, supposing that node
is a parent node, is information combining flags that show whether
the child nodes are invalid nodes or not, in order from the child
25 node having the lowest relative number. A flag has a value of
1 if the corresponding child node is an invalid node, and a value
of 0 if the corresponding child node is not an invalid node.

Accordingly, if the four child nodes are not invalid nodes, the
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15 the total anmount of data of the encrypted content is 2 MB. This anpunt
of data is considerably larger than that in the data protection system 100
of the pregapl7gvodi nent. Second enbodi nent 20 The fol | owdgydessysk bes a
data protection system (hereinafter "second data protection systeni) of the
second enbodi nent of the present invention, with use of the draw ngs. The
di fference between the data protection system 100 and the second data

prot ect i dvalsdabi or inarmakd odeebrid adag 5e25 nadst et i YH EystEmhsdsua
plurality of tree structures for determ ning decryption keys and encryption
keys. Th%hJslféo%d%%taar%rld’t\@clﬁ%ﬁl%%%rerwﬁasliné@luﬁéﬁam ke fosmatdons oLt uent
features_as the data protectjon system 100 in the first 56 VI'O

02/ 078- | 10 Fea¥ 9P D SES enbbbit ment (see Figs. 1 to 3) . Therefore, the
reference nunerals uysed.,in, Figs. 1 3 are used in describing the,
constituent feXtur a&fthéS§%¥8ﬁﬁ“%%@§epF§?§cf?6H“§§§F§ﬁ¥’ deyfge
descriptjon focuses on the features of the.second data protectiqn _system
Chat® 5 o oh HEPFEFERP LS THE Afitia: prot LT DH: CoePaRroc B o Lo e
simlarities, The specific.qoperati@ nt ent . Qf ey dntarmation, .
generati%%PiﬁW?téﬂéfxét¥§§lgﬁgo%ﬁat?%%9upd%é?néxﬁﬁytJ§%§?ea3385y953P8n key
determnyng. unit_ 3 encr y.pt | y 10 designation unit 306 of the
second d%?glﬁgo%%éggbﬁggy% ggkﬁféééﬁﬁh#fhe respective corresponding units
in the data prgfection system;100,,fowey r.tte@eabgg'a% ERQE%%?Q%%@SM of
each unit (procedures and SO on shown in igs. 10, 12, and I's al nost

the same., I §ReaKEY | HERTIBRL O SLRIAPeHYRI {5 3QL dfed ??oﬁ?&q_%%fléhg@éa

protection systemthe eleven invalidation patterns decryption keys an

enaroy pt | @k KeSoSOWY, | 4 Firdsa 19 Blt& stiolad | Preeekespondence, Wt Boeggh node
ot her than those on the | owest |evel, and one set of a decryption key and

an encrypii®n teei | snst o esll LOr rRsRoNdence widde eatlsk0dec@he 5PEnHOMNEGSt
|l evel. 20 In the key setting system 104 in the second data protection

system ihea kityat idrorived d ok gieneratd oan wilide Ihamkast owogkary trees, such
as those shown in Fig. 17. Each of the leaves in each of the 9-ary trees is
made to correspory t e Afeime ‘dessylipdd'onf £ @t manet ise 1 03adé 0ddf8bes,
Consequently, there are four 25 roots 1301 to 1304, and each decryption
devi ce caupmspiongdsheaeaikeatchian noserohgtihest aeage esichuch it @ nodd gndlitshows
an exanple of four 4-ary trees when there are 64 decryption devices in the
seddnd datch grmstrdchniodke , spstlem bhatheré7connected by one or a plurality

of chains in either an upwards direction or a downwards direction.
Accordingly, in the tree-structure, a node on the lowest level
that is reached by traversing one or a plurality of chains
consistently from the node on the highest level is a node that

20 is “reached” from the top node. Conversely, the node on the
highest level is a node that is “reached” from the node on the
lowest level. For example, the root can be reached from any leaf,
and any leaf can be reached from the root, but one leaf cannot
be reached from another leaf.

25 The value of the invalidation information of all the nodes
is “0000” before a decryption key held by any decryption device
is exposed, since there are no invalid terminals.

Fig. 6 and Fig. 7 show examples of invalidation information
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W-O U2/ (17819 second enbodi nent. PCT/JI'"112/U3(1S5 In this case, since the
four 4-ary trees are structured so that there are 69 | eaves, the | owest

| evel inyeaehwigiee is level 2. 5 For exanple, a decryptiopchkgyogizess that
is held by the terminal 1 shown in Fig. 17 and that as been assigned
according to key assigning processing (see Fig. 10) consists of fifteen
decryption keys. Specifically, the fifteen decryption keys are 2-1K

1- 1K000®E thEKEOOF, 1- 1K0010, 1-1K0011, 1-1K0100, 1-1K0101, 10 1-1K0110,

0- 1K0000, 0-1K0001, O0-1K0010, 0-1K0011, 0-1K0100,. 0-1K0101 and 0- 1K011O0.
The decrypti ofl "Re§*aMPkej 4Nt Raddelr FROT BNt KByl BEa} HiRl, 9% HHOIRAF h | evel
2 having the relative nu r 1. The other fourteen decryptiagn keys
corresp%ﬁdtp‘é %‘é‘?/ter}l)qlﬁ\ﬂal[l;%ggp?’o‘f‘uh%%trfcé}%é’f"tgﬁo‘@hll,g"“ of the )
ooii" , ., QloQ" ., 15 "0101", and "O1LO" that show that the first child node
is not ifvafi’dl*&pecifically, the seven decryption keys 1-1K0000, 1-1K0001,
1- 1K0010, 1-1%9%1%Xa%-%K0190 .1-1K0101, 99h1é1K0110 ar e n50m1a ngst the
decryption keys aSS|gﬁe8 £8 A8 ndaetdn"Tevlaiad h%%?%b t'HET e1%atT Thunber

1 The deol yption keys. 03360000, 20 @ AKA01, 05 1KO0I0, 07 LKQOLL 4 1 1KO100,

0- 1K010 are from anongst 't ecryption keys assrgned to the

node on | e Vi l.at.j r.aor.e, X e, the
fifteenw3§§r§5%i€ﬁl @3¥&%§§%§ﬁegb¥ge$ﬁ§p§ér%?Rgﬂg qéﬁgx% P%ﬁé?g.?gggare
2-17K, 175K0099, 42804=2K0001, 1-5K0010, 1-5K0011, 1-5K0100, 1-5K0101,

1- 5K0110, 0-'2K0000, 0-2K0001, 0-2K0010, 0-2K0011, 0-2K0100, 0-2K0101 and

0- 2K0110. TheTq%C&x&&b&mnﬁeme%c%zgegstheekeggrxggagneﬁezoaé§&ﬂnﬁ9dé9 the
| eaf on level 2 having thé relative nunber 17. The other 58 W O

1126(178-419 RCIL IR D305 ur bREO ELGHYDEA Ok KaYSI S%é@ﬁ%&%r‘i% ven
i nval i dation patterns "0000" , "0O0OO1" , ™"o0OlO" , "0O02I" , "0100" , "0101" ,

and "01t@att batrebpvhtiBato tdhee fdncstypthidndkagdesi $s fiognddvialditridually
Specifically, the seven decryption keys 1-5K0000, 1-5K0001, 5 1-5K0010,
1-5K001tp 2abKOhBQe By5KA20keyandfdrhKO0id0 qerefaobvanengstidhe degreypti on
keys assigned to the node on level 1 having the relative nunber 5. The
seven deanyptaach kéygsf0-i2K0BBB1gOedKAOGL, s 2KD1ReyB- 2O, Bo 2KOEOO,
0- 2K0101 and 0-2K0110 are from anbngst the decryption keys assigned to the
node oncbevebprd0d@nbadengyphionelatice, murbeod2s Buhthetinon eleafss shewn i n
Fig. 17, the encryption keys that are designated (see Fig. 13) by the
entbypt k6AlRagddespgnaeilotivunift s806 Ph kh¥ssesoddsdathegrbedevi on system
when there are no
Fig. 8 shows keys assigned corresponding to the nodes of
level 0 and level 1 in a 4-ary tree.
In Fig. 8, an encryption key and the corresponding
decryption key are expressed collectively as 0-1K0000, 0-1K0001,
20 etc. for convenience.
Note that it is possible in the data protection system 100
to pre-determine employment of either a system in which each
encryption key and the corresponding decryption key havedifferent
values or a system in which the each encryption key and the
25 corresponding decryption key have the same value. When each
encryption key and the corresponding decryption key havedifferent

values, for example, a decryption key expressed as 0-1K0000 and

an encryption key expressed as 0-1K0000 have different values.
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invalid termnals, and that are set in the encryption device 101 15 and
used in encrypting the content key when recording are four encryption keys
0- 1K0000,wB126¥2Qe0, 0- 3K0000, and 0-9K0000. Fig. 18 shows pichhgpenssoypti on
keys and so on when the termnal 1 is an invalid termnal, in the second
data protection system Wen the terminal 1 is the only invalid term nal

|t 20 of thei l,i Loni nf ti dat | ' Fi
12) " ey i B o AL ot S0 GA%) FRE R REYS | 1HbrrEk FOR SFof B0k Ohi T B0L | s
" 1000" f he | | idation i t f.t 405 I havi
the el deFel Namdle 12478 SAL600LCHER R TroB T ddtiteir fPbF RAEFBIL A the |
node 1901 on Lev I O Paving the 25 leatkgg QEUR?r %ﬂ and thgeencry tion
keys deélngﬁafeﬁpg§7o’|}eyeyd8§‘| g‘?la 6|corr¥pprloO ess?’ng %y THe gﬁs(fr§8f| oI ’ey

desi gnaty qn it t ncryption keys to be set in the encryption
Govi oo PoThgplo ih\%‘g’%e%%rey%t%f“%nvﬁég‘s‘?'o-1K1000, 1-1K1000, 0- 2K0000,  0- 3K000O,

ands59 110 412/.07849 0-4K0000 . BCT/ IF02/ 03955, Mot £, hat,, § he, anepat ons of
T2 'and P Re °de evites é aléo 16%%J

the encryption device cryption In the

second t o. i em.a t (] he .d ction
System Lo0CBENPERE! Ot BIRLCALALRCEDS: SOMAD L Rt iohel Colidach AL

describesg asdata psRLeLt | o ysshem hehennahbebyihhi & ds gt &n PHLOLEELION
systent ) of a third enbodi nent 10 of the present invention, with use of

the drawnRggecFhptiBhrik fatd Phet&stt @b systirp havehad ackeehegadiliged hat it
uses invalidation patterns whose contents differ to the invalidation

pat t er ng hshQr dyp i f ket annd t$eC sk e e SentPypt hen Kkespegtss, the
third data protection systemis basically 15 the sane as the data

probect 208 igyseibl08ch Tiedéd hiwrd dat.aepr et blydhgSyBEesyvasm biasiwdaldy the
sanme constituent features as the data protection system 100 in the first
the decryption key and the corresponding decryption key have the
same value, a key that is both the decryption key and the encryption
is assigned to each node. Accordingly, the assigned decryption
key and so on are set in the key information. Note that the
15 encryption key and the decryption key are, for example, 64-bit
data.
As shown in Fig. 8, nodes other than leaves are assigned
11 decryption keys.
Here, “invalidation pattern” denotes values amongst the
20 possible wvalues “0000”, %“1000”, etc. that the invalidation
information of a node can have in which the number of “ones” is
less than (n-1) in an n-ary tree structure. Consequently, there
are 11 types of invalidation patterns that have less than three
“ones” in the four branches: “0000”, “0001”, “00107, *“0011”,
25 *0100”, 01017, “0110”, “1000”, “1001”, “1010”, and “1100”. The
nodes other than the leaves are assigned decryption keys of all

the 11 invalidation patterns.

Here, a key having an invalidation pattern X and being for
39



enbodi nent (see Figs. 1 to 3) . Therefore, the reference nunerals used in
Figs . 1 to 3 are used in describing the constituent features 20 of the
third dat@opnetegdi on system Here, the description focusqs1ompol/higsieatures
of the third data protection systemthat are different to the data
protection system|00, and omts the simlarities. The key information
storage unit 301 in the third data 25 protection systemstores an

i nval i dat |Wep§t“t ér heYRd fiNRVERY & dre I tivgP e Ps 2BAd 1 e ne¥pHe s o9 keys
in corres encs. with each node in the |levels other than the | owest |eve
and one t Qﬁ é%ckmryptron key and an encryption key in correspondence

th h 60 2/ Urs. 1 the | t . .PCT/ JPU2I | 13US
rLe f??gt andzgecﬁﬁ%‘ ddlﬁ@ EggﬁoﬂearF@%Y$3ﬁ§pé%F§W@tl&Eho#8¥ & V%iuz, "

oTnget L0 SeAE, YOLeR, 0000, R0 Lo Blg b vl L Ry

|nfornat|on a no

mhe tr uc ary tree. However, in the third enbodi nent
invall tlégi ﬁg é%%@ﬁﬁéno$§§q¥%e ‘val ues fron1anDngst t he possible

i nval i dati on ' @r RGN, oV 2hdes b pkeh, %hEhQ“Fan%L%on%?fon'§t$§e3§ than

two. Consequent there are five types of Inva on patterns -

0000" . 'y Q0 "oy "isARa i i Q0o apl " SHIOO . Five groups of an

encryption key and a decryption key for each of the invalidation patterns

are CorreSpOHQEgsHb%H:ﬁ@@qgnoge}@ﬁh%ﬁbe%@tEB% 5@@%@?19¥o§ﬁ§t58% for
i nformati on generati on unit ey information that consists of one group

of an engomthiceR key andchda desdy pid G Ke¥ni AnGaLE 8P9BHENSEL Mk r5c¢zach | eaf
is generated in correspondence with each leaf, and stored in the key

i nflor matd RBySE@I ageduthya B0dat Fbg lnlf%xsrrmmndegnya&té eerkefspbﬁabaarhﬂmat i's
assigned to each node in the 9-ary tree used in the third enbodi nent. 20 As
Fig. 19 essttomsyodeqr exanple, five decryption keys 0-1K0000, 0-1K0001,
0- 1K0010, O0-1K0100, and 0-1K1000 are assigned to the root, and five
decrypti on key$elndke000, 501 1KOO@d ,a D000 owiniKBhE0poahtdidn 1A CE ar e
assigned to the node on level 1 having a relative nunber 1 on |level 1. 25
The fol Inmdiendndéber tbes spenatwonsaral tthee riefiatd véahamber of the node.

For example, the node ID of a node on level A having a relative

15 number B is expressed as “A-B"”.

The invalidation pattern 502, as explained earlier, is a
value in which the number of “ones” in the possible values of the
invalidation information is less than three.

The key 503 is the decryption key and the encryption key

20 assigned to a node shown by the corresponding node 1ID.

The 1invalidation information 504 is invalidation
information about the node shown by the corresponding node ID.

The initial value is “0000”.

Note that in the key information there is no invalidation

25 pattern corresponding to leaves. The key 503 for the leaf is one

set of a decryption key and an encryption key.

<Key assignment processing>
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protection system an exanple in which there are only 69 decryption devices.
The Fig. 20 shows a decryption key group 1705 that is 61 WO 021 (178-t19
PCT/ JP021Q3Qsh @ssi gned to a decryption term nal (term nalpch)ypantiiespondi ng
to a leaf on level 3 having a relative nunber |, supposing that there are
only 54 decryption devices. The decryption key group 1705 shown in Fig. 20
that is held 5.in the termnal 1. and aﬁsigned according to the key |,

assi gnnent pr&3€§§Fﬂd‘ﬁﬁjﬁhéeﬁéfﬁgﬁﬁi5 kéFYdetet B ifAy BRPESIDEEst’ Fig.
10) in the third data protection stem, consjsts of thjrteen decryption
keys. Sptgﬁfk%él 5y LR twsrtieé‘énlggcrpmfi%ﬁ‘eﬁe;%v aFEes-dﬁ@,ryptlon Key

2- 1K0000, 2- 1K0001, 2-1KO0 ,f2-1§0%00 .1- 1K0QO00, 1-1KOOgl, 10 5%1K0010,

1- 1K010G SR TGO BiitkadoL £95- £ROGEHBAG 90 EK6YBE 1 OFhESHacF 9 pT P ey
3-1K is the decryption key assigned to _th eaf 1 on,level 3 having the
relativéjhﬁﬁﬁg}C%PtPﬁédgfﬁgpiﬁﬁgl§§Vd§85y29§8n£ﬁe£§§80r?%s RGO FBur

i nval i dation 2rns, o Y0001, _".0010" d "0100" that show that the
fr ot cﬁ%‘?rdaﬁggékiéaianpggggﬂ%\?é{ﬁ%%%ﬁetg? Fsn %‘fr%%lod“egreifﬁtcfeona Rk

2- 1K000 - Q0L 1%L 1 d.251K01 . t he tion
keys asg$3%§%h?b ttggﬁb %%1$8%Roﬁgfe§glgg ﬁggi%%921?gggﬁ?%%$£dﬁg§§£%£and
bei ng t he, parent Node, Of dhe Jeah 4404 gIhe deqiyPtian keys 1- 1K000O,
1-1K0001,]%?1K00fgpan§pl-fE0100 aﬁélTroglangﬁgst thg 20%?§éryption keys

assigned to t 109§ 117 vel Dayd LLati; ang that is
t he parent n02§4ﬂfg§ﬁé‘%§ﬁ§ﬂf%%§_ %%% dé%?%ﬁf%%ﬁa%§;§%8?¥ﬁg%%%%e0-1@%001,

0- 1K001Q ;and 1Q:dl KA1 QQ, care Srpihona@st dehe Aaer et ben tkeys assi gned to the
node 1701 on level” 0 having a relative nunber 1 and that is the parent node

of 1phe 25 nodenk7QRcrGprsemusnt Ve tdignimimReruafc dary yotdan degyss held by
each termnal in the third data protection systemis less that that in the
dat a pr efeeatyipan syaeeicd00témimel f ivhst: esbodbpbntis MNOt@ et hakfthering
decryption key group assigned to each term nal 62 f10 U2/ U78. 11y

PCT/ Jf U2Hd3krkaathyethentslecnyph itdre Reyrdetwsrarant aggemidt BOY dssisjramead: i n t he
decryption key group storage unit 212 of each termnal in the manufacturing
process Ortaryet itexmiflelfloldtap MYl descandbeSotheirgcoyptthen leayf titedt i s
necessary 5 in recording content and the like to the optical disk 102, when
t he t hi rbd@sPadst edoi ottheystenges atevabhglput inntotioper atdohs Wien t here
are only 64 decryption devices and there are no invalidtermnals,

t hééncr mﬁm@y«ﬁaﬁ Bede ignabhedavasitdi agel o ddwel k@t fesngriad P ipratessi ng
of the encrgption key 10 designation unit 306 in the third data protection
system *&votedhemnede Efaays nedekey sfreauplst or At 20Babfsrarel e ot i on
device |01, and used in encrypting the content key in recording content to
the opti cACUFHIEW PH23i EOflRe éﬁEP§%§ioﬁoke9ximﬁk®00%§O?%Panﬂﬁ S Dne
encrypti.on key that corresponds to,the decryption key 15 0-1K0000. Fig. 21
Shows. eridt Yl 61 REJE BRGS0 RN RhEREDEPRT hARsoR, L35 R 7t g HH T d

term nal,s,. suppaqsing there ar onl% 64 decryption devices. The key
infornaﬁﬁgﬁrW%%ﬁﬁQ aniﬁﬁﬁFEEGFog St of Séné i PT86%°56"Fs updat ed accordi ng
t he i li dat i i.nf tior ti i ig. .12)_ of th
o7 Vit or mat SR ipakPPracuny P eS8 Ay e PRRFE RS B oftet s Lyen ot e
that the,i i J A nf t] i | LS. 1 ti | th
cont ent 2Bd 107 SRR B BeyEioa o et g hoet Laah P8R Wi aila 25
briotect 1S SYSURI R0 sfleotBclibhole SDRUITRG k89 fhieaildsof LAdiBdeY

i nformation store “the key information stor uni t _
i nval i dgti;en oAt epreL oM e LR SRV e kavue! 13 8§§'f&véf' de dyurber s
1, 2, and 17 is "1111", the invalidation 63 V' O 02/ Ur819 PCT/JP02/ 030Ss
focus node that show that the focus node is valid, in other words
25 that the focus node is not an invalid node, and newly prescribes
the parent node as the focus node (step S13).

Continuing from step S13, the decryption key determining

unit 305 judges whether the current focus node is the root (step
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information of the node 1806 on |level 2 having a relative nunber 1 is

"11 00", the invalidation informati on of the node | 807 on level 2 having a
rel ati ve wobarsdoi s "1000", the invalidation information @fyjfigcinqge 1802
on level 1 having a relative nunber 5 1 is " 1000" , the invalidation
information of the node |1803 on level 1 having a relative nunber 2 is
"1000", the invalidation informati on of the node 1801 on level 0 having a
rel ati veShunmberndl iifs i't 18006t , tladdradite, ineratd tattihen piretessanioat oftep her
nodes is "0000". Note that nodes whose correspondi ng invalidation 10

i nf or mat$bh ust D00 @nerard | hawdemdearnid difiverramgdes are inval i d nodes.
Afterthe invalidationinformation updating processing, the encryption key
desi gnati on urit B0® delsi gniafi eshe heurrenty pteons keydactoridiagreot t hehkey

desi gnation processing (see Fig. 13). 15 The foll ow ng describes a specific
exanpl e FCE Rt MbkeysHageEvanens Wil B3O keptasnigaatd bh threokeysi wepbased
on the exanple showed in Fig. 21, with use of Fig. 13. In this exanple the
| onest | WaAesk qessugé\;a@edsatwg@w T he 2Kt Syt LBnPk e Hegitgrt k6w SuhPtPS806
focuses on 20 a node on the highest level, in other words the root 1801
(step SFHE Nexthet RESEARFGPE gﬁrﬁéfr de<MgRati of hem 5306 rateriid€ert he key
information stored in the key informati on, storage uniit 301 for the focus
node t o ‘T RGE WHE¥her SERETFRYaF FEAET o 1T of het] GRe 1P66" CBFMERS! notle 1801

tch f the 25 af tioned five t f_invalidat] £t
(step SET=S HREEhe \TiRFAS dat on=FAFBPRE ot 9 theC RBAL 10T Sdaee® not

e S s A S0 PRGBSI RN afiesignt en uni
02/,078- | J 0 i i f i.s .t vel
(sggp Sfé%jﬁggﬁﬁggﬁﬁgg ?%Egﬁg%@hsoﬁglPgséﬁg%gﬁgﬁgﬁhg%ﬁggg kggﬁfﬁgkﬁ%g t he

I t | [ A t i - 01 hedul ed
fotus ot ag DRy Hhe 18 SRS ICRINe (odle MUIRIRYG Ta0s becos

schedul ed focys, MoH8so Nextynihe jenclyptien ey, desigpaté o wakt 306, j udges
whet her there Gre any schedul ed focus nodes that have not yet been focused

on (steps3BYnmerdNdrsirgee therRi e, if<OCHSRS ©fk t he r0dec1R0Ra i i lO i's
one of those (step S90) . Then the encryption key designation unit 306

returns dexdie: jdidgenenie i acesiyiGrats SEP B2y ik d&f @iSs tthd hesskey
information to judge whether the invalidation information "1000" of the

node | 8G2dnhiatali 2 flieirnghéocusesh ore Jmitghem okt heraf aaerent iones fi ve
types of invalidation 15 patterns (step S32) . Since the invalidation
i nf or matWwoonds' H0@0'decryption device that corresponds to the leaf whose
relative number is one higher than the leaf corresponding to the
current assignment target terminal, as the assignment target
terminal (step S17), and performs the processing at step $S12.
20 Such a key assignment processing determines the decryption
key group to be set for each decryption terminal. Each decxyption
device is constructed to hold its decryption key group as a result
of being subject to this key assignment processing.
Fig, 11 shows a decryption key group 905 determined
25 according to the key assignment processing, as the decryption key
group assigned to a decryption device (terminal 1) that

corresponds to a leaf on level 3 having the relative number 1,

supposing that there are only 64 decryption devices.
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does match one of the invalidation patterns, the encryption key designation
unit 306 designates the encryption key 1-1K1000 that corresponds to the

i nval i dat \@yopatfiern " 1000" as the encryption key to be sgtrjfdhhes
encryption device 101 (step S33) . Then, since 20 level 2, which is one

| evel below level 1 that is being focused on, is not the | owest |evel (step
S39), the ench&giion key desi%nation unit 306 prescribes the node 1806,
which is an i § Bhabde FEomldnbigsE*PRESERT I REHBRT 6PN they #oBRITRD2, as

a schedul ed focus nade (step S35). 25 After, step S35, the encryptiaqn key
desi gnatQmY ¢ifi tt%?ﬁ)gleraﬁ( uthfe LTt ieedr 3 Berd g &Nghy ed@tdd @ &9 FSdus -nodes

t hat have not yet been focused on ﬁ teB SSQ v and since . there are, focuses
on the node I§§§Rﬂﬁ%ﬁgi €ife 3GF £ ige ts %é éﬁg}QHNQQY}C?ﬁe % Sheyp: o
112/ (178A9 PCT/ JP02/1130aa enc tion key designation unj 06 returns to
Lo G et P bt RR bl i b et B hedy ot o deor oLt o i on
unit 306 refers,to.,the k informati on to,jud whet her _the 1 nvalidation

i nf rnaﬁ?%ﬁLS EffoﬂeCEVPE%SHno%%Sﬁﬁﬁﬁﬂ%ﬁ%}égqgﬁytSFmﬁﬂéaaﬁo?Eﬁg%f hed

five types Qladdvabi dRBien paihera o otep S0, 30d ahage 14 fgeR ot

then ju et’her elel” one bel’'ow the node that i's being focused

on is ”“ze-ﬂffb"if)ie , | ?‘—’EﬂéOé}%Z%ﬁ%@@O:Ol?i nf—‘aj[ﬂ(@()/?é, 33-‘&‘P<io%*11i,s 1hed fygl that

is one leve ow t is'the Towest’ 10 I'evel, ‘t he ‘encrypti on

key desijgnatgQn uni L1061 desicgnair®oencsyko O keys 1%0%%0?“%%%1?,at

correspond to the I'eaves 1808 and 1809 respectivel’y, which are the Valid

nodes anmpngdie chLh#onedessf otheonede 1ﬁ0@de@%y§ﬁqw&é?r§m&§st@f@e set
in the encryption device 101 (step S37). Then, the encryption key 15

desibgnatd<ir i iton30& Ldgagynehether: Heharee Aarg amh sichedul 2d fpiGus dedes

t hat have not yet been focused on yet (step S39) , and since there are,

f ocuses @ dthernedenbk803 .WhTEB bBhene2 Dfdéboge: 1 ¢istiedy SHY rradisbri@ttd ns to
t he judgenent processing at step S32. Next, the encryption key designation
uni t 30Ggweiner sntol 1 det 26n key tikaf-asmatooad t,o Y aoge’ wheoben”t he' dowved i dati on
information "1 000" of the node 1803 matches any of the aforenentioned five
i nval i datdldd”pat'toarnis ,( shelp“832)”, thatl shoeethit mate hEsronectafld heode
invalidation patterns, designates the encryption key 1-2K1000 t hat
correspdrdsidato imealwal i Specohipatier nthe00etrgptihe 2&yenciyiH@H key to
be set in the encryption device 10l (step S33) . Then, since level 2, which
i slbhe 12ev¥006de BellbWOilRe AodEOP8D3 £hdK0180be?2 nkKOblLisetr UFN11% arst t he

| owest level ( step S34 ) , the encryption key designation unit 306
prescri feomn yeongde tepdecegption keys assigned to the node 903 on level

2 having the relative number 1 and that is the parent node of the
leaf 904. The decryption keys 1-1K0000, 1-1K0001, 1-1K0010,
1-1K0011, 1-1K0100, 1-1K0101l, and 1-1K0110 are from amongst the
20 decryption keys assigned to the node 902 on level 1 having the
relative number 1 and that is the parent node of the node 903.
The decryption keys 0-1K0000, 0-1K0001, 0-1K0010, 0-1K0011,
0~-1K0100, 0-1K0101, and 0-1K0110 are from amongst the decryption
keys assigned to the node 901 on level 0 having the relative number

25 1 on level 0 and that is the parent node of the node 902.
Accordingly, in this case the 22 decryption keys assigned
to the terminal 1 are stored in the decryption key group storage

unit 212, for example, during the manufacturing process of the
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f~'"0O 02/ 078-419 PCT/JP02/030sS which is an invalid node anong the child
nodes of the node 1803, as a schedul ed focus node (step S35). Next, the
encrypti oRokeMiesi gnation unit 306 judges whether there agig/poyomehedul ed
focus nodes that have not been focused 5 on yet (step S39) , and since
there are, focuses on the node 1807 that is one of those (step S40). Then

t he encryptlon key designation unit 306 returns to the judgenent processing

at step tg3oninghld Yefers to the invalidation information " 1000" of the node
| 807 that is belng focused on H j udges whet her ghe i nvalidation 10
i nf or mati on " PO HﬁFéHE%lﬁﬁﬁ 6@3FH N T iTOAEICP T HRSPPRAINCIRE Fbin

patterns (st p d% ﬁ e |nvaI|da1|§n |nfornat .0n"1000" of the node
1807 mat tﬂ”‘ﬁ@ FAGat PARET of” pattieétiied “ 4 He Jéﬂr{%| of€ Eé?s

d t, t 306 d tes th t K 5K10Q0 t
cor r SoporiEe %”3' TR B8R 5% 3R hbgBa s 2&&@@2& B Shikdy to

set .in the encry tlon device, 101 (step S33 Sin Ve h.is the
Ievél oﬁé(?evel lld de ode ° Q% ﬁafé Agﬁ%?ﬁﬁgsgcﬁééi de thhnglomest

level (step §§%%Qt ’§§%ﬁ: rXB&%bESKFX.%ﬁﬁ% 'Oﬂsgfbﬁlgggcﬁ g? %ggocus

processing a , ‘and | er there are’any

nodes 20 4 jggttodﬁn%;fh eaflgo %tfgoﬁ%'%tfe%%séﬁu%s( ?Eﬁﬁgﬁﬁ% deé?%g%é‘ﬁeké%re

are, focu whi ch i s 'one o and’ returns

to the judgement Ry QGeSSE AL wHAR SAenpbeXt afde ANCr ¥Rk 0P KRYnals

designation unit 306 refers to the key information to judge whether the

I nval i datd ond ﬁrﬁﬂmj £68M 125¢ hQ0QRy O + hhe 108e 18044 THEHNES] AMe @rﬁli@e

af orenent i one ive types of invalidation patterns (step S32), and

degipgnatigsid e narchypts1onke)s 1a3ke0R8qtbain 6ol espandsateohheat fyghé dation
pattern "0000" as an encryption key to be used in the encryption 67 f1' O

02/ U78- g 1orRCT/ IRkkr2f0-3Ssadivieemifil( stepsS3ghed ThetecsypELoh enel 2,
which is the | evel below the node 1804 that is being focused on, is not the
| onest lwned {ssunéqu&34o) thd heemnaiypt and Keyrgesignatkdess wrdt 30betri es
to prescribe an invalid node anong the child nodes of the node 5 1809 as a
schedul exkfigmuesi nodel [ stfeph&35) rmonkeyerincdiuddegaiiiat heewhinad ,nadeshof t he
node 1804 are valid nodes, no new schedul ed
group.
15
<Designation of encryption keys>
The encryption key designation unit 306 in the key setting
system 104, when there are no invalid terminals, in other words
when none of the decryption keys has been exposed, designates the
20 encryption key 0-1K0000 assigned to the root, in other words the
encryption key corresponding to the decryption key 0-1K0000, as
the encryption key to be set in the encryption key group storage
unit 203 in the encryption device 101.
Accordingly, the encryption device 101 stores in the
25 encryption key storage unit 203 the designated encryption key,
and key designation information designating the decryption key

0-1K0000 that is assigned to the root of the tree-structure. The

encryption key and the key designation information are, for
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focus nodes are prescribed. Next, the encryption key designation unit 306

j udges whet her there are any schedul ed focus nodes that have not yet been

f ocused 3§)9ﬂ0&§@ep S39) , focuses on the node | 805 that psT/RRWEEsst hose
(step $4 returns to the judgenent processing at step S32. Then, the
encryption key designation unit 306 refers to the key information to judge
whet her the invalidation information "0000" of the node 1805 matches any of
t he af oeenepticonedceiivedlSrionyahedieyorepatiner AYSESNep0%$32) , and since it
mat ches one of the invalidation patterns, designates the encryption key

1- 4K0000 t hat Wherr exsomibing chatenval ddathen pREL@Rh d@@@fo"bg théhrﬁ)de
1805 as the encryption key to be set in the encryption device 101 (step
S33) . ShRE¥PLaes| dQVl@ﬁl{@lll%anse\Fé‘Ie BePs®NthEe HosrNaBALLR (P Y Haxe i s
bei ng focused on, is not the |lowest |evel (step S34), the encryption key
desi gnatPBACENNYNBDE gﬁﬂ@é@ttl&np\d@éér%%’eléznt’ﬂﬁ\}%ﬁx 8RB arBg e &hi | d
nodes of the node 1805 as a schedul ed focus node (step S35). However, since

al 19t he USANBd- HOBRS T ¥PLL AR KFode=459 l&r@%SPFHyHGa% quogﬁgw§%m%d

306 | udgaL CpPE et e HUH 8 iy e BDAI BCT BRBs oA = h A0 TR yet
dosi gnattdn rocesi et 5L L O DT eHY PET) SPLLST PR AG 40 Geti ¢ of
130008 es' Koot 2" sheiooer bk SR R e Heey el Yo be D& in
the encrxg%ggesdsxgcw%mSSu%sdt {0 seveg, SNGrYRIdion (kays, ate Stor ed

| at er encr tron group storage Unl e encryptl on devi ce

104, a”@oﬁ%%ﬂt'}ﬂef”% pﬁﬂé)'%u%% gh?nf@%% ltkey ol Q%ntehgngﬁz?ate %Pltt'e% uni t

204. Furthernore eac encrypted cont ent I's gen

encrypt LaniYsi pgreagh gASkYPbbon key is recorded by 10 the output unit 206
on the optical disk 102 together with the key designation information that

is used to deshgnalEl dbhendeeiaRtine’ keyalbakt CORr asRonds: 16h eaehtengr yption
key, and encrypted content. As a result of the assignnent by the decryption
key processing executed by the key information updating unit 304 in
the key setting system 104.
15 When the invalid terminal designation unit 303 has
designated an invalid terminal, the key information updating unit
304, has the invalidation information “1111” in the key
information stored in the key information storage unit 301 of the
leaf corresponding to the invalid terminal show that that leaf
20 is an invalid node, and then performs the invalidation information
updating processing to update the invalidation information
corresponding to the nodes in the key information.
Fig. 12 is a flowchart showing the invalidation information
updating processing executed by the key information updating unit
25 304.
First, the key information updating unit 304 focuses on the

level in the 4-ary tree that is one level above the lowest level

(step S$21). In other words, if the lowest level is level D, the
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15 determ ning unit 305 of decryption keys to each term nal, none of the
decryption keys that corresponds to the seven encryption keys is held by

any of thad®iPisials 1, 2, and 7. Furthernore, the other tgrjmatssare
assigned one or nore of the decryption keys corresponding to the seven

encryption keys. 20 Consequently, after content has been recorded on the

optical disk, |02 according to encrypti processi ng using the seven
encrypt i 6% k@@r%@%tqwtﬁr%e‘ﬁ%gy@‘ ’{%u%%%t%rhtlec otP e perfor med
| i th ti K d _fr t he t inals 1, .2, d 7.
Furt her ror o, G (aim AR o MPERRSIO GE28 IR UimtdoRy BLFonebi bEblsi ng
of the content nornqllx. Four%h Eggp i ment ghe foblomﬁgg descri esﬁg dat a
pr ot ect i THC 551 8 TR PG ATht 89 R5 039 628576 P 5 P62 B3 L ERbbdi ment
h i naf t "f t h dat tecti tept), wth f_the d i o
he. dat 2 bPSEEGE] B YAl SACT00 SHSWT TOLRG ic LoV ERbom Rrt'™ ERABH Lol

di sk 10200, yheh e, SRGEYRLLOY dewl £6.0. 100, Lacords, epctypt od gontent.

. n
and “whi C%'I I sTarstri ecrypti on del ces (0] IS a

DVD- ROM a1 - 1016, 14 K& £ SNV LI 4e gt he, ft‘?l‘ég:t %@%?E%@P%ﬁé%%koggﬁggﬁgbPaéhQOt h a

prerecroded recordi ng medi um such as are medi um such

as a_DVDRAM 0l 61 (cBeraRt bfidha sk 10241 Bnagnt e sficodable prdium

10 In other words, 1n contrast to the optical disk 102 that 1s recordable,

in the fauid daka Prabesiion s¥st eAuREIL Al itREOEABRI L b dSs F 6605 Hgd by the
system side. The user has the term nal encrypt arbitrary content and then

record tdves oGy Bireeh epBteMtl @ Hh@oRBkkCAb1 8t Ske Hignbelher rehei Hegtids able
to 15 distribute the optical disk 102. In addition, a user of the sane

t eni nalngdeanothar ihebnidahogan, Usgot hieiv¥al £d MR |t andethypt i angl uge the
content recorded on the optical disk 102. Note that here the description
f ocuses mud*he fraad unesy ofintthembauninh datiatphot eahi@n Syst emnkbat afe
different to the data protection system 20 100, and omits the simlarities.
Fi g. 22 iirsvan cattidmel rofo it iconsifr udtd drocafs triweld owddo”dat a protecti on
system of the fourth enbodi nent of the present invention. The fourth data
protection syftfamr asepltdin the Fey. 1i220rm3t 26n cpmiadsed of i &t 30dy] ddse gnat i on
information recording device 1501, a plurality of user data encryption
devi ces Whethamdlhe) clBgZat dorsE2Aevelphar Ahet iioghedéciypelonidevioes
(termnals) 103a to 103n, a key setting system 104. It is assuned that, for
exadfpl e vayss A@vel 0 (step S23), and if not, focuses on the level one
above the focus level (step 24), and repeats the processing at
step S522.
In the judgement at step 323, the key information updating
unit 304 repeats steps S22 to S24 for each level until the current
20 focus level is the highest level, and ends the invalidation
information updating processing when the current focus level is
the highest level.
As a result, the invalidation information for all the nodes
in the 4-ary tree that are reached from the leaf corresponding
25 to the invalid terminal have a value other than “0000”.
The following describes key designation processing

performed by the encryption key designation unit 306 to designate

the encryption key group to be set in the encryption key group
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f4' O (12107R-119 PCT/ JP02/(1311;; key setting system |04 and the key
designation information recording device 1501 are used by an organi zati on

t hat manages)eeaysi ght protection, and the term nal s are uygqdiphyogenera
users. Note that the decryption termnals 103a to 103n are the sane 5 as

t hose shown in the first enbodi nent. Furthernore, all or sone of the user
data encryption devices 1502a to 1502n may be provided in the sane term nal
as all orteome omithd0detrnyphe encdewitdes do3aceol Ab3mitan tther imvelidhe key
setting system 104 in the fourth data 10 protection systemis basically the
sane as tdaeinal tife deisdgnadesoly et , 1 bial théedmdme lsgae tgaattponarit
functions., Specifically, in the key settlng system 104 in the fourth data
protecti%ﬁ3§V§iéﬁﬁa§ﬁﬂﬁ&ﬁqﬁ}%%%ﬁfgogméﬁ&opréé §PeukBYr eNERTRAT EAN e
terminal is corresponded jn advance with a |eaf in the fourth 15 data

pr ot ect i YiF&YRA B LR EFYpt H s ey TaBAGE S g & 00 @adh PErkRnaPt htler di ng
to the ke aSSI nt processing shown in Fig. 10. It is supposed here that
if an a arget terminal is a decryption termnal that a decryption
key group is m nal assi nnent tar

t
termnal is aﬁﬁéggqgolaa?agﬁéﬁﬁ ?ﬁ?éﬂ“ﬁgJﬁ%geythséﬁné &P?p?¥%ﬂe§§bn%roup

that corre nd to t.he decr t|on ke roup .S assi t he term nal
Not e t hat™ et(fqot ey sett elnegncsy‘y %ecgeer Y rﬂL %OOL({)puts i nformation

h h h d d
EhZHZa?“?nttﬁFﬁ?%?&%”%ﬁ?%?s‘??%ﬁ‘?E O CorDanal AU A g el o

conveni ence, I'n this our

embodi ”Etﬂ{ tod > ?15§H§Brg1%ﬁ‘€§nttae‘%lo nt Phe USEY factrae NGLYBLLAD ey ges

1502a to 2n IS provi e sane ternln as tHe sane respective

deq@yptlgﬁécygg efﬁggﬁ 9,103n. Furthernore, corresponding encryption keys
71 O W2/ Urs8- tI9 PCT/JPUZ/(lSO ~ and decryption keys are assuned to

have t he same Naltue ¢ hEUSCaUt dY ke§a88s i @rat Nah haltdS08 Kede A @BPthe
consi sting of encryption keys and decryption keys that has been assi gned by

the key i rSaestion b rdd advaneekegndnkobas fbhost §haYe ngnihesdr
correspondence between the key group and the node in the 9-ary tree.

Fur t her e, tHeh@okeybeehti Bgcaystiesn 10thd Tddie hedikt htdayadpe otiesthon
system has a further function of outputting the key designation information
show ng torereori sTare ieralypizitdonk eps t2@ndesegnas edhas ehe esnvd L odat hen
invalidation information updating processing (see Fig. 12) and the key
degisgnatiindio qradciess o Ag hiestec ks gode3)stwireA3RN, opet afitdrera ds bhea tkatying
designation information recording device 1501. For exanple, when there are
no i nvalirdalgrdatnars, thet ey desidpritdratdnf ortret | orelier Vit K000 Kewnl vy .
corresponding to the invalidation pattern of the focus node as
the encryption key to be set in the encryption device 101 (step
S33). Only when it is judged that the level below the focus node
20 is not the lowest level in the tree structure (step $34), and when
an invalid node exists amongst the child nodes of the focus node,
does the encryption key designation unit 306 prescribe all the
invalid nodes as scheduled focus nodes (step $35).
If it is judged at step S32 that there is no invalidation
25 pattern that matches the invalidation information, the encryption
key designation unit 306 judges whether the level that the child

nodes of the focus node are on is the lowest level in the

tree-structure (step S36), and if so, designates the encryption
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15 The key designation information recordi ng device 1501, which includes
har dwar e capabl e of recording data to an optical disk, is a device which
has a fungtg @m7@fior ecordi ng key designation information i nguit,yfop@s0sthe key
setting system 104 to the optical disk 102. 20 Furthernore, each of the
user data encryption devices 1502a to 1502n has equival ent functions to

those of the encryptjon devices sho in_.the first enmbodi nent (see Fig. 2
. HowevefeYs 7 ; Ac&f‘? Fhedt ]scf(?loggéi %Fttgle EORPENRLAR P hRE éé]ﬁf‘eﬁgeg )
st orage uni 201. In addition, the content .of the encryption ke rou

st or age g%a%rﬁ(qrrfb??qr?%%ttgn@?p]ﬂv lé;&eﬁ%ﬂﬁ Lop® & I%rlo‘?ﬁ tkﬁéfysagﬁivep
descri bed key setting system 104 and. hel the t inal, and information
showi nge?%es%%r%%sb%%d%‘%%]éy%%%%e "~ eath fgg@)r/g/spﬁ%nﬁﬁy' and the 4-ary tree.
The encryptio ey, used in the_encr Lbon .72 WO 02/,078-41 .
PCT/Jpozygsosg&%flytt he JONPsst a_l‘%efxg?) ? %?ﬁe%hapty tt}hee?l?élfle%%??}p?%ncﬁ tf 204
”0”3th?n&ﬁ’{sdoglf”%H’@effo%%'}erna&deof‘ayé"5n29% 'n%tseclhee(:tlecgveais 3 LSyl t ﬁé an
encryption Key selection processing described |ater. ur'%ernnre, F e

out put U%{;éﬁ%&%‘?%fﬁesﬁ rt‘lo%h%g‘i%y3§6d§é{9”ﬁi Qhd %fh(lgr&f‘hiaB@sththe

opti cal but” i nstead records encrypted content an e encrypted

cont ent ke (a4he apid cal dikgdas Fthersmre. sach ofgf he user data

encryption devites 1502a to 1502n have a further function of reading the
key desi gnati off d& igfeqidmaisison sthat ahassbeensF ecorded, by bheekeyt nhas
designation information recordi ng device 1501 fromthe optical disk 102,

and per fi9ddh RA R ¥RhtOPh& el el eaki 981 HF QRS Fokst Rodel B ttnkheogast ypti on
key for use in encrypting the content key. This encryption key selection

progessi ngvé B, priosesstigpf Don Vies | faeaggdst ihe hnforsmei pndgbowngrhbe
correspondence between each encryption key in the encryption key group

st orage thudte 203 ard; tdvhathdes: et usheokey desicghateonoknbeenatfoonseand i f
t he sane node is shown in both pieces of information, selecting the

encrypt i an yegy (shap 66P) esapoadst tthearwatreodey, anelv senthngdhen20nsebéct ed
encryption key to the key encryption unit 204. The encryption key sel ection
pr ocessi e issheidulleaf otvs trivelgy deespi B0 f prargkkettirng o déer ypdgemenn t he
decryption key selection unit 213 of the decryption device 103a shown in
the firsprerodiment Spaci¥izal ly, when encrypting content with the
content key 25 and recording the encrypted content to the optical disk |02,
eadt? of the udarrtdENEifor ¢t FEAPJRYY ced1eIb02al 6 o) UBDXh thad dhphRcaron of
encrypting the content key using the encryption key follow ng the key

desi gnat®®re Gt fist iforUce 8oAGEI T NATL A e cee orPadie Tostisesl opavetwehe

u2/u78~19 PCT/Jf 02/ u3uss | , , : .
encryption key designation unit 306 ends the key designation

processing.
As a result of the key designation processing, all the
20 encryption keys designated by step S33 or step S37 are output from
the encryption key designation unit 306 together with the key
designation information, and stored in the encryption key storage
unit 203 of the encryption device 101.
Fig. 14 shows encryption keys and so on in a state in which
25 there are no invalid terminals, supposing that there are only 64
decryption devices. In this case, the encryption key that is
stored in the encryption key group storage unit 203 of the

encryption device and that is used in encrypting the content key
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di sk 102, and recording the encrypted content key on the optical disk 102.
Consequently, according to the fourth data protection system the nunerous

t er m nal sy¥h9§8 fecryption key and so on have 5 not been expRPeshzoannot
decrypt with a aecryption key that has been exposed from another term nal.
The content can be encrypted and recorded on the optical disk 102 so that
it can be correctly decrypted in the nunmerous term nals that have

decr ypt iidn rREPS diRGt CRAGENRot ObEBA eRpdSeY. 18k <Sppl &g anFcmEEIWNs> The
data protection system of the present invention has been described based on
the fird€% 8 164PPn ettt dhdthe RBCHYRSLRD KAV ehtd b &fReNdshi t ed
to these enbodi nents. Specifically: 15 %1) The ntent shown in the first
to fourth &RfodErEnPsirs %?He@?péﬁﬁﬁﬁda o pﬁéKQﬁBQ°but isnot linmted to

bei ng so. The content may be a conputer programor other data, or a
conbi nati on oflg'cggpﬁ?%¥sp?%@r%ﬂﬁ Pt ﬁfgﬁiﬁngnﬁovPBeb”d? 49 ie. (2)

The_d t devi 1 in the first to.f th 20 enbodi ts h
opP oGuETIGR DAL SBTHTL PopPolbey R ERCERt. Bt THBY° )0 et S Have o

functionn?f_% t%%tting.deCBg%H%gqcontent to an external device. (3) In the

first t8"tHird enbodFmat's encrypted content is . recorded on the opti cal

di sks 102 andydistoibuLedho; 110 dael ¥RY AN 2B PYLERS, . HouRver.. bay des

distribution on a recordi ng medium I SO posSSi ansmt cont ent

via a w.rel or.\\wiJ.ed t.r . SSi: +:\hen ; ient | ich
cont ent Oifs ?' r%%ns r%b\t%t\%dqiletsscgj}wdil-l%&ﬁ%% t(si%é%\ﬁml I%%rrf/o?g%%glogggoﬁlg dé%}fl% Sged, it

i s necessaryskQhqt hg oM Py Ut 208 1idh LR eack ¥ptionsevige il 1t have

har dwar e that has a conmunication function, and to transmt encrypted

conpent stbhageNGRYPIReh CAMLRhvKeY dadRdnt Ner kaNa HESE Yrakhen &hf ORI on to
each decryption device 5 (termnal). Furthernore, it is necessary for the

obt ai ni ngownich 2Akkd1n 2 heaviacs yPt Fenadeve cauABda and tolham vdagrRticen
devi ces to have hardware that has a communication function, and to receive
information a node 1102 on level 1 having a relative number 1,
and the invalidation information of the a node 1101 on level 0
having a relative number 1 becomes “1000”.
15 The following describes, supposing the above-described
situation, based on the example in Fig. 15, specific content of
the key designation processing (see Fig. 13).
First, the encryption key designation unit 306 focuses on
the node in the highest level, in other words the root 1101 (step
20 S31). Then, the encryption key designation unit 306 refers to
the key information stored in the key information storage unit
301, and since the invalidation information “1000” of the node
1101 matches one of the above-described eleven invalidation
patterns (step S32), designates the encryption key 0-1K1000
25 corresponding to the matching invalidation pattern as the
encryption key to be set in the encryption device 101 (step S33),

and since the level one below the level of the focus node is not

the lowest level (step S34), sets the node 1102, whichis an invalid
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and obtain the encrypted content, the encrypted content key and the key
designation information. Note that the transm ssion 10 nmethod nmay be, for

exanpl e, QAniksMhi ch the encryption device 101 records t gp@EypasaidsNg
mediumin a server that is connected to, for exanple, the Internet, and the

decryption device 103a and so on receive the content of the recordlng
mediumvia the Internet or the like. 15 Furthernore, the recordi ng nedi um

used whetPdh BB mERe il ARIEsnPEnthEs IPFEASAPHEeda Fsa eppl o @teds not

Ilnltedcgo belng an o tIC%HQdISk but may be an IC card, a flexible disk,
magnet i ¢t e, N 1ike. (4) The nethod of deternining t he

i nval i dati on tern 20 respondi to ea 0 n the ke infornation
shown in the 5@% lféﬁﬁéﬁggént £§C§|{$# %g§%hﬁﬁé3tﬁoPse?a%%h% duigd;

ossi bl e.to have, no other than the root not have, an n al ti attern
"o000", it ﬁn‘\%/?%%dgﬁgt ¥‘FlﬁvéaO.td degh Eotafteonay e N B L) YTy

d." 1110" f 5
Fig® 1o>€racrcmthwrké DB FSRRTI s ha R PR SR o 285 1@3@5392

embod: mit s e E0s VI 057 U $18 PO ShoDTUSORT | RvaTTdat BB er ns
are pre dgggg Eggﬁe%ﬂ_ggggjuy tree structure. However, it |s suff|C|ent

for the tree structure to have at |east one part that has a structure of at

| east three branghesyqidhOthar Woids &@ﬁ ;s PNty rm§eweaé 1885 06 | evel

5 having at |east three chil'd nodes™. e parent no Have three

branches.qy if A rRaRehes o rel Q%r%ﬂé ne9e§nheymaglghf£€éf§§ e NWET $H Of
branches, for exanple three or four, may exist in one |eve Furt her nore,

t he onuntyeyr efie" @SS nbdet, hend %‘i@l'ded@heqm\ﬂaqMéﬁrﬂin@Brﬁé‘Ehoﬁo‘jﬁ)dm’ the
4-ary tree is limted to being less than three in the first enbodi nent, and

| ess thagbt woné nnbbe tlhiopd nerhodisnesiie Bowewer alddife e i®ddn Al drely tree
structure the nunber of "ones" in the invalidation pattern of each node may

be |im tied/dld deasiort bantewas kessptdem) t ireed gner dsestet BaOrfotifon e 5) |1t
is desirable for the units used in decryption in the decryption devices
103a t o 1HI (Sfoww ririe spole dfingst ot ohtheatohihy enbadl dent on gk ttdwen WH t S
used in encryption in the user data encryption devices 1502a to 1502n in
t he fourthe emoadiptreen keybeoconstatudtredhaceorcdiypgibo deviakl Bl (step
tanper-resistant techniques 20 so that the system data and so on used in
deéﬁyptﬁ&@)andséncﬁybbﬁohevel one below the focus node is level 2 and
is not the lowest level (step S34}, the encryption key designation
unit 306 sets the node 1103, which is an invalid node among the
child nodes of the focus node, as a scheduled focus node (step
S35).

20 After step S35, since the node 1103 exists as a scheduled
focus node that has not been focused on yet (step S39), the
encryption key designation unit 306 newly sets the node 1103 as
the focus node (step S40), and returns to the judgement processing
at step S32.

25 Next, the encryption key designation unit 306 refers to the
key information stored in the key information storage unit 301

for the focus node, and since the key information “1000” for the

node 1103 matches one of the above-described eleven invalidation
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are protected. (6) The key setting systemin the enbodi ments outputs the
decryption keys determ ned when determ ning the decryption keys ( to be

assi gned #@ @aedyiberm nal and i nformati on show ng the nodedbypyigifae tree
structure to which the decryption key corresponds, the result of which is
that the decryption devices 103a to 103n hold a key group and information
showi ng the node that caorresponds to each decryption device. However, the
decr ypt iR i edSHEP 76 32 AR TH RIS PETE JBBSEYP30-D ety necki5aPP |y

have to hold the informati on showi ng the.node.that corresponds to the
decrypt i OHF FRHTCEE " EveR i e hé“a&&}g;% i 6H"8$€z?‘€&éoao Bt HG] daghethe

i nf i W h d h he d i i ,
| nior e on shwh g e, ods Lhey sorgsannds o, e, dscyon ey ces
d t t.h t tent .k d h ical disk,. usj h
dectyBl e SRS CoPLant chewT et dedoancthengpilegl gk using eec
th i L ght . bi.t f. th t k
el =, 6 e oy ovL e i 5 obhe head ol gbt bl 8 P poom gat ey

aut hent Lty gl 8961 vied 16081 el ke £aR P, Yer I Pdcnbassat Mocus

decryption vVice uses t ecrypted content o] crypt content only

when t he, dear vt ed cont enatksxehsfeehgsgt b (@De[pl ddie Tddft a@q@ég??ts

the content key, the decryption keys and the encryption keys are 64

but the gataymizePpdrddedeys is not linmted to being 69 bits, and may
be anot her nunber of bits. Note that in Fig. 16 the character strings

fornmed from aehanaciaf i itRg kB3t desibhgtnedeptb-tBsihg keyrhHf ormat i on
500, the letter K, and the character string of the invalidation pattern,

buti ot he deryrygasignaddyogrbnpot Rat i D8 dise Retcdyipited keg yhbspf of dBéa 20 (8)
In the first to fourth enbodi nents the content key used in encryption of
cont ent the eroinypteicbrusiang ey pitaradee)imiexX rESsath ashd: O etiee , but
besi des the content key, various data that nust be kept secret may al so be
encr ypt etharsipig thieeseneact yjdy am keygsrd2bg(&ynidret icrvahiedapt doal rdioswrat i on
updati ng processing, the key assignment processing and the key designation
processilig (itsherprmoadume kestsol LKA 0Bi0gs 1-1K 100D, amd 23N Kld0Ohe key
setting system 104 shown in the first to fourth enbodi nents nay be

di stributed 7Rotewhat XhG7ene19p POTh IR 2£03WSs t asnairtidnglbeyepr maresm f or
execution by a conputer or a device that has a program execution function,
ei ther rkedor degienaiipacot Af pEHEHP M TYL K8 WA WU toypeschf ebnrilrg cati on
paths. Such a recording nediummay be an | C card, an optical disk, a

f1 exi bl €M5 PSR gk R des oné e ke FhPhb ey 3 1de B P ¢ sAPEeT i Bradgradim i s
used by being installed in a conputer or_the |ike that then perforns

i nval i d&ioGs SiSGmat PBnt tp ditdend Dor bEE%%Fﬁ@Flﬂéypad%%‘?ﬁhnéﬁ@pﬁPo%’és@ ng and

embod Mot 6y SREBGERAAoTnal LR dritbr g anr <161 TRKE e B (R TRA T Bh
i gi ol Nt RE R EG ogn T 4T ey 4B cOmbbage ofe S it v TR HART Ut i ng a
0 BhL 2 e el 4nd AR ARt B 1t WUy JRLTANG MM and
encryption device 101, and is recorded on the optical disk 102
with content and so on by the encryption device 101.
Fig. 16 shows an example of key designation information that
corresponds to the encryption keys shown in Fig. 15.
25 In the example in Fig. 16 the key designation information
has a structure that combines a character string that is the node

ID in the key information 500, the letter K, and the character

string of the invalidation pattern.
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devices for reproduction and so on of distributed digital works. 78 f1'0O
U2/ f178~19 dains PCTIJPU2/U3I15S 1 . A data protection systemthat

conpri seq‘éhmg“p{ nore termnals, an encryption device, a@g/ /@0 yption
key designation device, 5 and protects distribution data that is to be
distributed to the termnals, according to the encryption device encrypting
the distribution data, characterizeq in that: each termnal stores a
decryption ke ofeotipaashgmettautdiwilgudlPpyln dhenencaymtian devbdrdilylto a
predet erm ned key 10 assignment nethod, obtains an encrypted distribution
dat a gré@&qq%&1%@%kﬁeeﬁeéﬁgﬁéﬁlPPohﬂfﬁéméﬁéP9p§F@HndevlEeg ah@ @%e@la
stored decryption key to decrypt encrypted distribution data;

pr edet erAtHER Kk 8y SKskh ghign ket Rel a5 edetraraﬁ%eoemnérg%%a%@ rFPBhaI
groups, which are groups 15 having two or nore termnals as nenbers,

that eadhTHRHEL e‘%%‘?%l% NE s ep Ryt of ke Pe]atg@m%e dhe h‘%‘qre‘ﬂ?ﬁ%l
groyps, and so that a Qg%atlons is satisfied such thabﬁ| Ey édh

t er fi nalCOgy &I Hat 2 ¥§Qf§¥ LB R HAIC S R RERHEP D e one or
nore of the term nal oup es.not_cQ 20 include and is

Conp! et &Y 1 HET LRV PG EoTRER torie it Fhsvh oY ?ﬂswsh{lﬂawsdfl&up © (b)
dech Jos e Bl S5 £ JLTUpIIANCKEXS, LAddtduaidd 1 Gort eppendence v LD

each termdf and eac erm fied term nar grou assigns to
each term nal the decryptlon key decided in correspondence with the
termnal and all decryption keys decided in correspondence with all

term nal.pi-Qups ithab ¢ RelHde e bakahral . 79

10 The following describes in detail the procedure for one
decryptiondevice 103n for decrypting and reproducing content from
the optical disk 102. Here, encrypted content keys generated by
encrypting using the encryption keys shown in Fig. 15, and the
key designation information shown in Fig. 16 are recorded on the

15 optical disk. Note that the decryption device 103n has the same
structure as the encryption device 103a, and only the content of
the decryption key group storage unit 212 differs. Here, the
various units of the decryption device 103n are described with
use of the reference numbers in Fig. 2.

20 The decryption key selection unit 213 in the decryption
device 103n reads the key designation information from the optical
disk 102 via the obtaining unit 211, by referring to information
showing the correspondence between the decryption keys held in
the decryption key group storage unit 212, for example the node

25 ID and invalidation pattern corresponding to the decryption keys
in the key designation information, and the key designation
information, and selects the encryption key designated in the key

designation information and the decryption key that corresponds
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'O 02/078-119 PCT/JP(12/113(1Ss theencryption key designation

devi cedesi gnat esencryption keys, and includes: invalid term nal designation
means forwdegignavi ng one or nore termnals as invalid terpgmpysiosiRs
encryption key designation neans, when all the decryption keys assigned to
the termnals, other than decryption keys assigned to the one or nore
invalid termnals, are prescribed as valid decryption keys, and supposing
that a proédgutBvibtdaklertRaid < 495 ghedadd i dndehgpicsniskegyelecter the
nmost termnals to which a selected valid decryption key is not assigned is
repeat e it APCRYPL I nkAHl SOREPEPPBERNGs $iogridie e Wt ken vigyd dEkeyption

key, for designati encryption ke that respectively correspond to all of
the val i%?fd’e\éﬁgf;ﬂpqri E%y IBRAE THAD ‘é?bgéél?’e%‘f%'éﬁ%%s hhesqlaghed decrymtion
pr ocedur

e; and the enpcryption device includes: encryption neans for
encr yptil?f“gygirgf“rmﬁt eo‘?gﬁﬁtilaorb SYUBERYR| TP RG taf |2 t R HEVG§Fat bY

G St bUTT Bt A OGP afa ofPpUOE o e Gt e %ﬂ&iﬂ%"éépiid

di stributi dat ._.2.. .The dat t i St f ima1, erein
the. pr edet G ea" Reyt Basiirimnt Re R P Grdicy e T oPReE 23 HE= 6205 m ni ng
ft 1 t hat term nal. grou xi.sts,. that conpletely, includes
?he S[Hﬁgﬁ%f%ﬂﬁﬁﬁ%é%ﬁfﬁh%egﬁb&%rf gﬁécgogﬁﬁa “g§"r Pg??Bﬁéhﬁﬁr?%gga 131 ed

such t el AIBe R LALL! Y1 8] J&1AY 1Ble ERYHBIbRNLY [ NA R ALY Yool ntgrm nal
groups that

procedure, for example, if the decryption key 0-1K1000 is included
10 in the decryption key group storage unit 212 in the decryption
device 103n, the decryption device 103n uses the decryption key
0-1K000 to decrypt the encrypted content key that has been
encrypted using the encryption key 0-1K1000 on the optical disk
102 on which the key designation information shown in Fig. 16 is

15 recorded, to obtain the content key.
After obtaining the content key, the content decryption unit
215 in the decryption device 103n decrypts the encrypted content
that has been obtained via the obtaining unit 211, using the
content key, to obtain content, and reproduces the obtained

20 content in the reproduction unit 216.
Note that when the terminal 1 is the decryption device 103a,
the decryption device 103a holds only the 22 keys shown in Fig.
11, and does not hold the decryption keys 0-1K1000, 1-1K1000, and
2-1K1000, therefore the decryption device 103a cannot correctly
25 decrypt the encryption content keys recorded on the optical disk
102 generated by encrypting using the encryption keys shown in
Fig. 15. Consequently, the decryption device 103a cannot

correctly decrypt the encrypted content recorded on the optical
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V1' O 02/ Urg. ~19 PCT/JPI 121030ss shares a sane term nal group as a nenber
with another one or nore 5 of the term nal groups does not conpletely

i ncl ude agg ohg74919s conpletely included in the other one ompciprehsi he
term nal groups. 3. The data protection systemof Caim2, wherein the
predet ermi ned key assignnment nethod further perforns 10 the determ ning of
the term nal groups so that each termnal group includes three or nore

t er m nalssds enbers Q%ﬂTQ&)9?W§PQ#GFEFH@n%Pn§F@Gp exi sts that contains
three or nore termnal groups. 9. The data protection systemof Caim 3,
conprising: a key storage device that, 15 when it is supposed that each
termnal is cgrresponded with a node on a lowest level in an Nary (N being
a natura equal to or greater than three) tree structure having a
plurality of hjerarchies, determ nes, .for_ each node other than the nodes on
Phe Tovest 20 80t 1 BURGEat § EPar EESE aLT o i Eo RS heerBhe of N
nodes that are.reached fromthe node arent node),s that.are conbi nations
of Puo G H5TE 18P CReRPFGULLTTHLY e e tHe Bha ‘6f The N hodiRSSSTtr § hat

i ncl ude i nat,i f 1 .he .N n i des .anci ndi vi dua
decryptf%%%ﬁgg % 4-g ht&%%%ﬁ%%ﬁé%%iggc%%gﬁﬁggﬁ%n%pzftgéﬁ and stores each

or ea

dect et e VB O Kok SRERSSRUENEBPULUDLLIE B00BCLAY an', ey

node i n (& iQwest | @¥eke yaids Slnat Mn 9r0eiski8ylly tHeTEAROZEY308Skey

designation unit 306 an encryption key corresponding to one

10 invalidation pattern for each of the fifteen nodes on the path

from the root to the leaf that corresponds to the invalid terminal

(excluding that leaf) is designated. As a result, 15 encryption

keys are used for encrypting the content key in the encryption

device 101. At this time, the encrypted content and the 15

15 encrypted content keys, and the key designation information are

recorded on the optical disk 102.

Furthermore, if for example approximately sixteen thousand

(=4") of the onebillion decryption devices are invalid terminals,

approximately 131,072 (4'*(15-7)) encryption keys are used to

20 encrypt the content key in the encryption device 101. In this

case, approximately 131,072 encrypted content keys, and key

designation information are recorded on the optical disk 102.

Supposing that each encrypted content key is 64 bits, in

other words 8 bytes, the 131,072 encrypted content keys total

25 approximately 1 MB. Therefore, the total amount of data of the

encrypted content keys is sufficiently small in relation to the
capacity of an ordinary optical disk.

The following discusses the overall data amount of encrypted
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a decryption key determ ning device that executes the predeterm ned key
assi gnnent nethod, and that determ nes the decryption key group that is

assi gned @ paedyiberm nal, determ nes decryption keys to be@fshgnes to
each termnal, 5 the decryption keys being (a) from anong the decryption
keys stored in the key storage device in correspondence with each node on a
sane path, the path being a path fromthe node corresponding to the

t er mi nalCYH Y He Heoikesitn IGAAES Bl KHGE YOR 10Re 1i greSormedel axBRUUEHg t he
node that corresponds to the termnal, all of the 10 conbi nation patterns
that i n@WHF Lhiddehdfatof st e/t BERRA M thode on the same path, and
(b) the decryption key stored in the key storage device in correspondence
with the termhal ;fv%%? SN TR 48 APREPN§riotip s ShEWRY 8 DnéNCos BieOS1ng
correspondence with 15 the conbination patterns, and each . termnal group is
5 gr oup WHH 6N B AN ARPEOA LTS ERGY (b i haP§ ARG FEapBHEST & THT1: Fodes on

he | evel hed f 1 the conbined_nodes.in th
Cor PespOIIY: Lt NAL o JREe: VAR, RE"BACPy Bt OHCKBYCHERT hat i oh

nmeans, en t tree, 20 structure is s osed rescribes all nodes, from
whi ch anr]laoCE‘e ngﬁ tHe $oneStt A et (L:lrgérosr e%%%n@%cf%p%lnori‘ n}gea‘f i {ertfnal is

r eaChed.e@LSff'fe{}‘r’eg{é %o{‘%‘iﬁsotgggoﬁg%géﬁ?%ﬁg%x}’fééé’” Y 58k gnat EQ”u?%cg get

processi ng a no evel as a processing

node, and, reneat %HEyCBEEEHE”ﬁe%hPS A u%%%gzéagﬁsé%?%%oﬂr]?& ssing

until al |l processi ngtarget nodeshave been processe erein e encryption

key desiggpati I i i e ; S| t at a
e that has naroBeTR B 87 Th TR D (B PR een nr heen et and i o

pr agessidig tdhatodifdr Wiedn ar §ONMRHDat kantRakt 8Ll seXitdles ddhah nelas o a
conmbi nation that includes all nodes, other that invalid nodes, one |evel

bel ow t ke\gneass REy s alcgsé reedededasi gRatgs: i D desk R4 HFrdedmd haly
corresponds to the decryption key stored by the key storage device in

correspardsrise; ition t hen coNhenaki enapattdies ntotd) wheana ecandmatywredattern
does not exist that relates to a conbination including all nodes, other
t han i nwalntemodes]ld be approximately 7600 MB. This large amount of data

1s not practical.

15 (2) Supposing the same as above, if only one decryption key
is assigned to each node in the 4-ary tree that corresponds each
decryption device and leaf, and each decryption device has the
decryption key assigned to each node reached in an upwards
direction from the leaf that corresponds to the decryption device,

20 and that a method is employed in which content is encrypted using
each encryption key assigned to all valid child nodes that are
child nodes of all the nodes (in other words invalid nodes) that
are reached in an upwards direction from leaves that correspond
to invalid terminals. Here, the lowest level inthe tree structure

25 is level 15, the total number of encrypted content keys to be
recorded on the optical disk 1is approximately 393,216

(4’*(15-7)*3), and the total amount of encrypted content is

approximately 3 MB. This amount of data is considerably larger
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10 one | evel below the processing target node, designates encryption keys
stored in correspondence with all the nodes, other than the invalid nodes,
by the keyosh@rage device in the |level one |level below if peagrpheymsks bel ow
is the owest level, and if one level belowis not the |owest |level, newy
sets all the nodes one |evel 15 below, other than invalid nodes, processing
target nodes, and (e) if one or nore invalid nodes exists one |evel bel ow
t he procds®l nghehr gét Hrledahnd ProteRs ioRe I¥8tdm hePOwoifs tHist Phesebbhest

| evel , newy nakes all of the one or nore invalid nodes processing target
nodes. X ARNTHata protecti on system of C aim4, wherein the

determ nation of the plurality of conbination patterns by the key storage
devi ce for eac%”noéépéﬁéﬂﬁﬂiﬁéetﬁémﬁoaésaBﬂV?helfoﬁééy PaGefeGRERtifR tree
structure is, supposed, is perforned 25 by prescribing conbination patterns
so that]ﬁﬁthl%oggﬁth?gntﬁaﬁ?ﬁ?ﬁ1E%$?e§%oﬁdé196r§nérﬁﬁ af Woifth ndefbns of

e “modd (TR R BN CodPRERBS P SPOPUS BOMACe SEBAIEN e BEREL A ned 53
node (Pl S ot T Ot YRR b SheEE N Eys EntarhaN SoSWRERe R ( he

dovico 11 CRAREABAR BRI a nof CITb ABBed B 1HET ool SEBORF Cuén TAS (oo
That  oache b Rl T Bt B QBT A o oRetarEq i RENERLARERE ot 2D

N of thelgﬂeﬂeffxgegggle\'g%)g Qgckh&q%jgmgoﬁldkggéaﬁ%r?&?tbeyﬁ aeligwppdyare 10

reached fromt parent no storage device stores the

detgr m neideehyPld QN ckeY s ddb&PbEesPORABNES 1Y R%W&fp%reeafﬁ@éw&de) :
7. The data protection systemof Caim4, wherein 15 the encryption neans

out put s dHEOr EBSRONLENESa cH &Y 18AGR €PGE YRS | ON-day; Sle s gnat 88vE¥t Heac
encryption key designation device, encrypted distribution data generated by

encrypt idig esipihd e dashanat edrREYHT | Heksy trand oeRerypeben key:mode
identification information for designating a position in the tree structure

of 20 t hedwda tiriuresieoréwspangdethdy diha keybstayfagacdovicea vbitethe
decryption key corresponding to the encryption key, and each term nal

st ores tdfekelestypth@nekeydehatn hias opearailndi skt daald2y, 1asisi giied3aetaosgding to
the predeterm ned key assignnent nethod, in correspondence with decryption
keySnode s tiodedt afwpiing ¢ Aifdrtrmtdfonhef ehbeypode awrttemthiich 2t MB. detitypt i on
key is corresponded, obtains the encrypted distribution data group and an
encr ypt isowukdy dbdeatdensi faceatiiden abdfyoriratdeon thraupthahd idedhygptdatae
encrypted distribution data that corresponds to 84  V1'O 02/078. 119

PCT/ J PORX®IGICE 18 systtiesh 1edy ofodd e gamsienitc gibed imehér-mati on that is
stored by the terminal and that matches the decryption key node
identification, using the decryption key that corresponds with the

decryption key naode jdentification information.
Second embodiment

20 The following describes a data protection system
(hereinafter “second data protection system”) of the second
embodiment of the present invention, with use of the drawings.

The difference between the data protection system 100 and
the second data protection system is that the second data

25 protection system uses a plurality of tree structures for
determining decryption keys and encryption keys.

The second data protection system basically has the same

constituent features as the data protection system 100 in the first
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5 8. The data protection systemof Caim4, wherein the encryption key
desi gnation device includes: encryption key storage neans for storing the

cor r espong@iondoegs ypti on key of each decryption key that ipgg1$tpasefsdby the
key 10 storage device, the correspondi ng encryption key and decryption key

being different. 9. The data protection systemof Caim1l, wherein 15 the
out put by the encryption neans is recordin% of the generated encrypted

di stri bu@TRAA MR dP66pF bHS at! Feabt: ofBedaiareecorelilitd chedicenuanEa bach
term nal reads the encrypted distribution data fromone of the at |east one
dat a recdi el ng et ume S gﬁ&edlé%?@ﬁpsd%f’r@léﬁ%EP?ﬁOéthdité%eﬂtbﬁ?@‘éﬁrﬁét a.

10. The q?t rotection systemof Claim9, wherein the encryption peans

i ncl udes® ag%gnﬁﬁﬁ?ngtgﬁﬁéegﬁﬂQ?Q@ﬁan§%qqﬁPTxnﬁ%ﬁﬁ'dgF% ?%g?r}%téQQS
digital rk; a random nuymber neration uniit for generating the

di Stri bATOI RO TRaE G5 B SRAdoM Aery 4 EBREnte Qridtt SURSATUHPRE f or
encrypting the. caontent data, WO 02/.078.119 PCT/1P02/Q311sS using the
gener at eadlgedi sltfrf;: ru%r]ecoﬁcodghae gs%%z? IP&?,Qetc l&@@ﬁ’&?@ﬁ@y&@% UBhtRnt Gat a,

t he encrgﬂﬁjqﬂ:ﬂgﬁg§ generating an encrypted distribution data group by
encrypting %%e generated distribution data 5 successively using each of the

encryption keyﬁede%tggg&cgg bcy?s%{}%tf&?r YR, key dgasi Qaat i 9&9@(2@9@ and

recordi ng the ‘encr I'str i'on data group and theé-genéerated encrypted

cont ent : I dat C i i u ng e t i n
r eadi ng éggﬁégﬁbtgﬁfgonght%aﬁcthgﬁg%ﬂg%gfg%tggda?gggi%&?Fo%ﬁg%tgégroup

from ong;of Al keastyane /el 0g; redidurs ecsy Pkl ncgypt ed
distributiéﬁ&ggia, ang usi ng t%e f%sul%ing dis?P?bd{io%hggggnﬁgﬂde%¥£pt t he

enanypt et Soffantordahar 3661ds thkesdabadhift £ P ey et efd & MOy
further conprising: an encryption key designation information recording

devi ce fuy t1eeOofdéPgcenes ypbredskeNddagi gratisonni ey maid Lpidhadcgesh gnat es
the encryption key designated by the encryption key designation device; 20
each tergyg@am i1 udicvgver randama Nahefogenerad | ehturid doregenei@id ng t he
(procedures and so on shown in Figs. 10, 12, and 13) is almost
the same. In the key information storage unit 301 in the second
15 data protection system the eleven invalidation patterns
decryption keys and encryption keys shown in Fig. 9 are stored
in correspondence with each node other than those on the lowest
level, and one set of a decryption key and an encryption key is
stored correspondence with each node on the lowest level.
20 In the key setting system 104 in the second data protection
system, the key information generation unit 302 makes four 4-
ary trees, such as those shown in Fig. 17. Each of the leaves
in each of the 4-ary trees is made to correspond to one of the
decryption terminals 103a to 103n. Consequently, there are four
25 roots 1301 to 1304, and each decryption device corresponds to a
leaf in one of the tree structures.

Fig. 17 shows an example of four 4-ary trees when there are

64 decryption devices in the second data protection system of the
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di stribution data that is a random nunber; a content storage unit for
storing content data that is a digital work; 25 an encryption key sel ection
unit for weadjingnd he encryption key designation fromthe datgpesasei ng
medi um and sel ecting the encryption key designated by the encryption key
designation information, from anongst the encryption key group that 86

V4'0 t12]1 (178, ~t9 PCTIJFi)?/t)3t155 corresponds to the decryption key group
storedtﬁFQQRQt%ﬁgﬁégﬁ?anerein the encryption means encrypts distra. butian

data by successivyel,y using alJl the encryption keys desi gnated by the
encrypt i or keyd? Iﬁ@t&isgﬁafsd _%znf%&?\@g?fy%t?aﬁrueﬁ%d Pirﬁnsﬁé?EEB¥8dt%ot d
generate_an encrypted disiributi a group, and outputs e generate
encrypt e@a(}i (sgcthrei%uﬁirgn élai%a‘éﬁ%’ugglel;owfgé ggf’ﬁ?pjrrbt %ﬁ%yé?eﬁ?‘(ﬁfd ai m
1, wherejin the output according to the encryption nmeans is transm ssion 1.0
of the denerated encrypted distribution data group to each termnal, and

each term nal j t he trﬁn§g§ e y. I, St.ribut oup
and%decrypts gﬁgpgg%gﬁ%%% é%cryp éﬁhéﬁéﬁgﬁﬁéﬁﬁgﬁ’ﬁgﬁﬁfggﬁdk. gggg?%%
decrypt g%h%&%yald%t Ehig 2g E'Eij'. cey thad geten Bééndggﬂgﬁé&r‘aé&%&{rﬁ#ps for
use in decryption to be individually assigned to at Teast three termnals

that obtia) n SncIypla Aata ANk Jegf Ypled weigobt?d)n%r@%fgwt&@. fpf@en

conpri si ng: ecryption key setting nmeans for Vi etermning two or

nor e terdelathgird?Pﬁk%ysV}hi SPedl £i 84 PUPS t{}?é/if'lgftte"&x %cﬁ}?b%ib%r %9@'&@5
menbers, so that each of the termnals is a nenber o af | east one of the

t er m nal2-groupsik@ndo 23 9&obhat, ard@td onshikpoi ¢, satikhioed suckoidat any
of the term nal groups that shares a sanme terminal. as a nenber with

angpher 1oMe& o1 gyar e-okobbe, t er-TKalo 1gr oOupSKEPES, Not- 1&oWRNet ed y1 kowdalde and
is not conpletely included in the other one or mare 87
0-1K0101 and 0-1K0110. The decryption key 2-1K is the decryption
key assigned to the leaf on level 2 having the relative number
1. The other fourteen decryption keys correspond to seven
invalidation patterns “0000”, “0001”, “0010”, “0011”, “01007,
15 “0101”, and “0110” that show that the first child node is not
invalid. Specifically, the seven decryption keys 1-1K0000,
1-1K0001, 1-1K0010, 1-1K0011, 1-1K0100, 1-1K010l1, and 1-1K0110
are from amongst the decryption keys assigned to the node on level
1 having the relative number 1. The decryption keys 0-1K0000,
20 0-1K0001, 0-1K0010, 0-1K0011, 0-1K0100, 0-1K0101 and 0-1K0110 are
from amongst the decryption keys assigned to the node on level
1 having the relative number 1.
Furthermore, for example, the fifteen decryption keys
assigned to the terminal 17 shown in Fig. 17 are 2-17K, 1-5K0000,
25 1-5K0001, 1-5K0010, 1-5K0011, 1-5K0100, 1-5K0101, 1-5K0110,
0-2K0000, 0-2K0001, 0-2K0010, 0-2KO0011l, 0-2K0100, 0-2K0101l and
0-2K0110. The decryption key 2-17K is the decryption key assigned

to the leaf on level 2 having the relative number 17. The other
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Vk' O U2/ (178-t19 of the term nal groups, and PCT/JPII| 2/ U3USs (b)
correspondi ng an individual decryption key with each term nal and each
det er m nagotyenfgspal group; and decryption key group assi gpganpoeass for
determ ning, for 5 each termnal, the corresponded decryption key and all
t he decryption keys corresponded with each term nal group in which the
termnal is included, as . a decrygti on ke roup to be assigned to the

t er mi nalfOUFGeER.  FRETUBER QP i B7Y Rey Ut n§Ode¥F BeN of 1Y &k FHABL OMher ei n
tormt nalPGRouEe SO Tl & Car T nal Ooroay SRPITL. PRan bl aials i des
Such t haDId® it PEom15%6E Raian harShr s ditHie ¢he ARt AL by
one or EESIORCrd St er Thar cQPBuRE dIEL Rt Corpl dt ekfOTREr wre h Te ot
Com e o L a1 ol e 0 A, e sl 9o, 20 10

e€rein the
d ' k j - 1 N f th
Perm narton g e tle WU, PEVINL HARCLORR] SR Hn SRLCT MU ©f the

term nalipeas, JRIGLS. u 25520, LA Sodel ThoaLBEPUR. XLt 5 thdogent al ns

three or nore term nal groups. The decrypti rm ni ng vi ce of

A ai m 15, wheiai, o 88«00 W CoQ2kHA81L 18 AN If( 826R80b2S%nd 0-2K0110 are

from amongst the decryption keys assigned to the node on level
10 0 having the relative number 2.

Furthermore, as shown in Fig. 17, the encryption keys that
are designated (see Fig. 13) by the encryption key designation
unit 306 in the second data protection system when there are no
invalid terminals, and that are set in the encryption device 101

15 and used in encrypting the content key when recording are four
encryption keys 0~1K0000, 0-2K0000, 0-3K0000, and 0-4K00O0O.

Fig. 18 shows the encryption keys and so on when the terminal
1 is an invalid terminal, in the second data protection system.

When the terminal 1 is the only invalid terminal, as a result

20 of the invalidation information updating processing (see Fig. 12),
the key information stored in the key information storage unit
301 is “1000” for the invalidation information of the node 1405
on level 1 having the relative number 1 and “1000” for the
invalidation information of the node 1401 on level 0 having the
25 relative number 1, and the encryption keys designated by key
designation processing by the encryption key designation unit 306
as the encryption keys to be set in the encryption device 101 are

five encryption keys 0-1K1000, 1-1K1000, 0-2K0000, 0-3K0000, and
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the decryption key setting nmeans, when it is supposed that each termnal is
corresponded with a node on a lowest level in an N-ary (N being a natural
nurber eQMﬁhyH%4ﬂf greater than three) tree structure havipogusoliussal ity 5
of hierarchies, determ nes, for each node other than the nodes on the

| owest level, a plurality of conbination patterns, of reach one of N nodes
that are reached fromthe node (parent node) , that are conbinations of two
or nor e 0offKOREON nodes including the one of the N nodes, 10 and that
include a conbination of all of the N nodes, decides an individual
decryption keloter tbathtldetarelafar ot faei OACPHPEePR dpvice okl ark

deci ded decryption key in correspondence with the node (parent node), and
furt her to€of @S YAt i ARidA RS d8éryiR ildF key the fﬁC@@ﬂr@%g@mﬁ@’F@ét\qu each
node in the |owest |evel, and the decryption key group assignnment neans

det er ni S¥StEBcAYHt FBR RBYS €8 BROERsiYnelRf (PRI UETiiRe ShHeddYpti on
keys bei ng %a) f.rom anpng .t he decryption keys stored in the decryption key
set Pi ng ‘Redh€ ﬁﬁréﬁrﬁggﬁgﬁﬂgﬁ5e with each node on 20 a same path, the path
being a path fromthe node corresponding to the term nal on the | owest

| evel to a node on the highest |evel, excluding the node that corresponds

to the éﬁ“”@?%@b %.I tge conbi nation patterns that include a node that is
one | evel i Ce™50de on the same path, and (b) the decryption key

stored in 25 Lig decrypl);on key Setting neang,in correspendence w th the
term nal, wherern the term’™al groups have a one-to6-one corresp néénce W th

th L nati tarn nj-nal ' 9 VSO
i (1761 R0 pCR SRR ke FarBere S ot PR Tl BaPE O RRRIEAE Lond
t0;311 Redese0 r%@%nlcog’ﬁ%nlt% | Lhah ase B?a‘éﬂgdd%Q%ﬁH the conbi ned

nodes in the corresponding conbination pattern. 5 17. The decryption key
determ ni ng deWiCen oty G Mpkd cathar® Bykhendeses i Pati O oda tile cplawral ity

of conbi nati on patterns
it uses invalidation patterns whose contents differ to the
invalidation patterns shown in the first and second embodiments.
In other respects, the third data protection system is basically
15 the same as the data protection system 100.

The third data protection system has basically the same
constituent features as the data protection system 100 in the first
embodiment (see Figs. 1 to 3). Therefore, the reference numerals
used in Figs. 1 to 3 are used in describing the constituent features

20 of the third data protection system. Here, the description
focuses on the features of the third data protection sysﬁem that
are different to the data protection system 100, and omits the
similarities.

The key information storage unit 301 in the third data

25 protection system stores an invalidation pattern and five sets
of decryption keys and encryption keys in correspondence with each

node in the levels other than the lowest level, and one set of

a decryption key and an encryption key in correspondence with each
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by the key setting neans for each node excluding the nodes on the | owest

| evel when the tree structure is supposed, is perfornmed by prescribing
conbi nat iy op@tdsey NS so that each conbination 10 pattern ¢@hi@sH@EsS to one
of all conbinations of two or nore of the N nodes that are one |evel bel ow
and are reached fromthe node (parent node), and the decryption key setting
means stores the determ ned decryption keysin correspondence w ththe node
(par ent 'WsiGe)in fherdowpsd ded®ypti on key deternining device of daim 16,

wherein the determ nation of the plg%%gity of conbination patterns by the

key setting méan5N® drl ke ANAOHRCIXG IS - ShodBY 2AdRRECN st e Fevel
when the tree structure i s supposed, ighgerforned 20

e

conbi natdeo tisst fefisi@o ANRNY HalhecBB? Hat § off 3 e H%X)Sre;‘giﬁéhalsgg% one of
[ nbi i f . all N of th d d (N f the, d t hat

one | oval? BLeow iRt 3G IPBACHTPEBRLIRD RodR FPURent™ b Cibd tHe Koy
tti ,Or, th t ] d ti K i . d ith

Ehe o6 o8 ISar erte AGHD) 78 A ddo MU S chy SR TS et 1 Kbt

det i d ti K i i t.0. i ndj.vi dual |

gele s e o ke roune Lot n i e Lo R ndl gunl 1y

t hat 9b¥%'tfﬁe‘?:r?xfré@rﬁ§tg J3H3 Ay %déaﬂé{ﬂtan{o %s%bﬁﬁégggsgBﬁ%yj%@l%@ion

conpri sifng: A tefninal group detefm nation step for determ ning twWo or nore

ter i nal; gronas,; oy ¢hy 2L & BLAYER. M1y LAALbYO, PR JIRLe TENTNALALA AR

nenbers, so that each o e term _ I's a nenber_of_ t 1 east one of the
term nal grOUI%%nsé%e ‘El"yf)at thekel ahianshi Pei STﬁﬁéé sféed sueh { i&@py of

the term nal groups that "Shares a sanme termnal”as a nmenber w th anot her

ongoor make «@hdt:he drygn nat oghpups ~@doap~nots el et ghy 20 oopel uderand is
not conpletely included in the other one or nore of the term nal groups; a

decr ypt igadbulpey o€ 04 h eSRONERIICEh Waﬁ@ra%éwn@ Foirndh¥hdsil the

decryption key with each term nal and each determ ned term nal group; and
15 a degmypliicatkey gaouprassd gheeit esbepdear wdeh eradiindgle doheeattan
term nal, the corresponded decryption key and all the decryption keys
corr espaneed axtds eaghther deyal i rgfatne i romhdgehe tdei der ohhal 302 .1 ndtended, as
a decryption key group to be assigned to the termnal. 20

information that consists of one group of an encryption key and

15 decryption key in correspondence with each leaf is generated in
correspondence with each leaf, and stored in the key information
storage unit 301.

Fig. 19 shows decryption information that is assigned to
each node in the 4-ary tree used in the third embodiment.

20 As Fig. 19 shows, for example, five decxryption keys 0-1K0000,
0-1K0001, 0-1K0010, 0-1K0100, and 0-1K1000 are assigned to the
root, and five decryption keys 1-1K0000, 1-1K0001, 1-1K0010,
1-1K0100, and 1-1K1000 are assigned to the node on level 1 having
a relative number 1 on level 1.

25 The following describes operations of the third data
protection system an example in which there are only 64 decryption

devices.

The Fig. 20 shows a decryption key group 1705 that is
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20. A conputer programfor executing on a conputer decryption key
determ ni ng processing that determ nes decryption key groups for use in

decrypti apote@g1d ndi vidual 'y assigned to at |east three tperphadsnsd hat
obtain encrypted data and decrypt the obtained 25 encrypted data, the

decryption key determ ni ng processing conprising: a termnal group

determ nation step for determning two or nore termnal groups, which are
groups A IadE COR RBEEYPEEAT Heg ENTRL (Pegmigyall 18- COITPEFPIPLROBYSS as
menbers, so that each of the termpals is a nenber of at |east one of the
ter ni nala de86PRN LaYE1sd RatEncar B b2 F HYRMIYFHET $at§$BRQH RuEhathaiesny of
the termnal grou s that shares a sane termnal as a nenber with 5 anot her
one or % Vitt %RﬂlQﬂwﬂﬂ¥$Qﬁﬁes not conpletely include and is not
conpl etely |ncluded in the other on ?5 nore of the terpn nal gro%g
decryption keQ%EbPF€§§8ﬁ68ﬁc%@%ﬁﬁﬁnﬂb 88r$€§ﬁ6ﬁd¥ﬁ@gan29ﬁﬂFViaﬁ S1a®
decryptlon ke wth e g term nal, and each geternlned 10 term pal %roup
and %4 ety G HEY Ar dup Hs SPGHARRE STERTROPIAEPeF APnKRY, o7 ot I

I h Kk d h
Cor o paifed S 1 EICRE 9%%4@38%'88%6&%%”%&%1%@ Bk QP (85P ki drled, as
a_decr yptdon key, Oraup.d o.he, assianed 45 o.the termnal. 34 o Lecording

medi um havi ng st or ed ther&on conpu rogram for executng Of & conput er

decr YU I ey st sLUL ngprpeessl 19 dtthaaettf?ﬂ@ggme 1RSI L0 ckey. or oups

for use 1n ual'ly aSS|gne ree

terminals f;hat_opsahp %nqw@qu Sot g @l deekypbot WQL%o%dWeP-P}E'&MPt ed

data, the décryption kéy deterining processing conprising: a termna

gr?Up‘*ﬂiﬂﬂﬂdﬁﬁ'Qﬂq§kﬂ@of0b—QRb%b@‘“bﬂgKbb@loroﬂ?kéo§§fghﬂaé HEUPS. Wwhich
are groups having two or nore termnals 25 as nenbers, so that each of the

term nalg,d 8earJBERSH 1y 3L 1keastk Hange Ofy @Eoﬁ Y agbl?ﬁ@apcso tBBAL &9 that a
rel ationship is satisfied such that any of the term nal groups that shares
a same tergd R 1aved BERRGInY the 92elative number 1. The other twelve
decryption keys correspond to four invalidation patterns “0000”,
“*0001”, 0010”7, and “0100” that show that the first child node
15 in not invalid. Specifically, the decryption keys 2-1K0000,
2-1K0001, 2-1K0010 and 2-1K0100 are from amongst the decryption
keys assigned to the node 1703 on level 2 having a relative number
1 and being the parent node of the leaf 1704. The decryption keys
1-1K0000, 1-1K0001, 1-1K0010 and 1-1K0100 are from amongst the
20 decryption keys assigned to the node 1702 on level 1 having a
relative number 1 and that is the parent node of the node 1703.
The decryption keys 0-1K0000, 0-1K0001, 0-1K0010 and 0-1K0100 are
from amongst the decryption keys assigned to the node 1701 on level
0 having a relative number 1 and that is the parent node of the
25 node 1702. Consequently, the number of decryption keys held by
each terminal in the third data protection system is less that

that in the data protection system 100 in the first embodiment.

Note that the decryption key group assigned to each terminal
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WO 02/ (178-~1") PCT/JP02i 03USs anot her one or nore of the term nal groups
does not conpletely include and is not conpletely included in the other one
or nore Qf, hH@si®r m nal groups; a decryption key correspondener/osésp for
corresponé?ng an 5 individual decryption key with each term nal and each
determ ned term nal group; and a decryption key group assignnent step for
determ ning, for each termnal, the corresponded decryption key and all the
decr ypt bon they flesormdsiponderly wiehesmthiner Baal 3PSouks | atehedhino tihiee
termnal is included, as a decryption key group to be assigned to the

t er i nafecpypt Aodekeyporonrt ELATAER YpdétemlPnefugiRyg tieradngd mor &he
term nal sfor obtai ni ngencrypted dat aand decrypti ngt heobtai ned 15 encrypted
data, eBeRUfBERIRANICBAPERSFNGT BBEryptPon key group storage neans for
storing a decr%ption key group that has been individually assigned to the

term nal accofdf F§tleva Tsr Set B $1 A CIGNRF B IGHERY Ghetthb8 neeResystled dat a
obt ai ni ng nmeans for obtainin ncrypted 20 data; and decryption ans for
dec? ypt F%gr?‘ﬁ%r%b‘f%i ?%rbteerhEr%ég’edgﬁgeugpnbh%n%pﬁc‘?%éﬁs‘{grl@(f' 'dg’g‘tegﬂpt i on
keys, wherein the predeterm ned key assignnent nethod ( det ermi.nes two or
tor o t oFRF el G PRREERCAPE BISHAR L2aREUPAGT L o bR B L BErORal 5 as
menbers, so t%atn ch(gf then;eréﬂrggé%i f%gﬂ%g%%ge%f at Iﬁgsé onenpf t he
term nal grou 2, antt 5o A Fat’"aYr éf a |oﬁ§h|p | SeYACES PRE BT ifat gny of

the terilpal; §LOYRS N SHELERpRaUR A& PhOR's £8e8: JROPES Wcthally WO
to the key designation processing of the encryption key
10 designation unit 306 in the third data protection system, stored
in the encryption key group storage 203 of the encryption device
101, and used in encrypting the content key in recording content
to the optical disk 102 is the encryption key 0-1K0000, in other
words one encryption key that corresponds to the decryption key
15 0-1K0000.
Fig. 21 shows encryption keys and so on when terminals 1,
2, and 17 are invalid terminals, supposing there are only 64
decryption devices.
The key information in the key information storage unit 301
20 is updated according to the invalidation information updating
processing (see Fig. 12) of the key information updating unit 304
in the third data protection system. Note that the invalidation
information updating processing is identical to the content
performed by the key information updating unit 304 of the data
25 protection system 100 of the first embodiment. As a result, in
the key information stored in the key information storage unit
301, the invalidation information of the leaves on level 3 having

relative numbers 1, 2, and 17 is “1111”, the invalidation
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PCT/ JP02/ 030ss anot her one or nore of the term nal groups does not
conpletely include and is not conpletely included in the other one or nore
of the tgiguH@ssB oups, (b) decides one or nore decrypti opckay®/030ss
individually in 5 correspondence with each term nal and each determ ned
term nal group, and (c) assigns to each term nal the decryption key deci ded
in correspondence with the termnal and all_decryption keys decided in

cor r espéRderie tiiophof1tihe @ofienaf 0§rdupgsveRat hatinme t helabivermnkar 23.
The decryption term nal systemof Caim?22, wherein the encr_}ypt ed data

obt ai ni Agt rednd bt @i ¢id nivisd 18REA PP B AR IRN PéddihgotiRel Bhic Pypkeste ldat a
froma data recording nedi um 15 29. gge,deghépthon term nal system of

d ai m 23, S#EERIn & héCdatdvRed Ty redtiim Had % 'ecobBgd Y& G &y ypti on

cath t oA SRIPPNGE T HEIRASS Lo anln] RUTDe: PGUHERaF bR FEGHR Hgioes
o ng ar: 100026 EnE PR CPE R aGRL AT WS 29 CRar gp oo Ray %l ect i on
ecor di g WERT b “anGeCRFLE Hg i Eno-S1 or et YRt i Rey GO at

& 0/ 0 G BT 5051 TR ey by Dok L by "ERA Bnc 1 yat o fgpoer |1 9

designaﬁi@g J?i@ém?téﬁﬁnthe invalidation information of other nodes is

“0000” . Note that nodes whose corresponding invalidation
10 information 1s “0000” are valid nodes, and other nodes are invalid
nodes.

After the invalidation information updating processing, the
encryption key designation unit 306 designates the encryption key
according to the key designation processing (see Fig. 13).

15 The following describes a specific example of the processing
content of the key designation processing based on the example
showed in Fig. 21, with use of Fig. 13.

In this example the lowest level is level 3.

First, the encryption key designation unit 306 focuses on

20 a node on the highest level, in other words the root 1801 (step
S31). Next, the encryption key designation unit 306 refers to
the key information stored in the key information storage unit
301 for the focus node to judge whether the invalidation
information “1100” of the node 1801 matches any of the

25 aforementioned five types of invalidation patterns (step S$32).
Since the invalidation information of the node 1801 does not match
any of the invalidation patterns, the encryption key designation

unit 306 then judges whether the level one below the node 1801
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key data encryption neans for generating an encrypted data group by
encrypting the generated key data successively using all of the at | east

one sel eoigdrenaiypti on keys, and recording the 5 encrypt edk@y/ata group
on the data recording nmediunm content encryption nmeans for generating

encrypted content data by encrypting the stored content data using the
generated key data, and recording the encrypted _content data on the data

recor di Adafedpuds1n® fRKeBednCR He ERerifis o 163ed 6BEaP MRy nBaASS BtQi ns
the recorded encrypted key data and the recorded encr%pt ed content data,

the decriyist l6Neheans btal ey thet oY HERY vict G thE bBYaFhetfEhkr ypt ed

key data using one the stored decryption 15 , and each term nal
furt her REFAUdEES eﬁntté}ﬁ cgé Pm%%%%% st légﬁyap?t FﬁBeﬁng Hiof Hod

encrypted content data using the generated key data. 20 25. The decryption
t er m nal"o&lst i P 3gi)m 22, wherein the encrypted data has been

transmtted froman . .external transm ssion ice d,_the encr d data
obt gi ni ng nearzi\sccgﬁtdéinﬁsg?h% Eheryist BEd5t ]ag(% troeggfa)\r;i Rgerhe Se‘f%%%@tee dat a.
25 26. %Censcrrydp({(_}ison key designation device that designates one or nore
encryption ukeys 0 ‘be used in encrypting distribution data that is

di stri but ed b@g&%&i@;’éstépggﬁzgtﬁ% .él.ﬁéiésﬁgg%g{{plziu% :t) 96 'u\é#;eg%tt"ﬁ&lg

PCT/ JP112/ 03 ey setting r(a) determning two or
nore term - ' r i e i S
ﬂﬂsegaét ﬁgté%gﬁiﬁc\gghtﬁ’%eé r?oc%@'r&l%e_@a&’ﬁé‘ﬂ haWR x%}; f%é{t FEEB@&@Jée

menbers, e termnals is a nmenber o east one of the
term nal, g1QWRS.539), and since there are, focuses on the node 1802 which
10 is one of those (step S40). Then the encryption key designation
unit 306 returns to the judgement processing at step S32, and
refers to the key information to judge whether the invalidation
information “1000” of the node 1802 that is being focused on
matches any of the aforementioned five types of invalidation
15 patterns (step S32). Since the invalidation information “1000”
does match one of the invalidation patterns, the encryption key

designation unit 306 designates the encryption key 1-1K1000 that

corresponds to the invalidation pattern “1000” as the encryption

key to be set in the encryption device 101 (step $S33). Then, since
20 level 2, which is one level below level 1 that is being focused
on, 1s not the lowest level (step S34), the encryption key

designation unit 306 prescribes the node 1806, which is an invalid
node from amongst the child nodes of the node 1802, as a scheduled
focus node (step S35).

25 After step S35, the encryption key designation unit 306
judges whether there are any scheduled focus nodes that have not
yet been focused on (step $39), and since there are, focuses on

the node 1806 which is one of those (step S40). Next, the
65



5 and so that a relationship is satisfied such that any of the term nal
groups that shares a sane termnal as a nenber w th another one or nore of

the termpaly,Q5Qups does not conpletely include and i s notpcaiFpl/eled ¥
included in the other one or nore 10 of the term nal groups, and (b)

deci ding one or nore decryption keys individually in correspondence with
each term nal and each determ ned term nal group; decryption key group

cor r espaTURNIENEEN Sk Y cde s bspahdpngurst wBPR agéhnsr icnadiha hpudieemsmpt i on
key decided in correspondence with the term nal and all decryption keys
deci ded REPGTTIEhoHdertc® Wit al | t er ni nal gr oupst hat i ncl udet het er mi nal ;
invalid term nal designation neans for designating one or nore termnals as
inval i d term A¥P<, BRE SRR N Kew ReSidRet ypratingt ABansiswescaalet he

decryption keys corresponded with the term nals by the decryption key group
cor r espofftbendE M Otht Her T 4ERe eVt i o kEYee hhds e 1dFeHea bR or
SupBosi ng kst S 58 pricadl e BreBrechHgont RSt GYBHNOAH o ebct iR i on
A I RS PRI Cr i T S
o AP o S 1 LB A BT AETRE 905 P

vel 18 SeeIapLon keys bl pLs SEL 801 7008, SuErsuldy Ol Lheddr g0l S 27

predetery pad Keye BSSIANTRNELTBL Dogh HUTTNEEnRELEQL 06, is the lowest
10 level, the encryption key designation unit 306 designates
encryption keys 3-3K and 3-4K that correspond to the leaves 1808
and 1809 respectively, which are the valid nodes among the child
nodes of the node 1806, as encryption keys to be set in the
encryption device 101 (step S37). Then, the encryption key
15 designation unit 306 judges whether there are any scheduled focus
nodes that have not yet been focused on yet (step $39), and since
there are, focuses on the node 1803 which is one of those, (step

540), and returns to the judgement processing at step S$32.
Next, the encrypticn key designation unit 306 refers to the
20 key information to judge whether the invalidation information
“1000” of the node 1803 matches any of the aforementioned five
invalidation patterns (step $32), and since it matches one of the
invalidation patterns, designates the encryption key 1-2K1000
that corresponds to the invalidation pattern “1000” as the
25 encryption key to be set in the encryption device 101 (step S33).
Then, since level 2, which is the level one below the node 1803
that is being focused on, is not the lowest level (step S34), the

encryption key designation unit 306 prescribes the node 1807,
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the determning of termnal groups so that a term nal group exists that
conpletely includes the plurality of term nal groups, and so that a

rel ati onsQignaessmati sfied such that any plurality 10 of tepdiabosisoups
within the plurality of term nal groups that shares a same term nal group
as a nenber wth another one or nore of the term nal groups does not
conpletely include and is not conpletely included in the other one or nore
of the tehifhals grodpgalis npgde Weohdhgpchaa dkegdgese fridie owdgeVPe8 of
Claim 27, wherein the predeterm ned key assignment nethod further perforns
the det e?fi&i hghefuiaed feews mdyr bt sothat each terninal group includes
three or nore termnals as nenbers, and 20 so that a_term nal group exists
that contai ns Y#rflee tBF Sy RieGh haY Grogpet g unhle 388cHyasDRPREYET
designati on device of O aim28, wherein the decryption key setting neans,
25 when FEeTE Rfppsed Hpauiedt F 3d1smneses §%@6r%§§ﬁoﬁ8§d%ﬁFthﬁcgéﬂg on a

I t | | i N- N i) t I |t th
Lhrco) (PRO/St rLER S hhs ABS & HTEh SIS F ohi BoGreRsag) g Rogh gFbTT (han
i 12/1178.119 PCT/ JPU2/ S det erm nes,, for each node ot her than the node
Ion the | DURSt '8 1BVl ?lfqu%\olfreal ??%/ne%f ¢8hsi nat i on ggﬁt FHE YR GOk abhY one gf

N nodes that are.reached.f.romthe nade arent node) t hat. are

conti nat 1omsoBt i GR e By TR R hodee. frarla heptans SRt bR
nodes, apd, t hat, 'r%‘féi’gecoat o) ti'o%.'%i%fn ko2 a%,ggn'“l%%‘%sog%% dg5ean
i ndi vi dual “decryptron key Tor eac et er m ned Conbi nat i on pattern an

stores epghy daplded deerypidan.kewd Bocohigspondance: whhshbe padespar ent

node), and stores an 1 ndivi dual ryption
10 information %“1000” matches any of the aforementioned five
invalidation patterns (step 832). Since the invalidation

information™1000” of the node 1807 matches one of the invalidation

patterns, the encryption key designation unit 306 designates the

encryption key 2-5K1000 that corresponds to the invalidation

15 pattern “1000” as an encryption key to set in the encryption device

101 (step S33). Since level 3, which is the level one level below

the node 1807 that is being focused on, is the lowest level (step

S34), the encryption key designation unit 306 skips the processing

at step $35, and judges whether there are any scheduled focus nodes

20 that have not yet been focused on (step S39), and since there are,

focuses on the node 1804 which is one of those (step $32), and
returns to the judgement processing at step $32.

Next, the encryption key designation unit 306 refers to the

key information to judge whether the invalidation information

25 “0000” of the node 1804 matches any of the aforementioned five

types of invalidation patterns (step S32), and designates the

encryption key 1-3K0000 that corresponds to the invalidation

pattern “0000” as an encryption key to be used in the encryption
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10 correspondence with each node in the |ocaest |evel; and the decryption
key group correspondence neans corresponds 15 20 decryption keys with each

term nal , wihwedgasyption keys being (a) fromamong the decgypidi@nsKeys
stored in the decryption key setting nmeans in correspondence with each node

on a sanme path, the path being a path fromthe node corresponding to the
ternlnal on the | owest |level to a node on the highest |evel, excluding the
node th e%hﬁ?égﬁbdﬁgxﬁbs§ﬁé -t eFhERal S1BFF MVehe cokbichatifohDBat BERAS t hat
i ncl ude a node 't hat e | evel ' bel ow the node on the same path, and (b)
the decrypt ?%ij%ﬁm§%bﬁg§ i hlehel BeRPYPYi IFURHA St ¢Pﬁb“ﬁ§aﬁg ej howest

one- o ofErGhr 18Sisntnte T I Pa e Bolsy “%%ﬁ%%ﬁf%%%”tpia%aﬁ'ai‘% ]
L

oy “dosi Bot | oh Tetre Sorah -fa?crhdfi oS 8 BBl ph eferTELe et
PZ?ﬁfné{ﬂ?@s%%?h@%%%%Pw%“?ﬁ%’?@%ﬁg Serrphai Bl Bt M ndaes, -
and perfﬁgvéanﬁh¥thgpé§§¥Cg%§kgpat|on processing first with a node on the

hi ghest as a proc I ng target node, and repeatedly perforns the

encryption keydasi gRatdt Racesgt Paedibhbal bnRILCessE 9 &%H@Qﬁépave
been 5 processed, the encryption key designation processing bei ng

processig ReRi-ar SQIh RN R PEESS IMBlidat 88t MAdeEndt ded baRnt fetudag not
been processed, and being processing that (c) when a conbi nation pattern

exiigt s tdhat(stepbases) | Forudd £onbinaticr that il udesnalbls nades, (ot&er that
invalid nodes one Ievel bel ow t he processi ng target node, de5|gnates a

decryptisnp k,e)ﬁn'&jh_ﬁét@@rﬁs esPends; d@ydmentdecioyRikisangkey ey 8d2hy then,
decryption key setting neans in correspondence with the conbination
pattern,ttsd édrrwhehoa deybi dabignaphsdiernmidoe30 fiotredxirst thatheel lées to a
conbi nati on including all nodes, other than invalid nodes, one |evel bel ow
t he procesympttianmgéd nodge wihesihgiratbs encrlyiptd tarorkepsosmatedni*h0000”
correspondence with all the nodes, other than the invalid nodes, by the
decryptiah kég seedéngldanmatehelse bryeloR0 thwe hévebmbertownefl ohevé evel
below is the |owest level, and if one level belowis not the |owest |evel,
newdy sdirsvaglidatieompaéserns (step S32), and since it matches one of the

invalidation patterns, designates the encryption key 1-4K0000

that corresponds to the invalidation pattern “0000”of the node

1805 as the encryption key to be set in the encryption device 101

(step S33). Since level 2, which is one level below the node 1805

20 that is being focused on, is not the lowest level (step S34), the

encryption key designation unit 306 tries to prescribe an invalid

node among the child nodes of the node 1805 as a scheduled focus

node {(step S$35). However, since all the child nodes of the node

1805 are valid nodes, no new scheduled focus nodes are prescribed.

25 Next, the encryption key designationunit 306 judges whether
there are any scheduled focus nodes that have not yet been on (step

S$39), and since there are no longer any, ends the key designation

processing.
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one | evel below, other than invalid nodes, processing target nodes, and (e)
if one or nore invalid nodes exists one | evel below the 25 processing

target nqdg.,and;d f the one level below is not the |owest pcgy@laoine y
makes all of the one or nore invalid nodes processing target nodes. 99

02/ 078A9 PCT/JP02/ (130ss 30. The encryption key designation device of Caim
29, wherein the determ pation of the plurality of conbination patterns by

the decrypti ofSkey E88t+hgOkeatClf ofe¥adRSAgREEREI MHIFE IHETodeRV oM t he
| t | | wh the t t t i 5 i f db
b bscr | BIRG RGNy DA 34 DEPne ke "L BBROE B nds B ok o HOSO,

correspagnds, to an all conbinations of t .or re of the N nodes that
are one%r Iaﬁglgﬁﬁgﬁﬁxéﬂfﬁ%ﬁﬂﬁiﬁg FPOR?F%%PH6H§ Ep&RERYPhOER)IEVIGR t he
decrypti%q key setting neans stores in correspondence with the node (parent
node) atP'10 combi nation patterns determ ned for the node (parent node) as

i lidati t i pf tionthat i de .b ti I N
pr edet o1 m ned gFderh Balt TS TROW ROLMhATNE: SO of The NotodBe that are
reached LLamEiheanade CRRLETL 00ds) LR Sa508L of. cambLiati an.oand.al so

deci des an ivi dual decr 'on each inva i'on pattern

i nf or matingn r adivi I i Vil r ence with
| nfor menan 4 SET s ohReybadbKiuphedesiuat poy A0 QTS RaRANe

i ndi vi dyal; cdeggypti e ey fasbeen dectAedypabd the (eRGr YLy ORnkeY s

desi gnation neans, when the tree 20 structure i s supposed, Pprescribes al

nodes t@,@he%ra%eaeafr@r%wm@h nRAe OBabhehoWest 1 eVRly tBalccoraegRANAS tO

an invalid termnal as invalid nodes, and after designating, for each node

exebudi R@ et HELPALas 0N Joechovesodtavell, diBkal d datdtHeY Qnrmt £Ra tdat
shows whet her the N nodes that are one | evel below and are reached from 25

t he nodgeargniaftiahni dnnedrst i PerdheruTs st hee@Ned viplsiignakeyt e sdghaldtdion
processing, the encryption key designation processing being performed on
one progegsititgat acgereppdadat @ téaent kacdyas oot been phacesset;ptll)
content.
As a result of the assignment by the decryption key

15 determining unit 305 of decryption keys to each terminal, none
of the decryption keys that corresponds to the seven encryption
keys 1s held by any of the terminals 1, 2, and 7. Furthermore,
the other terminals are assigned one or more of the decryption
keys corresponding to the seven encryption keys.

20 Consequently, after content has been recorded on the optical
disk 102 according to encryption processing using the seven
encryption keys, decryption processing of the content cannot be
performed normally using the decryption keys exposed from the

terminals 1, 2, and 7. Furthermore, other terminals are able to

25 perform decryption processing of the content normally.

Fourth Embodiment

The following describes a data protection system of a fourth
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V~p 02/ 078A9 and bei ng processing that PCT/JP(12/030SS (a) when

i nvalidation pattern information exists that matches invalidation

i nf or mat iypg lﬁﬁuﬁpated for the processing target node, descgnaizasoan

encryption key that corresponds to the 5 decryption key stored by the

decryption key setting neans in correspondence with the invalidation

pattern information, (b) when invalidation pattern information does not

exi st t leaboskimends (hevalinddtiesn” frtskthataba destgabied $psteme) protEssi ng

target node, designates encryption keys corresponding 10 to the decryption

keys stéﬁﬁdcﬁyt@ﬁedﬁéwﬁW@ﬁlon key setting neans in correspondence with al

t he nodes, other than the invalid nodes, in the |level one level belowif

one |evel bel dW i hEafBweOHEAION s F9M 0AR0| fEIWbel Bwthe nbtr the

| owest | evel, newy nakes all_the nodes one |l evel below, other than invalid

nodes, [SFBOSEEIEAG - 1§hFaP§E%Cﬂ6d%ss éHHZ(%5WPFCQntPﬁv%P?HYHBH%né%?%%%eone
bel ow t he process et node, if the gne | evel belomlls not

oS! ondll e Do Gty YRR ARt ey Pd HBUEE b GABSET HEvTar Gt Hiflen. 20
gt S TR e R b R e R T e R ﬁ'é*n%@eesq or age
structurde ST Seda P TatBLl ot neatay i Sbet Pt RO eB P RRCI T FAHES ns <
Lag N ofi hdf%%”b' b D g AP B A R 4 Rl Fn by @ el N e o
are reaghedyramiie oade Gpasent 1node), (aad the kex-sharage,dayie, st ores

t he deternlne decr i on keys in correspondence Wt 4'

Ly o raecamesat el TP 0o st neryptin g e 1o
termnalig LUPHABINY, in the fourth data protection system certain
information is recorded by the system side. The user has the
terminal encrypt arbitrary content and then record the encrypted
content to the optical disk 102. Then the user is able to
15 distribute the optical disk 102. 1In addition, a user of the same
terminal or another terminal can use their terminal to decrypt
and use the content recorded on the optical disk 102. Note that
here the description focuses on the features of the fourth data
protection system that are different to the data protection system
20 100, and omits the similarities.

Fig. 22 is an ocutline of the construction of the fourth data
protection system of the fourth embodiment of the present
invention.

The fourth data protection system, as shown in Fig. 22, is

25 composed of a key designation information recording device 1501,
a plurality of user data encryption devices (terminals) 1502a to

1502n, aplurality of decryption devices (terminals) 103a to 103n,

a key setting system 104. It is assumed that, for example, the
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5 decryption key setting neans for (a) determning two or nore term nal
groups, which are groups having two or nore termnals as nenbers, so that
each of t{e hargiiwals is a nmenber of at | east one of the t@rmipadksi@soups,
and 10 so that a relationship is satisfied such that any of the term nal
groups that shares a sane termnal as a nmenber with another one or nore of
the term nal groups does not conpletely include and is not conpletely

i ncl udedk§ EREtSPHerSwHEDr Lhdr @ngt the kevnidRsipdubyy drformatppn

deci di ng one or nore decr g&i on keys jndividually in correspondence with
each terfSFRICERR S higtd 5§rdlrn'bi¥ala”gr°686;nl&é‘(§ll§’ﬁt tHATkBYNGEBED

correspondence nmeansfor corresponding with each termpal the decryption ke
ol Gon T e Byt O b Rk s oA Pareh o PO RATSAAY GRERBye
decided in corres dencewi th al lterm nal. groupsthat i.ncl ude theterm nal;

Cnvalid term Mt HESPENTRT O SYANS OFor S IBETURALING BRE P AEF & NP AlRal s as

i lid i nal s; . iop.k desi i , .25 wh 11 th
decryptih RETE SBrPBCHURAST bl Th TG TaRHal & By ERECHEEr St B RES gr oup
cor r espondence Ieans., gt sk . Lhen, desryplion deys assi gned to ks ope,or
nmore invali Srinarse are Preselived as valid &ecryptl on keys/ "ana¥

, . g b '
ol ot e Hityielley o AR ChAhar SEMROTE pdh et R LEh i ch

a sel ectgd, vall d gecryptiof, key is not . assigned is repeated until all
term nal s have been assigned a selected valid decryption key, 5 for

desi gnating engiyiid A KEYHNRE Y &SPettd \8)h 51 0eSPONGd ¢oaklnofiathe
valid decryption keys that are selected as a result of the procedure;

enary pt | O TEANSod 05y SREH YPL | BEst Be1 diySthiebyhinen datg successhyekyrysi ng
all designated encryption keys, to generate 10 an encrypted distribution

dat a gr aasochiisbott pubufeanshé £ outrput tsdde t heidBinerai-ad epchypieds.
distribution data externally. 33. The encryption device of Caim 32,
wher ei n dfediel @alt put ireans ddpules taxiesyaltlyn Rey destpearbapthnfi@eaati on
for identifying each encryption key designated by the encryption key
desi gnatpost areains, sysgetrhesumpd i nde hartca yptady dirger s b ¢ omreldtnawigi oup. 20
39. The encryption device of Claim32, further conprising: content storage
means f oradt deirmgnednt emo rdatsponivad is aalwingie ali thoxr Keaf in the fourth
15 data protection system, decryption keys are assigned to each
terminal according to the key assignment processing shown in Fig.
10. It is supposed here that if an assignment target terminal
is a decryption terminal that a decryption key group is assigned
to the terminal, and if the assignment target terminal is a user
20 data encryption device that an encryption key group that
corresponds to the decryption key group is assigned to the terminal.
Note that the key setting system 104 generates and then outputs
information that shows the correspondence between the keys
assigned to a terminal and the leaf in the tree structure.
25 For convenience, in this fourth embodiment it is assumed
that each of the user data encryption devices 1502a to 1502n is

provided in the same terminal as the same respective decryption

device 103a to 103n. Furthermore, corresponding encryption keys
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random nunber generation neans for generating the distribution data, the
distribution data being a random nunber; 25 content encryption neans for
encrypti Rgo hhgs¢pnt ent data using the generated distribut ponyeai@eas a key,
to generate encrypted content data; and output means for externally
outputting the generated 103 t1' O 02/078-t19 PCT/JP02/03(ISS encrypted
content data together wth the encrypted distribution data group. 35. The
encrypt ol deeFEePBion aAigHB2 alkhefefAM8dt He oldyst bhet healut plal Useans i s
recording of the encrypted distributjon data group to a data recording

medi um C2BSeTRENEAYy yREADh BRIV T2 bf NeLdP mA3Xeuner iR ERESHEEPDE K t he
output nmeans i s transm ssion of the 10 encrypted distribution data group to
each t ePRERAPLISY Koy ed PBEFSRTESY RS dHati BAS maTbaseharede’y fiat es an
encryption key to be used in encrypting distribufion data that, is

distri bﬁfaé(dsf%tﬁﬂgeéyﬁ?:eﬁoﬂg‘lté’? n%/‘ﬁ‘é?%?% i SHREmaE o M Toup

determ nati on st for determnpjng two or nore term nal groups, which are
r osps. ABGFRGPORE CBFSbE L EEPrT e K Koo fRbared SiF iie Stier 4
termnals is a nenber of at |east one of the term nal groups, and so that a
relatioﬁ§ﬁFp is satisfied such that any of the 20 term nal groups that

shares a same;terminal as éhﬁgi g%egkggﬁagg%ggﬁ £ i?%FHQrﬁmﬁ%aég%F%e[ELna

groups does not conpl etery and s conpl étely i nc

th 1 nal t] .
cor respaigokelubl, SipkhR b T B A GHERun k. SRETIPI RIERIH AR, oy

PEANE RS W TR SIS S
10 designated as a result of the invalidation information updating
processing (see Fig. 12) and the key designation processing (see

Fig. 13) when in operation, to the key designation information
recording device 1501. For example, when there are no invalid
terminals, the key designation information is “0-1K0000” only.

15 The key designation information recording device 1501,
which includes hardware capable of recording data to an optical
disk, is a device which has a function of recording key designation
information input from the key setting system 104 to the optical
disk 102.

20 Furthermore, each of the user data encryption devices 1502a
to 1502n has equivalent functions to those of the encryption
devices shown in the first embodiment (see Fig. 2). However, the
user can freely store digital contents in the content storage unit
201. 1In addition, the content of the encryption key group storage

25 unit 203 is the encryption key group obtained from the above-
described key setting system 104 and held by the terminal, and

information showing the correspondence between each encryption

key and the 4-ary tree. The encryption key used in the encryption
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WO 02/ 078A9 PCT/ JP02/ 113055 corresponding with each termnal, in addition
to the decryption key corresponded with the termnal, all decryption keys
prescri badoiphaais espondence with all term nal groups thatpcrieliehesd he
termnal; 5 an invalid term nal designation step for designating one or
nore termnals as invalid termnals; and an encryption key designation

step, when all the decryption ke corresponded with the term nals by the
decryptPéhtQEyCBPBEBtcggYé?ﬁﬁﬁﬂﬁ%ié“@ﬁ@ﬁ,QSWh@PCFHBElTB H%b?;%??dﬂ“ﬁ%ys
assigned to the one or nore invalid termypals, are prescribed as valid
oor st 10 KBYEo andTReh I L M T5r Bt ST S5t P I B gned
val id decryptiaon key for, the st termnals to.whjch a selected valid
decrypt 8 I?évriygi%%)tn ag{selygnesc? 'esCtrlévﬁleatpgr RS Idpts’ecrrr‘f'i1?%1t sd‘lﬁaar\Fer ‘been
assi gne |l ect ed, val i cryptjo y r i gnati neryption
keys tth%Fé§§§§{%Velgh%of?éégghdxﬁgkag%hgfdf g Jgfld g%?%%t?%% Q%?s t hat
ar essel 8elad 2% 130 andryal e BF 0aedUEs: 1 201 385 §RIPULel AradrA for
executing on a conputer designation processing that designates one or nore
encrypti S ed . C t] I SLhd i t
distribﬁ%gg&?% £ ?gggggﬁngsgefggn%ﬁgl%Bgtﬁ%é%%%?g%5%98%%3?3%%§§¥%3he
conpri siypg; a1t ai¥nalogroup determnation step for 25 determning two or
nore term nal groups, which are groups having two or nore termnals as

nenbers, so thatcgacho®t, thiech et mahScirSqac rmery 9 At dbeastsanp of the
term nal groups, and so that a relationship is satisfied such that any of

the 105to 15VOnl1A2( ¢ 14 8AG-tREh JRR/tilbnl b$SrEganhiat hgrieapsaddiainshaes a
sanme termnal as a nernber with another one or nore of the term nal groups
dogs notindorphetiehy et utasandeds nelcocama ebel whenckededidsidrze ioirher one
or nore of the termnal groups, 5 a decryption key group correspondence

st ep foincormespondragooden@rdawira: déOny promnt ey tiindilvdderl 102 ) mnd
correspondence with each term nal and each determ ned term nal group; a
decr ypt pem fheyniggowncaryptesmordencee ktepi drorpidcess i egpondisedewtt theach
termnal, in addition to the decryption keycorresponded w tht heterm nal,

al | decr gprirgptihens geescfébedsen ioorarespmidenc et v t hoattént ekeiynal Tgricups
that include the termnal; an invalid term nal designation step for

desi gnaenegyohiéonskey SeYectiermintsice sgsnonval paoces ainal &or aed ifiying
encryption key designation step, when all the decryption keys corresponded
wi th t héheer ﬁmrﬁézlrglagwﬂhesa@@rlvst i 6RekeFOFEESH CBGENESpoRGEHEE NSt &F.Chot her

t han decryption keys assigned to the one or nore invalid termnals, 20 are
prescri BBELXBTYAN Hedet? yptS SRS CAndeyuppBePngtPhage aurp’r‘bc?é)cﬁuaé‘df or

2 sel ecton DSRFS QBEr THET bR K5 s B BT Bett HHIGE § T opst o U PRy
dosi qnalPHg. ener St on Ree Whab s PEShect] vl 3P Wt T Wbbondet 6adAd of Ren
valid dggrypbion,kgys that 208 28L8RAETLAS tRateRdL, OLnk" e RIREGINHE
20 selected encryption key to the key encryption unit 204. The
encryption key selection processing is similar to the processing
for selecting a decryption in the decryption key selection unit
213 of the decryption device 103a shown in the first embodiment.
Specifically, when encrypting content with the content key
25 and recording the encrypted content to the optical disk 102, each
of the user data encryption devices 1502a to 1502n has a function
of encrypting the content key using the encryption key following

the key designation information recorded in advance on the optical
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encrypting distribution data that is distributed to three or nore
termnals, 5 the designation processing conprising: a termnal group

determ nation steg for determning two o re termnal groups, which are
groups Ka¥WindOfwo e TR %ﬂ9ﬁtﬁ§I@“ﬁ§yﬁgﬁ329%9t%ﬁﬁtﬁﬁﬁzo athe giPt el
termnals is menber of at |east one of the term nal groups, and 10 so
that a ﬂ&%ﬁjﬁiﬁship is satisfied such that any of the term nal groups that
shares a sane term nal nore of the term na

nber. w h
groups does nSPHESQﬁﬁgﬁiﬁya45%%%%&%§5p92qﬁ% eé%ﬁ%f%?@ﬁ§aiﬁﬁQRﬁa 194 t he
th f the t i nal ti
8 R one o amLg, A0 LT oo 450, SEELNL S o, AL,
;ndgy'd%%kl%e%_ %%%%%%BOQQQHS? %%E?ﬁgécbi£ﬁf£1@éérggéigﬁcﬁbfﬂﬁﬁggnﬂﬁg
erfiinal group, a deCryption Key Group correspondehice step ¥ or
CorreSp®%HF9§¥%%$%%¥%hEﬁB@h@g%%ﬁﬂEﬁ§@!tWW%&Shﬁgﬁt 9£§Q%ﬁﬁ}ﬁﬁ%%d

corresponded etermnal, alldecryption keysprescr

correspgndence., 'ge aﬁ%ﬁ@rafﬂaealgaqg&slbbaéoiﬂfé@% Egg %grééﬂaéc'tﬁ

invalid termnal designation step for designating one nore termnals
as i nvaljed 4 2RRangh $heAith &P 8 CYRl haN skya daskhendd d O SisPrke YRgHALL the
decryption Keys corresponded with the termnals by the decryption key group
correspoRdeNeR tStRRrn @ikpeisedhan 107 VI O 02/ Ur8-119 PCT/ JP02/ U3U5; 5
decryption keys assigned to the one or nore invalid termnals, are

prescri bed as valid decryption keys, and supposing that a procedure for

sel ecting an assigned valid decryption key for the nost termnals to which
a sel ecketpypalkmdndacrypemarkisey i s not assigned is repeated until all

term nal s have been assigned a selected valid decryption key, for

desi gnati ng efbryddtioprbépsttibatsysspectitied pra6ehd icorarasipondasdeali of
the valid decryption keys that are selected as a result of the procedure.
40. A coeputrébeddagadd enrgoof drag tredount hawboglistoted bltetbepragdniral ity
of pieces of encrypted distribution data that have been generated by using
each of iavghgriahi tiy obteddmipedonok&nsseocahodypendsst ribecibicalbiw: that is
distributed to three or nore termnals, the plurality of encryption
keyBhavi ng bedn)dé8egaaneanbysdesnghat tlod b olestd npuitie asidgdmesriten
processing conprising: a termnal group determ nation step for determning
two or Hférél@@@mwl%raéﬁip@emh%%qé’rtel@rﬁabsllzml%it@gb?ﬁﬂgoﬁ?oﬁor@e

termnals as nenbers, so that each of the , ,
content may be a computer program or other data, or a combination
of a computer program or other data and video or the like,.

(2) The decryption devices shown in the first to fourth
20 embodiments have a reproduction unit 216 for reproducing content,
but they may instead have a function of outputting decrypted
content to an external device.
{3) In the first to third embodiments encrypted content is
recorded on the optical disks 102 and distributed to the decryption
25 devices. However, besides distribution on a recording medium,
it is also possible to transmit content via a wireless or wired
transmission path.

When an embodiment in which content 1s transmitted is
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termnals is a nenber of at |east one of the term nal groups, and so that a
relationship is satisfied such that any of the 25 term nal groups that
shares a ga®BbgLe nal as a nenber with another one or nong@fpoi/st er m na
groups does not conpletely include and is not conpletely included in the
ot her one or nore of the term nal groups, a decryption key group
correspondence step for corresponding one or nore decryption keys

i ndi vi duRiPloyedd 68 is pecesspoysi@ONPCH I PE2PE18G5E Bt espBRUEREECN t h
each term nal and each determ ned term nal group; a decryption key group
corr espotRieee Ktlegq drvs decwsgenditag WAfhaeael Bt AfhaPn fANGHHEPR I on to
the decryption key corresponded with the termnal, all decryption keys
prescri B itR EBR PR FISHIR IS ROAEENE eriENCEYBERS TRt hdrYdebhe
termnal; an invalid termnal designation step fqr designating one, 10 or
more t erfihalk§Yasd¢ AT 0B r QLA ERE ahCerftd tﬁ@ﬁr%§$1885i R4t TOn
step, when all the decryption keys corresponded with the term.nals 15 by

he Secr HE DAy gF g REoTREEpohHaL B CPaga o FaF HHRieary Bei St hey &
assi gne t he ,ane, or re inval.id r,m nal,s [ rescribed as valid
decryptﬁ%%fk%§§¥mégfggﬁg§:§¥h€eyﬁ§f %%SFoégﬁuPéﬁ?grBEEF%%F%%% @%Vé%%%gned

val id decf %E%%&%’ Eé’“ch%tgene%s‘)%tc&%ﬁ&%{@é&é&fﬂﬂi&qoﬁ és§$§%to‘39%<¥£‘llz%

decryption kKey is noi assi I's repeated until all rm nal's” have been

assi aned, g seheateduakid dBeLAPLLON ey c 0T flaskanal Lag.ener kBii gy keys

that respectiv 2 espon 0 all ITd decryptio eys that

are sel egied as a.5¢sHht10h thecRnacsdure. y4dle ?h%%cr*é/r%iﬁ’?%ﬁ&ﬁﬂé‘%nthat

obtains encrypted data and decrypts the obtained encrypted data,

CoﬁﬁfiSiﬂ&ﬁmﬂ@?&%ﬁ&kﬂ”f%%Ye&%%%@e%tQhégﬁn”ﬁﬁﬂéhfQﬁeséﬁék?ﬁtﬁoﬁe&évp@éon key
group that has beéeen individually assigned to the term nal according to a

predet ermg e dMHA%S ENABRLr AL HORkd PRE T MPled cdRed @RhAI Nk NGom®adsSed or
obt ai ning encrypted 109
to, for example, the Internet, and the decryption device 103a and
so on receive the content of the recording medium via the Internet
or the like.

15 Furthermore, the recording medium used when an embodiment
in which content is transmitted is employed is not limited to being
an optical disk, but may be an IC card, a flexible disk, magnetic
tape, a ROM, or the like.

(4) The method of determining the invalidation pattern

20 corresponding to each node in the key information shown in the
first embodiment is simply one example. For example, it 1is
possible to have nodes other than the root not have an invalidation
pattern “0000”, but instead have invalidation patterns “0111”,
“*1101”, “1011”, and “1110”. Here, the contents of the key

25 assignment processing (see Fig. 10) and the key designation
processing (see Fig. 13) are varied to a degree to fit these
patterns.

Furthermore, in the first to fourth embodiments the
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so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with
another one or more of the terminal groups does not completely

20 include and is not completely included in the other one or more
of the terminal groups,

(b) decides one or more decryption keys individually in
correspondence with each terminal and each determined terminal
group, and

25 (c) assigns to each terminal the decryption key decided in
correspondence with the terminal and all decryption keys decided
in correspondence with all terminal groups that include the

terminal;
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when all the decryption keys assigned to the terminals,
other than decryption keys assigned to the one or more invalid
terminals, are prescribed as valid decryption keys, and supposing
that a procedure for selecting an assigned valid decryption key
10 for the most terminals to which a selected valid decryption key
is not assigned is repeated until all terminals have been assigned
a selected valid decryption key,
for designating encryption keys that respectively
correspond to all of the valid decryption keys that are selected
15 as a result of the procedure; and
the encryption device includes:
encryption means for encrypting distribution data by
successively using all the designated encryption keys to encrypt
distribution data, generating the encrypted distribution data

20 group, and outputting the generated encrypted distribution data

group.

2. The data protection system of Claim 1, wherein
the predetermined key assignment method further performs
25 the determining of terminal groups so that a terminal group exists
that completely includes the plurality of terminal groups, and
so that a relationship is satisfied such that any plurality

of terminal groups within the plurality of terminal groups that
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completely included in the other one or more of the terminal

groups.

3. The data protection system of Claim 2, wherein
the predetermined key assignment method further performs
the determining of the terminal groups so that each terminal group
includes three or more terminals as members, and
10 so that a terminal group exists that contains three or more

terminal groups.

4. The data protection system of Claim 3, comprising:
a key storage device that,

15 when it is supposed that each terminal is corresponded with
a node on a lowest level in an N-ary (N being a natural number
equal to or greater than three) tree structure having a plurality
of hierarchies,

determines, for each node other than the nodes on the lowest

20 level, aplurality of combination patterns, for each one of N nodes
that are reached from the node (parent node), that are combinations
of two or more of the N nodes including the one of the N nodes,
and that include a combination of all of the N nodes,

decides an individual decryption key for each determined

25 combination pattern and stores each decided decryption key in

correspondence with the node (parent node), and
further stores an individual decryption key in

correspondence with each node in the lowest level; and
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determines decryption keys to be assigned to each terminal,
5 the decryption keys being (a) from among the decryption keys stored
in the key storage device in correspondence with each node on a
same path, the path being a path from the node corresponding to
the terminal on the lowest level to a node on the highest level,
excluding the node that corresponds to the terminal, all of the
10 combination patterns that include a node that is one level below
the node on the same path, and (b) the decryption key stored in
the key storage device in correspondence with the terminal,
wherein
the terminal groups have a one-to-one correspondence with
15 the combination patterns, and each terminal group is a group whose
members are all the terminals that correspond to all nodes on the
lowest level that are reached from all the combined nodes in the
corresponding combination pattern, and
the encryption key designation means, when the tree
20 structure is supposed, prescribes all nodes from which a node on
the lowest level that corresponds to an invalid terminal is reached
as invalid nodes, and performs encryption key designation
processing first with a node on the highest level as a processing
target node, and repeatedly performs the encryption key
25 designation processinguntil all processing target nodes have been
processed,

wherein the encryption key designation processing is

performed on one processing target node at a time that has not
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(d) when a combination pattern does not exist that relates

to a combination including all nodes, other than invalid nodes,

10 one level below the processing target node, designates encryption
keys stored in correspondence with all the nodes, other than the
invalid nodes, by the key storage device in the level one level
below 1if one level below is the lowest level, and if one level
below 1s not the lowest level, newly sets all the nodes one level

15 below, other than invalid nodes, processing target nodes, and
{({e) if one or more invalid nodes exists one level below the

processing target node, and if the one level below is not the lowest
level, newly makes all of the one or more invalid nodes processing

target nodes.

20
5. The data protection system of Claim 4, wherein
the determination of the plurality of combination patterns
by the key storage device for each node excluding the nodes on
the lowest level when the tree structure is supposed, is performed
25 by prescribing combination patterns so that each combination

pattern corresponds to one of all combinations of two or more of
the N nodes that are one level below and are reached from the node

(parent node), and the key storage device stores the determined
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5 by the key storage device for each node excluding the nodes on
the lowest level when the tree structure is supposed, is performed
by prescribing combination patterns so that each combination
pattern corresponds to one of all combinations of all N of the
nodes and {(N-1) of the N nodes that are one level below and are

10 reached from the node (parent node), and the key storage device
stores the determined decryption keys in correspondence with the

node (parent node).

7. The data protection system of Claim 4, wherein
15 the encryption means outputs in correspondence, for each
encryption key designated by the encryption key designation device,
encrypted distribution data generated by encrypting using the
designated encryption key, and encryption key node identification
information for designating a position in the tree structure of
20 the node that is corresponded by the key storage device with the
decryption key corresponding to the encryption key, and
each terminal stores the decryption key that has been
individually assigned according to the predetermined key
assignment method, in correspondence with decryption key node
25 identifying information of the node with which the decryption key
is corresponded, obtains the encrypted distribution data group
and an encryption key node identification information group, and

decrypts the encrypted distribution data that corresponds to
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8. The data protection system of Claim 4, wherein
the encryption key designation device includes:
encryption key storage means for storing the corresponding
encryption key of each decryption key that is stored by the key
10 storage device,
the corresponding encryption key and decryption key being

different.

9. The data protection system of Claim 1, wherein
15 the output by the encryption means is recording of the
generated encrypted distribution data group on at least one data
recording medium, and
each terminal reads the encrypted distribution data from
one of the at least one data recording mediums, and decrypts the

20 encrypted distribution data.

10. The data protection system of Claim 9, wherein
the encryption means includes:
a content storage unit for storing content data that is a
25 digital work;
a random number generation unit for generating the
distribution data that is a random number;

a content encryption unit for encrypting the content data,
85



10 1 08Y" 10%
& ()-1[8Y"10%"& ()-!&L' FUd0% " & ()-G &' FY0% " & () - GFdecz[ 9MC010! ! 3%4. 0%V
& () -m F%RQ%MmA7ddy | FYUA0R [& ()-! $10% " & ()-!k $10%& () - LE4OR S foks
0zX6MC010! 06F" 109%k&' ()-! Q6F"10% ~ & ()-!9- YOd0% " & ()- W940% & ()-!1 %9Yd0%
[& ()-13%0%[& ()-m ?xY: 010! 10%E& ()-S10%V&' ()-ss10%v& () -

Z"109& ()-s | 10%v& ()- 10kk 10kk

10kk?* hjUsdixyg 020¢ vFenevwee() dils3dpyssen( )datarad 0V Y) - 185 100MvEr & e 794 0%
“& ()-!1Z9%40%Q% ()-h $YdAEXY: 010! 7 109%V& ()-5&10%VE& ()-s-1"10%E& ()- +

Y4.0%VE' (Rl qytere o () - " #$9BeF010! LZ" 109%@& () - 9nt 10%@&' () - ! 10%@
& ()-10MLOMLOM Y" 109%VE' () - 9F" 10%V& () - YXaBeF010! & 10%@&' ()-L %40%@ ()-9

Z" 109%@' () - ILZNROSERTYPIIP2 160K, {91 X A0WY &N\ Predeererofsstripu@or) - &l %m
109 () - SH10%@&' () - 9! s10%@& () - &' 109%@&' () - &' 10%@&’' () - - ] EdEeF010! 2Y" 10%@&
' () - SOF" %@ IOPIY] 10%@e T FE YRID0ER: (S & IFPRHECHER (FJ&SH%@@PP) -data
Gy0eF010! s! 10%&' ().- 10@0@0@ | " 10%a&' () - 8F" 10%@& () - 6Y" 10%G&' () - &4F%4 0%@&' (
) - NBf x VAR S S 98 0F- 0 K AL 8“9@'?%@6%%?3(5 -deslgnatecP by the

*YOR0%R ()-! Yo%0% & ()-! YUWOYR ()-"<. -./?2z|" A& ()-
TTY;?OI%@é rnggég)éef&d %igngé%%é&dg%icéﬂ éédzkegéga%géﬁghg)enégyptég 10

& ()99 0N ()0 | 90 O () AR BLLIRLGAOSIOMAONE () - 10% &
"S10% &' l)e W& LIr Hre” AL ALK Oy WO & ) | &F80%
each terminal reading the encrypted content and the
10 encrypted distribution data group from one of the at least one
recording mediums, decrypting the encrypted distribution data,

and using the resulting distribution data to decrypt the encrypted

content data.

15 11. The data protection system of Claim 9, further comprising:
an encryption key designation information recording device
for recording encryption key designation information that
designates the encryption key designated by the encryption key
designation device;
20 each terminal including:
a random number generation unit for generating the
distribution data that is a random number;
a content storage unit for storing content data that is a
digital work;
25 an encryption key selection unit for reading the encryption
key designation from the data recording medium, and selecting the
encryption key designated by the encryption key designation

information, from amongst the encryption key group that
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of the terminal groups, and
(b) corresponding an individual decryption key with each
terminal and each determined terminal group; and
decryption key group assignment means for determining, for
5 each terminal, the corresponded decryption key and all the
decryption keys corresponded with each terminal group in which
the terminal is included, as a decryption key group to be assigned

to the terminal.

10 14. The decryption key determining device of Claim 13, wherein
the predetermined key assignment method further performs

the determining of terminal groups so that a terminal group exists

that completely includes the plurality of terminal groups, and

so that a relationship is satisfied such that any plurality

15 of terminal groups within the plurality of terminal groups that
shares a same terminal group as a member with another one or more

of the terminal groups does not completely include and is not

completely included in the other one or more of the terminal

groups.
20
15. The decryption key determining device of Claim 14, wherein
the predetermined key assignment method further performs
the determining of the terminal groups so that each terminal group
includes three or more terminals as members, and
25 so that a terminal group exists that contains three or more

terminal groups.

16. The decryption key determining device of Claim 15, wherein
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to the terminal on the lowest level to a node on the highest level,

excluding the node that corresponds to the terminal, all the

combination patterns that include a node that is one level below

the node on the same path, and (b) the decryption key stored in

25 the decryption key setting means in correspondence with the
terminal, wherein

the terminal groups have a one-to-one correspondence with

the combination patterns, and each terminal group is a group whose
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determined decryption keys in correspondence with the node (parent
node) .
15
18. The decryption key determining device of Claim 16, wherein
the determination of the plurality of combination patterns
by the key setting means for each node excluding the nodes on the
lowest level when the tree structure is supposed, is performed
20 by prescribing combination patterns so that each combination
pattern corresponds to one of all combinations of all N of the
nodes and (N-1) of the N nodes that are one level below and are
reach from the node (parent node), and the key setting means stores

the determined decryption keys in correspondence with the node

25 (parent node).

19. A decryption key determining method that determines

decryption key groups for use in decryption to be individually
90




10%@& () - LI 10%@& () - bvvwPxxy6yaBWMCO! 6 Y10%&' () - 4AFYA0%@& () -1l "10%& () -! &F
+FYA0%1& () - &H#Z" 10%@&' () - 9! 3%40%&&' () - 6yryyyyyyyyeFO! Y' " 10%4&' () - 910%1& ()
- 10948 (WolR@@ 0@ F" 109 () - 810%@& () -y(zi zl zz{{aBeFO&ypo2/m3055

%0%H& ()-&LZ"109%H& () -! fy$10% Hf H&' () -910%4& ()-9

G109 ()-10%4& ()-{d||"'}}}f~a?eF0!! @ FYA0%HE () - ' F'10%4& () - &#3" 109%&’ (
) - &FUL0%H& () - ! &FYA0%HE () - &F" 10%H&' () - f ~~~=| =aBeF0! ! 8Y" 10%14& () - 6Y" 10%&
() - OF%4 038R g1y d  OF 0 dERSt( Fhr 20BN} ngl F e b AIAGRBCE W S40YHa DaT &' () -
k' 1099 T& ()-1"10%& ()-s!1099& ()- 10 10 10 '08Y"10%

& ()-8 b dmprypt the obtained éncrypted data, comprising:

| FOL09XX& () - F"109%& ().- Y" 109a7& ()-![Y" 109 T& ()-&109a& ()-3F" 109%& ()-2plp
dEuS40! / G' 1090 terIg 211 guser (Je PR ovate ¢ S§eP §psaeeitgreining two or
"1090& () - L9%0%T& () -, 14567~°PB40 10UU 10UU , ,

10UVl 087" AREBEME N a8 A% i ChATROTROYYS DRVIHg R Prove DR {2 YEO aBPB
40 10UUF" 10%g& ()-'t ' 109& ()-L . .

109g8:! ()5-‘5‘”?3’%35(') 5908 %Lt(e)fchb%&tk‘?-ﬁ%mbféﬂsﬁés a member of at least

10UUL, 10%&' () -LF10%& ()-9Y "10%g& (): Ly

109g& ()< %tﬂé‘)&xf( €1 ’zéjfﬁ’tﬂéb%w‘%‘buuo/z" 10%g& () - 9#

10% (-1 10%] (05X 1098 0T b4 L Y10 (L BRBAO A WS

L0UDs 10968 11 Thateih: 2o bog e (7 a2 Folbe b P toTR: 1) AR ONR b - Ta._
dE0eD 19b1)C 1098 &) AR Che WLRNBSA LxBARISLL Aor IO9R L1
10U P0G )it 1988 Lol 10VBE, (1 PASEIADNESE O L0088 (s 10968

10)U-U; ];/' ?&%ﬁ?&é )télFﬂiFr?/g.pWéF(g;- S) 10%& ()- s' 10%& ()-10%& () - #F" 10%& (
)-:C|l}~aSE70
a decryption key correspondence step for corresponding an
individual decryption key with each terminal and each determined
terminal group; and
15 a decryption key group assignment step for determining, for
each terminal, the corresponded decryption key and all the
decryption keys corresponded with each terminal group in which
the terminal is included, as a decryption key group to be assigned
to the terminal,
20
20. A computer program for executing on a computer decryption key
determining processing that determines decryption key groups for
use in decryption to be individually assigned to at least three
terminals that obtain encrypted data and decrypt the obtained
25 encrypted data, the decryption key determining processing
comprising:
a terminal group determination step for determining two or

more terminal groups, which are groups having two or more terminals
91
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()-"110% o& ()so that a relationship 1is satisfied such’ that any of the
terminal groups that shares a same terminal as a member with
5 another one or more of the terminal groups does not completely
include and is not completely included in the other one or more
of the terminal groups;
a decryption key correspondence step for corresponding an
individual decryption key with each terminal and each determined
10 terminal group; and
a decryption key group assignment step for determining, for
each terminal, the corresponded decryption key and all the
decryption keys corresponded with each terminal group in which

the terminal is included, as a decryption key group to be assigned

15 to the terminal.

21. A recording medium having stored thereon a computer program
for executing on a computer decryption key determining processing
that determines decryption key groups for use in decryption to be
20 individually assigned to at least three terminals that obtain
encrypted data and decrypt the obtained encrypted data, the
decryption key determining processing comprising:
a terminal group determination step for determining two or
more terminal groups, which are groups having two or more terminals
25 as members, so that each of the terminals is a member of at least
one of the terminal groups, and
so that a relationship is satisfied such that any of the

terminal groups that shares a same terminal as a member with
92
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25 having two or more terminals as members, so that each of the
terminals is a member of at least one of the terminal groups, and
so that a relationship is satisfied such that any of the

terminal groups that shares a same terminal as a member with
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15
24. The decryption terminal system of Claim 23, wherein
the data recording medium has recorded thereon encryption
key designation information for designating at least one
encryption key,
20 each terminal further includes:
random number generation means for generating key data that
is a random number;
content storage means for storing digital content that is
a digital work;
25 encryption key selection means for reading the encryption

key designation information from the data recording medium, and
selecting from the stored decryption key group at least one

decryption key that corresponds to the at least one encryption
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(* hdEWVC key data encryption means for generating an encrypted data

group by encrypting the generated key data successively using all
of the at least one selected encryption keys, and recording the
5 encrypted key data group on the data recording medium;
content encryption means for generating encrypted content
data by encrypting the stored content data using the generated
key data, and recording the encrypted content data on the data
recording medium,

10 wherein the encryption data obtaining means obtains the
recorded encrypted key data and the recorded encrypted content
data,

the decryption means obtains key data by decrypting the
obtained encrypted key data using one of the stored decryption

15 keys, and

each terminal further includes:
content decryption means for decrypting the obtained

encrypted content data using the generated key data.

20 25. The decryption terminal system of Claim 22, wherein
the encrypted data has been transmitted from an external
transmission device, and
the encrypted data obtaining means obtains the encrypted
data by receiving the encrypted data.
25
26. An encryption key designation device that designates one or
more encryption keys to be used in encrypting distribution data

that is distributed to three or more terminals, comprising:
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the terminals is a member of at least one of the terminal groups,
5 and
so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with
another one or more of the terminal groups does not completely
include and is not completely included in the other one or more
10 of the terminal groups, and
(b) deciding one or more decryption keys individually in
correspondence with each terminal and each determined terminal
group;
decryption key group correspondence means for corresponding
15 with each terminal the decryption key decided in correspondence
with the terminal and all decryption keys decided in
correspondence with all terminal groups that include the terminal;
invalid terminal designation means for designating one or
more terminals as invalid terminals; and
20 encryption key designation means,
when all the decryption keys correspondedwith the terminals
by the decryption key group correspondence means, other than
decryption keys assigned to the one or more invalid terminals,
are prescribed as valid decryption keys, and supposing that a
25 procedure for selecting an assigned valid decryption key for the
most terminals to which a selected valid decryption key is not
assigned is repeated until all terminals have been assigned a

selected valid decryption key,
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107%!’/%?ﬂoq@%gfé%&gbbtﬁég&Qgg designation device of Claim 26, wherein

the predetermined key assignment method further performs

the determining of terminal groups so that a terminal group exists

that completely includes the plurality of terminal groups, and

so that a relationship is satisfied such that any plurality

10 of terminal groups within the plurality of terminal groups that
shares a same terminal group as a member with another one or more

of the terminal groups does not completely include and is not

completely included in the other one or more of the terminal

groups.
15
28. The encryption key designation device of Claim 27, wherein
the predetermined key assignment method further performs
the determining of the terminal groups so that each terminal group
includes three or more terminals as members, and
20 so that a terminal group exists that contains three or more
terminal groups.
29. The encryption key designation device of Claim 28, wherein
the decryption key setting means,
25 when it is supposed that each terminal is corresponded with

a node on a lowest level in an N-ary (N being a natural number
equal to or greater than three) tree structure having a plurality

of hierarchies,
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10

15

20

25

level, a plurality of combination patterns, for each one of N nodes
that are reached from the node (parent node), that are combinations
of two or more of the N nodes including the one of the N nodes,
and that include a combination of all of the N nodes,

decides an individual decryption key for each determined
combination pattern and stores each decided decryption key in
correspondence with the node (parent node), and

further stores an individual decryption key in
correspondence with each node in the lowest level; and

the decryption key group correspondence means corresponds
decryption keys with each terminal, the decryption keys being (a)
from among the decryption keys stored in the decryption key setting
means in correspondence with each node on a same path, the path
being a path from the node corresponding to the terminal on the
lowest level to a node on the highest level, excluding the node
that corresponds to the terminal, all of the combination patterns
that include a node that is one level below the node on the same
path, and (b) the decryption key stored in the decryption key
setting means in correspondence with the terminal, wherein

the terminal groups having a one-to-one correspondence with
the combination patterns, and each terminal group being a group
whose members are all the terminals that correspond to all nodes
on the lowest level that are reached from the combined nodes in
the corresponding combination pattern, and

the encryption key designation means, when the tree
structure is supposed, prescribes all nodes from which a node on

the lowest level that corresponds to an invalid terminal is reached
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the encryption key designation processing being processing
performed on one processing target node at a time that has not
been processed, and being processing that

(c) when a combination pattern exists that relates to a

10 combination that includes all nodes, other that invalid nodes,
one level below the processing target node, designates a
decryption key that corresponds to the decryption key stored by
the decryption key setting means in correspondence with the
combination pattern,

15 (d} when a combination pattern does not exist that relates
to a combination including all nodes, other than invalid nodes,
one level below the processing target node, designates encryption
keys stored in correspondence with all the nodes, other than the
invalid nodes, by the decryption key setting means in the level

20 one level below if one level below is the lowest level, and if
one level below is not the lowest level, newly sets all the nodes
one level below, other than invalid nodes, processing target nodes,
and

(e) 1f one or more invalid nodes exists one level below the

25 processing target nocde, and if the one level below is not the lowest

level, newly makes all of the one or more invalid nodes processing

target nodes.
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combination pattern corresponds to one of all combinations of two
or more of the N nodes that are one level below and are reached
from the node (parent ncde), and the decryption key setting means
stores in correspondence with the node (parent node) all
10 combination patterns determined for the node (parent node) as
invalidation pattern information that is made by connecting values
in a predetermined order, each value showing whether one of the
N nodes that are reached from the node (parent node) is a target
of combination, and also decides an individual decryption key for
15 each invalidation pattern information and stores the individual
decryption key in correspondence with the node (parent node) and
the invalidation information for which the individual decryption
key has been decided, and
the encryption key designation means, when the tree
20 structure is supposed, prescribes all nodes that are reached from
a node on the lowest level that corresponds to an invalid terminal
as invalid nodes, and after designating, for each node excluding
the nodes on the lowest level, invalidation information that shows
whether the N nodes that are one level below and are reached from
25 the node are invalid nodes, performs the encryption key
designation processing,
the encryption key designation processing being performed

on one processing target node at a time that has not been processed,
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eFF 10 (b} when invalidation pattern information does not exist

that matches invalidation information designated for the
processing target node, designates encryption keys corresponding
10 to the decryption keys stored by the decryption key setting means
in correspondence with all the nodes, other than the invalid nodes,
in the level one level below if one level below is the lowest level,
and if one level below is not the lowest level, newly makes all
the nodes one level below, other than invalid nodes, processing

15 target nodes, and
(c) 1f an invalid node exists one level below the processing
target node, and if the one level below is not the lowest level,

newly makes all invalid nodes processing target nodes.

20 31. The encryption key designation device of Claim 29, wherein
the determination of the plurality of combination patterns

by the key storage device for each node excluding the nodes on

the lowest level when the tree structure is supposed, is performed

by prescribing combination patterns so that each combination

25 pattern corresponds to one of all combinations of all N of the
nodes and (N-1) of the N nodes that are one level below and are
reached from the node (parent node), and the key storage device

stores the determined decryption keys in correspondence with the
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groups having two or more terminals as members, so that each of
the terminals is a member of at least one of the terminal groups,
and
10 so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with
another one or more of the terminal groups does not completely
include and is not completely included in the other one or more
of the terminal groups, and
15 (b) deciding one or more decryption keys individually in
correspondence with each terminal and each determined terminal
group;
decryption key group correspondence means for corresponding
with each terminal the decryption key decided in correspondence
20 with the terminal and all decryption keys decided in
correspondence withall terminal groups that include the terminal;
invalid terminal designation means for designating one or
more terminals as invalid terminals;
encryption key designation means,
25 when all the decryption keys corresponded with the terminals
by the decryption key group correspondence means, other than
decryption keys assigned to the one or more invalid terminals,

are prescribed as valid decryption keys, and supposing that a
102
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5 for designating encryption keys that respectively
correspond to all of the valid decryption keys that are selected
as a result of the procedure;
encryption means for encrypting the distribution data
successively using all designated encryption keys, to generate
10 an encrypted distribution data group; and

output means for outputting the generated encrypted

distribution data externally.

33. The encryption device of Claim 32, wherein

15 the output means outputs externally key designation
information for identifying each encryption key designated by the
encryption key designation means, together with the encrypted

distribution data group.

20 34. The encryption device of Claim 32, further comprising:
content storage means for storing content data that is a
digital work:;
random number generation means for generating the
distribution data, the distribution data being a random number;
25 content encryption means for encrypting the content data
using the generated distribution data as a key, to generate
encrypted content data; and

output means for externally outputting the generated
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encryption key to be used in encrypting distribution data that
is distributed to three or more terminals, comprising:
15 a terminal group determination step for
determining two or more terminal groups, which are groups
having two or more terminals as members, so that each of the
terminals is a member of at least one of the terminal groups, and
so that a relationship is satisfied such that any of the
20 terminal groups that shares a same terminal as a member with
another one or more of the terminal groups does not completely
include and is not completely included in the other one or more
of the terminal groups,
a decryption key group correspondence step for
25 corresponding one or more decryption keys individually in
correspondence with each terminal and each determined terminal
group;

a decryption key group correspondence step for
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15 selected valid decryption key,
for designating encryption keys that —respectively

correspond to all of the valid decryption keys that are selected

as a result of the procedure.

20 38. A computer program for executing on a computer designation
processing that designates one or more encryption keys to be used
in encrypting distribution data that is distributed to three or
more terminals, the designation processing comprising:

a terminal group determination step for

25 determining two or more terminal groups, which are groups
having two or more terminals as members, so that each of the
terminals is a member of at least one of the terminal groups, and

so that a relationship is satisfied such that any of the
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5 a decryption key group correspondence step for
corresponding one or more decryption keys individually in
correspondence with each terminal and each determined terminal
group;
a decryption key qgroup correspondence step for
10 corresponding with each terminal, in addition to the decryption
key corresponded with the terminal, all decryption keys prescribed
in correspondence with all terminal groups that include the
terminal;
an invalid terminal designation step for designating one
15 or more terminals as invalid terminals; and
an encryption key designation step,
when all the decryption keys corresponded with the terminals
by the decryption key group correspondence step, other than
decryption keys assigned to the one or more invalid terminals,
20 are prescribed as valid decryption keys, and supposing that a
procedure for selecting an assigned valid decryption key for the
most terminals to which a selected valid decryption key is not
assigned is repeated until all terminals have been assigned a
selected valid decryption key,
25 for designating encryption keys that respectively
correspond to all of the valid decryption keys that are selected

as a result of the procedure.
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MQ n{1D27 : % terminal group determination step for

determining two or more terminal groups, which are groups
having two or more terminals as members, so that each of the
terminals is a member of at least one of the terminal groups, and
10 so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with
another one or more of the terminal groups does not completely
include and is not completely included in the other one or more
of the terminal groups,
15 a decryption key group correspondence step for
corresponding one or more decryption keys individually in
correspondence with each terminal and each determined terminal
group;
a decryption key group correspondence step for
20 corresponding with each terminal, in addition to the decryption
key corresponded with the terminal, all decryption keys prescribed
in correspondence with all terminal groups that include the
terminal;
an invalid terminal designation step for designating one
25 or more terminals as invalid terminals; and
an encryption key designation step,
when all the decryption keys corresponded with the terminals

by the decryption key group correspondence step, other than
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selected valid decryption key,
for designating encryption keys that respectively
correspond to all of the valid decryption keys that are selected
as a result of the procedure.
10
40. A computer-readable recording medium having stored thereon
a plurality of pieces of encrypted distribution data that have
been generated by using each of a plurality of encryption keys
to encrypt distribution data that is distributed to three or more
15 terminals, the plurality of encryption keys having been designated
by designation processing, the designation processing
comprising:
a terminal group determination step for
determining two or more terminal groups, which are groups
20 having two or more terminals as members, so that each of the
terminals is a member of at least one of the terminal groups, and
so that a relationship is satisfied such that any of the
terminal groups that shares a same terminal as a member with
another one or more of the terminal groups does not completely
25 include and is not completely included in the other one or more
of the terminal groups,
a decryption key group correspondence step for

corresponding one or more decryption keys individually in
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correspondence with each terminal and each determined terminal
group;
a decryption key group correspondence step for
corresponding with each terminal, in addition to the decryption
5 key corresponded with the terminal, all decryption keys prescribed
in correspondence with all terminal groups that include the
terminal;
an invalid terminal designation step for designating one
or more terminals as invalid terminals; and
10 an encryption key designation step,
when all the decryption keys corresponded with the terminals
by the decryption key group correspondence step, other than
decryption keys assigned to the one or more invalid terminals,
are prescribed as valid decryption keys, and supposing that a
15 procedure for selecting an assigned valid decryption key for the
most terminals to which a selected valid decryption key is not
assigned is repeated until all terminals have been assigned a
selected valid decryption key,
for designating encryption keys that <respectively
20 correspond to all of the valid decryption keys that are selected

as a result of the procedure.

41, A decryption terminal that obtains encrypted data and
decrypts the obtained encrypted data, comprising:

25 decryption key group storage means for storing a decryption
key group that has been individually assigned to the terminal
according to a predetermined key assignment method;

encrypted data obtaining means for obtaining encrypted
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data; and

decryption means for decrypting the obtained encrypted data
using one of the stored decryption keys,

wherein the predetermined key assignment method,

(a} when it is supposed that there are three or more
terminals including the terminal, determines two or more terminal
groups so that the terminal belongs to a plurality of terminal
groups, each of which includes two or more terminals as members,
and

so that the plurality of terminal groups exist so as to
satisfy a relationship that a terminal group that includes the
terminal as a member does not completely include and is not
completely included in another of the two or more terminal groups,

(b} decides one or more individual decryption keys in
correspondence with the terminal and in correspondence with each
determined terminal group, and

(c) assigns to the terminal the one or more individual
decryption keys decided in correspondence with the terminal and
the one or more individual decryption keys decided in
correspondence with all the terminal groups that include the

terminal.
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