WO 2004/ 077749 PCT/ US2004/ 002337 PROCESSI NG W RELESS MESSAGES TO REDUCE
HOST PONER CONSUMPTI ON  Background This invention relates generally to
wirel ess conputer 5 networks. A host processor-based system nay communi cate
with a vanygbds@h779f her devices to forma wrel ess net werkgs2dva/ov357 ety of
peri pherals and conputer systens may be |inked together through a wreless
networ k. One protocol for 10 establishing wireless links of this type is the
| EEE Std. 802.11 (1999). In such a system a host may recei ve packets over
the network. In some case®rorBesinsWIREYES®E MESSA®ES consunption sensitive
devi ce. One exanpl e of sHcREAUABHEST POWER IONsOMPADOR processor-based system
that operates froma battery power source. To conserve power, the portable
device may power down to a reducethgsgwevrn&onsunption state. In the course
of network operaji .arg e cket s. ymy. he - bet ween

vari ous devi ces’?ltcl)insoghe eg‘(skﬁ{étﬁ%r .S ?rrgéroafﬁ?hggeéb%%keé%s Cr%a éﬁ% i nport ant
and ot hér s nermgrbe. | ess i nportant. However, each tinme a packet is
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need for wafpsieby reafidderhdepovrs tocbavurpmilaaless dwabiweak.onAwi rel ess

net wor ks a i cal ; i ]&g&q_.f edy he

unnecessar ;{%ﬁggﬁ %s@c‘éﬁhﬁgﬁﬁ f\ar#éls c%rrnl ef Desg%};%\@%/is%%l}pcﬁe ?Hgﬁ%rﬁ awi ngs 30
Figure 1 isagesbhenshiquddepi vifrolesst natwprkel e9seneralordel for

10 establishing wireless links of this type is the IEEE Std.

802.11 (1999). 1In such a system, a host may receive packets
over the network.
In some cases, the host may be a power consumption
sensitive device. One example of such a device is a
15 portable processor-based system that operates from a battery
power source. To conserve power, the portable device may
power down to a reduced power consumption state.
In the course of network operations, a large number of
packets may be passed between various devices on the
20 network. Some of these packets may be important and others
may be less important. However, each time a packet is
transmitted across the network to a given host, that host
must receive the packet and determine whether the packet
needs handling.
25 Thus, there is a need for ways to reduce the power
consumption of devices on wireless networks and particularly

there is a need for ways to reduce the unnecessary host

message handling.

Brief Description of the Drawings

30 Figure 1 is a schematic depiction of a wireless network

in accordance with one embodiment of the present invention;



in accordance with one enbodi nent of the present invention; 1 WO

2004/ 077749 PCT/ US2004/ 002337 Figure 2 is a depiction of a host in
accordance with one enbodi ment of the present invention; Figure 3 is a chart
that depi ctwotdeympasati on of one enbodiment of the presepbsiof@Mshon; 5
Figure 4 is a flow chart for software for the host shown in Figure 2 in
accordance with one enbodi nent of the present invention; Figure 5is a flow
chart for softw@asuwrz tike sShabi @ ors Bewn 1k cFiLAUE e ddhaChoEdance with one
enbodi nent of the™ 10 present invention, Figure 6 is a flow chart for

sof t war e fo?nﬁaﬁmé@@éfs%nt 198 ﬁbes?mﬁ?nntnlwgm@nz in accordance with one
embodi ment  of the,pL esant ensflélt%t aBgi i gune dpésadidd @w shart for
software for the Server 15 shown in Figure 2, in accordance wth one

enbodi ment FPdBenprEs A PRYEMRY dﬁ“’eDg%%M ed Description Referring to
Figure 15 a W religgse NetidOk By dmdluder asofthidi-al Eby ©e BRSEC service sets
(BSS) 10 and 12 coupled 20 through a distribution system (DS 16. The

di stributi oﬂlovg‘yéfleg’ri‘&q ft éRcafrRdecenigasre sebofteenerrd B 12 in
integrated pacncalfpemtaiorgr ks to create an extended service set. An
extended service set is a set_of one or nore interconnected basic service
sets and i nt egr &EHTE ot dlS é‘*rééo‘ﬂ?WRASPRss‘iﬁr%rﬁpf)‘é’ér%heass%téf’ﬂgI e basic

service setgidurd ha riQaical ihi Bkcsaiincal wiay eneabmBOYiddat ig¥Fntassoci at ed
with one of those basic service sets. Each basic service set 10 or 12

i ncl udes® a BEgSEg invention;

Figure 6 is a flow chart for software for an access
point shown in Figure 2, in accordance with one embodiment
of the present invention; and

Figure 7 is a flow chart for software for the server

15 shown in Figure 2, in accordance with one embodiment of the

present invention.

Detailed Description

Referring to Figure 1, a wireless network may include a
plurality of basic service sets (BSS) 10 and 12 coupled
20 through a distribution system (DS) 16. The distribution
system 16 interconnects the basic service sets 10, 12 in
integrated local area networks to create an extended service
set. An extended service set is a set of one or more
interconnected basic service sets and integrated local area
25 networks that appears as a single basic service set to the
logical link control layer at any station associated with
one of those basic service sets.
Each basic service set 10 or 12 includes a set of
stations (STAs) 14 controlled by a single coordination
30 function. A coordination function is a logical function
that determines when a station 14, operating within a basic
service set 10 or 12, is permitted to transmit and may be

able to receive protocol data units via a wireless medium.
2



stations (STAB) 14 controlled by a single coordination 30 function. A
coordination function is a logical function that determ nes when a station
14, operating within a basic service set 10 or 12, is permtted to transmt
and may be walb®@/0754¢ ecei ve protocol data units via a wRr@E/eRe423UM 2 WO
2004/ 077749 PCT/ US2004/ 002337 The basic service sets 10 and 12 communi cate
with the distribution system 16 through access points provided by the

stations 14b anghd 4asifNs@eERss @NLoisndnY e6hidnA daftat wibAStwe station
functionality while providing access to the 5 distributigon _services via the

wirel ess nEHiSHRPOricls SEEFST kP LHREPRRECERSsPATHoh BrOVAdgePE £ Mehat

contains a Jrdiuny ancess coAlran 6VAEds ydnd phYSixantiayetndPHY) interface
to a wireless nedium I n accordance wth one epbodi nent of the present 10

i nventi on, Hfe syt BBRACTIPRE Y B8Rl §rRFo8heind &99555attorfance with the
| EEE 80% 1l3ipietpe®donMikeetitss Seila faet fitdlebEBRedth fR2addoclB¥H Editi on,
avail able fromthe | EEE Standards Board, Piscat awa%/, NJ 38855. Referring to
Figure 2, t¥&tdPa%i o FPEACHEY COMUIATEEE &R 5CRH-ThE Z8FEFBn 14b that acts
as an accesfcdeekntotAfdl. (Mhe) &idta ghyddAsmimayybe amsOcCiiatedfstd bt host 18
that in sone ,en‘godi grl’eepit.s may be a processor-based systemincluding a
processor Z0Y'&A-FH 148 22 and a nenory 24. The interface 22, in some
enbodi ments, maynbgcoodahed dotin dnes edboPimeniiabf rgoeipresehbe stati on 14a.

For exa in._one nbodi ren the,station a_may be a network interface

| N t 4
card ( C)e”fvl?&f:l?%' pﬁi?gﬁ@ﬁggrﬂt%mt“%lﬁu Py %nm@ﬁo%/%e’iateeﬂrﬁodi nent the

station l4aad®rdanéecaesh paeniEEs aeel. il dhedeus Wibidmyicalse@ sopgiort an
interface %81%%%% égh. 802.11, 1999 Edition, available from the IEEE
Standards Board, Piscataway, NJ 08855.
Referring to Figure 2, the station l4a may communicate
15 with the station 14b that acts as an access point (AP). The
station 14a may be associated with a host 18 that in some
embodiments may be a processor-based system including a
processor 20, an interface 22 and a memory 24. The
interface 22, in some embodiments, may be coupled to a bus
20 26 that receives the station 14a. For example, in one
embodiment, the station 1l4a may be a network interface card
(NIC) that is plugged into the bus 26. 1In another
embodiment the station l4a is an access point as well.

The bus 26 may also support an interface 30 that is

25 coupled to a hard disk drive 32. The drive 32 may in turn
store a software program 34.

The access point 14b may be coupled over a wired
network to an information services server 15 in one
embodiment. The server 15 may store software 90. The

30 access point 14b may store software 70 and may be a
processor-based system in one embodiment. The station 1l4a
may be a processor-based system and may store the software

28 in one embodiment of the present invention.
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25 coupled to a hard disk drive 32. The drive 32 may in turn store a
software program 34. The access point 14b may be coupl ed over a wred
network to an information services server 15 in one enbodiment. The server
15 may st ome® Befimmmwe 90. The 30 access point 14b may sPEFESHBHZRY e 70 and
may be a processor-based systemin one enbodi nent. The station 14a may be
a processor-based systemand may store the software 28 in one enbodi nent of

the present inveamt beder 3 INDe3004/ e PAIBLTINISRR04L O2RB3 A 44 @narder to
reduce the burden on the station 14a and the,rebytbo reduce its_ power

consunpt i on"BEHRPYs Y8t BRI 1H8 PLEF EPRGMTREIPS n tPRatYIHE MR oPRat i on

servi ces sesyBrerl@risends robkf tRatinforiessagesri-acas cdéBdr @8 a station l4a
5 only when new inforpation is avail able tﬂat requires _synchroni zation. The
access poi nteA%h "O5AT t AN FoAPEB?ITDICC BuBht Tt PP BafFOm™ t'idt may be

cal | ed "=l epiilpagkat féw FRmAcidhus awheDable theecessqpided 14b recogni zes
an alert packet, it éeal i Zgi" that this .iE J’nggor ma&kon whi.g_fh the_ 10 station
14a shoul d BE'THVEMGRE 'l r eci 0T RY° &ORE 3 SEPe s R HAT A n6P i nel ude

al ert packagesh mayifhestibes]i shat det) beRedrlad ngleot Fpawhkers?d, W rel ess

communi cat i gns_.may cur het n the access_ point 14b and the _station 14a in
BRSATRY 0g neg S B

response to |]fﬁ16}'na %%' c“(l)r?\?eyea %(\:/ceerssap\c/’mlre 4%8%\?\8?%11%?’%%’18' gifaﬁe server

15. In sonepaciedi fentealizes hbst digiemdy befarmparibabweiqr odessor - based
Yt om 95 LLEL. BOYaL, SEAN e, SISy The oAt IR b pcspssari |
exanpl e, 26héty dcheoseinverudkbalkachpddkagesutdy ahpacket discardeidves,

Referring to Figure 3, wireless communications may
occur between the access point 14b and the station 1l4a in
response to information conveyed over a wired network from

15 the server 15. In some embodiments, the host 18 may be a
portable processor-based system or other power sensitive
system. ‘

The host 18 may be unnecessarily burdened by the
receipt of relatively unimportant packets sent, for example,

20 by the server 15. Each time such a packet 15 arrives,
absent appropriate filtering, the host 18 must expend cycles
dealing with the message. Such cycles may effectively
increase the power consumption of the host 18. In battery
powered applications, this reduces the useful life between

25 Dbattery charges of the host 18, reducing its desirability
and performance.

As shown in Figure 3, a packet filtering protocol,
implemented on the access point 14b, filters unnecessary
packets that would unnecessarily burden the host 18, causing

30 the host 18 to unnecessarily consume power.

Initially, the station 14a sends a setup alert packet

30 to the access point 14b. The access point 14b provides

an acknowledgment (ACK) 32 to the station 14a. The setup

4



absent appropriate filtering, the host 18 nmust expend cycles dealing with
the nmessage. Such cycles may effectively increase the power consunption of

the host 18. In battery powered applications, this reduces the useful life
bet ween 25waidhgoy7ehar ges of the host 18, reducing itsPd&giseappi2dy’y and
performance. As shown in Figure 3, a packet filtering protocol, inplenented

on the access point 14b, filters unnecessary packets that woul d

unnecessari b yeRUdeRet Ny A1 48s QAUIHAG R e nhegla 18, theunnecessari | y
consune power. Initially, the station 14a sends a setup alert packet 30 to

|
the access PoFafts PRBRt THE focastepning WRigh RaskedesararPcknow edgment ( ACK)
32 to the st@tdinebfdanddia88kUpo fAydRv200H Giatd9gPCTHRR20Q4/ 002337  al ert

packet 30 provides the information needed by the access point 14b to
det er m ne whitIPHAGKREStGY SRY BEfFTUILERE F AP IHEnEE2E T MVAS 8 t he host

18. Thuss acnd iddRkisNgo PEOt1AEOkoNBYaIR RREVAERG S Heiht heustf i on 14a to 5
the access point 14b to enabl e the access point 14b to  determ ne whether to

burden the AP MBSWPRERGF iGRcBHFAGR GP&cReEt Hhi%d tPnfdr iRET R Imay be

recei ved bypifieetst atrhos ffornhkobh thg, Besteddivwad bpathé catlatiloy the processor
20. The station _14a may then enable the packet filtering function on 10 the

y
access poi nfra%E-Ngs hPRE] 2 RATSUCUlatdYt e RHPSBPECY hel me¥€age may be

acknow edgedtasidmdisgaheg tlen3Bnably cHNOBasket triRaekehs fudwiicar bhve at the
access EOi nt. 14b fromthe server 15 that. do not et the cri te_rthg provi ded

by the hBst “48 FHESPNRBERT Nl RE ?'ﬂf)%‘tcaf@dagE S K 819 YKEE hCone
enbodi ment . n¥¥eyamagl Betafamkakdged iaesind{cMtar tatPagket Comes”) the packet
I's transferred tﬁ%Q:Q%on—Alert Packets” that arrive at the access point
14b from the server 15 that do not meet the criteria
provided by the host 18 for involving the host 18 are simply
15 dropped in one embodiment. When an alert packet arrives
(*Alert Packet Comes”) the packet is transferred to the
station as indicated at 38. An alert packet is a packet
that meets the criteria provided by the host 18 for
involving the host. The station 14a acknowledges the packet
20 as indicated at 40. The host 18 then receives the data
packets included with the communication from the server 15
as indicated at 42.
Referring to Figure 4, in one embodiment, the software
34 stored on the host 18 initially determines whether the
25 host desires to implement packet filtering as indicated at
diamond 50. If so, the host 18 notifies the station 14 and
provides the appropriate packet filter instructions as
indicated in block 52.
Referring to Figure 5, in one embodiment, the station
30 software 28 initially determines whether a notice has been
received from the host 18 that the host requests packet

filtering, as determined in diamond 60. If so, the station

receives the packet filtering instructions as indicated in

5



station as indicated at 38. An alert packet is a packet that neets the
criteria provided by the host 18 for involving the host. The station 1l4a
acknow edges the packet 20 as indicated at 40. The host 18 then receives the
data packete00neiuded with the conmuni cation fromthe BETAWER004/823Hs
indicated at 42. Referring to Figure 4, in one enbodinent, the software 34
stored on the host 18 initially determ nes whether the 25 host desires to

i mpl ement  pacdet sbi. | teRd NG A3 ch N &AtredwatadlivagRRd: B ridr 99 Ehe host 18
notifies the station 14 and provides the a roprlate packet filter

i nstruct i onstSCCOrARi R JSn 1BRbAL S In Rk fg to Figure 5, in one

enbodi ment, the 1gtath@nto 38wkt BArthe28ctdid lpzhlny gdetendndes , Wagt her a
notice has been _recelved from¢the host 18 that the host requests packet

filtering, 3CUYERBFR WbH i9RedrERBNINEE. OF  E 1% PTEREREt HYDH 1 %Pecei ves t he

packet fslt@sidighingst WhEthaNS taBas NEceatred padtket\VWOi 20041y 7749
PCT/ US2004/ 002337 .bl ock 62.. . The statigon th forwards those i nst ructions to
% on;’Jr?‘m n\é@ = gadfrS

the access PoTfmChdOoPAdTe A CPhed Ot R1a%e @ the access

poi nt sof t walme Hit,i Bhe LAY dagse Vif kheneneyhedisRBt hofe tﬂ%ﬁnpr esent
i nvention, 5 determ nes whether it has received cket %{ lterin

i nst ructi on5eHE itRdi ERPEY ‘il}?tﬁlﬁﬁb‘?ﬁf 37 ¢ ?‘Fc?[r aPPet P catstel gut the flow

ends. |f thelédistruct wpas hasekbeedrriveseaethe tesesi psinticttogns nmay be
stored indicated in _block 74 en packet arrives at. the access point,
for 10 SlanprerervERet Re tias L E i hae LS 18/ The FHiTirdg

i nstruct| OnSnsan’zﬁ.lcﬁptheﬁlre @plﬁddcadsednﬁmcbt@i:kin?&}loé\kCMCk at di anond 80
det er m nes whet Q\er tgje{ pac

che 1amon§ 80 determines whether the packet is
an alert packet meaning that it is a packet which
necessitates involving the host 18. If not, in some

15 embodiments, the packet may simply be dropped as indicated
in block 82.

If the packet is an alert packet, the packet is stored
in the access point 14b temporarily as indicated in block 84
in one embodiment. The stored packet is sent to the station

20 l4a which in turn transfers the packet or packets to the
host 18.

Referring to Figure 7, the server software 90 begins by
determining whether a server driven model has been elected
as determined at diamond 92. If so, the server determines

25 whether new information is available that requires
synchronization as indicated at diamond 94. If received
information requires synchronization, then an alert.packet
is sent over the DS as indicated at block 96. Otherwise, no
such alert message is sent as indicated at block 98. 1In

30 this way, only those messages which are important to the
station may be originated from the server 15 reducing
traffic and reducing the burden on the station 14. This

ultimately may reduce its power consumption.
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an alert packet neaning that it is a packet which necessitates involving
the host 18. If not, in sone 15 enbodi nents, the packet nmay sinply be
dropped as indicated in block 82. If the packet is an alert packet, the
packet is stored in the access point 14b tenporarily as indicated in block
84 in one WOROOTIEM?. The stored packet is sent to the BEHUS29M/BE314a which
in turn transfers the packet or packets to the host 18. Referring to Figure
7, the server software 90 begins by determ ning whether a server driven

nodel has been ehfghad emSodfiteditsl HELIR pebdd@mNd Rentibns0a iR i88r Ver
det er m nes 25 whet her new infornmation is avail able that requires

synchr oni zattP PR RIPCEE SN EAETERaRRHFTOACCPES endiTPdd (MPAX or nat i on

requires sypebf&iiZdakaNuni £ bydRhal Sidrepaeketpit 2s5828he@VEs diee DS as
i ndi cated at bl ock 96. Ot herw se, .no kB such alert, nessage is_sent as

i ndi cat ed aftRFiRIk 982 FRaBHLG HRiGALioHARD #dskn ReddagEEeRhi ch are

i mportang terhheic S_h@tlbaalaﬁyméﬁ 86tWi s wRdchr e tnfaga! QQBVB? gke r educi ng
traffic and reduci ng the burden on the st;tlon 14. This timtely may

reduce its PERRTS RMSbnpt FREES MG DVOAH% PFIASCIRET/LASEH8470P8%37 I n some

embodi ment s pgint hig Wea&eﬁtfrawe@lt | 88acch FrahkOMates vrREQcasar & of buffered
medi um access control (MAC) _protocol data units by the state of a bit

assi gned t o 3PHeFtiRest daherrate (ol 8 iBFdiCCRt FRYF IR Sand ¥R £ di rected 5
traffic indiseatish reveivest § wdadehi ehard endppag@s! dhatt hes BLEess point.

These maps ma\B/ g%a&roadcast to the access FOI nt in heacon franes. Beacon
franes afe BF FRPS 4 RS 1925 4OR Ay FBPE Re MU eHet®0n i nterval s.
When a transmit a message to an access point to receive buffered

MAC protocol data units. Thus, in some embodiments of the
present invention, the access point simply fails to indicate
in the maps that the MAC protocol data unit is available,

15 allowing the station to simply ignore those protocol data
units. However, when the MAC protocol units constitute an
alert message which is of importance to the particular
station, then the access point sets the appropriate
indicators in the maps to cause the station to retrieve the

20 protocol data units.

While the present invention has been described with
respect to a limited number of embodiments, those skilled in
the art will appreciate numerous modifications and
variations therefrom. It is intended that the appended

25 claims cover all such modifications and variations as fall

within the true spirit and scope of this present invention.



station receives a beacon frane and finds that its bit is 10 set in the
maps, the station nay then be required to transmt a nessage to an access
point to receive buffered MAC protocol data units. Thus, in sone

enbodi ments of the present invention, the access point sinply fails to

i ndi cate WQ200We77Aeps t hat t he MAC protocol data unit PCS/URRWIOEBIE, 15
allowing the station to sinply ignore those protocol data units. However,
when the MAC protocol units constitute an alert nmessage which is of

i nport anceviao thelpamedcidar station, then the access point sets the
appropriate indicators in the maps to cause the station to retrieve the 20
protocol data units. Wiile the present invention has been described with
respect to a |lilnmited nenibwl cofpenbiodi:nents, those skilled in the art wll
appreci ate numer ous ?Bgléirfgatahogéc@é%dpd '1%“ ops.dherefeomdt is intended
that the appended 28 clal me cover al ifircations and variations as
fall Wit MWisht heckatuéispe¥ing aﬁét@éﬁiﬁ@néf th| s present invention. 7 WO
2004/ 077749 PCT/ US2QQ1400233% bl Ipd16t AdTRAL5esdiy AcBBLROG COMI i si ng:
providing an access point in a wireless network 5 wi'th packet filtering

i nstructi g#skeenaBid ng an access point to wirelessly receive a packet; and

enabl i ng sai d accessnppi Mg tsaidei&Fd8sNBoi MSItRYde bR rRacketnd i | tering
i nstructions, whether to involve a 10 host with a packet addressed to the

host. 2. THReBRFGE StLEPEINA FPPREYSIdiORS: r'dEneFngC t ROV Ast r uct i ons from a
station caipkedit0 & Bach@Staddressed to the host.

2. The method of claim 1 including receiving the

instructions from a station coupled to the host.

15 3. The method of claim 2 including wirelessly

receiving said instructions.

4. The method of claim 1 including receiving
information from a server that indicates whether the host

20 should be involved.

5. The method of claim 4 including receiving a packet
and determining whether the packet is an alert packet

involving the host.

25
6. The method of claim 5 including, if the packet is
an alert packet, enabling a station coupled to said host to
receive said packet.
30 7. The method of claim 6 including storing an alert

packet in the access point.

8. The method of claim 6 including setting a bit

depending on whether a packet is an alert packet.



15 3. The nmethod of claim2 including wirelessly receiving said
instructions. 4. The nmethod of claiml including receiving information from
a server that indicates whether the host 20 should be involved. 5. The

met hod of claim4 including receiving a packet and determ ning whether the
packet is ¥924047774packet involving the host. 25 6. TREI/HEO0AIW2BF cl aim 5
including, if the packet is an alert packet, enabling a station coupled to
said host to receive said packet. 30 7. The nethod of claim6 including
storing an al er®. patiketmeithod hef adeesss poicitidi®y rEeeimetdicoh efiect ai m 6

W 2004] 07H T P POIOOT ODBRS AL S L he i hes” O & T nel ui ng.

recei ving aatwdm.t packet froman information services server over a wired
network. 5 10. The nethod of claim1 including dropping packets that do
not nmeet the criteria for involving the host. 11. An article conprising a
medi um &t ori ng 19 nst Fhemeghedt dfatclain bxesdredng arabbena packeéssor - based 10

system to pgL{ ofmbheSIeRee0f 11 U QYI db NG A3t EhPUtOR s€r Vi ces; receiving
packet filtering instructions froma host before the host transitions to a

reduced power consunption state; 15 receiving a wrel ess packet addressed
to said host; 11, Aan article comprising a medium storing

instructions that, if executed, enable a processor-based
10 system to perform the steps of:
providing distribution services;
receiving packet filtering instructions from a
host before the host transitions to a reduced power
consumption state;
15 receiving a wireless packet addressed to said host;
and
applying said packet filtering instructions to

said packet to determine whether to involve the host.

20 12. The article of claim 11 further storing
instructions that enable a processor-based system to receive

instructions from a station coupled to the host.

13. The article of claim 12 further storing
25 instructions that enable the processor-based system to
wirelessly receive information from a server that indicates

whether the host should be involved with the packet.

14. The article of claim 13 further storing
30 instructions that enable a processor-based system to receive
a packet and determine whether the packet is one which

merits involving the host.



and applying said packet filtering instructions to said packet to determ ne
whet her to involve the host. 20 12. The article of claim 11 further storing
instructions that enable a processor-based systemto receive instructions
froma station coupled to the host. 13. The article of claim12 further
storing 25Wpr¥§‘i4f°@@ta? ons that enabl e the processor-baseff Y0337
wirelessly receive information froma server that indicates whether the
host shoul d be involved with the packet. 14. The article of claim 13 further
storing 30 inst¥ucti®es arhatlemdbléain priofastirr Isdsedngystemto receive a

packet and;glat. el pes whglkhergne apg%@éséo%-eagemy@eemn@a intOQiif?V_Ol ving the
host. 9 WD 2004/ 077749 PCT/ US2001/ 002337 15. The article of claim 14

further star$tigirAsEPuRleidons tfatioehabl & &°prberss PFkpasET ystemto notify

a station goa edckeor thathpstidd iavbecaiyvedepasket is an alert packet that
merits involving the host. 5 16. The article of claim 15 further storing

instructions that enable a processor-based systemto store an alert packet

i ntended for theshosthe 1@tidle U cakimcle rattid mistotbndurt her storing
instructions that enable the processor-base a%%cit emto set a bit in a mp

dependi ng &% WHEEARRS (HIR tpSRRRLS i3 PARCHT OF T K& EeI5 A e article of
claim 11 f uftdirtSpoEkdty inkBSdedICEbironse tHeat . enabl e a processor-based system
to receive a packet froman infornmation services server over a wred
10 17. The article of claim 16 further storing
instructions that enable the processor-based system to set a

bit in a map depending on whether the packet is an alert

packet.

15 18. The article of claim 11 further storing
instructions that enable a processor-based system to receive
a packet from an information services server over a wired

network.

20 19. The article of claim 11 further storing
instructions that enable the processor-based system to drop

packets that do not meet criteria for involving the host.

20. An access point comprising:
25 a processor; and
a storage, coupled to said processor, storing
instructions that enable the processor to receive packet
filtering instructions, receive a wireless packet addressed to
the host and apply said packet filtering instructions to said
30 packet to determine whether to involve the host in processing a

packet.
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network. 20 19. The article of claim 11 further storing instructions that
enabl e the processor-based systemto drop packets that do not neet criteria
for involving the host. 20. An access point conprising: 25 a processor; and
a storage, coupled to said processor, storing instructions that enable the
processor WO XE7%#@ packet filtering instructions, rBeEYRAOIQP0HY el ess
packet addressed to the host and apply said packet filtering instructions
to said 30 packet to determ ne whether to involve the host in processing a
packet. 10 WO 2004/ Ohk/ 48cPEY/d82004f 00238720 2dherfhie aztksgopegnt of claim

20 wher ei nopaidl ShOLANSRNA e, d NakbUCILANS DAL RNAP! & LR geess point to

receive instructions froma station couple o the host. 5 22. The access
poi nt of clastmetinherion sabthberessurins (P Feediogés a packet, applies said
filtering instructions and determ nes whether to involve the host. 23. The
access point of claim22 wherein said storage 10 stores a packet intended
for the’host. 2%2- A ProcEsess -Ridedosyskadm gbn‘ﬁrq@ilﬁg.sal% ¥5c6€éssor; a

storage coypl.ad de@esddd PHACRSSOrapp118s &S reOM i0d tAssaidiprocessor; and
a station coupled to said bus to receive wireless packets, said station
acting as &Rd ASEESBIPRT rithetREF dtud@¥8Lve gdientCt o recei ve packet filtering
instructions froma host and to apply the packet filtering instructions to
determ ne 20 whet her_to involve the host in E)rocessi ng_a packet, addressed
to 23. The access point of claim 22 wherein Said 'storage

10 stores a packet intended for the host.

24. A processor-based system comprising:
a processor;
a storage coupled to said processor;
15 a bus coupled to said processor; and
a station coupled to said bus to receive wireless
packets, said station acting as an access point, said access
point to receive packet filtering instructions from a host
and to apply the packet filtering instructions to determine
20 whether to involve the host in processing a packet, addressed to

the host.

25. The system of claim 24 wherein said system is a
battery powered system.
25
26. The system of claim 24 wherein said station is a

network interface card.

27. The system of claim 26 wherein said network

30 interface card is directly coupled to a wired network.

28. The system of claim 26 wherein said access point
stores a packet until the system is ready to receive the
packet.

35
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the host. 25. The systemof claim 24 wherein said systemis a battery
powered system 25 26. The system of claim 24 wherein said station is a
network interface card. 27. The system of claim 26 wherein said network 30
interface card is directly coupled to a wired network. 28. The system of
claim 26 wwarmp4073aPd access point stores a packet unbCl/usZeel/®ysrem i s
ready to receive the packet. 35 11 WD 2004/ 077749 PCT/ US2001/002337 29. A
server conprising: a processor; and a storage coupled to said processor
storing 5 instructions to determ ne whether a packet, addressed to a
particular host, is one which should be processed by the host and to
forward said patket FCHTSAcC¥EE5IPAE with an indication to enable said
access point to detesrpreeshet heind o i nvol ve said host in processing the
packet. 10 30. The server _of clain1zg W@erein sai d _se gfgnés an information

. a storage coupled rocessor s
services server for a WYePesHetork. >ots P
5 instructions to determine whether a packet, addressed to a

particular host, is one which should be processed by the host
and to forward said packet to an access point with an indication
to enable said access point to determine whether to involve said
host in processing the packet.
10
30. The server of claim 29 wherein said server is an

information services server for a wireless network.
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