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Application establishes VPN connection with privacy/security
appliance
(205)

;

User submits internet protocol request to privacy/security
appliance using application
(210)

!

Privacy/security appliance routes internet protocol request to
website host over network
(215)

!

Website host responds to internet protocol request and sends
response to privacy/security appliance
(220)

;

Privacy/security appliance inspects response
(225)

!

Privacy/security appliance generates a mock webpage with
scoring and option to proceed
(230)

;

Privacy/security appliance sends mock webpage with scoring to
application over VPN
(235)

v

User takes desired action
(240)

FIGURE 2
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Application establishes VPN connection with privacy/security
appliance
(305)

;

User submits internet protocol request to privacy/security
appliance using application
(310)

;

Privacy/security appliance routes internet protocol request to
website host over network
(315)

I

Website host responds to internet protocol request and sends
response to privacy/security appliance
(320)

'

Privacy/security appliance inspects response
(325)

!

Privacy/security appliance delivers inspection results with
webpage to application over VPN
(330)

I

Inspection results graphically presented when user selects or
hovers over link
(335)

;

User takes desired action
(340)

FIGURE 3



WO 2021/108560 PCT/US2020/062242
4/8

Application establishes VPN connection with privacy/security
appliance
(405)

;

User submits internet protocol request to privacy/security
appliance using application
(410)

!

Privacy/security appliance routes internet protocol request to
website host over network
(415)

!

Website host responds to internet protocol request and sends
response to privacy/security appliance
(420)

;

Privacy/security appliance inspects response
(425)

!

Privacy/security appliance modifies HTML content of response
to include scorings
(430)

;

Privacy/security appliance sends modified webpage to
application over VPN
(440)

v

User takes desired action
(445)

FIGURE 4
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User submits internet protocol request to website host using
application
(605)

;

Website host responds to internet protocol request and sends
response to application
(610)

!

Application plug-in intercepts response and routes to privacy/
security appliance
(615)

!

Privacy/security appliance inspects response
(620)

;

Privacy/security appliance generates a mock webpage with
scoring and option to proceed
(625)

!

Privacy/security appliance sends mock webpage with scoring
to application
(630)

;

User takes desired action
(635)

FIGURE 6
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User submits internet protocol request to website host using
application
(705)

;

Website host responds to internet protocol request and sends
response to application
(710)

!

Application plug-in intercepts response and routes to privacy/
security appliance
(715)

!

Privacy/security appliance inspects response
(720)

;

Privacy/security appliance delivers inspection results with
webpage to application
(725)

!

Inspection results graphically presented when user selects or
hovers over link
(730)

;

User takes desired action
(735)

FIGURE 7
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User submits internet protocol request to website host using
application
(805)

;

Website host responds to internet protocol request and sends
response to application
(810)

!

Application plug-in intercepts response and routes to privacy/
security appliance
(815)

!

Privacy/security appliance inspects response
(820)

;

Privacy/security appliance modifies HTML content of response
to include scorings
(825)

!

Privacy/security appliance sends modified webpage to
application
(830)

;

User takes desired action
(835)

FIGURE 8



