DYNAM CALLY M GRATI NG COVPUTER NETWORKS BACKGROUND [ 0001] Many conpani es and
ot her organi zati ons operate conputer networks that interconnect numerous
conmput i ngweystigmes760 support their operations, such as Wwcrhistéie/oemssput i ng
systens being co-located (e.g., as part of a |ocal network) or instead

| ocated in nultiple distinct geographical |ocations (e.g., connected via
one or nore private or public internedi ate networks). For exanple, data

- centers housing significant nunbers of interconnected conputing systens
have becone comonpl ace, such as private data centers that are operated by

and on behalhy RIAMICALILY $IGRATINGICOMPUTERMNETINORKS centers that are
operated by entities as businesses to provide conputing resources to

cust oners. Sorregl%ubl ic data center operators provide network access, power,
and secure iBREKGRPINDPfacilities for hardware owned by various custoners,
while other public data center operators provide "full service" facilities

that also i :ngg‘f' rhar dl\(){{%ﬁg Eﬁrﬁpﬁhf‘e%s aHBdStr%Y%HP?mz%ﬁF)ﬂgabﬁéfa@ MFﬁﬂnfﬁltgg

cust oners. , as scal e and scope of pl ca ta centers
I ncreased, triedwbaesk iludt tercosnent ngmerdus ntcshpuiing syateinsreoasippprt Hieeir

hysi cal co ti resoyr ces has, becone . i ncregsin . CO i cated. [0002] The
Bavent - of *viGRSIRITRa SR B8 I ReR COORLSICBY IR, Do NG, Ao Pade 6 o3 i
some benef i tp%%f[éhrog;ég%%mm%r@ﬁﬁgtéé@ IREEST BF ARSI BRlhOTgéSgapheas for

many customers w erse needs, allow ng various conputing resources to
be effici entlbgations éegur edynadted eda bynendirt inpre private mer publikointesmegiate

KW (-t nel FRURBPV: ila e xR aaa T BED SIS 15 oCa e el 21
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provi ding each user with one or nore virtual nachines hosted by the single
physi cal comsivategdatackeenterswihal aeg roparatedsiby @id micHietwlbaifng &ingdd t war e

simul ati on actin s a disti ical,c ting syst t Qvi d
oy o RkbnRns A Hunih 098 SRR B KGR I, PR 5
adm ni str at gisirtdssasab\(Rovidarchiad eting rasdurdds feo@itbators MBdree pludfic Biagy i di ng
application isolation and security anong the various virtual machines.
center operators provide nétwork access, power, and secure installation
facilities for hardware owned by various customers, while other public data
center operators provide “full service” facilities that also include hardware
resources made available for use by their customers. However, as the scale
and scope of typical data centers has increased, the task of provisioning,
admihistering, and managing the physical computing resources has become

increasingly complicated.

[0002] The advent of virtualization technologies for commodity
hardware has provided some benefits with respect to managingr large-scale
computing resources for many customers with diverse needs, allowing
various computing resources to be efficiently and securely shared by
multiple customers. For example, virtualization technologies, such as those
provided by VMWare, XEN, Linux's KVM (“Kernel-based Virtual Machine”),
or User-Mode Linux, may allow a single physical computing machine to be
shared among multiple users by providing each user with one or more virtual
machines hosted by the single physical computing machine, with each such
virtual machine being a software simulation acting as a distinct logical

computing system that provides users with the illusion that they are the sole
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BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0003] Fi gures 1A and 1B are network
diagrans illustrating exanpl e enbodi nents of interactions that involve
dynam calw9 2mignaizong conput er networ k conputing nodes. PLOAB4J1Biogsse 2 is a
network diagramillustrating an exanpl e enbodi nent of interconnected
computing systens for use in providing capabilities for dynam cally

m grating conputer network conputing nodes. [0005]Figure 3 is a block
diagramillustrating exanple computing systens suitable for providing

capabi | i ti esphératehénait sahlivistrhraidf 20givenmidr@nans tvmiputing resbiree, nodes.
also providing application isolation and security among the various virtual

machines.
BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Figures 1A and 1B are network diagrams illustrating example
embodiments of interactions that involve dynamically migrating computer

network computing nodes.

[0004] Figure 2 is a network diagram illustrating an example
embodiment of interconnected computing systems for use in providing

capabilities for dynamically migrating computer network computing nodes.

[0005] Figure 3 is a block diagram illustrating example computing
systems suitable for providing capabilities for dynamically migrating

computer network computing nodes.

[0006] Figures 4A and 4B illustrate a flow diagram of an exarhp!e

embodiment of a Configurable Network Service Manager routine.

[0007] Figure 5 illustrates a flow diagram of an example embodiment

of a Network Migration Manager routine.

[0008] Figure 6 illustrates a flow diagram of an example embodiment

of a Gateway Device routine.
Detailed Description

[0009] Techniques are described for providing capabilities to facilitate
dynamic migration of computing nodes between computer networks while
the computer networks are in use, such as on behalf of a user or other entity
associated with the computer networks. In at least some embodiments, the
provided capabilities include facilitating the dynamic migration of an entire
first computer network to a remote location while the first computer network

is in use, such as with each of muitiple computing nodes of the first
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[ 0006] Figures 4A and 4B illustrate a flow di agram of an exanpl e enbodi nent
of a Configurable Network Service Manager routine. [0007] Figure 5

i 1l ustratwe 2a11fdioswedi agr am of an exanpl e enbodi nent of @&CRaSaok42ssgr at i on
Manager routine. [0008]Figure 6 illustrates a flow di agram of an exanpl e
enbodi nent of a Gateway Device routine. Detail ed Description

computer network being incrementally migrated to a distinct computing node
that is part of a destination second computer network at the remote location.
In addition, in at least some such embodiments, the provided capabilities
further include facilitating the ongoing operations of an originating first
computer network while a subset of the first computer network computing
nodes have been migrated to the remote destination second computer
network, such as by forwarding communications between the first and
second computer networks in a manner that is transparent to the various
computer network computing nodes {(e.g., such that the migration of a
particular computing node of the first computer network is transparent to the
other computing nodes of the first computér network, such that the other
computing nodes may continue to send communications between
themselves, and in some cases may also continue to send communications
fo the computing node being migrated). Furthermore, in at least some
embodiments, one of the first and second computer networks may be a
physically connected computer network (e.g., a LAN, or local area network)
in a first geographical location, while the other of the first and second
computer networks may be a virtual computer network provided at a remote
second geographical location (e.g., under the control of a network-
accessible service available to remote users), such.as if the originating first
computer network is a physically connected cdmputer network under control
of a first entity, and the destination second computer network is a remote
virtual computer network provided to the first entity by a fee-based network-
accessible service of which the first entity is a customer. Addiﬁonal details
related to the various provided capabilities for dynamically migrating
computer network computihg nodes are discussed below. In addition, in at
least some embodiments, some or all of the described techniques are
automatically performed by an embodiment of a Network Migration Manager

(“NMM”") module, as described in greater detail below.

[0010]} As noted above, in at least some embodiments, an

embodiment of an NMM module automatically facilitates the dynamic



[ 0009] Techni ques are described for providing capabilities to facilitate
dynam c mgration of conputing nodes between conputer networks while the
conput er wetaawrdkss7are i n use, such as on behal f of a usecTars2abessentity
associated wth the conmputer networks. In at | east some enbodi nents, the
provi ded capabilities include facilitating the dynam c mgration of an
entire first conputer network to a renote |location while the first conputer
network is in use, such as with each of nultiple conputing nodes of the

first conpuie i kN At al i - 1 eSSt
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network) in a first geographical |ocation, while the other of the first and
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the first computer network is in use includes managing interactions between
the first and second computer networks during the dynamic migration. In
particular, gateway devices on one or both of the first and second computer
networks may be configured to maintain a connection between the first and
second computer networks {(e.g., a private and/or secure connection, such
as a VPN connection), and to manage interactions between the first and
second computer networks. For example, if a sending computing node on a
first computer network initiates a network communication to an intended
destination computing node that was previously part of the first computer
network but that has been migrated to a distinct replacement computing
node on a second computer network, gateway devices on the first and
second computer networks may interact to forward the communication to the

replacement computing node on the second computer network in a manner



WO 2011/ 011576PCT/ US2010/ 042858 mi grati on of some or all conputing nodes of
an originating first conputer network to a distinct destination second
conput er wetzaawrdk157such as to a destination virtual conpRCeEUSeeWSESthat s
remote fromthe originating conputer network. In sone such enbodi nents, the
NWM nodul e may be integrated with or otherw se associated with the
destination second conputer network, such as if the NMM nodule is pad of a
net wor k- accessi bl e service that al so provides virtual conputer networks for

use by cliengts, with th st i o) put i of
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migration such that a distinct second computing node of the second

computer network replaces the first computing node as part of the first local



[00121As an illustrative exanple with additional details regarding
operation of such gateway devices in one enbodi nent, consider a situation

i n whi ch wof2nrigiiizzenput i ng node of an originating first PCoaskolanezssgonput er
network is mgrated to a renote destination second conputer network that is
configured to operate as an extension to the first conputer network, with
the mgration such that a distinct second conputing node of the second
conput er network replaces the first conputing node as part of the first
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the first gatempyterenétwork snbsequentys serdsarepminaicasianuio b irgh neerk he

second computer, net k.. [k @@t e RO MR iSeatidrwlll T St
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gateway device on the second computer network that receives the
forwarded communication from the first gateway device, and further
forwards the communication over the second computer network. Moreover,
in at least some embodiments, the first and second gateway devices may
forward the communication in a manner that is transparent to the computing
nodes of the first and second computer networks, such as by not modifying
the forwarded communication in the same manner as would be done by a
router device (e.g., not modifying a time-to-live hop value for the
communication), by sending the forwarded communication over the second
computer network using spoofed information for the sender network address
and/or sender hardware address that corresponds to the sending computing

node and the first computer network, etc. In this manner, the forwarded
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communi cati on appears to the second conputing node as if it cones fromthe
sendi ng conputing node via a single |local area conputer network to which
bot h conpaDi2ng/maeztes bel ong. [0013] 1 n addition, the m gPaTiusa010/042858
conputing node froman originating first conputer network to a renote
destination second conputer network may be performed in various manners in
various enbodi nents. For exanple, in sonme enbodi nents, the second conputer
network may be a physical conmputer network that is configured before the

m gration to_include one_or r i r i le to
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geographical location (e.g., by executing distinct copies of those software
programs on the new computing system, by copying data to the new
computing system, etc.), such that the new physical computing system acts
as the same logical computing node after the migration is completed, while
in other embodiments the computing node to be migrated may be physically
moved to the different geographical location and attached to the new
computer network. In addition, when a computing node migration involves
use of a new computing system at a different location, the new computing
system may in some embodiments be configured to operate as the

replacement computing node for the computing node being migrated before



particul ar computing nodes to mgrate. For exanple, in some enbodi nents, a
user associated with the originating conputer network from which conputing
nodes ar ewbebngini7gr at ed may sel ect particul ar conput i n@Cmases 002858 gr at e
and then notify the NMM nodul e of the selection, and may further in some
such enbodi nents manual ly performthe actions involved in the conputing
node mgration (e.g., before informng the NMW nodul e of the selection). In
ot her enbodi nents, the NMM nodul e nay participate in the automated

e o0 o EOKIRAN B R hes B GieoRRc fadiifaleltheAETAA (e 0uAY ! On
of selected conputing nodes (e.g., by provisioning the replacenent

conput i ng nogleangese taitgatgwayf dewvices pregviags foreapding gcaraminieations), syeh

le, in at |least s mbodi ments, th .and/or .the N |
Gerihe cr { ok tha conTaute SRR Prgcand RLpean i Biiby et blifeng.
nodes to m grAlgs (fedlac &@Hﬁ%&ﬁbuﬁﬁrlﬁéﬁé P P Rithediaitd osle substantaligt e,
I C

to select an order 1In some or all of the conputing nodes wll be
m grated, etined@te mariémeth othareembodinyente angk sitatians, dharpplacepient

current status or _other, characteristi. of. t he comufi S for
m gration anc?BPUBRY QS MAE chﬁﬁﬂ?'fars?de gk pgr@@ étsgﬁlé;gg%ﬁe@reg%ﬁ%genent
conputing n dtas EB%STZ%&gtaﬁﬁérct%@pHﬁ'rﬁﬂoﬁngmti%té“d] &5d ysoishagateeay WO

2011/ 011576PCT/ US2010 specified and/or automatically |earned .
t hr eshol ds odewicésmaypedouh anenet megratypgs ofactions t%’éﬁﬁlfitﬁej/a Henimigralignnodes

that are ovey-utilized or underutili J n I wtion,
such criteri®%aA4's QPQ}@H“LPBH%%% S%Egr?@ﬁ'égo‘r%@[’\‘%aré&@%@”&P@??g&

i ncl udi ng_opgxit thenAdplaBdmEeAs cBmpulingCHbt@Nt readpubi rgeiveddemnidsue ahher
factors. For exanple, a non-exclusive |ist of factors that an NVM nodul e
may use in iegouts ingiehtethakieacompunieatinrewap Nl deliyeracthgo £§) tPHIPAg" @

degree of avail ahil] f L ; volune of requests being
recei ved by %ﬁﬁf/%Fé‘%{i\cﬁ'aﬁggﬁ%g%@%é%’@gshode; degree of network
utilization for each conputing node; degree of network |atency for each
conmput i ng no®14flegr ee Fottheahers ydétermastiondimgy the megiecit gaays ways of
conputing node; degree of processor ytilization for_ each corrﬂ?tﬁ ic{’ﬁ*@”?de;
degree of meP@HigulATiqOmRItINEhNeERs I FH0@RpHCT ffaMPie: INFLNR EMTICY NGNS,

(11 nput / out pyt 1 ePandicliba Uit 266! BRgingaeBRIBN AetoMR RO Whisher  of

ot her conputing no or software applications of those conputing nodes)
that are curcempling ntoelescdrenzeing rhigoatedtrhay weksst psiricyleaeempotipamosgsnode;

a financial cost associated wth, usj one, qr e c utin one
or nore act il Migateand tE‘ﬁ'? r”é’itn'fy m%mm%@ﬁ?&ﬁé%sﬁ 'Pnaaﬁg:ﬂﬁ%ﬁuai%ral
cost associ afedoMet Bubisi dHboditndlits TRRARUSTRISHONS fHedestibns imvsived imdthe
activities at a current tinme and/or future tine (e.ﬂéﬁ, an envi ronnent al

cost, which ocmyphting epodss enigeationn(g.gnarefoes informing the MMM Biadiile jofthe
di cted d of t /qr_fut f f
Phe tactors PeRCiSIn Bhatkr Sacaaiactish ik, NTRI thdflic %78, Baoiidtedi e O

predicted deg&%%d%&é&mn 8nesMbufibg Wodledamanigrater asdrer o1 taatovhated of
the factors for each conputing node; etc. In addition, an NVM nodul e na

gat her or ot trgnstiop obft aselectad epempatings 1fastesant® 9t hdly | RIQSIARINGN té‘@oﬁt
h tri d oth fact | i . i | i ts,
such as by nisHeRAnAGE oRFREES Bt Phe B S, Prodtehtt; oAty Al o

characteri st bgs). FOPdRAMRBle ianRidst8anBymbediradats] theruserard/patie SNkl
conputing nodes for various reasons and in varjioys nann_e%i?i n vari.ou
[

enbodi ment s. MRstulexaap| ¢efine catafia épmyaenBne¥alugting @ng NG PERIAG ng

node may computing nodes to migrate (e.g., to select a subset of computing nodes to
migrate, to select an order in which some or all of the computing nodes will
be migrated, etc.). Such defined criteria may be based, for example, on
current status or other characteristics of the computing node selected for
migration and/or of a distinct computing node to be used as the replacement

computing node for the migrated computing node, such as by using user-



WO 2011/ 011576PCT/ US2010/ 042858 be initiated to obtain an enhanced |evel of
services or capabilities that will be provided by the replacenent conputing
node and/wo 20h@1d¥st i nati on conmputer network to whi ch tIr€TriSpl1aoerssnt
conput i ng node bel ongs, such as for a fee. As one exanple, the destination
conputer network may in sonme enbodi nents provide differentiated
capabilities, such as different |levels of quality-of-service or different
types of capabilities on different conputing nodes (e.g., for a fee), and a

particul ar repl acepen i : S

capabi liti ess%cﬁﬁfge?égﬁgg%%d’nrﬂggg%‘gﬁtEg%}én%gdgﬁ%gﬁ%ﬁ,g ﬁsggh%ﬂ %B%gerof '
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net wor k- accessddy forsotey bemordadtivities dit sacusent tivhe arsd/ar fituentimef(etgiean

net wor k- accessi ble service with private access . tp.a_co utI r_network
provi ded foremyieonmertal costiomhisl gy Bﬁpﬁ?&e_&‘t‘%‘g&hrﬂé‘a{r}&q gewg)t FalSpYi vat e
netvork”) - copneahl P BralioR Bl S FIEAUMRAbE RiluRS HERRINCPRS dife BPRfbreenD e

conputing sy eclre and t provided conputer network, or may
use ot her segthertof thediactoraufohesichcadipnting aiodeyuass autoroatiohlly tasened i®nt to

renotely interact. wwth the provided co ter, network, in a,privat nd/ or

secure )r/ranneﬁ?theFW‘SﬁdUieEjl%%q %iegreoﬁ Ofiggggﬁgaﬁgloéﬁﬁ%{ﬁ? fgmand gcgr ‘?%%g{ Préoc(ﬁe of

the conput erofp.%?wﬂﬁ% d?e!ﬂsdﬁﬂ EYcH RBMStWRY koaecessi bheagetivhc anaNeach
y ac

created and configured ient to be an extension to an existi n(ﬂ1
conput er net moxdkileofmaegathieznor sthemwise @baihy sugesbnyalues fast @oek other

extension to_an existin enote private conputer networ f .t J
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Furt her nor e, yhiha ehARMIMEATSE KIBAOHE BN hforatofingl Vardusooemplting omsdeiaed

networ ks provided by the network-accessible service may be virtual conputer

net wor ks, whinélvark openatioreahardictaiisticst he provi ded conputer networks may be

physi cal |y connected conputer networks. Additional details related to

est abl i shi ng usi ng . r i : {i

et vor k. acc BBl o sor PRieMiREApE Mk He Nt mibrate fRfictiaf computing
nodes for various reasons and in various manners in various embodiments.

For example, in some embodiments, a migration of a computing node may



[ 0017] The use of the described techniques for inplenenting the various
provi ded capabilities produces a variety of benefits in a variety of

si tuati or®0 2pavo1evanpl e, in sone situations, a user or @®CHAS2@00IISFS may

mai ntain one or nore physical networks with nultiple conputing nodes in one
or nore geographical |ocations, but need to tenporarily mgrate sonme or all
of those conputing nodes to a renote |ocation (e.g., in order to perform
mai nt enance or upgrades), and then to reverse the mgration back WO

2011/ 011576PRCT/ US2010/ 042858 h R f - ' r the
tenporary pe?§ SUIH éq&Pﬁ’éa'.“ ?#%Bbﬂﬁ?g%%vﬁeéﬁ?g%& %été@%@%ﬁ@gﬂi |bt8y may

i nstead desi pRvidedbyTeitentiepldbedidtite coaiFuting alddes camdib nthenadiestinatioane or
nore physical networkKs in one or nore geographical locations to a renpte

| ocation (e.gRMPUiEraRtWOK ieivdneh e replacsRens §EMRUEGHRPHE PEINgS, suc -
h : - .
Fur t her mor e’a%?gh%ffg?—:p[]%ﬁy gglrp %g;[ﬁrﬁgfrég%enb@étmdtﬁﬂ Qémﬁgfgi" HétgﬁilrcarﬁQWHt' ng

nodes of one e S I'n one or nore geogra

| ocati ons t os@meesnitvdimeatd grotide difgrenfiateoedapabiities,osacheanedifferenich as
quickly (e.g., over the course of mnutes or hours

. . L or e gr ad(x‘ﬁ,l I
(e.g., over lgvpler pbalualityafsepsicecdk sifferepbriyRes O SAPAPIHIES 21 o ﬁ’é‘%)/"t
i ncl ude repe [ 0 r r ' RIpUgihgal
network to bcgélﬁﬂld?{rﬁgg%g &g%'f ?ﬁbgnfgv%g’cgmc%gﬁt%ﬂg t até}ﬁmgh goot her\gvi se
have been semtédé ambhobe seketddbasenponi sgchodasabittiessifetie epkeemand
correspondi ng repl acenent conputing nodes of the rermtﬁgﬁi rtBaI net wor k,

and opti onal q;(?,mEt’B'E@)irﬁlji%ﬁgof 3506 GBI 2 A1S8H reghpth PhiciksHRY: PRReAICR 8Ny or
after they hé%‘%gﬁét@ %‘\;{@geg%ﬂl bggth%oqu\h ehddimetioons Rrlor ORGP Bftity

sessions or o net K interactions that they were involved with béfore
t hey were sehsstciatetiovitte oniggradingdgomputesi netwoek, agipre dnaetber enhodiments,

described techni i ded bil i ti further d_j
Variety of  GeBPdERares Mot BEETIGRId 9 Sakt RE e ieiaintgs dah B SR i ng
an exanpl e O%I:@héﬂ@%i%dterw&%r@, hghdl anchides bft ehobmpasngtodes tsee to

provi de capabiTiti for facilitating the dynam c mgration of conputer
net wor k conpuigratech othys bbesaleetedcionpthes maritersr(esg., im at fansloax APIRET, e

dynami c mgration uses, destinatjon,c te s . t are renote
virtual conp@f @?Sﬂ‘é'?%gr Reek t?%%ﬁdaﬂn &'g%%é %é{é\?éﬁv}%'éﬁ%eés}gbbl e service that
provi des client-configurable networks, such as renote virtual conputer

net wor ks t hafgoasg cr eapgdprivibain fricied ednasvidtmodileenisgnbeocunfigureditst i ng
private conputer networks of clients, although in other. enbodinents, the

dynami ¢ mi griacilisate the deaseier BYgRREONN ObtIRENS neih A SOTPUYNI B %%i‘?fg_aBt her
avai | abl e Cowb%ﬁﬁg 18 Sobufer iéwork U 1Bfhd BRlerdR Bahbutdr Retiiotkidict

conmput er net _
other computing nodes provided by a remote network-accessible service. In

order to obtain access to such a remote computer network or other remote
computing nodes, in at least some embodiments, a user (or the NMM
module on behalf of a user) may interact over public networks with a remote
network-accessible service that allows the user to configure a computer
network that the service provides on behalf of the user, with the configured
computer network including multiple computing nodes that are maintained
by or otherwise under the control of the network-accessible service. After
configuring such a computer network, the user and/or the NMM module may
interact from one or more remote locations with the computer network being
provided by the network-accessible service, such as to execute programs on
the computing nodes of the provided computer network, to dynamically add

additiona! computing nodes to the provided computer network, etc. In at

10



WO 2011/ 011576PCT/ US2010/ 042858 [0019] I n the illustrated exanple of Figure-
1A, an exanple configurable network service ("CNS') 105 provides

functi onawOt291¥m17bi ent s (not shown) over one or nore peRorius2mevessks 100
(e.g., over the Internet) that enables the clients to access and use
virtual conputer networks provided to the clients by the CNS 105, so that
the renote clients may use the CNS 105 to dynamcally nodify and extend the
capabilities of their renote existing private conputer networks 130 to the

oS o | . . .
oo Pt he Donienst em Sribbaimenf ahieast some o7 the Pt der AERIa Hrbrgea, 1°e
or more NWM ??QHJ;%t&v%ﬁ(-heéééﬁbleU§@widéBrﬁiwgéimﬁdtétabrﬁps@reirdmwbmt FreatCNS

105 to facilitate dynam c conputer networ onput i ng node m'%raation
RPIGORPuUt er

functional i tgre eschieocessibie onlybydherusastafi thepretynrk-sgeassi

e . o o {iclg: : ! . !
135 mmy be T4BPRPERTE By bRy dRscdgEu RrbjonsE Re 48, o pRERGHELRAC o
provi ded conpytstheREFHP Misorh0abEesly ianegaicltly gosfigured).( eFor, extampldd the

remove conputing nodes from provided conputer networks), if particular
provi ded conpevarkmsceesikie HandsaymayciaddeofpUsehyvipdesat pligntape the

avail able to_be t rar ar_.ner ent, l.aL o a

conmputi ng noﬁ%@voﬁsf%ﬁe%{osaé&v@gl %@e?’yﬁ%ﬁr&eccfg% Bdsjséﬁee eé,ﬁgert @8 I 8820] In
particul ar, providalfsr thd chentughen @ bglareattling atseicars RN ("tittealpplivate
network 100 with a manager nodule 110 of the CNS 105 to create and
configure vaRelmkpr pompecticsnmsiit @heRRRAR eRRERIOHH HeWeer PR Rt Bore

exi sting clienf privale:0etaiks. 180he Widdl fHd IeaSovRNEcShphits FwBHE,e"
ARG sYStEDR ot i i 3

net wor kK ext ensi OI’IS_ _ I gure 0 enabl e private access fromone
or nore correspendiuse othieersedurity aine/oreauthiekticaidth dechnighes fabénabledhaor k

100 (e.qg., via VPN co ti t.abl i shed . I nt ' 100 d
100b, or Vi SCBHAP EFPREHOINBRAC A 11 B UARGCATBRLET NP O SxBAE.

each of [the Bhaldr SeuromRitllr. MRl AGtition 1ifCat RESHIBRNENRIdIREA!S: SIASNY
nodes 124 (e.g., froma nunber of conputing nodes provided by the CNS 105),

and at | eastsome afoieutomputievieteodenpiayidestby dhadtetersriaagerssikly shivicee 122
to facilitat greI gé\cr%rceta{tg San .éohnf%ucrgé tb}e/sao 8!?69&&8 bean te?de%'s%oenn{o an existing
computer network of the client, such as a private computer network
extension to an existing remote private computer network of the client (e.g.,
a remote corporate network of a client that is a corporate entity).
Furthermore, in at least some embodiments and situations, the computer
networks provided by the network-accessible service may be virtual
computer networks, while in other embodimenis the provided computer
networks may be physically connected computer networks. Additional
details related to establishing and using a remote computer network

provided by a network-accessible service are included below.

[0017] The use of the described techniques for implementing the
various provided capabilities produces a variety of benefits in a variety of
situations. For example, in some situations, a user or other entity may
maintain one or more physical networks with multiple computing nodes in
one or more geographical locations, but need to temporarily migrate some
or all of those computing nodes to a remote location (e.g., in order to

perform maintenance or upgrades), and then to reverse the migration back

1l



WO 2011/ 011576PCT/ US2010/ 042858 private network 130. Each of the exanple
renote client private networks 130 simlarly includes nultiple conputing
nodes 134woasinvmhiizeas one or nore gateway devices 132 t irat/USactiolonsas e
interactions with a correspondi ng provi ded conputer network 120. Such
gateway devices 132 may, for exanple, be added to the client private
networks 130 at a tinme of establishing a correspondi ng provided conputer
network 120 as an extension to the client private network 130 (e.g., under

control of the,CNS 105 and/or. a | [ t of
Che client pft 43R EVREREPE BasiprLuTary Bef e e liaty pRTR s Entd

i nteracti ons jpbtidiesiGRiBHE] 89520 @8 DtAddemityimbléngtebli desiet wopérmftgntand
configured to performfurther interactions with the correspondin royvi ded

conput er net wigtate Zpme oraaidcempwtingmnaedass ok RPSIPEINS RINSIGR Pk¥oliul e

110 assists in_providin I |.i eppt i
clients, sucfR"§s%% ﬁmgr nﬁﬁﬁ@%%%'ﬁcoa\?ﬁp hé%{/%rgl 5{)12; J%té(égﬁéﬁ%i I—@r%’t q@h‘%‘&ﬁ&” of
the CNS 105 agdanigige@Uim @o8PUrdigr kagabilidss). neF wahéinmored ethiec tamparery strown)
that are used by the CNS 105 to provide the private co&gﬁzt r network,

ext ensi ons 1ReIMAReat MgEHON (HeS@mMSo @ ndhtPMPHENEN ;E’ge?“‘?mﬂhlrﬁorflo

TRy execute gf GRS LIRS FATRY FGHSIGERNCAPlocsHE Lo Grchiite ROHERS.

and may prov ohe Or nore on programm ng i nterfaces")
that enabl e pexpbe peviopmicdrio vayisuemBanmens! syckasBuicddy (§.9i,raver doe calitse t he
nodul e 110 to_access sone or all functiopality of the c:\(L]s&%o on _behgl f of
clients (e.gOf MiBUtasRl ROUEH R MRIEIragHaNb(&-Oni PYeL & PEY d%?’?\%t‘%e wor k
extensi ons 1o0knodihsPAUddPhiafatio! mbgaREIdeTR ARy BB dtingCone B noRy
instead manual 'y interact wth the nodule 110 (e.g.,” via a graphical user

i nterface provirgedingy nbtes nofdthee phy8)cal mgienfiotm senwigrated, | diseefingagehons.

0021] Each of the NWM.nmod 12 be i at ed wit th
i ont pri vaceMHELAISAHENS 265t YAc SINeBVERoNATE HE UgRaNitE e REPEIRht al
m grations Ofcoﬁ'gﬁ.lti?lrg A< OBPURsRAINAIESsddt tof ddrrsspondnsi Riptabarhernt

private networ to-one or nore correspondi n%epl acement conputi ng nodes
124 of an assonipatiad modes dbtheemoteevirival wehkork2end pptpmally GieiPyingdised,

wh t f _the .cli ' i b
M orated to- 8 ABp SHEREH: STORRURS dipdulnBipdbtelE oE Mt e R st s
network 120, nphalidgseséatied NWiBRIulegl2ongaing alessitis @rs otiedr orgwbrk

facilitate the mgration. For exanple, the NVM nodule 125 may configure the
gat eway devi dderaddipnaritnal dheyiwengeinyomsst withnbelgse Kbey verengélested to be

respectively, to age. . i j ] he
o ated conFURIHEThoRg N e AP R RN e dbelhegAeLH AR S A Bled 1)
forward a cogagabRifés omay fethedte Gded iea variplyt dighepdemnkdd. to that network
address to the configured gateway device 122 for further forwarding to the

repl acenent conPuti ng node 124, while a co ni catlﬁgon from anot her of

conputi ng nof@d18124 to Righte Aét vork %ﬁﬂ%’é’% ABTEM b usigatiRg /Y edﬁ%n&lﬁ 9% Pg

cacovay. dour STiafOTF I I3 i BpUILe decttes, oIy LY uShe torplccd

NVM nodul e 12Bpabilities for facilitating the dynamic migration of computer network
computing nodes between computer networks. In this example, the
dynamic migration uses destination computer networks that are remote
virtual computer networks from an example network-accessible service that
provides client-configurable networks, such as remote virtual computer
networks that are created and configured as network extensions to existing
private computer networks of clients, although in other embodiments the
dynamic migrations may be performed in other manners (e.g., by using
other available computing nodes of a user, such as that are part of a distinct

computer network). -~
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may automatically performadditional activities with respect to selecting
the conputing node 134 to be mgrated and/or to performng the mgration to
t he correspandings7eepl acement node 124, such as by i nt epaTtusp@Lomi1shs some or
all of the conputing nodes 134 to obtain current status information about
their operations for use in selecting the conputing node 134 to be

m grated, and/or by interacting with the provided conputer network 120 vi a
the nodule 110 to add, provision and/or initiate operation of the

r epl acenent ting podg 124 re, genecally, .as.part facilj jng the
dynamic m gr@@ﬁg of s ﬁlﬁ ﬁllulswg[ﬁ%uﬁ‘ﬂ@pb%dgg %ﬁ'ﬁgf -Qg’cl?@ntex%ﬁé/l%te
net wor k 130 é&wf@&%léeﬁéﬂmkngerpfc@("@}NB’(}OﬂwF;ﬂbvi@I@:dectiéﬁ@iityttbecl}&m’*s

nodul e 125 may further performinteractions with the CNS 105, such as _one

or more of t(netfsbiommliongr ane Phintorgt pukliceagivrksr1Qhe.gr ieadae daigsuelr

network 120 to, be ed as the desti [.Qn er,

m gration oftth@Z)n%nuel’Lﬁﬁﬁ ﬁ@d&é‘grﬂ%ﬁér%ﬁ%%e aﬁ(&r@# E)”rrlﬂ\;%t[a}t,\g&ﬁgpfv%r bg%%-k St o]
initiate thepratidd RNt chdris By 1 ENSNB! sodhavthesrémot@nclierits nhang use
provi ded conputer network 120 for the client private network 130, f%ﬁch as

to be used ather NICHHRie danicely mediy and exigrd dbe ¢arakildiesyPf JReiror

nore existing, ¢ L 0 203
exi sting pro&”&@?%% & ﬁgﬁ %%@%@@é@% aceﬁ%ﬁ@é?%%gﬁ%%éﬁ es If or
the client pgovipliernedtwairks 120, usihg. clbod somepeatira decheniqses exeh tné grsdlied
conputing node 134 will be replaced by a di Steip;Ct conguti'ng node 124 whil e
in ot her enpoeiwasktt0Q simgrditiopmintthRgliHsliatetbexamplacPne 0T MAUR BMMent

O edcoofballs okt hilyferh8e 2R fGAMRINENRO pRoed 134 RBICHS a3 18| ©

m grated conputing node have nu orrespondi ng repl acenent
conput i ng nofedlitdteddyriiARAFdmpadinstwork compatieg evddedinigration fuhetiowalty,

dul 125 further facjlitate dynanic.mgrati f {] d
124 of a pr 0% APCEBRBLILOTRRIRAR OEOH + CONCIL R EonWDPIRG NBNEER 154
of a client g(?rh&g{iﬁg'}ﬁ}d@oﬁggri]aﬁ@n fdﬂ%ﬁ&%ﬁtfgarbﬁuéa% & NvoRRdeles @EBUL | Ng

nodes 124 th re”tenpo y m grated t he provi ded conputer network
120 from t hemalyi batfapilitatat ebyndheotNS1305 b fersexameiarsihen CNsn el0faypllows

i ti f i rtual t t k., 120 .t i | i
T et oo wopiovicas cafhytSr TRt B Sybamisdln e R Ao 16 L B 1 o
may further fagbhéd tc%h@plﬁ%(ﬁ”g?%aegi PR pRAGdEd cepputer HEtweres, if2danicutar

provi ded conputer networ 20 to replacenment conputing nodes 124 of another
provi ded conpravidedcatonopitel 20stwaiigs crlrepdyaineude geempbtiag ofodenphat mienodes

134 of anot naroldRI fir: GRnE BB & arertnaidipuE BC B, v PR e

modul es 125 gsiputihg HlodeEasy am NMIMSL e BRlhoa® module 125 as needed, etc.

[0020] In particular, in Figure 1A, a number of clients interact over the
public network 100 with a manager module 110 of the CNS 105 to create
and configure various private computer network extensions 120 to remote
existing client private networks 130, with at least some of the computer
network extensions 120 being configured to enable private access from one
or more corresponding client private networks 130 over the public network
100 (e.g., via VPN connections established over interconnections 100a and
100b, or via other types of private interconnections). In this example, each
of the provided computer networks 120 include one or more computing
nodes 124 (e.g., from a number of computing nodes provided by the CNS
105), and at least one computing device configured to act as a gateway

device 122 to facilitate interactions with a corresponding remote client
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optionally being accessible via the public network 100 via a connection
145, sone or all of the NWM nodul es 125 may instead each be | ocated as part
of a partwoubaroiaszsoci ated client private network 130 amdrars2as/opmssgs of the
CNS 105. For exanple, an NMM nodul e 125 that is part of a particular client
private network 130 may be obtained and installed by an entity that
provides that client private network, while an NMM Load Bal ancer nodul e 125
that is provided by the CNS 105 may be confi gured to support one or nore of

and | n_soms. RIAIE MHOTaythe Bty Phire e paris Tuihe seBEBi e PRELAAST. o
mor e _provi deg3g QiR Bf m@:ﬁId@%ﬁ‘ﬁ@]t%?é’con%@tnﬁ IHd Bk 5346 ST veB A3 1M 42 e
[0025] I n the exanple of Figure 1 th ublic network 100 may be, for

exanpl e, a pudtenayy desissssi iz ﬁh@tv\m!t@ﬁe lintecaetions vwli“ksa ﬁ@éf@ﬁB‘P'S}d'ng

d by di
ot rvat o net weiwARS s REE AR FED. onSush Gafftay, KeiceE DR, ey or

net wor ks, sugkampled Ber padatiet®r thet hienprpiaite net\mkk (160gat hotime of
university, etc. E that is partially or wholly inaccessible to

non- pri vi | egestablishing amr:qrf%ﬁpqnﬁimjda@vm%u@qrﬁawﬁstf@t?ﬂoahdﬁﬂ 8% hap
net wor ked deyi i g% thcéagﬁé}it n%M‘a Ny o%k’%%bg(? n% W'c%ntrbh%fiﬁé"@lq d

net wor k ext eﬁ)étl e mul tr pl'e ut1 ng nod east
some of whi chog@dpsoy INMM kivdate ¢25grmmaymeadtueepamurrtbe cliént prvatsiS
105, and each of the provided network extensions, 120 gal){ g conflﬁ_ﬁ)ured in
vari ous waysneivarkel 39 previausiyfe-andm mABS9a cthel interashongk e FOFMLIAL: wor k

extensi ons 120,10 1%Qe“ﬁthlmgtﬁlﬁ%iﬁ%nsﬂﬁ9{qc taﬁ@%o@ﬁgﬁréﬁ ey HeRFSFRIRIHHRY

network that TS accessible on nt that Creates 'it, although in
ot her enbodi Ms:tsanslwmttheonerrespmdleg mﬂvmwgommﬂedwwyrh HQOCNSMOS

for clients be pu C a ces | | e and/ or anda one cQ
net wor ks t hafd %‘F‘@nn!ﬂt %teé%l%? Ff@rna&‘ﬁré?? bfé)@lsgp AL RS n
Simlarly, WhidcgohBfy Mﬁedewqmuwih@%mﬁnéa@ 'émchhﬁs%%ﬁﬁh{@cﬁbﬂ

extensions to renote (F;(FI ent conputer networks t hat are‘£r|va
net wor ks, mwdhheanemmqoiheennsdules ;()mQtWShewnc)oﬁbdh@rCh@V\?(ﬁ KNP (Vafeyshe

extensions to cli conput er rks 130 t a a

[0026] Pr 1 vat eoeLER ieReen ZeredvS opvire e Shpund ol el BrRel s
and_cor r espopgiana oy Ly BréviaeIwh! privatet sthisur ! etaictk déndlonyi 1 fiorata
client may be enabled in various ways, such as by establishing a VPN

connect i on oleast lseme emkndimenis cite; Ghieomam&gertrn@ﬁulehamanab@(ecute on

i nt er conmuni catl on over the ubI n i e n r
exanpl e, t heP?eRS1EY ﬁa@orgﬁf’ §y§£ﬁrﬁ§v\%@ fsh%q‘”{a?p%fé@én%@ ?:g%‘f ?‘Qﬁrré‘t%‘. on on
its gateway ﬁﬁwld»‘@éné?o? rAB APl@(h@pn@@umuprdmammhgnmetrracesauhat SPhbleccess
to a particular private network extension 120 of a client, such e%ﬁl@

105

aut ommat i cal | ferooisf coPLHRY Gystesns tpPEOArPNIFaligHl iBiRsasiostl the g
(e.g.. software andl Q6maas YRk fhcbNalf AR ERE 168 ShYBehalf of clients (e.g.,

to create, configure, and/or initiate use of private network extensions 120).
In addition, in at least some embodiments, clients may instead manually
interact with the module 110 (e.g., via a graphical user interface provided by

the module 110) to perform some or all such actions.

[0021] Each of the NMM modules 125 may be associated with one or
more of the client private networks 130, such as to facilitate dynamic and
incremental migrations of one or more computing nodes 134 of those
associated client private networks to one or more corresponding
replacement computing nodes 124 of an associated provided computer

network 120. As previously noted, when a computing node of one of the
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WO 2011/ 011576PCT/ US2010/ 042858 nmay automatical ly provide appropriate
configuration information to the client (e.g., credentials, access points,
sof t ware WBNopragi7ans vi a el ectroni c delivery, hardwarePUPNSA@0i0¢8ss vi a
physi cal delivery, and/or other paraneters) to allow a VPN nmechani sm host ed
on the renote client private network 130 to establish the VPN access. Such
VPN connections nmay be established directly between correspondi ng gat eway
devices 122 and 132, or such gateway devices nay instead use VPN

o : _Suct : )
connections Lhat; ﬁﬁ\?atg%é}h%:ﬂgseq%%ﬁsgﬁhgﬁ dtflﬂj?ﬁ’t&d Y SV 1868meht k8p(tiNg

access has béen appropriate ena or configured, a VPN connection
may be est abhbdéedn bat vessocidied rpovidede cbantuter ingverknd@ortkeaassadiated

e, T U 1,5 e B i
t echnol ogi esexgﬁglé)‘tﬁm!ﬁhﬂ Hbo@.ﬂ’é‘ﬁZSer?icﬁﬁﬂ%me he\PhlefRRNRAAdE182 apidher

private connection may be established to or between networks that use MPLS
("Ml ti Prot822] of dbel comiputen mgtyvorksr @& andr dR9q respeativelyic o aganageead

of an | Psec-based VPN.connection, [0027]1n dition,,l i1 d
enbodi nent, 9‘3’?‘5%‘&@0%‘?%@@%6{80 sPﬁﬁggﬂkeﬂ'agreeslseggﬁli)%angﬁ&cggﬁ&il‘gﬁ@re
avai | abl e t onpQEDt &GP | HE SHSHTRTBeQV ghatdvigy Padlite newavik idKkard a

i ncluding to conputing nodes 134 on the renote client ﬁlvate net wor ks 130.

The resour cecemmuniestian oframy opeoef dbev apmputingunedesnid4 tip that Retwerifot e

conputing nod h - I . | 0
Cou g PO estul i bl el MBS, 5o FREE ARG 0 T
conput i ng- r etgdigemenP ebaRSutingURbde rPar evhird al esramunieationf frohe apotheat ef
networ k extensions 120 that are provided by the CNS 105 may be confi gured
to provide atheesemputing nases 1244e that pevdrk psidsess vl pe dobugrgeddire E’

i th that I ded ' : ' ' :
the privat o ot dier wCEGERReP LT g PERR PA. MRy by 8GRIy el

connecti ons gdffiglrat gatewpqrdevitfest 122 pndl Vid2e net wor k ext ensi ons 120,
al t hough the actual communications with the renote resource services 140

AT A Ry e LR G R ol
may automatically perform additional activities with respect to selecting the
computing node 134 to be migrated and/or to performing the migration to
the corresponding replacement node 124, such as by interacting with some
or all of the computing nodes 134 to obtain current status information about
their operations for use in selecting the computing node 134 to be migrated,
and/or by interacting with the provided computer network 120 via the module
110 to add, provision and/or initiate operation of the replacement computing
node 124. More generally, as part of facilitating the dynamic migration of
some or all computing nodes 134 of a client private network 130 to a
corresponding provided computer network 120, the NMM module 125 may
further perform interactions with the CNS 105, such as one or more of the
following: to initiate creation of the provided computer network 120 to be
used as the destination computer network for the migration of computing
nodes 134 from the client private network 130; to initiate the addition of one
or more computing nodes to an existing provided computer network 120 for
the client private network 130, such as to be used as replacement

computing nodes; to initiate the use of one or more existing computing
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enbodi nents, an NVWM nodul e 125 may be configured to use one or nore of the
resource services 140 as part of -a dynamc mgration of a conputing node,
such as twotenpuoizsi |y store software prograns and/ or ofrh@Usdanasmss part of
the dynamic mgration. [0028] The provi ded network extensions 120 nmay each
be configured by clients in various manners. For exanple, in at |east sone
enbodi nents, the CNS 105 provides nultiple conputing nodes that are

avai l abl e for use with network extensions provided to clients, such that
each provide X i H}:ﬁ' } fri nt
quantity of ﬁr‘ﬁ@% ﬁﬁ%cﬁﬁgﬁﬂr‘%[}%@ﬁg’eﬁg?& t tgf%afk\é&(t}keg}”%%% rF gtgcﬁgée as
part of the gooputieg netesr forexhensiient. privapar netriar 138; cticent Imegome

i nt t with the nodule 110 t. fi . ti f ' des t
e I SR e e R R T
via oneé or mgise,pf &?ﬁﬁ% thérﬂtﬁEWil'eQEsoéHbﬁ gn%dﬁﬁénfy@‘élr@%icbmmiﬂﬁgﬂ\ls

105). In addrtion, east sone suc mbodi ment's, conputing nodes may
| ater be dynnailed24ymegdact a® aoreplacament tompusingriadealéel BOHPIR erigrtedor k

of aclient (e.qg.,. via pne,qQr nore programatic i;n N ‘ PI
provi ded by é‘ﬁ'@géﬂ@l es ggéha'éiloéﬂ 3&9?%@'§F%\79dé%h§§%§g&&d@ng?%r has
al ready beenphik Wit ddiesplohBiHg fepidbombiit édtbaahg Redes 12ai tiate or

term nate execution of particular progranms on particul ar conputing nodes).
Furthernore, the CNS 105 may provide nultiple different tl\%pes of coqggti ng
nodes in at [M&23] somelr aneninssomgc Mo dimsptse xaapNMM tBREUE(RY 1R8des

ith i f . i-sties. (e.9. d
avai | oo o - STELIRRL AR Arahye, igialiBnd; of RORRRRRY paleecypaay |
| east sonme syevidstbediipriés netwarki €20 toagplpenidnt ddmputiqeaodés ciddpat ang

nodes to be included in a provided conputer network for the client. In

]
addi tion, inclanti pevatesBRpV@KpIAP niYhainer as rRYRTSRaYGTRIIBRACY GPIPYIRG
modul e 110 t898<§ée‘f1391%3t R%?&“Pérlﬁpafrélgw:lgﬁgigﬁatéertoQhé???ﬁ&é& RRINREK nBfided

for the clien ., Vlia one o ogramat | nteractions with an API
provi ded by tbe fdim 1A8) clientdpriedteomehadik esfesomnmas laatpermaaedy nemd-aayl v
added, renoved or. nodified for a provided co twork o

{ f i t, i
at | east son@ié@éiﬁnéfﬂiﬁcﬁ H@%@W@o’iﬁmhg%ﬁé%a Z%'?B bﬁ%’g%é:ilﬁﬁ?lnﬁtalsn
after the Pr Rt sfn%rargg?mammbahnﬁ@%, ERMI rHEQuIBYs)I 125 Flayent .

I n addi tion, east so odiments, a clien y interact with'the
nodul e 110 t furttenffiagilitate mbtnaonic migpationy of womprdingonodes 124cehpuarevidest wor k

S baddlle _ . &4k .
i th an APl PO e TRt Saftacafient i RUBHS HPTRS, dr4onF ERBlItaT i on
may | ater beﬁmoegrﬁn%u@?%&mﬂ( 10, BTGV HYESmE® RgEtionsebivebinpLiingt

| east sone s nts, such as after the provided conputer network
has al ready bedesi h34sef by cliemtcptivate. compuier nigtworkn180 iedeplaggmeent

et vor k. acoeeampsiea e 194 6f AbE b Rl Somu R bR 100! Gt or

the client (e.g., via one or nore programatic interactions with an API

provided by {duR4PNS 10%yhie ehe ARMMOModiids 025 enalilistated s this exaivgile as
conputing systenms 135 and/or conputing-rel ated resource services. 14?)‘5 and
such net wor koptierally beingtacaessiblevis the: Peblicgtwark d00,wa & fampectian, 149,

odi 1001 or Bl YAIGFURORRMASHOATELODS 1B, hotbSANachUSE Rl BERAR G .

such as afte oVl ded conmputer network”has a een 1 n y the
client. In a pstistlas@eBocatet ciettmrivate Nstivbrio sl entiZ2y anpadi ofitharCHSoe

OO e L Bt SR ke di IS 1hef haa's gl AR,

Conmi " nopddai Rl 0B o SRR Snd Bl B SRR it s

100291Net wor khatddices pesateayetaork onwhilg anel Vi loadpBalanded mesivieil@b that is
provided by the CNS 105 may be configured to support one or more of the
provided computer networks 120 that are used for dynamic migrations, and
in some situations may be configured to be part of each of those one or

more provided computer networks 120.
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network 120 in various nmanners in various enbodi nents. For exanple, if a
particul ar provided conputer network that is being configured is an

ext ensi orwoaoEM1ENbSt i ng renote client conputer networ k PCrhuis2@ioe2sss may
specify one or nore address ranges (e.g., a U assless Inter-Domain Routing
("CIDR') address bl ock) or other groups of network addresses that are a
subset of the network addresses used by the existing renote client conputer
network, such that the specified network addresses are used for the

conmputing no f the provided co er n K. i

2011/ 011576 2010/ i%%@xﬁgf%;giﬁgmeegéemgﬁ%fﬁﬂﬁn%eg‘?r’egp%ﬁtﬂggrﬁﬁﬂe’be
virtual or pgdrvaksmpel War busikh essRssiiatn@ih@riadf ihket tietwadd, epesdibly from
conputing systenms on the publitc network 100 (e.g., if the existing renote

client conpuoperated hyrdistine pargesosuets paribe dotesnelyi e rasdip ckertPaYAifon
t k ad | ati Qn. i | QF: ¥l i
Fechni ques. 1 B idrEs ARPERBY e linbERCD (Y BF ity Pietfld blifaelRuReS, Bon

ext ensi on), ¥Bid Bofgbrateh6r ofidrusivaas hetivotie ést., Swme oliniveesityo eftc.y tinaidis

networ k addresses rmay be public network addresses that are d%razc_tly
addr essabl e pacialy oppuholy isaseessiblenta RenpRileger cusRisk aldothal igcludgs

public network addres i stald.C t e, Higdr s sthar

ot her non-chgﬂ'apthﬁegx%E%tsaggpgosrs%ﬂ{%rnn%@ﬁg&ggn%%ﬁgniﬁéfs? @@CNS 105 may
aut omat i cal | yusgheet ex@inplek thddprssded tretheriisedefisionat 12@asachs dnelude
conputing nodes of at |east sone provided etwork ext

) conput er, r‘h Epesé\éns such
as based on AetiRleCABBYERG B9desal 24 8t R8T (SRBIR Of JYNIGR &Ry PTOY Y s,
based on sel in d e t |aatrf§fj adstherieas
used by rerm?g{éeng?‘c’s???’h\g%ggpr%u?%ﬁﬂe?%ﬁ%scgg’regggbon .ﬁgeﬁ\ﬂm g_govi ded
conput er net wetviksrk esttensibns t126rmay de configuredin rarieus vaysdyihepclients for

net wor ks provided by the CNS 105 ar onfigured,to, enabl e. .
i nter- comPrunW@Qm otﬁéyb%ﬁvé’éﬁ‘”giﬁa- pr'-%\‘ﬁ(i'ﬂéﬁ_ @%ﬁﬁ‘%?%&?‘f%}%&%“i o2y inetBe two
or nore COWPHmE{rafEEé\H{b'&%JirHéHWr%?%%? r@g’ét@@bmp@nt@lﬁf&uk fths ascésible

different departments or groups W thi singl e organi zation; for two or
nore conput eonlyebythiscliprvihde dreateswd, aithoughe inlicghenembadiments at leagl ) |

the CNS 105 i mbodi meNt s _ayt onmt i.cal | oy k
o be used f BPIE: SPRELeE REHERRp AP AeR daLa e CHSS 0B fay Elighec s EEr e
networks to Eash&z&ta'sc%séme RGeS RRITBEI fahdAbEe SoifpuRS rstwoskethati drer ent

network addresses’ for the various provided conputer networks. In addition,
in at |east sohextensicmsrdatathen aMisting chapotsy tebverksyi gailarly.: while fdewor ks

to clients, such,as by usin verl a b each
client may er%‘f“F%iéﬁrﬂ%”s[%g’??‘?@rk&nizQ2‘%aﬁ% kk&g%!gs%%sé%%ﬁ%§n§§%d 1{o?tet hei r
provi ded conmpid@ thpatess redivofiy P30t ithatl aarec opindtenhetwdes, 124 athehe

provi ded conputer networks 120, such as for a replacenent conput ia%ﬁnode to

replicate themhmdiertaiite esevided eomprier aawasys 429 g3y B8 S¥RPEMGOWO
2011/ 011576P S2 , i ' lient i f
the sane or g}rér:i{'ﬁégﬁ%ﬁﬁ%ﬁﬁﬁfﬁﬁﬁﬁggég\‘l?)gph?%%ﬁéﬂrﬂ@ggsegt: \?2 ;rz\pl)?giady

conputer networks - in such enmbodi nents, the CNS 105 manages the network
addresses di §0028]t | y f @rivate hactdssntbetwaeh thaematd idlient cpieate samnpdee a

first conputing node _associated with a particular specified network ress
for the fi rsﬂeg’f"i”é(nflag MG\RAUERFPOIING SNVA mm&utﬁﬁﬂe@"’aﬁ%ﬁﬁ%r}?&“ s&¥ond
client may h :AGll B DCLLp c j e g /a9d Vd|idn tde ane
particul ar sg\é@f@legéldﬁﬁnre{év\ocr"%ﬁgg@rggs?%P(lﬁdap%ed]ggcggﬁggl i en?' S provi dedt’)eye1
conput er net wetablisBingeanePhb cknaectiars ©e othee peivata ganeectiom dehweon dbem

det ermi ned f i ded ter, net the, ONS 105 ign
et wor k. addr Geaoaliogs VAIRTEHEMBI RIS st g bl usal Tog o B
provi ded compuy er“qfd}oé%amgﬁéclﬂh@%:ms 0 RIHNYOANLERTIREIlY PErfesinappibRate

(" Dynam ¢ Host nfiguration Protocol") or other techniques for dynanic
assi gnment  ofconfigurationazttite getaway devices 0P ard/imb ckhegpunpdling gysiens ion

may be confi gur a provjded c . t i k j+N
Vari ous. embodtibin YPN:-BpBesint SerCBH BHvARIRSk BRI TR o
net wor ki ng deypRess 6§ aliomBASAIR SonfiUringe8e cfindore PN Arechiahésme @batedk

devi ces or nodes (eQ%.C%Qéoad bal ancers, Tirewall s,&prom es, network storage

devi ces, pri fyethe, C (6. hesgiwareaneies hardwate i FOb MRRNENISEEWGNE/or
and/ or may specify subsets of the conputing nodes of the provided conputer
network to be grouped together or that are to otherw se share conmon

i nterconmuni cati on characteristics (e.g.717a particular subset of conputing
nodes that are part of a subnet for which intercomruni cations are not
filtered and/or that are associated with a particul ar networking device, a
particul ar subset of conputing nodes that are part of a group that is
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WO 2011/ 011576PCT/ US2010/ 042858 entire client private network 130 is

dynam cally and increnentally mgrated to a correspondi ng provi ded conputer
net wor k 1MO0,20t1m813KS 105 may enabl e the m gration of thecmalSemokiasgs devi ces
of the client private network 130 as well as the conputing nodes, such that
all of the client private network 130 may be shutdown after the entire
‘network mgration is conpleted. [0031] I n addition, the specified
configuration information for a provided conputer network nmay in at |east

nbodi nent s_i ncl yd ting inf £ i ot er v
ofor mac 1 on BRvvRURARAERLY Byl At BRRE Ry SidE mep MG RIS Gl
Furthernore, (d §  abrddenshlss osecRrbpain®nssftwahe RS poSgrams (i@ véldetronic

avai | abl e conputing nodes in nultiple geographical |ocations .g., . 0N
mul tipl e geodeliysiycanagwaret BNt sigvingesa \danpéysical afigliary. c@%ﬁlpgupyﬁron

m oy i+ A . :
fur ther 1 ndi BRSSP aftpd 2, ZBN IfichBnfhf ol 68 TherBimdlg iehtpfifate
nodes of theneftkdEsh e@eBtimishrtbeWIPN aceesso Hach MRN ebnhectons teaypbevi de

fault tol erance anong the conputing nodes of a provi dgd _corrp)ﬁ%er Hae%ﬁ)rk by
havi ng t hem Eeieblished dingetly ihatwegs RRrgsRonging Ggﬁ"?@h PVICEAdYoT 2REY ' 04

ot herwi se prQvi i ti : r C P RE Gt haw t he
computi ng nodbe B! HeER, f8EeE R B P R et et
is used by theitiifned Dyt otisel eotnputiegosystenes. subftegadgNaphcess Hasc &eeons

(e.g., mninmmor maxi rum network | atency or bandwdth for conputing,node
i nt er communi @RPTRREHENN FNRRIRCH r aMA{Rr nBPRTRHIGE: kapygﬁ n??@”%cgﬁrﬁgema}fo uting

nodes; mini ﬂgg{a%ﬁisfg@?ioﬁ%kg@re%ﬁg%é%rﬁo@ Qe Ex?‘ivgtﬁ WRAROAOTENY the padee:

havi ng | ocal "acces ul'ar resources functionality that is not
avai | abl e i nnatworkuektegsimgy, apiitc dsouutiatedsby Hhei aierdpesingi Wtsaco dnteonat

relative to qther ternal, co ting systens, such.as. to & Cqiputer
net wor k of t%édf@lcpg CHH /bpr{%h‘gr @g%‘%/@'a?‘%s%m@élné?i\?ﬁc%ej%hbg@%%i nts or
ot her prefer gggﬁ-@é)a%d?%et RenB&Sntts 03 a/PNNEonmechbn PAF t bigwer aprivate

es

conputing no nd/or for particular types of interactions wth particular
conmput i ng nodesnestiorh rasy haDeatallisbedstsRCTheIBEETONGhPRES Hisdt useiddBERat ed

with provi di igy ARt ot Sedt LUbel SWiRIiAPS 38r B8P HEhSRiARRSsudH Gsinstead of

an IPsec-based VPN connection.

[0027] In addition, in the illustrated embodiment, various network-
accessible remote resource services 140 are available to remote computing
systems over the public network 100, including to computing nodes 134 on
the remote client private networks 130. The resource services 140 may
provide various functionality to the remote computing nodes, such as for at.
least some of the resource services 140 to provide remote computing nodes
with access to various types of computing-related resources. Furthermore,
at least some of the private network extensions 120 that are provided by the
CNS 105 may be configured to provide access to at least some of the
remote resource services 140, with that provided access optionally
appearing to computing nodes 124 of the private network extensions 120 as
being locally provided via virtual connections 115 that are part of the private
network extensions 120, although the actual communications with the
remote resource services 140 may occur over the public networks 100 (e.g.,

via interconnections 100b and 100c). In addition, in at least some
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[ 0032] As discussed in greater detail elsewhere, in at |east sone

enbodi nents, the interconnections and intercomruni cati ons between conputing
nodes of woppovild®d conputer network are managed usi ng &OTOISA@0I0yiSHg)
substrate network of the CNS 105, and if so, sone or all of the configured
networ k topology information may be sinmulated in at | east sone such

enbodi nents using the underlying substrate network and correspondi ng
nodul es of the CNS 105. For exanple, each of the conputing nodes provided

by the CNS 105 be, assogc ed W|th node, co ni cat on ul e

(not shown) 8 é,m@f@ f@SNmtmﬂﬁH@g BB GO PR #%ugﬁaor%(?gwg

associ ated Cg Y [ ROL8Ervidds 820 dd paMIfla Sﬁ’{érﬁﬁﬁm@r@hoﬁﬁ@bémpmvigbe

simul ated by using the assocl ated conmuni cation manager nodul e for

conput i ng nodedé osmhhs ak|tovieorparatityr stose shware pcograms ead/arethed dél‘ﬂjﬁér

fromthe conButl ?? n_a.nmanner consistent with one or nore simulated
ev %Bﬁnﬂ

firewall R TUYANR cati on manager modul es may sinilarly
sinmul ate routers and subnets by controlling how and whet her

i nt er comuni gmz gINs ar FhkasevilidechsRaitk extandiomy 120dray eaict by cosfiguaedi ng
to requests from'conputing nodes for |nforrrat|ontaée g., ARP r sts)E W th
appropri ate beshentsdnivarouseEMRBRErsonEChEXAIPIE, it k?%f

manager nodu),es h Ay [

bet ween t he h%ﬂ?ﬁ@%ﬂg@@d r@!@%yﬁ%e%@ggﬂang extgirle?l@ fgg%rr]gﬁti ng
systens, suclithshdt@omt aktbﬂélqnssprﬁulc@tjetofdheamlsmdEkxéat:eactapob\éd\éd) network
speC|f|ed networ k access constraints, as wel hgas to ma ge,con IQ%Jred

access mechafkiemsianor 20e maYe Md4dera «lisath-¢rp U”&ﬁ‘qu?P QdeH iSHEE to

renote clien

|t or ma i on FRUEHRTAREANGPard SRk (S ab R g‘ééé?ﬂ%%@??ﬁ‘?’ﬁ?y
i nformation mnbmmonlfn mmmapraaclmmvm@dmmtmth ribeworddule VHQ itous
manners i n vari ous enbodi nents. For,. exa peci f

i nfornmation SedigurarRaHaRtty Q] cegIPUtingno na)es fo |n|t!aE]y & mnﬁ}aed ina cgmputer

network provided for the client (e.g., via one or more programmatic
interactions with an API provided by the CNS 105). In addition, in at least
some such embodiments, computing nodes may later be dynamically added
to or removed from a provided computer network of a client (e.g., via one or
more programmatic interactions with an API provided by the CNS 105), such
as after the provided computer network has already been in use by the client
(e.g., by indicating to initiate or terminate execution of particular programs
on particular computing nodes). Furthermore, the CNS 105 may provide
multiple different types of computing nodes in at least some embodiments,
such as, for example, computing nodes with various performance
characteristics (e.g., processor speed, memory available, storage available,
etc.) and/or other capabilities. If so, in at least some such embodiments, a
client may specify the types of computing nodes to be included in a provided
computer network for the client. In addition, in at least some embodiments,
a client may interact with the module 110 to configure network addresses for
a computer network provided for the client (e.g., via one or more
programmatic interactions with an APl provided by the CNS 105), and
network addresses may later be dynamically added, removed or modified for

a provided computer network of a client in at least some such embodiments, — - -~
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or all of the conputing nodes of a provided conputer network are allowed to
comuni cate with other conputing nodes of the provided conputer network
and/ or wiwb 20tiais7ext er nal conputi ng systens, such as baeEAISM00MBSOr nor e
of the follow ng: directions of conmunications (incom ng versus outgoing);
types of comrunications (e.g., based on the types of content included

and/ or the types of communi cation protocols used, such as to allow HTTP
requests for text but not imges and to not allow FTP requests); |ocations

of other conputin stens (e.q., whether part .of the i r
net wor k, pa?guqf aga?é @ PE Y’Q%f] ce ‘Pfe?e'ﬁ\é‘%r&&ﬂ? %B%ardg;%%ér{gﬁﬂ%&?ggﬁ h%
provi ded conpidfr |AeddMicn, iRaHtlle®dt Sorh8EHMBodifseNiE CE cliehvimes ihterabt with
access has been established, external to t%;wg?row ded conmputer network and

any correspotindi mpduderditl® td iconfiggrenpatveerkn gy, indprmation yored AMBHIRE
conputing systenms: etc...ln nner,. si.ml ar t or L wo agy

i nf or mati on Bﬁwq{FhBFO\P%‘?ﬁ’iﬁd% o?lﬁ?%%i,a"th% (E&%t 1 5mn51alf% gﬁ{)gl}éggﬁ‘%gtemrk
access const jgélktibRé OURRtAPMAPPpreviaed dey taenBNS 108t work such metwarks
manners. [0034] For illustrative purposes, sone epbodi nents_are descr,i

el ed
bel ow i n whi topolegciinfosmayipasmsry datep e ridynrsaieally Hapqmieds forc AniRYIESE ons,
and configuratiaon, gpe i r.f T I r idad for
illustrati vec?)WPHBesregé@%odggﬁegiréﬁa%FiSTO?ﬁeédr%?‘gP %@gﬁggﬁ%f %E]ngifst %,rﬁé;r;[ggt he
i nventive teﬁmimsc@mpu@ weworkn leasy alecady i ledgn oin atdeerbysi theatdlient,
sone of which are discussed bel ow. For exanple, in nbodi nent t he

. .SQnme e ,
conput er net eftRermes, iarat lepshsemeapbOsHTEG S @dc’ll’%ﬁ Ray daeragt Wftﬁetﬁtes are
vat _ . et . ) _ K

b those ol | Heie BTG s RE VaRBLS ARt e eR co Rl o ey

conput er net pomipsiterayndtevosk apavided domptiteer clierttwdelgs, t Wat eree Abt more
extensi ons to ot her conputer netwqrks / or be..pupli ut.er.
networ kst haPragrammslipinterAactir)s Xeteae; epfey%ebléﬂf%ﬁt”%ﬂ?’&mngﬁéﬁ@&ﬁ8|f
they are cr em&]ﬂg?,aeﬂas@néb £t oﬁg%’(‘j&gﬁﬁﬂﬁﬁg QteHRE® 3THAdiorRdtiputing-

particul ar conmputer networks provi y a configurable network service may
be confi gur ecelatzdenabberger issaviceacddd} tamdorsustrhenetiverter accagy constraint

2011/ 011576PCT/ US2010/ 042858 ¢ ni cati ons w t.her r S
orovi ded by (HRTESHAT gURKLRLE"BPArRa ATy cmocid 0F o SRLeE ORI S
such inter- Pﬁggw}kcﬁt L MSadlesdRENs i e &diRTeRits dstcts aEpufter thetprovikiedmay
not be provided. In addition, in sonme enbodi nents the conputer networks

provi ded by thmpoterf hetrars|hasnalreadk beenvincesa by tberglient-ndn iideast samear e

provi ded by and controll ed a canfi lLe rk_s i I !

ot her enbodi ﬁgﬁ%@?@?”&aa@} '\@%'}%mé’ﬁéfl? ggﬁgﬁ??ﬁ%ﬂ%@’ég St ﬁ%@lﬂ r%d\ggébfefr %(trs't
provi ded conpithetheNBbWAlk$10®Y pgesiranésmkl @dalbsushicohfignedioby aftgrenilede. g.
by third-parties, by the clients, etc.% but made available for, use with the

conf i gur abl ecomputeknetwrarks €l 20Fen pE pariculahelianposishAssto RTIKRR

il i pl 6 i oo abragie B ERPR or Pt SEca D BHATRG hoB8R STPIem bRy

i n one or NMOKEhESREMEDGIRbse@idhisons di stinct froma | ocation of the NWM
nodul e and/ or of one or nore conputing nodes whose mgration is facilitated

by the NW nodul e (e.g., based on the NMM nodul.e directly interacting with
mul tiple di siQ3R8] conf iNgiWeRK @ddEsREsINA% PF CRYIgUR %ﬁ“‘é’"%%‘i EomRUer

configurabl e r VLG Fr%ﬂ:] i 80k i FHimEnEs NG of WnaiimBsaifidy to
t he NMM nodu gﬁgy in Cgﬁg\é%'ﬁ%gw t r%g%g’é ﬁ%?ls{c}%n i gurlab_l e network ng_r Vi ce
from a secongaetivuldry grovidetiaicongmdes snetwvdrinthatonsl beingf raomiighead sisc @id

configurable network service on behalf of the NVWM modul e.. etc. ), Su s to
provi de a sp&ans&n a%g%é%w"&@m&i@&ﬁ d%%‘?WS[.ﬂ%WOH% éﬁe%g%'ﬁpﬁ{éyﬁg
nodes of t hesgé&%f)néqg%ﬁln% 940Rs4Bahbby 3t Al £ Tiaclédd Mad-Ddaidih IRouting
regardi ng an exa e
(“CIDR”) address block) or other groups of network addresses that are a
subset of the network addresses used by the existing remote client
computer network, such that the specified network addresses are used for

the computing nodes of the provided computer network. Such configured
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conputer network 120a that nay be provided by the CNS 105 (or ot her

enbodi nent of a network-accessible service) for a client, with the provided
conput er wetaawrdk13r8@0a i n this exanpl e being a private neCmarsko©08ma%i on to
a renote private conputer network of the client, such as one of the renote
private conmputer networks 130 of Figure 1A In this exanple, various
connections and comruni cation paths for the provided conputer network 120a
are shown in a conceptual manner to illustrate types of configurable

t k t i nt d t k t | Ei .2 . t
DGat 11 onal  doeuare Fagarien dnan xaares DR ey Vel S Fivate' hepdie, oo
WO 2011/ 01153@%‘5&&@%@4%@8@5&:@&@ s@draesibleffornh@mpating eysteets bn theeat e

provi ded conputer networks such as'the exanpl e provided conputer netmgrk
120a. | n addpublanpeiworkHiGd @xgnpl the axistngremets slianicemrdler dWolt 8RSt he

provi ded conputer network 120a is il] t -hei p t wor k
120a, altho{;%'ﬁ i TSR oBf%%fi F%@‘S%&\A%S%%’Qﬁnggeng{ek‘ggikpaagd%sgt he
provi ded conpyhgativetieenkighé8aand/opWaruar eshiedkiras teehiniqoés tioe tBAISCIkOS.
[0036] I n particular, 1n Figure 1B, the provided conputer netvark 120a

i ncl udes vartomputsspetwerl eodedtsppeaNided Betwatk exisnsies)s ydiile B PHEL ed
t first hi cal | i i t at th
Geogr aph; cal STOUAReA Tpsl §ing i the ehofidd pellork addiskle iy e dbie | 03

into | ogi cal nam@Radipsssrdthkbare direbils addrmushbld Fom cornputing sysieomsiono

di fferent subnets and/or associated confi ?ured net wor ki&gg %%Xi ces, @ﬁt
shown) . In tHies pelliepnetwosk s10Q)1 (€. orft @IS NEIWArkaRddIEsEe 69 AsSEISWn at
geogr aphi cal , | i c BIAL G&HA t khas@res8PURI NQ
nodes and ot Wgﬁ%gr[r%ﬂa%h‘%?gys e'rr.‘?vg’,g @g as t@&? Fﬁﬂ@??’ tﬁsﬁﬁ’f er ente ;gwges of
communi cat i opther haimbedimentsr thal CiINSIgh0E hengy oaritdehtzalipuselechen@bydki120a

may actually have nultiple or no nfi gured networKking devi.c
geogr aphi cal afdesepsjobe é.‘ﬁﬁdtfﬂé_aggﬁﬁft%?mﬁéﬁ%‘? Wzﬁﬁdﬁwﬂ?@ﬁﬁ%ﬁ TRt ed

by the confi g%’?&%&cﬁ&g@%& S’r?ét]‘ﬂo?l@ aktdnBfyrizeoglerhiseal hdseeat b N nétwdrk

vari ous nmann , Su via multiple physical interconnected routers or
ot her net wor kiithpsdesithes ardyavadablg B used byl thengNSUB 9B hesed dwseleding

i ated modul es that contpol  cati | yi
Cubstr at o nolAMKKK avdreseRs Al SRIAHRIST NRbVTY EOGrTRR Brcol! (Rm%Pes i n
accor dance %&i@tiﬁgﬁglsn UtGH! Stk ST BBirESPoRdIhgt e BV prtRited mpotnputer

network 120a, 1 nc configured network topol ogy information, configured
access to reneiveorkes@ic.ce Fsethermess, #ntwotore MeEnof dhite BORNPUIRT REANEESs

traint informati h t e i catdQn: , i
networ k- addr BESIEREShing (LS oToR AR b TioR e B, SRR P S8 fiumicdns! ©
cor r espondi NgeAGSAA B IRBviBRAPEErhPatet astitwopks (81g.,pfopvingdedr cooneutempuétror k

120a, and to route other communications to other netwyrk addresses outside
of the provi detwarkaproededdowosikgEroustamesppeihas dpkedifferent depariments or

groups within a single organization; for two or more computer networks
provided to two or more distinct customers; etc.), the CNS 105 may in some
embodiments automatically select network addresses to be used for at least
some computing nodes of those provided computer networks to facilitate the
inter-communications, such as by using different network addresses for the
various provided computer networks. In addition, in at least some
embodiments in which the CNS 105 provides virtual networks to ciients,
such as by using overlay networks on a substrate network, each client may
be allowed to specify any network addresses to be used for their provided
computer networks (or for particular computin'g nodes 124 of the provided
computer networks 120, such as for a replacement computing node to

replicate the network address previously used by a migrated computing
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WO 2011/ 011576PCT/ US2010/ 042858 Furt hernore, communi cations that are not
permtted by configured firewall devices, configured network topol ogy

i nf or mat iwo,20v010876er confi gured network access constraPoTaSa@Ey/0bxssH| ocked
or otherw se managed by the virtual router 162. [0037]In this exanple, the
conputer network 120a is provided for an exanple Client 1, and is a network
extension to a renote conputer network of Cient 1. Cient |I's renote
conmput er network includes nmultiple conmputing nodes 191 at a first renote

| ocation Site A as |1 as. a gateway devjce

physi cal routede ﬁgg%?‘k?r\ﬁﬁ mg@p&gﬁqrgg,sp\éﬁﬂvﬁhé S\#‘?%Sgl%q’reggﬁgﬁ{glggﬁfogk
configured t (ﬁféggy | foRt thet t buidele cepiputel netiedes viia auchr t ual
comuni cat i oﬁd i nk éi?%ﬁbg%éxéergs?ﬁgﬁ?agmly devices 192 and 163. Fo

exanmpl e, as sinbodirsents; theEiBet0%enanages thavneiwork ﬁ@dﬁﬁséﬁﬁdﬂﬁt’%@ptﬁrer

net wor k 120a i.nclude on r r fe N,,C ect. O
nul tiple con‘f)%n’c?'{nﬂ’e stsé'ﬁﬁ &a?sggﬂrsi %%%'t g{r-]g(yeﬁiﬁ"egcgn’%g%i ggm“?i'”ﬁi REB%O
may correspogshdfatelewRh dpasticilan syBtifie@metalorionridréss foidthe dirst clieafisone
or nore of the conputing nodes 165 and/or 166 are regl acem=tnt co

;lyclt%ﬂ

o)) utin
nodes for mipicvidatl compitengetvess whde dedistipreresa t Mgy trfr‘pﬁ'ae a”

conputing nodes 191, t 4 g i esgﬁg@ Yridfrces
192 and 163 !Sﬁ?(é tggcggﬁngw&&gfn?@a%om o%gérjtgéo%h?ithg no esV?91 to one
or nore of t&esEafiedPhemiiTRnNadafsgsltfongtheodes:oh@5 diedf orptdéded corapptesvi ded
conmputer network 120a via the virtual conmmuni c%at lon link 170 gand sim/larly

to route connefarkt i GREe MedWPHhAdArassss Ae RGNS & itieNEsRe JetRENRRY) or
166 at th ' 2 t ty ' h
Wrtaal  comnih B PURIPEORpyRE HBMork” e ONEOTRS! iR B%0IgR (HS nutdorkne
net wor k of Chil@misséds ey vapbusrafl the icoaiputinge oogesi sejeotede forathe govidedor e
th | ti , h the illustrat ti | Site.B | th
CompuL i ng. noFRBPHISTFRBOI THISTLAR Th@ 18nE RN BMAE Sy 1 DB MR CAn Ry o
one or nore Flggf'ﬁ'%hﬁgﬁié%nl PrtScAINBr SREMBohnilids % dynaniib @skiynediof196

and/ or one or nore private connectiions - in such situations, the NMM nodul e
164 may network addresses, efc. :
[0030] Network topology information may be configured for a provided

computer network in various manners in various embodiments. For
example, a client may specify particular types of networking devices (e.g.,
routers, switches, etc.) and/or other network devices or nodes (e.g., load
balancers, firewalls, proxies, network storage devices, printers, etc.) to be
part of the provided computer network, and/or may specify subsets of the
computing nodes of the provided computer network to be grouped together
or that are o otherwise share common intercommunication characteristics
(e.g., a particular subset of computing nodes that are part of a subnet for
which intercommunications are not filtered and/or that are associated with a
particular networking device, a particular subset of computing nodes that are
part of a group that is managed by an NMM Load Balancer module, etc)). In
such embodiments, the functionality of the specified networking devices may
be provided by the CNS 105 for a particular provided computer network 120
by physically providing such networking devices, or instead by virtually
providing such functionality without physically providing such networking

devices, as discussed in greater detail below. In such a manner, when an
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WD 2011/ 011576PCT/ US2010/ 042858 sim |l arly configure gateway device 163 and
a gateway device (not shown) at Site B to route comruni cati ons between the
conput i ngvoadam1{3tet shown) at Site B 193 and the repl apemarskoloonsss i ng
nodes 165 and/or 166, such as via those one or nore conmunication |inks
between Sites A and B and/or via an optional virtual comunication link 172
to Site B 193 (e.g., via one or nore other configured VPN connections
directly to Site B). Wen nmultiple VPN connections or other private

ti d.to. renot i t f
et wor k. _oachMEEHER RSP ecHp Rl O WO Eans apd Jpe R Tt MRORd it 1 ng
systems (e. g a%oﬁ%b?@n@iﬁ@oﬁ}&ﬁ@éh Védrip @tes URsRorief 1 201ethee ONS k108 dnagses

of the renote conputer network that correspond to those renote conputing
systens), soeasbledheavigratomedihe acteatking dewicesfddet diepheriyals BEMAKe

connection. |p. other_enbodi ments. .multipl C eqt i oL Q4 her: ivate
connect i ons 1y 8o RES: 07 ehptr bReR, “Ufe BRE L o theckietl BvAe

| ocations, bybtfBiX 480 nSaPRSs t sie@EBWA Gitarofise tentiray netwbtke mignatien is
conputing systens, such as if the nultiple connections are redundant

al t er nat i vescg¢mptetedused for |oad bal ancing). Furthermore, in some
enbodi nents, a client's renote conputer network may include nmultiple

conputing sygiceay at myl tLRliioR! (FS B Yechruheleh VRRGRRAE foPnacr

ot her privat ection e’ renot mputing-systens nay be used, with
the renpte cprpidet doetpwtek restivogk rraapoins ablleastosomeuteinmigoditnents include

i 1 on. ¢ hEYSNSUNHEE AT Eheh BLRISORNESOHONB O BRI SRS T aLK g
all, some ofq0GoEOMIMRNCALIBE AN B8yIEREP hirfibritefesinoht Ibast S6mel ded

conput er net Wor er external conputing systens that are
general | y aceegsidiments) thiee ONS etOfetmagepravics: fevaiiphlel competingr Redes finat
| east some such_ external

[ i cati . I d, the wvi . 162
oy f urt hor - BRINGIRTGRRaBNEE KorraSC R i TR degear el iitee'
cormputing Syaégreeﬁfg?s\ggﬁ(rmignoé;eehﬁwa&iaﬁ! infSHABLINC 3béENed ibyka ldRneffot be

provi ded conpu such as in conjunction with an optional
virtual bor dprovided eoniifief oetwork may\iudber dndipaleepnadrnisere gaographical

2011/ 011576PCT/ US2010/ 042858 120a. Th i |
physi cal Iy i |35@ H’Bﬁﬂ%&’%‘ 3Pl ggﬁﬁ’rqr% Y@Jthgijéﬂ‘?@r?g%or{lﬁ%&teghg@(gﬁé lﬁg one
or nore actugg I%&ét@&’a(bl.g.dﬁi’bﬁﬁﬁdé’Ta@@fdi@faﬂc@tﬁrﬂbngﬂhémnﬁmm nadeg ef a

conmmuni cat i ons bet ween ext ernal conputing systems and the, various cqmputi ng

nodes provi dptbvied kemprgerinstwark daoavipgiteam losatad bhmulijpie geogranhies!
devi t hat t ’ - p i.d t
T ent s t hat IoEBRRLANIBE Sy ROTGIMARE BRI iaRn) Ao pietershies o

under | yi ng sphfiliferhEntd3MMuvK i Bompeting aiceiésafthbqrovidat! coonputer network

conmuni cations over the underlying substrate networ kﬁ%ee.g., tofTPreventh
di sal | owed cermimirtatapsiater thahipepad byeihe 6 oHp deisRPH U OoMArReSUC

provi ded conputer. ne : o Lk S - hKdworkt fatency or
Furt her nor em?ﬂgrqﬂmﬁﬂgﬁégé%g%r&p%m @mqﬁ'@qnaa{/a'ﬁﬁ)rﬂmﬁrﬁoconc%pt ua??_yy assi st

i n managi ng phAGWidIATEH BbARILtIPASNGdE ditBrsoncmupidatiogss reniememext maxEhumo t he
provi ded conputer network 120a, such as to the renote, client conputer

network at Snebwork Amaxigitt Jefessr GrRIPRUtnGpRIeSs JNINYBUTL, Qf Jraxingyr

geographic proximity between computing nodes; having local access to
particular resources or functionéiity that is not available in all such
geographic locations; having specified locations relative to other external
computing systems, such as to a remote computer network of the client
and/or to a remote resource service, constraints or other preferences based
on the cost of obtaining use of particular computing nodes and/or for

particular types of interactions with particular computing nodes, such as
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[0040] I n addition, the provided conputer network 120a may be configured to
provi de private or other specialized access to one or nore renbte resource
servi ces,weuroh/ass7by assi gni ng one or nore network addr @sTas2ai/ 031368

provi ded conputer network 120a to represent those one or nore renote
resource services, and by optionally configuring particular actions to be
taken for comruni cations sent to those assigned network addresses. In this
exanple, the virtual router 162 has been configured to provide |ocal access

Lo remote I eBOUEGRIBINEBtIBroliding ddid 1 TndFATHLN HRsbRmpiling' Adaeé: the

provi ded conputer networ or exanple, It one of the conputing
nodes of theefy)ovi ded conputer network 120a sends a conmmunication to a
particul ar network address of the provided conputer network 120a that is

dtoth i ti link 174, t j rtual t . f t hat
Commni cat i oPEETTho. + BrpBosdenr beosaer dstab Fatftts My bt Jeas i aitas
conmput er net éﬁfﬂ&d%?ﬁts(,eﬂgmiﬁfél%cﬁh%di@ﬁ@rﬁﬂa PhtcPbdRmUNidatichsn Shetices) - | n

ot her enbodi nents, e renote resource service 194 may inpl ement an
i nterface thaomipsitipgriodss phe Enwvided G®roputer natwpee ase maragrd gisiithiddal

I ti 1, if h icatj . ' k
addr ess of  t HBOBY0R GHPSEaD APBrORCP B CTo0d 0Pnard, € SFasplif Bh i e
communi cat i 0Bohfiglired etk ité\@dl@?f’ iR rihativa sy beosittiagtedninestl lagst sémehe
renmote resource service for handling. In addition, the virtual

conmmuni cat i osuth nkembadimsgntee uvsingi gtheed undedyingeastbsbaie eMedUPHenBHY; o

e v sred. .
modi Ty ¢ noseoedamtang; Birdtds o the "GN 1o ProBRaTe., Soeh, BF te
forwarded tochiputingHRIdsesSRNIdR] Bfithé NS5 aravt be eisBocisited vaitca sodehe

renote resource service 194 in a specialized manner. For exanple, in the
i | lustrated eamodinieaton managertuaduledrrlishewn) hthe E&N%?‘%%ﬂﬂﬁt panages

configured t r 0 iqu : it R h

Fesource. ser oPEENGAGARGHS 'Ry HRirh 8 p oA RRAR M BpBet 1 S8 HicRal
provi ded by Hbeiceenofor reaenglee smyilse Pulaedgbpanusing theat assomsiedce,
or may instead be configured to correspond to one or nore partj.cyl ar
identifiers EPMHYHEALRIT JHZNAGRE r’BPdPI%ifEét%r%omHHgn%r%O‘g%sg)cidé?% Wi ?'h t he
provi ded compyieardaehuRife A3HMoAfh:E ROEHENSPb IR BBHbURREIGKS B dbY
the renote resource service . I'naddition, it the virtual Conmmuni cation
link 174 is ararneywosdistentowith eswood mare sipatated direwal aleyigssc eSoeh trede

ot herwi se correspond to a subset of fhe resource rovi ded, by the rennpte
resource ser GPQ@E%@Q?t'QmeW?HeH‘ tg}ayngtlr\r,\a,ﬁ?rﬁy 1%'5551% r8b'¥|€fr8néﬁ be

further configuhed g dd?\gﬂrgg#@a%ﬁ/ QhdRhEtHEr NiBterkbiin@hicANOMe! Hr6 abadiedl | nks

that also correspond to me renote resource service 194 but are,
confi gured t betwasass sotrtpaitingnnodes, earvl byarespeniing orequests rem eamMAKY such

as if the provided, conputer .network optional | y.,i 3 i stinct
virtual conmiAfgSt f%nWPHRafi% @at’ i‘gﬂco"#luﬁﬁpsid“%g %@bﬁ%ﬁ%"ﬁe%@%&%
resource S?riﬂfffﬁné%.i D Re HrShiohe text@mat tohttalinicRtbn dhanagételodules (not
comuni cation [ink 174 (e.g., to correspond to a distinct second nanespace,

to not correspowd) tof dhg MBI d@PamarnEavege, commyeicationgehefwedt € a

o O DR BTB, Beh o AT B e e oo o el g

2011/ 011576 P& i) aicA4dBfBsimilarly simulate firewall devices and enforce specified
network access constraints, as well as to manage configured access
mechanisms for remote resource services and private connections to
remote client private computer networks. Other types of network topology

information may be similarly simulated.

[0033] Network access constraint information may be configured for a
provided computer network in various manners in various embodiments.

For example, a client may specify information about whether and how some
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[0041]In the illustrated enbodinent, in addition to the conputing nodes of
the CNS 105 at geographical location 1, the provided conputer network 120
may opti omal2by/fiesbher i nclude conputing nodes 184 provipdedsbyroomssECNS 105
that are located at a second geographical location 2 180 (e.g., at a

di stinct second data center at the geographical |ocation 2). Accordingly,
the virtual router 162 nay be configured to include an optional virtual
comuni cation link 168 to the portion of the provided conputer network 120a

at the geogrg,pgﬂé?,ﬁlhh% %@Eﬁﬁgg%odle tcﬁg grcﬁ)ﬁ?éH)ESm RANIrR 2@ hIIbRR to

provi ded conpu e a at eographical Tocation 2 simlarly is
i | lustrated gdmmunicataogith otthernvdorhpaling aoties of 82 poovidedgenyuteunetairkons

to and fromthe conputing nodes 184, incl udi to i.cat ith th
portion of t®&RI/GF d‘&ﬁ'&iéﬁhgbﬁﬁﬁr@? ﬁ@'f‘\%‘f“l@gl%@qémst ﬁi’% eﬁglrbff%?ﬁc\émp ‘I)'?Jpcé:ter ion 1

via a virtu ' NRRidd-NK 4488k ST icadid i n utin
nodes of thzheﬁén%ghgﬁdglswrﬁadr'eng%g%%%?gi gal I oégﬁ%ﬁqﬁmghgﬁﬁﬁgd i ng
vari ous nmanneuntgoiny)y dypesu of esdnodtiuminations siechr . dsadey santhientypeaseof content

o Soour ot unREISG, AR RE 1, HP SRl oL IsARn RGOS By (eI MAE) | by

sendi ng the QGTRIRLGIIEor ItBxE bRk iNGA I SREUBAITRIARE dilowd FTF irdgdests);
dedi cated |l ease |Iin et ween t he geographical |ocations) or other private

manner, et c. locatiangliafi other wiinputing syslems fagedwhetker pag pbithe govtedhe
provi ded conputer, network 120a at_the geographi | qcat | bl arl
i ncl ude sorreng?mp‘aﬂqr '?ﬁ%‘toﬁlé g@ﬁ@?ta),[)eégO% C@?rﬂe o@ﬁb%e&%e@&;ﬂﬁ&ﬁgrggg?@#{ﬂbi nksy
i11ustrated {Pthd hRobidel eomputareABiRIRI it lopGatrbAdtd, resbafteaseivica thenot e
client private network (e.g., via a gateway device at |ocation 2 and/or one

or more VPN whisheecress hiisstiesnt establishay. emtersahiectheopsovided neomputer

geogr aphi cal i LT ' t ,
oro. Tooa2 1 RSk R iy rhReSEHR o R EeEk Byt dvoRE S50 B8,

i ncludes conpubitey mﬁp&ti@% syetdmy)] etcgedgrapitramr diodiat itorthapforohbvorkse
I ncl udes co%l ng nodes that differ wwth respect to one or r
attributes, ipdhdniupatieaupeds gihari feuting dyieamation: dhat p@l‘g ofo% may
conputi ng nogﬁforce network access constraint information for provided computer

networks in various manners.

[0034] For illustrative purposes, some embodiments are described
below in which specific types of computing nodes, networks,
communications, and configuration operations are performed. These
examples are provided for illustrative purposes and are simplified for the
sake of brevity, and the inventive techniques may be used in a wide variety
of other situations, some of which are discussed below. For example, in
some embodiments, the computer networks that are created and configured
for access by clients are private computer network extensions to existing
private computer networks of those clients, while in other embodiments the
created and configured computer networks may be standalone computer
networks that are not extensions to other computer networks and/or may be
public computer networks that are not privately accessible by the client on
whose behalf they are created and configured. Furthermore, in some
embodiments, particular computer networks provided by a configurable

network service may be configured to enable private access to or other inter-
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WO 2011/ 011576PCT/ US2010/ 042858 191 to a repl acenent conputing node 165,
166 or 184, the NWM nodule 164 may further be configured in some

enbodi nerwe 20n/Eed7ect between particul ar candi date conp®RCIrA$20M00e859r types
of conputing nodes at the provided conputer network 120a that are avail able
to be used as replacenent conputing nodes for the mgration (e.g., based on
attributes of those conputing nodes, based on distance to or other

rel ati onshi ps of those conputing nodes with other indicated

conputing-related r, . h ] . ' ' |
ol ated fo StORTBATIGRIRTO R T aRsamBURaES Rouled i e iy
sel ection by gi&Rt sdmic@S Whit€ UasethdrNedibeairaéniekath Btsrydmrniddidng] | t

wi |l be appreciated that the exanple provided conputer network 120a of
Fi gure 1B i shetvedardedultiple previgedrgompuissseeiwoskel mantnet her Peyigas: erln

net wor ks provi,ded by the CNS 105.for, client ' . f e
types of co.nf‘fjgﬁpad '%o?ﬂmﬁi%@hogﬁgemsnble a‘%?ﬁ”@%&oqf‘%}“@@%ofbgg‘ﬁakﬁf g¥ ntigtg i on,
and/or may i pghfigliaBlehgétworReerdte tRBf ddiHpethe notEsiteat aensravidedsbypaad
network topology information that is not i1llustrated here. For exa

sorr]\ce_ enbogi geomtfoléawbsia canfigsableangiwark seavieanybite in dsiosRbREMS :Qefaei "
configure vi ces and h | | L Ny
computi ng. oAt S 19t CouleIRnY, Rdst ropt Ark BFed Fob lprblBa tormbuler

assi gned a natWsrks afdy ams cohtrbigl pF ovainesinedrmubtireradevmr by thirdipetiesr e,
the conceptual devices and communication Iinks il]ustrat eg in Fiqure 1B may
be i mpl erent By the cligns, k) Bulmadie gysuabis faiine WiHh dge SRpiskEble Behiak
connecti ons . od idiQn, i ks | , j@ant s
oy porf o m SO0 ol P SratiE S8 enffodinght, dr NATH SoRc Bldy acesd e
services, whahbelsd computioy dedes grpuided bytamat kentrolléch diye atlilaplhedistingint e
conputing systens, such as to subscriﬁe/erecgi ster to gse resource

recei ve/ cr eaf@MIGHTRBIE NEMERIKNIEINICES (W BRUtHY NEAES RF 48 Ok ?fr JNOIE cat e
[ esour ces andlghrARER NGERbrs! RSt [BUfiof QUTRHE NKINP MEIRIE sb/dr.of t hat

are part of e private corporate network) that are | ater accessed
from a provi dad eonmureecomptitivig nodesgwhose notgnation éx facikiaded ty theeNbMMyat e

goﬁ,gfﬁﬁ 3?%@ {(ﬁféjgppg&[{)@oﬂ Mﬁ%%’&ﬂ[gs Hoelc /y%%e%%%ﬂ%&%ﬁl '?riuﬂH;BI% 2 1s
distinct configurable network services, based on a particular configurable
network service from a first entity providing functionality to the NMM module
by interacting with another configurable network service from a second entity
to obtain access to functionality from that second configurable network
service on behalf of the NMM module, etc.), such as to provide a specified

degree of geographical distribution of the computing nodes of the group.

[0035] Figure 1B illustrates additional details regarding an example
computer network 120a that may be provided by the CNS 105 (or other
embodiment of a network-accessible service) for a client, with the provided
computer network 120a in this example being a private network extension to
a remote private computer netwo.rk of the client, such as one of the remote
private computer networks 130 of Figure 1A. In this example, various
connections and communication paths for the provided computer network
120a are shown in a conceptual manner to illustrate types of configurable
network access constraints and network topology, and Figure 2 illustrates

additional details regarding an example of underlying substrate networks

26



enbodi nent of conputing systens for use in providing conmputer networks,
such as by an enbodi nent of a configurable network service. In particular,
in this exarplniizmenunber of physical conputing systensPardSecaoloazsat ed in a
data center 200 and are interconnected via various physical networking

devi ces and one or nore physical networks. The physical conputing systens
and ot her devices are used in this exanple by a configurable network
service to provide nultiple conputer networks for clients, by establishing

and mai ntaining each of t rovi ded co ter_ne . '

net wor K, andaﬁg %W&gf’ﬂ%r}ﬁﬁgg?%yagen‘é?%ggﬁ(Cg?a{;?sbﬂ%%%t%ﬁg?pedﬁéb\%oﬁ&?kgn
whi ch the vi gldRlasnpeVaarfipR! Sravided @bdwg&@rr nEearRl F20aM 1 adielitioss; tin ttbist he
exanple of Figure 1B, the data center 200 may be | ocated at geographi cal

|l ocation 1, example an| ¥MMarmdyknyt4 assesigiadi wihsihs omeviday eempstal t o

provi de the conputi nod 0, r QVih ofelanall 120a.
The use of tﬁ%ﬁ@?fkr% ﬂseﬁ%ﬁ%gecg%g %ﬁ?}@r‘{’?}?ﬁg tbggrg?rat ewr?ga\’/\o%%ngb Iée
transparent phdrhemeoaiHEhRd the deMM mblalepneay dedl bonpat esf thes warolisledn at
| east some enbodi ments. [0045]1n addition, one or nore N dul es may be

| ocated i n veemputen nriworthi20a of@venyprovidedrs B?B\ﬂfmqwagger net wor ks as
part of providing functionality for facilitating dynamc m gration of

conput er net conmput, i - e N\ srdul es
may each be E@é’@] of a t|g)r ir%ar?gg%;t \I/\'g?ﬁgg%maﬁridthcé_g O\ﬂ?gg?g&\?nﬁp Eé}a '
cor r espondi ng2pa dngiddds aanpus esompettivay kodestgrevidadaby dme €N 05 thattdre

bl i t k 235, . i nstead b i d with th
Conput i ng. SyBCEiRY B48LTI5Y SSOREFBEAPEANE <y IPOE tt oh Sdeh SAER CEPi3ed ¢ ha
are direct | VuRomusdraphia tlBﬁatRHP'n‘QF DR Wik v&Bus VBbinpuBiRY_hbhies bethad
odi nents, the co t he dafa 0 may

here, in sone e uting systens at th center 2
further incl coefiguredointootagisalcgroid rdfulary] 166 dh thiy examplect(evd-t Hot he

Tonaor e m o senasrard g6 Aiecer, bRt "BhART  aSE i CEogyr8a AEtdrkib®
2011/ 011576PG{S20AEY MABRB IrPRASEXaNip Sa SRR lconcép@iat oimual esuteetear ks

provi ded by the confi gurable network service are inplenmented as virtual
over| ay net wisr Bbowhaat geegraphinahniacatioond 1@ goatrolicg@amynieglions Hetween

substrate network. The.provided viyr | ov S i nt ed
T var ous wiiee RotWEiBESNGES A RifEr SYRRLMto IAns " sk 46, iR 2E®
conmuni cat i ORFfdrénts BB RIMMOhRatieny thabnayriaeddr ngltivoughidhe nerbvideld
address information for a virtual network in comunications confifg‘ure for

a net wor ki ngcempritRioInagvotin el 2 gnax| astuallyr haxenetuliiple) or Agooranfigure
il trati , NIt i i o
Lova” (1t or REVSRISE, g8tk 4t uebGRiRict TB%ate, (MY EBnibtualnegachc

virtual netwopgaaghyesseimprynditednbydited canfigardblef néidrki serviees at the

("Internet Protocol version 6"). network addresses used by t physi cal
substrate neggegtaphicalHogation, 1r i NaHads irﬁﬁn%%ﬁ?rnﬁl‘icga?? é/h"}/ Hé‘gﬁ@lﬁsgéys'ﬁ@[her

data transm I%%ﬁné@t 2 rod.gégsngr g&l‘%r%&%rkiﬁé'@@cé@’,a@fg@b%% 1Pterying) . Of

ot herwi se no yi'ng su ransm ssions to transl emfroma first
net wor ki ng psabsteate hetwaorki ahdt hesociatedc ombdiges eithat ccamtidil stomotunieaiomng

t Ki t . As ther, illustrati l e, bqgth the, virtual
et wor k. and HBENeA BT PUOMESHOSINARK Hen T8 BEAE e e N ALELBY
addressi ng pygboeRlafel: i acdoR¥n @ with e comigufd hibfrAdon Rt tABSreeRiedvi a

t he provided virtua over? ay network using virtual network addresses may be
modi fi ed to vempditérf pemvirk piais, dacludisgnweonfigiutdd ssdwerk topadegi idprgation.t he

substrate network ile the fransm,ssions are_sent over ,th u ,
net wor k, but C@R Q\'-”\gﬂe BEFPYY n£9 TEMAE areSRie r REVFSe s8R 8&]eigg§bmr§di n
the nodi fi edndaférktd@R38IconsRBMt MfoRthBROEM SRcH 88 ¢k RsLits @ohhalinidatiods tisat

transm ssions may be restored to their original formwhen they exit the
substrat e neamsknt torneiwesk addtrasiesemitkin the prevded sempuier pawvasseld0ato

networks may be [ Dl GRENLEd USEN0 SHGERTY AR %Un RETRRL AL OBSmputer
network 120a, and to route other communications to other network

addresses outside of the provided computer network 120a as appropriate.
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[0047] The illustrated exanple of Figure 2 includes a data center 200 with
mul t'i pl e physical conputing systens operated by an enbodi nent of the

confi gur awbDeonatwIsk servi ce. The data center 200 i s comaogatSedodsshe or
nore public networks 235 external to the data center 200, which provide WO
2011/ 011576PCT/ US2010/ 042858 access to one or nore renote conputing systens
245a via private network 240, to one or nore other globally accessible data
centers 260 that each have nultiple conputing systems at ot her geographi cal

| ocations, and to one or nore_other rermte t 245b,. Th
publ i c net woFFé beangg, qrMmugicationsihat aéetﬂfg Eg‘é :Qggﬁs it t%ﬂ?ﬁof

net wor ks, gé{: Eég %‘?ﬁ LReH byet r54gbﬁondgb§% Wémﬁ’é’tfdﬁ egr SWehR asnfif\dred

| nt er net, € pr|va e networ for exanple, a corporate

net wor k that netwvorkchdoessr cqasttdinatis] maryrimdaé@dﬂebi er mlaﬂmc@mﬁwna@ Pytibes
external to the rlvat getwork 240. Conputing systens 245b may each be,
for exanpl e, VEU Fﬁ’euébﬁﬁ ting systemthat connects directly to the I|nternet
(e.g., via a telephone line, cable nodem a Digital Subscriber Line

("DSL"), et C[OOST] In this example, the computer network 120a is provided for an
example Client 1, and is a network extension to a remote computer network
of Client 1. Client 1’s remote computer network includes multiple computing
nodes 191 at a first remote location Site A 190, as well as a gateway device
192 and one or more physical router networking devices 195, and the virtual
router 162 is configured to communicate with those multiple computing
nodes via a virtual communication link 170 between the gateway devices
192 and 163. For example, as discussed in greater detail elsewhere, the
provided computer network 120a may include one or more configured VPN
connections to the multiple computing systems at Site A 190, and the
communication link 170 may correspond to one or more such VPN
connections. In addition, when one or more of the computing nodes 165
and/or 166 are replacement computing nodes for migrated computing nodes
that were previously part of the computing nodes 191, the NMM module 164
may configure the gateway devices 192 and 163 to route communications
from other computing nodes 191 to one or more of those replacement
computing nodes 165 and/or 166 at the provided computer network 120a via
the virtual communication link 170, and similarly to route communications
from those replacement computing nodes 165 and/or 166 at the provided
computer network 120a to computing nodes 191 via the virtual

communication link 170.

[0038] In addition, the remote computer network of Client 1 may
optionally include computing nodes at one or more other locations, such as
the illustrated optional Site B 193, and if so the computing nodes at Site A
190 and at Site B 193 may be interconnected via one or more
communication links (not shown), such as via the Internet 196 and/or one or

more private connections — in such situations, the NMM module 164 may
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[0048] In this exanple, the configuring of the virtual provided conmputer -
networks is facilitated by a manager nodule 210 of the configurable network
servi ce, woaonditizpl e ot her nodul es of the confi gurabl e PoEtUsSRO/0$E5% i ce are
used to inplement functionality of the provided conputer networks, such as
fromthe edge of the physical substrate network by nodifying comunications
that enter and/or |eave the substrate network. In particular, in this
exanpl e, multiple node conmuni cati on manager nodul es of the configurable

networ k servi.ce, each [
nodes, such $EVMARY Gl agfﬂ’rqaﬁﬁed“%aé %rﬁ?\?'&@?a@% %&aragegﬁéer?@dﬁ ltszgmgg%“t' "
209d and 250sag @'E@‘Fé'@t%ecgomm&f@éﬂcﬁfs Betiidn el @@rnphﬂngdibdssomotlsmowm)s
exanpl e, an external conmunicati on manager nodul e 270 of the caonfi ﬁbl e

network ser vat;sltaea]d@ésan@mﬁe@@cemtmwém Redesy&ScaNd/ep nhsG: oH

syst ens W|th|nt datac

di scussed in %ﬁ’@a leed)& r*@é?%%%%ﬂﬁcgﬁéﬁﬁlgﬂgb%%ﬁ exs%’%ﬁ"@anéﬁ)r
communi cat i Oﬂa@ﬂéﬁﬁénémﬂﬂuﬁ doAmivhiddtionsiiriat 22l td 1BitehB 1 ¥ np), @ja bhewirl | be
appr eciated that t :

using mul ti pﬁr@l’@Ié\ihgre;gl?fﬁé}lﬁgg?\iﬁlﬁE‘y@;&iéﬂq'g’”%%é@%%@&be%%EEJ nglglgnber
of physi cal @Eﬂ:’%ﬁ%ﬁ%%ﬁ&@%é?é%%ﬁﬁ@%@ngﬁ§ﬁr§'f_iéad t8%eifRle C@ﬁlp@tlﬁ%ls

node conmuni at executes on one or nore other
WO 2011/ 0115g@desmis\329 i&ho28o@puter network, each connection may correspond to

a subset of the remote computing systems (e.g., by being associated with a
subset of the network addresses of the remote computer network that
correspond to those remote computing systems), so as to cause
communications to be routed to the appropriate connection. In other
embodiments, multiple VPN connections or other private connections may
be used to remote computing systems at one or more locations, but may
each support communications to any of the remote computing systems,
such as if the multiple connections are redundant alternatives (e.g., used for
load balancing). Furthermore, in some embodiments, a client's remote
computer network may include multiple computing systems at multiple sites,
but only a single VPN connection or other private connection to the remote
computing systems may be used, with the remote computer network being
responsible for routing the communications to the appropriate site and

computing system.

[0039] In addition, the provided computer network 120a may be
configured to allow all, some or no communications between the computing
nodes of the provided computer network 120a and other external computing
systems that are generally accessible on the Internet 196 or other public
networks. If at least some such external communications are allowed, the
virtual router 162 may further be configured to communicate with those
external multiple computing systems via an optional virtual communication
link 178 of the provided computer network 120a, such as in conjunction with

an optional virtual border router 155 for the provided computer network
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conputing systenms (not shown) to manage communi cations for the associated
conputi ng systens 255a-255n, and a nmanager nodul e 210 of the configurable
net wor k swowhtig@1iirat executes on one or nore conputing PEIUSAEL00MSES shown) .
In this exanpl e enbodi ment, each physical conputing system 205a-205d hosts
mul tiple virtual machi ne conputing nodes and al so includes a virtual
machi ne ("VM') node comruni cati on manager nodule (e.g., as part of a
virtual machine hypervisor nonitor for the physical conputing systen), such

he CNS VM d uni i dul 20 j | hi
5078 on tompithng. Ther e Berdar douRtnl 58 ToRK RA DL Ay I Reriag Th" S
nmanager md“b&i&@ﬁaﬁ*@%ﬁé’,iﬁd}%s E?QHE @QSZ‘WSjUngC&f@BF hste st Aniraad.

Each of the virtua chine conputing nodes may be used by the configurable
net wor k serviedces er bosternotuteorayidesy thaidmarfage computricatietsvdetwgeByi ded

f lient. Physical i t 255a- 255 :
Vrtual macherER eanpaiag svsfihe SRt R, B Gl e BT by
conputing noge EA 105 Relgkoffaphi€slNBLARSN nles%»g.r kadtugV teeides ahab sappert by

t he configurable network Service. In other e iments, all or none of the
physi cal conpumienous gompvtennetwrrkaqravidedt ey thencMdst0a/1a clientsthahuges.

[ 0050] This exanpl e data center faurth i | tLpl j.cal

net wor ki ng dﬁ\ﬂgge%(?mgﬂﬁw Qé)d?\ﬁ'/i ?f;{b&eg\lﬁigﬁgﬁﬁf%g %@ﬁ#@%ﬁfg@u%?g%zm
and core rouhEksork38Rd 238socifedt etbddda that eoritrodf camphysdatidnsneteortket hat
i ncl udes physical conputing systenms 205a-205c, and is connected to ﬁdge

router 225a. usHgnying Siistrate matwodt (a.9di ta iPRRYEBhYisAlewed QaRpmknigadien

syst et o) " pt BTEPAETR LG noler or FROBAIE oBRRUEGRRN1Z08, |
CNS syst em naRRditle suskilste 2kbwor)detcs Earthesherd, tthe adigealrmrter ra8b 155he

physi cal networks established by switches 215a- Z%Sb, in turn, ar ca%r%ect ed
to each ot heMaXdrben&eNRepivaIK ASSItdn Manrgifg ther RRTRYKCUH)S {7 9

|t er medi at el AeFRONIERIHOTLASIIRTS 1B hroeteaplLiL iR 908, Kokher

225a- 225c an routers € edge routers 225a-225c

provi de gat ea@ys thetregmie tolienbcompuéemestmark st SitdsoA andabdlte onedgemaeat er
225a provides a gateway between the physical network established by switch
215a and t heTQTRPE ESRHERS $R'GRS: & k 220. Edge router 225c provides a
gateway between the interconnection network 220 and public network 235. The

core rout er s;3@a- 230C |redddifios ORI NbIRdRN TomplteR AdOrkt €200 vhegt ben
network 220,  such as by forwardi ng packets or other data transm ssions as

appropri at e benfiglired tohpravide mirvate orosthensipegializedrageasssii 6ns rempre
i ccseq. oA R PARIEY Eudl Ui LT S M nBOR
i nt er connect H@freRSEYRK khe? BPovitied Iconiuter netwiiik e 02aedpassaritithos@bnaeairwor k
topol ogy, etc.). [0051] The illustrated node communi cati on nmanager nodul es
more remote resource services, and by optionally configuring” particular
actions to be taken for communications sent to those assigned network
addresses. In this example, the virtual router 162 has been configured to
provide local access to remote resource service 194 via a virtual
communication link 174 of the provided computer network 120a. Thus, for
example, if one of the computing nodes of the provided computer network
120a sends a communication to a particular network address of the provided
computer network 120a that is mapped to the communication link 174, the
virtual router may forward that communication to the remote resource
service 194 external to the provided computer network 120a (e.g., via the
Internet or other public networks). In other embodiments, the remote

resource service 194 may implement an interface that is part of the CNS
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manage conmuni cations sent to and from associ ated conputi ng nodes. For
exanpl e, node communi cati on nmanager nodul e 209a nmanages associ ated virtual
machi ne cwopoti/mgs7aodes 207a, node conmmuni cati on nanagePCRabad16/0213981
manages associ ated virtual machi ne conputi ng nodes 207d, and each of the
ot her node communi cati on nmanager nodules may simlarly manage

comuni cations for a group of one or nore other associ ated conputi ng nodes.
The illustrated node conmmuni cati on manager nodul es may manage

conmmuni cat i ong,.bet weep conputing, nodes so as to, overlay nultiple virtual
net wor ks oveﬂag’hé’ri rﬂtg? ggataé 3H$si9§£9f§%§?¢ PSEHRR W k 8 g'%, Spheé“lé
|t er connect pnfURdn BRe Wi fHNISIER ndtBONDdGRIraSS o5 e brbiiibd

swi tches 215a and 215b), and may inplenent firewall policies and_other

net wor k accessmpaoiat netiwark 26aciivat iemanpsd totheu apmatuaationiiak dyemayl

conmuni cati on nager .nodul,e, 270 nages ex nal nj L0 at_..enter
and | eave t h@sg%cg%@em%@rg%,z[oswgﬁ nil%rfl%gef {)Jf‘rah?elrericncég%ﬁéﬁ@lc? h%gr(\)’&%r foary

net wor ks ovepah8ithdg URS bakidnh eleWirkialcbRimuhibatidatiak claat eay X cohfiguredgar d
to such external conmunications. The external conmuni cation manager nodul e

270 may t akeiragt le@st sooe apbadiments temanagsoteranumications: srnt viathe dink

access constraints. includi t.| t .F oTi1s S i S8
for provi dedirh\’ﬁ{bq}{semaﬁ@?%;%gﬁt%saﬁa@qd(ﬁ/qﬁ?%;g{’e orr%g?ﬁer E‘p%lﬁz?gf]ﬁ{}erg
access to rpimirers EfreCtheyedirg frwatdde td dhe romioke résdiarce eseireice 2083, arnd
optionally at |east some VPN connections to external renote client conputer

net wor ks, ~ or targthemgse aacerssr e TemetnfeFRUTRNSIVIas JPein rRRSAIZ&Ad/ or
software (no ) that i nt I a c{&‘?ﬁ‘u Kk F \Ji§@alS
portion of sh’c co@ec%%é@[%Syﬁhﬁ@g{rg%nghﬁ us?@gt it\ﬁ/% \e‘};g@rr%!l e,
one of the vidinaainioaidn niekcdTPuhande edesigdfEta torcormgpondnty sy padioudba
may be part of a particular provided virtual conpu%@g ne%mr%etgaf,

provi ded conPamEspaseWwitin1PGarenote fesired)sanices 194, Wih, 2 AURSgt W tthSone
of the virtu AL T e b’ [ EhA54qggnd
with the congéﬁ%ghggglaggngggégu%gg opltd%glng ﬁgeg{ém&cf%aﬁg nodesgi n
this data cebeiwy partiof that namespaeepbhenayl atsteac eeconfzifed Hatcaaraspando

d by th fi bl wor k ice), and with |Pv4, bei d.t
Fepresont |t hi® Ne AT BT g6 duieds ks, e B5es, 008l ISR At o
the virtual BDRCHLOGiSRAARER A Egﬁgg%@hggéﬁrpu\térlnfm}om%w Wﬂg{waﬁ@des

207d, and conputing systens 25 as well as other of the illustrated
conput i ng nodesyorkeserdicecar bgriheyreduate oesedracosenving 184npli additienwdrike

bei i ded h . b | ' ded
comput or et Nl SRBYRICRLBNATo oS e IGHES ot ST o e BRI  oe.
and/ or may ahamdipalar br oo 'ifeRASE BerédsuHRrtoPBO¥LBESt \UfT thial regoutveiser

network. A programexecuting for the client on the virtual machine
conput i ng nogovidad bhahe sepete EBouree marviceu8d, ghevipsadded r eemmputer

Chevi rtual HamioRorzdmiiey RETRbaly 587" Er kel Rl ifindtu 20%e B0RAT: | 2

conput er net wiNds, vigughcaPMLNicRRsH fifk that Mio tasrtespendotokthedsirmesrenostet hat
provi ded virtual conputer network that is assigned to that destination

virtual machierduseenRfrvieg h9dcowtoate COREOHERT 1@ RFARTSCHIE SRMRERH d§8PUEdul e
209a receive : gQi 0 icat | ng RYTR Laent s
det erm nes W%%Mf‘ger qt%(%‘ g\upﬁ]oér:ri '[zﬂgh{ﬁﬁgéséelg I r?g @fth?h@togéfé}i?:ﬁg co?rﬁuﬁgﬂg%liﬁson,
such as based20a gptadysingleisf Bgdistidci uiruaratdnamuabradiont liek si@édimaf is
virtual machine_conputing node 207a and/or about .th% ﬂe_sti natjon virtual
machi ne WO sonfiguredcipsacenssdhe sraategegsource service 194 in a distinct manner

than that of virtual communication link 174 (e.g., to correspond to a distinct
second namespace, to not correspond to any particular namespace, to use
an identifier of a customer of the remote resource service 194 that is distinct

from a customer identifier used for communication link 174, etc.).
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conputing node 207d, and/or by dynamcally interacting with the system
manager nodul e 210 (e.g., to obtain an authorization determnation, to

obt ai n sowe 20r/Eh37ésuch i nformation, etc.). [0053]1f thecmaseoionmssni cati on
manager nodul e 209a determ nes that the outgoing comruni cation is

aut hori zed (or does not perform such an authorization determ nation), the
nodul e 209a determ nes the actual physical substrate network | ocation
corresponding to the destination virtual network address for the

i catiop. ln thi | ' ' | Py:
Fepresent. t nD04 ual nUE BRI SR EE, BBt ARG BonRaaPafg: 2
the interconpggld it thel ORI 108N4: ?@89%%?&&@ 188%7or @; hieagsbsidelecempoirmng

comuni cation so that it Is directed to node comruni cation manager nodul e
209d usi ng anetwairkial20 Pvay spbisnall furtheniocludgdeprepsting odesdts4 awavidedat i on

d 09 ] th tual | ' '
nddr 655 to- ubE e CNeTb TheL A facaiie 8. Fesey beBRR R RRANGH %150 o
conputi ng nogeq204€ Pyistirt femel datslyssmecalt! thel gb@gmjﬁim Wdakiohhg).
system nmanager nodul e 210, or may have previ ouslfy eterm ned and stored
that i nf or mefcoerdirgly. thei virtuakpuriee 168 raay biecsonfiiied fo fngrde @ erlienaly

virtual machj.ne conputi ng nade,.207 wnf ar ' 0 . ipation
virtual net mkﬂ’?tk’agfﬁ‘é@é‘”%ﬁﬁ@ﬂ g’ilgaﬂ‘ﬂ’réeg{aje{shtré S ﬁ?l&gd %EQP?% ﬁo{'ﬁléé g‘;@%@ t he
actual |Pv6 gdegsfdrRatdonangiengedgragtioss foddiiah 2.s It exahreds, theeportionu]
destination network address and additional infornmation, so as to _se%ollwt he

communi cat i ofheoREviderk corRUtenNeoRs 1R Ogi Qtﬁbﬁtg%ﬂfﬁﬂg'ﬁﬁh@@ﬂ‘?n [20%@11 Wen
e e oL e AR RO 0 R S e PR
net wor k addr gsandnloadttid comlutingf moded 1164, inadudingetoacomatunicate webttheat i on
nodes. 207d T RARONE! BerARGHIUER semPHIET bR 20 Atdhm GaeoEBT A eaRtah |
Enager mocis AUBSEoAARRALY MR o8 neseEbmuesgORT M aRerer |
by extract i ngotpetingmossls cfthedeNBet®akdiffeteriogdsdrapbivaPoratisns 102Y) heg58
handled in various manners in various embodiments, such as by sending

the communications over the Internet or other public networks (e.g., as part

of a secure tunnel, such as that uses encryption supported by the CNS 105),

by sending the communications in a private secure manner (e.g., via a
dedicated lease line between the geographical locations) or other private
manner, etc. In addition, while not illustrated here, the portion of the
provided computer network 120a at the geographical location 2 may
similarly include some or all of the same types of other virtual
communication links illustrated for the portion at geographical location 1,

such as to a remote client private network (e.g., via a gateway device at
location 2 and/or one or more VPN connections distinct from any VPN
connections to the geographical location 1), to remote resource services, to

the Internet, etc.

[0042] In such situations in which a provided computer network 120a
includes computing nodes at multiple geographical locations or otherwise
includes computing nodes that differ with respect to one or more attributes,

when the NMM module facilitates dynamic migration of a computing node
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address and additional information fromthe actual |1Pv6 source network
address, and confirmng that the conputing node with that virtual source
net wor k awloresiwiizeact ual | y managed by the node conmuni @aTiusao@mEBger
nodul e that forwarded the conmmunication (in this exanple, node

communi cati on manager nodul e 209a), so as to prevent spoofing of source
net wor k addresses by nalicious senders. |If the comrunication is determ ned
to be authorized (or the node conmuni cati on manager nodul e 209d does not
perform such, an ,aut horj zati on determ nati,on t

re- header s tﬂ§1itﬂc%r‘f?ﬁ CEBIRRL TR YS9 g8d?hﬁqs,.{€q?gﬁ@gﬁgﬁgmﬁ?ﬁ%dule
destination ysityal fRGRrNSe CoRAdLE inashind MfbbdintentantoaspleaprictiveehPv4
network address fof the virtual network, such as by usi ng{_the sendi n

vi rtual nmachpagicotarptandigaigogempuiing tnedesnef \es Qédﬁoéww ppdes Airthe

networ k address.and by using th stdmnat | Lt . hi hep. co i
node's virt uBfOVﬁ%qc/j\o?%mQHL%reé?“&g%ehtéégésth%aﬁéona%@v%kltcgdl()j(rgegﬁg.gaA% tg er
reheadering difatdrnent BEMPARRY Howrlsi fon thé heigraidnl @.¢.0%asedan atiribatedsoft he
nmodi fi ed communi cation to the destinpation virtual nachine. cogputi node.
In at | east thm@mauﬁlmﬁpgﬁsb@%ﬁ%oﬂ&*%ﬂeﬁﬁ%Oflﬁ’éh@rrf@t!ﬁﬁ%g‘g‘%ﬁﬁﬂﬁloéﬁtion

to the destinati [ I | ne: 209 rer

addi 1 onar - sPapeeay aldF TR polcefed ROMRLIR TR (ES8oRS) S8 Ty
verify that tethendsagpiovidelaformationeretateputo rayichodandisladetrepidcesento
comuni cate wth the destination virtual $fgchl ne ased,.on bel angi ng

1 t (3 far ‘E disc ins,
to the same ¢PMPUHNGHRAARS forawre bY BiFMhar sRIeRio P¥Ceinds 28 diRCYSTESr Mat i on
specified fo Vi i.rtual network, being associated with the sane
cust onmer or é{%ée%%%%{a:ﬂtéﬁéggﬁ% associated wth different entities and/or
conput er networ ks whose conputing nodes are authorized to intercomunicate,
etc.) and/ or [a0%8] the ilnewlibey appreciatechtthah the examplealprevidadt 9p@pUieich as

based on i nf t i ousl tained by the modul b
Pnteracting aeMorknd28 Rfoiohed 1S tneY 700 SEuafy P, HiRh et
virtual ”Hchbﬂrérceaﬂﬁggié?gneﬂ?&kg Rvidest %@dtr@{%ﬂls 8081 for ogllerds rraay snetn

out goi ng comruni cat i (not shown) to oneor o )
2011/ 011576PEmiudR2 Glioph AR 3gpesrad configured ervMuMeatismse BiigtENgy NeYARENs

external to {he.data. center 200 he naode . ni i nage 209a
recei ves and*%‘ﬁ@%s’rﬁﬂr@n%ﬂﬂ%oi ! %rorﬁ’il%&ji &'i@pg% io‘riﬁ%IJ gp%gga?gn%ﬁﬁ@weﬁn

i ntended ext gppphusieatioRBliniNak@ MeaoRCtoPBEdEInfEyhdtibn thet ienaniiilstraiadot her
conmputing node that is part of the sane Eartl cul ar praovided virtual

conput er net Weré ( Eog. examplg, rianseme iambedimants nand ohipationsn & WiyPKides

whi ch the particular V] C e ' t j t
anot her dat acegmué?r ngqugﬁgyslﬂgﬁyg é%@@%aﬁ%ﬁ%%fa ﬁguggﬁrg@ﬁgﬁcme?:km
service to praditéd & RAT iistsadfoft bempatihy cobdes,viant uidl sa,oepcl esuaketolioerk) , a

conputing systemof a renote resource _service, a co ting temthat is
publ i cly acceesausce mayt ertianally, batassigned &, n&tw@fi‘agagéﬁﬁ%f’gﬁﬁ%oﬁfﬁﬁ and

situations, Q?h wgru' etk MY FUferdRte’ MRe WBGAAIAL USRS Z@ridhe
sendi ng of t 6u goi ng comuni cation, and if so determnes the actual
physi cal subgbrahenioatiowikks dibadtiated dar Figaperi@ nuay bet ineplagesmiteditusing a
networ k address for the conmmunication. In thjs exanr‘ﬁ)l t he et%rﬁ’ri nepl

I ules. “In

physi cal sub¥aralyely¥pas ek ungedyingPrysical dp¥ieas. NI HIhAIC

conmuni cati o ([T agihhigt Qakish2 5P ghat ed
W Eh al | v ¢ e g Bt e e e e o
assi gned to hgs obmtemsctians avithreeragte resnlute servihes, whethasdiore prpgided

i th i fi i t he i ti t 0. .
Ll arty. ox CPRLSE RetwiEks s des Bacangh remata oot e Saipfosuph as to
i nf or mati on 4(REIGdEET YO UsBIBEBIICER! ravbivaEbalaterisusasenbrtidlereand how

to forward the conmmuni®cation, i ncludi ng optional lcil det erm ni ng whet her the
‘communi cat i omses IRyt passveerds | efc. ) bredtatresdubeseand/annagespaces feom other

conmmuni cation_is determ.ned to be authgri | e t
per f or m such '8RO CABIAWILE %ﬁ%ﬁfﬂ?é?rﬂ‘nﬁﬁt é?% ,p(q?{@t Hﬁﬁﬂ%gﬁﬁgﬁ)gﬁ&%a@
re-headers t heuh6ggThatacOrMhtcEdsed Bomt Arovitiet cothpeter edtork (eg., a
destination using an appropriate 1Pv4 public network address (or other

net wor k addr estwajipexdpnsiandoftoe privatepedirorated1siyork)28.. and t hen forwards
the nodified comruni cati on over the public network 235. In this manner, the
external communi cati on manager 270 and/or various node communi cation
manager nodul es may optionally be configeded to provide



WO 2011/ 011576PCT/ US2010/ 042858 sone or all of the functionality of the
gat eway devices for the provided virtual conputer networks. [0056] Thus, as
previ ouslwodnsiouszed, a variety of techniques nmay be usedTius2@oovisde
capabilities for dynam c migration of conputer network conputing nodes,

I ncl udi ng by using replacenent conputing nodes that are part of provided
virtual conputer networks. [0057]As previously noted, in at |east sone
enbodi ments an NVWM nodul e may interact with a renote network-accessibl e

i ce, h ' I t K ' th | d ' al
comput o netlAgRR t o rEkbe @ i8nes. naMEEofiAcsaraal e A br 2 s SRS or
ot her net mréﬁnﬁseﬁﬁéﬁtb{;f?ﬁgpmiﬁg SRS fO uSE RS breRaRgEBRELIR Hetwbiks?

f ee- based service, suc users of the network-accessible service are
cust oner s t hachpay biyears embadiment tiver tonfigtealienieiwosk spadce.oln parf@dat some

of the functiqpalit rovi ded, b he networ k- accessi r Vi .
addition, i n‘ngg'sl %?2%98190ﬁ'ff'LHHB%%?#TBW%?"’W%@“%@m%fﬂghﬁo%gsc%s%gg%d;"} Re
confi gur abl ey gt Wekter SEIYY iR e PhtCEANESBRUVIEN vasbW® iy sical aldtaotkingay
have various forms, such as physical conputing systens and/or virtual

machi nes t hadeviees eatth dnsstasdmseopbyiealmpeivgikgsi cHIE dUsiRal ngPrEpLHiRgs .

For exanple, in sone dinents, t I I lex

i nclude a | a§y§$6W3nB &%%%ﬂﬁ%&%o@%@ t'ﬂg{h%greg(agﬁ)l%\?édidé g:;?%;fiﬁgrémé!
confi gur abl eng@lopR’ KersRieV it6episvide mdtiplebtembpaterusetorksofiputaientsst pr ks
provided to clients, such as in _one or nore data centers in one or nore
geogr aphi cal establighiog and maigining eachnolathe pryidad RRMPMRIINGNYARTES aSefe or

o2 e SO AR5 By U b BBkl thca sepuests genyee oo

i nt erconnect Interne ysical “networks, an
conput er netywkkfctpERY vided] hetwdrkerdre oumylaie ¥or examplerwith ogspedt 'ty the
networ ks that are over]laid qQver the inter Late physical, networks by using
the i nt er ned®repiengsiigare ﬂ&vtbwiatasce&t@ﬂggb r@?%%?elﬂ%%g aﬁ@??ﬂ@% ,in
at | east so | R BaPEolpetingsyeidie magde (8¥dhe used
by a prograg‘agg{e@ﬁﬁi’on Sg}evﬂglg{r?geﬁf PEE%E? t%as5 elxgcrgt?tées rruItQ?pI e prograns
on behal f ofprewidd fhee congiutimer aodes ctéfeandst86 offprolisiedr comanierxeeiarkn WO
2011/ 011576P102T63L,’S hlef-) /u%gzgfs ’ﬁle overlay networks and underlying substrate network

may be transparent to the computing nodes of the provided computer

networks in at least some embodiments.

[0045] In addition, one or more NMM modules may be located in
various locations, and may use the provided computer networks as part of
providing functionality for facilitating dynamic migration of computer network
computing nodes. For example, one or more such NMM modules may each
be part of a private network 240 and communicate with a corresponding
provided computer network at the data center 200 via the public network
235, or may instead be associated with one or more other computing
systems 245b or other computing systems at a data center 260 that are
directly connected to the public network 235. While not illustrated here, in
some embodiments, the computing systems at the data center 200 may
further include one or more such NMM modules, which may interact with the
manager module 210 over the internal network 220 in order to facilitate

dynamic migration of computer network computing nodes.
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service. Additional details related to conputing nodes and underlying
conputer networks are included bel ow, and additional details related to
exanpl e ewbadivmami’s of providing virtual networks to clipemus2and43359©Vvi di ng
a program execution service are included in U S. Application No. 12/332, 214
(Attorney Docket Number 120137.599), filed Decenber 10, 2008 and entitled
"Provi ding Access to Configurable Private Conputer Networks;" in U S.
Application No. 11/394,595 (Attorney Docket Nunmber 120137.524), filed March

31, 2006 and_ entitled " Managi ng Conmuni cati ons Bet n, Co i ;" in
U S Appli cafq%dlﬁleo. 11 3@‘5;4@%Tﬁ!ﬁ 0 ef%%@s{ %wﬁgo‘glﬁs 1%%%2%?%% | ed
March 31, 2006.qifaBRE hehistk' dMre B rpRithémadoks Ringaiaoveryy Metworse
Computing Systers;” I1n US. Application . 11/692,038 (Attorney Docket

Nunber 12013theA5s8nd foomeaunisatinng 7via 2an urdeilying irhysisal cathstrgte inajwork.

I nt er comuni cati ons. Bet ween Conputin e ! i
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entitled " Copf i enBuaBhentd RNSaSeliteen cheapstiatiggNatesuhiaidnisnnU. S.
Application No. 11/764,739 (Attorney Docket Nunmber 120137.555), fil ?_d June
18, 2007 andsemei embadinpenisi(githgbEehabrdidingvitual neiwpdnaddress e

®Naach
O on e t ¢ ‘ £35S . 3 ,
% tosori bedr i VERER rESy QRS orithubfiERgorirBule 168 neBidnand Brilocol,
the networ k- g£ &68 SitYsfoat Gubstratablctwoa) WoAs see \ilvstrativeyvedample, ra vaftual
R er 1 Vs By may e T isTeBUcHeRg SEPity v ¢ RS et Bt rasgon'S' M9
manager ”Dd”%x gnégpvogg%o%%%é&“r fdigt @Q&tt GRUY| RBwERCadrelBES pRAP bR

manager nodu e configuranl e network service may further facilitate
configuring enfsddedahs gret loft 12SBbitciRviu(intgrmeidémtosaichersiorb B’y nebkonig
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et wor ks, anadgiPSSRBVISEOTBY 118 BPNSICROPLHIGHE Nevil ipare by e
net wor k addrséﬁﬁrz\ﬂr‘iigg«{i%ﬁarc %&88?’ %@ewhéﬁé@ﬂangiﬁ{iwbﬁs qddy essRy Sie@ldser a

particular virt a particular custoner or other
entity). |n ERCMPONTransigsorem oMOSHT)1/ 01 15teR@ize/SToadiiiag 8 58ICha ndafér

dul i i ndication of a virtual i ne. i .

Carget physi FanSEGIRG 19 (6 am Deen dioh 3ot Betvorr e BRGeRi s i o

the virtual bRe 'ﬁfigeréaet@%se&kiﬁbﬁgec@fﬁw HbRBrHiMG tretozohonks amotitéron of
e

a virtual nmachi'ne no ommuni cati on manager nodule Tor the target physi cal
conputi ng sy#lustrative exatpleskoibi theevirthel netwarkl anchsrbsisatg ReWAEE MAY OFal

| ng_sy8heirato soi hstibak e URY Bal
Cont  gut at | oRMEEREMetr BNE e, SATInedars ALC s hrpfeer 38 r LA, o0

comuni cat i ofpye)! AnARaSHRSH RIS séntSyiatthen sreprizel virodl beedayl hetwark
associ at ed node ‘communi cati on nmanager nodul e na 'f'f urther particj Bst e ||n
ﬁm;% i

provi si oni ngusingavirtualinefwerkr addresgas May ke o) tadire gifiesept BOVHHE]

virtual network in varjious e O el e t Q. Welg rom
a user assocpg{%ﬂ'%‘%%rgﬁseesmﬁ%}g%@fr& utgl qp]éet \%gtr}gﬁ%ﬁdfh oért\w’ gﬂ{ hgl\mlﬁogjue{ e on
behal f of sughnamisasns rECBe®s over thkesubliatat estwack, bos with tthatorigieal
virtual machi ne conputing node is ready to,execute_or:f or nore software
pr ogr am whenVirkal nedrorksadseases baingstorrd ft hia odifiad ¢ata trapsmussiens or
initiates th eC Ut d Iy 1ot 4 SO | b RRE&RH {OfiRIr
i ndi cated so %rmseprrtggggg%s%oﬁl thﬁélgv??ﬂtau{arﬁﬁﬁrg% ne %gti ng node on behal f
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computing at least some of the overlay networks may be implemented using

encapsulation of communications.

[0047] The illustrated example of Figure 2 includes a data center 200
with multiple physical computing systems operated by an embodiment of the
configurable network service. The data center 200 is connected to one or
more public networks 235 external to the data center 200, which provide
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systens suitable for providing functionality to facilitate dynamc

m gration of conputer network conputing nodes. In particular, Figure 3

i Il ustratwe 2a11camyrat i ng system 300 suitable for executi rgTars2@oiogasssrent of
an NW nodul e that facilitates dynam c mgration of conputer network
conputing nodes, as well as various client conputing systens 350, conputing
nodes 360, gateway conputing devices 370, and other conputing systens 380.
Wiile not illustrated here, in sonme enbodi nents at | east sone of the

illustrated co t] t , _devj d - |
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of server cofnpaltdatde sysden 3WgitalrSlbetrivgr &inagPPUDET), dt€) conponents 352,
storage 354, and nenory 357. The other conputing systens 380, gateway

devi 370 and ti des 36 | so_each inglyde sini .
Components t P4STe or 40| 1. Sxa R alENConTBNGSe r 8t et THUPLJeLided
server COWUE?@%@%@@;@% RUttaSiliehed OBPORENHhANAHEr NPoduld U21@ abpdthien

this exanpl e brevity. In addition, "an enbodi nent of a

Net wor k M gr abhfigurshleageiwdrk Iewipe naiid neultBiale ¢tbeenm§m|$s19f the eemfigujableo.
coni | qur ed QBRBTAIK. SETYISS eBtoriiod ng STREN RIS oh i iroPlds?
dos) aned ant o B b1 Pr e e N o
gned and/or configured to provide the capabilities o e modul e.
[0061] The exbyutodifyingiconrduhisatinne thaftentar endfrHeave $iep stipsigate network.
In particular, in this example, multiple node communication manager
modules of the configurable network service each manage communications
to and from associated computing nodes, such as the illustrated node
communication manager modules 209a, 209d and 250 as discussed in
greater detail below. In addition, in this example, an external
communication manager module 270 of the configurable network service
manages communications between the physical computing systems within
the data center 200 and external computing systems, as discussed in
greater detail below. While only a single external communication manager
module 270 is illustrated in this example, it will be appreciated that the

functionality of the module 270 may be implemented using multiple devices.

[0049] The example data center 200 includes a number of physical
computing systems 205a-205d and 255a-255n, as well as a CNS node

communication manager module 250 that executes on one or more other
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systens, devices and nodes over one or nore networks 390 (e.g., via the
Internet and/or the Wrld Wde Wb, via a private cellular network, via a
private swbspbriates7aet work in use by the configurabl e neramris2&100¥isse,
etc.). In this exanple enbodi ment, the nodule 340 facilitates dynamc

m gration of at |east sone of the conputing nodes 360 of one or nore
originating conputer networks to other replacenent conputing nodes 360 that
are part WD 2011/ 011576PCT/ US2010/ 042858 of other destination conputer

t ks. Each of .th i gi i d tinati t
Chown) « ana. SUTPUHEE I SYHETEauOtshans]  IherBTrar compLTiegREhet e ho.
may be assocééé(ﬁéi'at‘@ﬁéi?@?ﬁtiﬁ@ g@f@ngqgsac%@ﬁ, H5€ 15 niEnenanodokel 2@ f( not

shown), and such a u or a user representing that entity) may use one of
the client cthepoonfigurabls patvakosemicsothat gxesulfsd O8RS T trhare: 6AHPULRG

nodes and conpyting t ens such .a. co [ . uc USES i By
simiarly i DTSSR (PR ?’H%Wﬁ\i-/m G offis” e, nﬁ‘%‘g‘?@earﬁﬁ ‘%i‘)n i%@ség%he
dynam ¢ ni gr abintif SPsTeRT €052208d khestgphiditige noidtesl raachinas compurtiogi di ng
i nformation about an originating conmputer network and its cor;%)uti ng . .nodes,

by opti onal | pogeshantl rais9 rineluggsi anvigbalitmackiest { N ) JiP& RAMBHNKEIRE k|

by providing_indicatj 0 art i

m grated or Wg%ﬁén%n{)ed@r eéssﬁghféf ?%H%'rﬁ‘%gaﬁ%gﬁ%é%ﬁsﬁqﬁ?@?ﬁ@i on
about the cl trrnphysicdl. corapoting bystehn)r sath @s, thea@NSWM nbde mammnication) , to
provi de paynent correspondi ng to operations  of t%@ service E{rsl Vi ded,@% t he
NVM modul e~ 3a@nages. mpdulsr RORaaand tYigHal MRshiiad wod& ansgem 6”9 RESAri ous

actions to dynani Gkl $,dRas! CRE GM fodeNEsmmmiMiBatidR Hatadet RlbdgrIpaber
network conputing nodes at various tines. In the illustrdted enbodi nment,
t he nodul e 34Ad yudlanachinessz0Td onacompsting) System i265d326aah@itthe |Vidwals f or

whi ch the NWM nodul e is dynamically facilitating the mgrati f t
et vor k  Comp UG 6emBUGcsR MBK B5osseh B tho cogfiatiatis naRio B iRl | on
conput er ”Etgg%%ﬁé%{nci *&QE?pLﬁHgﬁﬁéée G4l oM itBRheBRok2ravidatl férosadliepns and

ot her associated 1 nformation m grated conputing nodes and repl acenent
conput i ng noBeysicaheomantiog sysiehos 2a5a@5omeyo bet gaecideanyf visrabmaehinesand

s comput| g SKRREI 44 By AL eck A & atnE eb find Eble s>
gathers (€. gpariR§d edipitér etk ProviBad fosaRiieAtBy tie chafigieible nddlorke. g. ,

periodically, upon the occurrence of events of interest, etc.). In
addi tion, theeied. motiulothememisedimenteoafueil mereodé thaf shvsicabgosuting

assi st 10 conf L url A0 LNE AL ANEm S5 kPR P diiniPPOr o1 gi nat i ng and

[0050] This example data center further includes multiple physical
networking devices, such as switches 215a and 215b, edge routers 225a-
225¢c, and core routers 230a-230c. Switch 215a is part of a physical
network that includes physical computing systems 205a-205c, and is
connected to edge router 225a. Switch 215b is part of a distinct physical
network that includes physical computing systems 205d, 255a-255n, and the
computing system(s) providing the CNS node communication manager
module 250 and the CNS system manager module 210, and is connected to
edge router 225b. The physical networks established by switches 215a-
215b, in turn, are connected to each other and other networks (e.g., the
public network 235) via an intermediate interconnection network 220, which
includes the edge routers 225a-225¢ and the core routers 230a-230c. The
edge routers 225a-225¢ provide gateways between two or more networks.
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WO 2011/ 011576PCT/ US2010/ 042858 destinati on conmputer networks participating
in dynamc mgrations of conputer network conputing nodes, such as by

provi di ngveaetr/mismhose gat eway devices with infornmati oRC3S2010/042868 i N
forwar di ng comruni cati ons between conputi ng nodes of originating conputer
net wor ks and destinati on conputer networks as appropriate. The NVM nodul e
may further performvarious interactions with one or nore configurable
network services in at |east sone enbodinents and situations, such as to

configure gajLeway device r ovj t he confi (s),
add conput i nE @%@ 6386'8 tg?g%tﬁr%p@ % %ﬁ%&%mﬁ tbgnﬁﬁ% bl e
network ser vhegdsrk éﬁébh@%@ﬁ rﬁﬁk&?@%&aﬁ@f{ﬁéhh@cmww AEtWEke220.
prOV|S|on|ng of repl acenent conputlng nodes, etc. For exanple, the other

conputing syEtgawossy 228¢c prmildmacgﬂtpww@etw@neth@ iersopReatigbAEWRIKabI e

network serv th t a I dz%%g) ks,
such as hostbgg EE@ §M°r 213% yﬁgcﬁgﬁg fbo%[;a% or rm?%&l(‘::o'qrr]%u}tggre
nodes. In Soa&nﬁhmhcéﬁéﬂsatwm&, the UfrRercdinnactibh e nbtworkp B20)g sayist e B§0 may
first interact with the configurable network service to configure a

particul ar viarwasdingopgchtess ofeetharkdatgotanaRissions @sr QBP@M@FQ\&%%Wl ce
(e.g., as angﬁ%%?ﬁ%[sﬁgﬁ 31%2 LK £aL ‘ﬁ%mﬁg%oﬂgt Y8 gk Yeddit Ghidfiation?nd

may prOVIde 0 associ ate virtu comput er netmorE with
the client’ sinending souned \weidior Hastidtion subsiaatieonstwdrkeaddesses,3ptoegl

i nstead be confiqured to interact with the c 9\{}}" gur abl e neftv\or%év eto
create one oid%?@r%@é%) andfaidhe chaparteristis: QonRINIESFORREE %%égﬁ
340, such asl‘tééﬂ‘{ \qeggk%l?%rs%éggd%%ghg%ﬁ?gﬁ?etw&k%@;BOIS E§r netvvork fromthe

confi gurabl e né Sérvice on a particufar client. [0063] The
ot her conputing systens 350 and 380, gateway devices 370, and conmputing
nodes 360 maj0dad]execuflihey ilasirates snbda/armramwmatlomr managect i roagulgst h

the nodul e 340. F e the client t
350y eachTBEABReEONTHITCAITNR SNt Horend o aseasinledt ARG, HEHE <
340 (e.g., aPoPaéiarﬂHéi %Bebr&%ﬁﬁun%at@w%ahagad GotarR 2@@@ ARfldgeat i on

prograrr), such as to enable a user of a client cg}r&putmg ystemto
confi gure opassadiates wirtushemaohiniee caapuling hnedep edfi7a, onodgd communication

T T T T R o e

and/ or ot her né@é@lﬂ)'?ﬂﬁ aPYSEHUTE 0B BEheravsde Bermen@sivaiitly nsaidg@rracdolesenor y
357 to interact on behalf of a client with a conputer network being

provi ded by &nayosinilprlyabianags: aemmuricgiiens for ar aoup pEmne gldRoLs Oﬂi%r a

hat “are. par tontcderERUREGy Moy o b Eic 5te ERMPHLMREISY ARG L

nodes 360 asmiddflledmay ﬁfah‘dg@eﬁbmm&tronsebw%re&bmp&tmg roalest @ asltoent ' s
renmote network. Furthernore, sone of the conmputing nodes 360 and/ or the

ot her conput pyigylay smieliipleagutuahynatwesis ovebtednermssiaies phveicak Rebyateo
assist in prﬂ&\/\%rﬂg@ Je tggqﬁ{ér?ﬁ%é&%n% MG 2s | S mgf&aﬁﬁetworks
conmuni cat i on- HRnag

at aSSIS I'n managl ng co ni cati ons sent
to and from gesguihiedo withdewitlzhest Daba pamy i 215kt aands may oinmelememt r égswadli ng

t hose conputing nodes to the nodul e 340, or co nodes 36 hat
sinmlarly i n@Pﬂ'ﬂ@S sANdardthet fedvPle SAGCRSSt &%Er%?%ﬁ n& t‘?’é’cﬂodul e
340. Siml | t 3 I

|m ! arbymridiiEafind | Hle Qﬁeﬁé;e%m@mcgﬁén ﬁ%@nérsmcmé »70

execut e softwar es (not shown) to assist 1 n providi
functional i tmamfagtebaexmnwl eoﬁ#ﬂunlsahbnamamwaa!ed iﬂ:ajw‘rélg datafmehﬂ 2GQ.e the

D e esi 5o e el 5 Sl R PRk g

execut e r enDLEIGROUIBRNSRhY T GR%a 2ahtetP! 200 Owﬂﬁ“régﬁrdlsﬁf Ssuch external
communications. The external communication manager module 270 may
take actions to implement firewall policies and other network access
constraints, including at least some configured access mechanisms for

provided computer networks that allow private or other specialized access to
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[0064] 1t will be appreciated that conputing systens 300, 350 and 380,

gat eway conputing devices 370, and conputing nodes 360 are nerely

il lustratwoeorandizmwe not intended to limt the scope of PChAISpI1e®eIsss

i nvention. The conputing systens, devices and/or nodes may instead each
include nmultiple interacting conputing systens or devices, and the
conputi ng systens/devi ces/ nodes may be connected to other devices that are
not illustrated, including through one or nore netmorks such as the

I nt er net, watheWéb or via priv net wor ks cation
et vor ks, ot EOEVOUgEh sPafeds exteiab MR Risutetes 700 g RIS

ot her Conput jcng: S¥HIEVFRRECRABRIGIS té‘%ér@n&b'ré\ﬂbté’&h@ﬁt bemguesrendtivaiRé t war e
that may interact and performthe described types of functionality,

i ncl udi ng wi ohmay Ensrheachpperataetgkwpumtm’c with etbep heedwarejangiissofaeeer s,

net wor k st or evi ce ers_and

PDAs, cell ph&ﬁ)gs,clq r?c)_eﬁ@ %WQQ{S &%QPE?QHT%@S’I?W §P%é§ﬁ?§%ﬂ?g&'§nt er net
appl i ances, tgtieVFN 88nRé&Rshssystens (e.g., using set-top boxes and/ or
personal /digital video recorders), and various other consuner products that

i ncl ude appropriate comuni cation capabjlities. In addition, the
functional i tﬂpp 2bvi ded Thyist ge one illistiativg XAIPE. PG RAhe yirkramachine

mbodi t h i
Some. enbod: nEvPBufibe; PRES 207 h | SANBLITE Slstem 208 A BE Tatf brTaY 11
confi gur abl epagicwark psevidede viruad tomputerayneterk i (ecgs, ppravided ucmmpulml ity

descri bed el sewhere as being pravi ded Bg on re nmodul es  of

conf i gur abl en®¥Qr10PiAigETg dBy for 3 gden)y a%}gewgﬁ ﬁd’d}'@t‘alrmaﬁh'é@ one
d

cormuni cat | of R uHRa s 2 TP 2B Lo g Sy Ao A Bl Eomputing

of the funct systafi 255@f(and11@prdeallyeoﬂm cragputing bedps v thie dl2da deoteroemisr
addi tional functionalit

b 0065 ]| b
appr eci at ed PR&O" WMAMG é’%?)%fr‘y gc‘%ﬂt@% agbgh?{ ?[%t"3 W%QV%P@O@W@!&I% n
remory o oy SARGR ) S REUNG I3Ahei R3S 16 BprBSeROIG AREaPhehiiaR! MRy

be transferred between and ot her Storage devices for purposes of
menory nanagaddrrasseacfodah@ wrmaigletwwkl Othediafitbe, vithal seshinge comauting used

by the NwWM rmd enbod ine Is be p

whol Iy on coPr‘B ‘?? néég%t‘é'ﬁ&'@o P?eCPH‘Pd{ Rer '8 dm gﬂé %BHhugi@gt ed
partially orgsyhghlsy 2656E155H (éé) vfémﬁleltétﬁ@r Dfsthemligsfate’t Bompating nodes)

net wor k- accessi bl e storage, such provi ded on one or nore other conputing

systems 380 anay be mrmﬂlyn@ematecbt@é%@@rbc@m@utﬁra@@twm dedng provided to
Al t t | t |
and or syst cieryRE e B SR BRHaBEq g o Bl idSt RAMAREERBRAAT,

the illust raéﬁé ARl fw @s\eswrtﬁe\do@ﬂgmaaﬂe Rputiesesimenaridiet ey also
Furthernore, in sone enbodi nents, sonme or all of the systens and/or nodul es

may be i npl eh@maéﬂobhhepﬁajuemt:cular provided virtual computer network. A program
executing for the client on the virtual machine computing node 207a that is

part of the particular provided virtual computer network may then direct an
outgoing communication (not shown) to the virtual machine computing node
207d of the particular provided virtual computer network, such as by
specifying a virtual network address for that provided virtual computer
network that is assigned to that destination virtual machine computing node
207d. The node communication manager module 209a receives the
outgoing communication, and in at least some embodiments determines
whether to authorize the sending of the outgoing communication, such as
based on previously configured information about the sending virtual

machine computing node 207a and/or about the destination virtual machine
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WO 2011/ 011576PCT/ US2010/ 042858 i n ot her manners, such as at | east
partially in firmvare and/ or hardware, including, but not limted to, one
or nore awpl2oatiiya- specific integrated circuits (ASI CspCTAatSandanrzsss
integrated circuits, controllers (e.g., by executing appropriate
instructions, and including mcrocontrollers and/ or enbedded controllers),
field-programmabl e gate arrays (FPGAs), conplex programrabl e | ogi ¢ devices
(CPLDs), network processors, etc. Sone or all of the nodules, systens and

data structures al s tore . 0.,..8s.sqf tware j.nstr.ucti :

st ruct ur ed d%‘?@?ﬁgﬁg Q%‘%r%&fr _qrgﬂaé&ygd%@pmﬂysﬁ%{gggn %’Qfgh%@ﬁ%rg
menory, a nefialer ThoduROPHAblE gTel B ehealithdPatiedddéterimaApr apri at e
drive or via an appropriate connéction, and executed by one or nore
processors. Obiairsgemens, alhsdch sdomnatiernteicdt ruct ures nay al so be
transmtted as generated data signals (e.g., as part of a carrier wave or
ot her anal o igita r.o i - i :

comput or -1 eaBDBEY £r andfecRARE sBhriliareaen lafa b, mPLID 208 determipes

wi r ed/ cabl ebasgdhawditatiig ceRtmiBicatiokds autteorizeidy(cnfddesrmt ferfaym sash part  of

a single or multiplexed analog signal, or as nmultiple discrete, digital
packets or fauihesizationchetasrpnation)pr Big MEP@&&@N&?"%’F@@% e %l#‘é?'

fornms in oth odi ot | ngl v [ Mralaft i
practiced w Eﬁy%tg%egmg%tp%tner s%?d e@'@énﬁ@%ﬁﬁﬁ@&o [@%665 Flﬁggggwé&?%l a
fl ow di agramhefwark exddrebe ebodhaentomfunmidddionor k M grihisi cexampkgerthe
routine 500. The routine may be provided by, for exanple, executiopn of the
NVM nodul es TH&TCaRBEEERN oﬂeg'}’%fgr éése‘fA_dlgﬂé_ 18 JﬁBV‘?ﬁe_néf l”ﬂ?‘leam r’rﬂﬁ&’%ﬁ(s40
of Figure 3, 534GBS 1bP oBRiHG GRAPLLAREGS ia kA6 libfef@rvediiBAMcwork,

m gration of "conputer networ onputing nodes. In the illustrated
enbodi ment, endthavibdukuP8SamedEslaradhdyoutgbngncgmamurdeatidgn sontbat itnig

nodes from an. orjginating network to a destinatiqgn ut.er _net ra

single cli en_g'r%‘t"teg t@irf?épeec‘?m%{”'%?t{%ﬁ@?aﬂﬁr m@eg@%m?g_%&ﬂ%lﬁg& NVM

modul e may Séﬂb%t?&eeﬁéﬁ&%knaea&%sdym Q}dﬂ&grzémrﬁﬁﬁi_cﬁfioﬁqiﬂiﬁhbgég rhedee for
e or

mul tiple conmputer networks (e.g., f mul tiple distinct users or other
entities, su2f9asnay determingtheduteal IPvBrdastinationyneiwebnaddigsstioeistefator k

et vor ks 1o i PG eEHEREAR ) e ddrutetiodl MR Sbmyiig: Hos 282R o
of conputi n9b?,oﬂﬁse)ba%ﬁble@'ﬂi/nfa@rﬁibﬁllyb@it\éﬁﬁﬂinb\ﬂﬁitﬁrth@%@t@mﬁmﬁr@geneﬁmdmbs

such that different conputer networks act as the ori gi nating and

desti nation 2o8pat mayrkaveopreyieuslyidetermined endesioradhtna dnformation fe gnein

illustrated enbodi ment, the.r L he Vi g ual . : ;
provi ded by ﬁe%@{\fgr%— gcbgggirgﬁlééé;eﬁréﬁ'ﬁh%es'é&aj@ Vé%%%?sﬁg{égkﬁﬂ%p g
service) as hbgedEFtd Mgt irdorraahdn ttyout ehap destinatidn ofirteal npetivonly atdudiess,ar e
m grated, but may interact with other types of co%ut er ne%y\%:(gs i n ot her
enbodi nent s. SWeh Be? Fequestiysing ARR). ulit i e¥aBRR dNgerttual Yo destinadionay
optionally r i e i:Qu i =T r o i hSthed he
aut ormat ed seﬁé@ﬁlrgn%gﬂr%%r ttl}‘%{nigr Eg%%p%ﬁﬂnegsng@%smﬁgbﬁir%ér%tngﬁﬁgubemoﬁgt her
enbodi ment s hHargseuand edaitiorishstfeathation, perdsotonsend HhautwnmiLaitadiohegtaron
(e.g., if the client provides instructions regarding when particul ar
conput i ng not&so¥eray Beiﬁ‘@rhvﬂm@@ﬁpaB?W?ﬁ%i y, in the illustrated

enbodi ment, the routine may optionally participate in the autonated

m gration of chqq'ﬁ]i cul aRyREAPYhRE ”%d&%deéomﬁ#&ﬁbeﬁﬁ)rPYﬁa'hb?_éﬁCHdtﬁjlé\ﬁ ogghe

net wor k- acce e service to prepare replacenent conpufing nodes as part
of the m gratéamivedbthe commimecatomyit thentndencoeneotion netweark 226tk gytrasis

per form such_ aut o e igration activities Oy s L Li.ent rg.Qrns
Btch m orat i 816 NER) desoatin o eeBit pldtesicand At derRa R oY o
an i ndi cat ed5efj-9i1pgbi dsktMOAT KeGAIRUAddI8s808Adt Geteimined eatutichlesft theat i on
networ k repl acenent conputing node is conpleted). S

virtual machine computing nodes 207d that the communication is directed.

The node communication manager module 209d next optionally determines

whether the communication is authorized for the destination virtual machine

computing node 207d, such as by extracting the virtual source network
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[0067] The illustrated enbodi ment of the routine begins at block 505, where
configuration information is received regarding a client's originating
conput er wetzaawrd1§76om whi ch one or nore conputi ng nodes Pairfus2te/ogssam cal |y
and incrementally mgrated to a destination renote virtual conputer
network, and optionally of defined criteria for use in selection of how
and/ or when to mgrate originating conputer network conputing nodes to
correspondi ng destinati on conputer network replacenment conputing nodes.

T, L e LSt Lol GBed) TRk b 4 A8 PRSI "
2011/ 011576Pgééééoéﬂaoégﬁéﬁxeiﬁﬁg@bﬁ%é UbrRBIRHY HodBEWhAN that ikl uesurcs

ot her enbodi ment's the routin I nstead dynami cally interact with a
renot e net wonébnark eskireéseisactuiatlg managehby theorde cemprenigation managsior k

behal f of ¥ i in. .
comput | ng nodteddle, MR J8wariedcdien: BRI Motes 1Wer HagRbipegnodte ™" ©
conputi ng noe'@ﬂmdr@@&ﬁid FharfaRet Ihhadiie Hopd) esb aditariteveiispdafiig ofsawaei nues

to block 510 where it receives a request or information. In block 515, if
it is determetdrkhaddoessest iy makiciousi seodet i onfi B1a ce@NYBMICHIAR Jk 510

related to c utin odes_of t.he qriginati I ti i t
et vor ks (e. ot FnBeceftbahion o Bup Bl R MiodiEn} iRiagep riggmy’ o
routine in bbosk fft nbf QEoRfOENBH i g dUliRdrizegiopuddiedmireationy, theithoduiér om
t he networ k-accessi ble service and/or_from gat ewaﬁ(ﬁ devi ces and/or from

particul ar c2e9dithern radwaderstie)inceming sommienieaien sqdbat i i Yracteddor o

store that sgatys infornati . ' m : t hen
continues to gﬁﬁt'nﬁ%ntngﬁ@gpg}ér#hﬁﬁgl%#njt]#e{ﬁye@%ﬁg cri ée'ﬁpaérfl%fobg&pérﬁéc}ﬁal |y
provi ded) ar pvaupstirkyadiess forethe sinchl astwakedueh dsehy using e sendinghe
recei ved status information, although in_other enbodi nents thethdefi ned

criteria mayviigal peachiae kempaling tHode's naftuadl BEOTKNREFIFSEI 8% INE FUUEPVed.

network address and by using the destination virtual machine computing
node’s virtual network address as the destination network address. After re-
headering the incoming communication, the module 209d then forwards the
modified communication to the destination virtual machine computing node.
In at least some embodiments, before forwarding the incoming
communication to the destination virtual machine, the module 209d may
also perform additional steps related to security. For example, the module
209d may verify that the sending virtual machine computing node is
authorized to communicate with the destination virtual machine (e.g., based
on belonging to the same virtual network and/or on network access
constraint information specified for that provided virtual network, being
associated with the same customer or other entity, being associated with
different entities and/or computer networks whose computing nodes are
authorized to intercommunicate, etc.) andfor that the incoming
communication is of an allowed type, such as based on information
previously obtained by the. module 209d or based on interacting with the

system manager module 210.

[0055] If the sending virtual machine computing node 207a instead

(or in addition) directs an outgoing communication (not shown) to one or
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[0069]If it is instead determ ned in block 515 that status information is
not received, the routine continues instead to block 530 to determne if
t he i nf orwat2oomie¥76r equest received in block 510 is an PAFUSAEI0EIBSE O
assess the optionally provided defined criteria to determ ne whether to
currently select one or nore originating conputer network conputing nodes
to mgrate to one or nore destination conputer network replacenent
conmput i ng nodes, such as an instruction fromthe client, an instruction

that is triggered perjodically.or under. specified circunstanc t | f
so, the rout edafﬁn%sﬂge?@ﬂ%l%wsb%ﬁm %\@%@? ?ﬁgrrb%flion&? ?%ﬁ g’ﬁf‘}f'} 0
determ ne i f%@@,etrfé’ nB8& ToPhmuiRal8hiM8Aagér Friydufe 200atreteRrBE| ahds Ahhdlesed,
such as based at least in part on the préeviously received status

i nformati on tteomaitgaing hcoraspadcatian I crlsimitar manmgrs c s datendedr extesnal

detail el sewhere, .such defjned criteri e ed 0 el f
factors (e.d" ?SHW'O&?QYBRF{'N\\?WE& n'lﬁyiatl)%f | 5ﬂ%ﬁe’ %‘%Q’P%ué&@bﬁ{g‘%{%g‘? Fﬁg
conput er net wajtks ﬁaﬁmﬂthe&aﬁ@@P§hiculér provideddgiteanédraguicn netwerk @4, ohat
one or nore of the defined criteria are satisfied, the routine contjinues to
bl ock 545 t oadereotsi vidusheliont aempuisir petwarirfopmijch dherrprdiswisntpvidedwor k

Critoria; | nea Ui SBRE R of AT SCaPena PR FREReRBr AR B o

random Wﬁnneﬁ'se@tﬁy)thea@@nﬂ?mm@ hatwiopk dséwios ne prvide LA aportiop! at ethrent
conputing nodes to be used for the mgration (e.g., based on fhe def i ned
criteria; inpartigaiatevirnusdt cCORPHIRT PebBRrkdn & KOMMAINGL BYSIaePl £ EMPHCas

any avai l abl ting node j n t hecLeiEnagh i B
Conput et net (BTRTGY THAESey O R LEP] o, BE el e ficoh
conput er net whekietekets.) . InThe lgasitsormet drmbodinéntsuesd tsituatiook, ¥65 raodule

i ndi cates the _determ ned conputin ode(s). . [0070]I1f it .is insteaq .
det er mi ned | A0BRAJBRY S8t @ﬁ@[mﬂ%“g@é nyauitizs thgrsenging r?égﬁ%r?lﬂgo'ﬁgt to

assess the dBbIRAThIELISST A ift I deRiRgs TSR YA LS Ral ABKNGRO T O

determine if a request or instruction S been recel related t
m gration of lcegtionr cwrespondirgat &l the gdestinaipnconpiwark mekdresk &nphiei ng

des. If , the routi ti to, bl ock 565 ti I
et | cGoTaoa: 15T PRI Raad SRR Yis pptotta
provi des t heiog:?%ibh’@ékﬁgﬁ@@ihéé%@lrc&ﬁ%&atﬁ fritfiialget @hedbiee270,

availability rep nt conputing nodes for the mgration, such as by
addi ng t he reptheaerttite rodple 2R inadesciated with @isdiitual arsHot aatyial aetwerknor k

provi si oni ng _the replacenent computing nedes,. etc. |n j and
si tuati ons, ?HQFG&SP@&@E‘%&? Pﬂts?tg'gawﬁﬁ égquetoaéﬁﬂglcoﬁrépﬁ{clagﬁpgwgé%rs

i ndi cated or hgididdd N VIRERULHRY miGdWer B700rudivard the dedmimuricaiioh céd ethe

repl acement conputing node(s), and notify the routine 500 of those

repl acenent tdeteennegtiondeteoria23hrit similady exrantsrdhpofestitatione actwoen ock

510, and if sq,the routine. net inter i = essihle
service in b?ggi?%Ggggﬁc[]cg?g%%&@%rgkgp%t ﬁéFnr \({)Hu% P%%Q?%@;go%{ﬁ P?\%‘g@ﬁt glﬁgl ock
570 to notif yeaahfMey WREIHEESand hb® @ i Wrwatd nfeardnirshicativn oincodipgt er
networks of the mgration of the indicated originating co

ut.er network

conput i ng nogelienaltyo deer r@iamgeg‘ﬂlﬁihﬁrndh?e@'ﬁ%ﬁ@“%@ﬁ&ﬁ@“ﬁ%e@é%@n
intended destination. If the communication is determined to be authorized

(or the module 270 does not perform such an authorization determination),

the module 270 then re-headers the incoming communication so that it is

directed to the destination using an appropriate 1Pv4 public network address

(or other network address appropriate for the public network 235), and then

forwards the modified communication over the public network 235. In this

manner, the external communication manager 270 and/or various node

communication manager modules may optionally be configured to provide
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the destination virtual conputer network, so that the gateway devices may
facilitate ongoing operations of the originating conputer network during

t he dynamvo 2miignai7eon. [0071]I1f it is instead determ ne@Cirrushdiook2s560 t hat
t he received request or information is not an indication of mgrated
conputing nodes, the routine continues instead to block 585 to perform one
or nore other indicated operations as appropriate. For exanple, other types
of operations may include requesting current status information for

originating and/or sfination netwo C I ng..n ( neniadical ly,
upon the occﬁ‘?m@n‘%reéiﬁ?hﬁgfftypsﬁ?%&&%# ﬁéef ﬁg‘%g\gayeg%\p?ggf%gﬁfe%[rgytﬁ%é Vgrg'“(':ziﬁi ent
request to ng@mauteringt@brignal ity to the destination conputer network
corresponding to a router device or other device of the originating
conmputer network that is not one of the originating conputer network
conputi ng no¥56let c. ®Bhwer aspguererslydirayssad @ Yarigtyd toghnigyss MdeLeot

adm nistratiy r, .h ep| . i ' i | ; ' d

T uat  ono. | VERBpABIARUE FAIRBiIAES' fot° dyfaflc RERuaRE CORBAISTRERVGR

det er mi nes i gopatikg FRAIeshaicladiag daf usind replacementwaneputotg sades thatdiret he
routine continues to block 595 to determ ne whether to continue, such as
until an expPagdiaf predded virbialCOMRIART AGROTKS: received. If it is determ ned
to continue, the routine returns to block 510, and if not continues to

bl ock 599 an S. [O0Q&3LK n ' ihfaMtsligpoNmaof  an
exanpl e enbogjloﬁe?it of ggéﬁ%ﬁ%%eﬁﬁfdggﬁmggmﬁ%%er routine 400.

The routine maydube npay\mteeatibyith faoremptenmebyorkyacaassine cfervige, sysh s a
manager nodul e 110 Fi gure 1A and/or . execution. of  a network- ihl e
servi ce that C%@fé},%“raﬁg (5‘19%1’48 S@f‘”??\et?@f PSS UIURY %%?@%5 %%8)203?& I'—tllagur e
3, such as tpAsk Sichts. "BNAKE NSoMMAITabIeO HetRbrid S@Mfded Wraltitemaiotiokk-

service that provides conputer networks to renote clients. In the
i |l ustrated aotessibienservige Ineaytinsahdeast somec emhadimends st 1es feadasgle

b L Ty g I R R

are created gpfl pay fees to the network-accessible service for at least some of the
functionality provided by the network-accessible service. In addition, in at
least some embodiments, the computing nodes used by the configurable
network service to provide computer networks to clients may have various
forms, such as physical computing systems and/or virtual machines that are
each hosted on one of more physical computing systems. For example, in
some embodiments, the configurable network service may include a large
number of computing nodes that are provided by the configurable network
service to be available for use in computer networks provided to clients,
such as in one or more data centers in one or more geographical locations.
In addition, in at Iéast some embodiments, some or all of the computing
nodes provided by the configurable network service are interconnected by
one or more intermediate physical networks, and the computer networks
provided to clients may be virtual (or “logical”) networks that are overlaid
over the intermediate physical networks by using the intermediate physical
networks as a substrate network.  Furthermore, in at least some
embodiments, at least some of the computing nodes may be used by a
program execution service (or “PES”) that executes multiple programs on

behalf of multiple customers or other users of the program execution
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WO 2011/ 011576PCT/ US2010/ 042858 provi ded by the routine 400 may instead be
st andal one networks for use by clients that are not extensions of other

net wor ks.wonoaddii7oon, at | east some of the provided compuitusSzomet2888 Ks may
be used by enbodi nents of the NMM nodules to facilitate dynami c mgrations
of originating conputer network conputing nodes, as discussed with respect
to Figure 5 and el sewhere. [0074] The il lustrated enbodi nent of the routine
begi ns at bl ock 405, where an indication is received of a nessage (e.g.,

froman NWM nodul e or, ot.her client) or. qther in t] t ' l,ved.
In at |east §‘8Wéceenb8‘(ﬁildm,d‘?tﬂgs c‘@%tﬁéur%b(foénéﬁ%ri&%gr %ﬁ?ehﬁ H%ﬁ {}f'He

-routine 400-§wpReEt heBlOKksd8e MEudsd NBIeWARIM elditidneilv detaid ectdté@rtos to
programmatically interact with the configurable network service, and if so

some or all exampte emhashinests of srvidiag ViRual petwallss toglienls ardereyiding

wp1 o, uii 1o RpraRiHED BeBRFTERNISe dEE EFlor IS AIREROANG (iFpgg 21 hose
i ndi cations [&&inegd Dotket OlkmBRd MRY18NS0eRd fikel iDéterabed 1, 2608t and

clients or others in other manners. [0Q75]After bl ock 405 t@e routi,ne
conti nues t oeplilRk “B10VidingRERTSH e ioHERDIE Y ata; CQMPYHeT @B’VQ/‘%& i 'R

plock 40° 15118 |Aldi-ation (NG, 417394 885 O(attoriiEy MoLkdiaNUFRIEIY 2018 6gask Lo
be provi ded on be of "a requesti’'ng ctient,” such as an extension to an
exi sting renfileg NMdroar 8102008 aoldi entitied f“Managdihg Commurecations rBadween

bl ock 415 t f | . ' t 1 t t t k
ext ensi on or COTHRAITELWadspu o) SetARRICURLbRa | 1305 AR0. URiuRey BaFket
exanpl e, as fesgtdbethdBOsEa! ehiletRhlcE! SEWRIRs 4RE EREEY €Managing

communi cation to create the réw conputer network may iInclude variouS
confi gur at i oExeottiomef iPsagrashsbgdMullipteh € oopidingeBSystetsot in UdS bappliasdiosd,

such as a nupber of copputi nod hat,are to of .t he, £r eat
conput er net%’r % %gﬁgrd% ééﬂgm?yoﬁiﬂ%@?h'év"&ﬁé %@%ﬁ%ﬁ'e?ieﬂe%gﬁ ?ﬂ’ an
ext ensi on tOzQO?tQﬁ‘a EIRTRIE “08h#QIANng ShtercdMtn@titatiiis BYfRBehNCBhipikinglS
may include, tor exanple, selectfTng particular conputing nodes that are
avai | abl e fr blodesg dontliguraplieatien wpk 4060854 dAttorney Docket Number
120137.576), filed March 31, 2008 and entitted “Configuring
Communications Between Computing Nodes;” and in U.S. Application No.
11/764,739 (Attorney Docket Number 120137.555), filed June 18, 2007 and
entitied “Providing Enhanced Access To Remote Services;” each of which is

incorporated herein by reference in its entirety.

[0058] Thus, as described above with respect to Figure 2, in at least
some embodiments, the network-accessible configurable network service
provides virtual computer networks to clients by implementing them as
overlay networks using an underlying substrate network, such as using
various communication manager modules of the configurable network
service. One or more system manager modules of the configurable network
service may further facilitate configuring communications between
computing nodes, such as by tracking and/or managing which computi'ng
nodes belong to which provided virtual networks, and by providing
information about actual physical substrate network addresses that
correspond to virtual network addresses used for a particular virfual network

(e.g., by a particular customer or other entity). In addition, a system
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WO 2011/ 011576PCT/ US2010/ 042858 use in the new conmputer network that is
bei ng created; generating and associating a unique identifier with the new
conput er wetzaawwdi1i7hat i s being created; storing any rececvas2coniisgurati on
information for later use; etc. As described in greater detail el sewhere,
such conmputi ng nodes may be selected froma group of avail able conputing
nodes in various manners in various enbodi nents, such as based on
capabilities of the selected conmputi ng nodes, based on network | ocations of

the sel ected conputin odes (e.g., on.ap under}yin te of
the confi gur%@”@Q%W&Lﬂes’B?Vi(r@E%"%r?rh'rlﬁQ?agfqr\/@% %e‘f‘&kﬁglﬂﬁ'%%égﬁ 8§ﬁﬁ)gﬂé§her
conputi ng noﬁ@%e ohn td GafPBh§SicAC CORIPULNGt Systenbafrid ofna gereyiderhiviriual

| ocations of the selected conputing nodes (e. in one of multiple,

geogr aphi cal hgtvetirk ttoi whichdtheavistuak mashine i ta heeassosjaiege SHdaherc NGt i on

t th t d f. th t . et |
rmnner et o, CRARERaD o o Vink LM fodf Eelihtnichttn mandhd mBBERTor
provide to t{ip Gri&bhjdiCaltiirbtingeyitbi €6 akad ddveche thevituamaetiner k or

ot her reference tOr the new conputer network, so as to allowthe client to

later referewib thhevifual eiarkepr Hoe Rode REMYEGIIINMMAPacES fedule may

configuration of or .int ' ! e ﬁ.%n,a gLAf ter
bl ock 415, o'rnsfefaqo'tn'ti'ageﬁﬁgféda'ﬁ@égéé%éﬁgdvlﬂﬁgﬁ) oc H&%n{éﬁgﬁﬁrgt?%’%at i on
recei ved in B} asdeiddd ai someiuriicatigriat i somevembadirentsnet apstem nh@nagsdt i ne
continues to block 420 to determ ne whether the indication received in

bl ock 405 i nElogiés ander aat AeTPaied: ReAe CORVEEBSaBASTARRARS NiPdYEHTRY
access infor | Qn . i ndi . u : R ; tiRgsone
o tuati ons.  HIeTcpe e, fopiolaan TR B el TR RS e
are recei vednaad dirppesdesd tvirgedl restwofk m vaspes marness delg. ADbrespockeds a
request to create _a new conputer network extension and.yar,i oys I,fied
conf i gur at i offsiHCcEPRBIIOBH o BPerh ﬂ%ftocr‘%%pc‘%ﬁb@?%Pf?l‘@gﬁgrvﬂ@t%%f%g%ﬁhhr so,
the indicat egn‘i\ﬁ}?im*}rﬁfdtdi‘éb}gpdéﬁéipéf YhirEH (REPESECh REQbRBKE AMtibStedliptionsd Ry
uter networ t

be the new conp extension that vas just created with respect to
bl ock 415. | goadhhtethesvittual inmchirencoraputiog medess raady i exeslecpiie REYNRst ead

SUPPLY O FF el el ol HRogtsr WhEn S B8 SEEREST WP HE' SRR virtua

network initiates that execution, and/or to initiate execution of one or more

indicated software programs on the virtual machine computing node on

behalf of the user.

{0059] Figure 3 is a block diagram illustrating example computing
systems suitable for providing functionality to facilitate dynamic migration of
computer network computing nodes. In particular, Figure 3 illustrates a
computing system 300 suitable for executing an embodiment of an NMM
module that facilitates dynamic migration of computer network computing
nodes, as well as various client computing systems 350, computing nodes
360, gateway computing devices 370, and other computing systems 380.
While not illustrated here, in some embodiments at least some of the
iflustrated computing systems, devices and nodes may be co-located or
otherwise associated together (e.g., the computing system 300 and at least
some of the computing nodes 360 and gateway devices 370), such as by
being part of a single computer network and/or at a common data center, as

described in greater detail with respect to Figures 1B and 2. In addition,
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at different tinmes that are received and processed with respect to bl ock
405, such as an initial request to create a new conputer network, and | ater
one or nowe 2otians7separate requests to specify various PEpas2@i/ 042858
configuration information for that previously created conputer network. If
it is determned in block 420 that access information is received in block
405, the routine continues to block 430 to use specified access constraint
i nformation for the indicated conputer network to configure all owable

access for the_ indic d c ut er \WOT As, descri be re

el sewhere, st Heé’t?ﬁf“"bﬁir r?n‘?’gpﬂiig'i” LAY %F‘d“é"’%dﬁé‘ﬁ’a. ﬁ{:‘gé sglole,
whet her any Ri‘tﬁé;ﬂmrmuau@aﬂ@%édqh éthéa§t0§6mb%mﬂéﬂmﬁ‘tsa§@ciﬁ|abdvm to
have access to the Internet or otherw se outside the conputer network, as

wel |l as to ophémrahdse ehihe ot}necmnmutM$s@ﬁe@§o?e8£s ansl if 6ocat Ipastweme of

conputing noges of the co et wor k fio
conput er net Rompupﬂ% ”ioﬁl &%%‘f’éﬂ’%&t%;% ﬁ{%ﬁ%%‘gﬁé?g#yﬁﬂsa
renote conpuasﬁfngilﬁéw lﬁ}atw&t(kcgéﬁlhélﬂ'ahd be Ricetdd 43thotelyefroautdther bfikke one
or nore actions that may include, for exanple, _configuring routing

i nfornation competing egdes FEshanc Datewandewaes S Onodul es of the confi gurabl e
network service that support the conputer network (e.g., by sending a

Tessage Lo { pogeyCOMMUR GAL iRAIASALENSRAKESt Lhribl8nkn ki 300 Heg be

confi gured) € access i nfor ma | on I nstructions

to establ i shcampoNeatftettinclodé rapDRU rsmpwenou-sdm clommmeﬂrﬂs t3d O lseorpgevu ded
conputer network, the actions taken .in bl o§ rther incl t aki ng

actions to sdgBorNdsTEMeY\EhP.cohife diysirats eCCB?B g '66 &t@rélﬁglﬁxo
or ot herwi seqhy 5*}%&@% bsgﬁ idh B?E""Q%&rﬁ;ﬁut\é‘r?@a@ébl@%éhfa gfivé b 3peAM! ded

conmput er network, suUcC guring the provided conputer network to
accept such atHé?Nl@odeemesoman(@ 4.0 aiseyapprapai sosisenfspedkersonetcd). ddor ypt

330, or 11 | aHHSe4Re GUVSFAERC B e BPBBRIRIOSYATS HED: NAVS S BROMEE ook
e e
i nf or mati on tompanentsdi3b2; edorawep 364r anst wagrkory WO7. The other computing
2011/ 011576Pg%tg§1230%%/ 04{:3251 e5v§ay devices 370 and computing nodes 360 may also
each include similar components to some or all of the components
illustrated with respect to server computing system 300, but such
components are not illustrated in this example for the sake of brevity. In
addition, an embodiment of a Network Migration Manager (‘“NMM”) module
340 is executing in memory 330. While the NMM module is illustrated in this
example as being part of a configured general-purpose computing system,
in other embodiments the computing system 300 may instead be a special-
purpose device that is designed ahdlor configured to provide the capabilities

of the NMM module.

[0061] The executing NMM module interacts with other computing
systems, devices and nodes over one or more networks 390 (e.g., via the
Internet and/or the World Wide Web_, via a private cellular network, via a
private substrate network in use by the configurable network service, efc.).
In this example embodiment, the module 340 facilitates dynamic migration
of at least some of the computing nodes 360 of one or more originating

computer networks to other replacement computing nodes 360 that are part
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such as one or nore network address ranges and/or particul ar network
addresses specified in another form If so, the routine continues to bl ock
445 to stwpeotimaizpeci fi ed network address informati on PoT/uss@omi1shs t he
conputing nodes of the indicated conputer network, and may further proceed
to associ ate those specified network addresses with the conputi ng nodes of
the indicated conputer network if those conputing nodes have al ready been
sel ected or otherwi se put into use, such as with respect to bl ocks 415

and/ or 462. The,assogci ating of ecifi wor d SPRTY I i a P i ng
nodes of a c%’hn'[?ﬁ[i‘%rr d%éﬁ%ﬂ% n‘éﬁfﬁgﬂf th?@%@%Udeé%%‘.S’gﬁﬁign%%'hgwﬁgg h

i nformati on d&sth@tidaesbripuied HEIRbAR! (ot shisaayeandugtioasily kalessi moone of he
conput er network, as described in greater detail elsewhere. After bl ock

445, or if ithei etheistemputing avstemns 380 bMGykba sassasiated hwith e & Bere

received in bl ock id.n [ : d pntof i

routine contﬁ’ﬁggla?ggﬁg%%{ %g# {ég‘!tlggge(ﬁﬁ‘l{ \r‘%’@%\;‘\’/{ﬁ@’t %Qgséhdgn?n%%aﬁ?% LIrsg"iei ved
in bl ock 405dpnsdanipg that vatily) neppliegynerdfdherdieohcémputing ispsiiecss 380 to
conputer network. if so, the routine gontinues to block 457 to stgre t he

networ k t opct@yBUreEachacsess thercCamRUingNedes @cbFImPEING SYSisMS OLFHCR o
optionally pro Lgur (ndi e u t !
accordance Vétcﬁa‘?ﬁﬁ%feﬁelfévj\(gotﬁt o%SFQS%/ qér%?o@% tggﬁ%hte'ﬁ%g% ivgﬁ :fﬂ%r%ym

net wor k t oponedyld 1340r tatmitatemandi cohfiglee civef dynamig migatiory of dampateron t o

be used by conmmunj cati on mana gr nodul es that support. ihe GO t%%rtne wor K,
such as to SPHMHOEK cCYRPHHENG Bg &% r SUEN ﬁ%t%r%%@ﬁ%w qeg H)g{o 8Pt of
t he specified.t: O } [ A 06 K i dptidnail
i nstead det e&r@'ﬁgﬁl@n%%wgggéu% tﬁ‘ékt %&%%ﬁd{:ﬁppgﬁﬁl ﬂég?z%’cgjymg) d(_)e_sﬁnot
i ncl ude net wonoviding dhfogyatinhoabet andestimatiopucomputamoeiesl, by PIQYENge60 t o
determ ne whether. the indication in block 405 includ indi.cati o add
conput i ng noAgicatighy Pfi paiticy cF%%tﬂH%Poﬁgﬁ?\tﬁ?E, agﬁgﬁe%‘g ":“B%tﬁg érﬁgjlaitat ed
conputer netyyar NW%BS% 3807ié Gy RIrate, td Proviaeantiatitinesbsivathel tliemf

u

conputi ng nodes l'ess than that specified quantity have been sel ected
and put i nt oleug.e, comtadtf inforspatiar, | payrgeaininfesmation oaisu i tagPiRyies PRXTEM ot

networ k. Fur GHEr RN 6ol Bins dft Bk Seoe ARaided X M MRE nGig s T

conput er netxun ketpei Ng provi ded by the configurable network service in
various manners even after use of the conputer network has been ongoi ng,

including to nodify the quanti té?ﬁ?f conput i ng_naqdes of the _conpu%igﬁs et wor k

and/ or to nol@06¢lthat Heedditien; e NY MedgiedtPdnay dake yariey o
network. As (i k0. t | e t I t t he
one or ore SUTHERNY FRRERT fle JRbRirhefieh Higitfon’ U, [BMIARE: L Reinc,
client as pagdmplititdensyemanitcvatiousittimes.of Imnbeoillustnatedrergbodimerny, dbeput er
net wor k conputi n? nodes to the added conp,uti n n&%?.s fg% u elu?s I e§I facerrent
conput i ng nod&HRRA0nERYf RAYH BECESR I 8TIGHS ! far 208N @ag?é) icUg R, Tor

net wor k- addr ghpgsiEONRRA ¥368ubAE dhPBABARIRAREN] Me AgRRchotcomplifer

net wor k addresses previously used by the origi nating conputer net wor Kk
conput i ng nodetsvdrkicogputinganedds, inforinatios 322 abouhedginating eok dsdinebian t he

bllock 462t cCRBPUEET NSRBOBS SheseHANH FAGBRNE s i atel Besfghs aHas *°
| ndi cat ed cogpdl-esAERIEY fhibirstich ﬁr%@r&%d%@hb@%@né@é@%ﬂﬁgfvmﬁ%mf t he

. pe .
configurabl e network service. As described in greater detail sewher e,
such conput i cgmpotieg ndesbe Toel vatieds informationsmanre gatheredofreak cheats t he

sel ected conputing nodes are then configured,f S f :
i ndi cat ed cg%%%tf#"n'ﬁ%Pﬁ?n%d‘g é’§'gm{f‘t_ gnﬁﬁﬂecfésgéﬁ%l%f)grc%b@%gtn%tp%\yii(sdusI y
di scussed (eg@Gch RYcanpagh@indie arRpnSMifornatibAtthat kthaddodsie 540 ceqaestsn
wi th those sel ected conputing nodes, by setting access ri %hts for those

sel ect ed conpod i gathatsdée.gi.npadedicaby)candfor rthahys (Hshed i) thetnedkie §6§I ogy

i nformation and/ or_ ot c n ' ' jonef: utier
netvor k. ext ciePorpe ey BER AR BhbMihar Yo EUBMS R Blerkat SRR .
client and/ oad@itiBMHEMMIE Y ullridyelse timy cdmputingrmeds imfermation 324 to
provi sioning a particular_destination conputer_network conputi.ng.node to
operate as aaseipl Hreaptigurnng the, dgteway slavingscdrpdhat SHRPQE W'Y 2Rd node
that is being mgrated, whether at a sane tinme as the adding of the
conputing node or at a later time, while in other enbodi nents the client
and/ or the NMM nodul e may WO 2011/ 011576/CT/ US2010/ 042858




instead directly interact with the destination conputer network conputing
node after it is added to perform such provisioning. [00791After bl ock 464,
or if it we2ngtieswd determ ned in bl ock 460 that the ineCtatSzam/0u285%]1 ock
405 is not to add conputing nodes, the routine continues to block 470 to
determ ne whether the indication in block 405 is to renbve one or nore
conputing nodes from an indicated conputer network, such as froman NW
nodul e and/or a client as part of dynamcally mgrating a conputing node

fromthe indicated. vir e K n Fatitiiavagfk, so
25 To removelPhU A tfbuRy REROHAC R athd R [ indr T HhBtatts

conpl et ed. | goirputésr detvesrRi eetputing| midesd Kuchhas herovidingaeacin afsthose
renove one or nore computing nodes, the_routine continues to block 475 to

sel ect one ogai@yay deWpes Wil HEeEBatQ BE4riendtRt! fAYRAtRE GolpRYeRjions _
computer  net %%eﬁ?S&gﬁnﬁ%&o& lgihg hg%b tOF nERForRE PRl @&stfiRiiBut | ng
, Or 1RAstead I n anothe e.g d b

nodes in the reques manner ( ., randomy, based
on conveni engemputdrenetiidrkefast spropriitey uiThlel NMd tmod kleseayifoghee perfprmi n

bl ock 480, the selected conputjng nodes are then renoved fromthe c ut er
netvor k. | 00WIOHS GTCHAGIORSABBN She 197 More LOMGLERRIC disiork metiviERS B otk 470

that the indiLati QinsNeRlpdaiméRR iaﬁgngréu%msek%g] wt@rcdmrﬁréggggﬁigygt e

nodes, the routine continues | nstea to determne
i ndi cati on i debiceskprb@Eldds biyothsr @onfigurakoeenetworreereieafa)t iasy geadditvg an

i ndi cat ed t twor k h ting: ' dded
w th respect NDESRI 3k toaomBrtenaeor o BruBt Phahnoratiq fgRR, mpRhoRtCe
previously pabhic(st s iiseliaGalepthcrBnt esmpatiMg Modes! iniig® prvigibhiey of

purposes (or not currently being used). If so, the routine continues to
bl ock 485 t oréplatéraeat tdomputing Jiasieisncetef ties examela. ethe: SRR CRENE( s)

in the indicated na ,such as. to re . lyndic war e
prograns on @é%ﬁ”@f n“{bﬁfe rEBleE‘ﬁ?%e n%°§'§§,ﬁﬁl'§€ %‘S@R‘%ng‘? cgl{éeﬁt;d%a‘?%rﬂibo&?wg
conput i ng nogdgfvorkN§éiQicel thaRtdier disiRbis epause tineproviiad cogpatetesetworke, used
in a particular manner. In other enbodi nents, such provisioni

conmput i ng nodeeh mayhastsormbting susterseibat Enayeaanyhest ang @hﬂ@régogrlféiﬂng

\(,:MQ[‘Li ?ﬁggg Qﬁ%%_ikAée%%jgégs_&%sgﬁu%rismaeﬁ@g; b3S ciint! mpBlififg s§sEink &0 ¥
may first interact with the configurable network service to configure a
particular virtual computer network from the configurable network service
(e.g., as an extension to a physical computer network of the client), and may
provide information 322 to associate that virtual computer network with the
client's computer network. In other situations, the module 340 may instead
be configured to interact with the configurable network service to create one
or more such virtual computer networks for use by the module 340, such as
to use a particular provided virtual computer network from the configurable

network service on behalf of a particular client.

[0063] The other computing systems 350 and 380, gateway devices
370, and computing nodes 360 may be executing various software as part of
interactions with the module 340. For example, some or all of the client
computing systems 350 may each be executing software in memory 357 to
interact with module 340 (e.g., as part of a Web browser or specialized
client-side application program), such as to enable a user of a client

computing system to configure operations of the module 340 with respect to
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[ 0081] After block 485, or if it is instead determ ned in block 482 that the
indication in block 405 is not to provision one or nore conputing nodes,

t he routiwe2omtiisrdes to bl ock 487 to determ ne whet her PCinaS2o1diogzsss on i n
bl ock 405 is to configure an indicated conputer network to provide

networ king functionality that was previously provided as part of a renote
originating conputer network that is being mgrated to the indicated
conmput er network, such as by a physical router device or other networking
device. If s t he i o ur

i ndi cat ed coﬁgufg}nkﬂg ér ?ﬁgdgggﬁﬁ%%éngEFﬂé§QMH?t ?gg%gd ﬁgbaganﬁE

information, sémehopsilli of theralisat computiay systemat 350 eanidios lofheli soompsbidgwi t h
respect to bl ock 457 and el sewhere. The confi ur| of tg%%[Tnte W(t)rkl ﬁg
functi onal i t §yStagnsi 380 Gy 8BAR IKGLEXeRYTIINGLRT ien‘P FETQTY PO REEH PRy

conmmuni cat i Bl &9 o I[Q?g%ﬁ'? tc!?:f’?ﬁ l?]%"t\boﬂé‘ gd;sr%@k!%@ 5P BRBrfiguRabaor K,

such as to sinu ate acC ns or Vvi I’ net V\DI’ devi ces 1 hat correspon
to physical netwarkldergicdefor tles clibat, swheaspara adiPNrmmaogonthhgonaﬁ@at er

twork. [0082]After bl ock 489, fit ] el k 487
Chat 1 he | ndVRHERIBrof e ERT #05TRLeYESTH ot 0070, AL (LI 19 51
networking dut s foCa et B8 rREMbleNUPIhé TdthGiing! Hdbs 968 isanphityoper f orm

{
one or nore ot er i ndi cat eﬂ oper at Fons as appropriate. For exanple, after
conpl eti ng t pevided | cemptitesn netwarkp &xténsiomr fof othsut@lientiet tRynRter d”retmélh ent

the routine further take.gne or re fi r

t he comput ergaéhmﬂfq ARG @ %CQBU]EE’@Q %3@@%6%0@3 @%E EOH"(C?
network to wajghnis QRRLREy %&@@D@ﬁfﬂna@etrmmegmmssn@whwt@n@smsumh
provi di ng of access nmay I nclude, for exanple, providing information to the

client to enptvidingeths ifonctianalify cefs he haodblemp A48 Sleeho qqgn@unlcg ion

Cont i gut i ng. TReegs ey eh dofEretsian afanfur Buar ATBRE SE IO BE T,

client, etc. cbmp@ﬂﬁgth@aesfghdathdte@séwé@rrEtaw@wnMatmmuegardm\Aﬂﬂdse

(e.g., conputer networks used by NVWM nodul es as destin {@H’
net wor ks andﬁ@lﬂ‘lpumZEﬁE%@l@'%MN@S@GQOPO@QBW@Ql'@ﬁ‘ ﬁ% te%ﬁﬁm' ly

ool ot BRI SRGTRYtd BOUIBL UGV RN (IO E. SRS ndJBr $40

gat eway devi ohj unction w onnections. After the
gat evay devi Sgfilaie @eﬁmél dﬁ@li dhend\\fdtewdy | dessicey 370t e‘re@cslmﬂarbctekgcuhet h

t he gateway devices, or in other enpodi nents m |nte M I'Eheq{;t?lu“ ne
400 to confi ggfﬁ‘éafﬁglwl%/éWH%W‘ﬁ%t%ﬁéﬁﬁ R Hr ‘ﬂ?’ﬁﬁgn onaty Con

fromthe gat Iéi%\ﬁ C%ﬁch':ééré?ﬁ\ﬁl Caﬁo&ljﬁf&%éiﬂﬁté% RITOMBERId840's

operatlons a ., per en current conditions exceed a
specified thceﬁﬂ@jrdt;on mftihergamwayr dggleesa kpadditioad otlmerdof then commiting such
as to ping or other se check he sts%P%Hof sone or, all ut i.ng @ﬁ®§§ f or

sone or all &¥HBI®ePE0 %Iqt RCHANS, oFULY, RS 5? FOULS st
networks by rempl.es %bhﬁé@égvé’iwwé%véﬁ@uélﬁgel%f internal configurable

network service resources by some or all provided conputer networks,
establish and nmaintain accounts of clients with the configurable netvvork
service, r es{ﬁﬂﬁd’e]t o reduwdlt bef appragiatedt that gorgpating syatessreile b

their accoun bout t hei vi de r end
status i nf orhgp WW%EBE&W@&%@?%&%@%@@?% rh)%i’ Sp‘gﬁg é ﬁﬁ:’lréws

modul es are H@Bﬂgtlv@b}n@‘ BreP AYTRAENdE@ M GindietHe sEope ltﬁ&hefprebentcmn’éngum abl e
network service, nodify the particul ar conputing nodes that are part of an

i ndi cat ed coFFbet eomputingraystemg. depigesoang(gr esr Mayr Bsisastk @echging

];1{)321 :tcgnggb&ﬂ@alseﬂﬁ?%ﬁ@g :CBﬁ’EPLglt hgY’ Qtt@e'n‘fsalmJ YR 4 AhReWoRPRING ng
systems/devices/nodes may be connected to other devices that are not
illustrated, including through one or more networks such as the Internet, via
the Web, or via private networks (e.g., mobile communication networks,
etc.). More generally, a computing node, computing device or other

computing system may comprise any combination of hardware or software
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[ 0083] After block 490, the routine continues to block 495 to determ ne

whet her to continue, such as until an explicit indication to termnate is
recei ved.woOfR20itfo1izedet ermi ned to continue, the routine PeTMISAGI00a2858 ock
405, and if not continues to block 499 and ends. [0084]Figure 6 illustrates
a flow di agram of an exanpl e enbodi nent of a Gateway Device routine 600.
The routine may be provided by, for exanple, execution of the gateway
devices 122 or 132 of Figure 1A, gateway device 163 or 192 of Figure 1B

and/ or gate conput.ing.devj ces 37 f, Fi gur . Jaci Lt

ongoi ng ope\r,\ﬁ{qtgfﬂgy &teé%t&ngpﬁi?ﬁrﬂghgoq%ﬁﬁgﬁgr@?\a/\%gﬁm@%&%ﬁﬁ?\ﬁ%gé‘ﬁ%i l e
sone or all Qfthblf liIFMABBhH B6sitegesr atffer WnpAsks 0 HAENEHAET 5604, 0heta@ k8
being mgrated to a destination conputer network. In the illustrated

enbodi nent, &lesageit dewdgesienpbrotayouerasyutioihedy natweridng ndeviege PDAs,

pai red it STRETESeo MGy 2P DRSS acbRae s, SRR, DRGdRests. Sfteret
net wor ks, bubpplaridaer tefstisiohRizes ysiondd e(cid! eusisigdeei-wp romxesuppdrdr bot h

the originati ng conputer network and destination conputer network. or
ot her wi ge tm@e%on@gng@it@bﬁg@perﬁcggq%),@nd vanious other Sonsumer proc[ucts that

include appropriate communication capabilities. In addition, the functionality
provided by the illustrated module 340 may in some embodiments be
distributed in additional modules, or the module 340 may in some
embodiments be integrated with or otherwise associated with a configurable
network service, and if so may also incorporate functionality described
elsewhere as being provided by one or more modules of the configurable
network service (e.g., one or more system manager modules, one or more
node communication manager modules, one or more external
communication manager modules, etc.). Similarly, in some embodiments,
some of the functionality of the module 340 may not be provided and/or

other additional functionality may be available.

[0065] It will also be appreciated that, while various items are
illustrated as being stored in memory or on storage while being used, these
items or portions of them may be transferred between memory and other
storage devices for purposes of memory management and data integrity. In
addition, the storage that is used by the NMM module 340 may in some
embodiments be located partially or wholly on computing system 300, while
in other embodiments may be located partially or wholly external to
computing system 300 (e.g., as network-accessible storage, such as
provided on one or more other computing systems 380 and/or other
network-accessible storage devices). Alternatively, in other embodiments,
some or all of the software modules and/or systems may execute in memory
on another device and communicate with the illustrated computing systems
via inter-computer communication. Furthermore, in some embodiments,

some or all of the systems and/or modules may be implemented or provided
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[ 00851The il lustrated enbodi ment of the routine begins at block 605, where
an indication is received of configuration information regarding |ocal
conput i ngvoadam1e§76t he conputer network to which t he garemap2dewizsss

bel ongs, and regarding renote conputing nodes that are associated with a
correspondi ng renote gateway device that is part of a renote conputer
networ k. The routine then continues to block 607 to optionally establish a
VPN connection or other private connection with the other gateway device if

such a connectiogon is not alregdy avail able. .[P0O86]Aft bl 07...th
routine cont IM@EW BANNGER BYS y\ﬂﬁ’eggll‘?&ls r%ﬂf@%@%éﬂ ﬁ%ﬁ%@s@? Prﬁ'fﬁrgWﬁﬁ?e’i on.
I'n bl ock 615inc'ldcgg%,t ibtit de4te iitaqdid, hake or AMBIES hppRcdtRiFrépEsiic Qnfegpaeadi ng

to information a a renote conputing node accessible via the renote
gat eway devi ciecuitshéABIRR)| stancandiintegsated ¢iraidts, 620trotens: (9vg.ddYi exentiagi on

behal f of th . ' . ' '
ARP meesage. BPPBRTELS asUSToNs ofnd ek Y. s ERRGoNe s =PGCT iR "
about the | ogghirgieras, t FRI4PIBSRINGABBIL | Ngaeodearrifie JHRGAR)devisaplex

responds as if the gateway device was the indicated conputing node, so that
comuni cat i opeogratemalele Ipgic derdces(BPbDshmRvONy PHRRESSAIS [Stee JAMPRG & t o

the gateway device. Simlarl 1 th e S pi other
request for Pﬁ}/%‘? I"Fﬁ?&‘gﬁs’aﬁﬁ%n}%gnétcgqtéssqttf&@rﬁees We%%[ggc%@n%ﬁﬁgﬁg@l%dtgg t he
gat eway devi ggftiaie fBthaftionther sRaORRSE data) onoallcdniysutpr-evaditisle nediven,
renote conputing node and/or interact with the renote conputing. node to

obt ai n act uapu¢esrarherdaisko@ MEMTy. ametvers sk potghle meghia arigle te PRor k
TS0 Totedi AR R B RSl sopmecton, af BXeESS
that a requeby dneror more processors. The systems, modules and data structures may
also be transmitted as generated data signals (e.g., as part of a carrier wave
or other analog or digital propagated signal) on a variety of computer-
readable transmission mediums, including wireless-based and wired/cable-
based mediums, and may take a variety of forms (e.g., as part of a single or
multiplexed analog signal, or as multiple discrete digital packets or frames).
Such computer program products may also take other forms in other
embodiments. Accordingly, the present invention may be practiced with

other computer system configurations.

[0066] Figure 5 is a flow diagram of an example embodiment of a
Network Migration Manager routine 500. The routine may be provided by,
for example, execution of the NMM modules 125 énd 164 of Figures 1A and
1B and/or of the NMM module 340 of Figure 3, such as to provide
capabilities to facilitate dynamic migration of computer network computing
nodes. In the illustrated embodiment, each NMM module manages the
dynamic migration of computing nodes from an originating network to a
destination computer network for a single client at a single time, although in
other embodiments a single NMM module may simultaneously manage
dynamic migrations of computing nodes for muitiple computer networks
(e.q., for multiple distinct users or other entities, such as if the NMM module

is provided by a configurable network service that provides virtual computer
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i nformati on about a renote conputing node is not received, the routine
continues instead to block 625 to determne if the information or request
recei ved wo 2b1100k57610 i s an out goi ng communi cati on fr ompPaTIuse@l/0¢zs5p Ut | ng
node that is intended for a particular renote conputing node (e.g., for a
repl acenent conputing node at a renote destination conputer network that
corresponds to a | ocal conputing node that was previously mgrated). |If so,
the routine continues to block 630 to forward the conmunication to the

remot e compunrhiprkgs, mfels terdle AR, Endfbrafal Eed MRRFERTC HibEh""
sendi ng and gesbmpatihghoRBIBAIKENdRSIES betiedr twé of Asdreasbriietiter mebedrkisn

bl ock 625 that the received request or information is not a conmunication
i nt ended f or sach dmitdiffecantnomputes aetwerks achas e edginating andndediation

bl ock 640 to determne.if an incam C nicafi . e L from

a renote conﬁ%@ipﬁ[ rncpc?éw\%'% teﬁe %ﬂé @@%Myﬁ’ée@#@gﬁhgﬁ pqséﬁﬁ ‘&étx ed for

a | ocal conmpafibadimede (e goutifeofusasr &pligaaimesinpuam netwgrknprtvidéd thye al ocal

destination conputer network that corresponds to a renote co ueéi ng node
c%@r% réa

that was predetwerkyaoeegsble GeryYiem tang  r dngArdigsrakjenaetwrrk efifor k) .
If so, ther . ne. Cont | Bt ! i

comuni cat i Oﬁg%fa)ﬁ]aﬁg)ﬁ géﬂ[n?)'gfl ﬁ%r Jr."grrt) rgctée‘ﬁﬁ?%ﬁg@%’ﬁ Efgﬁ‘ﬁgld )r‘?g(rj%fé éﬁ%ﬁﬁ% l;[nét have
t he nodi fi ednegninteriactivitnothes | types idicongivter ketwiorkesia ather leenbediotents.

sendi ng conputi ng node but the hardwarqg}gsggress 0 he gateway deyvic

that responsBUBBRffIAMGain dhe Hustiatadr igHe t ﬁt &1 UR% OPYGR WSO
bl ock 645, ! Red!tdrie SANVAAYES LRehb OftfoRlidid tba4qst it e Maid &R

conmuni cati on oca strnation conputing node over the |ocal
conput er net golektioh 0@B8]pdrtictlar s congldimg deodesn ted niigrateockub4in t lodhern he

recei ved request or information i s not an incom ng copmuni catiqn,  the
routine contf IMgEeis thﬂﬁdﬂﬂyﬁ?ﬁfef% n&’gf’&?ﬁ{'ﬂéqﬁh ?ﬂ@%@gﬁ%‘?ﬁ%@quest
or informatiangf ioMDLREH Htlides RBtrlBGbIRtdRIIdMg WhEh PeHicdar @bributing
conput i ng node“Bet ween the local and renote conplter networks. If ‘so, the
routi ne WD A6dés Gir&5ts BeTmipzoady. 0Lis8larlyoin ithe diustratedoermbeeimest, ufhgat e

are renote 1 Gt B oBt AL PAaih g Boli AbETR PR EoReS paffuat °"
optionally t e!sm[p@ﬂﬁg%d&r, Quak HsIpintéraehAgvatrotheeaietweridlaceesgible swrvivedes

and/or the renote gateway device of the change (e.%., by issuing a .
gratui t ous ARPpoeparecrepaseémeoinsomauting: nedes asepartng HedRigefion Puthia

gg(r)m E ﬁatgat ﬁ‘g% dgﬁ\e/ri\pgﬁdirgéﬁfs) thd PORRE Tndy idstehdSH RS Ashe " dlcReutdlaaek
migration activities (e.g., if the client performs such migration activities, and
notifies the routine when the migration of an indicated originating network
computing node to an indicated destination network replacement computing

node is completed).

[0067] The illustrated embodiment of the routine begins at block 505,
where configuration information is received regarding a client’s originating
computer network from which one or more computing nodes will be
dynamically and incrementally migrated to a destination remote virtual
computer network, and optionally of defined criteria for use in selection of
how and/or when to migrate originating computer network computing nodes
to corresponding destination computer network replacement computing
nodes. Thus, in the illustrated embodiment, the routine 500 receives

information about an existing remote virtual network to use as the
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request or information is not an indication of a conputing node mgration,
the routine continues instead to block 685 to performone or nore other

i ndi cat edwoperiatiizas as appropriate. For exanple, other PCYsg010f04288%r at i ons
may include providing current status information about |ocal and/or renote
conputing nodes (e.g., to an NMM nodul e, such as in response to a request
or instead periodically or upon the occurrence of particular situations),
various types of adm nistrative or housekeeping actions, etc. [0090]ﬁ¢ter

bl ocks 620

det er ni ne \/\hg‘?ﬁt&ﬂa isog‘ Egr%t%ug?fe S’ﬂ%’khéét%ﬁéb Inﬁ 8t%§}(i)§]ﬂ§8gmer§|£3§§ i on {' &°

termnate | SpifCRcKM d?ﬁamlicallijr ifedraEmvitada trenes trigtwerk-hbeeggiblti swvicet ur ns
to block 610, and if not conti hues to bl ock 699 and ends. {0091 J1t will

al so be apprtctreateisuehan rematenirteainsiweenes hehalfrafibeichaal Pt ip PHeMVEed by

the routines cussed. a ve [ay. . b t S u as
being split gﬁj@ifb %ré?%s r3§t| g ‘?Té%'r’]soleﬂﬁq?egomrﬁ"ﬁ{n%a r{o\b%rs‘gﬁ%ﬁl H8§ 28
Simlarly, ifmacemenbesipatihg nbbbuﬁbfﬁﬁ@dltéwubmmngmdasow de nore or

| ess functlonal ity than is described, such as when other illustrated

r out tead | ack | ud h

AR M TR T AT A e AR
oS oPer 81 el *}scé.kflegsweh%s@sorbg)faanaﬁéﬁ or i@ bbbk 3 P i Ruksar
manner (e.g I'n I'n I In a particul ar order, those

skilled in tHeteamined Ithaammmpum@ stams imfoonaton eisb oelGeneed sint bbmkpéﬂat i ons
may be perforned I n other order mann skilled.in the

art will al stelalgsh e ramPuting: ne (?gtthe é)rﬁ%h'a%m%ﬁn (@cﬂ@%ﬁfﬁ’ ion” computer

networks (e.g., from the client, in response to a request made by the routine
in block 585, from information that is pushed to the routine from the network-
accessible service and/or from gateway devices and/or from particular
computing nodes, etc.), the routine continues to block 520 to store that
status information. In the illustrated example, the routine then continues to
block 535 to determine if the defined criteria (if optionally provided) are
currently satisfied, such as based at least in part on the received status
information, although in other embodiments the defined criteria may not be

checked each time that status information is received.

[0069] if it is instead determined in block 515 that status information is
not received, the routine continues instead to block 530 to determine if the
information or request received in block 510 is an instruction to assess the
optionally provided defined criteria to determine whether to currently select
one or more originating computer network computing nodes to migrate to
one or more destination computer network replacement computing nodes,
such as an instruction from the client, an instruction that is triggered
periodically or under specified circumstances, etc. If so, the routine
continues to block 535 to assess the defined criteria to determine if one or
more of the defined criteria are currently satisfied, such as based at least in
part on the previously received status information stored with respect to
block 520. As discussed in greater detail elsewhere, such defined criteria

may be based on a variety of factors (e.g., the current level of utilization of
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above may be structured in different manners, such as by having a single
data structure split into nultiple data structures or by having nultiple
dat a struwounsa®ithsol i dated into a single data struct uPeT/uSeomoloaassy, i n
sone enbodi ments illustrated data structures nay store nore or |ess
information than is described, such as when other illustrated data
structures instead | ack or include such information respectively, or when
t he amount or types of infornation that is stored is altered. [0092] d ause

1. Anethod for a co I ng. syst facili . hC ' f
net wor ked coﬁﬁﬂ?lﬂ%ﬁnﬂ 19,9 QQ@SH@?H%GSWQ%%)#\QD%ISIQCWME)- Iﬂt%aéér’%gﬂggﬁe%
mul ti pl e comMAIBiceR5AD a3 Rk drambte bf ﬂieﬁdémmlbhmlarWt@fﬁed fHe sdutine
conputer network while the first conputer network is in use, the multi pl e

gorrputl ng nodertilbégsndol blegkeddat toa deteraingeBpe aphireane P@EaI@Mm oHiginatingh
ei ng asso
fi rs'? corrpﬁ!t gb%é%oﬁ%%?hgomédﬁobgg%mm ca{T“ @) %%qursg?z:tﬁ?%%ﬁ gﬁqhe

| east one degiid definet driémeyr i adedaeser that isi sobbased drhtherdefingd E{:men}a\pr k

addresses so as to specify at |east ogne of the nul Ie G utin es as
bei ng an int §H@i@oﬁ$ﬂ@sﬂ?ﬂ@@moﬁ‘afmert r?écéoﬁﬁﬂnPEﬁ‘?”%ﬁY r@tﬁ&ﬁ@& R %rach

of the comupi V\dﬁ%‘%rﬂaﬁﬁbeﬁiﬁﬁlh@%édﬁ% fengs d:,t ng?tl na'iqrﬁﬁéhqe. VEhsdd'®nf | T St

COprUt er net st one I nten I oONn CO Utl ng nodes
for the commthw cafined drdseal mnatmenatr ltiegisis pokbdsad |mratheodeﬁeed\mitena

addresses indicated by th t th
of the mul ![ i E‘Jéﬁcg?mﬁ Vcét% gh&mggr nogs: tBet ds Bnggt?y nrt’ﬁ”i gﬁnt%' i ng
devi ces confy r‘?ﬁlotrp PEHét\XIO Gr f?ﬁfterﬁ%gt%l o ﬂﬂrﬁfcﬁny‘? adtfed ith Sthe

conput er netvvo to a renote V|rtu second conputer network at a second
geogr aphi cal dbstmaatlomcmmnwert hetwonks tete.pnpline rrongnadhienceentinugssta dlask in

use, and for ti,ple ut|n nodes, of, the first conputer
net wor k: 5655 dmd‘ctag%%% ‘gteé'ﬁ”? ?%@ngﬂ 98P Y ati on of the conputing
node of the first conputer network to a distinct replacenent conputing node
at the seconghgm)gr aphicy id aagfcaan debdrininéd PR bisdk 1539 tieapties Wieckeld

conputer network, such that after the mgration, the replacement conputing

node of request or information is not to assess the defined criteria, the routine
continues instead to block 560 to determine if a request or instruction has
been received related to migration of one or more indicated originating
computer network computing nodes. If so, the routine continues to block
565 to optionally programmatically interact with the remote network-
accessible service that provides the destination virtual computer network to
facilitate the availability of replacement computing nodes for the migration,
such as by adding the replacement computing nodes to the destination
computer network, provisioning the replacement computing nodes, etc. In
other embodiments and situations, the client may instead manage the actual
migration of the indicated originating computer network computing node(s)
to indicated replacement computing node(s), and notify the routine 500 of
those replacement computing node(s) as part of the information received in
block 510, and if so the routine may not interact with the network-accessible
service in block 565. After block 565, the routine then continues to block
570 to notify gateway devices on the originating and destination computer
networks of the migration of the indicated originating computer network

computing node(s) to the corresponding replacement computing node(s) on
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the renote virtual conputer network replaces the m grated conputing node as
part of the first conputer network and uses the network address of the

m gr at ed worputdainiyonode for ongoi ng operations of the fiPCIUSCOOPULSES

net wor k; and automatical ly associ ating the network address of
the m grated conputing node on the first conputer network with a gateway
device on the first conputer network that is configured to represent
conmputi ng nodes of the renote virtual conputer network; and

after the mgratiopn of a subset of .the Lt ple,.c t] n

aut omat i cal | &%ﬁﬁﬁ i tbo'bHEP cr?m%utgagﬁﬁyg%a%ocwgﬁ%gﬁ%ggﬁgdogeémesovmgy t he
first conput eiciggievBhljoingabp&atibns titRatlRigingler) comRputsy Netngrk Iduaihdr es
used by the replacenent conmputing node for one of the conputing nodes of

t he subset, ¢yeamiheugia§odf each of the additional conmmunications including
forwardi ng the additional comunication over the first conputer network to

t he confi gur f\dabgglﬁt evay Hevicqn R 4 %}%%Tnﬁﬁgom ibg#g@%@?ﬁg%{pyhgeﬁéicgﬁ,ed

forwards the tional conmmunicati on e renote vi conput er

net \r/]vo(r]I k ;orI f@jlje&ro\{wilﬁimrMbﬁbﬁri@}mbaeaﬁﬁdicaﬁonmjtmiggaﬁeddmmi)wﬂ]@l‘:leﬂ,s’meZ. The
nmet hod of cl ause | erein the first conmputer netwgrk is a physical | ocal
area net wor kToulher SORtiNHES r BgERaY Py Plpgk %@%‘pﬁﬁ’ dreHITha?Re i‘gr )E/'E)‘?ﬁei ghed to

be an extensjor t i . faet bdthsnodes
of the renot ‘e@?értgga‘{b%é’éfr'r%ﬁ g%%ﬁ%ﬁ?}%sﬁé&a\iﬂb§%’ gﬁ?}ret@%% (E)SP lElte‘he fsi rst
conput er net wek indlatle aregueisting ncurrémto states wodenzatibre e originateng lapndier use

by the conputing nodes of the first conputer network, and erein th

met hod furt hgﬁ‘s&ﬁﬁﬂﬂ sé@{‘“"”k computlng. 5@%% %Qﬂd)ﬂ%‘[“ﬁd&c%gr #PPRg t he
first comput gpcRebMRE Kof DaliitQideERLSH¥AS [ B8 ) CAMKthBRg ST ¥RIHE. request to
automatical | y associating the network addresses of the nultiple conputing

nodes of thenfigrat¢ fonctmntadity tethsodestinationscarapuied npavetkagordesnasling to Re
renote virtual .conputer ne

work that.is configured to.represept
mul tiple confRHIFhEeNEEY & e{ﬁgvHerthhgogwpgﬁnglgmeﬁgr Eﬁ@uorﬁ thb{'& ot
one of the originating computer network computing nodes, etc. Other
operations may also include various types of administrative or housekeeping

actions in at [east some embodiments and situations.

[0072] After blocks 570 or 585, or if the routine instead determines in
block 540 that the defined criteria were not satisfied, the routine continues to
block 595 to determine whether to continue, such as until an explicit
indication to terminate is received. [f it is determined to continue, the routine

returns fo block 510, and if not continues to block 599 and ends.

[0073] Figures 4A and 4B illustrate a flow diagram of an example
embodiment of a Configurable Network Service Manager routine 400. The
routine may be provided by, for example, execution of the system manager
module 110 of Figure 1A and/or execution of a network-accessible service
that uses one or more of the other computing systems 380 of Figure 3, such
as to assist in managing operations of a configurable network service that
provides computer networks to remote clients. In the illustrated
embodiment, at least some of the computer networks that are created and
provided by the routine 400 may be extensions to existing remote networks
of clients, while in other embodiments the networks that are created and
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WO 2011/ 011576PCT/ US2010/ 042858 automati cal |y managi ng one or
nore ot her comruni cati ons sent over the renote virtual conputer network

t hat eactwDndilatséa destinati on network address used byCosS2@ib/ 081388

mul ti pl e conputi ng nodes of the first conputer network, the managi ng of
each of the other conmunications including forwardi ng the ot her

conmmuni cation over the renote virtual conputer network to the second
gateway device, so that the second gateway device forwards the other

y ae 2 f 3
comput i ng. noR@ A Bydh ouERLbFhal ThHRRE S PRl E et rarkR oL o v, e
ot her comungka&ts QRat are not extensiondnst sther eetworke! [Rasduitdn, tdtdeasl somke

conputing nodes of the first conputer network, the automatic associating of
the network afitihegrovidedhecraphinit nelyarissidnay benssed Ry epahrsinents &f ioek

wi th the gat Vi 0 LS u r I [

di sassoci at i ﬁWhg&’%ﬁ%r% z%%lrg%gé %3{’?% E@%ﬁﬁlﬁ] \r%) oﬁoggé’bmgﬁﬁgtﬁgﬁgggegnd
gateway devi getvisrkt Bempetibhensies Uals disgusted withwrdpect (09 FidlireusSe aBdThe
met hod of clause 1 wherein the nultiple conputing nodes of the first

conput er net {Sewh&®@. under control of a first entity, wherein the conputing
nodes of the renpte virtual conputer network are under control of a

di stinct sec nti ty,Th@maakﬁgp@nggﬁm@n%ﬁﬂ'h%yro@l&iﬁéitge@n@at BfydRases!

configurabl e network service t es custoners to chase access to
confi gured vivhewakndadizatien isetcaived of hanessage (@i, dem @ NVIM coedulguarabl e

network service on _behal f t he, custoners using cloud conputin
t echni ques, ePherl‘tEeorf io(r%é?r dnfar .ttlpg e & "E%HENE stoﬁ‘er% lﬁa%gh%ome
confi gur abl eeﬁﬁ}da%épﬁsgr Yhe ecoifilr8ble tRSWoRID S tthat BRMIvLERe NE0DOT K

is one of the virtual conputer networks provided by the configurable
net wor k ser vsogporsid pibrddes n onge orenotose viARIgal toc ooy eremetawckenis tart her

configured by the confiqurabl e pet. kK seryice.,to provi |

O e el PRb Sl AP B SEP bR SR L°5 4 W gy o,

one or nore phxa el ain@HWpeKiMtlctRINsC BScatied MR BlbERt4GD MY cife NRRYRT Wa

before the dynamc mgrating of the first conputer network to the renote

virtual conplivecatiensvor lother programmatic interactions of remote clients with those
APls, while in other embodiments and situations, some or all of the
indications received in block 405 may instead be initiated by remote clients

or others in other manners.

[0075] After block 405, the routine continues to block 410 to
determine whether ihe indication received in block 405 is to initiate the
creation of a new virtual computer network to be provided on behalf of a
requesting client, such as an extension to an existing remote network of the
client. If so, the routine continues to block 415 fo perform various actions fo
create the new computer network extension or other new computer network
on behalf of the client. For example, as described in greater detail
elsewhere, the received communication to create the new computer network
may include various configuration information related to the computer
network to be created, such as a number of computing nodes that are to be
part of the created computer network, an indication of whether the new
computer network is an extension to another remote network, etc. The
actions taken in block 415 may include, for example, selecting particular

computing nodes that are available from the configurable network service for
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WO 2011/ 011576PCT/ US2010/ 042858 [ 0095] Cl ause 4. A conput er-i npl enent ed

met hod for facilitating dynamc mgration of networked conputing nodes, the
met hod coNPROBII1ES76 under control of one or PODMAS2@00M2S58 Ng
devices configured to dynamcally mgrate a first conputer network having
mul tiple conmputing nodes at a first geographical |ocation to a renote
virtual second conputer network at a second geographical |ocation while the
fi lrsft Icorrputer network is in use, and for each of at |east sone of the

mul ti pl e conputing nodes of the first co ter _network: . .

recei ving anU$®idnchE Bﬁwopoﬁ"pr‘r‘i? r&?ﬁm&o%}t{h@ beig.FiafedrogensRtNge 2P st
conput er net &gdbiéﬂw a%ﬁ&b@%eﬁtﬁ‘@r%iﬁmﬁ\é neABSkplterestvork thacississiagd
geogr aphi cal Tocati that I's part of the renote virtual conputer network,
such that af cremtediestoiing anyoeceived canfigacatinminferongfian fof laled aises eitheABenpt e

virtual conpyter.nefwork replagces.the nmgrated co i n S rt. .of
the first co ?ﬁrgqﬁ%éfmgﬁ?%g’hdf%@és&ae‘%g%rgugﬁd%buﬁggtﬁggﬁarrgg c%rerputer
net wor k -t hat suyagidf f¥%hPHSgrbupseabildone cbhip Aingdne@s i vadot® Geanners in
automatical ly associ ati ng the network address used by the regl acenent

comput i ng noverious rerabgdinesnis, duuhcaxsorbased fan stangbitigsef n ¢tadt s
co 90T <R BT o BRCRERIorROBRULRO NS Bekie bEBAfng,

vi rtual conpﬁ?@lp e automatic a

of the net wopkdaslgs.gsSon aHtERryeal bibseatadiatgonef tie tonfigwadid hetvedrk
communi cations sent over the first conputer network to the net rkéatﬂdress
RE the

used by the sepicgceoirrm retativat nelyvaikdecatior tRaAlgrnePpPURRG e

addi tional c¢ Lcat.i i di afte di 1 ' LAN i S
Forvar dod oy ST hbBfete, Kt Jobadedoh MeddiapAfildcalBAs SOMR Ndiduea
repr esent tS tb@mbaﬂagcm (€ Qph iolng obtheultipler gaodiapdicaily didtribitited adata
communi cation to the r t irt t [

repl acenent EVMEHR.i Oy q]e%@t?vevb{eoa%phﬁg rirgcuati(ta)% t%e;[) herrkccjn%utgnegl hoded c;[fc%htehe

computer network, etc.), in a random manner, etc. Furthermore, while not
illustrated here, the routine may provide to the client the unique identifier for
the new computer network or other reference for the new computer network,
so as to allow the client to later reference the new computer network when
performing further configuration of or interactions with the new computer

network.

[0076] After block 415, or if it is instead determined in block 410 that
the indication received in block 405 is not to create a new computer network,
the routine continues to block 420 to determine whether the indication
received in block 405 includes information related to access constraints or
other access information for an indicated computer network. For example,
in some situations, a client may supply one or more requests or other
messages that are received and processed together with respect to block
405, such as a request to create a new computer network extension and
various specified configuration information for that new computer network
extension — if so, the indicated computer network for which access
information is supplied may be the new computer network extension that
was just created with respect to block 415. In other situations and

embodiments, a remote client may instead supply different communications
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[ 0096] Cl ause 5. The nmet hod of clause 4 wherein the at | east some conputing
nodes of the first conputer network include all of the multiple conputing
nodes of wbeoftimsizeconput er network, such that all of tIR€T/UAEN10/042858
2011/ 011576PCT/ US2010/ 042858 first conputer network is incrementally
mgrated to the renote virtual conputer network while the first conputer
network is in use, and wherein the renpte virtual conputer network is
configured to operate as an extension to the first computer network until

e T e b SRl te S b Eer BB ML AP LR R, o
clause 5 furd gy a8 YPIHithdIM8quest to create a new computer network, and later one
- or more other separate requests to specify various types of configuration
information for that previously created computer network. If it is determined
in block 420 that access information is received in block 405, the routine
continues to block 430 to use specified access constraint information for the
indicated computer network to configure allowable access for the indicated
computer network. As described in greater elsewhere, such configuration
information may include constraints as to whether any of the computing
nodes of the computer network are allowed to have access to the Internet or
otherwise outside the computer network, as well as to optionally specify
communication access policies between computing nodes of the computer
network (including remote parts of the computer network if the indicated
computer network is an extension to a remote computer network).
Accordingly, in block 430, the routine takes one or more actions that may
inciude, for example, configuring routing information to be used by
communication manager modules of the configurable network service that
support the computer network (e.g., by sending a message to those
communication manager modules with the information to be configured).
Furthermore, if the access information includes instructions to establish a
VPN connection from a remote client location to the provided computer
| network, the actions taken in block 430 may further include taking actions to
support such a VPN connection by the provided computer network or
otherwise by the configurable network service on behalf of the provided
computer network, such as by configuring the provided computer network to
accept such a VPN connection and to use appropriate information to decrypt

communications that are encrypted for the VPN connection.

[0077] After block 430, or if it instead determined in block 420 that the
indication in block 405 does not include access information, the routine
continues to block 440 to determine whether the indication in block 4095

includes network address information for an indicated computer network,
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automatical ly configuring one or nore conputing devices associated with the
renmpte virtual conputer network to provide networking capabilities for the
m gr at ed woret1/aesrput er network that were provi ded by omeTars2eoesphysi cal
net wor ki ng devices of the first conmputer network before the increnental
mgration of the first conputer network to the renote virtual conputer
network. [0098] G ause 7. The nmethod of clause 4 further conprising, after
the dynamic mgrating of the first conputer network to the renote virtual

conmput er network, and for each I t..0 e NLefgRUL I N
nodes of ;heSV%SeOVFr?DQO@OH%I}?@{k ﬁé?ﬁ%?k%ﬁ%%ﬁ?@a %@ﬁﬁggl f'(latat iI'ng ag
reverse nigrajd@Rses dmeiflPirnapstirlr feAAPUKidly thed@utiaekcdriinaietatogelock
conputing node that is part of the first conputer network, such that. the

target conpuédhdonsiese ribgl spesifienenetasris addiass dofasmation 1R5dese Avitmdhe; r st

conputer netwrk affe se 4 t h t Ke i,

of the fi rstC%@%ﬁ?érﬁ%@?ﬁo@ﬁ\&%a@d%agé%r%%B%QyHggzoﬁb%ﬁeM?gpT acer?gﬁts
ﬁ g {mmgt Ik ngd gomcettegetfaagsmméqhé@@ Fbébiﬁbg n?tvwoﬁ{ adiregsab switts e admpytinge

: rk address at was previously used by the replacenment conputing nod
with the connedes & that Bdisated sareddsT nedwprk df tr&?ﬁpﬁ?@ﬁp“ﬂﬁgv\m%ssgagﬁat ©

subsequent. ool $REHOBSCIdLEr Shiitb Aty ek, addhogs wite dgramriged

via the firs uter _ arget conputing node. [0099]d ause
8. The net hodbletks UdBsandlorher eiTinet dsscatatingpst spmmified oafprarkragidresess witht he
first conputer netfwork are selected for m

one or nore $HEPHERY RHES S \FOMRYIEMNE r@%ﬁf@?&ésg%&ﬁﬁﬁbﬂgg&m
routing information to be used by communication manager modules that
support the computer network, as described in greater detail elsewhere.
After block 445, or if it is instead determined in block 440 that the indication
received in block 405 did not include network address information, the
routine continues to block 455 to determine whether the indication received
in block 405 includes network topology information for an indicated
computer network. If so, the routine continues to block 457 to store the
network topology information for the indicated computer network, and to
optionally proceed to configure that indicated computer network in
accordance with the network topology information. The configuring of
network topology information may include configuring routing information to
be used by communication manager modules that support the computer
network, such as to simulate actions of virtual networking devices that are

part of the specified topology information.

[0078] After block 457, or if it is instead determined in block 455 that
the indication in block 405 does not include network topology information,
the routine continues to block 460 to determine whether the indication in
block 405 includes an indication to add computing nodes o an indicated
computer network, such as if the indicated computer network has been
configured to include a specified quantity of computing nodes but less than
that specified quantity have been selected and put into use, or if a specified

quantity of computing nodes have not been specified for the indicated
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user associated with the renote virtual conputer network and of

sati sfaction of one or nore previously defined criteria for selection of
the at | esoosgmes7eonputi ng nodes. [0100] C ause 9. The nechas2ab/oeisagise 4
wherein, before mgrating one of the at |east some conputing nodes of the
first conputer network to the renote virtual conputer network, the network
address of the one conputing node of the first conputer network is
associated wth a second gateway device on the renote virtual conputer

network that is confiqur - : ¢
Coron e he R RAF o FRPEBHRSM sblYE SPBeBOTBHY ALRREALrichmy i s
address to tag &iidthly COMPUEET nBRIOMR Keingnsrowltizrdeby theecenfigurablecnetwork

associating with the gateway device on the first conputer network of the
net wor k addree¥iogs iy VBjious MABPEE: ENERt akInPEei ffythe gemrittet SRR hab

conmputing no f P : R hSH&NI h
emore virt uare ongiis el BRod R LB CoRlu o e e,
t he provi si ogbmgutsr ridteorieamtiritdo mhodify trermethenrintpadody indomnhairon fagitbei ng

di sassoci ati ng the network addr. d b h I [
W Th the sccOMaPURaTRyOHey ASIBRITIR NP AT Bl A SatnpS: dr° FE1UBTAOe0"

t hat subsequg&tj tﬁ?nHHQi %H&gscghpﬁ%gdné&.é bﬁ’é% WeEdivad dr @S aHSRINIY t he

repl acenent conputi ng node are forwarded via renote virtual conputer
network to timeduiplandésreat clismipag ipagt obdee dyoEmipGrigraonof The ereiMse of

cl ause 9 wherein the o ti d t f
mor e sof twar & GPRING FATBRGCRSMET ETIPGHEY | B toh % AeoEBpat Pt ode
to the repl aﬁ@&@é"r‘oﬁ%@éé'tréﬂlaeg%nt%ﬂ%ﬁdmgpﬁ&ﬂ’és%ia?fd Ry ClrthBe ifohids an

virtual conputer networ 0 support the replacenent conputing node further
i ncl udes i ni inditation efepatticotarometwerkr gsiciesssmttoc bepuisedy fabdbeorddedopy

method of ol SYBBUINGHRPETS @ik 11PeEBis AL BeRo P g faded oty SR8 o
physi cal Iy i pighefRgesdrBfule?CaétwdrRacomputing nodes being migrated). |If it is
determined in block 460 that the indication is to add one or more computing
nodes, the routine continues to block 462 to select one or more computing
nodes to be added to the indicated computer network from a group of
available computing nodes of the configurable network service. As
described in greater detail elsewhere, such computing nodes may be
selected in various manners. In block 464, the selected computing nodes
are then configured for use as part of the indicated computer network, such
as in a manner similar to that previously discussed (e.g., by associating
appropriate network address information with those selected computing
nodes, by setting access rights for those selected computing nodes in
accordance with any specified network topology information and/or other
access constraint information for the computer network extension, etc.). In
addition, in at least some embodiments, the client and/or a NMM module
may further provide instructions for provisioning a particular destination
computer network computing node to operate as a replacement for an
originating computer network computing node that is being migrated,
whether at a same time as the adding of the computing node or at a later
time, while in other embodiments the client and/or the NMM module may
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WO 2011/011576PCT/ US2010/ 042858 conputer networks at the first geographical
| ocation and is under control of a first entity, wherein the renpte virtual
conput er wetzawrdk137s at a second geographi cal | ocati on amrdTits2amaessgont r o
of a distinct second entity, wherein the second entity provides a
configurable network service that enables clients to configure virtual
conput er networks provided by the configurable network service on behal f of
the clients, wherein the first entity is one of the clients of the

R s R i S

network is ol& conp

confi gur abl enpgé witek it9€ adided. to [f@HM 3 @atsprolisiorling. met hod of cl ause 11
wherein the one or nore configured conputing devices are operated under

ol of th fi gur abl k service, wherejn th i
etvork Ser vIBE S ovi dedies pipd 4Brt o Bt SoiRSIRdo BCIRbmuEsd &t biecd 447 that
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i ncl ude two oontirues tf bibbk 470l toi gterraovgpwhitheribedsdiogtiomn biocktd4Boisdat er

t k, d wh in, f h of th | t ti d h
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sel ected by the configurable network service and dynamcally added to the
renote virt ualigratingus eommitingr kode fisshdhe indicated virual cempiutgr neiverkitpat

the renote virtyal co ter petwork includes t r . cal dded
conmput i ng noa@gf.ilwgtcgfnrmﬁgr B?MS%%&QHP%OV&%@@%éf C@éﬁpa{lﬁ@?mrqé{%r k
to the renot g the FhigbmHisceonplerek. Ifi0104ctemiined 1ia. bibble 4T tredt bk
cl ause 12 wherein the repl acenent conputing nodes for the at_ |east, sone

conput i ng notiekication isdoremaner enICT ARTE eRMRLLISMogasote uting ¢aniineies

physi cal conputin e fi ' ' RO5, wRer ei n
t he dynam cng’dﬁioﬁ’g %&ﬁ%@?%ﬁ&ﬁ@%ﬁ%ﬁ@@é’fﬁeﬂ?a%%?r%l??ﬁ%}g“ nodes totwtghe
rendte virt upldicRan Woriputet networknelioes isasdd onramipdivationr oftheeselectedal
machi ne manager nodul es that execute on one or nore of the %}gsi cal
conputing  computing nodes in the request, or instead in another nner (e.g.,
randomly, based on convenience or benefit of the configurable network
service, etc.). In block 480, the selected computing nodes are then removed

from the computer network.

[0080] After block 480, or if it is instead determined in block 470 that
the indication in block 405 is not to remove one or more computing nodes,
the routine continues instead to block 482 to determine whether the
indication in block 405 is to provision one or more computing nodes of an
indicated computer network, such as one or more computing nodes just
added with respect to block 464, or one or more computing nodes that were
previously part of the indicated computer network but used for other
purposes {or not currently being used). If so, the routine continues to block
485 to initiate the provisioning of the indicated computing node(s) in the
indicated manner, such as to execute one or more indicated software
programs on each of the computing nodes, to copy indicated data to the
computing nodes, and/or to otherwise prepare the computing nodes to be
used in a particular manner. In other embodiments, such provisioning of

computing nodes may instead be performed directly by clients of the
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WD 2011/ 011576PCT/ US2010/ 042858 systens to nmanage conmuni cations for the
hosted virtual machines so that the hosted virtual machines are included as
part of twWe2ramui&éevirtual conputer network. [0105] C aueeTAB2010he285%t hod of
cl ause 4 wherein, for each of one or nore of the at |east sone conputing
nodes of the first conputer network that are mgrated to the renote virtual
conputer network, the mgration of the conputing node to the renote virtual
conputer network is performed in a manner transparent to other conputing

nodes of the,fi# QLR SBRY b%seé%h[r&?]%tctl Ag o?tthérchéﬂfg)blﬁé&%ﬂﬁtﬁes

continue to Sen Oleﬁ conmmuni C I ons over rst conputer rk to

destination ﬁmuﬁdmgutm:giﬁsdeé. the first conputer networ k during the
m gration of the computing node, and such that the destination conmputing

nerno o o e 0306, et Mo 85, 6P BRI hellab o BB M WS

and wher el - R O s o O )

nodes of thethd ratirsocpotieues éo otk #6& indeteratinerwhelber the|ipdicaligariesses.
block 405 is to configure an indicated computer network to provide
networking functionality that was previously provided as part of a remote
originating computer network that is being migrated to the indicated
computer network, such as by a physical router device or other networking
device. [f so, the routine proceeds to block 489 to configure that indicated
computer network in accordance with the indicated networking information,
such as in a manner similar to that previously discussed with respect to
block 457 and elsewhere. The configuring of the networking functionality
may include configuring routing information to be used by communication
manager modules that support the indicated computer network, such as to
simulate actions of virtual networking devices that correspond to physical

networking devices that were part of the originating computer network.

[0082] After block 489, or if it is instead determined in block 487 that
the indication in block 405 is not to migrate functionality of a networking
device, the routine continues to block 490 to optionally perform one or more
other indicated operations as appropriate. For exémp[e, after completing
the configuration of a particular computer network for a client, the routine
may further take one or more final steps to provide access to the computer
network from remote sources, such as from a remote computer network to
which a created new computer network extension belongs. Such providing
of access may include, for example, providing information to the client to
enable the client to access the computer network (e.g., a publicly accessible
network address for a VPN to the computer network), configuring the
computer network to accept communications from the remote client, etc. In
addition, for at least some provided computer networks (e.g., computer
networks used by NMM modules as destination computer networks and/or
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[0107] A ause 16. A conputer-readabl e nedi um whose contents configure one or
nore conputing devices to facilitate dynam c m gration of networked

conput i ngvoadami13yy perform ng a method conpri sing: PCT/US2010/042858ler
control of the one or nore configured conmputing devices, and while a first
conputer network is in use with nultiple conputing nodes that each has a

di stinct network address for the first conputer network, facilitating
dynam c mgration of one or nore of the nmultiple conputing nodes of the

first conputer. network to di st.inct vi[tual np r r f each
of the one oP"@AHF “Qpﬁﬁmﬂtﬁaf n_%ig‘?r%‘of)’t fﬁoygﬁeciﬁ%%t@?{h\r%gt %&%ge ahd
recei vi ng anchiflh st bed *f mardidantélhp Hlicdslsuehn@slin Rpnfnttionl witheVPNr st

conputer network to a distinct conputing node of the virtual conputer
networ k, suchonmegticaist e Afteidhsi gatewayndevipes @ret prowtdeso #hat NIV Tpadulgs

2011/ 011576PCT/ US2010/ 042858 of ' r ]

net wor k addr f&y '§ erﬁ'ﬁfﬁ'ﬁ‘?‘é@dﬁ"@% t'&%%ﬁﬁ%\&% alﬁ\éggg}f)%ﬁ ;ﬁo%tg %f ﬁg{dc?ﬁlél”:" g@ Féc)ﬁ?yof
the first compeft=Rt videi Wae kiouiRe 400 to configureaiiieogatevwy ldgvaesoandlorrg t he
net wor k address of the migrated conputing node on the first conputer

net}/vork wi t hobtajat atys defermetion frREY fihesgaleurdeVIGes: wof ktheiatores the
configured tg_l.nter ' ir . t K t
each of one g?dt%rﬁ%%icﬁg{aﬁ% B%'Ié O?Leéﬁ t](gr\?/ggr%{t ﬁ@e? ?gé(s@rc‘éﬁﬂﬁ‘?ﬁg%mﬁe?"&%?rk to

t hat net wor kcagdne sonditidrise exceedt adspedifiet i trygesioold af t etherlisea ttiggest c

associ ating, the communjcation wll be forwarded, to the confi gur at ewa
devi ce for faPeFlied feangdian, jcdosSHAR as & PR OESFﬁﬁﬁ"ﬁisﬁgcﬁSﬁ% ﬂg? S?ff(;uté'g\)‘?f‘rat ugl

conmputer net yprks or g computing nodes for some or all computer networks, monitor the
use of some or all computer networks by remote clients, monitor the use of
internal configurable network service resources by some or all provided
computer networks, establish and maintain accounts of clients with the
configurable network service, respond fo requests from clients for status
information about their accounts or about their provided computer networks,
proactively send status information to NMM modules regarding computing
nodes that the NMM modules are using, obtain payment from clients for use
of the configurable network service, modify the particular computing nodes
that are part of an indicated computer network (e.g., by moving one or more
executing programs from a computing node at a first geographical location

to a new computing node at a second geographical location), etc.

[0083] After block 490, the routine continues to block 495 to
determine whether to continue, such as until an explicit indication to
terminate is received. If it is determined to continue, the routine returns to
block 405, and if not continues to block 499 and ends.

[0084] Figure 6 illustrates a flow diagram of an example embodiment
of a Gateway Device routine 600. The routine may be provided by, for
exam;ﬁle, execution of the gateway devices 122 or 132 of Figure 1A,
gateway device 163 or 192 of Figure 1B and/or gateway computing devices
370 of Figure 3, such as to facilitate ongoing operations of an originating

computer network that is in use while some or all of its computing nodes are
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[0108] A ause 17. The conputer-readabl e medi um of cl ause 16 wherein the
mul tiple conputing nodes of the first conputer network are at one or nore
first geoyoaphiwaa7él ocati ons, wherein the virtual conpuPeT/usetmoOuisss s
renote fromthe first conmputer network and includes multiple other
conputing nodes at a second geographical |ocation renote fromthe one or
nore first geographical |ocations, wherein the renote virtual conputer
network is configured to operate as an extension to the first conputer

networ k, and, _wherein, far,each of.the on [ r uti;png he
first conput B?‘r\gem@%t_,egt e i d87iNe 'O@or‘?g’ﬂ'ﬁ:i’%gpn@%tg% 'thlg Fﬁ;é)rrgﬁ%s’t\%ts ual
conput er net uRidodifeWh) @i t §atetRYP Wevik NREg ok tdseotiated withpuitker rbewor k
is mgrated is one of the ofther conputi ng nodes and operates as a

€

repl acement ofiginaéng op@uPLiel Retorsf and edestinatioano epmritten &ielwprk. oA hi

renote virtual. r - 10 eﬁ%m)#t - e
medi um of cl Bagégwﬁm%e?gﬁégﬁé{td]ﬂéliaﬁ%}v%?ﬁr@%%?’ﬁg{ﬂr%oaes 0 @%eéﬁgg%lr
conput er net wetworks €bun tie btlsamémbodirhentst a rsitglendatewayvdheriee mayneupporut i ng
nodes of the renote virtual computer network are under control of a

di stinct secbath the priginaling cOMPYtRE NeBreARM dosiinglien caatouter network or
net wor k-acceam I ?Sest@\;ovép@ trg%toﬁﬁfmgll £t tk€nts to configure virtual
ed By t Wor k-

conmput er net Works provi ne accessi bl e service on behal f of
the clients, wherein the first entity is one of the clients of the
net wor k- accefXigs]e ser Vihesillusinatedhembodinért ofeiinet muting begins at block 605,

2011/ 011576PCT/ US2010/ 042858, vi r t ual twork is. f.the vi |
computer not WOPRS 3B BURRIGLS RENeh o PRI MBS o aiaof JBodraihg fothr ' 2

computing nodes of the computer network to which the gateway device

belongs, and regarding remote computing nodes that are associated with a
corresponding remote gateway device that is part of a remote computer
network. The routine then continues to block 607 to optionally establish a
VPN connection or other private connection with the other gateway device if

such a connection is not already available.

[0086] After block 807, the routine continues to block 610 where it
receives a request or information. In block 615, if it is determined that a
request is received corresponding to information about a remote computing
node accessible via the remote gateway device, the routine continues to
block 620 to provide information on behalf of the remote computing node.
For example, if the request is an ARP message or other request from a local
computing node for information about the location of the remote computing
node, the gateway device responds as if the gateway device was the
indicated computing node, so that communications intended for the remote
computing node will be directed to the gateway device. Similarly, if the
request is a ping message or other request for information about the status
of the remote computing node, the gateway device may emulate the
response that would be provided by the remote computing node and/or
interact with the remote computing node to obtain actual information for use
in the response. Other types of network messages may be handled in a

similar manner.
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[0110] A ause 19. The conputer-readabl e medi um of cl ause 16 wherein the
facilitating of the dynamc mgration is perforned for each of the multiple
conput i ngvoadam1ef76t he first conmputer network so as to POTMSEN0IESEY
mgrate the first conputer network to the distinct virtual conputer network
while the first conputer network is in use. [0111] O ause 20. The
conput er -readabl e nedi um of cl ause 16 wherein the conputer-readabl e nedi um
is at | east one of a nmenory of one of the one or nore configured devices

that stores ppfont enieadifdal Syl ARHIce ) HoBR 4147 bl |ghudepa

gener ated st dat a I hi Ng ents the

contents ar ejnfoyghatisH iabosit taabmiie ncanpatit® thoil ¢ rtdherecae}ledr; thereutine
configured devices to performthe nethod, [0112]Cl ause_21. A conputin

devi ce confi g@m@wets()irfsé%mﬂ itp leck\Gmie qﬁ‘@"r"&*ﬂ?oﬁ tae inkan Wﬁ“@é‘d%dﬁﬁ%&ng
nodes, conmpriSIAGkd MBItk 61 & &% VLE5SRG Tondtinication from a local computing

node that is intended for a particular remote computing node {(e.g., for a
replacement computing node at a remote destination computer network that
corresponds to a local computing node that was previously migrated). If so,
the routine continues to block 630 to forward the communication to the
remote gateway device for further forwarding to the intended destination
remote computing node, such as in a manner that is transparent to the
sending and destination computing nodes. If it is instead determined in
block 625 that the received request or information is not a communication
intended for a remote computing node, the routine continues instead to
block 640 to determine if an incoming communication has been received
from a remote computing node via the remote gateway device that is
intended for a local computing node (e.g., for a replacement computing
node at the local destination computer network that corresponds to a remote
computing node that was previously migrated from the remote originating
computer network). If so, the routine continues to block 645 to opticnally
modify the communication to reflect the remote sending computing node,
such as to have the modified communication include the network address of
the remote sending computing node but the hardware address of the
gateway device so that response communications are returned to the
gateway device. After block 645, the routine continues to block 650 to
forward the modified communication to the local destination computing node

over the local computer network.

[0088] if it is instead determined in block 640 that the received
request or information is not an incoming communication, the routine
continues instead to block 660 to determine if the received request or
information from block 610 is an indication of a migration of a computing

node between the local and remote computer networks. If so, the routine
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a mgration nmanager nodule that is configured to, when executed by at | east
one of the one or nore processors, facilitate dynamc mgration of one or
nor e conpwoizag/mosfes bet ween distinct first and second PoTaiS2@0@assONPUL er
networks while the first and second conputer networks are in use, the
facilitating of the dynamc mgration including, for each of the one or
nore conputi ng nodes: receiving an indication of a mgration
of the computing node froman originating conputer network to a destination

conputer network. th I gl natd k ' : br St
and second cﬁ?x‘ﬂ)tm%ers ﬁ%%ﬁ@gnﬁgtﬁg%%l&nﬁﬁ%&; 1@8%5@?0%@?%?&“@2{0% t he
other of thechinpsitingHbdercardoeamand avhitletare rémoté tier hitgr aseth tamantingg
node using an addreSs as part of operations of the originating cqgguter

net vvo; k bef ofemmeniaations. i 3t anay Burther opsiraakY 18le PNA &F iTete BSYPEE dRent
conmputing no k :
Soter the m fpafte fierd6tal PRhPATG HEULCEndRY 1AL daRMaabvisadieoS

conputi ng noghe rcfmln?e%e_gp,ebgt issningfa tdratudtougi AR non ciepldeal  cetypatdr t hat
were previously performed by the m grated conputi n% ode; n?

aut omat i cal | petkcsanding a mesgage & theferpate e@e‘ﬂ Fi'ng node on the
originating conputer network with a gateway device on the originating

conputer net mfa{g]t hat s itc@é‘fih&!é%\@ddb‘fbfrhﬂﬁ&ﬁ aft pMdih 660 kS tharaeteived

conput er netwt jsuch that, for each of one or nore conmunications sent
over the ori goquast ng informatien isenobak indicatian afdalcesputingenodagnigratien.i on,

th i i I f ded h i i
e ded t e doulis coBHaes dnsiaat (oo BREkLoEs 0 RS HEET lorks b ifielst offfer,
network. [O0133}Chay e@&iorﬁﬁﬁs CRPPOSASE. Cl%ﬁeﬁ%n%!e? Fﬂi{fz&&y@és vhepeidtionse

first conputer network includes one or nmore physical conputer networks with
nul tipl e conpwayi ingludsd peovadingreureentratatust infeimafissyabput tosial peEAr BRoteand

wherein th t twork i ' .
el udes mul SPRPLIBEEPAES et g ApaRyiay MEUUR. SGET S Tn JRSBBhte B3k
renote from ffiedBeopr indRsR f pémddiegingraphigs thecasdcangnce of particular

situations), various types of administrative or housekeeping actions, etc.

[0090] After blocks 620, 630, 650, 665 or 685, the routine continues
to block 695 to determine whether to continue, such as until an explicit
indication to terminate is received. [f it is determined to continue, the routine

returns to block 610, and if not continues to block 699 and ends.

[0091] It will also be appreciated that in some embodiments the
functionality provided by the routines discussed above may be provided in
alternative ways, such as being split among more routines or consolidated
into fewer routines. Similarly, in some embodiments illustrated routines may
provide more or less functionality than is described, such as when.other
illustrated routines instead lack or include such functionality respectively, or
when the amount of functionality that is provided is ailtered. In addition,
while various operations may be illustrated as being performed in a
particular manner (e.g., in serial or in parallel) and/or in a particular order,
those skilled in the art will appreciate that in other embodiments the
operations may be performed in other orders and in other manners. Those

skilled in the art will also appreciate that the data structures discussed
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[0114] A ause 23. The conputing device of clause 22 wherein the multiple
conputing nodes of the first conputer network are under control of a first
entity, wiereimiiite ot her computing nodes of the secondPCoMsaM16/04288% Wor k
are under control of a distinct second entity, wherein the second entity
provi des a network-accessi ble service that enables clients to configure
virtual conputer networks provided by the network-accessible service on
behal f of the clients, wherein the first entity is one of the clients of

t he networ k-accessi ble ser S K is
one of the vgl??\(?afnacyoﬁ'suﬁéqctﬁ'ee[dm@n aﬁgggéﬁhﬁé ?ﬁi&pgsw E‘lﬁ]gcessr\‘@%
service, thedaecamgctarsmeplie mtoehubiple Hetmgtrqenfregtmelw havirgenatipledata
extension to the first conputer network. [0115] Cl ause 24. The cqnputi ng

devi ce of clslieBures wREpel tedeinto ratsipgigpdats Staicheek i SiR1aaYs ”6n%°r8f3 nor e
physi cal ST fitfStratt! @il RS ULRI rRESS: fREs ARRIaLBRT ©

first geogra ocatl ons, erern the’secon conmput er netwo

i ncl uges onetg@h IWe@cﬂbbe,rswyas o\ﬁiem@umpuilmstraadvdat@swa:threminstqﬂcbiankher
conputing nodes at one or nore other second geographical |ocations that are
remot e from @h&Hie SHUChonEorMation RNV A" \géﬁgq%ﬁn%moﬁﬁifé]t@%l

The conputi ngdlaylifeh Mt i S°&d flaitbielel n the

[0092] Clause 1. A method for a computing system to facilitate
dynamic migration of networked computing nodes, the method comprising:

managing muitiple communications sent to multiple computing
nodes of a first computer network while the first computer network is in use,
the multiple computing nodes being located at a first geographical location
and each being associated with one of multiple distinct network addresses
for the first computer network, the multiple communications each indicating
at least one destination network address that is one of the multiple network
addresses so as to specify at least one of the multiple computing nodes as
being an intended destination for the communication, the managing of each
of the communications including forwarding the communication over the first
computer network to the at least one intended destination computing nodes
for the communication based on the at least one destination network
addresses indicated by the communication;

after the managing of the multiple communications, and under
control of one or more computing devices configured to dynamically and
incrementally migrate the first computer network to a remote virtual second
computer network at a second geographical location while the first computer
network continues to be in use, and for each of the multiple computing
nodes of the first computer network:

receiving an indication of migration of the computing node of
the first computer network to a distinct replacement computing node at the
second geographical location that is part of the remote virtual computer

network, such that after the migration, the replacement computing node of
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originating conmputer network for each of the one or nore conputing nodes is
the first conputer network and the destination conputer network for each of
t he one oworrigitiyaput i ng nodes i s the second conputer memmsek /032888 wher ei n
the facilitating of the dynamic mgration is perfornmed for each of the

mul tiple conmputing nodes of the first conputer network so as to

i ncrenmentally mgrate the first conputer network to the second conputer
network while the first conputer network is in use. [0117]d ause 26. The

conputing deyi ce of, clause 25 wherein the addresses used b he.. [, nore
conput i ng noﬁ?srqrﬁa’ie &'?‘é‘aﬁFa?M%f 'a?@"q{grrﬁﬂ%pgsiﬁar@@%?g %ﬂﬁp%ﬁgfjﬁet he

automat| c asgeGi-At bﬂ%é’fﬁréth@rh?ﬁ%wﬁra@féﬁ%e@fhé_hem addrees efrthgr at ed
conput i ng nodes on the originating conputer network with the sgat eway device

on the ori gi migrated ceermpputing neeaswrier | pryeings opatiease ehythgelirss ecompuiar
originating cogyukernnetv\ork acting to spoof the hardware addresses of the
one or nore HFYFAfed gorrputi ng nodes so as to cause communi cations that are

sent over the origi nat adgoraatfivallyessswiiamk tHeo neeorkaddivese ofdie enigested! t he
one or nmore mgrated conputing nodes to be directed to the gateway device

on the ori gi AeMpHingaiesie en the firkraempeter spbvatkswith 2 gatewayotRiies Rg W6y ce
Chat s’ PRSP SRS T S ded 1, P RS AR e roces

that are mg are resses,” and wherein

aszoci ati n% tHe tdmeotectimnakeardgutes seswofk;tdmel one or nore mgrated conputing

nodes on the originating conputer network with the t eway..devi ce on the

gri gihnati ng conputer n rihe weigration afi 8i auPsRf 8?1% 6r "?f‘ﬁ?fgleaﬁﬂﬂlﬁr%'é‘ﬂent s
y the gate ' h | ' :

Communi cat | onEdeH AR Frlliddh BT R HiBfiohEl iR, e
net wor k addr egee theffirstheommerter netwerknitgatagach dodipatel agdestitestiononbavork

directed to égg regs%t 1?svevady bg %\1% ?gp!%ge;n%%t%gn%uqza&gi Hgdé: ?gﬂj g;ﬁg rof ?I% \éanIE)'uting
nodes of the subset, the managing of each of the additional communications
including forwarding the additional communication over the first computer
network to the configured gateway device, so that the configured gateway
device forwards the additional communication to the remote virtual computer

network for delivery to that replacement computing node.

[0093] Clause 2. The method of clause 1 wherein the first
computer network is a physical local area network, wherein the remote
virtual computer network is configured to be an extension to the first
computer network such that the computing nodes of the remote virtual
computer network use network addresses for the first computer network that
are distinct from network addresses currently in use by the computing nodes
of the first computer network, and wherein the method further comprises:

before the dynamic migrating of the first computer network to
the remote virtual computer network,

automatically associating the network addresses of the
multiple computing nodes of the first computer network with a second
gateway device on the remote virtual computer network that is configured to

represent the muitiple computing nodes of the first computer network; and
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[0119] A ause 28. The conputing device of clause 21 wherein the mgration
manager nodul e i ncl udes software instructions for execution by the

conput i ngvOewiler15750120] G ause 29. The conputing devi ce Pofl/usk@n9€282d
wherein the mgration manager nodul e consists of a means for facilitating
~dynamic mgration of one or nore conputing nodes between distinct first and
second | ocal area conputer networks while the first and second conputer
networks are in use, the facilitating of the dynam c m gration including,

for each of the ti 10des: VAo
i ndi cation of a (r)n'ngrg{ 2y rrﬁ?ﬁ%ﬁg’uelﬁ{%ﬁ'l ! n’?%SOS’P?oc?é M5t %tHBBr.OE‘ﬁ'ﬁ"ﬂ‘?ér%g‘Oﬂg
conputer net ¥\Qﬁt{: dver e Sidmigte! Qi MBERUtECIENVISTk TRt OEaEh Nindidade a

comput er network being one of the first and second conputer networks and
the desti nat destiradignunetvorlk eddressoesed by ipnepiiae prltiplcempyiting APAss Bnd

conput er net wor k the mqgrated,c uty ng USi ddres S t of
oper ations Oé\!'%t hﬁr‘s&icmlﬁphgn Rﬁg@eﬁf‘%eﬁﬁ%&%’ﬂgf Or}gea%%@ mBSrafoﬁﬂgeﬁd
bei ng repl acggmpyurficaticid nedluapg devERaingC e uithag covdmupicdtion dest ithet i on
conputer network that uses that address after the mgration, sucﬂ_ﬁtthtgt
i'0fs of

?L ter the mt m@ieowrtuah@orrwgrcsmrkd@dﬁatswnﬁﬁrﬂew&ﬁl RS,
e originating. .c n r j ; :
m gr at ed co@%%q%%%g{ayaﬁ§we f5%d¥\e{h%a%§%%t%%wﬁ%i@écﬁttimr?gtnt e

address of thempugsrahetiveranfait deliyerpde tie bhe comngutiag i myle dngiuuses ribewor k
with a gateway device on the originating conputer network that is

configured tdestnaioncretwark aﬂﬁ@ﬁfé@ﬂi%‘i‘ By t %I?H‘lﬁréforﬂ fuch that, for
et vork fothat addr csengr S RoRreEh 8L e HiRE CHrifhiny neRBB e e
to the confi it edmputer network, the automatic associating of the network address of

the computing node on the first computer network with the gateway device

on the first computer network further includes disassociating the network

address of the computing node with the second gateway device on the

remote virtual computer network.

[0094] Clause 3. The method of clause 1 wherein the multiple
computing nodes of the first computer network are under control of a first
entity, wherein the computing nodes of the remote virtual computer network
are under control of a distinct second entity, wherein the second entity
provides a fee-based configurable network service that enables customers
to purchase access to configured virtual computer networks that are
provided by the configurable network service on behalf of the customers
using cloud computing techniques, wherein the first entity is one of the
customers of the configurable network service, wherein the remote virtual
computer network is one of the virtual computer networks provided by the
configurable network service, and wherein the remote virtual computer
network is further configured by the configurable network service to provide
networking capabilities for the migrated first computer network that were
provided by one or more physical networking devices of the first computer
network before the dynamic migrating of the first computer network to the

remote virtual computer network.
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gateway device to be forwarded to the replacenent conputing node of the

destination conputer network. [0121]Fromthe foregoing it will be
appr eci atwo 20hiatiis7al t hough speci fic enmbodi nents have be@nTdassewiokzsss her ei n
for purposes of illustration, various nodifications may be nade w t hout

deviating fromthe spirit and scope of the invention. Accordingly, the
invention is not limted except as by the appended clainms and the el ements
recited therein. In addition, while certain aspects of the invention are

ted b i in clai he_i .
oresent ed bel ey oer Pl A S b SNBSS T BAif .
whi l e only sQURaRARPRAratoh df hetveNedt dampling Aodestheymethodesrhpdsiag: bei ng

enbodi ed in a conputer-readabl e medi um other aspects may |ikew se be so
embodi ed. CLAI M5 What ungdet cantretiof ene ox e geeruting dsvicrsceonidusd tPor

facilitati ”ngXé‘r%E‘éa y migrate a first computer network having multiple computing

nodes at a first geographical location to a remote virtual second computer
network at a second geographical location while the first computer network
is in use, and for each of at least some of the multiple computing nodes of
the first computer network:

receiving an indication of a migration of the computing node of
the first computer network to a distinct replacement computing node at the
second geographical location that is part of the remote virtual computer
network, such that after the migration, the replacement computing node of
the remote virtual computer network replaces the migrated computing node
as part of the first computer network and uses a network address of the first
computer network that was previously used by the migrated computing
node;

automatically associating the network address used by the
replacement computing node with a gateway device on the first computer
network that is configured to represent the replacement computing node of
the remote virtual computer network; and

after the automatic associating of the network address,
automatically managing one or more additional communications sent over
the first computer network to the network address used by the replacement
computing hode, the managing of each of the additional communications
including, after the additional communication is forwarded over the first
computer network to the gateway device that represents the replacement
computing node, forwarding the additional communication to the remote

virtual computer network for delivery to the replacement computing node.

[0096] Clause 5. The method of clause 4 wherein the at least
some computing nodes of the first computer network include all of the

multiple computing nodes of the first computer network, such that all of the
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m gration of networked conputing nodes, the nethod conprising:

under control of one or nore conputing devices configured to dynamcally

m grate awbizpsifoiczyaput er network having nul tiple conput Pog/usotiesn4zss a fir st
geographical location to a renote virtual second conputer network at a
second geographical location while the first conputer network is in use,
and for each of at |east sone of the nultiple conputing nodes of the first
conput er network: receiving an indication of a mgration of

t he conputing node of the ut er t wor. k

conput i ng noﬂ"é“ t a(OTRUIEd o O Bedﬁj g ?ﬁ%%”faﬁ}scﬁlﬂsﬂ'”@ﬁ% qatgt ltﬁés '[|o%’g{r’?tr &rﬁ_ﬁaqrrent
renote virt Uéé W_Ee{aw{éﬁvoﬂ@wmé khe Skt onAiterhbatorkhe inTLgs aandwhetdia the

repl acenent uting node of the renpte virtual conputer network repl aces

the migrat edremalmnrtug! poniputey nrtworlois eorfiguredito apaalicens ﬁ@t%?RS'QHdouses
e o o et o ek dethofiC TR e eI Alorifion R i 8t Agtod P

the mgrated ssoci ati ng

network addr gggp Ut@%é&w&mm frePlcReEERNtusiasapiiteg n@@d@rkwstdmnqolgm eway
device on the f| rst conputer network that is conflgured to represent the

repl acenent conputing node of the renote virt t t K
after the aull®%Hli c as&devsg Png oh Qh@em%ﬁ?ﬁ %{ﬁégggg ?%\GQ%W\Q%@EP%Q

managi ng one d | ut er
netan K to ¢ ALOMRIIR CoctaR, SATRIMERE' lRp R RYRies Aedda® P e
managi ng of grchembtd hirtad didmpuiel netwotknte airovide netwionkdinggeasitiies: fos
addi ti onal communication is forwarded ove %ter network to

t he gat eway H&/l%gfqtﬁﬁtf‘rﬁ&mﬁé n%or}éah%{ﬁ\f?&%trg@c HgCRo Y, Mmore
forvarding t Aeyadgy He%a{ F@é\flbéétbp'?héofﬁé?ecéﬁfﬂ&tt@r Viehhoal ORI HRE

networ k for rver acenment conputing node
2011/ 011576Pﬁ5’6/ré18%ﬁﬂa]/ m@aﬁan of the first computer network to the remote virtual

computer network.

[0098] Clause 7. The method of clause 4 further comprising, after
the dynamic migrating of the first computer network to the remote virtual
computer network, and for each of at least one of the replacement
computing nodes of the remote virtual computer network, automatically
facilitating a reverse migration of the replacement computing node back to a
target computing node that is part of the first computer network, such that
the target computing node replaces the replacement computing node in the
first computer network after the reverse migration and uses the network
address of the first computer network that was previously used by the
replacement computing node, the automatic facilitating including
disassociating the network address that was previously used by the
replacement computing node with the configured gateway device on the first
computer network so that subsequent communications directed to that
network address are forwarded via the first corhputer network to the target

computing node.

[0099] Clause 8. The method of clause 4 wherein the at least
some computing nodes of the first computer network are selected for

migration based on at least one of one or more instructions received from a
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2. The nethod of claim1 wherein the at | east some conputing nodes of the
first conputer network include all of the multiple conputing nodes of the
first commpotervmei?or k, such that all of the first conpeCerUSRENSES i S
incrementally mgrated to the renote virtual conputer network while the
first conputer network is in use, and wherein the renote virtual conputer
network is configured to operate as an extension to the first conputer
network until the increnmental mgration of all of the first conputer

network to the renote vi,rt.yal, conputer..network is c I . The
met hod of cl 4P ?qutﬁ_grw'gbtﬂﬁ rerﬁ%ﬂ QHH@L&?’?‘E&#‘?T%{'?%?iorfgsagﬁ%mg?nmre
conputing deyf RS GIShefd pi@folsly idfinedr @RBlis fir selatios @TRHE &t lasivedrket o
provi de networking capabilities for the mgrated first conputer network

that were prowingatingyrodes. or nore physical networking devices of the first
conputer network before the incremental mgration of the first conputer

network to t eldoim)te ﬁ’%%%éagfcmﬁﬁg Oé{ﬁBéﬁ‘Prdfr- .clau%e 44¥V‘|Iiltgﬁeelﬂfet Rashraf

claim1 furt onpri ter ynam c mgrating o First

conput er net ydiatihg diee of @Bt ekt damec computingneddey bf thedirstocorepaterof at
| east one of the replacenent conputing nodes of the rermteﬁ( vi rtual f&grrputer

network, aut BaRaTkdPIthefrgmate nartuA LANPEEE Netwalky the ingiwet address HTd0Enent
conmputing no b [ | Sic heg i pSt
conput er net @Aﬁ? k%ﬁ%ﬁn@hifdetgﬁ}ef ‘?‘%?gt%‘ %Eﬁ%?n@%"&’é IrS e%f%%d;éteyhg”ﬁq _é
repl acement sewand igalewayedévice hen fthes temotepwirtual neompuierahedyorkhthateiger se
m gration and uses the network address of th%_ first copptﬁt eﬁ r,Eetvvorktthat
was previ ousfFyniigiEgdpie trﬁBrﬁs@gﬂtag@n@ﬁ'@ CBMRHINGg NRIGCCT t1HE LRt ohATPLTeT
facilitatingg] ' oS @SS O&ch ] pehlodt addEss t
previ ously u%‘%@‘?‘%{w‘%‘ﬂg‘”ﬁ@?@@eﬁ%ﬁﬁ‘@gcﬁ%@isﬂ‘?%gg t\?\nqﬁ%?t %e (;o_n?i gt_JrSgdo

gat eway devi the first tdvengiites netwoptad whevain khe cauthematisuassapiating with the

et e Rt Setitoidh LR i oot b Ot RGN ey Yage' 1
claim1 wher s'grihé b@p%bem%ﬁlﬁtcoﬁmir@ﬁ@a@ FHOtHR0ERE compiting hoGé of e dirstr

network are selected for mgration-based on at |east one of one or nore
i nst ruct i onscompetaratetivoskrisapars of paedsiohimngettieviempte nirtual pemapwier nelwork

CommaL e Mol VLB S50 PBbRRES Qs Brfhp st
virtual computer network further including disassociating the network
address used by the replacement computing node with the second gateway
device on the remote virtual computer network so that subsequent
communications directed to that network address used by the replacement
computing node are forwarded via the remote virtual computer network to

the replacement computing node.

[0101] Clause 10. The method of clause 9 wherein the one
computing node executes a copy of each of one or more software
applications before the migration of the one computing node to the
replacement computing node, and the provisioning of the remote virtual
computer network to support the replacement computing node further
includes initiating execution on the replacement computing node of a copy of

each of the one or more software applications.

[0102] Clause 11. The method of clause 4 wherein the first

computer network includes one or more physically interconnected local area
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6. The nethod of claim'l wherein, before mgrating one of the at | east
sone conputing nodes of the first conputer network to the renote virtual
conput er wotawrid1s76he net wor k address of the one conput iPog/useale/oafsss he
first conputer network is associated with a second gateway device on the
remote virtual conputer network that is configured to represent the one
conputing node of the first conputer network by forwardi ng conmuni cati ons
directed to that network address to the first conputer network, and wherein

t he automati c associ atin t at ewa on t ef' t r
netvvoler of Itq;@nsﬁat%l ﬁi"l”ﬁ ‘stg' Jﬂé‘ﬁ rtaﬁé qagécgﬁg CH‘HS{?[II S'Cﬁé?rﬁ) §%egf or
the one Corml%he rg‘)ﬁvguh%f‘elhhﬁﬁé 'rén%bté%&‘éleéoﬁ@hw ketwworkalst abfa second

provi si oni ng t te virtual computer network to support the repl acement
conput i ng nogeograiphiqal decaiiamiand d&  uhder eentre! vofr Bu disttehprRGONdn &NKBH k

further inclu sassoci ati the network a
repl acenent ‘ﬁ’gﬁfﬁ%l ﬁﬁﬁgnaﬁ rﬂtﬂyh%rogl & &89@&%?%3%3"?&8’ gk’ %%ﬁ}gm?ewn
virtual Coméﬁﬁaeaet:wéﬁtg fi)ocbhﬁ%;ul%lWeﬂbn@@mhmﬂéﬂk@nﬁr@uﬂ@ﬂ:t@ﬁthe t hat
net wor k address used by the replacenent conFutl ng@ngde are forwarded via

o)

the renote vwnflgalrab@mpehwk @@Nlm lort behale nwheesip dbe dsshentdy

7. The nethod of cl wher C r i ne or
nore physi cafl ?/m? rﬁfat:hgo?tll?@(tf EtHSCg&fzgruré%&goH%w ner?ff Lo hd ‘?ﬁ%ﬁﬁfst |h§st
geogr aphi cal rdresgt VRpfuaktbrhSutendritwe e tis Qineobf ahél\nﬁttlalemrrtpﬂtew\het\mmst he
remote virtual conputer network is at a secqond geographical |location and is

under cont r oprayided by $1¢ aepfigiwableuneiwark pervif@r ei n the second entity

provi des a configurable network service that enables clients to configure
virtual conp netvvoblf\,\%l id cgpf @bll1evmaérgp,r khSend @ on
behal f of th@t‘%rs ents ﬁﬁ’% tﬁg’et?ﬁéﬁggn?ftdl&?gs one of the clients of
the confi gurmere ocetfigurkdseompatingaddvicher aien a;jeeateldemmUervwntudl otdhput er
network is one of the virtual conputer net hé Vld

confi gur abl eCorfiGARIEs dyefweEk service, vehergfy %tragfjea.'fﬁt‘t’oaheﬁeé}"ﬁet he
one or oY € GORAGUEEH FAIRUbE brASHiP HoMeS fa?eaééqﬁ RS sanseppugsr t he

conflgurable networ K servi ce, wherel he confi gurabl e network service
provi des a phetv\airksprovldedwmgamfcgiﬂfablﬁaomemmklsﬁwlh% whetaialthe @hleasdr

net wor ks provi de e co rab e network servicge. t ¢ east
sone corrpgt i %@nﬁo%%‘épﬂt?”q HQ tth%éiﬁﬁﬁoé? %QWWO%‘PF%% @V\A(/go} n?Or’r’%rog of
the multiple {8 Gohiifting OFﬁcjdé'seotft!h%sﬁrs?@dﬂi’r‘]é'm?elir WGP kancadhevdiar firn,

for each of t e at | east sone conmput i ng nodes, the replacenment conputing
node for theeadnmit ihegahdemstosompecompsting drslaserthaetapiacement camputingt  one

of e, ur ol b commuL o oot o AFURGHE RGeS £5RrpreAl

network on bghahé @ tlratﬁct;,e dfi &6hpatihg tivodssehat atseldiged G!W)ttteevmdrtﬂmirable
conput er network includes two or nore dynam callf\; added co ut| ng nodes
e

after the dynaMkanﬁgfrViﬁEi @1do1dynﬁml$aitystadéi@ﬁptﬁé nearaBiex Virga heOmpHisTe
virtual Conpﬁtgﬁ\bqrﬂ W%gfnalf e first eﬂﬁﬁb ctt'toﬁa? hélrét'rﬂ%t% \)’iﬁﬁélebd?m Lggr each

of one or sofe €O I'ng no e frirst ¢ nputer

net wor k t hat naforkiigciatied tive drhﬁot@dzhamalylmidetbwmpatlngetontaskaﬂeﬂtBe
m gration of the conputing node to the renote virtu [

cofrput er F%t\t\ﬁl’k]tl
per f or ned |ndﬁﬂamm%lgtatﬁ?ﬂspﬁéfr§ﬂﬁ first &%Pu@énﬁﬁwqg IHdEE BMPKe ity
conput er net X\@@tﬁ t t he other conputing nodes continue to send
ot her conmmuni (t)ns over the first conputer network to destination
conputing nodes of the first conmputer network during the mgration of the
conput i ng nofiH,044nd sucHatsemt 3t hélties trhatitcdon of onglatiseg hddewhereint theast

f th th t de b
10. The met hRPIRFSEFET APTEHIBRRRIRTh ST BY o e a0 0P B SeBEE org
devi ces i ncl egethe ;‘Ft%%i 'raae%egﬁbgw die\oree, ofaﬁmmgmér physitae campymrrtg

addr esses of each the at least sonme conputin the first
conmput er net wstbnaar of | thee coafig@adie owtwork Fse;wu@edrme@erem the dynamic

adding of the two or more replacement computing nodes to the remote
virtual computer network includes configuring one or more virtual machine

manager modules that execute on one or more of the physical computing
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WO 2011/ 011576PCT/ US2010/ 042858 11. A computing device configured
to facilitate dynam c mgration of networked conputing nodes, conprising:
one or nOWe 2priguexsors; and a mgration naragars2mmomdudssst hat i s
configured to, when executed by at |east one of the one or nore processors,
facilitate dynam c mgration of one or nore conputing nodes between
distinct first and second | ocal area conputer networks while the first and
second conmputer networks are in use, the facilitating of the dynam c

m gration incluyding, for each of the.on | :

recei vi ng anSY#Briné%Pi 'Bﬁ‘"a?ea?oﬁi"&}"&{".a&ﬁ“gffg’{ Werg) @g?‘rt%@tr(lﬁ #géﬂ%ﬁgﬂ (r%%rﬁoa%hat
originati ng gRNMpSEId WEHYEN ndchiredlesél ingluded eempattebf akwerkotd virtual
originating conputer network being one of the first and second conputer
net wor ks andcemputisgiatwath-on conput er network being the other of the first
and second conputer networks, the m grated conputing node using an address

as part of ogﬁrgg)ﬁi ons gflad&gg‘ri g%?ﬁe:?ﬁ%{gm b AUNRER e 85& bP8ne

m gration an ng replaced by repl acenent conputing node of
the desti nat bpmaremfuherat eastasdme kamputieg hddes aflithelist abmpuiehsetwork

m gration, such that after the mgration, the replacenent .conputi nqde
repl aces opemi%ﬁsmtﬂ‘raﬁﬁ'et%m%irﬁ’gpﬁ%d’%ﬂ@?u%étqé\“’?% ﬁg?%@ﬂgn ot

previ ous! y PRI 5 fiBHhiy nbBE 15}k ABiE Uil LompLaieneifk is performed in a

aut omati cal | y assocCr atY ng e address o m grated conputing node on the
origi nati ng prampet émnspartkowithér eomputngynodesi afdherfirshecroputgrmatvag,

comput er t k that | [ d tq.int t with . th tinati
computer net Sk S0ah i Othst  2EPBindn BORRS nor b it o Sns SIS
over the ori ghnaliifiSatitHEP BYEF RSNy 5omutérahe@§#ket%8dé§ﬁﬂtidm@omp@nabi on,

i
the communication 1s torwarded to the configured gateway device to be

f or war ded t ontties of ghadeskeaompotgrunemeprkatiging thehsigesionnat then cesypylingr
network. node, and such that the destination computing node for at least one of the

other communications is the computing node being migrated.

[01086] Clause 15. The method of clause 4 wherein the one or more
configured computing devices include the configured gateway device, and
wherein the network addresses of each of the at least some computing

nodes of the first computer network are Internet Protocol (“IP”) addresses.

[0107] Clause 16. A computer-readable medium whose contents
configure one or more computing devices to facilitate dynamic migration of
networked computing nodes, by performing a method comprising:

under control of the one or more configured computing
devices, and while a first computer network is in use with multiple computing
nodes that each has a distinct network address for the first computer
network, facilitating dynamic migration of one or more of the multiple
computing nodes of the first computer network to a distinct virtual computer
network by, for each of the one or more computing nodes of the first
computer network:

receiving an indication of a migration of the computing node of
the first computer network to a distinct computing node of the virtual

computer network, such that after the migration, the distinct computing node
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12. The conputing device of claim1l wherein the first conmputer network

I ncl udes one or nore physical conputer networks with multiple conputing
nodes at woeooroim¥yse first geographical |ocations, and wagruszeoomsssecond
conputer network is a virtual conputer network that includes multiple

ot her conputing nodes at a second geographical |ocation renote fromthe one
or nore first geographical |ocations. 13. The conputing device of
claim 1l wherein the first conmputer network includes one or nore physical

conput er networks with nulti.pl i £

geogr aphi cal gfﬁ@at"%’rﬂ Comt%ﬁi}ei‘ﬁwhgggéﬁgﬂﬁgh}%%‘ag?&ﬁégﬁgﬁ n;"h%]'tﬁges
one or nore ghMputiAGYBHeTor 6ATBIgSspdTativns lssthe filst cuhigudéenstitozk; adput i ng
nodes at one or nore other second geographical |ocations that are rempte
fromthe one or nore fRutAMaticallyaassasiatindothe nefork address of therRRIGEHRHUt | ng

devi ce of cl aj . rei Of1 gl ' : f the
one or mor o CoMBANPASREE R HE A HRANEP BSSITR RS el diod 8Athe
desti nati on fefRBhRPutechemvdrkitbat Bagdnfigurédiéo arteramt withr thecdrtpat corgpatades i s

t he second conputer network, and wherein the facilitating of the d ntﬁm'c
migration i SNERYaTrsHel Gt t5@RGT Of MBenal MOsP CABMUHIAENA =AY Qe {RE
first conput MiaTelg gﬁ&ﬁl Lr-atigat | FTRREET
network to tﬁ%ts%g’(%%?%pt‘gére% fbng}%\toﬁ ?Iéedqrﬁéegfoﬁrtgte @%ﬁﬁ%onetumgrbk S
in use. nodd Saftef the cautprtaticgaskndiatengo fthe | innmubicstionevitl bédonwardedi on

manager nodul e consists of a means for faciljitati dynam c, m.grat.i on of

one gr nor e %ﬁbﬁt?%'%@@sgﬁtﬁv\’/ﬁé/erg%“‘seﬁ ?fﬁﬁt‘éuftﬁ%{}%aﬁ%r 'é%otr?g‘lﬂlgeocé{ﬁﬁ%tea

conput er net gaﬁﬁ\@i o%ewhéiﬁﬂa!%ﬁﬁﬁpﬂgmmer networks are in use,
0 e dyn

the facilitatin t am c mgration 1ncluding, for each of the one or
nore conputing nodes: receiving an indication of a mgration
of the compuld19§]node Hawsean7or ilgienaadmpuiesngadablenmeadivm of alagest i1Rat i on

conmput er network,. the originating.conputer ' ! fisr st
and second c‘\&ﬁ_ﬁ[ﬁ'@rtnﬁe’f‘% R tW@nﬁgéﬁ r?iﬁ%%ﬁﬁ%toﬁ%ﬁ}%&g@ t\%)rr&gggiér}g t he
other of thephsrsf rABEE FRESORYERPAPHIEST I6GtIMASK Swhétein Niher airahl coomplitarg
node using an address as part of operations of the originating conputer

networ k bef onetwatk isi teraeteofroandhediral coadeeMebyork @ngt instidase pruldRigent
computing nOdﬁg?{c(S)tﬁrbgut?negs hbB8k | 4" SQEBHA YeddFh¥REY! fiatiol $8MdtBatorRdrEESS

after the m'a
one or more first geographical locations, wherein the remote virtual

computer network is configured to operate as an extension to the first
computer network, and wherein, for eaéh of the one or more computing
nodes of the first computer network, the distinct computing node of the
remote virtual computer network to which the computing node of the first
computer network is migrated is one of the other computing nodes and
operates as a replacement of the computing node of the first computer

network on the remote virtual computer network.

[0109] Clause 18. The computer-readable medium of clause 17
wherein the multiple computing nodes of the first computer network are
under control of a first entity, wherein the computing nodes of the remote
virtual computer network are under control of a distinct second entity,
Wherein the second entity provides a network-accessible service that
enables clients to configure virtual computer networks provided by the
network-accessible service on behalf of the clients, wherein the first entity is

one of the clients of the network-accessible service, and wherein the remote
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WO 2011/ 011576PCT/ US2010/ 042858 such that after the m gration, the

repl acenment conputi ng node replaces operations of the originating conputer
net wor k twetowanes7pr evi ously perforned by the m grated eompszémg423stle; and
automatical ly associating the address of the migrated conputing node on the
originating conputer network with a gateway device on the originating
conputer network that is configured to interact with the destination
conput er network such that, for each of one or nore conmunications sent

h e . . .
the. communi cArhaher@rERTik Pog® B0 & Wik TGl E4MFERE Ao uils BBy o
Lg[miged t otHehGetnRPk-3eeaEsiblecosmitel Ng node of the destination conputer .

[0110] Clause 19. The computer-readable medium of clause 16
wherein the facilitating of the dynamic migration is performed for each of the
multiple computing nodes of the first computer network so as to
incrementally migrate the first computer network to the distinct virtual

computer network while the first computer network is in use.

[0111] Clause 20. The computer-readable medium of clause 16
wherein the computer-readable medium is at least one of a memory of one
of the one or more configured devices that stores the contents and a data
transmission medium that includes a generated stored data signal
containing the contents, and wherein the contents are instructions that when

executed cause the one or more configured devices to perform the method.

[0112] Clause 21. A computing device configured to facilitate
dynamic migration of networked computing nodes, comprising:

one or more processors; and

a migration manager module that is configured to, when
executed by at least one of the one or more processors, facilitate dynamic
migration of one or more computing nodes between distinct first and second
local area computer networks while the first and second computer networks
are in use, the facilitating of the dynamic migration including, for each of the
one or more computing nodes:

receiving an indication of a migration of the computing node
from an originating computer network to a destination computer network, the
originating computer network being one of the first and second computer
networks and the destination computer network being the other of the first
and second computer networks, the migrated computing node using an
address as part of operations of the originating computer network before the
migration and being replaced by a distinct replacement computing node of
the destination computer network that uses that address after the migration,
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such that after the migration, the replacement computing node replaces
operations of the originating computer network that were previously
performed by the migrated computing node; and

automatically associating the address of the migrated
computing node on the originating computer network with a gateway device
on the originating computer network that is configured to interact with the
destination computer network such that, for each of one or more
communications sent over the originating computer network to that address
after the migration, the communication is forwarded to the configured
gateway device to be forwarded to the replacement computing node of the

destination computer network.

[0113] Clause 22. The computing device of clause 21 wherein the
first computer network includes one or more physical computer networks
with multiple computing nodes at one or more first geographical locations,
and wherein the second computer network is a virtual computer network that
includes multiple other computing nodes at a second geographical location

remote from the one or more first geographical locations.

[0114] Clause 23. The computing device of clause 22 wherein the
multiple computing nodes of the first computer network are under control of
a first entity, wherein the other computing nodes of the second computer
network are under control of a distinct second entity, wherein the second
entity provides a network-accessible service that enables clients to configure
virtual computer networks provided by the network-accessible service on
behalf of the clients, wherein the first entity is one of the clients of the
network-accessible service, and wherein the second computer network is
one of the virtual computer networks provided by the network-accessible
service, the second computer network being configured to operate as an

extension to the first computer network.

[0115] Clause 24. The computing device of clause 21 wherein the

first computer network includes one or more physical computer networks
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with multiple computing nodes at one or more first geographical locations,
and wherein the second computer network includes one or more other
physical computer networks with multiple other computing nodes at one or
more other second geographical locations that are remote from the one or

more first geographical locations.

[0116] Clause 25. The computing device of clause 21 wherein the
originating computer network for each of the one or more computing nodes
is the first computer network and the destination computer network for each
of the one or more computing nodes is the second computer network, and
wherein the facilitating of the dynamic migration is performed for each of the
multiple computing nodes of the first computer network so as to
incrementally migrate the first computer network to the second computer

network while the first computer network is in use.

[0117] Clause 26. The computing device of clause 25 wherein the
addresses used by the one or more computing nodes that are migrated are
hardware addresses, and wherein the automatic associating of the hardware
addresses of the one or more migrated computing nodes on the originating
computer network with the gateway device on the originating computer
network includes the gateway device on the originating computer network
acting to spoof the hardware addresses of the one or more migrated
computing nodes so as to cause communications that are sent over the
originating computer network to the hardware addresses of the one or more
migrated computing nodes to be directed fo the gateway device on the

originating computer network.

[0118] Clause 27. The computing device of clause 25 wherein the
addresses used by the one or more computing nodes that are migrated are
network addresses, and wherein the automatic associating of the network
addresses of the one or more migrated computing nodes on the originating
computer network with the gateway device on the originating computer

network includes initiating one or more announcements by the gateway
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device on the originating computer network to cause communications that
are sent over the originating computer network to the network addresses of
the one or more migrated computing nodes to be directed to the gateway

device on the originating computer network.

[0119] Clause 28. The computing device of clause 21 wherein the
migration manager module includes software instructions for execution by

the computing device.

[0120] Clause 29. The computing device of clause 21 wherein the
migration manager module consists of a means for facilitating dynamic
migration of one or more computing nodes between distinct first and second
local area computer networks while the first and second computer networks
are in use, the facilitating of the dynamic migration including, for each of the
one or more computing nodes:

receiving an indication of a migration of the computing node
from an originating computer network to a destination computer network, the
originating computer network being one of the first and second computer
networks and the destination computer network being the other of the first
and second computer networks, the migrated computing node using an
address as part of operations of the originating computer network before the
migration and being replaced by a distinct replacement computing node of
the destination computer network that uses that address after the migration,
such that after the migration, the replacement computing node replaces
operations of the originating computer network that were previously
performed by the migrated computing node; and

automatically associating the address of the migrated
computing node on the originating computer network with a gateway device
on the originating computer network that is configured to interact with the
destination computer network such that, for each of one or more
communications sent over the originating computer network to that address

after the migration, the communication is forwarded to the configured
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gateway device to be forwarded to the replacement computing node of the

destination computer network.

[0121] From the foregoing it will be appreciated that, although specific
embodiments have been described herein for purposes of illustration,
various modifications may be made without deviating from the spirit and
scope of the invention. Accordingly, the invention is not limited except as by
the appended claims and the elements recited therein. In addition, while
certain aspects of the invention are presented below in certain claim forms,
the inventors contemplate the various aspects of the invention in any
available claim form. For example, while only some aspects of the invention
may currently be recited as being embodied in a computer-readable

medium, other aspects may likewise be so embodied.
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CLAIMS

What is cfaimed is:

1._ A computer-implemented method for facilitating dynamic

migration of networked computing nodes, the method comprising:

under control of one or more computing devices configured to
dynamically migrate a first computer network having multiple computing
nodes at a first geographical location to a remote virtual second computer
network at a second geographical location while the first computer network is
in use, and for each of at least some of the multiple computing nodes of the
first computer network:

receiving an indication of a migration of the computing node of
the first computer network to a distinct replacement computing node at the
second geographical location that is part of the remote virtual computer
network, such that after the migration, the replacement computing node of
the remote virtual computer network replaces the migrated computing node
as part of the first computer network and uses a network address of the first
computer network that was previously used by the migrated computing
node;

automatically associating the network address used by the
replacement computing node with a gateway device on the first computer
network that is configured to represent the replacement computing node of
the remote virtual computer network; and

after the automatic associating of the network address,
automatically managing one or more additional communications sent over
the first computer network to the network address used by the replacement
computing node, the managing of each of the additional communications
including, after the additional communication is forwarded over thé first
computer network to the gateway device that represents the replacement
computing node, forwarding the additional communication to the remote

virtual computer network for delivery to the replacement computing node.
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2. The method of claim 1 wherein the at least some computing
nodes of the first computer network include all of the multiple computing
nodes of the first computer network, such that all of the first computer
network is incrementally migrated to the remote virtual computer network
while the first computer network is in use, and wherein the remote virtual
computer network is configured to operate as an extension to the first
computer network until the incremental migration of all of the first computer

network to the remote virtual computer network is complete.

3. The method of claim 2 further comprising automatically
configuring one or more computing devices associated with the remote
virtual computer network to provide networking capabilities for the migrated
first computer network that were provided by one or more physical
networking devices of the first computer network before the incremental
migration of the first computer network to the remote virtual computer
network.

4. The method of claim 1 further comprising, after the dynamic
migrating of the first computer network to the remote virtual computer
network, and for each of at least one of the replacement computing nodes of
the remote virtual computer network, automatically facilitating a reverse
migration of the replacement computing node back to a target computing
node that is part of the first computer network, such that the target
computing node replaces the replacement computing node in the first
computer network after the reverse migration and uses the network address
of the first computer network that was previously used by the replacement
computing node, the automatic facilitating including disassociating the
network address that was previously used by the replacement computing
node with the configured gateway device on the first computer network so
that subsequent communications directed to that neiwork address are
forwarded via the first computer network to the target computing node.

5. The method of claim 1 wherein the at least some computing

nodes of the first computer network are selected for migration based on at
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least one of one or more instructions received from a user associated with
the remote virtual computer network and of satisfaction of one or more
previously defined criteria for selection of the at least some computing

nodes.

6. The method of claim 1 wherein, before migrating one of the at
least some computing nodes of the first computer network to the remote
vfrtual computer network, the network address of the one computing node of
the first computer network is associated with a second gateway device on
the remote virtual computer network that is configured to represent the one
computing node of the first computer network by forwarding communications
directed to that network address to the first computer network, and wherein
the automatic associating with the gateway device on the first computer
network of the network address used by the replacement computing node
for the one computing node of the first computer network is part of
provisioning the remote virtual computer network to support the replacement
computing node, the provisioning of the remote virtual computer network
further including disassociating the network address used by the
replacement computing node with the second gateway device on the remote
virtual computer network so that subsequent communications directed to
that network address used by the replacement computing node are
forwarded via the remote virfual computer network to the replacement

computing node.

7. The method of claim 1 wherein the first computer network
includes one or more physically interconnected local area computer
networks at the first geographical location and is under control of a first
entity, wherein the remote virtual computer. network is at a second
geographical location and is under control of a distinct second entity,
wherein the second entity provides a configurable network service that
enables clients to configure virtual computer networks provided by the
configurable network service on behalf of the clients, wherein the first entity

is one of the clients of the configurable network service, and wherein the
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remote virtual computer network is one of the virtual computer networks

provided by the configurable network service.

8. The method of claim 7 wherein the one or more configured
computing devices are operated under control of the configurable network
service, wherein the configurable network service provides a plurality of
computing nodes for use in the virtual computer networks provided by the
configurable network service, wherein the at least some computing nodes of
the first computer network include two or more of the multiple computing
nodes of the first computer network, and wherein, for each of the at least
some computing nodes, the replacement computing node for the computing
node of the first computer network is a distinct one of the plurality of
computing nodes that is selected by the configurable network service and
dynamically added to the remote virtual computer network on behalf of the
first entity, such that the remote virtual computer network includes two or
more dynamically added computing nodes after the dynamic migrating of the

first computer network to the remote virtual computer network.

9. The method of claim 1 wherein, for each of one or more of the
at least some computing nodes of the first computer network that are
migrated to the remote virtual computer network, the migration of the
computing node to the remote virtual computer network is performed in a
manner transparent to other computing nodes of the first computer network,
such that the other computing nodes continue to send other
communications over the first computer network to destination computing
nodes of the first computer network during the migration of the computing
node, and such that the destination computing node for at least one of the

other communications is the computing node being migrated.

10. The method of claim 1 wherein the one or more configured
computing devices include the configured gateway device, and wherein the
network addresses of each of the at least some computing nodes of the first

computer network are Internet Protocol (“IP”) addresses.
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11. A computing device configured to facilitate dynamic migration of

networked computing nodes, comprising:

one or more processors; and

a migration manager module that is configured to, when
executed by at least one of the one or more processors, facilitate dynamic
migration of one or more computing nodes between distinct first and second
local area computer networks while the first and second computer networks
are in use, the facilitating of the dynamic migration including, for each of the
one or more computing nodes: _ '

receiving an indication of a migration of the computing node
from an originating computer network to a destination computer network, the
originating computer network being one of the first and second computer
networks and the destination computer network being the other of the first
and second computer networks, the migrated computing node using an
address as part of operations of the originating computer network before the
migration and being replaced by a distinct replacement computing node of
the destination computer network that uses that address after the migration,
such that after the migration, the replacement computing node replaces
operations of the originating computer network that were previously
performed by the migrated computing node; and

automatically associating the address of the migrated
computing node on the originating computer network with a gateway device
on the originating computer network that is configured fo interact with the
destination computer network such that, for each of one or more
communications sent over the originating computer network to that address
after the migration, the communication is forwarded to the configured
gateway device to be forwarded to the replacement computing node of the

destination computer network.

12. The computing device of claim 11 wherein the first computer
network includes one or more physical computer networks with mutitiple
computing nodes at one or more first geographical locations, and wherein

the second computer network is a virtual computer network that includes
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multiple other computing nodes at a second geographical location remote

from the one or more first geographical locations.

13. The computing device of claim 11 wherein the first computer
network includes one or more physical computer networks with muitiple
computing nodes at one or more first geographical locations, and wherein
the second computer network includes one or more other physical computer
networks with multiple other computing nodes at one or more other second
geographical locations that are remote from the one or more first

geographical locations.

14. The computing device of claim 11 wherein the originating
computer network for each of the one or more computing nodes is the first
computer network and the destination computer network for each of the one
or more computing nodes is the second computer network, and wherein the
facilitating of the dynamic migration is performed for each of the multiple
computing nodes of the first computer network so as to incrementally
migrate the first computer network to the second computer network while the

first computer network is in use.

15. The computing device of claim 11 wherein the migration
manager module consists of a means for facilitating dynamic migration of
one or more computing nodes between distinct first and second local area
computer networks while the first and second computer networks are in use,
the facilitating of the dynamic migration including, for each of the one or
more computing nodes:

receiving an indication of a migration of the computing node
from an originating computer network to a destination computer network, the
originating computer network being one of the first and second computer
networks and the destination computer network being the other of the first
and second computer networks, the migrated computing node using an
address as part of operations of the originating computer network before the
migration and being replaced by a distinct replacement computing node of
the destination computer network that uses that address after the migration,
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such that after the migration, the replacement computing node replaces
operations of the originating computer network that were previously
performed by the migrated computing node; and

automatically associating the address of the migrated computing
node on the originating computer network with a gateway device on the
originating computer network that is configured to interact with the
destination computer network such that, for each of one or more
communications sent over the originating computer network to that address
after the migration, the communication is forwarded to the configured
gateway device to be forwarded to the replacement computing node of the

destination computer network.
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