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O GIMBEOE T T T T Tt TTTTTToTmmmmmmmsse--m---o--- PeTi®ojobesgnt i on
rel at egqﬂél4gﬁoﬁet hod of controlling access 5 to a |ocation, where access to

the location is restricted by a | ock nechanism Further the invention
relates to an access control system which allows suppliers of goods or
services to access a |location, which would otherwi se prevent deIiverty of
the goods or Ame elgstizaic FkevhefleYdcehe #nvefithash Pedatas nethed o

el ectroni ¢ key,deyi g8 ofelOSkni SANY Un#ilida@ish @ conputer systemfor use

In such a syste a storage nodul e for use in such an electronic key
device, and a nethod of managing a predeterm ned access right to a

| ocation. 15 Parttewtarty-+n btocks -of-ftats or-conmpanmes it -i—scomton

that a nunber of outer or front doors or internediate doors nust be passed
before getting to.a_point_of .service, such,as .an_apart t, ;door

mai | box, a se?@?cénv BEEPBN T35 St FoPEPR igr];cecg’,n%%qalrleg taloccﬁeeSS

cl eaned, 2Z0 ete.aFdocexaop) ewhereasecessdedi viee ylota nsows pperess titiged
delivery man often has to gain_access to a staifvay J; . t.0 he le to
del i ver the nB¥sPag&F giecgﬁgllsgckﬁr i'vate doors eol%npﬁﬂt’eqt%ﬁ'g% iér%to he

| etter boxes. atteshr eqnembly sgatiems whieht adilfofdiscduppds ers oife ateldsvery nen
25 to find the correct keys in a large bundl e of S, t ks, are
frequent |y exBRARGEESw thoFEFTRE Bl ig%cr%&%%’rrpawrlé ej ‘Hg{]?‘%f ogr}grqeédﬂglfk"set hi s.
For reasons oprseetiti tdeliivieriys @af sohaorgpaisd opr €heomemvicesl-ockuidgs or

gates to (.fack ards,. resideptia reas_or aoy; preper (_i__%cev\/r?rleoép for
exanpl e e usgxgoﬁfjgleﬁgignrrg?/i%léegl ggeag gogggag %%e fe%luse. colTection
firms have a poobkefi quitte shdilarcomputer system for use in such a
system, a storage module for use in such an electronic
key device, and a method of managing a predetermined

access right to a location.

15 Particularly in blocks of flats or companies it is common
that a number of outer or front doors or intermediate
doors must be passed before getting to a point of
service, such as an apartment door, a mailbeox, a service
station or a meter for appliances, an area to be cleaned,

20 etc. For example in case of delivery of newspapers, the
delivery man often has to gain access to a stairway in
order to be able to deliver the newspapers at the locked
private doors or put them into the letter ques. It
frequently causes great difficulties to the delivery men

25 to find the correct keys in a large bundle of keys, and
the locks are frequently exchanged without the delivery
company being informed of this. For reasons of security
it is also more and more common to lock doors or gates to
backyards, residential areas or company properties, where

30 for example refuse containers may be placed, so that the
refuse collection firms have a problem quite similar to
the firms which deliver newspapers. It will  Dbe

appreciated that similar problems are faced by:



the firms which deliver newspapers. It will be appreciated that sinilar
probl ens are faced by: 2 7 MAY 2004 2 postnen cleaning conpanies
*emer gency physicians hone help and other care workers 5 0 policenkthMAY 2006
firemen artisans caretakers/superintendents and others. 10 Sone of the
above service providers require access on:a daily basis, such as postnen,
sone nmay require access at certain tine'ﬁériods, such as on certain
weekdays or at certain tines of the day, for exanple a newspaper delivery
man may require access between 6 a.m and 9 a.m 15 Furthernore, different
services /deliveries may Ieg%iE% di fferent access rights, for exanple
firemen, security conpanie Sr Sglice may require access to al

facilities, while a nmailman only requires access to a mail box.

I nternational patent applécaleaniVg 23hbébhitsdi scl oses a 20 secure entry
systemutilising a cellular telephone as an el ectronic key device. In this
prior art systema user operates the cellul.ar tel ephone to transmt RF
signals to a lock, allow nGR&TFEECY §1Y5eafE% he buttons on the

t el ephone as he woul d buttons on a key card to gain 25 access to the

secured area. The | ock checm§nﬁh@&h§;ah@eoﬂw@y'ddkynudﬁu@isby t he button
operations is on a list of authorised users maintained in the |ock nenory.
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) ¢ policemen

¢ firemen

s artisans

caretakers/superintendents

and others.

10 Some of the above service providers require access on a
daily basis, such as postmen, some may require access at
certain time periods, such as on certain weekdays or at
certain times of the day, for example a newspaper

delivery man may require access between 6 a.m. and 9 a.m.

15 Furthermore, different services/deliveries may require
different access rights, for example firemen, security
companies or police may require access to all facilities,

while a mailman only reguires access to a mailbox.

International patent application WO 93/14571 discloses a
20 secure entry system utilising a cellular telephone as an
electronic key device. In this prior art system a user
operates the cellular telephone to transmit RF signals to
a lock, allowing a user to operate the buttons on the
telephone as he would buttons on a key card to gain
25 access to the secured area. The lock checks whether the
user identified by the button operations is on a list of

authorised users maintained in the lock memory.



Hence, it is a problemof the %bove prior art systemthat it requires a
manual entering of sone sort of user identification code allow ng the | ock
<to check whether the identified user is on the list of authorised usietl. 208k
However, a manual entering of such a code is a lengthy process, in
particular if the code is sufficiently long in order to provide sufficient
security. The entering of the code requiPes sone tine and, in particular,
in case of erroneous entering of a code, access nay be denied 10
requiring a repetition of the manual entering. Thus an object of the

invention is to provide an |ent hod. and a_s t i ng
access to a W@@&Fvoﬁtsééuﬁe&r8§ 5™ 8¢k hﬁcﬁgﬂvgﬁPE %? n%e%y €@H d%i
control unit, jwhi gBgliByepr o¥i d@ralah'll ghand%gliﬁ@ Otf)f 1sorfd exiobit] |@§7 amgem hi gh
| evel of security. %hl

s i,s ach ved en_a CESS to
a location sédgndd B§a§1P80%3 ﬁ&gﬁf88n c%f%f‘)y exl%ﬁ%éu gg%?? % uni t
i ncluding fi rsculesthiquqmsug@frpissbng tlhlee 11$ttep:sf ofutdesitand ngsers$irst
access code in the first stora

e irst_a s ;gode

i ndi cati ve® of FRWSVEFet &t N ARY2 a€g$§§lpgg (?he |§§§§IO% sto%?ﬁgh%
second access greleds) ArBeaRe ol angesmEars ‘wofe s ehetE s ot KeyloRyi ce:
25 using the el ectronic_ key deyice fgg qwgstln qggesﬁhé {Q§H$€c§§|on
by transmittindg tHEFeddhdPiREELS SHEIFTORT TR el ect ron c k ice to
tﬂe |]90k cont rdle U:Et':c}je ﬁ@@iﬁ)ﬁgé@gsbiﬁte ?:ﬁmsmmdt,edrsmticad@ass verod@awath
the first access code stored in the first storag s: _and, 304Lf Lhe
first access decEBPREPDONELTES e %tcBnd:égdesgcggggema?n?¥$a?éﬁééa
oper at i ngy ¢ he deqpld rieehanirsped it iMAY cA0@4h e BAnual entering.

Thus an object of the invention is to provide an
efficient method and a system for controlling access to a
location secured by a lock mechanism controlled by a lock
control unit, -which may provide a high degree of

15 flexibility and a high level of security.

This is achieved when a method of controlling access to a
location secured by a lock mechanism controlled by a lock
control unit including first storage means comprising the
steps of

20 storing a first access code in the first storage means,
the first access code being indicative of a predetermined

access right to the location;

storing a second access code in a second storage means of

an electronic key device;

25 using the electronic key device for requesting access to
the location by transmitting the second access code from

the electronic key device to the lock control unit;

comparing the transmitted second access code with the

first access code stored in the first storage means; and

30 if the first access code corresponds to the second access

code, initiating operating the lock mechanism



is characterised in that the nethod further conprises the step of storing a
plurality of access codes for a plurality of respective |ocations i @@e
- second storage neans, enabling a user to 5 initiate transmtting a I t@&‘l
one of the stored access codes to the lock control unit. Consequently, it
is an advantage of the invention that a plurality of different access
codes to different buildings my be stor®d-and related to one or nore 10
el ectroni c key devices, providing a flexible way of custom sing an access
right profile for each electronic key device. it is another advantage of
the invention that each lock control unit may be provided with a specific
set of valid 15 sdeesstesdssds dp Rt particular 1ock control unit.
Therefore, a high degree of advanced functionality may be inplenmented by
the net hod aCGa{edi B thQ ol h?u%'ﬂ)ﬂ@?“@@mpr§§§§ aghdi f§esentoSeatrdnting ewel s
for a given building, self-destructive access codes ,condifti oned %fcl%%ss
codes, 20 acqessralodes dorateassedopesi doF of PIWERLIIEY cOF| £ PS5 (Ft her

advant age of thie jnve iiqp(}tﬂéatsetggﬁld AGCASYd N Pr Giridta iely iandiseirdtal
el ectronic key devices "and |ock control units nmay beéﬁpan ed on shart
noti ce or S5in ireulaire drranevddhimiong iSRIEAS T Sldde NG RdSES5I5 the

security of the,pecess Gantiohe M0:QHI4Q6A% 4 2 7 MAY 2004 PCT/ DKOO/ 00655

A location according to't I nvention may be a physical |ocation, such as
a building, an area, or sonme other residential, industrial, ,comr%lra%i al or
of fice facilityonseduerretlaccess t» theaflveatpor g &&6t deveddiny dMe5ck

plurality of different access codes to different
buildings may be stored and related to one OIr MOIE
10 electronic key devices, providing a flexible way of
customising an access right profile for each electronic

key device.

1t is another advantage of the invention that each lock
control unit may be provided with a specific set of valid
15 access codes for that particular lock control unit.
Therefore, a high degree of advanced functionality may be
implemented by the method according to the invention,
such as different security levels for a given building,
self-destructive access codes, conditioned access codes,

20 access codes for limited periods of times, etc.

1t is a further advantage of the invention that the
access right profile of individual electronic key devices
and lock control units may be changed on short notice or
in regular or random time intervals in order to increase

25 the security of the access control.



5 mechani sm such as a physical lock at a door, a window, a gate or the
Iike Access to the | ocation nay be controll ed at a single point oﬂenngw

or ity of access points. Furthernore, a | ogatimfheseessal So
part 0 oﬁugoﬁﬁ ding, area, etc., and, accdrding to the 1% I nventi on, access

to different parts of a location may be controlled individually, such as
at an outer gate, a front door, wthin an elevator granting access at all
or selected floors, at doors to individual apartnments, _offices, sections,
roons, storade Yomsitliicn excconfindstes tifavdren igmesna s be hehysdsdlon may

be stati onar;io(:%l qr&n as llpw |5dl By, b‘ﬁrlcmmj | e apuci-as, ao\fehggll[l@ cAher
cont ai ner i ke. Furt herm)re the | ocati on fy aI so be an

instal | ati on, ress@@lﬁlta@la c@?ﬁ#ﬁﬁrm}lt EPTRRFG el #rfaéfirey Tagtlddy,

el ectric metegp,. é'%@r t%vskﬁ@ Oloddteidn Kes WaShEero BLEE@S Dyt Oat Nck
| ocation is control mechani sm_ such as a physi cal clock at a
control bdx, mﬁcwlséhe@tuﬂ@nlaé IEO(Q@Y'SJSQﬁzlh ek darRad 4 geRIgeys @

conput er. Thf‘a LI TBACCESS tDiRe! OCALESYsMRY 0al $BeCONRdaTE diSEma’b anLess
to a conputer” or conputer programwhere access is controlled b\%/}_agt sof t war e
| ock mechani seantezallied ialy @ aséBed et 4o REEPpPFcati éh Pl Hréd

dat a, Commnéﬁaéb%é'§sfﬁ6iﬁtgl efurehelrhe rlel, ke Peﬁta?@i:@ssmygausacw ding to
t he invention may 30 right t0|nteract V\nthalocalont | es of
access right sPa¥iel ade & hBuiighedt o ifder athui | diMy, ARCAHIa™ractTity,

etc., thggrighfvdor ONEr al& & Maedhi ALfr&r SieY i 8xrts o Fedi Td€at ford anputies
etc., the right to open or close a_ door, a wi ndow, a container,,a box

etc.. and thecengFelbed WAdiYOcHakdYn113B685 3 PEF DRDO/VTEES P8 Fecetve or
del i ver goods¢ gat aghdforwathon, adt @lev@%or granting access at all or

selected floors, at doors to individual apartments,
offices, sections, rooms, storage facilities, such as
15 drawers, safes, etc. The location may be stationary, such
as a building, or mobile such as a vehicle, a container,

a ship, or the like.

Furthermore, the location may also be an installation,
such as a control unit of industrial facility, an
20 electric meter, a computer system or the like, where
access to the location is controlled by a lock mechanism,
such as a physical lock at a control box, or an
electronic lock,” such as a hardware lock of a computer.
The term access to a location may also comprise user
25 access to a computer or computer program where access is
controlled by a software lock mechanism restricting
access to a software application, to stored data,

communications facilities, or the like.

An access right according to the invention may be the
30 right to interact with a location. Examples of access
rights include the right to enter a building, an area, a
facility, etc., the right to operate a machine, a device,
a vehicle, a computer, etc., the right to open or close a

door, a window, a container, a box, etc., and the righnht



| ong as the access right can be controlled by a | ock nmechanism An ggg@?sﬂ]m
right nmay have certain attributes specifying 5 properties of the ac

Ti ghtW ?Arimllses of such properties include one or norecyaiotlbdsys peri ods, a
securit evél, an identification of related |ock control wunits and/or
el ectroni c key devices, a password, a nunber of tinmes the access right is

valid, or any other 10 attribute specifying a property of the access

right. Wen the electronic key device i s a mobile ong%ﬁicati ns device,
the method mép Jedakyicernt @ 1WehH 9Pardar G‘at&ev‘ilb“%’s’:,m CCH ‘Be YSed for

regul ar commupycAti HNghePHRASAS. rifhWhemnd heeelwaitraliledkeyy devilxeck
conprises the second storage neans, the transm ssion of the second access
code to themest®RN&EAtrol unit nmay be based upon a short range, fast

comuni cati ons channel. Consequently, in a preferred enbodi nent the nethod

- 20 further cofiprisessd heighep mfy t haRs McklicRd nt her S0tk saAceessi Bpideg f rom
the electronic key deviceto the lock control unit, It is anégdvantage of
this enboli mevoRaFatiest h@fdi regre cBARBAFcatiGhli-s FHSPHF d&ds ndtheed to

i nvol ve an ad&%@&alescomahaati @R% NeLWORkrRr Ovhdedit@5 Meefoddie step of
transmtting t second access code from the secong %t ﬁrilge neans_tp the
| ock control SRRUYritsorisiiedes anhddendd facatigns fitt £hg EHel AcEeS2 thdt via

wirel ess dat a,commupicald Mect loastc 3¢ eeRMeRiseNt phBEabEdrea betmeen t he

el ectroni c key device and the | ock 30 contral un%gay be paovi degﬂWthout
the need of pdfsiEdres cdltactaceess MEYIRG04 HCTFBrRAGr 00855 WO 09729605

10 attribute specifying a property of the access right.

When the electronic key device is a mobile communications
device, the method may be implemented with standard
devices, which may be used for regular communications

purposes.

15 When the electronic key device comprises the second
storage means, the transmission of the second access code
to the lock control unit may be based upon a short range,

fast communications channel.

Consequently, in a preferred embodiment the method
20 further comprises the step of transmitting the second
access code from the electronic key device to the lock
control unit. It is an advantage of this embodiment that
the direct communication is fast and does not need to

involve an additional communications network provider.

25 When the step of transmitting the second access ccde from
the second storage means to the lock control unit
comprises the step of transmitting the access code via
wireless data communication, a fast and convenient
interface between the electronic key device and the lock

30 control unit may be provided without the need of physical

contact.



_In a preferred enbodi nent of the invention the wireless data AY 2004
communi cation utilises infrared data comrunication. It is an advantg&£1gf

this Qgg%q&ﬂﬁpt that the communication nay be based upermi&hioddsse st andard
5 conponents which are avail abl e as part 8%f many devices, such as nobile

phones, personal digital assistants, or the |ike. Wen the second st or age
nmeans i s a renovabl e storage nDduIe adapted to be renpvably inserted into

the 10 el ectronic key device, a standard device may be easjly §ﬁpted for
the. use accorldi iy PEREREL Ry ERPPEAMSGAE Adcddie LBYBRLHRY BBt Min&i&S%ed to

the el ectronidg, deeYeSgMitie Yiod Ngel1iods oin@rweaalaﬂaaastcwn@t@mmmo@ When

t he method further conprises the step of 15 transmttin
comuni cat i onst net$wor RR atrdedstadhe %Ece@léodeerf@%ﬁiﬁ%‘?f? cc E@gco&'@e

nmanagenment sysigMni@atiokel arded eae Qi‘agdhe ehS6hr Ot i kBY edewiteddaiid t he
|l ock control unit, access, codes may S %gnerated and _maintained at a

central cémﬁ%@%@n%@réﬁ@m@’tﬁé & &% nR2kt eRfr SPY &rice or

the lock contg@h Ukt moblild SpREnaEYapkeagenall tdegitwenkiseisthatsan caccess
code may be transnmitted to a plurality of electronic key devices and | ock
control " uni t stReipstkt | ally simultaneously. Hence, a synchronisation

bet ween | ock control units and 25 electronic key devices nay be ensured at

all tines. Wm% h%h@t@&ﬁgrtéﬁfrw&béﬁ§ the sateeém@trageadlsngnaage
e

request fro el ectronic key device to an access code Bgenent systen1
conpri si ng t eodekdndadepiade MPande aRAMPYRSY t tPAGTLRE sé

code fromt he, accessn B0 gage JMNRGEMEAt sTUSHRR Qddy Sed eﬁhgdb@n@aﬁllﬁe
el ectronic key device and the lock control unit, the access %Pdes do not
need to be stafeRE?H fe WrIRe@Fpnpgcording to the invention and acces

codes may be transferred to the electronic key device by

insertion of a suitable storage module.

When the method further comprises the step of
15 transmitting, via a communications network, at least one
access code from an access code management system to a
selected one of the electronic key device and the lock
control unit, access codes may be generated and
maintained at a central computer system and transmitted
20 to the electronic key device or the lock control unit. It
is an advantage of the invention that an access code may
be transmitted to a plurality of electronic key devices
and lock control units substantially simultaneously.
Hence, a synchronisation between lock control units and

25 electronic key devices may be ensured at all times.

When the method further comprises the steps of sending a
request from the electronic key device to an access code
management system comprising the second storage means;
and transmitting the second access code from the access
30 code management system to a selected one of the
electronic key device and the lock control unit, the
access codes do not need to be stored in the electronic

key device and storage space in the electronic key device



key device and storage space in the electronic key device 2 7 MAY 2004 WO
01/ 40605 - 7 PCT/ DKOO/ 00655 may be saved. It is another advantage of T HAE 2004
invent*’vgrb ,,4&6953& t he use of access codes nmay be supervi pegpuadoosss acked by a
central "R code managenent system ‘Wénthe nethod further conprises

the step of storing a 5 plurality of access codes for a plurality of
respective locations in the second storage neans, one el ectronic key

device may be used for a plurality of |ocations wthout reducing the |Ievel
of security. WEnbtehesar'r@Ci?roqu#tShe%nQ:%}%pfri%%%a%%g%teﬁ FPes B HY 2™ 10
plurality of yglid @eLesseCodes §OEEESPOREHAY tnya Pleur shpéyvdéedespaltive
access rights 1n the first storage neans, gifferent t ypes q% access rights
may be provi Bedcked Bhed seRRCT3LKAEERTT oF LRI RERFRT R Ry Y i tide

different security levels or different types of 15 interaction or access
at the locatigp, VgD thentRt NQe-dhet hesmSPIPES SeRet RRept 8F Gftontiong ng in

a third storage neans I nformation about attenpts to  access the |location, a
hi gh degree opluksibtyi of aseess tfedesefar Bhd AL e Rfest MR Dt Ve
provided as kaa€$0n30i5h€h96§béokar saddbbkopahnger ¥heesl e ihexegcess
right conprisés a first attribute specifying a property of the .

predet er mi neddavéessmaygie UsEd RREr & Pl fitYsto cl:‘éé%t’c‘ghee Corikes
information %QBHE'BQetEEr?EvQEtBEb%%%ur@E9@55 codes with additional 25
functionality, sucﬁ s self-destructive acCess codes, etc., may be
generated. In a preferred enbodi ment of the invention the
access right fwhena thel imithodefppihandcerperises the step

10 plurality of wvalid access codes corresponding to a

Predeternined
of storing a

plurality of respective access rights in the first
storage means, different types of access rights may be
provided via the same lock control unit. This may include
different security levels or different types of

15 interaction or access at the location.

When the method further comprises the step of storing in
a third storage means information about attempts to
access the location, a high degree of visibility about
the use of the access codes may be provided as well as

20 the basis for additional services.

When the acceés right comprises a first attribute
specifying a property of the predetermined access right,
and wherein the first access code comprises information
about the first attribute, access codes with additional
25 functionality, such as self-destructive access cades,

etc., may be generated.

In a preferred embodiment: of the inventicn the
predetermined access right has a validity period and the
first access code comprises information about the

30 wvalidity period.



first access code conprises information about the 30 validity period. 2 7
MAY 2004 8 When the nethod further conprises the step of invalidatihMAt Bigs
first access code, an access code nay be replaced by a new access code,
for exanple in cases of msuse or |loss of an electronic key device. 5 As
menti oned above the invention further relates to an access control system
for controlling access to a |ocation beigpg secured by a | ock nechani sm
the access <control system conprising an el ectronic key device including
first transmtting 10 neans adapted to transmt a first control signal
indicative of a request for granting a predeterm ned access right; and a

| ock control Whet inthedi mefhest fecsherng eemmslsadaptied tongEeiV%fsaid

first control ;akanalithom the k3 elecheanicckay, deni gecebs! staoragpsseng
0 “perfor t

means adapt ed a verification of e received request, and

control meansragapied thy i ai hieat & agEssatdale ¢ hEOT 0BKaTRBBhAM 1A Fhenbi ng

on the Tesult Ok RS YenICald g o L em. bei ggvgharacterised in that
20 the el ectr Onire Key d%&Fge%#u% chBEL 2% EMDP! Bgy

her ‘conprises first storage neans adapted
to store a plurality of access codes identifying a plurality of

pr edet er nimed aacaesst Tomdd S pbogpalitengi ravearsterort ofinkheat adelpdRSnita i 7Y a
sel ected one _of the stored.access codes to  control unites 255 As
t he above sysF&ﬁF?ﬁdiquﬁﬁQ%en?¥§f%ﬁﬂxﬁh%nﬂéé£%%é##%gﬁond o the met hod
and its prefelped tammodbereng s sedesedi bad abdeekamedheanisa f drowhRgeSand

since it conprises.caorrespondi i ntages, not all of these advantages
will be descr BT Rdain =t W 3943

an electronic key device including first transmitting

10 means adapted to transmit a first control signal
indicative of a request for granting a predetermined
access right; and

a lock control unit including first receiving means
adapted to receive said first control signal from the
15 electronic key device, first processing means adapted to
perform a verification of the received request, and
control means adapted to initiate operating the lock

mechanism depending on the result of the verification;
the system being characterised in that

20 the electronic key device further comprises first storage
means adapted to store a plurality of access codes
identifying a plurality of predetermined access rights,
enabling a user to initiate transmitting a selected omne

of the stored access codes to the lock control unit.

25 As the above system and its preferred enmnbodiments
correspond to the method and its preferred embodiments
described above and in the following, and since it
comprises corresponding advantages, not all of these

advantages will be described again.

30 When the electronic key device further comprises first

input means for receiving data items identifying



30 When the electronic key device further conprises first input neans for
receiving data itens identifying 2 7 MAY 204 9 predeterm ned access rights,

a plurality of access codes for a plurality of |ocations or accesg]MryRié
may be input, edited, rearranged, or the |ike. Wien the electronic key
device further conprises second 5 input yreans for receiving data items
input by a user, the data itens identifyi'ng predeterm ned access rights,
access codes may be input by the user. When the el ectronic key device
further conprises third input neans adapted to receive input froma user

10 indipatingp cSeLeEhivbaofcacEir st gpne, ok thenpliurgl idfy afcesccessesi ghts
stored in the first storage neans; and _display neans for.qis | a NG o
i nformati on about 2t PReasiityne of LeRet bPOFalqL y26Featces Hight' s Ystored in

the first St%?ﬁ@ MEADSeqd HSEFrift&if ace #15e provéded to the user 15 for
sel ecting a desired access right froma plurality of stored access rights.

VWen the data itens stored in the first storage neans conprise acces
codes for predearnhmedﬂ&Udasmhdg#ﬁ£,devh§el6@Kb@&ﬂrQﬂmRHﬁ%e%a§e58ﬁ%are

recei ved access_code O t L |y of + sher edAECESSa CAEEE, the
Consequen%y,lflﬁu B?% %r?é% gﬁg%%yﬁéﬁtaéyathe inyen?ion §a sel ect ed one of
the first anddseeondtewst r dldegitgriating canprdefermingd st2Geesss Eo8B For the

request ed acces i 25,8 Lhexr, prelepsed. enbodi ment of the
i nvention theacﬁggﬁ gg%??oﬁa&n?t %ﬁét eryconprises second storage neans

adapted to store a plurality of data itens corresponding to_%WgIUéality of
eroith Y

access codes fibenr espectieet rpnedetkenni dredier c &3 thieght RN he
first input means adapted to receive input from & user

| 10 indicating a selection of a first one of the plurality of
access rights stored in the first storage means; and

display means for displaying information about at least

one of the plurality of access rights stored in the first

storage means, a user interface 1s provided to the user

15 for selecting a desired access right from a plurality of

stored access rights.

When the data items stored in the first storage means
comprise access codes for predetermined access rights,
the lock control unit may compare received access codes

20 with a plurality of stored access codes.

Consequently, in a preferred embodiment of the invention
a selected one of the first and second control signals
comprises a first access code for the reguested access

right.

25 In a further preferred embodiment of the invention the
lock control unit further comprises second storage means
adapted to store a plurality of data items corresponding
to a plurality of access codes for respective
predetermined access rights; and wherein the first

30 processing means 1is adapted, upon receipt of the first
control signal, to compare the first access code received

via the first control signal with at least one of the



30 processing neans is adapted, upon receipt of the first control signal,
to conpare the first access code received via the first control stgﬂgi
.wWth at |east one of the 2 7 MAY 2004 - 9A plurality of access cod Mg
in the second storage neans. 2 7 MAY 2004 WD 01/40605 - 10 - PCT/ DKOO/ 00655
It is an advantage of the invention that it provides a high |evel of
security. In yet another preferred enbodig#ent of the invention the

el ectronic key device is a portable conmunications 5 device. Wen the
first receiving nmeans is adapted to receive the first control signal, the
first control signal indicative of the request for grantin he, request ed
access right piayabeétyr afsnicceds dicodes| o F41Ra t ke é%‘@ctsrecﬁﬂ k2§ d9"
device to thenko%k control unit. In yet another preferred enbodi nent of the
i nvention the st control signal is a wireless data comruni cations
signal. In yet another preferred enbodi nent of the invention the 15 first
transmtting nmeans is an infrared comruni cations port. \Wen the | ock
control unit further conprises fourth input neans for receiving data itens
corresponding to access codes granting predeterm ned access rights, access
codes 20 and other related data corresponding to a plurality of access
rights, such as different security levels, tinme constraints, etc. nmay be
stored and easily changed in the |ock control unit. Wen the | ock control
unit further conprises fifth input



25 neans for receiving data itens input by a user, the data itens
correspondi ng to access codes granting predeterm ned access rights, AhMAY 2004

authorigﬁﬂmﬁﬁgr may input, edit, or delete access codegrTaikabeskssn the | ock
controV i't, possibly after providing-aifassword or 30 another security

verification. 2 7 MAY 2004 -11 Alternatively or additionally, when the
system further conprises conputer neans including third storage neans

adapted to store a plurality of data _itenms corresponding, to respective
- ERob AbcRreviglss @
pr edet er mi nedlacéess2n 5adyghEaIanati Ui ekYectob Alc&FOVE6Ees: @ first

connunicationﬁ-&Ragév@gaggege@@rifgnsnit at least. one access code to a
sel ected one o% the electronic key device and the |ock control unit; and

the sel ected one of the electronic key device and the 10 |ock control unit

further conpriiBeyesecanthesmpnsicariesh erhosisenfagtledts FUER ALY nEhe

transmitted af, Leash;@Ne.3cCeRTicRde, i ACCLSSpE LSS amychtmiu besi bned
froma centraF access code " managenent system This may be done in

response t% adepécefic request for an access right or 15 in order to store
one or nore access codes in the electronic key device or in the |ock

control unit.wbepﬁ%ke?@ygyy_ﬂg &R0 iedi renfagbrdderd nvesdien dhe
€

sel ected one O €l ectronic éyl'eV|ce and the lock, co trol.un%t
further conpriféestt kiondrodmeuanedti 6he FBaAS ZONEEPLt FAARATt RPALCAELYEhe

comput er neans,e dfhd NEQLEBLECorS! giRky 1Yl €ALT v plodtaboraEidan abont the
corresponding transmtted or received request for rantlng t he. reﬂuested
access right. maty i Peantzananthedof diRRCEhYentTIh t ehESERREE6n

about el egtronj G ikay (Jeviees o ACesnt roedani taccess right

In yet another preferred embodiment of the invention the
first control signal is a wireless data communications

signal.

In yet another preferred embodiment of the invention the
15 first transmitting means is an infrared communications

port.

When the lock control unit further comprises fourth input
means for receiving data items corresponding to access
codes granting predetermined access rights, access codes
20 and other related data corresponding to a plurality of
access rights, such as different security levels, time
constraints, etc. may be stored and easily changed in the

lock control unit.

When the lock control unit further comprises fifth input
25 means for receiving data items input by a user, the data
items corresponding to access codes granting
predetermined access rights, an authorised wuser may
input, edit, or delete access codes stored in the lock
control unit, possibly after providing a password oOr

30 another security verification.



grantees, the use of access codes, etc, may be acquired and maintained at
a central service to provide optimal transparency and security toZHH®Y 2004
.access right owner. In a preferred enbodi nent of the invention the first

30 conmuni cations neans is adapted to transmt a second Z 7 MAY 2004 - 12
control signal to the lock control unit initiating invalidation of at

| east one access code. In a preferred enbbldi nent of the invention the
requested access right conprises a first attribute specifying a 5 property
of the requested access right, and wherein the first access code conprises
information about the first attribute. In a preferred enbodi ment aof the
i nvention t he A¥epigsttddelaccess addg it orgd 1y, varhen t frhﬁeﬁ)&it,emang’”fﬂéerfi rst
access 10 co%méss%ﬂpﬁhft@rn&{ei&@ abewhqthg validity period. The
invention further relates to a lock control unit for wuse in a system
descri bed above and in the followi ng, wherein the |ock control unit
conprises firsthietes WoiRp e ackfRRiEd &3 eTeiVe a Ebﬁf‘?%}t%i%}ﬁa‘%ataw
indi cative of acgpauestrEopofBdALi NG arkepresi 08 ancAsK drindifed fadsdss
processing neans adapted to _performa verification of .the received
request, afd coriltlet aRshrigcladdpted ecErRiVFatECB58r SPRRG  a | ock mechani sm
depending on the result of the verification. 20 The invention further
relates to an £feet r EfhfukEYatdEM SenehNl HEEptBAdA toy St gigscrdthele above
and in the followmng, the electronic _key device ipcluding first.
trarsmtting FRAn3CEEEPt 80 TPr anSRYeEe i Uint FoF §?§ﬁ‘lﬁ¥°mr‘ﬁd]|‘%%\ti ve
of a request f@vOFadidde redetemymadund’;aegdass right; wherein the

el ectroni c key device further conprises

the selected one of the electronic key device and the
10 lock control unit further comprises second communications
means adapted to receive the transmitted at least one
access code, access codes may be transmitted from a
central access code management system. This may be done
in response to a specific request for an access right or
15 in order to store onhe or more access codes 1n the

electronic key device or in the lock control unit.

In yet another preferred embodiment of the invention a
selected one of the electronic key device and the lock
control unit further comprises third communications means
20 for transmitting, to the computer means, an information
signal indicative of information about the corresponding
transmitted or received request for granting the

requested access right.

It is an advantage of the invention that information
25 about electronic key devices, access codes, access right
grantees, the use of access codes, etc, may be acgquired
and maintained at a central service to provide optimal

transparency and security to the access right owner.

In a preferred embodiment of the invention the first

30 communications means is adapted to transmit a second




first storage nmeans adapted to store access codes identifying a plurality
of predeterm ned access rights, enabling a user to initiate trans '5HLP$M?
.selected one 30 of the stored access codes to the |ock control unit! é
MAY 2004 - 13 The invention further relates to a renovabl e storage nodul e
for use in an electronic key device descri.bed above and in the foll ow ng,
wherein the renovabl e storage nodule is-aglapted to store data itens )
identifying a 5 plurality of predeterm ned access rights, enabling a user
toinitiate transmtting a selected one of the stored access codes to the
| ock control unit. In a preferred enbodi nrent of the invention, the .
removabl e st orameravdwiezdair t Hey comprilsesk sedid Pr ocBEdi ng Hdaikd 1@
adapt ed to ini 1} gle JIANSMJL 110 fLaNRl Sl cJdydi cative of a request
for granting a selected one of t%e plurality of predeterm ned access
rights. The invention further relates to a conputer systemfor wuse with a
syst em descri bed abpvefandednethedfinthowpfigthel3nwkatérn the &

system conpri sgs_four thstorage. peans adapt £d; t Q. 1§taLet2 PhYkal Eyinef data
itens correspondﬁng to Pespec I'Ve access codes indicative_ of predeterm ned
access ri ghts;prxéwentprofetsbeng ammss ead BREEE S of lier abedaVWE8E6Hd D6
access code i ngdj i a _fisrst i ; g SR Nkgat | 13RS dreans
adapted to traﬁ%ﬁ?ﬁ %ﬁggégegoﬁg acc ss§%%%eﬂ§%?§ﬁiiﬁi£hﬁﬁ one of the

el ectronic keyttehweeand the | ock control unit for storing the 25 second
access code in the corresponding first or second storage neans. In a
preferred emod) menp, of L heqi B1ERLIABNENE T Ae! AnwRiRGessing MRk dtea
adapted to generate™a R rd”access ,

access right has a validity period, and the first access

10 code comprises information about the validity period.

The invention further relates to a lock control unit for
use in a system described above and in the following,

wherein the lock control unit comprises

first receiving means adapted tc receive a control signal
15 indicative of a reguest for granting a requested access
right, first processing means adapted to perform a
verification of the received request, and control means
adapted to initiate operating a lock mechanism depending

on the result of the verification.

20 The invention further relates to an electronic key device
for use in a system described above and in the following,
the electronic key device including first transmitting
means adapted to transmit a first control signal
indicative of a request for granting a predetermined

25 access right;
wherein the electronic key device further comprises

first storage means adapted to store access codes
identifying a plurality of predetermined access rights,
enabling a user to initiate transmitting a selected one

30 of the stored access codes to the lock control unit.




code, different fromthe second access code, 30 corresponding to the first

access right; 2 7 MAY 2004 - 13A the fourth conmunications neans is ?ﬁgﬁtmﬂ
.to transmt the third access code to the lock control unit; and thg #
conmuni cations neans is adapted to transmt a third control signal to the
| ock control unit initiating 5 invalidati-on of the second access code. In
a further preferred enbodi nent of the invéhtion the fourth processing
nmeans is adapted to initiate WD 01/40605 14 PCT/ DKOO/ 00655 2 7 NMAY 2004

i nvalidation of the second access code and generating a third access code,
corresponding to the first access right_and different fromithe second
access code, uPom Imetprdsonf r Y Bheserr e 2145 artét hér Eﬁ%ﬁ%#%%% ens4iirent
of the inventilﬁgd ihe s frourth prPCEHSI e PEENS: ¢ S kaGapsedit® iddstdrabed

i nval idation o t%e second access code and generation of a_fourth access

code, correspodadYy ardtHe §19 stoHPERI, MigHRe Hhd T HERRR LS SHERE

second access £o@@ici s 1@aRpedat efHi nahid Neyaitht eivams. Ident Mfseintd or
further relates to a nethod for using an access cqntrol s ipen1described

above and Bn tREIrIbitvvph@ieste EiaR aCFHSITEH eF Y A fit'to a

| ocation, the ggcess thi:gbt Heingowety by afrlacoass ochghtoflSthenertoard t o
be granted to an access right grantee, the (ﬂftha conprising the steps of

generating a fRFSESACERLES CRIFTHdiRST ISRt M Hcess  right

In a preferred embodiment of the invention, the removable
storage module further comprises second processing means
10 adapted to initiate transmitting a control signal
indicative of a request for granting a selected one of

the plurality of predetermined access rights.

The invention further relates to a computer system for
use with a system described above and in the following,

15 wherein the computer system comprises

fourth storage means adapted to store a plurality of data
items corresponding to respective access codes indicative

of predetermined access rights;

third processing means adapted to generate a second

20 access code indicative of a first access right;

fourth communications means adapted to transmit the
second access code to a selected one of the electronic
key device and the lock control unit for storing the
25 second access code in the corresponding first or second

steorage means.

In a preferred embodiment of the invention the fourth
processing means is adapted to generate a third access
code, different from the second access code,

30 corresponding to the first access right;




transferring the first access code to a |l ock control 20 unit, the control
unit being adapted to control access to the location; transferring a

" second access code to an el ectronic key device; acquiring inforng%b@@é@ﬁta
about the use of a selected 25 one of the first and second acces ;
providing at |east one additional serviqg3gased on the acquired
information data to a selected one of the access right owner and the
access right grantee. 27 MAY 2004 WO 01/40605 - 15 - PCT/ DKOO/ 00655 The
invention will be explained nore fully belowin connection with preferred
embodi ment s ang, M £, £ £f ex %ﬂﬁl%nﬂ:%ttll&%sdrrﬁ‘é\éﬁ‘ﬁsisl ey tog.tdarsmishow
data fl ow di agrans two enbodinents of 5 the acces cod ma enent
according to ﬁW@|hﬁkﬂﬁ|&9¢esﬁl@0d$até’§ﬁ6Mﬂ5F30F°@¢éQﬁa Fﬂ&g

enbodi ments of a systemfor controlli ng access to a location according to

the invention, Wi 4 Jfog% {heaggpess @ed%rmgwt
10 process acé%Fhlng%i an e ¢ |neq% §£|nveﬁt|%n % 4 shows, an
exanpl e of annhunﬁﬁrannhpkuqumhhthothﬁ léﬁhoépﬁéﬁploﬂnﬂ e iimvierfth igte

fig. 5a-b show el ectr S8V e\ ce according to the
|nvent|onSS %®%¥?J?ﬂ$%om1f agfgggﬁbf t hree enbodi nents of the
access control process accordlng to the invention; fig. 7a-e show data fl ow
di agrans of difif eaielfhrthﬁhoq:mm:sred ehbodimvent cunt e pRYeBSS CRcddttli ng

to the inventdon: .20 fig Sl%t P show hloct quitae%ac@s 19f; 4@ enbodi ment s of
the sof t ware ‘compon ﬁi e "access code managenent system




according to the invention. Fig. |la shows the principle of an enbodi nent of
the .Jinvention using the delivery of newspapers as an exanple. 25 T

i nvention @$5 however, not restricted to the deIiverypcﬁbxnmmmﬂapergf7M$(2WL
in t NEOPVAE i nstance, it is imagined™ that the invention is worked by a

single company, fig. la may be explained as follows: WO 01/40605 - 16 -
PCT/ DKOO/ 00655 2 7 MAY 2004 A newspaper conpany 5 has a nunber of

subscri bers who are to have their newspaper delivered,t LL.respective
resi dence. Ihﬁ%ﬁ#&ﬂqQﬁPQNpghEhguﬁ?&P' eﬂé%ﬁﬁft?&ﬁé ande ?b%%%%lQQCESS

codes are kephiid acirisabasedal tdwerSesmwepaper toonphay Hirsthe aicekssmat i on
may be transferred fro %Eis at abase to a _nunber .of ec iC
devi ces, subhaks ﬁﬂﬁlé& %H%g:ZErQPné%EbaBSFoagré%Cégs £5€8h39&ﬁ%éceive

iVery man
t he i nfor mat kequé st efestk £ arsdhe subscribers on his route as a printed

list including the access - codes . 10 The newspaper delivery man 1 may

then enter the access codes into his npbile phone 2, preferably via the
keypad of thke @@th@rthﬁ%f?Fr??eF@&%ﬁP?@“Fhéogcggﬁ% g%&%% are’ g#%?ed on
the SIMcardsgfirthe nphidesfhnne deawzd they saypbedentiss ed iimitd adpgeci al

order which fits_the delivery, 15 of ods and seryi ces, el jvery of
newspaper s éPﬁﬁblgaB+%ﬂe?grﬁPﬁeaeF8 e 3CGFPR £RCS ﬁB@Ii?ﬁ%%ﬁﬁgéi dqhe
delivery manal reaptfetacaecesscdde,a tockesbaidingayo i hhea tuisitdiangagfen t he
nobi |l e phone 2 js pro

% ided wth th correct el ectyoni ce od
i nformation, THAREN RS KB rFP&nsﬁF?Fedt%ﬁeé??%ﬁ%%aﬁf%eg%on§§%%'nDI}Ie
phone 2 t®. arebletkrlintdtbemdonntéovahe. resi dence. The lock 3 is adapted

to receive the signals fromthe nobile phone 2 and to cause the door to be
unl ocked. The valid access

for exanpl e ZBephyNERFOR sjf‘g‘?tﬂ]eeir Pg%égg?gggga:@lr ?/Hr‘i’:t?ée}%)oeﬁE ieg?kgﬁ“%\/igﬁgie(jgrp(:k’
access control system described above and in the
following for managing a predetermined access right to a
location, the access right being owned by an access right
15 owner and to be granted to an access right grantee, the
method comprising the steps of

generating a first access code indicative of the access

right;

transferring the first access code to a lock control
20 unit, the control unit being adapted to control access to

the location:

transferring a second access code to an electronic key

device;

acquiring information data about the use of a selected

25 one of the first and second access codes;

providing at least one additional service based on the
acquired information data to a selected one of the access

right owner and the access right grantee.




access codes and their corresponding | ocks fromthe newspaper conpany 5.
The service staff 4 nmay enter the access codes into the lock 3 via a

keypad, dip switches or the like. As an additional advantage of the %Z/yl%rwm
30" accWOdIMeio this enbodi ment of the inyention, the P E@ﬁ% P2 company 5

can see whether the delivery man 1 has unl ocked the door to the stairway,
e.g. in the event of a conplaint of non-delivery of the newspaper. The

el ectroni c key device of the invention and the 35 associated nanagenent of
el ectroni c aceess c¢REEnZidn MAM 200400114063 - mdre - FROTHDKBE/LBG655n

i nformation, however, may also formthe basis. for_several. .different
conpani es. Ag&CRNESEIAY ﬁé@p%%e%‘gne@%iﬁf‘%?t? R Y eht TP BP'EE of

t he vari ous CQﬁpQﬁbearandn?Be gar wgspandi ng data 5 fl ow are described with
reference to fig. 1b. The first conpany involved may be the one that

prints and delivers the newspaper and, therefore, it rqu%;;s access to
the subscribéids rlasitiehey AatanfAovWesHag@ms fhntie IBPIIREREF| PSt

conpany regei \e% 3eRss eodesmhheRdee tactrerdifgcedetndninvsit abor 151, a
second comnpany, organi sation or person, who nanages the el ectronic key
system and who may operate as_a service provider for elivery%gfaa

s

t he
nunber of dif fident23sodshandbieryi Gdagrme fini MRS a‘f’@?o e G

transfers the acqess LRdeAtrdNEIAPChkcE0BET b 4510Bht Sod2dcebidbngonbr o
the |l ocks in the subscriber's residence. The adm nistrator 151 may al so

supply the acEessnieghiofrantee 153 with the el ectronic key devices and,
possi bly, other necessary physical as well as non- physical tools, by

whi ch, for exapp e 3 tdRACGESS dub Wi a2 RWiertHd 2 dimg sheocdkl fahagadenti st er
both the lock control wunits 121 and the el ectronic key . devices and access
‘ 10 process according to an embodiment of the” invention;

fig. 4 shows an example of an access code according to an

embodiment of the invention;

fig. Sa-b show embodiments of an electronic key device

according to the invention;

15 fig. 6a-c show flow diagrams of three embodiments of the

access control process according to the invention;

fig. 7Ja-e show data flow diagrams of different
embodiments of .the access control process according to

the invention:

20 fig. 8a-b show block diagrams of two embodiments of the
software components of the access code management system

according to the invention.

Fig. la shows the principle of an embodiment of the
invention using the delivery of newspapers as an example.
25 The invention is, however, not restricted to the delivery
of newspapers. If, in the first instance, it is imagined
that the invention is worked by a single company, fig. la

may be explained as follows:




codes. This may happen under control of the adm nistrator 151.
Alternatively or additionally, a third conpany nay be involved, which owns

el ectr gy gudogps devices, or which 25 may be a network cm;qu@mecssans%?ﬂ‘w ﬂ@]"
access code [ nformation to nobile tel ephdRes used as an el ectronic key

device. A fourth conpany may own the building or have a business agreenent
with the owner of the building to adm nister access to the building, and

thus the fourth 30 conpany nmay be- the access right - :Wﬂ? ees
with the adnifii Q?Y’%P%Sg’i%o%%ﬁi’ ? ha2? n%t%llufsl%ef’? O%PO? %ﬂe lk%éolgi contTol unit
121, and who defimes t hRelespestipapemcdesdsverght std othehe didfpaehiveaccess

right holders 153. The electronic control, unit 0, d . 35
instal l ed by Fﬁélﬁﬁﬂ?ﬁrst*%f%’fmi Oy hal ackils FY g%ct: §%|§%<0%5%06§g%2§7 MAY
1004 WD 01/ 48@85trodBcowmeesks2codde aceessept ght ¢ adeeabasd et atiefth
conpany. The admi nistrator 1S1 y .also. | de. yval d ' q such
as perfor mancB¢CREPST| Egmpgn?h? a@%%s%gr%lgéﬁggb%gn%%g %%3%%%&;%%%5

right owner 1§2pmbthasedababaseess dabmmbequdfeelécbrenhe kerkdedrEedl unit
121, These seryiges my,q Selisaer vhceal aGLhaRs: RXPb:Yl nder i aggy time
and material §&FVi &8s 'O plain 1Nt orfimation Services. The invention thus
nmeans that theegsévef thedeimfametnioin 10lewdnitafororthet HFARRE DTS Pow
servi ce conpani.es t ; delii.yery 9f,499ds rand; S&id CLSIaB! e
efficient, arklléswhrit Eﬁgcec;é?léqgua g%\ ggdt é%\réeéés?sary ggcuri ty systens which

t he consubier s Thiel |navesmamed rded ane ey edsrori cnaeythgacenderg the tecess

it R‘e’e[‘mgﬂ - éﬁ éﬁtge\éﬁ liin e hlqgorn?éﬂig:[ee%r?]&?é %,hepfé)?&ﬂmg CrkeYrRECREbA O

y be suppl emented with much other in- Tormation that may be
rel ated to t hefusheafnehele|phone 2. Preferably, the access codes are
stored on the SIM card of the mobile phone 2, and they
may be entered in a special order which fits the delivery
15 of goods and services, such as delivery of newspapers
along a predetermined route. With this mobile phone 2,
the delivery man 1 can get access to a locked stairway in
a building when the mobile phone 2 is provided with the
correct electronic access code information, which may be
20 transmitted electronically from the mobile phone 2 to a
lock 3 at the door to the residence. The lock 3 1is
adapted to receive the signals from the mobile phone 2
and to cause the door to be unlocked. The wvalid access
codes may be maﬁually entered into the lock, for example
25 by service staff 4 receiving a printed list of valid
access codes and their corresponding locks from the
newspaper company 5. The service staff 4 may enter the
access codes into the lock 3 via a keypad, dip switches
or the like. As an additional advantage of the system
30 according to this embodiment of the invention, the
newspaper - company 5 can see whether the delivery man 1
has unlocked the door to the stairway, e.g. in the event

of a complaint of non-delivery of the newspaper.

The electronic key device of the invention and the

35 associated management of electronic access code




tronic key. For exanple, a delivery man can quickly get updated know edge
of changes relating to the subscribers. 20 An energency phyS| CI an carT 9%y 2004
hel p in flndlng his way through the | ocked doors in a

flats. Wh8/40¢5eani ng staff can get updated7i rformation c anges
concerning current activities. Preferably, the relati onshl p between the
adm nistrator 25 151 and the access right owner 152 is described in a
contract, which preferably describes the ternms under which the access

ri ght owner 152n fpam tsiarer ttadwevéght say oalshefadni thistragior 81 seyigata las
the right toga 0.0 ersons, for exanple within the

adm ni strator' lg% }oerlbtan%&%fgné%r th| rd-party staff with whomthe

adm ni strator nay have a contract, the right to access a l|ocation or to
perform a funcageini rtajdmgechie@Bp\adptetrst hes |ocatdxemplz,7 Wy 2004Lament

01/ 40605 - 19 - PCT/ DKOQ/ 0465 ferr f £

an access cont? Ss[)gtglzl a‘g%o% ‘?‘F’]gc ﬁlBgﬂyégls né‘gﬁtag% cgoogn%%%oes aqjd

el ectroni c skeyftlewi age2@tsamdbad ockilconeéfelemre t to221igwhilbh dbist rfdJr§Ta

| ock mechani sm 231, su o T, £ K& Asvd ce
201 conpri ses 5° m% %I Envgg‘ég?o §| sp atyr{aen;&%\f%t}%gtﬁoﬁ%gé% e o:L at
| east one acce‘sbecnderspapheypardi 20hépefonput i Engequdne@na@scand ft@r the

O o A0 2EAEEE-ERAP 5 20d A a RAWNNE A OB CBAE | - 1T YrBbloecin 3
(infrared) por I ng Wlt nown standard such as "an |rDa
(Infrared Dat ahAsiocmsat |czmypasuanda¢:ellvarheaeceétsr eaiesk&yodeihee TS Sy

EEWSUF‘ZP' 1% phapg, gdg%légg%%gahs@ gi tggcoﬂa%a@%}, Sr handiet thn or

a smart car termnal, a bar code reader, or another

terninal that Dauses,eihp BANRAPFatde GlechdpBibaked syghaP #hd HHRMAYpe
of

operate as a service provider for the delivery of a
number of different goods and services. The administrator
151 also transfers the access codes to the lock control
15 units 121 which control the locks in the subscriber’s
residence. The administrator 151 may also supply the
access right grantee 153 with the electronic key devices
and, possibly, other necessary physical as well as non-—
physical tools, by which, for example, the access right
20 owner 152 may be able to administer both the lock control
units 121 and the electronic key devices and access
codes. This may happen under contrcl of the administrator
151. Alternatively or additionally, a third company may
be involved, which owns electronic key devices, or which
25 may be a network operator transmitting access code
information to mobile telephones used as an electronic
key device. A fourth company may own the building or have
a business agreement with the owner of the building to
administer access to the building, and thus the fourth
30 company may be- the access right owner 152, who agrees
with the administrator 151 about the installation of the
lock control unit 121, and who defines the respective
access rights for the different access right holders 133.
The electronic control wunit 121 may be owned and

35 installed by the administrator 151, the access right




signal which can be received by a |lock control unit 221 controlling access
to the location, for exanple by controlling a | ock of a door. An

el ect[‘gp&h&gﬁ%y device may al so be nmountabl e on or in mcrvieReomoess 27 May 2004
Enbodi f 20 an el ectronic key devi8e 201 according to the invention

are further described in connection with figs. 5a-b. It applies in general
to all types of electronic key devices that they should be capabl e of

bei ng updated with inforpmation on access,  codes and ather i nfornafi t hat
25 can ident PFyeR |tk cOBEr oRCGRFE 2B19RF ag%acfﬁbei%aﬁi on 6f % In%lc agnd a

door, e.g. ipERLARYI OrHeN adeorbipakten dafsl nuaberslydi plrolvasiet ovdkuent er ed
via the keypad 203. Preferably, the el ec%roni c _key

devi ce. 1.1s abl e
of emttingadfedl TGS si ghal idtl BEF 8r8ﬁn580ess%aeélo%‘gl§% hi cﬁﬁgan
activate thejkLpekscenyhel gelinte221i 53 ther thei aekessl yightviewmsonel 9 her
formof link., Preferably, infrared si

gnal s. or_ r.adi NS Ssi I Sy used.
The | ock TonPrERIURPt 2898580 Fiaséscqérll%g?ei fer %%éé}?%%%?ﬁ%&dg%%
signal with the acagsseCodeririarsn tad he WEOLf49608ice 2 uncRIGnFAY 2004
PCT/ DKOO/ 00655 t he communi.cations,. port 209 of the el -ani.c key,gdgyhce
201. The recé’ih\)féllcQ;? SHF e Eb‘ﬁf)atai”‘é em%?%l%esggggﬁ?rglﬁi céa&tei%ng- por t
209, and prefigiraRimatribheseeeetysr 227 is an IrDa port. The receiver, 227

is connected to a 5 processing unit 222 which is connected to a nenory 223,
such as a RAM or EPROM. The nenory 223 .is capable o

f ' _cod
valid for thdheodpvEstdrs st S Hif’ott S prate f"%‘ggékﬂgtgggﬁﬁg‘ wofes

Sing anit
adapted {§ cpar@n ®ruf ¢6ei ved iaccess needeenivtiibet kenphoied sbedssavodes.

The 10 proce%agg;éggtdg Evéy§tgﬁrg%% %r%ﬁ%tgg}éﬁégénﬂoggdefficient,
and which can guarantee the necessary security systems
which the consumers will demand from an -electronic key

according to the invention.

15 It will be appreciated that the electronic key according
to the invention may be supplemented with much other in-
formation that may be related to the use of the elec-
tronic key. For example, a delivery man can quickly get
updated knowledge of changes relating to the subscribers.

20 An emergency physician can get help in finding his way
through the locked doors in a large block of flats. The
cleaning staff can get updated information on changes

concerning current activities.

preferably, the relationship between the administrator
25 151 and the access right owner 152 1is described in a
contract, which preferably describes the terms under
which the access right owner 152 grants certain rights to
the administrator 151, such as the right to grant to
other persons, for example within the administrator’s
30 organisation or third-party staff with whom  the
administrator may have a contract, the right to access a

location or to perform a function 1in connection with the

location.




retrieving of access codes, and other possible operations such as
generating log data and storing themin the nenory, self-test functi ph3AY 2004

or the,li he processing unit 222 is further connegteghidodkst 0CK
contrﬁfbih?gP ace 15 224 which is adapted® to control a lock nmechani sm 231.

If the received access code is valid, the processing unit 222 may send a
control signal to the | ock control interface 224 whi ch causes the | ock

control interface 224 to initiate operating the | ock nechani sm 231 and
thereby 20 grR&deirAgrdccessiie-t R otatiidit THRPPILRERbNPL0IAINRECCE51

further conpri$g$cd USELtdmt QliaGRiA40, t60MNd SiAgeati8hSRlcdprddes and a
keypad 226b, via which an authqgrised user_ may enterl edit and feletg valid
access codes Tkd leotEChre8 1600l 44 HE S ekl coREr 3l L8Rkt 2280 f o Rekanpl e

25 in connectign Wi itdh n@dittLNeNCE, 168kt &dé@:ha@i&%ﬁﬁbmersﬁldmrhs os Lbeklike.
The entered access codes are stored in the menory % Al ternati vel

additionaPly,of hd 199K - cOher SLaGHEeMEL KRY d%ﬁt‘ﬁrqese h iSRS 56 Slcj)(r:h

as a standar g4is81i3) QOBNEEdOr .difsyl :GAMEC hfig raasepar at€l Mfedletoceator
entering the access codes and controlling the |oc ontrol uni t

| ock control fASt 2PR9 s ASEHFSct &P aaloéﬁypﬁﬁkh |sn59§1 lEBEE%éEga door
| ock system @omedness (HHHrctoﬁysééiecﬁﬁnéheahlkecc&he co@@eptlendnay be an

35 electrical or nechani cal connection_or 6;&? rel e 7 ﬁf\r 64 VE%
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°Ihist ead
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Such a8 an el BRET (AS SR TR, cHEASA 5ot VA 6F Tatedi s fra
devi ce which ﬁ@yldbe a mobile phone, a PDA (personal digital
assistant), a handheld computer, a smart card, a PSION
terminal, a bar code reader, or anoﬁher terminal that can
15 emit an infrared or radio-based signal of other type of
signal which can be received by a lock contreol unit 221
controlling access to the location, for example by
controlling a lock of a door. An electronic key device
may also be mountable on or in a vehicle. Embodiments of

20 an electronic key device 201 according to the invention

are further described in connection with figs. Sa-b.

It applies in general to all types of electronic key
devices that they should be capable of being updated with
information on access codes and other information that
25 can identify a lock control unit 221 or a combination of
a lock and a door, e.g. information on a combination of
numbers which has to be entered via the keypad 203.
Preferably, the electronic key device 201 is capable of
emitting an electronic signal including an access code
30 which can activate the 1lock control unit 221 either
wirelessly or via some other form of link. Preferably,

infrared signals or radio transmission is used.

The lock control unit 221 comprises a receiver 227 for

receiving the signal with the access code transmitted by



open a door. The |ock mechani sm 231 conprises a unit which, for exanple
via an electrical/electronic relay, can activate a |lock (not shomn)zyﬂmpmmg

i's for nounted on a 10 door. The | ock nechanis
connectﬁéﬁgﬁhin exi sting door tel ephore28ystemin a bgbf@ﬁng, or it may

be adapted to operate independently, via its owm nechanical parts and its
own power supply. Preferably, the |ock nechanism 231 is capable of

receiving fromand 15 optionally also emtting a signal to the | ock control
interface 224then GRPTYREERT BN HrBRESS2RAy Obe AlGET ropdFelipy WBFEES he

security concggpi ng‘hteheré%@@ﬁ%rcoﬂﬁf?msh&Yﬂe@@C%@hgbﬂgbl@ tyiecH Negft i on
I s enhanced even further. 20 Furthernore delivery man, for exanple,

has a nunber CQWm%ﬁ%ﬁ%%%Sﬁﬁcﬁo%%n%%%qe%n%ﬁpﬁ¢§e¥%ﬁﬂﬁ}\MﬂQﬂ¥%9%%Veﬁr3@§cted

by nmagnetic cggdareadens, gdre: el eglr opd&e keyr - gV cgs MBprRciedmard Gard
with chips into which i nfor mation has been I nput a key manager,, so t hat

the 25 dodrs BFOEPRSFRAINANERN 2688 oPEidd b ﬁ%%ﬂ%CB?gtH% aREROT¥ 2233 Fi g.

2b illustrateg,@nsaeond erlodireRbrof.a MRckneRBEyol2235ysd eanpaspE digry t o

the invention, conprising an electronic_key devjce 201, faor exanpl.e
nmobi | e phone, Sg@rhﬁﬁha%9%$§p¢%9e%0§a%hﬂ QQReEB%dl%@% ¢t ﬁﬁﬁanﬂqn%%j'the

devi ce 201 angnhfiorheel geddds DRg Qhithexzrcess £hgasd W chofiBirbe tsieor ed
in the device. The electronic ke degbce 201 i s equi pped w't

a
conmuni cat i onEeFe+YEB08FESS2 P 4 SRS Oiyﬁ SaEB%§S-CBE?FDK63Fb0655
transm ttighg pepteskisggnalist t e2bherheekeeontsot rams t th%leta'hhlg and

communi cation may.utili se electronaggetic radkgtion gp as |R.ar radio
Connunlcatlonr95¥15ﬁ§ng of access codes, and er p6551 e operatlions

such as generating log data and storing them in the
memory, self-test functions, or the like. The processing
unit 222 is further connected to a lock control interface
15 224 which is adapted to control a lock mechanism 231. If
the received access code is wvalid, the processing unit
222 may send a control signal to the lock control
interface 224 which causes the lock control interface 224
to initiate operating the lock mechanism 231 and thereby
20 granting access to the location. The lock control unit
221 further comprises a user interface 226, comprising a
display 226a and a keypad 226b, via which an authorised
user may enter, edit and delete valid access codes and
otherwise contréi the lock control unit 221, for example
25 in connection with maintenance, testing, manual operation
or the like. The entered access codes are stored in the
memory 223. Alternatively or additionally, the 1lock
control unit 221 may comprise an input port, such as a
standard serial connector, for connecting a separate
30 device for entering the access codes and controlling the

lock control unit 221.

The lock control unit 221 is connected to a lock
mechanism 231, such as a door lock system, a valve
control system, or the like. The connection may be an

35 electrical or mechanical connection or a wireless



ot her suitable comruni cations technol ogy such as sound. 5 The conmmuni cation

may follow a proprietary protocol or, preferably, a standard protocol? EMhi00

as TCP I , a telephone data protocol, a nobile t at a
protocgkﬁmﬁ?%', Bl uet oot h, sound, etc. dh&l information is traﬁggerred
either using a proprietary data format or, 10 preferably, a standard
format, such as wi, html, binary code, nachine code, AT-commands, voice
commands or the |like. Instead of a wi reless comunicati on between the

el ectroni c keyFoggyndsagaengnditfke PICRTESHLVSIL Yuniinsteed ¢f fhgeparate

comuni cati on 1RY ifM@lavS sRhySIcal ciponiset BeAMesD uhie Ypitseskis Loy _
exanpl e, the electronic key device is a smart card or a card with nagnetic

i nformation stePd@inon FPrbeSRRMENGeviedES LRRACER ar e PAGETAHIG y BBANREL abl e

to the |ock copdiRlniwaint  cdiforfdP| esyéR ﬁsmdﬂJ%?ec@%&@ogﬂ@ﬁﬁ@fwhibﬁ

el ectroni c_key device 201 is further equipped with a conmunications

interface 204,cqdd exR®pl & tYRLVe r aREmiaY r 8eBFHEIGerdaHicst “Wifdbi FeUbHone
Via the commyjigatd epd.nterface 204 the electronic key device 25 201 may
be connected to an access code nanagenent system 211. The communi cati on
may be a radi o-based communication, preferably via a standard

comuni cat i onsThenethgsik E&SPaﬂéﬁmexaﬁgleC@mE¥hﬁ€§rdanﬂ5PHé #B1L&Pmonéor

network. Via the, gonanup £abhoascktpkcReyweentibrid0rehagl r enhcakeyveewi ce
201 and the access code nanagenent system 211, access_codes nm

d y be
transmtted fromeRE Elessheyhe niHgdendat st e¥frBRYSt FOURECH R r 8ni ¢

key devige 20doodhi hdat 8ok k angdaissl i My 1Uthi{ Sed heosfectad! ad Shert
Message Service (SMS) or other_ higher speed W) 01/ 40605 -

05 - 2 3 - .
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data be adapted to operate independently, wvia 1its own
mechanical parts and its own power supply. Preferably,

the lock mechanism 231 is capable of receiving from and

15 optionally also emitting a signal to the lock control
interface 224. A verification process may be provided

hereby, where the security concerning the access control

system according to the invention is enhanced even
further.

20 Furthermore, if a delivery man, for example, has a number
of stairways or companies on his round which are
protected by magnetic card readers, the electronic key
device may be a smart card with chips into which
information has been input by a key manager, so that the

25 doors on the round can be opened by means of the smart
card. “

Fig. 2b illustrates a second embodiment of a lock contrel
system according to the invention, comprising an
electronic key device 201, for example a mobile phone,
30 with a display 202 and a keypad 203 for controlling the
device 201 and for selecting one of the access codes
which may be stored in the device. The electronic key

device 201 is equipped with a communications port 209 for



channel s of CDMA transm ssion systens. Alternatively or additionally,
ot her suitabl e comunications channels using a proprietary or standarg?] MAY 2004

IF:)’: g]E gﬁﬁépé%%ﬁas TCP/IP, 5 http, voice nessages, etc. ,pay heqpsed

e access code nanagenent-s¥ystem 211 is a ‘conputer system
preferably conprising one or nore standard conmputers, such as personal
conputers, ~workstations, application servers, database and web 10 servers,
i nterconnected via a |local area network and with access to the

communi cat i otganenibiting4icodorobxaigraald atoa Hey vieekprasfitderl Thataccess
code manage syst,em 2 - - a dnj. pi s Lhe-accRsSSnEePdes as
descri bed r%atéénnik}élnonéém ﬁgg%gégg 3’}gar?§ .9%?%.%%1@ gé’%gss cogtra1 15
managenment systéat20mh,t ransh tass adBessrcothas & ocohBuUnEefeti?oni kepndevi ce

201 and/or tRgnLack.andal e&munzaétigpg eaesieadesumy b toansm (led

upon request roma user or autonatica Itio l'y, the access code
may be trGanshet exbrsemmigtitdain ymay n foldew tio RRPPBRL VY t RECBRE’5s OFedes on

a | ock contr relf@irtab.%% {65+ £04££PORYIBGLE! QEIONL ey Vi ¢85, t her eby

i mprovi ng the Securi t he system The access code nanagenent = system
211 may" al séedepboats catiaha oPreTIlequedt , mabivE | et PRI s €6d€s by

sending a cory.espendin t%@,cmgéyoosgrg,nagho&fa,t ha d.06kCanrbehattibh 331

and/ or the ectroni cglkey. device 201. The lock control unit 221 conprises
a comuni cat itoreRsfsinred 26l thek et t fe PdaPElEFARY MY FP Rt h@Taccess

code mapagenBe SYIEM Zllst Adgh £ 0R3LhY L Or sakbherBalmY ¢l nemthe 3B algek
control unit 221 may conprise a user interface 226 or another input port
as descri bed 49ficcormechibh Wiode t AT~ EPRBANGSHoIPHERt GFMAHE SacREsdont r ol

systemillustygated in fig. 2a. The lock control unit 221 further conprises
a processing unit 222, a nenory 223 for storing access

Instead of a wireless communication  between the

electronic key device 201 and the lock control unit 221,
15 the communication may involve physical contact between

the units, if, for example, the electronic key device 1is

a smart card or a card with magnetic information stored

on it or other devices which are physically connectable

to the lock control unit, for example via a plug or
20 connector.

The electronic key device 201 is further equipped with a
communications - interface 204, for example the
transmit/receive aerial of a mobile phone. Via the
communications interface 204 the electronic key device
25 201 may be connected to an access code management system
211, The communication may be a radio-based
communication, preferably via a standard communications
network 241, for example a standard mobile telephone
network. Via the communications link between the
30 electronic key device 201 and the access code management
system 211, access codes may be transmitted from the
access code management system 211 to the electronic kKey
device 201. This data transmission may utilise the so-

called Short Message Service ({3MS) or other higher speed



WO 01/40605 - 2 4 - PCTI DKOO 00655 codes and execut abl e conputer program
code, a receiver 227 for receiving control signals fromthe el ectronic key

devi c d a lock control interface 224 as al r eadypHREw0ERED | NT MAY 2004
connegyﬁgﬁﬁﬁ?¥h the first enbodi nent of &Rhe- 5 access control system

illustrated in fig. 2a. Nowreferring to fig. 2c, in a third enbodi nent of
an access control system according to the invention the electronic key
device 201 may only conprise one conmunications interface 204, e.g. the

transm t/receddfe® 10-RATHIS of & TrobiFR priie« f $BEFcoRfect/PhdCtfie ifce to

a communi cat s ded WOEK c2h Sueth 381 JBRId es{ £t @RNONR) taeh O Kel ¥ Notthi s
enbodi nent, the electronic key device, 201 either conmuni cates dirg@tly

with the | ockaddri¥epalihi - oBhert opuikahpre FPAMSRECAESSETes CEERPSY®A t he

15 communi cat  §itsy N8t 6Ky 24darPr obhetrehastaopiretheyl deutreas2@tpr/ 1P,
communi cates with the |ock control unit 221 via the access code managenent
system 218, fBFERx afipt R ReS SBMS S meiagdeY WP USEGi-ce or ot her

comuni cations channels. 2 7 MAY 2004 In a preferred enbodi nent, the

el ectroni c key deyi 961 201tne0 JMe A SCode RaRAFRHERE ﬁgwe_ta_maszlel sigtizonary
or portable PC wth access to the Internet. In"this_enbodi nent, a user

my, via a - SePRRREer appysEeRi onPrefieraddya FPBREEFINTseRlCa SEI eBLEF

access code tgiihgaAGCesSSorOTerBNagessy syst epedbbnfar Vebmbutatdsgn
and/ or further transm ssion 25 to the lock control unit 221. In . this

enbodi nent, av“eskstakigngai n2PRYSERLACResECTVEBR hi S2EBRPEEer 200 &°P

| ocati on,1p sugbrasrad, Maghé A€oRfe SE¥H CEia FUrtdheinmima thewatteasdcadeh
managenent centre 211 mpy, e.g. in randomy chosen tinme intervals, .change
the access coééc9§ﬁiHofBgetﬁ%g?%ﬂb?%tgﬁn% ??%ﬁ?%&h%§Wnﬁﬂﬁ &AM EnE serfd t he
access code t@ thevidseprsve@aput eheandcébe todk mamdgendentnistys22i iilch

generates and administers the access codes as described
in connection with figures 3 and 9%a-b. The access code
15 management system 211 transmits access codes to the
electronic key device 201 and/or the lock control unit
221. The access codes may be transmitted upon request
from a user or automatically. Additionally, the access
code may be transmitted periodically, in order to replace
20 the access c¢odes on a 1lock control unit and the
corresponding electronic key devices, thereby improving
the security of the system. The access code management
system 211 may  also automatically, or upon request,
invalidate access codes by sending a corresponding
25 control signal to the lock control unit 221 and/or the

electronic key device 201.

The lock control unit 221 comprises a communications unit
225 to receive the data transmitted from the access code
management system 211. Additionally or alternatively, the
30 lock control unit 221 may comprise a user interface 226
or another input port as described in connection with the
first embodiment of the access control system illustrated
in fig. 2a. The lock control unit 221 further comprises a

processing unit 222, a memory 223 for storing access



controls access to the machi ne. WO 01/40605 - 2 5 - PCTI DKOO 00655 2 7 MAY

2004 Fig. 3 illustrates a flow diagramof the process of nanagi ng acciii 2004
rightgyagﬁgkqgng to the invention. Figure 3 also illupkigli@snoydist her AY

i ndi vi dual process steps are performed b%,-or under control of, the
adm ni strator 5 351, the access right owner 352, or the access right

grantee 353. In the initial step 381, the access right owner 352 defines

the access rights to be granted, possibly including a |ist of possible

access right cagfemt ard. execsital g conpiet ¥ cBESIF PN CHIfrer 238EFG Ver

aut hori ses t hey At Mi SEFAAM BTb it AeRErAA 2NG-oks LN e 12EReshikeNey Thi s
aut hori sation may con&rise different |evels of authoriég and, %ref%{ably,
i s described 49viEe cohlr agbdad des&r iELTH cUMpREtdoh Fthafi GO By

means of an agLessiwade; ArBRGesEr o Yiel € thheribsadebBogihaber o35kHa step
383 transforns the access right definition into a set _of electronic access

codes i dénti3SFeEP tFROGIRd EYREED rilgRsE Tt egt dip 9 right s as  descri bed

in connection with fig. 4. The definition and generation of the access

codes and posgib! ¥e$@?r§!f§§i @, 265 @ndopr odyct j onnQh- ot hansdeahdoni 6 tkan
devices may be pertorned by the adm nistrator 351 on request fromthe
access right a9pess 3520¢roiln eystaBoradsording wden the inverhtPhoddidly a

third party. Li.stepnfB4 (ke agsfse coOes aRg otdiery rebansdidata aie
stored, pref era% y In a 25 database of the accéss code rranag_eg?ant system as
described in commericorleRs hinftgrigse AQd%r ¢n@- gbher HTBPRET LHF ST%r age

384 of aqeess,epdes. ort BemBpEEeSpROAES 20 hanstenhgdthe eanci8hd rom the
access code nanagenent systemto the |ock control unit

; S %.30 at t]!'leh
respective | o6aNRBREC2THeENS r AR Zhkesiielyders mobile  telephone

network. In this embodiment, the electronic key device
201 either communicates directly with the lock control
unit 221, for example via SMS messages sent via the
15 communications network 241, or the electronic key device
201 communicates with the lock control unit 221 via the
access code management system 211, for example via SMS

messages, WAP, voice or other communications channels.

In a preferred embodiment, the electronic key device 201
20 may also be a computer, such as a stationary or portable
PC with access to the Internet. In this embodiment, a
user may, via a software application, such as a browser,
send a selected access code to the access code management
system 211 for verification and/or further transmission
25 to the lock control unit 221. In this embodiment, a user
may gain remote access, from his computer, to a location,
such as a machine or device. Furthermore, the access code
management centre 211 may, e.g. in randomly chosen time
intervals, change the access code valid for the remote-
30 controllable machine, and send the access code to the
user’'s computer and the lock control unit 221 which

controls access to the machine.



may be done by the admnistrator 351 or, alternatively, by the access
ri ght owner 352, the access right grantee 353, or a third party.

Siml aWd’mmBJﬁs transfer 386 of access codes to the el gpifudbeoskey devilchly 2004
may be 35 perfornmed by the administrator235t or, alternatively, by 2 7 NAY

2004 WO 01/40605 - 26 - PCT/ DKOO/ 00655 the access right owner 352, the
access right grantee 353, or a third party. After receiving 387 the access

codes, the access ri ght grant ee 353 may access the | ocation gstep 3f88).
In addition tBi¥he hcddd¥SERALES (e HOYsSIARERAR drhntds a3 ©

el ectronic keMaﬂ@c}{i@@Sa&\@é%l B §h €apadt&r &fng operaid Nhvddhtdemedatiqaran t h
the access contro

system according.to the inventiqgn.. This may inpl
specific har dw@r-&° Z‘éﬂt“\ﬁ&r"@t&ﬁd ‘ﬁbeﬁ:rﬁﬁﬁ cHl ‘?oﬁQSngdaP?%nﬁﬁPgeﬁ%i c’f‘?‘:’f%s may
be prerequisites perfbensd BPl eoto ug@ErURIceAlre IWdh) Hhe dddcinicatatedr units
desi gnat ed. by ghe access right owner 352. These requirenents are.
pref er abl y° r edat at éd'§ n2CEfeS c FritdHet SWBBF 't hBfa SEFFERT FWEIT 352
and the admi girshtaéonsand metweeninieiadnistest raps 8hd andetbe rlimlaccess

right grantee 353, r ectively. The contract nmay, .desjgnate types o
devi ces whi chob’ﬁﬁrbegggeo"?e%ﬁn%/%cltﬂ'ﬁe AEEPS r‘é@;éf‘&?i nbgaalbeosg"fﬁn}e&gsi gn
and manuf act upbBgibiy elecluothg key UeytcesfansbidithYe passidise pergipheral s

(software as wel |l  as hardware). 20 eferably, in step. 389, data abgg t he
use of accessI*8BHEESand Bl eBtFBni 8Eé9y Vi CRSCTES| o’S’g%Ht at®the access

code manapenmeauthsystesm thlet exdwen watinater atifl t tongkhyratkogndatass swegn be
T o B e« FBAA S G MRt T
predet er m ned leived si dfer satlsor oy r eqdestpredrempllyi,neis ndescribed in a
contract as described in connection with fig. 1lb. By
means of an access code management system, the
15 administrator 351 in step 383 transforms the access right
definition into a set of electronic access codes
identifying the individual rights or group of rights as
described in connection with fig. 4. The definition and
generation of the access codes and possibly the design
20 and production of the electronic key devices may be
performed by the administrator 351 on request from the
access right owner 3532 or in collaboration between the
two and possibly a third party. In step 384, the access
codes and other related data are stored, preferably in a
25 database of the access code management system as

described in connection with fig. B8b.

After the generation 383 and storage 384 of access codes,
the access codes are transferred in step 385 from the
access code management system to the lock control units
30 at the respective locations. The transfer of access codes
may be done by the administrator 351 or, alternatively,
by the access right owner 3352, the access right grantee
353, or a third party. Similarly, the transfer 386 of
access codes to the electronic key devices may be

35 performed by the administrator 351 or, alternatively, by



connection with an interaction between an electronic key device and a | ock
control unit. The adm nistrator 351 may provide additional services top73dy 2004
be receiyaiipa®0 by the access right owner 352. Alternatpaebyodiosss
additionally, the adm nistrator 351 may 2|cf5ro“vi de services to the access

right grantee 353 or a third party. Preferably these additional services

I ncl ude WO 01140605 - 2 7 - PCT/ DKOO/ 00655 provi ding and/ or anal ysi ng

information tq,t.he carrespondi ng ac s rights, where e infor Lon may
el ude. | nfor TREI 87 SBGuE 1IN TE S Eat0n bt RECFagkr COhEr SFAURTT 258 The
access right scana cddied spectfyi Aftehe receirveésgorBlihgiec cessess ghodgs ant ee
352, including,a specificatiqon of _t I i ons, lock control '

Cimes of ol obd ACESES P ofFahFoRed dholey S8t 10mSobEPrHEoR on
of el ectronic {(kegpd8@i8¢es whi ch have or have had a given access code or
access right assigned to it. Status information about |ock control units,

where status_may Jincl.ude, "locked", "open", "maintenance 15 required”,
M anual - onbr alfoRddiEifn” te B SrRPSPHECRER abbt SLRBSFoEgNbrdtantee
| nformati on al3sat WascheBdEectsoid C Megy deviees haléchbeare usagabie of
connection with which | ock cont rolc.unit .!%r (%ocat ion.

, v\,her\iS ow, wgere,
how many ti meSPeRAY %0 bt EONBeSERRY P8 e FT&TELy, ¥t m PHT 6T it i on
and interfaceadcofrdimgt i 60 nmajte beinsent ten cr edties | mfagyr natpdy sepect€sc and

racking sys! e AN NGE LR AldectiniltcdPlshs SYSLERRES IRELRON tO

10 may be prerequisites for being able to communicate with
the lock control units designated by the access right
owner 352. These requirements are preferably regulated in
the contracts between the access right owner 352 and the
administrator and between the administrator 351 and the

15 access right grantee 353, respectively. The contract may
designate types of devices which can be used, or include
terms regulating a possible design and manufacturing of
electronic key devices and their possible peripherals

{software as well as hardware).

20 Preferably, in step 389, data about the use of access
codes and electronic key devices is logged at the access
code management. system. Alternatively or additionally,
log data may be stored in the lock control units and/or
the electronic key devices. The log data may be

25 transmitted to the access code management system at
predetermined time intervals, on request, or on-line in
connection with an interaction between an electronic key

device and a lock control unit.

The administrator 351 may provide additional services to
30 be received 390 by the access right owner 352.
Alternatively or additionally, the administrator 351 may
provide services to the access right grantee 353 or a

third party. Preferably these additional services include



25 @S, GPS, Internet services, or the like, may further increase the
nunber of possible services provided. A connection of a | ock control wunit

to GP§, f“%nﬁ%%anpl e, my allow the tracking of contai peqgsi@neosas | ow t Bé MAY 2004
superV|gion of which container has been é8gened when and 30 where. WO
01/40605 - 2 8 - PCTIDKOO 00655 2 7 MAY 2096 The above services may al so be
used where there is a need for supervising the use of the granted access
rights. This could be -in situations where goods are gronised to TSE@
delivered at Breeidin@ ti ABJI4RE at 2T | 0tREPHR2CECRIND Wher e

admi ni strat or -3pLe FBYn@LRY| 4R efs0r FRYL S, abeue Waes, iwkeERaeDenhew access
has been granted to relevant delivery staff. The possibility of granting

access for a inflved hufperatipnidheetis also an option by which e.g.
e-comerce 10 deliveries nmay be supported. In this case the adm nistrator

351 is able to allpy,an,access &f9bhe OMNEE SR @ANinACLess to the location
on a one-tine basis or or a predeterm ned nunber of tines. This

functionality nmay either be provided by the adm nistrator 351 upon 15
request, dr thesacthes ragfrsoWnEiad83 nagndaveadssi s specifinEtdondthty to

perform this functigpalibynafng: akbds3 Sl ILEHACE R, adadisentd o
co

unit, or via renote conhunication with the access code managenent, system
e.g. via a tel ephospeclfiephbenappl itdet iloradrionge |}k QRPqﬁﬂ%rRﬂ%ﬁge, a

one-time access righpomay de,ligked LRAsshaseEd bR Andeiveto Achiaye
addi ti onal securitg. E?g. 4 ?Ilustrafés 5# enbodi mrent of the data format of

an access code ac€&8fding to the invention. As nentioned above, the access
codes are generated by the access code 25 managenent system The access

code preffﬂably 90%8%E§?§c§tion of electronic key devices which have
or have had a given access code or access right

assigned to it.

e Status information about lock control units, where
status may include ™locked”, ‘open", *maintenance

15 required”, “manual operation”, etc.
« Status information about the location.

s Information about which electronic key devices have
been used in connection with which lock control unit
or location, when, how, where, how many times, why,

20 etc.

Consequently, system information and interface
information may be used to create information services
and tracking systems to enhance the value of the total
system. A connection to external services such as e.qg.
25 GIS, GPS, Internet services, or the like, may further
increase the number of possible services provided. A
connection of a lock control unit to GPS, for example,
may allow the tracking of containers and allow the
supervision of which container has been opened when and

30 where.



sequence of data itenms which may be transferred to the |lock control units
and el ectronic key devices. It is understood that the preferred data

f or matyARY40egPeNd upon the type of access rights, thep(_sf,gkgm‘;gﬁpaci”m}( 2004
the 30 electronic key device or the | otkk&kontrol unit. The access code nay

conprise a binary code, an ASCI| code, a sequence of phonenes or voice
commands, touch tones, sound, or the |like. The access code data format

illustrated in fig. 4 conprises a sequence of hytes, WD 01/40605 - 2 9 -
PCT/ DK0O/ 0065Be22poKRY S2584C8F ale¥ ng L #Pt ReaUFedaPe a1t PRERUSF ng PBFC

exampl e a 4 byte s gecesssiGRechP. e agcesse cgdentunt hefcprigrsst he
following identifications: Alock control unit 1D 402, which jde t%fﬂi es
e

the | ock confhép &L DPe I oBptBRELBRR BPESAL FACAFniAEE FRF O T

access code he vahhi€eradkey adewregihDtimdenbdf yitng tbeteifclsestLokey
device or_group of key devices which is/are authorised to uge thhs access

code, and® an28GnHiehS At PEPADASLYREPE dnderttboRFeviAe LRESEMAHAPE onal

| Ds are opti apahtanghéhat whbey nayd beold gstéted s Shéeh 0 dehauwld val ues.
The access code illustrated in fig. 4 further conprises additional

opt i onal fielr&é,eVéE}ﬁpPieéFHSrVnFBF‘ﬁ'gti on about the type of access rights
405 and additional access code attributes 406. The type of access right

407 may for examiadodikylobyseahtehd speeiskyifg theliypeeof napbess
right, such as a  securjty level, whether it is a time-limted access

right, or anOfccEs®efighi @iSth PR IGRFIVY £Y aRinberd & ETHIBEPSEEE. The
access cpndi tdeansrefdi®lsd 4R8yspasd f i emppdieicher the acaess ridgghle i sthe

conditioned on e.g. a 20 password. Some ty of access rights, require
addi ti onal ri‘é#"biﬁ’gtsér%a,toé. 3’ la ’\Fal‘-fk%si}r? yt‘begﬁ‘a""ﬁa, aﬁc‘FF‘ﬁegng‘Foa &d
every weekdayotldramt nebessoftcalfrelioeat foRSo0AlA one-time basis or
for a predetermined number of times. This functionality
may either be provided by the administrator 351 upon
15 request, or the access right owner 352 may have tools or
functionality to perform this functionality, e.g. via a
user interface of a lock contrel unit, or wvia remote
communication with the access code management system,
e.g. via a telephone, Internet application or the like.
20 Furthermore, a one-time access right may be linked to a

password in order to achieve additional security.

Fig. 4 illustrates an embodiment of the data format of an
access code according to the invention. As mentioned
above, the access codes are generated by the access code
25 management system. The access code preferably comprises a
sequence of data items which may be transferred to the
lock control units and electronic key devices. It 1is
understood that the preferred data format may depend upon
the type of access rights, the storage capacity of the
30 electronic key device or the lock control unit. The
access code may comprise a binary code, an ASCII code, a
sequence of phonemes or voice commands, touch tones,
sound, or tﬁe like. The access code data format

illustrated in fig. 4 comprises a sequence of bytes,




Finally, the access code conprises additional report attributes 413
controlling e.g. the detail of data 25 logging in the | ock control unkh’ﬁ??%‘
r equeskolPhosheporting each access incident to the adnpoi/skogiosss or @1

| i ke. The possibility of including theséF unctions in the access code

allows the creation of e.g. self-destructive access codes and codes which
have uni que characteristics 30 (e.g. could only be used between 4:00 and

6:00 am. It |s nder st ood_t hat .t he opt.i .may d

access code Cr&W E&PﬁtEbgﬁoatESa%Fécﬁgén%8C§8§lg§VF§g ng%#?g ?he ?%PE

cont rol unltadd@ﬂﬂTﬁUddOIDeddﬁﬁetBGCEEBOMﬂAﬂ505uItBe®-CdmﬁﬂmW£m/9D655
menory requir nts int I |c ke evi,ce se a SI'M
card with I|r‘?’=1e FYPEr entglpam t%) )(, q dkc ;}{‘{'{8{' £ &b

Be b C|ent y store
parts of thevanmﬂsadendefles gheombykthena¢oésgna@derl@ QGQuplﬂfth@Ck

el ectroni Vi e Lhe reppining fiel ar; ried in he 1ock
control unit c%émg:etoh u%&’t \Myt Fe ‘%ﬁt}te%sggéde F5°Zof %Ie les‘t fsl‘%é;llglpt uat | og t he
| ock controldﬂﬂﬂbeﬁﬁ@,iddantﬁﬁythg taece§§C¢0@elGnkBNedbagﬁg ©F fheuRccess

code ID 401 and :ygtdfevi%%st BREAMRLDLOE DRLALRLGLY thohed LRsbhectesk 10

control unit rocéss a received request. FIg. 5a shows a first
enbodlnent(ﬁcaﬁexﬂandramnaﬁm«ﬂAstnaﬂQnab@c@@@lnéttésthédﬁﬁﬁéﬁ@@oﬁha?he

el ectronic kay,. eVl g S Byihe a8t apsarsh M Aal eplenGneas ndd| st rat ed

in fig. b5a. roni c y device 15 conprises a renovabl'e SI'M card
(Subscri bér Iafeititiady ovbdsks) 506, defeuddsnivigluesei v&hger raFE564, cade

transmt/recey It D a gli sp|,a¥naf? teh @bgelaxaagtagﬁgas code
i nf or mati on t%&#ﬁéﬁ%ﬁgsg 591 fi 2004 The SIMcard E66 conprises a

processor or e®htareil cﬂlﬁd@istr C@@PEG@l@ﬁd lélfr?émty%?boﬁﬁetﬁ@nﬁﬂ?enﬁﬁ be
divided into @.cess rights 405 and additional access code attributes

406. The type of access right 407 may for example be a 1l
15 byte field specifying the type of access right, such as a
security level, whether it is a time-limited access
right, or an access right which is limited to & number of
times, etc. The access conditions field 408 specifies
whether the access right is conditicned on e.g. a
20 password. Some types of access rights require additional
parameters, e.g. a validity period 410, a time period for

every weekday 411, a number of allowed entries 41Z.

Finally, the access code comprises additional report
attributes 413 controlling e.g. the detail of data
25 logging in the lock control unit, a request for reporting

each access incident to the administrator, or the like.

The possibility of including these functions in the
access code allows the creation of e.g. self-destructive
access codes and codes which have unique characteristics

30 (e.g. could only be used between 4:00 and 6:00 am) .

It is understood that these options may be included in
the access code transmitted to the electronic key device

and/or the lock control unit. In order to reduce the




ROM 507a with the SIM operating system and ot her program code stored on
it, and a RAM and/or EPROM 507b for storing data items and for use by the

control unit. Wien data items conprising access codes are receiyved by 722%AY 2004
the aeMQ#/486% from t he access code managggrent system JiCTAKYM sg

provider, they are routed via the circuit 505 to the SIMcard 506, where

t he control unit 508 stores the data in the nmenory 507b. Wen the user
requests an access code, via the keypad 30 (not shown) of the electronic

key device, themoeyt rmdquinidmes(ids rehr ithees Ll randes kegodke firaem tWi'eicrtermry

ohenl oy 502 BeTOIPRgEIS &S RarARseTobans oY, ShREA SR h e i

t he i nventi onmatyh®euserf fitay erss e ardomziode paattshefktely@aalcct@ss ignde ati ng
the use of a sel ecte ess _code. u t from r ol
unit 508 inifi _gt_es a% t?."ﬁ85§h80é8| g@t 2“3) 4CcCESs co e vétarqﬁll%hc}?%rcui t
505 and t he aeleivdke504tid et lhd ammadonitygolf ielnist age, shbtednin i vied yloche
access code n%n%g%gﬁn é’stt%?et];g %pﬂﬂ cgb%ogcsc vaaéodeco%rqlolll nort he

storing, ret rireva sél ect transm access codes is stored
in the nmenory thlza. siludipnsb theovck se@mmbbnbndtrmtﬁv afd@tléfIYec‘th@m c

ey devi ce acording 1g. the wertian Jhecglegtranicdkay devige A0

fig. 5b conprises a renova IMca ransm t/receive aeria 504
a transmit/recqeitud.esier ctihe  566aimhuga mm%}erﬁoZStgreﬁl spl afhAg keekss

code 15 | pf OBl LG dISlae ] o 5, c0UBOUI BBAL, yLhe, LaceLYI NO.

storing and selection access codes“are perforne first
enbodlnent shown in fig. Sa. However, the electronic key
‘ Fig. 5a shows a flrst embodiment of an electronic key

device according to the invention. The electronic key
device 501 may be a standard GSM telephone, as
illustrated in fig. 5a. The -electronic key device
15 comprises a removable SIM card (Subscriber Identity
Module) 506, a transmit/receive aerial 504, a
transmit/receive circuit 505, and a display 502 for

displaying access code information to the user.

The SIM card 506 comprises a processor or control circuit
20 508 and a memory 507. The memory may be divided into a
ROM 507a with the SIM operating system and other program
code stored on it, and a RAM and/or EPROM 507pb for

storing data items and for use by the control unit.

When data items comprising access codes are received by

25 the aerial 504 from the access code management system or
a service provider, they are routed via the circuit 505
to the SIM card 506, where the control unit 508 stores
the data in the memory 507b.

When the user requests an access code, via the keypad

30 (not shown) of the electronic key device, the control
unit 508 retrieves the access code from the memory 507b
and displays the access code and/or related information
on the display 502.




device of figure 5b further conprises an infrared 20 comuni cati ons port
509, preferably following the IrDa (Infrared Data Associ ation) standard.
The i nfw@ppMedzort 1s connected to.-the circuit 505. Agegarokngetss t he AY 2004
i nvention, the control unit 508 is adapt¥dto initiate the transni ss”)rq1 %12
the sel ected 25 access code via the circuit 505 and the infrared port 509
to a corresponding port of the lock control unit. This may, for exanple,
be achi eved b% adaBting thg operatin system stored in, the nenq$¥n50 ato
al | ow the appPEREroRY 58t tR&r 76 ol M Emiti cHigBhe® oY The
30 applicati origaof tnar &egpatd oEbiengidiiiei st id ndher ehséevd , a ssdlandted, and
transmtting of access .codes is storedfin %Ee menory 507a. WO Q1/40605 -
32 - PCT/ DKOOPGEESS FPIFs SR SREN Hyet5P™t hBSi MPFAr edPE MAMIESAt i'Bh t hat
it allows a Bast imiarnatiessitramcimitheiragcess eallectedt heckesk cocdentyid uni t
and, therefor a short. . .r nse .ti from_th ser i, ssui.ng,the co nd to
the | ock é%nt%gﬁ &Hﬁ?“&togiﬁgt?ﬁa Fﬁ%l%ﬁﬂ?%&cﬁ%ﬁigﬂlt rt eﬁnﬁ%ft$ﬂ€
infrared tramsitssioan had ttehmaddwaityage thmt adceoes amde | matageneoist S
for using a co ni cat.l.Qns._n k, It i.s under hat , t 1ively,
ot her comnis?%iegﬁs&'hga%g??é\ég 38 goél%ﬁgfgoﬁ%gg%ﬁﬁéa%ﬁ?%ng%%brt,
acoustic signalesrievalheskikeetiony bedusednsfiTthAY 2004cEeygs Gadashols a

fl ow di agram qf fi st ' t the comunications process between
the el ectroni %tl?%)?ddé?}i Eggblggﬁ]gggdslaﬁg'l ock control unit 621 according to
the invention. 15 According to this enbodi nent, a nunmber of access codes
are entered namnual [5b i shohe el exdaomnd cekbydiesmniceocf0hnaredl edttreniackkepnt r ol

uhit 621 and %&%&%%i£Eé$¥ﬁfn§e%£FC££¥einvention. The electronic key

device 501 of fig. 5b comprises a removable SIM card 506,

a transmit/receive aerial 504, a transmit/receive circuit
505, and a display 502 for displaying access code

15 information to the user.

In this embodiment, the receiving, storing and selection
of access <c¢odes are performed 1like in the first
embodiment shown in fig. 5a. However, the electronic key
device of figure Sb further comprises an infrared
20 communications port 509, preferably following the IrDa
(Infrared Data Association) standard. The infrared port

is connected to.the circuit 505.

According to the invention, the control unit 508 is
adapted to initiate the transmission of the selected
25 access code via the circuit 505 and the infrared port 509
to a corresponding port of the lock control unit. This
may, for example, be achieved by adapting the operating
system stored in the memory 5072 to allow the applicaticn
software to control the communications port 509. The
30 application software controlling the storing, retrieval,
selection, and transmitting of access codes is stored in

the memory 507a.



menories, as illustrated by steps 694-696 and 697-699, respectively. The
manual entry 695, 698 of access codes 20 by a user nay for exanple utilise
switchgg.o1abkebe as D P- switches, or a keﬁ)ad on the el ectvoxusmodssy devijodty 2004
and the lock control unit, respectively’“The el ectronic key device may

al so be connected to the access code nmmnagenent system e.g. via a cable
connection, a docking 25 station, an infrared or Bluetooth port or the

i ke. The ual__entr pecrf or e 1N L Qr .gaccess
ighi owner, The aokbeicPRYrFTerSh: EhCTnEYe kPR CORMIRIEAERER, ehE S3°C53
in fig. 6a ildlistwsaate fasadoesscicdicg of3@hsessicess woeke tanthecdssk i ght

grant ee request C .10 | o ' La an roni L.C and
a lock cont rcoqn%urﬂq %%;31{ E}S%h %gt&llﬁggf) ¥F f 0%1 t eoerﬁée%géflgcr’l s%/eg%éz%%rg)%
sel ect ed acceds: coderi d ssudmsmi thedcompantheel eber driak W»EOLMADEORIL 33

PCT/ DKOD/ 0655, 2. 7. MY 2004 12X devies QL 18, g Lipske COBRE Ol oty £21
e.g. via “infrared ¢ nrcation as described 1n connection with I g. 5b.
In step 689 tthmdmwikssiont riwds ubhe edviehteget Khatr dickei deels agebsdngodd@ani t h

the access COcF’c?ététig{xe%éi’}l he nﬁﬁfﬁrc%tqfofntshﬁxelt%lﬂdw””o' unit. If the
C t '

recei ved access ode corresponds to one o e valid stored access codes,
the I ock nmechanismis operated in step 690, thereby granting access to the
| ocati on. Theloperdtsi on magersompd se thébcki ngp e rortivcking t ledhegck

mechani sm 10 LGS LS E1L00) 800858 L 052, ] QGBLIAR IR SR LB, 2

granted access rig e verification 6 the access code faills,

t he | ocklfecheer sim dcowst iopergrtals, lar et 1 ikesesayodpedatsgdabout t he above
session may be

Fig. 6a shows a flow diagram of a first embodiment of the
communications process between the electronic key device

601 and the lock control unit 621 according to the
invention.

According to this embodiment, a number of access codes
are entered manually in the electronic key device 601 and
the lock control unit 621 and stored in their respective
memories, as illustrated by steps 694-696 and 697-699,
respectively. The manual entry 695, 698 of access codes
by a user may for example utilise switches, such as DIP-
switches, or a keypad on the electronic key device and
the lock controi unit, respectively. The electronic key
device may also be connected ¢to the access code
management system, e.g. via a cable connection, a docking
station, an infrared or Bluetooth port or the like. The
manual entry may be performed by the administrator, the

access right owner, the access right grantee or a third
party.

The steps 687-692 in fig. 6a illustrate an access control
session, where an access right grantee requests access to
a location via an electronic key device 601 and a lock
control unit 621. Upon request from the user, in step 688

a selected access code is transmitted from the electronic




generated and stored in the nenory of the | ock control 15 unit and/or the

el ectronic key device, as illustrated by steps 691 and 692, respectively.
Fig. 6lwohiambs ates a second enbodi nment_ of, the conmmuni eardsno/psssveen hpgy 2004
el ectroni c key device 601 and the | ock control unit 621 according to the

I nvention. 20 Instead of the manual entry of access codes as described in
connection with fig. 6a, the access codes may be transmitted from the

access code MAIIHBRMCSYESEMBLLAO 168 AREbIAN Gnkey gdeyi a8 $O1yand/of

the lock controf unit 621 via a comunications channel, such as data or 25
t el ephone comimfirezedorrandds@tivad pA cdanrecibesh Wit trornigEt i ThEhst eps

of transm“i%qggn%bstqrd NG dhes A6 CeH3 1%%46%&{]&dﬂlmiﬁa&@piﬁfe§teﬂé

681-685 in fig. “6b. The transmission 682 fromthe access code management
system 611 to neifeizedcecerpe kegedaliitde B 3RS FUr€Pdes 3otebafr iBethe

transn ttifg aRRAlICAIJONROf INGE ec6QPPAReRhS tand ¢ PGRST PLye COSIUREEAELONS
sof tware conponents in order to enable the electronic key device 601 to

performthe c¢pseacesnssepndeotPngner efr ité¢i NglideFterrAga&htisNo2:28605

3 4 - PCT/ DKOQ/0658-R Tndhard0d tilsanspet-hitBd acgesst&9de30, Thehereby
transm ssion of application software na{ be advantageous if the
el ectroni c keyraddiinde 69TeSS atet ahd&r d l@6@ttéensuchngs qPePABIBR a™ABbi |l e

phone. The appldmgatiisen sRfsMRI €y Mihdy S ibekisgnPEhse 1T feshanisng/ or
encryption features. The application and comruni ¢cati ons sgftmare conponent s

may be trhRsmitEE BESHEARSLI8F 8CFESPhe A Rt ePFET1CB0BRYNG S8t AFFABRES fAobil e

t el ecomuni catd i HddTAkccéadi @ikased 1eommwi ealdidn cataeal e8di aihasad

networks such as 10 Bluetooth, or other means of data communi cation. Once
the access cod¥Ceiid GP5Ssithy Sneé&§$éﬁ§*s&FFﬂéPésm 1% not operatea’ in

both cases log data about the above session may be
generated and stored in the memory of the lock control
unit and/or the electronic key device, as illustrated by

steps 691 and 692, respectively.

Fig. 6b illustrates a second embodiment of the
communication between the electronic key device 601 and

the lock control unit 621 according to the invention.

Instead of the manual entry of access codes as described
in connection with fig. 6a, the access codes may be
transmitted from. the access code management system 611 to
the electronic key device 601 and/or the lock control
unit 621 via a communications channel, such as data or
telephone communication as described in connection with
fig. 2b. The steps of transmitting and storing the access

codes are illustrated as steps 681-685 in fig. 6b.

The transmission 682 from the access code management
system 611 to the electronic key device 601 may further
comprise transmitting application software components and
possibly communications software components in order to
enable the electronic key device 601 to perform the

operations of storing, retrileving, selecting and




conponents are transmtted to and stored in the electronic key device 601
and the lock control unit 621, the steps 687-690 of the access contr

sessi amooByebe 15 performed as described,jn connecti onP@XIHOINEESS Ga. Z?MNYZWL
Instead of storing the log data locally 1n the lock control unit 621 and
the electronic key device 601, as described in connection with the steps
691-692 of fig. 6a, in step 693 of this enbodi nrent a nessage identifying

20 the above ssheRtiRY be sents o theyyaccessrgode + PRAFPESBYn Sysbem
where it is g?grgg in s%e 559 preferablé in a ,database . Fig. 6¢c shows

a flow di agr appéficatipiprd %ﬁﬁﬁ‘d@mnt WY t hBe coRfHiRREREFAS bethheenthfie
el ectronic k eg%\fbﬁ‘ESGQ%yaQﬂav?l%et heo 1l oLk &%‘Eé:‘i’djat@' deb2de a56eH dh8Jat 0 the

invention. This enbodi ment 1s pref erablﬁﬁuse i n connection with an
access cont r GRDsygtrent addridisngPhenehe ERBodRrRhicatianystedtedren PFRY. 2b.

In this eqbodi TR, tc'aﬁlp%‘i%%s%omﬁ%%s'l%nt LAY Bt Eﬁ@r?ﬂthbﬂeféé@m’ébe access
code 30 nmanagenent system 611 to | ock control unit 621. It is an

advant age of this enbodi nent that |s not limted with regard to the anount
of data whi cifheanapplécatednormnd SERMMNGNGEREDB0S FETT IOTY 0G8BBORERRKAY 2004

- 35 card, >éw'ijel 08 handhingofh 2 o3 M, car ¢y 1atepaekf | @ocﬂ@h\éfor K
An “exanpl e

operator. an access control session according to thi
embodi ment | §‘qalﬂllmsrrat agbiidef | jelegomuppihcabyrst ($Tm 5 rtaﬁjéousEﬁ‘sefihe

el ectronic k%/ﬁ] Ccf‘at@% coni 3¢y $ t?sdlacca%wd%m@mnéu&sta@ 611
in step 671 e ectronlc key device 601 may for exanple be a nobile

stati on, 1§ucl‘l31a§3'faDQﬁibl g dihegheandr of PPA2 FOBRERABRY 108uppor ti ng WAP. A
V\AP appl ication allows the electronic

Once the access codes and possibly necessary software
components are transmitted to and stored in the
electronic key device 601 and the lock control unit 621,
the steps 687-690 of the access control session may be
15 performed as described in connection with fig. 6a.
Instead of storing the log data locally in the lock
control unit 621 and the electronic key device 601, as
described in connection with the steps 681-692 of fig.
6a, in step 693 of this embodiment a message identifying
20 the above session may be sent to the access code
management system, where it 1is stored in step 679,

preferably in a database.

Fig. 6c shows a flow diagram of a third embodiment of the
communication between the electronic key device 601 and
the lock control unit 621 according to the invention.
This embodiment is preferably used in connection with an
access control system according to the embodiment
illustrated in fig. 2b. In this embodiment, the access
code is transmitted on-line from the access code
management system 611 to the lock control unit 621. It is
an advantage of this embodiment that is not limited with

regard to the amount of data which can be stored on a SIM




10 key device according to the invention to be managed w thout involving a
network operator. Alternatively, the on-line conmunication nmay utilise

anot he i cations channel, such as SM5. In step 6¢2rpkifoogeCcess
nanagerrave(g syﬁs}lt em 611 identifies the elect>onic key 15 device 601, 2&.!@?(}&%

its SIMcard or another identification. In step 673, the access code
managenent system 611 transmts information about available |ocations to
the el ectronic key device 601. In steg 674, _the transm.tted infornation
may be di spl af@don2thee2d BFekbRPoRRrBIkENIdRYi BeSbH1C2EARY e TR ey

sel ect one of netherdi spkayedrlocations or lock control units. A
correspondi ng request Is sent to the access code nanagenent system 611 in
t he subsequent step 675. In 'step 676, the access code managenent system
611 contacts PReeZB8MBber @§pBRdRRESFECKOBERPEOPSEALPN62ECARAIRY a3 nfR 5SS t he

access code apg@nhbRembAentisl ijcatiyffed hen ekeglr @i c Udh Hapiss 68dom I N
step 677, the lock control unit contacts the identified el ectronic key
devi ce 60 preferdify vithe acsReFFORARg&hdIrYdCec obtiniCORERERS chifinel |

such as 30 |rdaceksBl dglieot Ranihbként N S$YHPH88% 11 angf estebt S671.  The
identification_information to the lock control_ unit 621, |In the supbsequent
steps 689- 690 21ERETPBER Jofiif r OFVERPL 0U21m%r ifitese¥MRPIRIchEi A AR bhE of

the el ectroni gthedondegued ard OpRiies tdEepske NBENANDPSN) StbsEEASIY | Y,
the 2 7 MAY 2004 WD Q1/40605 - 36_- PCT/.DKO0/.00655 | ock control unit, ma

I y
send | og dat a SPEPPREIRECEYY -« fye " PRa RS At 187t MBEL, Tk %f?‘é% 1c
descri bedi@bovey Fhgsicda-gcddtdiid atte t R@edat avihovohetseebet htaREgeS S

d t. 711 the electronic key device 701 5 the_| ock
Control uni 1 7O G RS LhE ORGFEFOf - CRLRTROE REkbr aPYG 1o

the invention.on-line communication may utilise another communications
channel, such as SMS. In step 672, the access code
management system 611 identifies the electronic key

15 device 601, e.g. via its SIM card or another
identification. In step 673, the access code management
system 611 transmits information about available
locations to the electronic key device 601. In step 674,

the transmitted information may be displayed on the

20 electronic key device 601, and the user may select one of
the displayed 1locations or lock control units. A
corresponding reguest 1is sent to the access code
management systém 61l in the subsequent step 675. In step

676, the access code management system 611 contacts the

25 corresponding lock control unit 621 and transmits the
access code and the identification of the electronic key
device 601. In step 677, the lock control unit contacts

the identified electronic key device 601, preferably via

a short range and fast communications channel, such as

30 Irda or Bluetooth, which in step 688 transfers 1its
identification information to the lock contrcl unit 621.

In the subsequent steps 689-690, the lock control unit

621 verifies thes identification of the electronic key

device and operates the lock mechanism. Subsequently, the




Fig. 7a corresponds to the enbodi nent described in connection with fig.

6a, where access codes are transferred off-line fromthe access codeZ/ MAY 200
nmanagereRéi/sbebssystem 711 to the key device 701 and the darakkmmosssol  uni t
721, as illustrated by the dashed arrows 1% Fi g. 7a. A plurality of valid
access codes may be stored in the electronic key device 701 and the | ock
control unit 721, respectively. During the actual access control session,

15 the el ect rqg %&Sﬁ\: C&?@lm& %%%Ial ts, égtgc%gd - cca[ec%scsescsodceO 0 the

| ock control anit ere a catiomw i's or me
advant age of manggegwbddisysivent bdtll, i esdeséseady deqqmiee@nalbmm
communi cation between the electronic key device 701 and the access code 20

managemnent sy%tl%@ 7171ao lgﬂweggagg th}gﬁg%#:tg%léé?%ﬁug%g&nl nd t he access

code managenent syst €m © Wer® access
codes are onlopder mmrfa@reme@tofsfysltememm andesemeedromthkeyo@dwice)n‘imbl

unit 721. r| e} tt{l—?% gi§§§s SRS ql lﬁ'ﬁé |§)ﬁ11 Ehedtzl fr-JI ecttronl c key %gw ce

701 sends a reques € dccCess menagenen Sem %n ¢
verifies the dodémboilf iscaniagnosf atlrerdiingt tonthekeyvdmnce 701 for exanple
via a SIMcard, and sends a correspondi ng access code to the electronic

key d 701.. The gl ect key 30 deyice 701 th th d
(o the | ock carol ni S ST RANCEn Compbiee FECPEIITREet UFa0- SRebee: Rodes.

It is an adva:mimx@@tafont hieignbodiigent &ahat d:menl@es anakes¥D @HdE605are37 -

PCT/ DKOO/ 0065 O%fq_ceﬁglre ftoragl_t of 2 ar nber _ of accefs

codes for dif rearngnt I'-Iroecatl Shis~in-t he" el ecttoni’c & dg\?'ége o129 g

7c, accestOcodestame Trhnsbertred béf- diemeckr ol thﬁdad:dnesslo&'ddecmtmgbnént
system 711 to [he & ACLrANi;G 19 K% dQVHGe AT WIRLE LD 2T nSEPLed; LN

menory. During
A plurality of wvalid access codes may be stored in the

electronic key device 701 and the lock control unit 721,
respectively. During the actual access control session,
15 the electronic key device 701, transmits a selected
access code to the 1lock control unit 721, where a
verification is performed. It is an advantage of this
embodiment that it does not require on-line communication
between the electronic key device 701 and the access code
20 management system 711 or between the lock control unit

721 and the access code management system 711.

Fig. 7b illustrétes an embodiment, where access codes are
only transferred off-line to and stored in the 1lock
control unit 721. During the access control session, the
25 electronic key device 701 sends a request to the access
code management system 711, which verifies the
identification of the electronic key device 701, for
example v;a a SIM card, and sends a corresponding access
code to the electronic key device 701. The electronic key
30 device 701 then sends the access code to the lock control
unit 721 which compares it to its stored access codes. It

is an advantage of this embodiment that 1t does not




the access control session, the electronic key device 701 transmts a

sel ected access code to the lock control unit 721, which in turn con}a#ps 2004
t he aGggepugesle managenent system 711_a3§1 transmts tRETDEOEDOSEH access
code to the 10 access code nmanagenent syStem 711. The access code

managenent system 711 perforns a verification and sends a reply back to

the I ock control unit 721 which nmay then operate the |lock nechanism It is

R R W e i e e S v

code managéenent syste an n the ctronic key
devi ce 701. Idifffiqrertd lamé:ssmsodes tdree alreartgfaavirediens fdeiviige Pédm t he

access code nanagenent system 711 to the Iock control unit 721. During the
access contro]_sessio the 20 el ect.ranig 1 a t

request for ansgf'%(bt g& atE Y GhtePo atrne E%@%g&g%g ﬁ%%afggrr%nt%r%syst em
711 whi ch vertHe esctbesi dedti fianatjeoendf dywterel etlr bni ¢hkeplgekiroaiz0l and

25 contr b Nty 7OEVBEF FRe AN | FRER 16 Ol el [he toBp5/ 5y DAIRe O

perforis a veri al ns oyed access
codes. In figthdaceesesoroues seesivansthks r@bbfdﬂforuméa‘yr saviciee 7ddcess

code managemept, d;%é’rﬁt%“ 715"9]%%&?%& haé@@ § 0CK4e CONTLRL H:fEﬁ chokr3id utnllet
el ectronic key device 70 fhe access control session,
el ectroni ¢ key2ldewhéeh7Gn ttlamnpp@t@cﬁél chedageeass codge mtaélatgl?é‘eaﬁ'cess

code managene t 7 S I ts a Af I floC n
process, formgﬁsdgglﬁhg%c%égs%hggmtlggt %Ihlézxz El%redoofcr\f%tsoi:%%&gg j%tﬂep -

PCT/ DKOOAG0658ct@sk corde ol mampgerrant whveheper bk ms BeomsiedSson deceh t he
stored access 599&émex§{t§y§'@ém\/¢iy pbPBokASta YEFIFiCAIOD drd td PG

control unit % e omt
reply back to the lock control unit 721 which may then

operate the lock mechanism. It is an advantage of this
embodiment that access codes only need to be stored at

15 the access code management system 711 and in the
electronic key device 701.

In fig. 7d access codes are transferred off-line from the
access code management system 711 to the lock control
unit 721. During the access control session, the
20 electronic key device 701 transmits a request for a
selected access right to the access code mnanagement
system 711 which verifies the identification of the
electronic key dewvice 701 and sends a corresponding
access code to the 1lock control unit 721. The lock
25 control unit 721 performs a verification against the

stored access codes.

In fig. 7e, access codes are transferred off-line from
the access code management system 711 to both the lock
control unit 721 and the electronic key device 701.
30 During the access control session, the electronic key
device 701 transmits a selected access code toc the access
code management system 711, which, possibly after a first

verification process, forwards the access code to the




in which case the access codes only need to be stored in 5 the access codﬁ
managenent system 711. It is understood that other data flows or 0
conbi e psesosof the above fl ows are possi bl e accordi r@CTfDKﬂﬂvl@Gﬁfhventl on.

Fig. 8a-b show exanples of the software architecture according to two

enbodi nents of the invention. 10 Referring to fig. 8a, the application
software of the electronic key device 801 is stored in the nenory and

executed on HG%kp%3H%¥8ﬂKLAHHt7@i tRgieheglrariraskey éEf%@Qlwléﬁ
descri bed in"connection with the embodinents illustrate figs. ba-b,

where the nmefdey 1SEGUTE aRECLRE pﬂﬁﬁ%§%1ngAéﬁPFn598VQ%§rsde@ Thast
appl i cation %%fHW@E%tEBﬁfQBa?hﬁ QBERrbéﬁ%réﬂ éﬁ9€5$29088y prHﬁlﬂ?Qng 865

whi ch receives the access codes input by a user, via E ,
stores the addeshicdd&sen he %ﬁﬁﬁ%ﬁ;QRﬁﬁﬁrQﬁﬂ%t%ﬁa%6q3mh¢cﬁ pEedr éPerabl y

physical ly 2Qr0eaiced BoklenBAYLBAELL5A7he0h vhe memory 507. An access
code retrieval npdule 862 retrieves sel ected access codes fromthe access

code register and displays themon the display 502, or passes themto the
access code Itr difs Mnsisirah opsd ha t8e3 el g taofit ppBsOr heombanakieBpoAL25 of

the sel ected 3LCess 044042 Lhe Fe%ls@_at 5el:oyaaﬁg8€& thzhfn@@m@ﬁtl on
software may further conprise a Tog nodule 864, preferably wth interfaces

to both the access code input nodule 865 and the access code transm ssion
modul e 863. i@ .| o§ambduskoB6examplstsor efr etleamoAtog r30 dachitachemery,

such as |nfor d n@bQ%ttWBe@mBQEQRen%%CS§StﬁgdgﬁvﬁﬁffoﬁtOrEd changed or

del et ed, 1I'ch access code were transmtted to which | ock control
unit. 2 7 NAY 2004 WD 01/ 40605 - 39 - PCT/ DKOO/ 00655 The software
conponent8 edsfiardren the fdgoce8si ngheni application software of the

electronic key device 801 is stored in the memory and
executed on the processing unit of the electronic key
device 801, as described in connection with the
embodiments illustrated in figs. 5a-b, where the memory
15 507a and the processing unit 508 are shown. The
application software preferably comprises an access code
input module 865 which receives the access codes input by
a user, via the keypad, and stores the access codes in an
access code register 861 which is preferably physically
20 located in the RAM part 507b of the memory 507. An access
code retrieval module 862 retrieves selected access codes
from the access.code register and displays them on the
display 502, or passes them to the access code
transmission module 863 which controls the transmission
25 of the selected access code to the lock control unit 821.
The application software may further comprise a log
module 864, preferably with interfaces to both the access
code input module 865 and the access code transmission
module 863. The log module 864 may store relevant log
30 data in memory, such as information about when which
access codes were stored, changed or deleted, or when

which access code were transmitted to which lock control

unit.




of the lock control unit 821 are stored in the nenory of the |ock cggfm?lmm
unit 821, as illustrated in connection wth the enbodi nent of the

cont r olwaiisseshown in 5 figs. 2a-c, wherggthe nenory 2ZFTANNNMRESpr ocessi ng
unit 222 are shown. The software conponents of the lock control unit 821
conprise an access code i nput nodule 876 for receiving access code data
input by a user via a user interface 226 or another input neans. The

access code 1Qnknputreimdul @AM ne@esetdeupcsess ¢ode pHakasisingh BGGESS
code register 871 in the nenory 223. The lock control unit 821 further

conprises an 8écEBs leeHecPBEEpti BR1kpAdIle 33 SEHIh Meddiey 8EMAY ftkess

code transm thediByyt heehat nani€ key, daw 6a 180k the accassnrlriaste
reception nodule 873 interfaces with an access code verifijication nodule

872 responsi bWéthortheneeRRedinenti 6fF et RoCke VP lackRss 688" e

access codg veryki catien ypeddl @37 ZdiRy f Wihein@cees pidtdaimeaass: code
register 871 for retrieving stored access codes and conparing them 20
Wi th the rece?ddd AEEesEhewie. BHo RIS OICPOATGER | OF nteRl olass

further interfagesiWshitashockongptikel afDEBEES8740HA ORFlef dedupass’e
information about the result of the verification to the |ock control unit

874. The | ock f€8nEesriNdREl 88245 250g8nERARe$RRLEORY Y B8] LEF gnat 2 vthi tHFT s

sent to the | qekerFaebanizn cRota sy angukniddaiLs oper aticessofcddie | ock
nmechani sm _The software _of the lock control unit 821 al so congri se a

| og nodul €% 875 PE< BREBRe 81 81 SEBgEPnGRS0 aFEFé§aﬁPd8afqg¥%nH1 et S-SHY

storing | og daicaiel Relgietefenonyid28heNavnbeleppng to fig. Bb, a second
enbodi ment of the software conponents of an access control system

according WO 01/40605 - 4 0 - PCT/DKOQ/ Q0655 2 7 MAY 2004
The lock control unit 821 further comprises an access

code reception module 873, which receives -the access code
transmitted by the electronic key device B0l. The access
15 code reception module 873 interfaces with an access code
verification module 872 responsible for the verification
of the received access code. The access code verification
module 872 has further access to the access code register

871 for retrieving stored access codes and comparing them

20 with the received access code.

The access code verification module 872 further
interfaces with .a lock control module 874 in order to
pass information about the result of the verification to
the lock control unit 874. The lock control module 874
25 generates a control signal which is sent to the lock

mechanism (not shown) and initiates operation of the lock

mechanism.

The software of the 1lock control unit 821 may also
comprise a log module 875 responsible for logging

30 relevant data and events and storing log data in the
memory 223.

Now referring te fig. B8b, a second embodiment of the

software components of an access control system according



to the invention also conprises the software of an access code nmanagenent
system 811 as described in connection wth figs. 2b-c. The software o& hh?ZWA
accessveoonasostanagenent system 811 conprjses an accessPEHBEIGWAHYr at i on ]
nodul e 812, responsible for generating access codes according to the

granted access rights. An exanple of a possible data format of an access

code is shown in fig. 4. The access code generation nodul e 812 passes the

generat ed acGeSS1GOUSR/drd i GRS Tonfle JmnagemeRs 14 raodyl an8idcubich is
responsi ble for admnistering the access codes, i.e. storing themin a

dat abase 815 qui?gemhéﬁgam@htr awskan data abodescrébed atd CERBEEESARC  key

devi ces, |ock,Gant r@lgdini tf,_40cathOnssoBELESE bght theWNgEsesaCcCOE8 ! | ght
grantees, etc. The access code 15 managenent nodul e 814 referabl¥ rovi des

sui t abl e usermanagedEdc &Y AN | SPgutIIIRF &FE AleBiGTS SSelCOPEnOeasratL
Furthernoge thesaccess code-d@pagemn nedul B-dmng hardee saddbtiegnal

adm ni strati ve tasks, such as aut onatic expiration of_ access code

initiation ofaGraeliditdee PBet FEASNESsiaGFeSs it oniRn ke¥amRs c‘ég &nd/ or

llock control diifisie THOLACEE88aE088 NRNAGUENY ~Bul es 83dowhNiAr Fages with
an access code transm ssion nodule 813 which, upon reguest, handle t he

transm ssion bf A0Ees3CCREAesCPLt EENFEHHBhi BORgy-edeli eFamfidr tPEck

control 25 unjdserdtald X8 bddmRl ewBnt LAY HHCe9s MBHE: | avehgeabnta
| ayered conmmuni cations protocol used for the. comunication. The sQ t war e

of the el8ct repiielkefldewrECB0LSorpFPeREIRLE ¢ dHTesBIRLT At aEHEE s T06de
downl oad moduje-869 agapied to S0 r@@@magthﬂx@cceﬁs codeiatribaster amals tt ed

by the access code nanagenent system 811. Siml t he soft e aof the
|l ock control EP¥etHPY ¥h rF@égvénEopﬁéépBPSPﬁg %ﬁt t@%ﬁ gﬁﬁP&&&

nmodul e 870. key devices, lock control units, locations, access right
owners, access right grantees, etc. The access code

15 management module 814 preferably provides suitable user
interfaces for inputting and viewing relevant data.
Furthermore the access code management module 814 may
handle additional administrative tasks, such as automatic
expiration of access codes, initiation of access code

20 transmission to electronic key devices and/or lock
control units. The access code management module 814
interfaces with an access code transmission module 813
which, upon request, handles the transmission of access
codes to the eléctronic key devices and/or lock control

25 units, for example by implementing one or more layers of
a layered communications protocol used for the

communication.

The software of the electronic key device 801 comprises a
corresponding access code download module 860 adapted to
30 receive the access code data transmitted by the access
code management system 811. Similarly, the software of

the lock control unit 821 comprises a corresponding

access code download moedule 870.




WO 01/40605 - 41 2 7 MAY 2044 PCT/ DKOO/ 00655 The software of the access
code managenent system 811 further conprises a |og nodul e 817 whicﬂﬂMﬂ{ZWk

adapt edvd /40603t erface with. the | og nndul&@ 864, 875 ofrCrmKoer®sEroni c  key
e

device and the | ock control unit, respect Ty. This 5 software interface

preferably utilises the same comrunications interface as the transm ssion
of access codes. It is an advantage of this enbodi nent that | og data nmay

be transr ttedyon- L ge, Lromide pleciianic kexe devloenSRl ajdkan the | ock

control unit 821 to t access 10 code nanagenent system 811" Preferably,
the | og data ifiridiegr eePIPE1IRS dat divas an@iblof 81 ke wadehsd scadiaRi@thgeent

system 811 The,darmidl Ag sromnanis BRIn363 ¢¥fa e s ekeehtogisckeyndevice

1
801 and the conponents 871-874 of the lock control unit are descri be
above in conné®y cievi®e vandh Ehe. 18ak Thatselt waié, ofeshechiveky. cbes

managenent s SY Ak Mintl Y CHRIFREHANL OhiTigeadd thonal safevi ce
modul es 816 which may provide additional services such as statistics
about the use @IMUE GRIdESS cbuber facHessr | boe tr@nismieshnBcGlon2GFERSTI g.

3. Preferably.cddi aceessLode HRIAGEARAL oY SERMSLhpRifkheEhat log
functionality, which secures full visibility for the access right holder

about the stordatad miay rhei SFangpéitecheonaddess Fiqght she TOlOBEERM § hEeY

hi ghest |evel @fy2% saourddy/ iR addioidn G Gakhenpayn8eaepek¥pt ed
either by a specific protocol or by neans of a standard encryption method,

e.g. RAS, 1Bigicade ShymRgeMeRt PUBFFR Sldy caiafiemabdire, W 19 RYE bE
appreci ated thatordOrit hendenagepest 0istBe the access code management

system 811. The remaining components 861-863 of the
electronic key device 801 and the components 871-874 of

the lock control unit are described above in connection
15 with fig. 8a.

The software of the access code management system B1ll may
further comprise one or more additional service modules
816 which may provide additional services such as
statistics about the use of the access codes as described

20 in connection with fig. 3.

Preferably, the access code managenent system 811
provides functionality, which secures full visibility for
the access right holder about the stored information
about the access rights. To obtain the highest level of
25 security all electronic communication may be encrypted
either by a specific protocol or by means of a standard

encryption method, e.g. RAS, Digital signatures, public
key certificate, etc.

It will be appreciated that, for the management of the
30 electronic keys, a company may make special software for
customized management of the key information for several
different suppliers, e.g. of the type which is mentioned

at the beginning of the description. The customized



30 electronic keys, a conpany may nake special software for custom Z??‘MAY 2004
managenent of the key information for several different suppliers, e.g. of

the tyRe y¥Mogds i S mentioned at the beginning of the demcwbgbdednss The
custom zed 2 7 MAY 2004 WD 01/ 40605 - 42 42 PCTI DKOO' 00655 sol utions nay
al so have incorporated therein the degree of data security which is
necessary for the supplier of goods and services concerned. Thus, it is

concei vabl e tes%g_tg%%?lrjsgpr?agf Seysral geq! rciotréolrga\{:?ﬁlz %%rgetlm‘" g nge%iel%eS

conpany, wher I‘ers onl y have 10 pas | evel ,
ot her suppli ercsf hiate t e passt hi ghiéchsécsumieiog ssheyelfor Pried esappyietrhet

access code mana ”EQBdSysSér%aeﬁS%Xc&gé&herTh%%rm.r@Lﬁe 22 cBnclivable

interfaces to ‘Other SysSt ens rn-order to corfbine and I'n egrate the
access code nHrRAgaETe syet vk lwistlcustifier leseliscés. aThiug Ldingegra@ on

may all ow the acce ri 0 r I e c righ r.antee <
interface \gM t hcc{%ﬁ)ea%}dcé'g%tfgogg%en%n%gl gr%eetﬁr':% gﬁg&eaagflltgr E’%gtshgll—l? rftéggé:cti ve
15 admi ni st r atliexelagppihicat icdhsr eupp lficgm &aSAPteopatisohigherf semuiltthyi n
anot her standaqutcir proprietary conputer based adm nistration system

. evels. .
I ntegration services may al so extend to other external services such as

GPS navigation systens and G S systens, 20 where the |ocation of |ock
control units Prefedaasly,onthe lkeycakevi cosemmyarnreydmeodt edysicamt hell may

respective co ications interface t e, d n tem
511 Thi s in tOrr ol TR e aenelet St or P2ese: B BE et o
the inventbon &8/ be uselkrf otot ltem@Bnker aokd ngnokgastessiwveatcedd msigld e

obj ects such aﬁané&%ﬁéﬂ@er§ysggﬁgs’8thiQ&%ﬁf eBEhei43 services. This
| integration may allow the access right owner and/or the
access right grantee to interface with the access code

management system gll from their respective

15 administrative applications, e.g. from a SAP solution or

from within another standard or proprietary computer

based administration system.

Integration services may also extend to other external
services such as GPS navigation systems and GIS systems,
20 where the location of lock control units and electronic
key devices may be located wvia their respective
communications interface to the access code management
system 811. This in turn implies that an access control
system 811 according to the invention may be used for the
25 tracking of access events of mobile objects such as

containers, boxes, vehicles, etc.



CLAIMS 2 7 MAY 2004 1. A nethod of controlling access to a |ocation secured
by a | ock nechani sm (231) controlled by a |l ock control unit

(3,121, 221,621, 721,821) including first storage 5 neans (223,871), the

met hod conprising the steps of storing (685,699) a first access COd?']ithmm
first storage neans, the first access cdﬁ% bei ng indicative of a
predeterm ned access right to the |ocation; storing (683,696) a second
access code in a second 10 storage neans (507) of an el ectronic key device
(2,201, 501, 6011701 801); using the electronic key device for requesting
access to th@“ﬁé@ﬁtlon by transmtting (688) the second access code from
the electronic key device to the lock control unit; 15 conparing (689) the

transmtted second AaaRss $PAEwtEB11tRe bickls sAGEESS E@d.etScbmredcmnecﬁ he

first storage neans; and if the first access cqfe cgrresgg dg r
second accessbvcéﬁe10¢h|F?ﬁb?ﬁ@sﬁpe9%§4hgc?%§€81 2 PEck mtth %ﬁ c h

aracteryhig €@, '12'1 tz*mt dhe th)furiﬁterud:mmrlﬁiBSSt hessbeawgef
storing 683, 696) ur al |ty of access codes ﬁgs ﬁ|lty

respectiv Io@&ﬁpénéZBﬁ Y secBﬁdm§F5P§g§°W85ﬁ§lnge PhEPs ﬁger to

initiate transnittlng a selected one 25 of the stored access codes to the

l'ock control Elné %sﬁ?tagg acgorgiPQttChé%éﬁénJao&&ahaﬁtﬁhbsedlratthat
t he electronlc evice is a nobile comuni cations _ device gZ 201, 5%1)_

7 NAY 2004 - 448 aaerEEhod  addit dfi Mep t 03eF@Fn 90B¢ DeiBfarBELEFFLRE P
that the Secogdp§%9 LRUeTRARS AR eMRYRbLe $herageation;

storing (683,696) a second access code in a second
10 storage means (507) of an electronic key device

{2,201,501,601,701,801):

using the electreonic key device for reguesting access to
the location by transmitting (688) the second access code

from the electronic key device to the lock control unit;

15 comparing (689} the transmitted second access code with
the first access code stored in the first storage means;

and

if the first access code corresponds to the second access

code, initiating operating (690) the lock mechanism;
20 characterised in

that the method further comprises the step of storing
(6B3,696) a plurality of access codes for a plurality of
respective locations in the second storage means,
enabling a user o initiate transmitting a selected one

25 of the stored access codes to the lock control unit.

2. A method accoeording to claim 1, characterised in that

the electronic key device is a mobile communications

device (2,201,501).




nodul e (507) adapted to be renovably inserted into the electronic key
device. 5 4. A nethod according to any one of the clains 1 through 3
characterised in that the step of transmtting the second access cdb%”ﬁﬂémw
the el ectronic key device to the Ilock control unit conprises the step of
transmtting the second access code via-44-rel ess data conmuni cation. 10 5.
A nmethod according to claim4, characterised in that the wireless data
comuni cation utilises infrared data comunication. 6. A nethod according
to any one of the clainms 1 through 5, characterised in that the nethod
further conprBsed tet Bl s2eponding ahsnicteiify,l ¥a 4/ cBRAGAFESFIBRS 11

network, at |gast Aahesh cade hEAM ARLACCaTS codermnagenest orsyst em
to a selected one o he el ectronic Key device and the lock control unit.

7. A method awodpdeng%@7)angdensedf tichebe| apmevebihr ougier iy einto the

characterised_in t.h further conprises the step of storing
(685,699) a pFquF??blgf%3gF?%%g§§éss codes corresponding to a plurality

of respective access rights in the first storage neans. 8. A nethod
accordi ngst o anyroretofod he-adadirsg 1t ¢ hampghne 26£ 7thehgladmeér ils @ riongbhat

t he met hod further, conprises the st f .stor] ( , ' . 1 hi
st or age neansg'(fﬂf%é%%e¥+ﬁ%$nﬁfﬁoﬁga oﬁ?mﬁt%g%%tgﬁfogggﬁaégt?ﬁgg tfle
| ocation. 9. Ae@ehbodcaecer diodp tiramytiomeebécthenttakay Hevhcsugh t3e 8,

characterised,in that the predeterm ned access_ripght -cqnpri I kSl
attribute (10%?&67,°A’6§)I°§Lpe”crﬁ§/i%%m r’zg‘?gl\/ﬁﬁngsﬁﬁg-%g 3?%5‘5?@%{1% he

pr edet er m ned sacoess adoglts, cantk wher eilreliese fdatst caswess asdd@nconpri ses
i nformati on about the

10 5. A method according to claim 4, characterised in that
the wireless data communication utilises infrared data

communlication.

6. A method according to any one of the claims 1 through
5, characterised in that the method further comprises the
step of transmitting, via a communications network, at
least one access code from an access code management
system to a selected one of the electronic key device and

the lock control unit.

7. A method according to any one of the claims 1 through
6, characterised in that the method further comprises the
step of storing (685,69%99) a plurality of valid access
codes corresponding to a plurality of respective access

rights in the first storage means.

8. A method according to any one of the claims 1 through
7, characterised in that the method further comprises the
step of storing (389,679) in a third storage means
(223,815) information about attempts to access the

location.

9. A method according to any one of the claims 1 through
8, characterised in that the predetermined access right

comprises a first attribute (406,407,408) specifying a




first attribute. 10. A nethod according to any one of the clains 1 through
5 9, characterised in that the predeterm ned access right has a validity
period and wherein the first access code conprises information 77 MAY 2004
(410, 411, 412) about the validity period. 11. A method according to any one
of the clains 1 through 10 10, characteri4sed in that the nethod further
conprises the step of invalidating the first access code. 12. An access
control systemfor controlling access to a |ocation secured by a | ock
mechani sm (231), the access control systemconprising 15 an el ectronic key
devi ce (2,201 B0ipa0ly 761, 80F) pienduslitnged ratcesansabbti ngnfeaterein
(204, 209, 504, 599, 863). . adapLed.! & dJANSEL, 8- LLT St GOMLIAlorSi BB the

i ndicative of "a réquést for granting a predeterm ned access right; and a

| ock control umitst 3J3th2diR22e 621, 721, 821) including 20 first receiving
means (225, 227,873) adapted to receive said first control signal fromthe

el ectronic key devjce, . first- processing neans (2 872), adapted.to rform
a- verificati o of? tlﬁeet}P%‘i’:e??/‘é‘gr&eﬁ%e%? ,a%ao%%n(fﬁtzﬁh?’realnaslm Z-JZ%WZ‘I%% |
adapted tosinid, atRappetatipgdt He lncdt 2oherephadesardepeddizrgess thightesul t
of the verification; char act er | e d. i that the el ectronic key
devi ce furthe&onpr V8dd dpitysPerd zﬁjéd rﬁ’sa}é‘?l%ej(%ogl,%G%)lrﬁaa&Cg&Stso “$tre a
plurality of asgesss€odas ficdenttison ngsaopiurplizy efbquredeher nialeidii3g
access rights, enabling a user to initiate transmtting a 2 7 MAY 2004 -46

sel ected one d®%¥¥¥stored access codes to the lock control unit. 13. A
system according to claim 12, characterised in that

11. A method according to any one of the claims 1 through
10 10, characterised in that the method further comprises

the step of invalidating the first access code.

12. An access control system for controlling access to a
location secured by a lock mechanism (231), the access

control system comprising

15 an electronic key device {2,201,501,601,701,E01)
including first transmitting means (204,205,504,508,863)
adapted to transmit a first control signal indicative of

a request for granting a predetermined access right; and

a lock contrel unit (3,121,221,621,721,821) including
20 first receiving means (225,227,873) adapted toc xreceive
said first control signal from the electronic key device,
first processing means (222,872) adapted to perform &
verification of the received request, and control means
(224,874) adapted to initiate operating the lock

25 mechanism depending on the result of the verification;
characterised 1in

that the electronic key device further comprises first
storage means (507,861) adepted to store a plurality of
access codes identifying a plurality of predetermined

30 access rights, enabling a user to initiate transmitting a




the el ectronic key device further conprises first input 5 nmeans
(203, 204, 865,860) for receiving data itens identifying predeterm ned
access rights 14. A system according to any one of the clains 12 aﬁrmwgmm
13, characterised in that the electronic key device further conprises
second i nput neans (203) for 10 receivingi@ata itens input by a user, the
data itens identifying predeterm ned access rights. 15. A system according
to any one of the clainms 12 through 14, characterised in that the

el ectronic key device further conprises third input neans (203) adapted 15
to receive inpetlefate® acnsercf ndiheat Fhgradse? €edson coFes EPrsihondosk t he
plurality of ri s stored in the first storage neans; and display
nmeans (202,50%%%$§%l &?@%raying i nformati on about at |east one of the
plurality of access rights stored in the first storage 20 nmeans. 16. A
syst em accor dillg tro syt esnecafortherccltai md iz 1t2hr euglrats erdls@dadhertingdd in
that the first. control, _signal conpri.ses fi.rst de. :

request ed ac%gﬁ% ?1iﬁ1%0 1%?YAd§V§F§nH§%&&ﬂe| H%&ﬁ%?g%§90§é§g¥ ?ﬁ?ub ai s
12 throudgh lGeacizar aqReni 86d,i865, B&0 )t hefelectromvkey datixe iigems

portabl e communi cat,i,ons devic 2,201,501). 18. .A.system according to any
one of the cI&%ﬁE%ﬁ§§%Wﬁéﬁ§ﬁ&f%Fh8W§ a@F@Fﬁgeglﬁ%&fhat the first contro

30 signal is a wireless data communi cations signal. 2 7 MAY 1004 -47 19. A
system accordijng t@a agyseee Qfcdd@ici@i Ad 12nyt g fl18thehacbetresr i Serd i n

that the first transmtting neans is an infrared c nications. port
(065, 506) ' DoEHEBN bivhc Gh AT RECEESaaD Ot Sroth hEa pheL o1 Eoey

device further comprises second input means (203) for
10 receiving data items input by a user, the data items

identifying predetermined access rights.

15. A system according to any one of the claims 12
through 14, characterised in that the electronic key
device further cecmprises third input means (203) adapted
to receive input from a user indicating a selection of a
first one of the plurality of access rights stored in the
first storage means; and display means (202,502) for
displaying information about at least one of the
plurality of access rights stored in the first storage

means.

16. A system according to any one of the claims 12
through 15, characterised in that the first control
signal comprises a first access code for the reguested

access right.

17. A system according to &any one of the claims 12
through 16, characterised in that the electronic key

device is a portable communications device (2,201,501).

18. A system according to any one of the claims 12
through 17, characterised in that the first contrel

signal is a wireless data communications signal.




5 through 19, characterised in that the |lock control unit further conprises
fourth i nput nmeans (225, 226,870,876) for receiving data itens 7 i
correspondi ng to access codes granting predeterm ned access right; Iyq %
system according to any one of the clainms 12 10 through 20, characterised
in that the lock control unit further conyases fifth input neans (226, 876)
for receiving data itens input by a user, the data itens corresponding to
access codes granting predeterm ned access rights. 15 22. A system
according to any one of the clains 16 through 21, characterised in that
the lock contrb®. udit sylstiettheacconpingestsecond shor agk rgans c(228:s871)
adapted to store a. 20 .plurality_ of .data.it Lcarres ondln to a ality
of access code h?%? ?e%gécFﬁegaéFgﬁéfgﬁnfﬁbﬁﬁgkc%’e tﬁﬁs Qr %#é n
the first processhfngiseansinfradept ednmupooat eces phoot (2691&@911rst

control signal, to conpare the first access code received via the first
contr ol S|gnal wth at least one of the plurality of access codes stored

in the second %to FagEYPE&ASs. 2980T A1BYst bn &%0r BPRg b dMF ofé23f St h

clainms 12 530 through 23, chamacherdised it bastt BReSNY M deHiRGT unit
conprises conputer. neans |nclud|n%0th|rd st or age neans 815% ada ted7é

store a plural F¥§ERET 2 CAMPAY ST504 L0 L Hat TR HenB e eSpondiag EoYr 8

respective preget erfRed i ndCCcssa I ighns awriemﬁid;faﬂgg I especidesss aceess
codes; first communications neans (813) adapt to transmt at 5 | east one

access code tog%?%E+%%t%He%ﬁEeBW1?ﬁ€ %F%EF?OH?% Ntgey device and the |ock
control unit; and

21. A system according te any one of the claims 12
10 through 20, characterised in that the lock contrecl unit
further comprises fifth input means {226,876) for
receiving data items input by a user, the data items
corresponding to access codes granting predetermined

access rights.

15 22. A system according to any one of the claims 16
through 21, characterised in that the lock contrel unit

further comprises

second storage means (223,871} adapted to store a
20 plurality of data items corresponding to a plurality of
access codes for respective predetermined access rights;

and wherein

the first processing means is adapted, upon receipt of
25 the first control signal, to compare the first access
code received via the first contrel signal with at least
one of the plurality of access codes stored in the second

storage means.

23. A system according to any one of the claims 12
30 through 22, characterised in that the system further

comprises computer means including

third storage means (B15) adapted to store a plurality of




the sel ected one of the electronic key device and the |ock control unit
further conprises second comrmuni cations 10 neans (204, 225, 8 60, 870)
adapted to receive the transmtted at | east one access code. 24. A system
according to claim23, characterised in that a selected one of the 27T MAY 2004
el ectronic key device and the lock contrg¢g- unit further conprises third
communi cati ons neans 15 (204, 225, 864,875) for transmtting, to the conputer
means, an information signal indicative of information about the
corresponding transmtted or received request for granting the requested
access right. @8a A ifysteemeoaeordianflire afp odesFeqHye| dafdetprmped

through 24, ChalAderdSaftd Bidalh Jifyld e LRTMNLAQLS MRS | s adapt ed

to transnt a second signal tothe l'ock control wunit initiating
invalidation of at |east one access code. 26. A system according to any one

of the clainms A6 251 %ﬁgg?%g?%ghQ%gﬁﬁgr@jggﬂégﬁégéqtgg Lequest ed ;access

right conprisesatfirs ( ying a property of
the request ed lascasorrd @tge ssnd-odshereian seie dhads torme cds s b da esdmniises

i nformati on ahouy the firs tiry . 7. sy according to any
one of the cl g’ie dlefsnctehracl)jtftgh 6,10%61;%&)&%%%215&]?@"% E%hjgitmthe request ed
access right has a validity period and wherein the first access 2 7 MAY

2006 -49 code .conprises.iLnfornatjion 10 412, t - '

or od. 28 A TOLKCESRErET G (Bl 3T ﬁ]i‘%%%ﬁ%%ﬁ??%@%‘fﬁ%ﬁgh?h%e
syst em accor dilwrk caryr dneroift thertdiel e itgeo orgl xpmmoniggfions
el ect ronifD keBf'ne q'lvé ce €§04 ,2@}5, @@é’; 8'@(9)1’ 7Q&ap§9&;ﬁﬁﬁgﬁ receive the

transmitted at least one access code.

24. A system according to claim 23, characterised in that
a selected one of the electronic key device and the lock
control unit further comprises third communications means
15 (204,225,864,875) for transmitting, to the computer
means, an information signal indicative of information
about the corresponding transmitted or received reguest

for granting the requested access right.

25. A system according to any one of the claims 23
20 through 24, characterised in that the first
communications means 1is adapted to transmit a second
contrel signal to the lock control wunit initiating

invalidation of at least one access code.

26. A system according to any one of the claims 16
25 through 25, characterised in that the requested access
right comprises a first attribute {406,407,408)
specifying a property of the requested access right, and
wherein the first access code comprises information about

the first attribute.

30 27. BA system according to any one of the claims 16
through 26, characterised in that the reguested access

right has a validity period and wherein the first access




use in a systemaccording to any one of the clainms 12 through 27, the
el ectronic key device including first transmtting neans 77 MAY 2004
(204, 209, 504, 509, 863) adapted to 10 transmt a first control signal

i ndicative of a request for granting a predeterm ned access right;
characterised in that the el ectronic key .gevice further conprises first
storage neans (507,861) adapted to store access 15 codes identifying a
plurality of predeterm ned access rights, enabling a user to initiate
transmtting a selected one of the stored access codes to the | ock
control unit. dﬂﬂe/\t@mpwﬂ@ée stiofagearodul e (507)4¥brdldke i Abant 2¢he
el ectronic ke evj.ce accardj ng to claim?29, characterised in that the
renovabl e stor duiFETR&S* " stored thereon data itenms identifying a
plurality of predeterm ned access rights, enabling a user to initiate

transmtting agel gctedxorer@frdiheysier ed, azmeggmedeswm 825) t Herl ack

control unit. 31. A renovabl e storage nodul e acc ng to clg :%fou h
char act eri sed it & HFatst&e FEGRAENIE ' FagL o ozg]ptr ses

second pracessing neans (508) adapted to |n|t|ate transnlttlng a control
signal indicative of a 30 request for granting a sel ected one of the
plurality of predeterm ned access rights. 21 MAY 204 -50 32. A caonputer
system (211, 6213 71P1ﬂ SQI?CtDﬁPny@ekWYt Hexicsy sPerm ot diGhyt t P larP Uné %6t t he

claims 12 through ng?g@%%e&bég%'lﬂ thal ihe earpuer+s¥sStamiaend ses
fourth storage rreans 81 apted to store a plurality, 5 of data jtens

cor r espondi ng thor qespeétli vetl’a%c@é§cc¥(¥d>él§c i helY c e Wi of 1predetepni ed*
access rightsi . nsmitting means  (204,209,504,509,863) adapted to

10 transmit a first control signal indicative of a request

for granting a predetermined access right;

characterised in that the electronic key device further

comprises

first storage means (507,861) adapted to store access
15 codes identifying a plurality of predetermined access
rights, enabling & wuser to initiate transmitting a
selected one of the stored zaccess codes to the lock

control unit.

30. A removable storage module (507) for use in an
20 electronic key device according to claim 29,
characterised in that the removable storage module has
stored thereon data items identifying a plurality of
predetermined access rights, enabling a user to initiate
transmitting a selected one of the stored access codes to

25 the lock contrel unit.

31. A removable storage module according to claim 30,
characterised in that the removable storage module
further comprises second processing means (508) adapted
to initiate transmitting a control signal indicative of a
30 request for granting a selected cne of the plurality of

predetermined access rights.




third processing neans (812) adapted to generate access codes indicative
of correspondi ng granted access rights; 10 fourth conmuni cati ons ne ?ﬂﬁfﬂmk
(813) adapted to transmt a plurality of access codes to an el ectronic key
device for storing the plurality of access codes in a storage neans of
the el ectronic key device, enabling a useyg-of the electronic key device to
initiate transmtting a selected 15 one of the stored access codes to a

| ock control unit. 33. A conputer system according to claim 32,
characterised in that the fourth processing neans is adapted to generate a
third access gode xorsespoadi pystem f2rkt6hbcEss F1hht 20 AR diifler ént
froma second, previous access code  correspondin ai i cegess
right: the fofYfheBommGArEat %S méans s éﬁaﬂ?gdg%%Q?ga%gn}?&%Pﬁg ?hfrd
access code tgnptheckeek seantihok hani theandmpleefrodysh eoPPFIrédiSons neans
is adapted to transmt a 25 third control signal to the I ock control unit

initiating invalidation of the second access code. 34, A c tem
according to EPRrFN3BLOGENS JBEBPFsE8lrn Fﬁ@?tfﬁ%'V%u??%r%rggggéﬁ%é§¥ ans

is adapted tgsinitiatecipyval dshatd onodiidetsecantpeantess 30cesde cands
generating a pﬁi(d access code, corresponding to 21.PLAY 7004 -51 the first
access right andigietfizgeet PrERRRETLSEshECESSeds Bde, upon request from

a user. 35. A conputer system according to any one of the clains 33 and

34, character lsedd 1Al {15  QUERD RGAQGSSIdib i dIBass g cadapt attdes s
initiate invalidation of the $econd access code and ggneratlon of ya fourth
access code, ceoEsespoiidiatg o afhe FTesPoAcddSs Fhagiteand GiFFerert’ *from
t he second access code, in predetermned tine

1¢ fourth communications means (813) adapted to transmit a
plurality of access codes to an electronic key device for
storing the plurality of access codes in & storage mezans
of the .electronic key device, enabling a user of the
electronic key device to initiate transmitting 2 selected

15 one of the stored access codes to a lock control unit.

33. A computer system according to claim 32,

characterised in that

the fourth processing means is adapted to generate a
third access code corresponding tec a first access right
20 and different from a second, previous access code

corresponding to said first access right:

the fourth communications means is adapted <o transmit

the third access code to the lock control unit; and

the fourth communications means is edapted to transmit a
25 third control signal to the lock control unit initiating

invalidation of the second access code.

34. B ccecmputer system according to claim 33,
characterised in that the fourth processing means 1s

adapted to initiate invalidation of the second access

30 code and generating a third access code, corresponding to




intervals. 10 36. A nethod of using an access control systemaccording to
any one of the clains 12 through 27 for nmanaging a predeterm ned access
right to a |ocation, the access right being owned by an access righlﬂﬁhﬂg*
(152) and to be granted to an access right grantee (153), 15 characteri sed
in that the nethod conprises the steps of.sgenerating (383) a first access
code indicative of the access right; transferring (684) the first access
code to a lock <control unit, the control unit being adapted to control 20
access to the location; transferring (682,386) a second access code to an
el ectroni c kegHievirgestacgutesng (gAY, 388) dif Drnett o rdat achbowreadid use
of a selected one of the first and second access codes; 25 providing (389)

at | east one &FHTIDFASerATL TEES on 1 The® atdqUited i nformation data to
a selected one of the access right owner and the access right grantee.

35. A computer system according to any one of the claims
33 and 34, characterised in that the fourth processing
5 means is adapted to initiate invalidation of the second
zccess code and generaticn of a fourth access code,
corresponding to the first access right and different
from the second access code, in predetermined time

intervals.

10 36. A method of using an access control system according
to any one of the claims 12 through 27 for managing a
predetermined access right to a location, the access
right being owned by an access right owner (152) and to
e granted to an access right grantee (153),

15 characterised in that the method comprises the steps of

generating (383) a first access code indicative of the

access right:

transferring (684) the first access code to & lock
control unit, the control unit being adapted to control

20 access to the location;

transferring {682,386) a second access code to an

electronic key device;

acquiring (679,38%) information data about the use of a

selected cne of the first and second access codes;

25 providing (389) at least one additional service based on
the acguired information data to a selected one of the

access right owner and the access right grantee.






