1 Bionetric identification nmethod and device adapted to verification on
chip cards 5 The invention concerns the bionetric identification of a user
of a system It is adapted to an identity check on a portable object of the
chip card type. 10 One nethod normally used for identifying a user is based
on a secret identification code, also referred to as a PIN (standing for
Personal Identification Nunber in Englidh) . In a systemusing chip cards,
a user enters his PIN code on a transaction term nal, which 15 then
transfers the PIN code entered to the chip card, which checks the PIN code
by conparison with a reference PIN code. The security of such a systemis
guaranteed by the fact that the reference PIN code is stored within the
chip card, by nature protected, and 20 never |eaves it during the identity
check process, since the final check is nade by the card. The 2 drawbacks
of such a systemare the fact that the owner of the card nust nenorise a
secret and the fact that another user can commt fraud by stealing this
secret. 5 Bionetrics consists of acquiring, measuring and recogni sing

physi cal characteristics of a user. it makes it possible to directly
identify a user whilst the PIN code nethod allows indirect identification
by the fact of checking that the user knows a secret. 10 Anongst the known
techniques in bionetrics, there are the nethods of recognising voice
characteristics, characteristics peculiar to the shape of the face or to

Biometric identification method and device

adapted to verification on chip cards

5
The invention concerns the biometric identification
of a user of a system. It is adapted to an identity
check on a portable object of the chip card type.
10 One method normally used for identifying a user is

baged on a secret identification code, also referred to
as a PIN ({standing for Personal Identification Number
in English). In a system using chip cards, a user
enters his PIN code on a transaction terminal, which
15 then transfers the PIN code entered to the chip card,
which checks the PIN code by comparison with a
reference PIN code. The security of such a system is
guaranteed by the fact that the reference PIN code is
stored within the chip card, by nature protected, and
20 never leaves it during the identity check process,

since the final check is made by the card. The



the iris of the eye or, in the nost frequent case, fingerprint
characteristics. 15 Al the existing bionetric identity check systens are
broken down into three phases: - the first phase is a phase of capturing
biometric data froma sensor. These bionmetric data obtained are 20 usually
i mges, for exanple in the case of fingerprints, iris or face shape.

However, it can also be a case of sound sequences in the case of voice
recognition. The second phase is an analysis or extraction 25 phase for
extracting a bionetric signature from biometri c data captured during the
first phase, this., signature heing conposed of a nore restricted set of
particul ar bigﬁﬁwpﬁgk%at. SH#@ %eﬁ%ﬁgg%hagﬁ the gg?&eé%%th | B%%hd
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Portabl e el ectronic objects of the chip card type are provided wth
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check phase, a_ terninal captures _the bioneftric data of the user and then
extracts a the PIN code method allows indirect identification by

the fact of checking that the user knows a secret.
10 Amongst the known techniques in bicmetrics, there are
the methods o©f recognising voice characteristics,
characteristics peculiar to the shape of the face or to
the iris of the eye or, in the most frequent case,

fingerprint characteristics.

15
All the existing biometric identity check systems
are broken down into three phases:
- the first phase is a phase of capturing biometric
data from a sensor. These biometric data obtained are
20 usually images, for example in the case of

fingerprints, iris or face shape. However, it can also
be a case of sound sequences in the case of wvoice
recognition.
- The second phase 1s an analysis or extraction
25 phase for extracting a Dbiometric signature from
biometric data captured during the first phase, this
gsignature being composged of a more restricted set of
particular biometric data. This second phase 1is
extremely complex and requires high calculation pcwer.
30 - The third phase consists of comparing the
biometric signature obtained during the second phase
with a reference signature defined previously during a

procedure called enrolling.



10 biometric signature. Two solutions then exist: either
bi onmetric signature is transferred fromthe card to the
check on the identity, by conparing the two signatures,
this method has the 15 drawback that the reference signat
intercepted, which is a security failing. A conventional
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termnal for a
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ure may be
identification by
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the biometric data of the user and then extracts a
biometric signature. Two soluticons then exist:

- either the reference biometric
signature is transferred from the card to the terminal
for a check on the identity, by comparing the two
signatureg, on the terminal: this method has the
drawback that the reference signature may  be
intercepted, which is a security failing. A
conventional identification by PIN code does not have
this drawback;

~ or the biometric signature extracted
is transferred to the card for a check on the card.
The card having only a low calculation capacity, the
check is a complex operation, which requires a long
processing time. Thig represgents a drawback compared

with the conventional use of a PIN code.

One object of the present invention is to propose a
biometric identification solution which is both secure
and simple, adapted to an identity check on an object
of the chip card type.

The golution is based on an enroclment method
comprising the capture of Dbiometric data, the

extraction of a true biometric signature composed of



- produci ng an authentication code which indicates which are the fal se and
true particular bionetric data of the obscured bionetric signature. 10 The
fal se particular bionmetric data can be produced consistently with the true
particular bionetric data. For this, at |east one false particular

bi onetric data item can be produced by slightly transformng a true

bi onetric data item 15 in the case of m nutiae which correspond to
fingerprint data of a first finger, at |east one false mnutiae can be
produced frommnutiae of a second fingér; - a false particular bionetric

data item can,2Q als0. £&,prodyoslleby; ettt Noofa LhUecPt QHBL e ot a item

havi ng a geonetry relatively close to a true particular bionetric data item
and transforitngotmpirs seisuehlel doBtlowd. ndatsecepisem in - order to create the
fal se particular bionetric em The.au&hen&jcation c%ggican be
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aut henti cati on code is conposed of "a series of bits, with a length equal to

the total Shunber b¥ goneinmird f &hse patsecwaat tsiwmn r Péodgtaicf ddfen
obscured bionetric.sigpature, each bit _indicating.5 respectively whether the
correspondi ng parW%Ehlgﬁe BFS%éFP?SIdgf 5 éﬁwﬁg%Pthg%ﬁ”false. The obscured

bionetric signature and-theroducing an authentication code which
indicates which are the false and true particular
biometric data of the obscured biometric signature.
10 The false particular biometric data can be
produced consistently with the true particular
biocmetric data. For this, at least one false
particular biometric data item can be produced by

slightly transforming a true biometric data item;
15 - in the case of minutiae which correspond to
fingerprint data of a first finger, at least one
false minutiae can be produced from minutiae of a

gecond finger;

- a false particular biometric data item can
20 also be produced by detecting a true biometric
data item having a geometry relatively close to a
true particular biometric data item and
transforming this true Dbiometric data item in
order to create the false particular biometric

25 data item.

The authentication code can be established
according to the following steps:
- the particular biometric data of the obscured

30 biometric signature are ordered;



aut henti cati on code can be recorded in a secure nenory of a personal object
of the chip card type. 10 The solution al so proposes a bionetric identity
check method conprising the capture of biometric data and the extraction of
a true bionetric signature conposed of true particular bionetric data, and
15 conprising the follow ng steps: - conparing the true bionmetric signature
with an obscured bionetric signature, - producing a code indicating the
true and false bionetric data on the basjs of the previous 20 conparison
with the true bionetric signature, - conparing this code with an

aut hentication code ithei catthegttivattirare ik fid seoyersecudbara deéohesric

data of the obscured bio ric signature. I.n thi nmet ho the authentication
code can be ?% g?b d Vg%b'éﬁcnggﬁbmﬁ%P%ﬁ “p ng?gébj artd The
conparison of tthe cegrl anthBsk hephi-eabi0arCcoBe ofeit rtiake ggHace v tiha the
personal object. The bionmetric identity check method for accessing a

service by megkscyres sdriqeetyit i Aagnabased oragh 3dPifer sbwdlcabiegt of
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g -steps: - t

bi onetric ~ signature, car conprrsé the tollown ansterring the
obscured bi onglibiretsiighaat= idammd herrersomllabj ect to the service
termnal for 5 the conparison of the true bionetric signature with the
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term nal; authentication code can be recorded in a secure memory

of a personal object of the chip card type.
10
The solution also proposes a biometric identity
check method comprising the capture of biocmetric data
and the extraction of a true biometric signature
composed of true particular biometric data, and
15 comprising the following steps:

- comparing the true biometric signature with
an obscured biometric signature,

- producing a code indicating the true and
false biometric data on the basis of the previous

20 comparison with the true biometric signature,

- comparing this code with an authentication
code indicating the true and false particular
biometric data of the obscured biometric signature.

In this method, the authentication code can be

25 stored in a secure memory of a personal object and the

comparison of the code and authentication code can take
place within the personal object.

The biometric identity check method for accessing

a gervice by means of a service terminal, based on a

30 personal object of the chip card type for storing the



- transferring the code fromthe service termnal to the personal object
for conparison of the code with 10 the authentication code on the personal
object. The invention is also based on an enrol nent device using bionetric
signature extraction software in order to obtain a true bionetric signature
conposed of 15 true particular bionetric data fromcaptured bionetric data,
usi ng obscuring software consisting firstly of producing false particular

bi onetric data and conmbining themwth the true particular bionetric data
in order to obtain an obscured bionmetric signature, and secondly 20

produci ng an authentieation codedeor andi catheg tdisscire® ansidmdiseic
particul ar bionetric data of the obscured bionetric signature. The
enrol ment devFéERESHTEonFRIs ECHPdFiec ENtof O LdGHE SHEFN with a personal

obj ect of the chip car &.suit,abl g, 51, aag§g Leing t IgQ;ggg
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the 5 chip caadhuppehETHerwnvenwﬁamuabéo proposes a service termnal using

extraction software ip o obt ai tr netric signature conposed
of true particul ar @ra %errlng E%e code %%o é% servic rkermlnéi

to the personal object for comparison of the code with

10 the authentication code on the personal object.

The invention 1is also based on an enrolment
device using biometric signature extraction scoftware in
order to obtain a true biometric signature composed of

15 true particular biometric data from captured biometric
data, using obscuring software consisting firstly of
producing false particular biometric data and combining
them with the true particular biometric data in order
to obtain an obscured biometric signature, and secondly

20 producing an authentication code for indicating the
true and false ©particular biometric data of the
obscured biometric signature.

The enrolment device can comprise a device for
communication with a personal object of the chip card

25 type suitable for transferring the obscured bicmetric
signature and the authentication code to the personal

object.

The invention also proposes a personal object
30 comprising a secure memory and a communication means

and comprising in its secure memory an cbscured



10 biometric data fromcaptured bionetric data and using software for
produci ng a code froma conparison between the true bionetric signature and
an obscured bionmetric signature, the code indicating the true and fal se
bionetric data on the basis of the true bionetric 15 signature cal cul ated
by the service termnal. This service termnal can conprise a conmunication
device for communicating with a personal object of the chip card type, able
to transfer the obscured bionetric sign%ture fromthe personal object 20
and the code produced to the personal obj'ect. O her characteristics and

advant ages of pti BReRre@EeNEighAYeRtl OANW | hnenBhgkeht 08k 81 baadboge Of atidne
follow ng 25 description of particular exanple enbodi nents, given for

illustrative FAPPESEINENR NBRANE P MAMPATEIME theCodec SFBASIF af W ngs in
whi ch: - Fi QUEEFl é!:‘?&l; Sc I &2a0E WYl age OEutHe%%grc%{gi%tr?;cgé’e: Figure
2 depicts exanples o e creation of false 'm nutiae; i'gure depicts a
sinplified exahpkepefrsohel ekgaidtomsef N obselined wwitgnad utlei@nst ofhd he
aut hentication code according to the invention. 5 One enbodi ment of the
i nvention W | FNP® G8LE *¥®&in the context of an identification by
fingerprint in a banking application. A user is provided with a chip card
possessing a secure 10 nmenory and a bionetric identity check function which
will be detail ed bellbw Duvemygidhe adcol peopophasey wkirvh ceonseshinak
storing , . . .
using extraction software in order to obtain a true
biometric signature composed of true particular
10 Dbiometric data from captured biometric data and using
software for producing a code from a comparison between
the true biometric signature and an obscured biometric
signature, the code indicating the true and false
biometric data on the basis of the true biometric
15 signature calculated by the service terminal.

This gservice terminal can comprise a
communication device for communicating with a personal
object of the chip card type, able to transfer the
obscured biometric signature from the personal object

20 and the code produced to the personal object.

Other characteristics and advantages of the present

invention will emerge from a reading of the following

25 description of particular example embodiments, given

for illustrative purposes and non-limitingly, and the
accompanying drawings in which:

- Figure 1 depicts examples of minutiae of

fingerprints;
30 - Figure 2 depicts examples of the creation of false

minutiae;



the reference bionetric signature on the card, the user 15 goes to a secure
pl ace such as a bank branch for exanple, where his fingerprint is captured
on a special termnal. An extraction algorithmof the prior art, whose
princi ple consists of selecting particular bionetric data fromthe captured
fingerprint, referred 20 to as mnutiae, derives therefromthe bionetric
signature conposed of these mnutiae. To facilitate understanding of the
remai nder of the description, the ternms true mnutiae and true bionetric
signature will be used for these data olftained according to the 25
calculation of the prior art. These true mnutiae are for exa

identified by dataFlﬁﬁﬁ@atﬁngd?ﬁéﬁﬁS pési sionlipiad aeﬁamalﬁtegglﬂﬂﬁtatlng

their type. Figuredeshoys tyo %”@&%L@e&ye(i?n%ftu@enuﬁhae’oﬁ thde
bifurcation (Fig. la) and a Iine end (Fi he nunber of mnutiae to

be selected by the %&EW%R%%%@Fl%Pgﬁ@ﬂﬁhﬁ??@rﬁ%ﬁaeFPnEEelhnﬁﬁaéﬁopo obtain a
good conprom se between securlty and cal cul ation conplexity. 9 According
to the method of vention, t he .recordi.ng of the si ture on
the chip ¢ rdotherﬁ¥H$U?%%5t Feﬁﬁ?ﬁaFnV§8§18Bs q1 §0F¥W%Féh%%?dPaer to
transform t hetpeew@usext uefblmﬁdentﬁfgnatmbﬁ. bkhi Slﬁgebpcmnt ngrsad t war e
uses an obscutl consi sts of conbining the true mnuti ae
previ ously e% E%&E%dgﬁﬁ lcaklng up the true bionmetric signature wth fal se
data which will be referred to as false mnutiae, so as to obtain an

obscur ed bi omBt tigey 4G PIRAUL iRl FRAAFIEH P Se M 54 1y OpSSUELAG et hod
10 memory and a biometric identity check function which

will be detailed below.

During the enrolment phase, which consists of storing
the reference biometric signature on the card, the user
15 goes to a secure place guch as a bank branch for
example, where his fingerprint is captured on a special
terminal. An extraction algorithm of the prior art,
whose principle consists of selecting particular
biometric data from the captured fingerprint, referred
20 to as minutiae, derives therefrom the biometric
signature composed of these minutiae. To facilitate
understanding of the remainder of the description, the
terms true minutiae and true biometric signature will
be used for these data obtained according to the
25 calculation of the prior art. These true minutiae are
for example identified by data indicating their
position, plus a data item indicating their type.
Figure 1 shows two examples of types of minutiae, a
line bifurcation (Fig. la) and a line end (Fig. 1b}.
30 The number of minutiae to be selected by the extraction
algorithm 1is predefined in order to obtain a good

compromise between security and calculation complexity.



defining false mnutiae which are consistent with the true mnutiae in
order to nmake the operation consisting 15 of finding the true bionetric
signature fromthe obscured signature difficult or inpossible. For this,

it is possible to use the follow ng nethods: - according to a first variant,
t he sensor of the bank term nal captures nore mnutiae than the predefined
20 nunber. The additional mnutiae are then slightly transforned in order to
obtain false mnutiae. This transformation can consist of a nodification of
the coordinates of the mnutiae by a rotation or transl ation, or a

nodi fication Qf thei.r type; 25 - cordipg.to a second variant close to the
previ ous onegCFPr§§ngo§§fbFéﬁx?éﬁh%ﬁnO h§&$hI%%V%?%ﬁ??ae EyorFra §?orning
m nuti ae obt arredrdinigngoffhetbeapt signefureheopri ntef rompnotdmed, fitlger. |t
will then be 0 a ] [ oq.cl 0 the
eﬁ%@%ﬁg Fc%zlﬁﬁggal t*l%é’%é &ﬁ&&%ﬂé asrpoL, L 9.{1 tcﬁngfevé]gc[cg
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transformation i %ILustr ted in Figure 2. Figure 2al _depicts a_ true
geomstry whi CHIEE t FAHSF orffd | HPSCR 1% 56 RFnUtFEBtHrd (4R B (FELET on type
depicted in Finguueida?. FRgures 2bd deptats aabhr uelgeormeid y hdibmdt it Sc

transforngg iatg ac,re.

\ One characteristic of the obscuring method consists of
defining false minutiae which are consistent with the
true minutiae in order to make the operation consisting

15 of finding the true biometric signature from the
cbscured signature difficult or impossible. For this,
it is possible to use the feollowing methods:

- according to a first variant, the sensor of the bank
terminal captures more minutiae than the predefined

20 number. The additional minutiae are then slightly
transformed in order to obtain false minutiae. This
transformation can consist of a modification of the
coordinates of the minutiae by a rotation or
translation, or a modification of their type;

25 - according to a second variant close to the previous
one, it is possible to obtain the false minutiae by
transforming minutiae obtained during the capture of
the print from another finger. It will then be
arranged to keep only false minutiae not too close to

30 the true minutiae selected 1in order to preserve
consistency of the whole. The advantage of this
variant is that it 1s applicable in cases where the

number of minutiae of a single print is small;



10 false mnutiae of the line end type depicted in Figure 2b2. Conbining
the false and true mnutiae nmakes it possible to obtain the obscured
bionetric signature. At the 15 sane time, the obscuring nethod generates an
aut henti cati on code whose content indicates the mnutiae which are true and
false in the obscured signature. In order to produce this authentication
code, the mnutiae are first of all ordered in a well 20 defined order, by
choosing for exanple a geonetric origin @nd then classifying the m nut i ae
according to their position with respec% to th|s origin. Then the

aut henti cation C%%%féié§t%gl%gh%%1£&t$§%1 L s (¥%%§t Rf %5#951 nd ones,
e an a e

the zeros indicating mnutiae 7s Ta e Ones
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t he obscured signature. s a si exanple 30 of the
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code. Figue %@oﬁhgehcgt s:,@ thbngﬁfﬁéﬁﬁmr@ gur erp3fy dephatsothactive tide
m nuti ae (represente a solidTircle) extracted fromthe flngerprlnt by

the extracti on éP&BF?FﬁﬁH B gOreuge 12 dpi e t BB LobieRi S sgrat
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circle) Figure, 3d.depicts the sane nuti ae ordered and F&gure 3e depicts

the associ at eGP§ut TEiYh CEPEoFEP RSN B A Tshad®l ends WWHHE t he

storage of thebl depicts a true geometry which is transformed into a
10 false minutiae of the line end type depicted in Figure
2b2.

Combining the false and true minutiae makes it possible
to obtain the obscured biometric signature. At the
15 same time, the obscuring method generates an
authentication c¢ode whose content indicates the
minutiae which are true and false in the obscured
signature. In order to produce this authentication
code, the minutiae are first of all ordered in a well
20 defined order, by choosing for example a geometric
origin and then classifying the minutiae according to
their position with respect to this origin. Then the
authentication code is esgtablished in the form of a
list of zeros and ones, the zeros indicating that a
25 minutiae is false and the ones that the minutiae are
true, or vice-versa. This authentication code
therefore has as 1its dimension a number of bits equal
to the total number of minutiae of the obscured
gignature. Figure 3 illustrates a simplified example
30 of the production of an obscured signature and of the
agsociated authentication code. Figure 3a depicts a
fingerprint, Figure 3b depicts the two true minutiae
(represented by a sclid circle) extracted from the

fingerprint by the extraction algorithm, Figure 3c



obscured bionetric signature and the authentication code in the

non-vol atile menory (EEPROM FLASH etc) of 10 the chip card. These data
require a relatively small anount of nenory space of a few tens of bytes.
After the enrol nent, the bank card can be used to nake paynents, access
banki ng services etc. Each operation 15 requires a phase of checking the

identity of the user, which conprises the follow ng steps: - the service
termnal, for exanple a cash dispenser, captures the fingerprint of the
user; - the termnal calculates the truelbionetric signature 20 fromthis

fingerprint by nmeans of the sane extraction algorithmas that used during
t he enrol ment dgkasés -thaeokbarvredamsfonss ulse obsteh edali ammsiduasdilgnat ure

to the term nalygikly sheul dehesgotiethihate t N JRINAM edaPt hgnadgrﬁ;@%gge,

unlike the prior art, of not 25 transferring the true reférence bionetric
signature; - CRECLE i nBl IebRpacesdeMiCE P udsi oP@dfe | Qidugracur @ deared t he

obscured bi onehd crsggrat Use tdepisital r ethebyaskbeigaed angtkent vestiberefrom
a code rep$esent|ng the differences between the two signatures, according

to a 30 cafculF&ffon sinilar to that of the production of the authentication

code described during the enrol ment phase. This code represents the true
and false mupuytiae_on-.the basis of the true biopetri
n3 s g12gﬁ
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fromthe captured erprint:
aut henti cat i owbsodesid bthemetiger i sipgndéedet hendortket metrlsenticathencode

obtained is transfarnf 6t d rognths LeE TLNAbnbey (REFRMP GAMEH etc) of
10 the chip card. These data require a relatively small

amount of memory space of a few tens of bytes.

After the enrolment, the bank card can be used to make
payments, access banking services etc. Each operation
15 requires a phase of checking the identity of the user,
which comprises the following steps:
- the service terminal, for example a cash dispenser,
captures the fingerprint of the user;
~ the terminal calculates the true biometric signature
20 from this fingerprint by means of the same extraction
algorithm as that used during the enrolment phase;
- the card transfers the obscured biometric signature
to the terminal. It should be noted that this method
has the advantage, wunlike the prior art, of not
25 transferring the true reference biometric signature;
- the terminal compares the true biometric signature
with the obscured biometric signature transferred by
the card and derives therefrom a code representing the
differences between the two signatures, according to a
30 calculation gimilar to that of the production of the
authentication code described during the enrolment
phase. This code represents the true and false
minutiae on the basis of the true biometric signature

derived from the captured fingerprint. This code must



5 - the chip card conprises a neans, in software or hardware form which
makes it possible to conpare (for exanple by nmeans of an XOR function) the
code received and the authentication code, stored in the nenory during the
enrol ment phase. If the codes are 10 sufficiently identical with respect to
the predefined tolerance, then the card returns to the termnal a positive
nmessage validating the identity of the user. A first advantage of this
nethod is its flexibility: it 15 is posgible to choose a nunber of true and
fal se ninutiae according to the security requirenments and processing tine

required. Onel hﬁoé@sﬁdghg%ﬁl ! erenLathons; whtohhe.dise of I true

and 10 fal se nlnu I ae a tolerance consisting of accepting 20 the
error of one m&ﬁnlkﬁahnﬁQ¢ﬁaQhﬂxﬂ@ﬂKFQﬁﬂRﬁH%Qmon gives rise to a rate of

fal se acceptancef Jdyde é@aa(lﬂ@edaf@ &ﬂ@ﬁ@éﬁécﬁlgﬁmﬂtm Eéﬁmgaaﬂ ph the
same order as the checking of a PIN code. 25 This nethod al so has the sane

advant ages of tHife FYidt GATDf the prior art based on PIN codes since firstly

there is go longae apibr anser daa‘m;prq@fésdeatlraéaﬁ@forlrmt |s@ﬁtwfarr‘ém bhe card
to the term nal and S|nce nor eover the checklnsﬁgﬁé%ulatlon |ng ?Eented
within the caf@EWas® vriMsi WpLeh Mekefoditd AGS %P af OPRRE

aut henti cat i orxeeqa Lkiqflrhéaﬁsl’ oke asi deal’fLirfttIﬂﬁl Plthe codge ofetBeveal uti ons
of identificatio PIN code ,as _.describ pre ious]y. Mreover, this
method of courdd % Yo Reitngsocr bEGRRER Lin ThES: TOBRPFEn 13
therefore nak@mnﬂngsth@leehmodmﬁhtnepﬂasemwantagesthﬁ biodest ri aseand PIN
code. 10 sufficiently identical with respect to the predefined
tolerance, then the card returns to the terminal a

positive message validating the identity of the user.

A first advantage of this method is its flexibility: it

15 1is possible to choose a number of true and false
minutiae according to the security requirements and
processing time required. Cne of the most simple
impliementations with the use of 10 true and 10 false
minutiae, and with a tolerance consisting of accepting

20 the error of one minutiae in the checking calculation,
gives rise to a rate of false acceptance of 1 in 10,000
and a processing time by the card of the same order as
the checking of a PIN code.

25 This method alsc has the same advantages of the system
of the prior art based on PIN codes since firstly there
is no longer any transfer of confidential information
from the card to the terminal and sgince moreover the
checking calculation implemented within the card is

30 very simple. It should Dbe noted that the
authentication code fulfils a role similar to the PIN
code of the solutions of identification by PIN code as
described previously. Moreover, this method of course

includes the advantages of biometrics. The invention



The invention, as described in this enbodinent, is 5 inplenented by nmeans
of various devices conprising the follow ng particular functionalities: -
obscuring software based on a nethod of producing false mnutiae, conbining
false and true mnutiae in order to produce an obscured bionmetric signature
and an 10 authentication code, inplenented during an enrol nent phase on a
secure termnal of a service provider such as a bank; - software for
conparing an extracted bionmetric signature with an obscured bionetric
signature, 15 generating a code, used oh3a service terninal during an
identity check phase; - a code check neans used on.the card ghich al so
possesses a s LeforyRke? don®aSHIR SntC aGORRARE o2 CHaR 3865 a

ref erence obseifr ¢d drertEidd GanP N giwdaeur €. The net hods of the invention are
of course adapted to other fields of bionetrics, using simlar mechani sns
based on particular bionetric data, fulfilling the role 25 of fingerprint

m nuti ae. Fal Shepainivenitarnhi oaet rdescdabed cansi sthermt winbbdtiventtr,ueis

parti cul ar-bi trd t i so:b ) add] ti in tion is
parti cul ar?y \(/?\Ler%lea"g:’élp edél‘ bg‘ok%%ﬁ%hgfs&gﬁg%%b%% acgeﬁé p%&é%ﬂ%?f%%j g@ s such
as chip cardsoldossiessipay fiomer dwnet rasolktcess: It does however renain

applicable to otf écﬁ¥§%§”§s%‘@éwaf@9%§§@@ |3 ugl n(ﬂe@k?&ﬁ' Y¥ 0BL8Ghcit4
CLAIMS 1. An enrol nent t hod conprising the steps o
falgse minutiae, combining false and true minutiae in
order to produce an obscured biometric signature and an
10 authentication code, implemented during an enrxolment
phase on a secure terminal of a service provider such
as a bank;
- software for comparing an extracted Dbiometric
signature with an obscured Dbiometric signature,
15 generating a code, used on a service terminal during an
identity check phase;
- a code check means used on the card which also
possesses a secure memory for containing an
authentication code and a reference obscured biometric

20 signature.

The methods of the invention are of course adapted to
other fields of biometricg, using similar mechanisms
based on particular biometric data, fulfilling the role

25 of fingerprint minutiae. False particular biometric
data consistent with the true particular biometric data
will alsc be added.

In addition, the invention is particularly well adapted
30 to the systems based on personal objects such as chip
cards, possessing few hardware resources. It does
however remain applicable to other systems not

necessarily using such an object.



capturing bionetric data; extracting a true bionetric signature conposed of
true particular bionmetric data fromthe captured bionetric data; producing
fal se particular bionetric data; generaﬂing an obscured bionetric signature
by conmbining the false particular bionetric data with the true particul ar

bi ometric data; and produci ng an aut h&ikiMsati on code whi ch i ndi cates which
data are,the false and true particular bionetric data of the obscured
bionetric signature. 2. An enrol ment nmethod according to claim1, wherein
the fal se parl.ti cuhaenbinefehéthed codtiptisin@the sppoduced in a manner consi stent
with the true particular. biometric data. 3. An enrol nent nethod according to
claim2, wherein ﬁ?uT@%éPmﬁﬁﬁdﬁﬁ1se particular bionetric data itemis

produced by transéeaingd tae bionR ki speiifel comga@kdof thefPartidulaMlogatFioiaent net hod
according to_cl aim 3, mﬂerein the true particular bionetric data are
m nuti ae whi CH" HECARLEBREMEB KAger print data of a first finger and said at

| east one fal se prloMitigdalsd saruRebieRert i m nutiae of a second finger. 5.
An enrol nent nmethod according tg.claim3, wherein at |east one false

particul ar  bi onefFFEtREANPLPRUE Hiamei GYIaRE tyycomeingngthglsa Parieidarbi omet ri ¢

dat a item anglohéan atd With AR trub BEENIMDIdDNEINE fngdat a itemin order to create
the false particular bionetric data item 6. An enrol nent nmethod according

to claim1l, wherePrAd4cHiE 28 gbthenicrtiogepénvidgdaadipaes vyshadstd g fdw@sd ding to the

fol I ow ng st @RSsrRLAEELAGE B8a bf HERBHd BbR&iP&LAdEE! ar Di ometric data of
the obscured bionmetric signature; and generating a series of bits, with a

| ength equal to the total nunber of true and false particular bionetric

data of the pbscuggd,DiRiBhih& ﬁb&@lﬂé W%egrp\g‘d{?vneraﬁ(%@ 54 p rllldﬂl.'l(ljir %l%}nieﬁ'

respectively whether a correspondi ng-or particul ar bronetric %ata item
is true or dadaeprofucedin anarmknensistentwith dhedos padicwley tiomdtiailan. 1, wherein the
bi onmetric data are those of a fingerprint and the particular bionetric data
are mnutiae. 15 8. An enrolnent nethod according to claiml1, wherein the
obscur ed bi ohet ri An emblgrat wetkodardortling tcaakdiinén vherain iableast owkefalas partiabor ded on a

secure menor lyior%t];tricadé%g] I1‘[g)m ‘i:saprr(gduced by transforming a true biometric data item.

4. An enrolment method according to claim 3, wherein the true particular biometric
data are minutiae which correspond to fingerprint data of a first finger and said at least

one false minutiae is produced from minutiae of a second finger.

5. An enrclment method according to claim 3, wherein at least one false particular
biometric data item is produced by detecting a true biometric data item and transforming

the true biometric data item in order to create the false particular biometric data item.

6. An enrolment method according to claim 1, wherein the authentication code is
established according to the following steps:

ordering the true and false particular biometric data of the obscured biometric
signature; and

generating a series of bits, with a length equal to the total number of true and
false particular biometric data of the obscured biometric signature, with each bit
indicating respectively whether a corresponding ordered particular biometric data item is

true or false.

7. An enrolment method according to claim 1, wherein the biometric data are those

of a fingerprint and the particular biometric data are minutiae.
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9. A bionetric |dent|ty check method conprising the steps of: capturing
bionetric data; extracting a true bionetric signature conposed of true
particular bionetric data fromthe capjsired bionetric data; conparing the
true bionetric signature with an obscured bionetric signature conposed of
true particuBar bhAoretimant gathad ssordingltsdaipal, tihenginghe disouret ripwetdat a;
produci ng a signature
are the tr ue&gﬁi% % Bﬂftﬁéi l!ﬂgegn% m?@.:)ggt%%‘%%c%fnjtehgﬁ63%?%‘{%%%&%9@5 éair:c} son with
the true bionetric signature; and conparing said produced code with an

aut henti catign Coﬂﬁlﬂnﬁe‘i’hc %&tg)gc\gg(%g glqa&)@ﬂ “gm urepst(aoe and fal se particular

bi onetric data of e obscur |orrer|c A biometric identity
check net hod accomixmggﬂm)mtrmdmsa wher ei n the aut hentication code is
stored in a secure nenor

extrafthrgn trug bmna)el?n [ Sonf%{ gs%}:l 0?{1 e V\[ﬁaqhou%(r)[;rﬁ%retln% %E&a of the

produced code and™a I Catl ace ersonal
object. 11| froﬁtmn@pmteﬂlbmmed&rﬂataty check rret hod according to cI aim 10 for
accessing a service ervice on a chip card

Storing the aut ertmeate BR o aemafa Ve ubEn Pt ep RERFErdiar ure,
conpri si ng t bengoedd &\Muélgarﬁheepsﬂontdtran&fa%ﬂ fang phhﬁul@:bﬁmwtﬁdddm onmetric
signature fromthe chip card. to the s for the conparison of
the true bionetri Brog ) %?F%‘W%‘W&‘Ha‘ﬁb‘}é %l‘t@d’?’fﬁ“ eﬁg‘t'?ni’e(t,"c YWY e and
produci ng t heheG@elendMalObBmERR d88 N HeBadiCshe @APartidon metheld tha®idnt&ipr oduced

code fromthe servi c& termnal to the chip card for conparison of the code
with the aut &MY E8 ' on code on the chip card. 12. An enrol ment device,

conpri sing: bi OWEEch;Sénﬁg SHARbAR e Xdde AGthIaR ButiBRBSioh @bdeaRdiduting MMicA dhth Ue
bi onetric signature onposed of true particular bionetric data from

captured bi o?r"ét‘}%qtﬁleé&‘ﬂ belse AR U I FBNRUATIG R RE AR LPOFe Y BRAYLS 1PafS se parti cul ar
bi onetric data, conmbining said false particular bionetric data with said
true particular bionetric data to obtain an obscured bionetric signature,
and produci ng?-an Advigresits dartitosheelomethpbrccord e éatlring WHESH thddat a are the true

and fal se paaﬁth&%%n @s,deri@;tes&@mdaasfeau%eﬁl&? O@Qﬁ&wngpbb?ecpmttﬁé GnphGat ure. 16
13. An enrol nent device according to claim12, further conprising a device
for of the produced code and authentication code takes place within the personal object.

11. A biometric identity check method according to claim 10 for accessing a service
by means of a service terminal, based on a chip card storing the authentication code and
the obscured biometric signature, comprising the following steps:

transferring the obscured biometric signature from the chip card to the service
terminal for the comparison of the true biometric signature with the obscured biometric
signature and producing the code within the service term; and

transferring the produced code from the service terminal to the chip card for

comparison of the code with the authentication code on the chip card.

12, An enrolment device, comprising:

biometric signature extraction means for obtaining a true biometric signature
composed of true particular biometric data from captured biometric data; and

obscuring means for producing false particular biometric data, combining said
false particular biometric data with said true particular biometric data to obtain an
obscured biometric signature, and producing an authentication code for indicating which

data are the true and false particular biometric data of the obscured biometric signature.



communi cating with a chip card to transfer the obscured bionetric signature
and the authentication code to the chip card. 14. A personal object
conprising: a secure nenory that cont aifc}§ an obscured bionetric signature
conposed of true particular bionetric data and false particular bionetric
data and an authentication code that indicates which data are the true and
fal se particy ar Bi ric,data of..the obscure bi onetri g signature;
comuni 2{31ti oﬁ'nea%gg{l}ghef] g%e§+cgfl°c€ ﬁjéngg 5@%%%@8%’{" P lémgflé?lvé Ure to a

servi ce termmmainicaamgwah medapsard ertrapcfimas obscured dodeyic pipndureed! by t he servi ce
term nal and u&ﬁea{lcsagerr%d ‘?]é }g.he gormuni cation nmeans to the personal object,
with the authent ! ¢ath 815° &% o ‘ein the produced code indicates which
data are the true and fal se particular bionmetric data of the obscured

bi onetric si pﬁ{mture on ihbe basis. of a true bionetric signature obtained by
the service term REFPO8YICACURYEEEAl obj ect according to claim 14, wherein
said object is a ghic{ren@idry thdtGontdinS &1 dhsaiked BEHRtHIALIgRORP EdnSiohgl of @xé r act i on

means for obtajning a true Dbi tric signature, conposed of true  particular
bi onetric da?aé““f”:laéﬁﬂoﬁ‘ﬁis‘[c@f“é&“‘g 3 ﬁ@WlF@aﬂ’é‘iﬂ&“‘%& %E&ﬁ%“t?%‘?‘caé‘l%&%i ng a code
from a conpashhsadicdds twiehlatahie: the Hee Aid gt galtRulaShigiett it d&a ande ac@bscur ed

bi onetric si gnat ure conposed of true particular bionetric data and false
particul ar bY'SRET'f P& 4Yt:a, said produced code indicating which data are the

true and fal se bigiminidafiolabas & trdnbier ROSKsLEHHBMOREB bighAus kghatuie on the
basis of the true biometric signature obtained by the service termnal. 17.

A servi ce t e 24ccor di ng to claim 16, further conprising a conmunication

devi ce for comunj aiisRg cwnhm@ aRBAS BRAce@B] BE Lo Re thAMal Al vhigrRpscur ed
bionetric signature fromthe personal object to the service termnal and to

transfer thebythoerenenicatiotametns 1 the ppeanglomiict, Bt disrauthentication code, wherein

the produced code indicates which data are the true and false particular biometric data of
the obscured biometric signature on the basis of a true biometric signature obtained by the

service terminal.
15. A personal object according to claim 14, wherein said object is a chip card.

16. A service terminal comprising:

extraction means for obtaining a true biometric signature composed of true
particular biometric data from captured biometric data; and

means for producing a code from a comparison between the true biometric
signature and an obscured biometric signature composed of true particular biometric data
and false particular biometric data, said produced code indicating which data are the true
and false biometric data of the obscured biometric signature on the basis of the true

biometric signature obtained by the service terminal.

17. A service terminal according to claim 16, further comprising a communication
device for communicating with a personal object to transfer the obscured biometric
signature from the personal object to the service terminal and to transfer the produced

code to the personal object.



