WIRELESS COMMUNICATION SYSTEM, METHOD, APPARATUS,
PROGRAM, AND STORAGE MEDIUM CROSS REFERENCES TO
RELATED APPLICATIONS The present invention contains subject matter
related to Japanese Patent Application JP 2005-176745 filed in the
Japanese Patent Office on June 16, 2005, the entire contents of which
being incorporated herein by reference. BACKGROUND OF THE
INVENTION 1. Field of the Invention The present invention relates to a
WirelEERETES N TR MIGR YA TEIONA SHeRY corvmTHRRLIoN AERBBATUS,
method, a wireless communication apparatus, a wireless communication
setting program, an&BOFRSRs s A8in mERRBHGE sHBIngPlogram storage
medium and, more particularly, to those suitably applicable to execute
setting work on each of a plurality of wireless communication apparatus
such that mutual wireless communication is established between these
Ca%%%?atﬁ@@@. %%riﬁ@oﬁ%ﬁ%@eﬁ?g&ﬁﬂw Witk some related-art

wireless c%gwuni%atiog ystgr}w Ielggh gf thce wi{elgss communication ctrer
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onythe basis of a standard such as IFEE 802D 0E . 50 2005-176745
filed in the Japanese Patent O0ffice on June 16, 2005, the

entire contents o¢f which being incorporated herein by

reference.

BACKGROUND OF THE INVENTION
1. Field of the Invention

The ©present invention relates to a wireless
communicaticn system, a wireless communication setting
methed, a wireless communication apparatus, a wireless
communication setting program, and a wireless
communication setting program storage medium and, more
particularly, to those suitably applicable to execute
setting work on each of a plurality of wireless
communication apparatus such that mutual wireless
communication is established between these apparatuses.
2. Description of the Related Art
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example (refer to Japanese Patent Laid-open No. Hei 10- 93508). For
example, in order to provide mutual wireless data communication
between a first wireless communication apparatus 101 and a second
wireless communication apparatus 102 shown in FIG. 20, it is necessary
to manually enter setting information 1101 and setting information 1102
into the first wireless communication apparatus 101 and the second
wireless communication apparatus 102, respectively, as shown in FIG.
21. The following describes contents of these pieces of setting
information 1101 and 1102. For example, communication destination

informatign (gn IP {Intemnet; Protocol) address for example) is sg;to the

first setting information 1101 to be entered in the first wireless
cemicatierapparatus 10lrsa asdoddentify i the:seconrghpdreiesses
communication apparatus 102 that is the destination of wireless data
cemananication.cAlsne avireless hedwork idehtificatiornt information ¢SSiPBn
(Service Set Identifier) for example) is set to this 2 first setting information

ADILE a818 ideftityh SWifE1E8S hetlGHk (bt aRirIR2 AN(LEREI Area
LB (B Ut heNest DR R -
93508) .

For example, in order to provide mutual wireless
data communication between a first wireless communication
apparatus 101 and a second wireless communication
apparatus 102 shown in FIG. 20, it is necessary to
manually enter setting information I101 and setting
information 1102 into the first wireless communication
apparatus 101 and the second wireless communication
apparatus 102, respectively, as shown in FIG. 21.

The following describes contents of these pileces of
setting infeormation I101 and T102. For example,
communication destination information (an IP (Internet
Protocol) address for example) 1s set to the first
setting information I101 to be entered in the first
wireless communication apparatus 101 so as to identify
the second wireless communication apparatus 102 that is
the destination of wireless data communication. Also,
wireless network identification informaticon (SSID

(Sexrvice Set Identifier) for example) 1s set to this



apparatus 102. In addition, cryptographic key information (WEP (Wired
Equivalent Privacy) key for example) is set to the first setting information
1101 so as to encrypt data to be transferred with the second wireless
communication apparatus 102. On the other hand, communication
destination identification information is set to the second setting
information 1102 to be entered in the second wireless communication
apparatus 102 so as to identify the first wireless communication
apparatus 101 that is the destination of wireless data communication.
Also, the same wireless network identification information and

cryptographicikey information as thase ta:Be set {0 theyfist wireless
communication apparatus 101 are set to the second setting information
1102 IGenseguentlyk the first witele3s esnumunicationlappatatus 104rcan
identify the second wireless communication apparatus 102 as the
déstination ‘GIrivie | BsTuarRcditndrieatorr bhthe basipofthel cat ion
communication estinati%n information set to the first 3 setting information

162 ATSS] the SecBid witele3s “CommiliicaH? afpAPAS 102" Cah
deptly bedireb Mrelgss.commusication aapaals 10145 e deinAlicg,
of wireless data communication on the basis of the

(WEP {(Wired Egquivalent Privacy}) key for example) is set
to the first setting information I101 so as to encrypt
data to be transferred with the second wireless
communication apparatus 102;

On the other hand, communication destination
identification information is set to the second setting
informaticn I102 to be entered in the second wireless
communication apparatus 102 s¢ as to identify the first
wireless communication apparatus 101 that is the
destination of wireless data communication. Also, the
same wireless network identification information and
cryptographic key information as those to be set to the
first wixeless communication apparatus 101 are set to the
second setting information I102,

Consequently, the first wireless communication
apparatus 101 can identify the second wireless
communication apparatus 102 as the destination of

wireless data communication on the basis of the

communication destination information set to the first



communication destination information set to the second setting
information 1102. Therefore, the first wireless communication apparatus
101 and the second wireless communication apparatus 102 become
ready for wireless data communication bidirectionally, thereby transferring
data mutually. Actually, the first wireless communication apparatus 101
and the second wireless communication apparatus 102 determine
whether the wireless network identification information set to these
apparatuses is identical with each other. If these pieces of identification
information are found identical, the apparatuses 101 and 102 can

witelessly qorrmupicats with ogachother. Gonsequently, fhe firstydreless

communication apparatus 101 and the second wireless communication
appataiis: 102 eanapievent interfereneenfranme wtherywirelessirst
communication apparatuses to which wireless network identification
inforedation different fobd the ARl Hetwdrk identificatibrsiiertation
set to these wireless communijcation apparatuses 101 and_102. 4 This

COnfigLr&aSs Bnfiahtes B SBLGAty SFthe wirBeskdath &dmifhication
between; the, first, wireless, copynunication. anparatis 191 and.the.secend
wireless communication apparatus 102.

setting information I102. Therefore, the first wireless
communication apparatus 101 and the second wireless
communication apparatus 102 become ready for wireless
data communication bidirectionally, thereby transferring
data mutually.

Actually, the first wireless communication
apparatus 101 and the second wireless communication
apparatus 102 determine whether the wireless network
identification information set to these apparatuses is
identical with each other. If these pieces of
identification information are found identical, the
apparatuses 101 and 102 can wirelessly communicate with
each other. Consequently, the firsf wireliess
communication apparatus 101 and the second wireless
communication apparatus 102 can prevent interference from
other wireless communication apparatuses to which
wireless network identification information different
from the wireless network identification information set

to these wireless communication apparatuses 101 and 102.



Further, the first wireless communication apparatus 101 and the second
wireless communication apparatus 102 are adapted to encrypt data to be
wirelessly communicated, by use of the same cryptographic key
information as set to each thereof. Consequently, any other wireless
communication apparatuses to which different cryptographic key
information from the cryptographic key information set to the first wireless
communication apparatus 101 and the second wireless communication
apparatus 102 is set are prevented from decrypting the intercepted
encrypted data, if any, communicated between the first wireless
comntursieafids appatatuseIoPanbthehsecovdWirete s coimenumication s
apparatus 102. Thus, this. configuration enhances the security of the

witals AR CoRThuRit atish Beteeh the fréFwirtldssESmmunication

apparatus 101.and the second wikgless, gomypunication apparatus 102.
SUMMARY OF THE'INVENTION In order to provide mutual wireless data

5 eommmsicatiosrbeiweanthesfirst wireless communication apparatus

101 and the second wireless communication apparatus 102 in a wireless

communidationrsysterntiraving sthevalyeve-nrentiometh¢onrfiguratienpi s tus

necessary to manually enter communication destination identification
101 and the second wireless communication apparatus 102
are adapted to encrypt data to be wirelessly communicated,
by use of the same cryptographic key information as set
to each thereof. Consequently, any other wireless
communication apparatuses to which different
cryptographic key information from the cryptographic key
information set to the first wireless communication
apparatus 101 and the second wireless communication
apparatus 102 is set are prevented from decrypting the
intercepted encrypted data, if any, communicated between
the first wireless communication apparatus 101 and the
second wireless communication apparatus 102. Thus, this
configuration enhances the security of the wireless data
communication between the first wireless communication

apparatus 101 and the second wireless communication

apparatus 102.

SUMMARY OF THE INVENTION

In order to provide mutual wireless data



information, wireless network identification information, and cryptographic
key information into the first wireless communication apparatus 101 as
the first setting information 1101 and the second wireless communication
apparatus 102 as the second setting information 1102. Therefore, the
above-mentioned related-art involves a problem of the inconvenience in
setting necessary information to the first wireless communication

appatatus AL anditbe sesandnuirelesscommunicationapparatus: 102,
for example. Embodiments of the present invention address the

alsane ickenitifietiCan d: otheriproblarms bywproviding acwirslessation
communication system, a wireless communication setting method, a

witBRSETommtiticativrf apparatis “a WirBldss CommunfeaticiisEting™3

Program, a0d a witeless commupieation setting program storage megium
that are capable of sétting wireléss commurication apparatuses

_siaaiﬁil_ggmmﬁ easilyr7 M ascardance-withafirst aspent ofhe-present ; o,

invention, there is provided a wireless communication system comprising:

a phuratityaof wirglessredrmsumnication lapparatiisesceadhvhavingasetting,

block to which a wireless data communication destination is :
and cryptographic key information into the first wireles
communication apparatus 101 as the first setting
information 1101 and the second wireless communication
apparatus 102 as the second setting information 1102.
Therefore, Tthe above-menticned related-art involves a
problem of the inconvenience in setting necessary
information to the first wireless communication apparatus
101 and the second wireless communication apparatus 102,
for example.

Embodiments cof the present invention address the
above-identified and other problems by providing a
wireless communication system, a wireless communication
setting method, a wireless communication apparatus, a
wireless communication setting program, and a wireless

communication setting program storage medium that are

capable of setting wireless communication apparatuses



set and a wireless data communication block for executing wireless data
communication with said wireless data communication destination set to
said setting block; and a proximity wireless communication apparatus for
executing wireless communication with any of said plurality of wireless
communication apparatuses brought into proximity of a predetermined
range of said proximity wireless communication apparatus; wherein said
proximity wireless communication apparatus includes a storage block for
storing communication mate identification information received from said
wireless. communication apparatuses brought into proximity of said
proaRity itBless E5fmuhication apparatus for identifying said wireless
communication apparatus as a communication mate, and a wireless
transmission block for transmitting communication mate identification
information if stored in said storage block to said wireless communication
apparatus brought into proximity of said proximity wireless
communication apparatus; and said plurality of wireless communication
apparatuses each includes a wireless transmission block for transmitting,
to said proximity wireless communication 8 apparatus, communication
mate identification information, if said communication mate identification



information is not stored in said proximity wireless communication
apparatus brought into proximity of said wireless communication
apparatus, for identifying said wireless communication apparatus itself as
a communication mate, and a setting control block for setting said
wireless communication apparatus to said setting block as a wireless

data communication flestinafionnhsaid:wireless gommupication appakaiys
being identified by said communication mate identification information
rebewed: from saitproximityrwiretess cormmuaication apparatis i shid:
communication mate identification information is stored in said proximity
witBRsEeorbRication apparatis Brodght fHto “proxikfifiFof said wireless
c%rgrrrpnyniclactg){\i%prparatusﬁIr{%%cordagc%wriltg a.second aspect of t{ljfock

ks appara oS 2ac Ving a settin
present Invention, thelpéjls pI’OVIdea a wireless conqmunlca on s%ttlng

methodford Wirgless ; cammuinication systens having aplurality of o 1 5
wireless communication apparatuses each having a setting block to

which awirelessidaia<communigatiomaestinationds seland afwireless
data communication block for executing wireless data communication
WRH SaitE- Wikkl@ds datscorambnicaticn destrationset 16 kaith Sétting
block, and a proximity wireless communication agparatus for executjrég

witeless CofnmahitatichWith g+ o0 destination set to sal

setting block; and a proximity wireless communication
apparatus for executing wireless communication with any
of said plurality of wireless communication apparatuses
brought intc proximity of a predetermined range of said
proximity wireless communication apparatus; wherein
said proximity wireless communication apparatus
includes a storage block for storing communication mate
identification information received from said wireless
communication apparatuses brought into proximity of
said preximity wireless communication apparatus for
identifying said wireless communication apparatus as a
communication mate, and a wireless transmission block
for transmitting communication mate identification
information i1if stored in said storage block to said
wireless communication apparatus brought into proximity
of said proximity wireless communication apparatus; and
said plurality cf wireless communication apparatuses
each includes 2 wireless transmission block for

transmitting, to said proximity wireless communication



8a of said plurality of wireless communication apparatuses brought into
proximity of a predetermined range of said proximity wireless
communication apparatus; said wireless communication setting method
comprising the steps of: in said proximity wireless communication
apparatus, storing communication mate identification information received

froppsaid WikslesscamAtiiteation Apparaiusashreughtint,proximity of
said proximity wireless communication apparatus for identifying said
wirefassreommunicatios apparatusias sceomownication 1nhate; ighdzation
transmitting communication mate identification information if stored in
sastérael Blockto'said Wireleds commanicaidi? apparatus’Brotthe s
Into proximity of sad proximity wirgless communigation, apparatus; and in
each of said pﬁurallty fvireless conmanication ap%ara uses,¥ransm|ﬁ1|n8
compyrication, mate identification information to_3aid pLoximity ; wireless 4
communication apparatus if said communication mate identification
inferraationsisnolstored4n said prodmity wirelesseaamenginication
apparatus brought into proximity of said wireless communication
apparatds; for identifing saihwireless torguicatioreapparats fself as
a communication mate; and setting said wireless communication

aﬁﬁﬁﬁ&&?ﬂ?&%ﬂ§%ﬁﬁﬁ}@%ékcommunlcatlon apparatus to said

setting block as a wireless data communication
destination, said wireless communication apparatus
being identified by said communication mate
identification information received from sald proximity
wireless communication apparatus 1f said communication
mate identification information is stored in said
proximity wireless communication apparatus brought into
proximity of said wireless communication apparatus.

In accordance with a second aspect of the
present invention, there is provided a wireless
communication setting method for a wireless
communication system having a plurality of wireless
communication apparatuses each having a setting block
to which a wireless data communication destination is
set and a wireless data communication block for
executing wireless data communication with said
wireless data communication destination set to said
setting block, and a proximity wireless communication

apparatus for executing wireless communication with any

8a



as a wireless data communication destination, said wireless
communication apparatus being identified by said communication mate
identification information Bb received from said proximity wireless
communication apparatus if said communication mate identification
information is stored in said proximity wireless communication apparatus

braughy intogproxiaity-af safd wyireless eompignicationapparattsabfa tuses
accordance with a third aspect of the present, there is provided a wireless
compmgriication: @pparats comprising: arsetingblock tolwhictua wireless d
data communication _destination is set; a wireless data communication
blockFoPexecuting S wirsfess Fata toftthumitaticiPRith Sary witéleSs data

communiation destinalion set 1 said selting bpgls 8, WIGISSS o 1o
transmission BIOCK TOF. It & proximity Wireless communication apparatus

haying.a sterage, blogk for staring: eomupupication maig-identification
information received from a wireless communication apparatus brought to
peaxmity ©f 8 predeterminecbrange: obsaid-proximity wirelessi cation
communication apparatus for identifying said wireless communication
apparaiiis 5s an commidniesticn arate and arWireléss FaASisSIoTBIoERD

for transmitting said communication mate identification o
apparatuses brought into proximity of said proximity

wireless communication apparatus for identifying said
wireless communication apparatus as a communication
mate; and transmitting communication mate
identification informaticn if stored in said storage
block to said wireless communication apparatus brought
into proximity of said proximity wireless communication
apparatus; and in each of said plurality of wireless
comunication apparatuses, transmitting communication
mate identification information to said proximity
wireless communication apparatus if said communication
mate ldentification information is not stored in said
proximity wireless communication apparatus brought into
proximity of sald wireless communication apparatus, for
identifying said wireless communication apparatus
itself as a communication mate; and setting said
wireless communication apparatus tfo said setting block
as a wireless data communication destination, saild
wireless comﬁunication apparatus being identified by

sald communication mate identification information

8k



information if stored in said storage block to said proximity wireless
communication apparatus, does not store said communication mate
identification information, transmitting communication mate identification
information for identifying said wireless communication apparatus itself as
a Sc communication mate to said proximity wireless communication

apparaius anta setting coptrekblack Jfoy:it-said comimupication mate
identification information is stored in said proximity wireless

cemwaunitation dpparatiisdenoughti tospgroximityzofesaidiamiteléssat ion

communication apparatus, receiving said communication mate

mﬁéﬁ%ﬁéé:ﬁdhlrafbrﬁ?au%ﬁqmﬁ saitl prosiniyiidldss comafubiction
garatus an settlng said V)Cnlrl%le%s co munlcatlon a%popa,ratus identified

& ‘Teteived COMMURICALION mate fde 1flfl%gt*i:on RtSHnation t&Saig 2
chting Hlock e daiess dei sqrmugicaton destination. In

accordance with a fourth aspect, there is provided a wireless
communicatior:seiting Hregram womprising-the-sieps of . dF anmiseless

communication apparatus having a setting block to which a wireless data
comPREitatiomdestination i yéttand a wilelesss datascommuiieetiorn
block for executing wireless data

apparatus comprising: a setting block to which a
wireless data communicaticon destination is set; a
wireless data communication block for executing
wireless data communication with sald wireless data
communication destinatiocn set to said setting block; a
wireless transmission block for, if a proximity
wireless communication apparatus having a storage block
for storing communication mate identification
information received from a wireless communication
apparatus brought to proximity of a predetermined range
of sald proximity wireless communication apparatus for
identifying said wireless communication apparatus as a
communication mate and a wireless transmission block
for transmitting said communication mate identification
informaticn 1f stored in said storage block to said
proximity wireless communication apparatus, deoes not
store said communication mate identification
information, transmitting communication mate
identification information for identifving said

wireless communication apparatus itself as a

gc



communication with said wireless data communication destination set to
said setting block, wirelessly transmitting, if a proximity wireless
communication apparatus having a storage block for storing
communication mate identification information received from a wireless
communication apparatus brought to proximity of a predetermined range

of-saig preximitywirgless commynigation apparaius,foridentifying said
wireless communication apparatus as a communication 8d mate and a
wiretessrtiarsniission iteckafon tranamitting ssatid communicatioh mate-k
identification information if stored in said storage block to said proximity
wireless EofriihiCatiBR-appEr ELRT dB8S ot StoFe $&id cedrhfritinication
mate identification infor@a;io(:ril, .commugication mate identification
in%grrﬁéi%arl“f%?Yﬁdje"rsltifﬁin%““seald wireless cé)rﬁr%}ﬁﬁf%%\ﬁgn “éfjﬁg WS itself

as. g-LOmMURication pate 10 .said proximity wireless,.communication., ; 4
apparatus; and setting, if said communication mate identification
infarmationsis setio rsaith proxim iy parelesssconmmuBiCation; apparatus
brought to proximity of said wireless communication apparatus, said
wirelasscoparninicatien appartlis idemtified by thé coomrninicafionmateid
identification information received from said proximity wireless .
C&ﬁﬂﬁﬁ%ﬁﬁﬁwﬁﬁﬁiﬁgﬁétﬁommunlcatlon apparatus and setting
said wireless communication apparatus identified by the
received communication mate identification information
to said setting block as a wireless data communication
destination.

In accordance with a fourth aspect, there is
provided a wireless communication setting program
comprising the steps of: in a wireless communication
apparatus having a setting block to which a wireless
data communication destination is set and a wireless
data communication block for executing wireless data
communication with saild wireless data communication
destination set to said setting block, wirelessly
transmitting, if a proximity wireless communication
apparatus having a storage block for storing
communication mate identification information received
from a wireless communication apparatus brought to
proximity of a predetermined range of said proximity

wireless communication apparatus for identifying said

wireless communication apparatus as a communication

8d



said setting block as a wireless data communication destination. In
accordance with a fifth aspect, there is provided a wireless
communication setting program comprising the steps of: in a wireless
communication apparatus having a setting block to which a wireless data
communication destination is set and a wireless data communication

blegk for-executing wireless datansamauinication vith said wirelass.data; ng
communication destination set to said setting block, wirelessly

trapsmitthngynif:a preximity. wikrstessicaminunication@e dpparatusthaving a
storage block for storing communication mate identification information
reteR/et frofh 8ifelESLESAMUMCEIBN e patdttls bFEuGHt 16 Yprokiaile s s
ofc% redetermined range of %%ig prgximity wireless communication

appara}ll?sl%??&een?ifﬁﬁ Said er’eles%ecsorﬁr%%nlsc%%% a%%%\ tus as a

commynication: mate and a wireless fransmission plock for, ransmitting
said communication mate identification information if stored in said
storage: htock ta said-proximitewireless sedmmunication apparatas -does
not store said communication mate identification information,
carpftnidatiohumatel ideritificationdnformation fort identifying saichwireless
communication apparatus , ,
itself as a communication mate to saild proximity
wireless communication apparatus; and setting, if said
communication mate identification information is set to
said proximity wireless communication apparatus brought
to proximity of said wireless communication apparatus,
said wireless communication apparatus identified by the
communication mate identification information received
from said proximity wireless communication apparatus to
salid setting block as a wireless data communication
destination.

In accordance with a fifth aspect, there is
provided a wireless communication setting program
comprising the steps of: in a wireless communication
apparatus having a setting block to which a wireless
data communication destination iz set and a wireless
data communication block for executing wireless data
communication with said wireless data communication

destination set to saild setting block, wirelessly

transmitting, if a proximity wireless communication

Be



itself as a communication mate to said proximity wireless communication
apparatus; and setting, if said communication mate identification
information is set to said proximity wireless communication apparatus
brought to proximity of said wireless communication apparatus, said
wireless communication apparatus identified by the communication mate

idgpgificationdnformation-received fsom saidcpreximity. wireless
communication apparatus to said setting block as a wireless data
communidationi destirdation: Asrdestiibed,iibis postibtenta: stone thece ived
communication mate identification information for 8f identifying that
wirefessacormmanicafior ApparatGs hs & cmpiumcationratinto tHe

proximity wireless commupnication. apparatus by bringing the proximit
T Eorim i cRUBA AU AT T AEh S Ranadan HRAR Ly
idenfification infarmation s Nt stored, ta. the, proximity, of, any: one of the 4
wireless communication apparatuses. Then, it is possible to Set the
wirelesse sempasicationapparatusgdentified bysthis ecommunicaiionsmate

identification information to another wireless communication apparatus as

theadestimation of Wirelesss datcomagmicatioh bydiringing thesprexinity. ng

wireless communication apparatus in which this communication mate
said communicaticn mate identification informaticon if
stored in said storage block to saild proximity wireless
communication apparatus, does not store said
communication mate identification information,
communication mate identification information for
identifying said wireless communication apparatus
itself as a communication mate to said proximity
wireless communication apparatus; and setting, if said
communication mate identification informaticon is set to
said proximity wireless communication apparatus brought
to proximity of sald wireless communication apparatus,
sald wireless communication apparatus identified by the
communication mate identification information received
from sald proximity wireless communication apparatus to
said setting block as a wireless data communication
destination.

As described, 1t 18 peossible to sbtore the

communication mate identification informaticon for



identification information is stored to the other wireless communication
apparatus. According to an embodiment of the present invention, itis
possible to store the communication mate identification information for
identifying that wireless communication apparatus as a communication
mate into the proximity wireless communication apparatus by bringing the
proximity wireless communication apparatus in which communication
mate identification information is not stored to the proximity of any one of
the wireless communication apparatuses. Then, it is possible to set the
wireless communication apparatus identified by this 9 communication
migteTigénticdiortinforfatiort P aRoNerWitelesS komimahicationas a

apgaratus as the destination of V\greless data . communication by bringing
tHE BROKIrity il 888 ComMthicationt appariid inWhid s
Cemmm@@g%gﬂa%fygspgfae%t%'rﬁ%rmamflstﬂer%%gi g ggher
wireless communication apparatus. This novel configuration allows the
seitinglefsiecassany seting. infopmationde eachwireless sammupication

apparatus without requiring operator's manual entry of the setting

infermatiderthefalng significantlyfastitatingithen settirgowerk obwireess

communication apparatuses. BRIEF DESCRIPTION OF THE DRAWINGS
proximity of any one of the wireless communication
apparatuses. Then, it is possible to set the wireless
communication apparatus identified by this communication
mate identification information to another wireless
communication apparatus as the destination of wireless
data communication by bringing the proximity wireless
communication apparatus in which this communication mate
identification information is stored to the other
wireless communication apparatus.

ARcecording to an embodiment of the present invention,
it is possible to store the communication mate
identification information for identifving that wireless
communication apparatus as a communication mate into the
proximity wireless communication apparatus by bringing
the proximity wireless communication apparatus in which
communicatiocn mate identification information is not
stored to the proximity of any one of the wireless

communication apparatuses. Then, it is possible to set

the wireless communication apparatus identified by this



FIG. 1 is a perspective view illustrating an exemplary configuration of a
wireless communication system practiced as one embodiment of the
invention; FIG. 2 is a block diagram illustrating an exemplary

configuration of a wireless communication apparatus; FIGS. 3A and 3B
are schematic diagrams describing temporary setting information and first
setting information; FIG. 4 is a block diagram illustrating an exemplary
configuration of a non-contact IC card; FIG. 5 is a schematic diagram
illustrating a packet 10 structure at the time of storage status notification;
FIG. 6 is a schematic diagram illustrating a status in which temporary

ifOPTEoT i dfoteBidt the Apobe L hiightiohed it EBRERIC aren FiGeF

3 sehematidiagiam lusating a packet stuglure atthe time of
temporary information- fransmission; EIG. 8 78 a schematic diagram ©

illpstraiing & status denwmi&hégMawys%ﬁagéqtﬁi%%%s}eﬁ%%wed
e above-mentione

above-mentioned non-contact IC card is stored in
wiretess=cemmumication apparatusa FKG 19 id a sehematic.diagram
illustrating second setting information;

communication mate identification information is stored
to the other wireless communication apparatus. This novel
configuration allows the setting of necessary setting
information to each wireless communication apparatus
without requiring operator’s manual entry of the setting

information, thereby significantly facilitating the

setting work of wireless communication apparatuses.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a perspective view illustrating an
exemplary configuration ¢f a wireless communication
system practiced as one embodiment of the invention;

FIG. 2 1s a block diagram illustrating an exemplary
configuration of a wireless communication apparatus;

FIGS. 3A and 3B are schematic diagrams describing
temporary setting information and first setting
information;

FIG. 4 is a block diagram illustrating an exemplary
configuration of a non-contact IC card;

FIG. 5 is a schematic diagram illustrating a packet

10



FIG. 10 is a schematic diagram illustrating a status in which completion of
setting is notified; FIG. 11 is a schematic diagram illustrating a packet
structure at the time of setting completion notification; FIG. 12 is a
schematic diagram illustrating a status in which bidirectional wireless data
communication is ready; FIG. 13 is a flowchart indicative of a setting
processing procedure; FIG. 14 is a flowchart indicative of a temporary 11
setting information write processing procedure; FIG. 15 is a flowchart
indicative of a temporary setting information read processing procedure;
FIG. 16 is a schematic diagram illustrating a card detection processing

S‘EQK]EQ'& geni FIGe1{ 15,8 schematic diagram, lustratng i%xa%@B'f?W

wireless data communication executed’via an access point; FIG."18 is a
schematierdiageamdllusteating.a - wirelgssqdata communicatiofysystems (s

in which one wireless communication apparatus executes wireless data
tonwhawricatiemwithea plirafibrobwirete ssscarmmunication: fep pesatuses;
mentioned non-contact IC card;

FIG. 7 is a schematic diagram illustrating a packet
structure at the time of temporary information
transmission;

FIG. 8 is a schematic diagram illustrating a status
in which temporary setting information stored in the
above-mentioned non-contact IC card is stored in the
above-mentioned wireless communication apparatus;

FIG. 9 is a schematic diagram illustrating second
setting information;

FIG. 10 is a schematic diagram illustrating a
status in which completion of setting is notified;

FIG. 11 is a schematic diagram illustrating a
packet structure at the time of setting completion
notification;

FIG. 12 is a schematic diagram illustrating a
status in which bidirectional wireless data communication
is ready;

FIG. 13 is a flowchart indicative of a setting
processing procedure;

FIG. 14 is a flowchart indicative of a temporary

11



FIG. 19 is a schematic diagram illustrating a wireless data communication
system (2) in which one wireless communication apparatus executes
wireless data communication with a plurality of wireless communication
apparatuses; FIG. 20 is a schematic diagram illustrating a status in which
there is no connection between wireless communication apparatuses;
and FIG. 21 is a schematic diagram illustrating a status in which
necessary information is set to each wireless communication apparatus.
12 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
This invention will be described in further detail by way of embodiments

(hareohwith eference o the, accompanying drawinds (1) Gonfiguration of
a‘wireleds communication systerﬁ) ow, re eﬁir% {0 FIG. T.’a numeral 1

indicates-acwirgless.communication sysiem as ,whgle. She.wirgless,
communication system 1 has a first wireless communication apparatus
24 aisecant wirelesisocomaudhigatiar apparatps c2Bdamd a non-contact
IC (Integrated Circuit) card 3 that are capable of wireless data
communication'Sadeéd enecistandard SuctvasTEEEISGE 1abltar exaraplé.

detection processing control screen;

FIG. 17 is a schematic diagram illustrating
exemplary wireless data communication executed via an
access point;

FIG. 18 is a schematic diagram illustrating a
wireless data communication system (1} in which one
wireless communication apparatus executes wireless data
communication with a plurality of wireless communication
apparatuses;

FIG. 19 is a schematic diagram illustrating a
wireless data communication system (2) in which one
wireless communication apparatus executes wireless data
communication with a plurality of wireless communication
apparatuses;

FIG. 20 is a schematic diagram illustrating a
status in which there is no connection between wireless
communication apparatuses; and

FIG. 21 is a schematic diagram illustrating a
status in which necessary information is set to each

wireless communication apparatus.
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The following describes a configuration of the first wireless
communication apparatus 2A with reference to FIG. 2. The first wireless
communication apparatus 2A has a setting information storage block 4 for
storing setting information indicative of communication destination

- identification information for identifying a destination of wireless data
communication. A control block 5 for executes overall control on the
whole first wireless communication apparatus 2A. The control block 5
refers to communication destination identification 13 information in the
setting information stored in the setting information storage block 4. Then,
the control block 5 executes the wireless data communication based on

a standard such as IEEE 802.11b for example with a wireless data

GRMANHeAteR drstnatian identiieddnkine: Feierenses eampagnication
destination identification information via a wireless communication block 6
and a wireless icoramuhicationldnteandeis AlsbetheifirstwitelesSderail
communication apparatus 2A has a proximity wireless communication
anteria 8 anti proxaaityswirsiess cdombitnisation bloek 3 fortéxecuting
wireless communication with the non-contact IC card 3 that comes close

f°5 PrEGEEtHInEd F4HdE SThe control block 5 of the first wireless
Co”""“”WﬁFOB&H%¥H§E§%§%ASof a wireless communication

system

Now, referring to FIG. 1, a numeral i indicates a
wireless communication system as a whole. The wireless
communication system 1 has a first wireless communication
apparatus 2A, a second wireless communication apparatus
2B, and a non-contact IC (Integrated Circuit) card 3 that
are capable of wireless data communication based on a
standard such as IEEE 802.1llp, for example.

The fcllowing describes a configuration of the
first wireless communication apparatus 22 with reference
to FIG. 2. The first wireless communication apparatus 24
has a setting information storage block 4 for storing
setting information indicative of communication
destination identification information for identifying a
destination of wireless data communication. A control
block 5 for executes overall control on the whole first
wireless communication apparatus 2A. The control block 5

refers to communication destination identification

13



connected to an operator block 11 and a display block 12 via an
input/output interface block 10. It should be noted that the second
wireless communication apparatus 2B according to the present
embodiment has circuit blocks (4 through 11) generated in generally the
same manner as those of the first wireless communication apparatus 2A.
At this moment, because a setting operation has not been executed on
the first wireless communication apparatus 2A, temporary setting
information It as shown in FIG. 3A for example is stored in the setting 14
information storage block 4 of the first wireless communication apparatus
2A. This tem(g)orar %%tetaing data It conjgtains communication mate

id At Cktioh taration TBST AT tHid 2EE25AP &ddese alBchfsd to the
frst wirgless egmmynication A 2A4), VIrelgSSNeMOIK o ¢ o1

identification information SID (in this case, SSID), and cryptographic key
iBlosmat®NWAC (indbisceasey arWiER skey)t T hesammupication mated on
identification information IPS1 makes the destination of wireless data
comiumicatibre identify theBirstiliteless commenitatibn apgdratus 2A
itself as the communication mate. The wireless network identification

iHforFriitioh SIS T&iHHE Y Gireless Metione forfed Sefide fitb Sguides
g%@&%%a%na&%%wgeé%% data commynicatian, The cryptographic
information via a wireless communication block 6 and a
wireless communication antenna 7. Also, the first
wireless communication apparatus 2A has a proximity
wireless communication antenna 8 and a proximity wireless
coemmunication block 9 for executing wireless
communication with the non-contact IC card 3 that comes
close to a predetermined range. The control block 5 of
the first wireless communication apparatus 2A is
connected to an operator block 11 and a display bleck 12
via an input/output interface block 10. It should be
noted that the second wireless communication apparatus 2B
according to the present embodiment has circuit blocks (4
through 11} generated in generally the same manner as
those of the first wireless communication apparatus ZA.
At this moment, because a setting operation has not
been executed on the first wireless communication
apparatus 2A, temporary setiting information It as shown

in FIG. 3A for example 1s stored in the setting
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information WK encrypts data to be transferred with the destination of
wireless data communication. In the present embodiment, device unique
information (in this case, MAC (Media Access Control) address) unique to
the first wireless communication apparatus 2A is allocated as wireless
network identification SID contained in this temporary setting information
It. This configuration prevents the wireless network formed by the first
wireless communication apparatus 2A and the wireless network formed
by the other 15 wireless communication apparatus from getting into
contention. In the present embodiment, because this temporary setting
ig@érggggg.légog%ainsaag I adq(regs gf %@Iss I]F§f192. 168.1.... ...)as
communication mate Jden |1;|L8é:t|on information §f, astb et mask (255.

225nm@ R Q:fon.example partesponding {9 this|Paddressds al88 qata

included. In addition, temporary setting information It in this case has an
ac: hee made §Ad hine) farcatawingmihe fiistavirgless gcommunicationat i on
apparatus 2A to directly wirelessly communicate with the wireless
cdfihuhicationl Hestipation witHfo Lt BN therdécess-paintWken dirst
non-contact IC card detection command operation is executed throg%z

to

tHE Cpetator HBER T 1 G- firsy Wirete s coMhumiEalidR 3ppardtis

(¥agﬁkification information SID (in this case, SSID), and
cryptographic key information WK ({in this case, a WEP
key). The communication mate identification information
IP31 makes the destination of wireless data communication
identify the first wireless communication apparatus 24
itself as the communication mate. The wireless network
identification information SID identifies a wireless
network formed between the source and the destination eof
wireless data communication. The cryptographic key
information WK encrypts data to be transferred with fhe
destination of wireless data communication.

In the present embodiment, device unique
information (in this case, MAC (Media Access Control)
address) unigue teo the first wireless communication
apparatus 2A is allocated as wireless network
identification SID contained in this temporary setting
information It. This configuration prevents the wireless
network formed by the first wireless communication

apparatus ZA and the wireless network formed by the other
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the non-contact IC card 3, the control block 5 of the first wireless
communication apparatus 2A executes detection processing for detecting
the non-contact IC card 3. Actually, in this detection processing, the
control block 5 of the first wireless communication apparatus 2A is
adapted to repetitively wirelessly transmit at predetermined time intervals
a storage status notification request signal for requesting the non- contact
IC card 3 to notify whether or not temporary setting information It is
stored, via the proximity 16 wireless communication block 9 and the
proximity wireless communication antenna 8 in this order (this is known
as ocessing).,When the no ctIC ca q §n|s b.ro;éght to the

wxrggygg‘g mmunlggtionéig?a gkggn¥komr?§£

proximity of the proximity wir S communication antenmna 38narranged on

the Hestwirgless Gomminication, apRaistus ey ia ceptialhlockylZof the

non-contact IC card 3 shown in FIG. 4 accordingly receives the storage
statps ractificationireguest signat wirelassly transinitted frone  thexdfirst s
wireless communication apparatus 2A, via an antenna 13 and a
ebnfmafitation bisck 12%Receiving e storayendtatis Astifigdtion request
ficgnal,.the control bilgglérlZ checks thgtltempora}r)y setting information It is

hot Rlored TR B ¥potaRy Satthg inforimiation storagest Mask (235, 255,
255. 0) for example corresponding to this IP address is
also included. In addition, temporary setting information
It in this case has an ad hoc mode (Ad hoc) for allowing
the first wireless communication apparatus 23A to directly
wirelessly communicaﬁe with the wireless communication
destination without using the access point.

When a non-contact IC card detection command
operation is executed through the operator bklock 11 of
the first wireless communication apparatus 2ZA to detect
the non-contact IC card 3, the control block 5 of the
first wireless communication apparatus ZA executes
detection processing for detecting the non-contact IC
card 3. Actually, in this detection processing, the
centrol block 5 of the first wireless communication
apparatus ZA 1s adapted to repetitively wirelessly
transmit at predetermined time intervals a storage status
netification reguest signal for requesting the non-

contact IC card 3 to notify whether or not temporary

setting information It is stered, via the proximity
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block 15 and then transmits a storage status notification signal indicative
that temporary setting information It is not stored, via the communication
block 14 and the antenna 13. In the case of the present embodiment, this
storage status notification signal has packet structure as shown in FIG. 5,
in which information indicative whether or not temporary setting
information It is stored is included in control information. The control block
5 of the first wireless communication apparatus 2A receives the storage
status 17 notification signal from the non-contact IC card 3 via the
proximity wireless communication antenna 8 and the proximity wireless

G %%iga@%rr‘ngl?ﬁ%%kc%%%@qisﬁg%% emporary %%E}%gfk},f@gmﬁ}nigé‘ﬂ%?s

ound not stored inthe non-contact IC card 3, acc y réads

temporary setingdafosmation It fropthe setting information stefageas
block 4, thereby wirelessly transmitting the read temporary setting
mfddmatio tetles ndngiontact IC card 3 via the proximity wireless
communication block 9 and the proximity wireless communication
antenna BHATthish Braéy RECEIAG témpotary setinghiforsiafiohdt frofn

threO }Ii{grltiv%/ire%afstcr?mmugicatip@ a %r u§3 2A vi%KtlhIe‘l fgt%qn% 13 tand
& communication pldck fi,rfijheyconjtroﬁ Tock T2 atioh antenna

8 arranged on the first wireless communication apparatus
2k, a control block 12 of the non-contact IC card 3 shown
in FIG. 4 accordingly receives the storage status
notification request signal wirelessly transmitted from
- the first wireless communication apparatus 2A, via an
antenna 13 and a communication block 14. Receiving the
storage status notificatlon reguest signal, the control
block 12 checks that temporary setting information It is
not stered in a temporary setting infeormation storage
block 15 and then transmits a storage status notification
signal indicative that temporary setting information It
is not stored, via the communication klock 14 and the
antenna 13. 1In the case ¢of the present embodiment, this
storage status notification signal has packet structure
as shown in FIG. 5, in which information indicative
whether or not temporary setting information It is stored
is inciuded in control information.

The control block & of the first wireless

communication apparatus ZA receives the storage status
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of the non-contact IC card 3 stores the received information into the
temporary setting information storage block 15. Thus, in the wireless
communication system 1, it is possible to store temporary setting
information It from the first wireless communication apparatus 2A into the
non-contact IC card 3 by only bringing the non-contact IC card 3 to the
proximity of the first wireless communication apparatus 2A as shown in
FIG. 6. Then, when a non-contact IC card detection command 18
operation is executed through the operator block 11 of the second
wireless communication apparatus 2B to detect the non-contact IC card

3dbe contalblodk 5.of ihe seeqnd weless gqmanication apgaratys 28
executes detection processing for getectlng tﬁe non-contact ca %183

Aetialyoln tis Jetectonrocesatign e conirol RlaGkw ok the, seepnd
wireless communication apparatus 2B is adapted to repetitively wirelessly
trapsmitiatypredetsrained dnmeiinteaaisna stdrage Status tiotiicatian r .
request signal for requesting the non- contact IC card 3 to notify whether
6rfnt§leféﬁ>_ﬁ’§&r%¥y s&dtting %nf%%ﬁ@ﬁﬁé_%fstéko& Vid e Broxmity- wietess
commurication black 9 apd the progimity Witeless, FommunIcaion o razy
setting information It from the setting information
storage block 4, thereby wirelessly transmitting the read
temporary setting information to the non-contact IC card
3 via the proximity wireless communication block 9 and
the proximity wireless communication antenna 8 in this
order.

Receiving temporary setting information It from the
first wireless communication apparatus ZA via the antenna
13 and the communicetion block 14, the control block 12
of the non-contact IC card 3 stores the received
information into the temporary setting information
storage block 15.

Thus, in the wireless communication system 1, it is
possible to store temporary setting information It from
the first wireless communication apparatus 2A into the
non-contact IC card 3 by only bringing the non-contact IC
card 3 to the proximity of the first wireless

communication apparatus ZA as shown in FIG. 6.

Then, when a non-contact IC card detection command

18



When the non-contact IC card 3 is brought to the proximity of the
proximity wireless communication antenna 8 arranged on the second
wireless communication apparatus 2B, the control block 12 of the
non-contact IC card 3 accordingly receives the storage status notification
request signal wirelessly transmitted from the second wireless
communication apparatus 2B, via an antenna 13 and a communication
block 14. Receiving the storage status notification request signal, the
control block 12 of the non-contact IC card 3 checks that temporary 19
setting information It is stored in a temporary setting information storage
block 15 and then transmitg q:stora e $ atus notification?ﬁign?’l indicative
ReFtepaFary” sgffﬁﬁ%ﬁf}ormeﬁf%ug s §tredRTAThE torRGnicatioR
higek 14.and the antenna 13,.The coptrobblagk s ot thessegond wireless,
communication apparatus 2B receives the storage status notification
sigaakfsam-theraen-cootaci 1€ cgrdthviacthe praximityakreless the
communication antenna 8 and the proximity wireless communication
HeckShnwhisdrdts. dbtampoeay settirgrivdormiatior? B isfound:-stored in
the non-contact IC card 3, accordingly reads temporary setting

iﬁfd?ﬁ%’t?o‘?ﬁt?ﬁﬁﬁiﬁé%%ﬁinfgo?ﬁf &tiort Holdlfe BIBLR L héehy C
%E%ES§Wt%%%@Q§T§fain this detection processing, the

control block 5 of the second wireless communication
apparatus 2B is adapted to repetitively wirelessly
transmit at predetermined time intervals a storage status
notification request signal for requesting the non-
contact IC card 3 to notify whether or not temporary
setting infermation It is stored, via the proximity
wireless communicaticn block 9 and the proximity wireless
communication antenna 8 in this order.

When the non-contact IC card 3 is brought to the
proximity of the proximity wireless communication antenna
8 arranged on the second wireless communication apparatus
2B, the control block 12 of the non-contact IC card 3
accordingly receives the storage status notification
request signal wirelessly transmitted from the second
wireless communication apparatus 2B, wvia an antenna 13
and a communication block 14. Receiving the storage
status notification request signal, the control block 12

of the non-contact IC card 3 checks that temporary
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temporary setting information transmission request signal via the
proximity wireless communication block 9 and the proximity wireless
communication antenna 8 in this order to request the non-contact IC card
3 for transmitting temporary setting information It. Receiving the
temporary setting information transmission request signal from the
second wireless communication apparatus 2B via the antenna 13 and the
communication block 14 in this order, the control block 12 of the
non-contact IC card 3 reads temporary setting 20 information It from the
temporary setting information storage block 15 and wirelessly transmits
the tead, temporary, setting informaion,yia fhe communication block, 14
ané%he Anténna 13 i this order. IA this case, flemporpary se%’tinge +nd
information Hds yerglegslypirapgmitted from ihe, non-goniactd Ceard 3 99,
the basis of a packet structure shown in FIG. 7. Thus, the control block 5
ef-thessecond Wiretess cosimuaicationiapparatus: 2B recetwps tamporary
setting information It from the non-contact IC card 3 via the proximity
Wwirelessicompsuimieation ahtenifa 8 eivebthe Proxiiiy wivaleggication
communication bl?bck 9 in this order and stores the received information

RtS e Séuy infdfmatioR &Brage block 4.

The control block 5 of the second wireless
communication appafatus 2B receives the storage status
notification signal from the non-contact IC card 32 via
the proximity wireless communication antenna 8 and the
proximity wireless communication block ¢ in this order.
If temporary setting information It is found stored in
the non-contact IC card 3, accordingly reads temporary
setting information It from the setting information
storage block 4, thereby wirelessly transmitting a
temporary setting information transmission request signal
via the proximity wireless communication block 9 and the
proximity wireless communication antenna 8 in this order
to request the non-contact IC card 3 for transmitting
temporary setting information It.

Receiving the temporary setting information
transmission request signal from the second wireless
communication apparatus 2B via the antenna 13 and the
communication blcock 14 in this order, the control block

12 of the non~contact IC card 3 reads temporary setting

20



Thus, in the wireless communication system 1, it is possible to store
temporary setting information It stored in the non-contact IC card 3 from
the first wireless communication apparatus 2A into the second wireless
communication apparatus 2B by only bringing the non- contact IC card 3
to the proximity of the second wireless communication apparatus 2B as
shown in FIG. B. Next, the control block 5 of the second wireless
communication apparatus 2B generates setting information necessary for
wireless data communication on the basis of 21 temporary setting
information It stored in the setting information storage block 4 (in what

follpwisnihe settng dpigrmationdo.he, §§E§% e B WIreIe8S rea t 1 o

communication apparatus 2A is referred to as "first setting information”
and thgselting-infagmatian o beisei40 the rsecondwirelessread
communication apparatus 2B is referred to as "second setting
irfowrationy for tihe ronvehiencetdfodestriptidng). Torbwinicretspeeific] dlog
control block 5 of the second wireless communication apparatus 2B
détethfind anak EBAAuRaliBnthafe Refiificatioh itfotmativRapL
indni;lcated in this, t mnpor%%settingiigforfnation It l(l;!ﬁe 833@ as information
e

Foef |88rﬁﬁif§/¥ngsﬁ1te§(]i gtinathoanS wire 6818: djé.?a V(h:'ommunlcaﬁon of the
seconchmirelesY rom the non-contact IC card 3 on the basis
of a packet structure shown in FIG. 7.

Thus, the control block 5 of the second wireless
communication apparatus 2B receives temporary setting
information It from the non-contact IC card 3 via the
proximity wireless communication antenna 8 and the
proximity wireless communication block 9 in this order
and stores the received information into the setting
informaticon storage block 4.

Thus, in the wireless communication system 1, it is
possible to store temporary setting information It stored
in the non-contact IC card 3 frém.the first wireless
communication apparatus 2A into the second wireless
communication apparatus ZB by only bringing the non-
contact IC card 3 to the proximity of the second wireless
communication apparatus 2B as shown in FIG. 8.

Next, the control block 5 of the second wireless

communication apparatus 2B generates setting information

necessary for wireless data communication on the basis of

21



communication apparatus 2B. Then, the control block 5 sets this
communication mate identifying information IPS1 to second setting
information 12 as communication destination identification information
IPT2 as shown in FIG. 9. Thus, the control block 5 of the second wireless
communication apparatus 2B can set, as second setting information 12,
communication destination identification information IPT2 for identifying
the first wireless communication apparatus 2A that becomes the
destination of wireless data communication. 22 In addition, the control
block 5 of the second wireless communication apparatus 2B generates.

%%%%A%@“O%E%atﬁ |dentication; information IRS2 sQ fhatthe, ., |
estination of wireless data communication |<§)ent| ies the second wwgless

comAwieation apparattisyaB diself as the,cammunicatian mate ofetting
wireless data communication. This communication mate identification

infoimationi RS2 ¢s geneeatetdcso-as ndt te overlap leemmunicaticication

destination identification information IPT2 that was set. Further, the
GotitFol Bioek Blofithe SHcdmier Wifete $$ comhitticafidi Bpparatus 2B sets
wireless netwoyk identification informatign SID and cryptographic key
YEES J f For o Bl

| i Tt difedi®

ihformation WK contained iﬁefﬁitélt%%plonrary gngt%ﬁanin
¥%§§ﬁ99Q$ﬁgg99§9ﬂgg%ﬂﬁﬂhégtion apparatus 2B is referred to
as “second setting information” for the convenience of
description}).

To be more specific, the control block 5 of the
second wireless communication apparatus 2B determines
that communication mate identification information IP1L
indicated in this tempcorary setiting information It (FIG.
3A) as information for identifying the destination of
wireless data communication of the second wireless
communication apparatus 2B. Then, the control block 5
sets this communication mate identifying information IPS1
to second setting information I2 as communication
destination identification information IPTZ as shown in
FIG. 9. Thus, the control block 5 of the second wireless
communication apparatus 23 can set, as second setting
information I2, communication destination identification
information IPTZ for identifying the first wireless
communication apparatus Z2A that becomes the destination

of wireless data communication.
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Because the ad hoc mode is set to this temporary setting information It in
the present embodiment, the control block 5 of the second wireless
communication apparatus 2B sets the ad hoc mode to second setting
information 12 in the same manner. Also, the control block 5 of the
second wireless communication apparatus 2B sets a sub net mask
contained in this temporary setting information It directly to second setting
information 12. Then, the first and second wireless communication
apparatuses 2A and 2B wirelessly communicate with each 23 other to
determine whether there is a match between wireless network

identifica&'on érggrrpglggn Sétpes%totrgt gheis ci%réq( mgrel%s%ggmsmuniggtion
apparatus EB ané{ wireless network |§entl ication |mpormat|on §ﬁ9$et to

the fistwireless.cempunication appatatys 2A. JEadpatehs is found, then a
wireless network made up of the first and second wireless communication

apparatusest2Arantk2B  isttormetlias showniin fd Guali Mdextptie eentrol
block 5 of the second wireless communication apparatus 2B transmits a
detiiig Ednpleasa tastitativh sighalmdifcativerofthetompretibfof

se&tin% og secogg setting in ormatiin 12 to the first vgireless 75
dommunication apparatus 24" identified By Commanication FE&iation

i@@@@ﬂﬁ@ﬂﬂpkﬂ&ngﬁgﬂﬁﬂgzgtion mate of wireless data

communication. This communication mate identification
information IPSZ2 is generated so as not to overlap
communication destination identification information IPT2
that was set. Further, the control block 5 of the second
wireless communication apparatus 2B sets wireless network
identification information SID and cryptographic key
informaticn WK contained in this temporary setting
information It directly to second setting information IZ2.
Because the ad hoc mode is set to this temporary setting
information Tt in the present embodiment, the contrel
block 5 of the second wireless communication apparatus 2B
sets the ad hoc mode te second setting information IZ2 in
the same manner. Also, the control block 5 of the second
wireless communicaticn apparatus 2B sets a sub net mask
contained in this temporary setting information It
directly to second setting information I2.

Then, the first and second wireless communication

apparatuses 2A and 2B wirelessly communicate with each
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contained in second setting information 12, via the wireless
communication block 6 and the wireless communication antenna 7. In the
present embodiment, this setting completion notification signal has a
packet structure as shown in FIG. 11 and contains, in the header thereof,
communication mate identification information IPS2 for identifying the
second wireless communication apparatus 2B as the mate of
communication. Receiving the setting notification completion signal from
the second wireless communication apparatus 24 2B via the wireless
communication antenna 7 and the wireless communication block 6, the

control Block 2,0f, fhe firstitcless communication apnarays 2o
getermines tﬁat communication mate |5ent|fslcation information ‘ﬁ5182

cantainediintheyecgivesksetling completiopnatification wfermation gs
information for identifying the destination of wireless data communication
ahthesfirsbrwirel£gs commuonicaiioh-appanatue 2Ar Then, the gadtrol block
5 generates first setting information 11 by setting this communication mate
ideRtifieaton ifoAnkAt dA sP 52T {6 tdrhpBrary setthid ifformalon $tas o
communication destination identjification information IPT1 as shown in

FRS. 38X Fhul the' omrs PIBER 56 thehir8PRABRSES cofmuhicatidh t<h
%Bp%%ﬁﬂﬁ?AﬁﬁﬁhSSL§¥%@§é§§“H§kwork made up of the first

and second wireless communication apparatuses 24 and 2B
is formed as shown in FIG. 10,

Next, the control block 5 of the second wireless
communication apparatus 2B transmits a setting completion
notification signal indicative of the completion of
setting of second setting information IZ to the first
wireless communication apparatus ZA identified by
communication destination identification information IPT2
contained in second setting information I2, wvia the
wireless communication block 6 and the wireless
communicatiocn antenna 7. In the present embodiment, this
setting completion notification signal has a packet
structure as shown in FIG. 11 and contains, in the header
thereof, communication mate identification information
IPS2 for identifyving the second wireless communication
apparatus 2B as the mate of communicatiocn.

Receiving the setting notification completion

signal from the second wireless communication apparatus
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information 11, communication destination identification information IPT1
for identifying the second wireless communication apparatus 2B that
becomes the destination of wireless data communication. Consequently,
the first wireless communication apparatus 2A can identify the second
wireless communication apparatus 2B as the destination of wireless data
communication on the basis of communication destination identification
information IPT1 contained in first setting information Il that was set. The
second 25 wireless communication apparatus 2B also can identify the
first wireless communication apparatus 2A as the destination of wireless

dafa communication on the basis, of qommunication destination,
identification information IPT2 contamed in second. setting information 12

that wass sethmadesiti e first apdsseqand wisgless: communicatien
apparatus 2A and 2B can bidirectionally wirelessly communicate with

¢aech 6thertvia thhe Wwirelessroammurtidation: plock=0: and the dvirelesines
communication antenna 7 as shown in FIG. 12, thereby transferring data
WA etrBimet cBEH tha st ahdesdcontifiré s sicoramiumidatibn FS2

apparaluces 24 and 28 have sqme gyplooraphic ey Informaion WK,

information as information for identifying the.
destination of wireless data communication of the first
wireless communication apparatus 2A. Then, the control
block 5 generates first setting information I1 by setting
this communication mate identification information IPS2
to temporary setting information It as communication
destination identification information IPT1 as shown in
FIG. 3B. Thus, the control block 5 of the first wireless
communication apparatus ZA can set, as first setting
information I1, communication destination identification
information IPT1 for identifying the second wireless
communication apparatus 2B that becomes the destination
of wireless data communication.

Consequently, the first wireless communication
apparatus 2A can identify the second wireless
communication apparatus 2B as the destination of wireless
data communication on the basis of cormmunication
destination identification information IPT1 contained in

first setting information Il that was set. The second
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communication apparatus 2A encrypts data by use of cryptographic key
WK set to first setting information Il and then wirelessly transmits the
encrypted data to the second wireless communication apparatus 2B, the
second wireless communication apparatus 2B that receives this
encrypted data can decrypt it by use of cryptographic key information WK
set to second setting information 12. (2) Setting processing procedures
The following describes setting processing procedure RT1 to be executed
when setting information is 26 set to the first and second wireless
'~ communication apparatuses 2A and 2B with reference to flowcharts

NP0 1G04 12, Flel dle execuiion ol setting. processing
reles il be

procedure RT1 by the first wireless communication apparatus

daseribes felewed bynthe exeeytion 9f setting prosessing-procedure RT1
by the second wireless communication apparatus 2B. (2-1) Execution of a

settingprotessing procederses bysthe firstinelesscdcemmunicatiomasis
apparatus In step SP1 shown in FIG. 13, when a non-contact IC card
Gétec B EoMmahtFopkrationas exe chfrrintéhgh Bieroperhrermslberm 1,
tpg,&org:tcr)%l bloclé3 g af the first cyvirele%s commlﬁnicatign apparatus 2A
executeS Hetdlich BrocssSing foF detdding the ion-ESRtact 1CEHrd "8

set. As a result, the first and second wireless
communication apparatus 2A and 2B can bidirectionally
wirelessly communicate with each other wvia the wireless
communication block €& and the wireless communication
antenna 7 as shown in FIG. 12, thereby transferring data
with each other.

Both the first and second wireless communication
apparatuses 2A and 2B have same cryptographic key
information WK. Therefore, i1f the first wireless
communication apparatus 2A encrypts data by use of
cryptographic key WK set to first setting information I1
and then wirelessly transmits the encrypted data to the
second wireless communication apparatus 2B, the second
‘wireless communication apparatus 2B that receives this
encrypted data can decrypt it by use of cryptographic key
information WK set to second setting information I2.

(2} Setting processing procedures

The following describes setting processing

procedure RT1 fto be executed when setting information is
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Actually, in this detection processing, the control block 5 of the first
wireless communication apparatus 2A repetitively wirelessly transmits at
predetermined time intervals a storage status notification request signal
for requesting the non-contact IC card 3 to notify whether or not temporary
setting information It is stored, via the proximity wireless communication
block 9 and the proximity wireless communication antenna 8 in this order.
In the present embodiment, when card detection start button B1 in a card
detection processing control 27 screen (FIG. 16) displayed on the control
block 12 is pressed through the operator block 11, the control block 5 of
the,frst wircless communjcation apraratus 24 recognizes the pressing as
§hon-Contact fc tard “détediSh Command operaﬁon, ﬁ]ereby executing

detection,; pracessing, When.card detection endhutton,B2n this card,

detection processing control screen is pressed through the operator block
1%, theseantial, bloek Sefthesfirstrwirelessteomesnicationhapparadts 24
stops detection processing. Thus, the first wireless communication
appaciad DA rragastedcoStarty stbp deiectior breéessing in
accordance with a user operatign, sq that power consumption can be

SIFRTHEANTS S5V PRS BompaTed “with theRordtdtiredtitiohor datecic

Eﬁ%x§§ggﬁégon of setting processing procedure RT1 by the
second wireless communication apparatus 2B.

(2-1} Execution of a setting processing'procedure
by the first wireless communication apparatus

In step SP1 shown in FIG. 13, when a non-~contact IC
card detection command operation is executed through the
operator block 11, the control block 5 of the first
wireless communication apparatus 2A executes detection
processing for detecting the non-contact IC card 3.
Actually, in this detection processing, the control block
5 of the first wireless communication apparatus 2A
repetitively wirelessly transmits at predetermined time
intervals a storage status notification request signal
for requesting the non-contact IC card 3 to notify
whether or not temporary setting information It is stored,
via the proximity wireless communication block 9 and the
proximity wireless communication antenna 8 in this order.

In the present embodiment, when card detectiocn

start button Bl in a card detection processing control
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addition, the control block 5 of the first wireless communication apparatus
2A is adapted to display a status of communication with the destination of
wireless data communication onto communication status display area
ARL1 in this card detection processing control screen. Next, in step SP2,
the control block 5 of the first wireless communication apparatus 2A
receives the storage status notification signal from the non-contact IC
card 3 and determines whether temporary setting information It is stored
in the non-contact IC card 3 on the basis of 28 the received storage status
notification signal. In this case, the control block 5 of the first wireless

communication apparatus 2A determines that temporary setti ,
iﬁ%??neaqio@tlﬁ; n%fggo%éﬁl?rﬁ & %gr?c%?ﬁteac(f?étc%?% g%ﬁ ?ﬁer}bg%s?‘ssof the
received; storage stasnapfication,signal. 1pep, which the,, procedins -
goes to subroutine SRT1 to execute temporary setting information write
roc€ssing. Thessonttaldilecls 5afthe fitstavirelesspeamatuizication
apparatus 2A moves to step SP11 of temporary setting information write
proeessihgsrotkdury SSRTISHowR IMPIG ¢4 t6 gentfatearatkets for
transmitting temporary setting information It from the setting information

ﬁsﬁﬁﬁgb%%wﬁwgl n8ﬁ§§ﬁﬁéaﬂc:thereby executing detection

processing. When card detection end bhutton B2 in this
card detectioﬁ processing control screen is pressed
through the operatoxr block 11, the control block 5 of the
first wireless communication apparatus 2A stops detection
processing. Thus, the first wireless communication
apparatus 2A is adapted to start or stop detection
processing in accordance with a usexr operation, so that
power consumption can be significantly saved as compared
with the constant execution of detection processing. In
addition, the control block 5 of the first wireless
communication apparatus 2A is adapted to display a status
of communication with the destination of wireless data
communication onto communication status display area AR1
in this card detection processing control screen.

Next, in step SP2, the control block $ of the first
wireless communicaticn apparatus 2A receives the storage
status notification signal from the non-~contact IC card 3
and determines whether temporary setting information It

.is stored in the non-~contact IC card 3 on the basis of
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card 3. Next, the control block 5 of the first wireless communication
apparatus 2A moves to step SP12 to wirelessly transmit temporary
setting information It to the non-contact IC card 3 by means of the
generated packets. Next, the control block 5 of the first wireless
communication apparatus 2A moves to step SP13 and wirelessly
communicates with the non-contact IC card 3 to determine whether
temporary setting information has been 29 written to the non-contact IC
card 3. If the decision is No in step SP13, then it indicates that
transmitted temporary setting information It is not correctly stored in the

temporar setti@g 1i:nformatiog storage bﬂlogk 15tof the non-contact IC card
§. %)hgﬁ%hlg control block 5 of tthlésfirs?w:}*re éss communication apparatus

2A determines,that temporaty. selling-ipiomation K has nefbesn-witten
and moves to step SP14 to display error information indicative thereof

eritodhecontrolrilocici2 : Then pibwercantrol o ele bemoMesstotérd step

SP15 to end this temporary setting information write processing
proeRanrE BREL IORThé HEREFRARG T fHe déciBRh MGEpSPE3iSeYes, it

Igg!’?_aé%%%gactgr%r&srggtg t? r%%or%)ésgglglgs of the received

storage status notification signal, upcn which the
procedure goes to subroutine SRT1 to execute temporary
setting information write processing.

The control block 5 of the first wireless
communication apparatus 2Z2A moves to step SP1L of
temporary setting information write processing procedure
SRT1 shown in FiG. 14 to generate packets for
transmitting temporary setting information It from the
setting information storage block 4 to the non-contact IC
card 3.

Next, the control block 5 of the first wireless
communication apparatus 2A moves to step SP12 to
wirelessly transmit temporary_setting information It to
the non-contact IC card 3 by means of the generated
packets.

Next, the control block 5 of the first wireless
communication apparatus 2A moves to step SP13 and
wirelessly communicates with the non-contact IC card 3 to

determine whether temporary setting information has been
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information is correctly stored in the temporary setting information storage
block 15 of the non-contact IC card 3. The control block 5 of the first
wireless communication apparatus 2A moves to step SP16 to getin a
wait status for a setting completion notification signal from the destination
of wireless data communication (in this case, the second wireless
communication apparatus 2B). Next, the control block 5 of the first
wireless communication apparatus 2A determines in step SP17 whether
a setting completion notification signal has been 30 received from the
destination of wireless communication. If the setting completion

notificaion sionals found not recejyed, then the control block 5 moves to
step SP18 to determine whether to execute a time-out operation. If the

decision isrYes.dn gtep SPI8, itdndicates dhata pradetermined ime has

passed since the setting completion notification signal wait status. Then,
thed tontrekblack s of-thestirst wdrelessipomumynisation napparatus2Ai on
moves to step SP19 to display error information on the display block 12

ihBicativBthatte: 2etdiy E6RTREt IR nblificdtforrsigharhas ot éen

rec ived.tThen, thce contromloc& 51|g10v%s %% end step SP15 to ecnd this 3
feMpPorany setting iRFSHATatd M \ifite processig protedtte ST oRthe -

90er Napde fdB8tro1 block 5 of the first wireless
commuﬁication apparatus 2A determines that temporarny
setting information It has not been written and moves to
step SP1l4 to display errcor information indicative thereof
onto the control block 12. Then, the contrel block 5
moves to end step 3SPL15 to end this temporary setting.
information write processing procedure SRTI1.

On the other hand, if the decision in step SP13 is
Yeé, it indicates that transmitted temporary setting
information is correctly stored in the temporary setting
information storage block 15 of the non-contact IC card 3.
The control block 5 of the first wireless communication
apparatus Z2A moves to step SP16 to get in a walt status
for a setting completion notification signal from the
destination of wireless data communicaticn (in this case,
the secoﬁd wireless communication apparatus 2B).

Next, the control block 5 of the first wireless
communication apparatus 2A deﬁermines in step SPL7

whether a setting completion notification signal has been
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decision in step SP18 is No, it indicates that a predetermined time has
not passed since the setting completion notification signal wait status.
Then, the control block 5 of the first wireless communication apparatus
2A returns to step SP16 to wait for the setting completion notification
signal from the destination of wireless data communication. Meanwhile, if
a setting completion notification signal has been received from the
second wireless communication apparatus 2B that is the destination of 31
wireless data communication, the decision in step SP17 is Yes and the
control block 5 of the first wireless communication apparatus 2A moves to
31ep.3620. In.sten 8020, the contral blogk 5 of he fist wircless
communication apparatus oA generates first setting information 1L on the
basiginf thesetting camppletiopnalification signal received fiamAbeng
second wireless communication apparatus 2B. As.a result, the control
hloick:5: ot the:first wireles$eommunricatioh oapparatius, 2A startsueireleBs s
data communication with the second wireless communication apparatus
2B deskenania FIG R anto at #9e shmertirheme ispidy soipforadian
indicative of the start of wireless data communication. onto the control

block 12 dpdAWHIGT e @Bntrdl Biok’s Step SFL8, it indicates

that a predetermined time has passed since the setting
completion notification signal wait status. Then, the
control block 5 of the first wireless communication
apparatus 2A moves to step SPlY to display error
information on the display block 12 indicative that the
setting completion notification signal has not been
received., Then, the contrel block 5 moves to end step
5P15 to end this temporary setting information write
processing procedure SRT1. On the other hand, if the
decision in sﬁep SP18 is No, it indicates that a
predetermined time has not passed since the setting
completion notification signal wait status. Then, the
control block 5 of the first wireless communication
apparatus 2A returns to step SP16 to wait for the setting
completion notification signal from the destination of
wireless data communication.

Meanwhile, if a setting completion notification
signal has been received from the second wireless

communication apparatus 2B that is the destination of
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moves to step SP15 to end this temporary setting information write
processing procedure SRT1. (2-2) Execution of a setting processing
procedure by the second wireless communication apparatus When a
non-contact IC card detection command operation is executed through
the operator block 11 in step SP1 shown in FIG. 13, the control block 5 of
the second wireless communication apparatus 2B executes detection
processing for detecting the non-contact IC card 3. Actually, in this
detection processing, the 32 control block 5 of the second wireless
communication apparatus 2B repetitively wirelessly transmits at

predetermingdt gﬂ%&ﬁﬁmé&%rﬂgg%@%s not'f'ca“o” request signal

for requesting the non- contact IC card 3 to notity whetfier or not

tesapanady tseiting dfopmationdkissstored nda fh%@fowmw@@eless
communication block 9 and the proximity wireless communication

antennal @it this orger NextsinZstepcSe2, the candrolditack 5 of the
second wireless communication apparatus 2B receives the storage status

notlflcatldrﬁ‘ sirfP froht the RABR-COItAER ICERES an@ Betditnifidsthether

emparary settmgLl mformatlon It is stored n;the non- contacthC card 3 on
ﬁ% basis of the receive s?orag%pfta?us Rofificationctates first

setting information Il on the basis of the setting
completion notification signal received from the second
wireless communication apparatus 2B. As a result, the
control block 5 of the first wireless communication
apparatus 2A starts wireless data communication with the
second wireless communication apparatus 2B as shown in
FIG. 12 and, at the same time, displays informatiocon
indicative of the start of wireless data communication
onto the control block 12, upon which the control block 5
moves to step SP15 to end this temporary setting
information write processing procedure SRTI.

(2-2) Execution of a setting processing procedure
by the second wireless communication apparatus

When a non-contact IC card detection command
operation is executed through the operator block 11 in
step SP1l shown in FIG. 13, the control block 5 of the
second wireless communication apparatus 2B executes
detection processing for detecting the non-contact IC

card 3. Actually, in this detection processing, the

32



signal. In this case, the control block 5 of the second wireless
communication apparatus 2B determines that temporary setting
information It is stored in the non- contact IC card 3 on the basis of the
received storage status notification signal, upon which the procedure
goes to subroutine SRT2 to execute temporary setting information read
processing. The control block 5 of the second wireless communication
apparatus 2B moves to step SP31 of 33 temporary setting information
read processing procedure SRT2 shown in FIG. 15 to wirelessly transmit
a temporary setting information transmission request signal for

reg ing,the non-cont IC¢ égJSfor{Q% @Qésmgssiog cn::gm orary
Ceq%]?g?gbyg s esh £ g%S"é, the1 control block > oefttjhge

setting information It. Next, in step

segendiwireless capmunication, apparatis 2B, determipgs swhether
temporary setting information It has been read from the non-contact IC
careti3 .tk tive dedisicmin stepeSP324s N tivinicates athas the reading of
temporary setting information It failed because temporary setting
irfoThatGT it as Rt beensregeied REMr HEESTHEBAE FCRIH 3.

nd wireless communication
lg%@é%¥3f@nggggwfké%O£g¥i%§c%he¥£er or not temporary

setting information It is stored, wvia the proximity
wireless communication bleock 9 and the proximity wireless
communication antenna 8 in this order.

Next, in step SP2Z, the control block 5 of the
second wireless communication apparatus 2B receives the
storage status notification signal from the non-contact
IC card 3 and determines whether temporary setting
information It is stored in the non-contact IC card 3 on
the basis of the received storage status notification
signal.

In this case, the control block 5 of the second
wireless communication apparatus 2B determines that
temporary setting information It is stored in the non-
contact IC card 3 on the basis of the received storage
status notification signal, upon which the procedure goes
to subroutine SRT2 to execute temporary setting
infermation read processing.

The control block 5 of the second wireless

communication apparatus 2B moves Lo step SP31 of

33



apparatus 2B moves to step SP33 and displays error information
indicative of the failure of reading of temporary setting information It onto
the control block 12. Then, the control block 5 moves to end step SP34 to
end this temporary setting information read processing procedure SRT2.
On the other hand, if the decision in step SP32 is Yes, it indicates that the
reading of temporary setting information It is successful because
temporary setting information has been received from the non-contact IC
34 card 3. Then, the control block 5 of the second wireless

communication apparatus 2B moves to step SP35 to generate second

setting Information 12 on the basis, of the read temporary setting .
in?orli‘)natlony It. Next,r%ﬁe controﬁﬂglocﬁqs o? ﬁ1e econd\a ere?e§35

GAMMUiCAtion apparatus 2B-moyesdosiep SR36 304 i ransmits a.seting
completion notification signal indicative of the completion of setting of

seconthgetiing dnformiatio Ntk tos thiesfirst wireless: eamemumieatido
apparatus 2A through the wireless communication block 6 and the
Wirgless ehrimiipfcation atrehna 7. Irheii the ScdtroltBlSck 5answas 3 on

end step SP34 to end this temporary setting information read processing
P g

ﬁ%cga én§ﬁ¥zsett1ng information

Next, in step SP32, the control block 5 of the
second wireless communication apparatus 2B determines
whether temporary setting information It has been read
from the non-contact IC card 3.

If the decision in step SP32 is No, it indicates
that the reading of temporary setting information It
failed because temporary setting information It has not
been received from the non~contact IC card 3. Then, the
control block 5 of the second wireless communication
apparatus 2B moves to step SP33 and displays error
information indicative of the failure of reading of
temporary setting information It onto the control block
12. Then, the contrcl block 5 moves to end step SP34 to
.end this teﬁporary setting information read processing
procedure SRT2.

On the other hand, if the decision in step SP32 is
Yes, it indicates that the reading of temporary setting
information It is successful because temporary setting

information has been received from the non-contact IC

34



(3) Operation and effects In the above-mentioned configuration, the
wireless communication system 1 has the first and second wireless
communication apparatuses 2A and 2B that are capable of wireless data
communication and the non-contact IC card 3 that is capable of wirelessly
communicating with the first and second wireless communication
apparatuses 2A and 2B that are arranged in proximity within a
predetermined range. The first and second wireless communication 35
apparatuses 2A and 2B have each the setting information storage block
4, the wireless communication block 6, and the proximity wireless

commugicatign plock 9. The setfing, jnfoymatign sterage blogk 4 stoges . .

setting information containing communication destination identification
infanmatinpafor ddentifpingathesdestinationofvyrelesy datascanmyuvication
The wireless communication block 6 wirelessly communicates with the
destivrdoncivineless fdamacormmuiicatiort that lis identified ihethesad
communication destination identification information contained in the

JettiRG Tb¥matioh StdretP B2 5t glihformation storage block 4. The
B I Dop 5 e 1
communication apparatus 2B moves to step S5P36 and
transmits a setting completion notification signal
indicative of the completion of setting of second setting
information I2 to the first wireless communication
apparatus ZA through the wireless communication block 6
and the wireless communication antenna 7. Then, the
control block 5 moves to end step SP34 to end this
temporary setting information read processing procedure
SRT2.

{3) Operation and.effects

In the above-menticned configuration, the wireless
communication system 1 has the first and second wireless
communication apparatuses 2A and 2B that are capable of
wireless data communication and the non-contact IC card 3
that is capable of wirelessly communicating with the
first and second wireless communication apparatuses 2A
and 2B that are arranged in proximity within a
predetermined range.

The first and second wireless communication
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the proximity of a predetermined range. If the control block 5 of the first
wireless communication apparatus 2A for example recognizes that
temporary setting information It is not stored in the non-contact IC card 3
brought to proximity with the state that first setting information 11 and
second setting information 12 are not set to the first and second wireless
communication apparatuses 2A and 2B respectively, the control block 5
wirelessly transmits temporary setting information It to the non-contact IC
card 3. The 36 information It contains communication mate identification
information IPS1 so that the destination of wireless communication

ideptitythe-first wireless eammunication, apparatus.24.asithe, rmation
communication mate. At this moment, receiving temporary setting
infernaation tdrom 4he first winedees; eompnitniaation apparatusi2A thend
control block 12 of the non-contact IC card 3 stores the received
terRpErary Seiting infdipdation ftanhbaeiporabyl wettify infdrmatient ing
storage block 15. Then, when the non-contact IC card 3 storing this

tetSoraTy s 8Tty FGTRatior? ftfs broGgisd thet prdigmity SriRe sbebnd
WiglesscogMuiiGation-appatatys 48 and.the contrgl block 5 fhereof

accordingly recognizes that temporary setting information It is stored in
thiFormation for identifying the destination of wireless
data communication. The wireless communication block 6
wirelessly communicates with the destination of wireless
data communication that is identified by the
communication destination identification information
contained in the setting information stored in the
setting information storage block 4. The proximity
wireless communication block 9 has proximity wireless
communication with the non~contact IC card 3 brought to
the proximity of a predetermined rénge.

If the control block 5 of the first wireless
communication apparatus 2A for example recognizes that
temporary setting information It is not stored in the
non-contact IC card 3 brought to proximity with the state
that first setting information Il and second setting
information I2 are not set to the first and second
wireless communication apparatuses 2A and 2B respectively,

the control block 5 wirelessly transmits temporary

setting information It to the non-contact IC card 3. The
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non-contact IC card 3, the control block 5 wirelessly transmits a
temporary setting information transmission request signal for requesting
the transmission of this temporary setting information It to the non-contact
IC card 3. At this moment, receiving this temporary setting information
transmission request signal, the non-contact IC card 3 accordingly
wirelessly transmits temporary setting information It from the temporary
setting information storage block 15 to the second wireless
communication apparatus 2B. 37 The control block 5 of the second
wireless communication apparatus 2B receives temporary setting

Tﬁ%”%g.téoc” I frqm _tf@?n”.—_oa”i'ﬁ‘%”?ca&t IG,ca0d 3;and sets, communication. |
mate identification information IPS1 contained in the receive temporary

settivgraformations it as ceRwpuRicatian Mmate-identification; information
IPT2, thereby generating second setting information 12. Next, the control
blookub dfthei secontt: wirefgs s leonfrhusicationedpparatusi2Bwirele sshy
transmits a setting completion notification signal indicative of
eBRMANEALIGR nidteiBEnAREANEH FAGHRRIGH F2S2 bk iHBAGfIRGHE /
second wireless communication a(%par%tus 2B as the mate of

ESTmUneaton By the desthation-of Wirsldks ¢omunicAidh e frse®
wirelass s communication apparatus Z2A, the control block 12
0of the non-contact IC card 3 stores the received
temporary setting information It into the temporary
setting informatiocon storage block 15.

Then, when the non-contact IC card 3 storing this
temporary setting infermation It is brought to the
proximity of the second wireless communication apparatus
2B and the control block 5 thereof accordingly recognizes
that temporary setting information It is stored in this
non-contact IC card 3, the control block 5 wirelessly
transmits a temporary setting information transmission
request signal for reguesting the transmission of this
temporary setting information It to the non-contact IC
card 3. At this moment, receiving this temporary setting
information transmission reguest signal, the non-contact
IC card 3 accordingly wirelessly transmits temporary
setting information It from the temporary setting
information storage block 15 to the second wireless

communication apparatus 2B.
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communication apparatus 2A. The apparatus 2A is identified by
communication destination identification information IPT2 contained in
second setting information 12. Consequently, receiving the setting
completion notification signal from the second wireless communication
apparatus 2B, the control block 5 of the first wireless communication
apparatus 2A sets communication mate identification information IPS2
contained in the received setting completion notification 38 signal as
communication destination identification information IPT1, thereby
generating first setting information I1. Therefore, only by bringing the

non-contagt G gard. 3 tq,the-praximity of the rstyireless communication

apparatus 2A and then bringing the non-contact IC card 3 to the proximity
ebiifisecond wirelegseamalINieatien: appas atuswB heuserteamset

first setting information 11 containing communication destination
idefnifivatideniniornfation IPEL formidentifying thECsecont wiretesssets
communication apparatus 2B to the first wireless communication
SPParEtaS 2L At the 'santé fittd, ithediser "cd Ser 8edori séing
!é‘%%%alﬁ%%% 15?001;'1%%'”%” SRmunication destination \deatification ; on
information IPT2

. It as communication mate identification information IPT2,
thereby generating second setting information I2.

Next, the control block 5 of the second wireless
communication apparatus 2B wirelessly transmits a setting
completion notification signal indicative of
communication mate identification information IPS52 for
identifying the second wireless communication apparatus
2B as the mate of communication by the destination of
wireless communication to the first wireless
communication apparatus Z2A. The apparatus 2A is
identified by communication destination identification
information IPT2 contained in second setting information
I2.

Conseguently, receiving the setting completion
notification signal from the second wireless
communication apparatus 2B, the control block 5 of the
first wireless communication apparatus 2A sets

communication mate identification information IPS2

contained in the received setting completion notificaticn
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for identifying the first wireless communication apparatus 2A to the
second wireless communication apparatus 2B. Consequently, the first
and second wireless communication apparatuses 2A and 2B can identify
each other as the destination of wireless data communication on the
basis of first setting information 11 and second setting information 12 set
thereto respectively, thereby transferring data with each other by wireless
data communication. 39 In the present embodiment, the first wireless
communication apparatus 2A is adapted to set also wireless network
identification information SID and cryptographic key information WK to

iemparan, seiting. formgtion 14io,be yuiten, o,ihe noneaniagt (C card 3.
onsequently, the second wireless communication apparatus 9B that

reagstemparant settingdatoraafion:k from they nan-sentact 4G card 3 can
set the same wireless network identification information SID and
dryptographickeyt information WK as those of the first wireless
communication apparatus 2A to second setting information 12 on the
basis of thifhpéiary SRihPnfSmaidr . Keatesalethbiét dfdcard

spqond ireless communisaton, apparptisesAA apd 28 sanfoma,,
apparatus 2ZA and then bringing the non-contact IC card 3
to the proximity of the second wireless communication
apparatus 2B, the user can set first setting information
I1 containing communication destination identification
information IPT1 for identifying the second wireless
communication apparatus 2B to the first wireless
communication apparatus 2A. At the same time, the user
can set second setting information I2Z containing
communication destination identification information IPT2
for identifying the first wireless communication
apparatus 2A to the second wireless communication
apparatus 2B.

Consequently, the first and second wireless
communication apparatuses ZA and 2B can identify each
other as the destination of wireless data communication
on the basis of first setting information Il and second
setting information I2 set thereto respectively, thereby
transferring data with each other by wireless data

communication.
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composed thereof and encrypt data to be transferred with each other,
thereby enhancing the security of wireless data communication. In the
present embodiment, an example is used in which the first and second
wireless communication apparatuses 2A and 2B execute wireless data
communication in the ad hoc mode. However, the present invention is not
limited to this example. For example, as shown in FIG. 17, the present
invention is also applicable when the first and second wireless
communication apparatuses 2A and 2B 40 execute wireless data
communication via access point AP. In this case, the first and second

wireless ggmypunication ,apRaiatdses 24, and,2B canhe setby . <
procedures similar to those described above, except that wireless

retwork identificatigrrinfermatioiiSIR contained intempararyssetting
information It temporarily set to the first wireless communication
HpFareeds 2peisinatchetewith Hivireleisen daverk idenitificatioR info¥mation
SID set to access point AP in advance, According to the

SBVE RIS ESHfigaratone h°thd RohcorRBE eard®s 1m0
SorPOMEIaN mate ideptification infarmation (Bl cap becstored for, 4 5

identifying this first wireless communication apparatus 2A as the mate of
comBudteatiar pydiingieg dhe NPNreless communication apparatus
2B that reads temporary setting information It from the
non—-contact IC card 3 can set the same wireless network
identification informaticon SID and cryptographic key
information WK as those of the first wireless
communication apparatus 2A to second setting information
I2 on the basis of this temporary setting information It.
As a result, the first and second wireless communication
apparatuses ZA and 2B can form a wireless network
composed thereof and encrypt data to be transferred with
each other, thereby enhancing the security of wireless
data communication.

In the present embodiment, an example 1s used in
wﬁich the first and second wireless communication
apparatuses 2A and 2B execute wireless data communication
in the ad hoc mode. However, the present invention is not
limited to this example. For example, as shown in FIG. 17,
the present invention is also applicable when the first

and second wireless communication apparatuses 2A and 2B
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contact IC card 3 storing no communication mate identification
information to the proximity of the first wireless communication apparatus
2A. The first wireless communication apparatus 2A to be identified by this
communication mate identification information IPS1 is set to the second
wireless communication apparatus 2B as the destination of wireless data
communication by bringing this non-contact IC card 3 storing this
communication mate identification information IPS1 to the proximity of
the second wireless communication apparatus 2B. This 41 configuration
saves the manual input of setting information to each of the first and

secQnd wirgless communication apRarafyses %éaaradc%Qs@;sS%éegm

the first and second wireless communication apparatuses 2A and 2
significantlyeasily: 4) @theremhadisaetsdnihe above-mentionedation
embodiments, the first and second wireless communication apparatuses
2R 2Bs exechtexwiteldsscdatalcomeiunicationowiti waeh cther bama to
one to one basis. The present invention is not limited to this configuration.

EBP 8Raffpic MieR s cBATRRticAREH nidy B Hirachicdd’B&kveen
fne Wircless ommunisalion sppacais 2, and a pluraliy, of wireless
communication apparatuses , 2E, an(?%% as snown in &p Y
“setting information It temporarily set to the first
wireless communication apparatus 2A is matched with
wireless network identification information SID set to
access point AP in advance.

According to the above-mentioned configurations, in
the non-contact IC card 3, communication mate
identification informétion IP81 can be stored for
identifying this first wireless communication apparatus
2A as the mate of communication by bringing the non-
contact IC card 3 storing no communication mate
identification information to the proximity of the first
wireless communication apparatus 2A. The first wireless
communication apparatus ZA to be identified by this
communication mate identification information IPS1 is set
to the second wireless communication apparatus 2ZB as the
destination of wireless data communication by bringing
this non-contact IC card 3 storing this communication
mate identification information IPSl to the proximity of

the second wireless communication apparatus 2B. This
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18. In this case, for example, the third wireless communication apparatus
2C has a switch SW electrically or physically arranged for switching
between three pieces of stored temporary setting information Itx, Ity, and
Itz. In the example shown in FIG. 18, three pieces of temporary setting
information Itx, Ity, and Itz stored in the third wireless communication
apparatus 2C correspond to different pieces of cryptographic key
information WK. The third wireless communication apparatus 2C writes
42 temporary setting information Itx, Ity, or Itz selected by the switch SW
to the non-contact IC card 3 brought to the proximity of the apparatus 2C.

CengegHealL he JIset sexeelias aJ90 afwriling terapetary setting
information |It, Ity, and Itz selected by the switch SW to the non- contact
G Canchnd Thentthecuser exeatlies fa stareatemperasysetting infggmation
Itx, Ity, and Itz stored in the non-contact IC card 3 into a fourth to sixth
Whelsss1 eamrtinRalshdppi atudes2B, 2B, and oFkuspeetivélyy Tinss,
setting information Ix, ‘Ig/ and Iz having different pieces of cryptographic

Rey iforMatiSi TR ArE et 18 5 the s EP PR aRisEE 2 BPDE T SEiRF séfting
igﬂ%n}%i%ljﬁiﬂ'c@ﬂ(ﬁ% Cé)ggeisp}?pding to setting information Ix, ly, and

Is are set to the third wiréless comimunication

{4) Other embodiments

In the above-mentioned embodiments, the first and
second wireless communication apparatuses 2A and 2B
execute wireless data communication with each other on a
one to one basis. The present invention is not limited to
this configuration. For example, wireless data
communication may be practiced between one wireless
communication apparatus 2C and a plurality cf wireless
communication apparatuses 2D, 2E, and 2F as shown in FIG.
18.

In this case, for example, the third wireless
communication apparatus 2C has a switch SW electrically
or physically arranged for switching between three pieces
of stored temporary setting information Itx, Ity, and Itz.
In the example shown in FIG. 18, three pieces of
temporary setting information Itx, Ity, and Itz stored in
the third wireless communication apparatus 2C correspond
to different pieces of cryptographic key information WK.

The third wireless communication apparatus 2C writes
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apparatus 2C. As a result, operating the switch SW so as to use setting
information I1z' of the third wireless communication apparatus 2C allows
wireless data communication between the sixth wireless communication
2F having setting information Is corresponding to setting information 1z'
and this third wireless communication apparatus 2C, as shown in FIG. 19.
In the above-mentioned embodiments, cryptographic key information WK
has already been set in temporary setting information It shown.in FIG. 3A.
The present 43 invention is not limited to this configuration. For example,
this cryptographic key information WK may be randomly generated

[ iately before. the first wireless communijcation apparatus 2A writes
e o G AL T s Ao Coni Koty 18 hste
abpvenmentionesl embedinmgats, dhe firstand: seeopdwirelegsought to
communication apparatuses 2A and 2B execute detection processing in
adoorgancs withya mbnt lcontggid Cacard detectionrcommandigperaionuser
done by the user. The present invention is not limited to this

SoHifgur&ort. FoPetdmple) thB%irSCaR® seesnd Witeless icofrmmicerion

SRS 24 028 Ay e decon BIOSFSLY g oo
contact IC card 3. Then, the user executes to store
temporary setting information Itx, Ity, and Itz stored in
the non-contact IC card 3 into a fourth to sixzth wireless
communication apparatuses 2D, 2E, and 2F respectively.
Thus, setting information Ix, Iy, and Iz having different
pieces of cryptographic key information WK are set to
these apparatuses ZD, 2E, 2F and setting information Ix’,
Iy’, and Iz’ corresponding to setting information Ix, Iy,
~and Iz are set to the third wireless communication
apparatus 2C. As a result, operating the switch SW so as
to use setting information Iz’ of the third wireless
communication apparatus 2C allows wireless data
communication between the sixth wireless communication 2F
having setting information Iz corresponding to setting
information Iz’ and this third wireless communication
apparatus 2C, as shown in FIG. 19,

In the above-mentioned embodiments, cryptographic
key information WK has already been set in temporary

setting information It shown in FIG. 3A. The present
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computers for example are used for the first and second wireless
communication apparatuses 2A and 2B. The present invention is not
limited to this configuration. For example, other various kinds of
information processing devices may be used, such as PDAs (Personal
Digital Assistances) for the first and second wireless communication
apparatuses 2A and 2B. In the above-mentioned embodiments, the
non-contact IC card 3 that wirelessly communicates on the basis of
FeliCa (trademark) modulating of 13.56 MHz or ISO 44 14443A/B for
example is applied as the proximity wireless communication apparatus
that srirelessly £ommunicates avitho wireless cammuiisation apparatuses
arranged in the proximity of a predetermined range. The present invention
israttiksite & T this EBRTigaXERIDN: Fdfexahiple rirbkipaity Wirefes e
communication apparatuses based qn various other wireless

CotiEalioh Fethdds - SUEH 48 “BluetoSh tfadeNtark) hidy B&Hpied.
0 4R, BRQE: MaNUaRed smbodiments (he napzcontact 1 card,3jhaving a

size of a business card for example is assumed as the™ proximity wireless
GeMBWiCation apparmtuse Thepresant dtventiomsisdanot Jimited to this
configuration. For example, a mobile phone incorporating this non-contact
IC card 31is also applicablentioned embodiments, the first and

gecond wireless communication apparatuses 2A and 2B
execute detection processing in accordance with a non-
contact IC card detection command operation done by the
user. The present invention is not limited to this
configuration. For example, the first and second wireless
communication apparatuses 2A and 2B may execute detection
processing on their own.

In the above-mentioned embodiments, personal
computers for example are used for the first and second
wireless communication apparatuses 2A and ZB. The present
invention is not limited to this configuration. For
example, other variocus kinds of information processing
devices may be used, such as PDAs (Pexsonal Digital
Bssistances) for the first and second wireless
communication apparatuses 2A and ZB.

In the above-mentioned embodiments, the non-contact
IC card 3 that wirelessly communicates on the basis of

FeliCa (trademark) modulating of 13.5& MHz or IS0
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In the above-mentioned embodiments, the control block 5 of each of the
first and wireless communication apparatuses 2A and 2B executes, by
means of software, the above-mentioned setting processing procedure
RT1, temporary setting information write processing procedure SRT1,
and temporary setting information read processing procedure SRT2 in
accordance with pre-installed programs. The present invention is not
limited to this configuration. For example, circuits for executing the
above-mentioned setting processing procedure RT1, 45 temporary setting
information write processing procedure SRT1, and temporary setting
ihfdridaticn fead processing provedirsSRY 2tnayheafrangedwoincthiee s s
first and second wireless communication apparatuses 2A and 2B, thereby
EXEEItMG e S praRBatAdS By Middn& dF Raftfvdre. AR pisHafts foith

execq{[in these procedures may be recorded to a recarding medium
wire e% U.Il,lﬁals.lo ééarata?es a:i.raﬂ.cs{ed 1_.1’1 Bf)e

such as DC( ompact Disc). present invention 18 applicableto the
£URgL9E Y Riyralit, ehwireless;communication appaaluses suehy that; on
these apparatuses can wirelessly communicate with "each other. It should
he understbaddadthoserskilted:bhthisyart athias variopsimediications,
combinations, sub- combinations, and alternations may occur depending
poximity wireless communication apparatuses based on
various other wireless communication methods, such as
Bluetooth (trademark) may ke applied. In the above~-
mentioned embodiments, the non-contact IC card 3 having a
size of a business card for example is assumed as the
proximity wireless communication apparatus. The present
invention is not limited to this configuratiocn. For
example, a mobile phone incorporating this non-contact IC
card 3 is also applicable.

In the above-mentioned embodiments, the control
block 5. ¢0f each of the first and wireless communication
apparatuses 2ZA and 2B executes, by means of software, the
above-mentioned setting processing procedure RTI1,
temporary setting information write processing procedure
SRT1l, and temporary setting information read processing
procedure SRTZ in .accordance with pre-installed programs.
The present invention is not limited to this

cenfiguration. For example, circuits for executing the

above-mentioned setting processing procedure RT1,
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design requirements and other factors insofar as they are within the
scope of the appended claims or the equivalents thereof. 46 WHAT IS
CLAIMED IS: 1. A wireless communication system comprising: a plurality
of wireless communication apparatuses each having a setting block to
which a wireless data communication destination is set and a wireless
data communication block for executing wireless data communication
with said wireless data communication destination set to said setting
block; and a proximity wireless communication apparatus for executing
wireless communication with any of said plurality of wireless
tonprudication Hppagatusésiratught imolhroximity of aipredetaratidade
range of said proximity wireless communication apparatus; wherein said

ity WirERBB TohrmuRtation? apparatis iAlidés & stBrege BiyckIor

stoving. comrunication fate, dentficgrion infpumation feggived flom said
Ireless communlcatlgn apparatusgs rought Into proximity ofssald

prdmity wirglasscommupicatiop-apparatus fof identipang sqid-wiygless
communication apparatus as a communication mate, and

executing these procedures by means of hardware. Also,
programs for executing these procedures may be recorded
to a recording medium such as CD {(Compact Disc).

The present invention is applicable to the setting
of a plurality of wireless communication apparatuses such
that these apparatuses can wirelessly communicate with
efach other.

It should be understcod by those skilled in the art
that various modifications, combinations, sub-
combinations, and alternations may occur depending on
design requirements and other factors insofar as they are

within the scope of the appended claims or the

equivalents thereof.
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a wireless transmission block for transmitting communication mate
identification information if stored in said storage block to said 47 wireless
communication apparatus brought into proximity of said proximity
wireless communication apparatus; and said plurality of wireless
communication apparatuses each includes a wireless transmission block
for transmitting, to said proximity wireless communication apparatus,
communication mate identification information, if said communication
mate identification information is not stored in said proximity wireless

comRuRication gpparatus brought into proximity of said wireless
communication apparatus, for identifying said wireless communication

apparatusiitself as fe0ommuication mate,c and ssetting &emtrol bieek for
setting said wireless communication apparatus to said setting block as a
wireless data® bonahuhicatiénwestihation csaidwiieless cgompranication s
apparatus being identified by said communication mate identification
infGfratin 188e el eiroATSail Rekintify Wirefdssicomrificatio ta
apparatus if E':,aid cgmmunic%tion mate id%ntificgtion ir.lfortiwation IS_stored
. unica %on. ?stlna 10n .15.set and a wireless data
in Sg}la proximity wireless communication apparatus
communication block for executing wireless data
communication with said wireless data communication
destination set to said setting block; and
a proximity wireless communication apparatus for
executing wireless communication with any of said
plurality of wireless communication apparatuses brought
into proximity of a predetermined range of said proximity
wireless communication apparatus;
wherein sald proximity wireless communication
apparatus includes
a storage block for storing communication
mate identificaticn information received from said
wireless communication apparatuses brought into proximity
of said proximity wireless communication apparatus for
identifying said wireless communication apparatus as a
communication mate, and
a wireless transmission block for

transmitting communication mate identification

information i1if stored in said storage block to said
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brought into proximity of said wireless communication apparatus. 2. The
wireless communication system according to 48 claim 1 wherein said
plurality of wireless communication apparatuses each transmit
communication mate identification information for identifying any one of
said plurality of wireless communication apparatuses as a communication
mate by said wireless data communication destination set to said setting
block. 3. The wireless communication system according to claim 1 or 2,
wherein said proximity wireless communication apparatus stores, upon_
reception of wireless network identification information, for identifying a

WIFETESS Fia 0BT ATore Wi ST BB TicATGH Aidte BERtRCADM Y
informafion frory agy.ane, ot sald plucaliof wieless, commugication. .

apparatus, the received wireless network identification information into
said storagg flo¢k,.and trapsmitssaid yeless-palvvork ddeptification
information to any one of said plurality of wireless communication
apparatases browghitoiprokindiys of said proximity wireless
communication apparatus along with said communication mate -
identification informatitrt ff1&&ie Wwitéless hetwerk ieptification information

IS A . - . .
transmitting, to sald proximity wireless communication

apparatus, communication mate identification information,
if said communication mate identification information is
not stored in said proximity wireless communication
apparatus brought into proximity of said wireless
communication apparatus, for identifying said wireless
communication apparatus itself as a communication mate,
and

a setting control block for setiing said
wireless communication apparatus to said setting block as
a wireless data communication destination, sald wireless
ccommunication apparatus being identified by said
communication mate identification information received
from said proximity wireless communication apparatus if
sald communication mate identification information is
stored in said proximity wireless communication apparatus
brought inte proximity of said wireless communication
apparatus.

2. The wireless communication system according to
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stored in said storage block along with said communication mate
identification information; and any one of said plurality of wireless
communication 49 apparatuses transmits said wireless network
identification information to said proximity wireless communication
apparatus along with communication mate identification information for
identifying said wireless communication apparatus itself as a
communication mate if said communication mate identification information
candsaill wirelessmeswdrk idémtifichtiory infdrmaitionlare ot ctorediinzsaichn
proximity wireless communication apparatus brought to proximity of said
apkepeas esfmGTication: apphrdius dRdYBESuES saidwitaless network
.identification information to be transmitted along with said
TEBMmtmicatibn MateRdEHiR i 6 infGHnatioRTrond whit peimape of
Swirﬁlesc?aconinunicat;f[on apparatus to set the  recejved wireless network
eRtificatioh nfofm3tior to" SaftSetfit BIdRk FatP Lomiitaitionsfaks 2
denilicatio nfermation and saic witeless etk Iqeniifeaon o«
information are stored in Said proximity” wirsless CommGTEEBH-cation
JARRaALs;rgugitto,proxximity of 53id ywireless gommunication apparatus;
3. The wireless communication system according to
claim 1 or 2, wherein said proximity wireless
communication apparatus
stores, upon reception of wireless network
identification information for identifying a wireless
network aiong with said communication mate identification
information from any one of said plurality of wireless
communication apparatus, the received wireless network
identification information into said storage block, and
transmits said wireless network identification
information to any one of said plurality of wireless
communication apparatuses brought to proximity of said
proximity wireless communication apparatus along with
said communication mate identification information if
sald wireless network identification information is
stored in said storage block along with said

communication mate identification information; and

any one of said plurality of wireless communication
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thereby executing wireless data communication with any one of said
plurality of wireless communication apparatuses that has been set to said
setting block as a 50 wireless data communication destination among said
plurality of wireless communication apparatuses identified by said
wireless network identification information set to said setting block. 4. The
wireless communication system according to anyone of the preceding
claims wherein said proximity wireless communication apparatus stores,
upon reception of cryptographic key information for encrypting data along
with said communication mate identification information, the received
cRIRGIHPATE Rey information into said storage block, and transmits said

cryptographjic key; ipformation, ta. said wirgless samuuunicatian apparatus

brought to proximity of said proximity wireless communication apparatus
alongowith saigh cemmunication.mate: jdentification infarmation it said

cryptographic key information is stored in said storage block along with

saidrcoramuniedtionr meteridentificationaniormationg ands=seid fvirsleson

communication apparatus transmits said cryptographic key information to
information for identifying said wireless communication
apparatus itself as a communication mate if said
communication mate identification information and said
wireless network identification information are not
stored in said proximity wireless communication apparatus
brought to proximity of said wireless communication
apparatus, and

receives said wireless network identification
information to be transmitted along with said
communication mate identification information from said
proximity wireless communication apparatus to set the
received wireless network identification information to
said setting block if said commﬁnication mate
identification information and saild wireless network
identification information are stored in said proximity
wireless communication apparatus brought to proximity of
said wireless communication apparatus;
thereby executing wireless data communication with

any cne of said plurality of wireless communication

apparatuses that has been set to saild setting bhlock as a
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said proximity wireless communication apparatus along with
communication mate identification information for identifying said wireless
communication apparatus itself 51 as a communication mate if said
communication mate identification information and said cryptographic key
information are not stored in said proximity wireless communication
apparatus, and receives said cryptographic key information from said
proximity wireless communication apparatus along with said
"edfirftiffoatioh maeiaeRdficalion Thiskasdtibhatolset thevaceived d
cryptographic key information to said setting block if said communication
Prhiafé %Jemﬁ@é%o“ﬁlﬁﬁ&ﬁﬁ&idﬁogﬁﬂ%’di&%W@g rapRRIE ARTmMation are

gg%d._lgiséaéd roximity, wireless communlcatlggI apparatus; thereby, while

iexeculnng WireldsSdata EgmmuicatiBh witht<aid Wirtess cotimhRication

iﬂ%@rﬁg‘& set tsoe%aidC getstiggcg)losce s.a Wirgieoss data communication
destination, decrypting encrypted data receved *t%y said wireless data

communjcatiqiLby, e of saidehypiagrantis key lfewgtionsetfg sald .

setting block and encrypting data to be transmitted by said wireless

a6/BMLINgation dyyse-of saig clypLagraphia eysinfarmation set 1q said
setting block. :
wireless communication apparatus

stores, upon reception of cryptographic key
information for encryptingldata along with said
communication mate identificatioﬁ information, the
received cryptographic key information intoc said storage
block, and

transmits said cryptographic key information to
said wireless communication apparatus brought to
proximity of said proximity wireless communication
apparatus along with said communication mate
identification information if said cryptographic key
information is stored in sa%d storage block along with
said communication mate identification information; and

said wireless communication apparatus

transmits said cryptographic key information to
said proximity wireless communication apparatus along

with communication mate identification information for

identifying saild wireless communication apparatus itself
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5. A wireless communication setting method for a wireless
communication system having a plurality of wireless communication
apparatuses each having a setting 52 block to which a wireless data
communication destination is set and a wireless data communication
block for executing wireless data communication with said wireless data
communication destination set to said setting block, and a proximity
wireless communication apparatus for executing wireless communication
with any of said plurality of wireless communication apparatuses brought
into proximity of a predetermined range of said proximity wireless
cERNiuRieElBR Epparatisiaaid Wirelesslesinfitiéatdn-sattimgtmethod
camprising the steps of.in said, proximity wireless communication

apparstns; Stoig coMmanation Mate RRAMEAIET THftRiAton Y
- regeped from sald wirgless compmunication ARRAAIYSES. Propght intg

proximity of said proximity wireless. communication apparatus for
idestHying said owireless ommunieation apparatus as a communication

mate; and transmitting communication mate identification information if
stored in saidstioragedsodk to waid avissless comminitatioa@ipparatus:
brought into proximity
said proximity wireless communication apparatus along
with said communication mate identification information
to set the received cryptographic key information to said
setting block if said communication mate idenﬁification
informaticn and said crypteographic key information are
stored in said proximity wireless communication
apparatus;
thereby, while executing wireless data
communication with said wireless communication apparatus
set to said setting block as a wireless data
communication destination, decrypting encrypted data
received by said wireless data communication by use.of
said cryptographic key information set to said setting
block and encrypting data to be transmitted by said
wireless data communication by use of said cryptographic
key information set to said setting block.
5. A wireless communication setting method for a

wireless communication system having a plurality of

wireless communication apparatuses each having a setting
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of said proximity wireless communication apparatus; and in each of said
plurality of wireless communication apparatuses, 53 transmitting
communication mate identification information to said proximity wireless
communication apparatus if said communication mate identification
information is not stored in said proximity wireless communication
apparatus brought into proximity of said wireless communication
apparatus, for identifying said wireless communication apparatus itself as
a communication mate; and setting said wireless communication
apparatus to said setting block as a wireless data communication
destipation ,saif:witeless comaumication appaiatius being: idestifisth byon
said communication mate identification information received from said
preximitrwiretess comrhanicationeapparatustif shid commaiication mate
identification information is stored in said proximity wireless )
commanicationagsarants BroUg AR Broxithity of'ddib iifdrdsyireless
communication gapparatus. 6. A wireless commuynication apparatus block,

coffigrising ™A SettiAg HOcK TS WHich & Wirdless data “communication
destination is set, A Wirgless,data communication plogk oL executing:
executing wireless communication with any of said
plurality of wireless communication apparatuses brought
into proximity of a predetermined range of said proximity
wireless communication apparatus;
said wireless communication setting method
comprising the steps of:
in said proximity wireless communication apparatus,
storing communication mate identificatien
information received from said wireless communication
apparatu;es brought into proximity of said proximity
wireless. communication apparatus for identifying said
wireless communication apparatus as a communication mate;
and
transmitting communication mate identification
information if stored in said storage block to said
. wireless communication apparatus brought into proximity
of said proximity wireless communication apparatus; and

in each of said plurality of wireless communication

apparatuses,



wireless data communication with said wireless data communication
destination set to said setting block; a wireless transmission block for, if a
proximity 54 wireless communication apparatus having a storage block
for storing communication mate identification information received from a
wireless communication apparatus brought to proximity of a
predetermined range of said proximity wireless communication apparatus
for identifying said wireless communication apparatus as a
communication mate and a wireless transmission block for transmitting
said communication mate identification information if stored in said
storage blockrtersaid pgxinitymwirele ss commeanicatioarappEr atis; goes
not store said communication mate identification information, transmitting
combruRichlion rhate RiehtifERFoR o riatioherdP ideitingsHid wireless
communication apparatus itself as a communication mate to said

pFEEATE Witeles s Cormnit MR A0paratds: Hhd- 4 Settingt E6itt 6P block

for,if Said commupication, mﬁ}séd%@%ifgcﬁigng%%m@y '§ Stoedin said

proximity wireless communication apparatus brought to™ proximity of said
wirslesscearaLRiCation Appasatys o gseiving: saig-cammunicalionsmatke

identification information from said proximity wireless communication
wireless communication apparatus, for identifying said
wireless communication apparatus itself as a
communication mate; and
setting said wireless communication apparatus to
said setting block as a wireless data communication
destination, said wireless communication apparatus being
identified by said communication mate identification
information received from said proximity wireless
communication apparatus if said communication mate
identification information is stored in said proximity
wireless communication apparatus brought inte proximity
of said wireless communication apparatus.
€. A wireless communication apparatus comprising:
a setting block to which a wireless data
'cdmmunication destination is set:;
a wireless data communication block for executing
wireless data communication with said wireless data
communication destination set to said setting block;

a wireless transmission block for, if a proximity
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apparatus and setting said wireless communication apparatus identified
by the received communication mate identification information to said
setting block as a 55 wireless data communication destination. 7. A
wireless communication setting program comprising the steps of: in a
wireless communication apparatus having a setting block to which a
wireless data communication destination is set and a wireless data
communication block for executing wireless data communication with said
wireless data communication destination set to said setting block,
wirelessly transmitting, if a proximity wireless communication apparatus
haniing lee storagerblodicfor L storimgeecramunibatiom matesdentficatiohock
information received from a wireless communication apparatus brought
tolproxiThity ot FRHBIEMTRABHTANGE T SHiG PréXinff- iFelésd ormation
communication apparaius fo identifying said witeless communication
apparatus as a communication mate and a wireless transmission blo
for dransmitting. saids camppupication mate identification infarmation if; « .
stored in said storage block to said proximity wireless communication
apparatussdeesinohsiose said coramenicatibsrmbade idantificaiiopaid
information,
wireless communication apparatus as a communication mate
and a wireless transmission block for transmitting said
communication mate identification information if stored
in said storage block to said proximity wireless
communication apparatus, does not stcre said
communication mate identification information,
transmitting communication mate identification
information for identifying said wireless communication
apparatus itself as a communication mate to said
proximity wireless communication apparatus; and
a setting control block for, if said communication
mate identification information is stored in said
proximity wireless communication apparatus brought te
proximity of said wireless communication apparatus,
receiving said communication mate identification
information from said proximity wireless communication
apparatus and setting said wireless communication

apparatus identified by the received communication mate

identification infeormation to saild setting block as a
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communication mate identification information for identifying said wireless
communication apparatus itself as a communication mate to said
proximity wireless 56 communication apparatus; and setting, if said
communication mate identification information is set to said proximity
wireless communication apparatus brought to proximity of said wireless
communication apparatus, said wireless communication apparatus
identified by the communication mate identification information received
from said proximity wireless communication apparatus to said setting
block as a wireless data communication destination. 8. A storage medium
stanirg asnireless commpdicatiar setingrprogrann.comprising the steps
of: in a wireless communication apparatus having a setting block to which
a wireless dafa EéFmiGritafioR HestPRtibhis et bhtca Wirddessrdata
communication block for executing wireless data communication with said

| vﬁ?&@ﬁﬁé?@cﬁﬂﬁnﬁﬁﬁ:%ﬁoﬁfde_st_inatipn set to said setting block,
e S
informalgNblock to which a wireless data communication
destination is set and a wireless data communication
block for executing wireless data communication with said
wireless data communication destination set to said
setting block,

wirelessly transmitting, if a proximity wireless
communication apparatus having a storage block for
storing communicaticon mate identification information
received from a wireless communication apparatus brought
to proximity of a predetermined range of said proximity
wireless communication apparatus for identifying said
wireleSs communication apparatus as a communication mate
and a wireless transmission block for transmitting said
communication mate identification information if stored
in said storage block to said proximity wireless
communication apparatus, does not store said
communication mate identification information,
communication mate identification information for
identifying said wireless communication apparatus itself

as a cdommunication mate tc sald proximity wireless
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received from a wireless communication apparatus brought to proximity
of a predetermined range of said proximity wireless communication
apparatus for identifying said 57 wireless communication apparatus as a
communication mate and a wireless transmission block for transmitting
said communication mate identification information if stored in said
storage block to said proximity wireless communication apparatus, does
not store said communication mate identification information,
communication mate identification information for identifying said wireless
communication apparatus itself as a communication mate to said
proximmity Wisreless eemarunicationapparatus; and setting, if said
communication mate identification information is set to said proximity
wireless cothitnurication apparatasiwsaght-tooproxirhity bfisaid. Wirelessn
communication apparatus, said wireless communication apparatus

ideRtifieB By R comiinibRtGA el RIEMHER LS TifbRHAtion received
RS PO S I g o S

wireless communication apparatus, said wireless
communication apparatus ldentified by the communication
mate identificaticn information received from said
proximity wireless communication apparatus to said
setting block as a wireless data communication
destination.

8. A storage medium storing a wireless
communication setting program comprising the steps of:

in a wireless communication apparatus having a
setting block to which a wireless data communication
destination is set and a wireless data communication
block for executing wireless data communication with said
wireless data communication destination set to said
setting block,

wirelessly transmitting, if a proximity wireless
communication apparatus having a stcorage block for
storing communication mate identification information
received from a wireless communication apparatus brought
to proximity of a predetermined range of said proximity

wireless communication apparatus for identifying said
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wireless communication apparatus as a communication mate
and a wireless transmission block for transmitting said
communication mate jdentification information if stored
in said storage block to said proximity wireless
communication apparatus, does not store said
communication mate identification information,
communication mate identification information for
identifying said wireless communication apparatus itself
as a communication mate to said proximity wireless
communication apparatus; and

setting, if said communication mate identification
information is set to said proximity wireless
communication apparatus brought to proximity of said
wireless communication apparatus, said wireless
communication apparatus identified by the communication
mate identification information received from said
proximity wireless communication apparatus to said
setting block as a wireless data communication

destinaticn.
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