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WD 2005/ 107133 PCT/ CA2005/ 000060 SYSTEM AND METHOD
FOR SENDI NG SECURE MESSAGES BACKGROUND Techni cal

wenelstobi3The present invention rel ates general PgTHA2003800060
field of comrunications, and in particular to a
system and nethod for sending secure nessages.
Description of the Related Art Messages sent over
conmuni cati ons networks _are typical |l 1L O r
fo " pesRaMonDIN g aPF OB JEN BN EEHE R S AHES,
aut henti cation, encryption and non- 10 repudi ation. A

B euaghder may digitally sign a message prior to
ransm ssion to a nmessage recipient in order to

I%&f_b‘%f‘ﬂei:@te the sender to the recipient, and to prove

ci pient that the nessage was not tanpered

Wi th_during.transn ssi.on L cERGHY RId i
S e SR
paticliReoEs sRefadilymathod irtsyndih § sgcutdvassshiys. r eci pi ent .

In known systens, certificates are issued to users in

order 15 to support such cryptographic services. The
%&m&&&@@ﬁ%ﬁiﬁse information that may be used in

al gorithnms that provide cryptographic services. r,

i nst dwsegges bent overtdopneer eationAPCHORET TS BYPIGHLY ehiadein order to
such as a publjc f r G Yl BhidPshd non-
pEH S BBy Sl o b B BB o982 on
rPRARADE. MOomediegdendBiBay digitdiyesifs a neessags PagT togtr@Bmission to a
application, such as Mcroso t%“-‘g{itl ooﬁTM or, Ifot us to th
mqstags Togipierttipjoedes 4o penticRicithy gaC oty recigt, and to prove to the

2GLR B3 6AARInk A8 XGRsI0RC TRE 8éHder ma

rﬁcgﬁlﬁlg‘ tﬁ%&%‘?%&%ﬁ%ﬁ%i?@iﬁlgﬁe fromt t?tg cae;rt_i ficates. As Y
aRb eaxgppihe mdskaperin sskegtonpreng uharhorized vigving of hetingsgage by a
key _.information . extracted fromthe.certifi i .
party athes glagﬁlaervﬁxﬂnqnﬁe gglgsgstteglst %eénﬁceaé?spairc'—:é ir:]s?\.se% to"Users in order

bt ShRE&Qd The cartifR¥teStomnprisdiatormation that may
tcapgdafp.oﬁ shéd ﬁt?pfg%léa Sﬁ: _ c e Bri

icatio s in order to 25 retrieve the )
beased fniatgurisbms Hat previdecryptbgrephic spryiasst Feniastpags thejcgrtificate
the Key. Store, .the sender t_ be . .
D RoRGRIsE PO g 4 § PRIy 300 B0 A Bpigh 6r e
QhRhtet 0 do this, the sender has to retrieve the
required certificates prior to sending the nessage. |If

the nmessage has al ready been conposed, the sender has
to i Whemethe serdos Aetsls yhempispEHio] Q¥ OF FOTE FRFECRLy a messaging

retrieve the certifi T : :
waLE Gyl 3s ikpy AT AL A Be kb bs bitertificates for
B FseAénts, in¥\Ch ARG {11 Q753 cRETACHARODEMD 0€1AF thformation extracted

from the certificates. As an example, the messaging application may use public key

information extracted from the certificate in order to encrypt the message to the recipient.

Certificates may be stored in a Key Store that applications access in order to
retrieve the certificates. If the certificate is not available in the Key Store, the sender may
not be able to send the message until the certificate is made available. In order to do this,
the sender has to retrieve the required certificates prior to sending the message. If the
message has already been composed, the sender has to invoke a secondary application in
order to retrieve the certificates, and then return to the messaging application in order to

send the message.
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The certificates may al so becone invalid over tine.

For instance, they may be revoked if certain
wonb@rwaisd on, such as the private key associ at edTiAR6N5/000060

the certificate, becones conprom' sed. They may al so

sinply expire. If the rressage encodeqw b

i nvalhejcarBfiegtes may also b@@mﬁ 18Kl %Fytlﬁ%ﬁ élf%ﬁnge’t%ey may be
re@&e@%@%&&ﬁﬁ ﬁif&qﬁatﬁ)‘ﬁn 'Ehet}ﬁ'lv%&' & ta@s&l &WVY[H tthd Btificate,

was si or ‘'encrypted with a private

bdceihek baﬂnproﬁmm O'Ehegtrm:y al:m $1h1pt§nexpnr¢a If the preissage ixeneoded with an

SUWVARY OF THE ] NVENTI ON. | n ance
invalig ﬁqzrﬁggatf)rrsq}p@g@ Mt %qtll? E@g ente &t%F ﬁ%%%? o l()ee able to
d&rr@/{'tgeeﬁe&g e ﬁ‘?ﬂ@hé"ﬁg%‘-‘dﬂeﬁcﬂ%&ﬂ&ﬁﬁﬁa pAatéRegthaniglassoofated
stem and nethod, on 10 inhitiation of a nessage

withadiimglidegbbakey. one or nore certificates for each
nessage reci pi ent are retrieved froma key store, or

t , f
sUyARE CrarE v ata & P ihe cortificates require
val i a% (11£ Ohan 0GR C%n‘f p"rdnflh cﬂ%@ﬁeln %@{e ROWHG sSre

are trieve ity status

pRviRATHr s‘eﬁﬂinlgfsb@lﬁfé meséﬂges Aeasagenpls obasytied afdmedrdhon

message reci pi ent using information present n
indafisni ofteapessazecepdingisedieBoe, SAE Ot MEFP Stificass fP‘h%aC Mmessage

SRS LBFRE gx%gﬁaé kﬁistﬁref b 1rhGhvSXBIREH thelfeydtd¥BHRAE one or

ere 1s provi for sendlng an electronic
niees sagacite sanicesl elftt]nef teptifi cabesi rpqlaret validnthen, ane engiere certificate
'@éﬁtem t he sende tem | ncI

S

e e e Sadeeeet il TERE BT oepificae. The
n?e%&%%?s hd58Yd fo? te%}?rngé%ﬁgé ﬁ@lﬁ%ﬂ@ (968 ifFbrnsAfoArgrésént in an associated

cer I cates assocliated wth reciprents, the nmethod 20
centificatd] agl théreset tpthe ofessageacaipicrtagi ng appl i cation
accessing the key store to determine if a security

certificat assoc i i

is pﬁ%ss%ﬁﬁ N 35’ fteaflgﬁ%htoag%erglscpg ﬂh{?l ca éﬂogi?gg%ﬁ%gt Ed"
WctrBnit Rifesk ARG bh i RAtifiee tdeiret ukingprsesdmsystem, thheerldey system
store, the message application retrieving the securit

ininding p caeseagingppliosiareangd Abs #7§ ﬁfﬁaﬁﬁeliﬂal?ql%olbf‘é’t‘té‘iﬁﬁf) AFeRys a key
h t

et EaE SRRl Pt SRR iR, g rethod

ih@adhp ab stéd@df: messagi ng application invoking a

certificate validation process, on condition that

there is no security certificate associate

i dent i f fhednessaging pRHicaRbacsRIsIEhe feY ﬁe@e@?&@%@? i security
store. LORRORSIA0LARAAPE I UdARIRARERTIpREeRNE OF

nore cer I cate services retrieving a security

certificate 2 WD 2005/107133 PCT/ CA2005/ 000060 = =
on condition that a certificate associated with the identified recipient is present

in the key store, the message application retrieving the security certificate, the
messaging application determining whether validation of the retrieved
certificate is required and, on condition that the validation is required, the

messaging application invoking a certificate validation process,

on conditidn that there is no security certificate associated with the identified
recipient present in the accessed key store, the messaging application

accessing one or more certificate services for retrieving a security certificate
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associated with the identified recipient, the
nmessagi ng application determ ning whether validation

wohodashe7i3et ri eved certificate i s required and, POT/CA2005/000060

condition that the validation is required, the

messagi ng application invoking a certificate .. . .
val i datsweiagndowiss the idensHicd sprapienly erRessagiig apRlicafion, defermining
certif 'v&?e%lﬁer 'vﬁ]]i&/a@iloh%f BT e agtinthte R Add 44, on condition that
encodi ng e el ectronic nessage using information

cont ai nkgvilidatibeisrrequiredy te meserding inpaicationsinsoking a certificate
nmessagi ng .application sendi ng the encoded nessage to

the | dé’ﬁgﬂQtFOQcPTOQeé%i pient. 10 As a further exanple of

a method there is provided the above method further

i ncl udi RGohBRios HRRShe R v0A Bértitioate ishadlid] the metagiey agblication
certificate is invalid, of the nessaging a g.li ation . d
accessiangoding thsrelgpiionicHeRSEgoIHIS BEFIRIPR Sﬁ"g 18gd {fy g Letrieve
for obtai r}i}r&ge 2 urther certificate associated with

the i dSRTH 8™ eci pient to replace the retrieved
certificate. As a further exanple of a nmethod there is
provi datle triessaghmwppliedtivadendingtiechceded massagsen dleg identified
system i nc| udes a w rel ess handhel d device and a host

syst em!™¢REhessagi ng appl i cati on executing on the

wi rel ess handhel d device, the w rel ess handhel d devi ce

bei ng.¢ ABRHEEMHR SFUAGEDA Herd RPrévaadd thy sbeva meitiod further
i ncluding one or nore nmenory devices for storing.the )
irchyling thieicparh onditieodbatdhesteisaves 6cTiieg oWl Ofiednessaging
certi.ficate.services, ! r |

oS} SRS DAL oLt

chitiGlci@iaBclaha with tHedllergifepsedipient tuseplacahpodiiengdicedificate.
el ectroni c nessage using the nessagi ng application,

t he nmessagi ng application cepting, uest -from.the. .
user Ase BEhE PHEPIEP @F@ﬁagh‘?rg?sfﬁ \é‘gf({)&gﬁgoYedlgﬁ&’l_‘) iy yhich the
S%I‘E(fé% %{Sﬁ ;irfc?&fés L RErdIRS DA AR fmatd 1Rt fleteal, ThdinbGaging

a e electronic nessage is to be sent 25 securely, .
abplidakien iefenting oe the wirelpsserindhid davite thwirelesshmpidbelddeyice being

b bl e b BB BOH S S R e e O e Periy devices for
sg&fﬁlgsﬁi%<§§§t&@', 8491 thd WY@ s?&@é/ pEOAAR3 oREbt RZOESI NN Ehvices.

e accessible to déetermne if a security
certificate associated with the identified reciQpi e%
i s prAsehirthenexamplkefa srethod there dxpigyided Hispbrrametipd further

.pr.ogr am code,operative, on condition that a
ihepdng feifdh SRS &
a user composing the electronic message using the messaging application,

the messaging application accepting a request from the user to send the

electronic message to the identified recipient; and

the messaging application determining that the electronic message is to be sent

securely to the identified recipient.

As a further example of a system there is provided a system for sending an

electronic message to an identified recipient, the system including:
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associated with the identified recipient is present in
the key store, to retrieve 5 the security

woentsih7isat e, to determ ne whet her validati on 8€T/a2005/000060
retrieved certificate is required and, on condition
that the validation is required, to

t ) ¢ (L OKE 8 - ssociated with th
certi f iddeetarapeegatiblerio peteaaiss | AR RHLLE PEAY g, with the
prng?"Ihéﬁﬂfefii‘%gcﬁ@g{dei@res&ﬁ.iﬁ% eyisfftet hat there is no

security cer ssociated with the identified
recipient present in the key 10 store, to access one |
or nor enesaging agdicetisepres cddsropertive.can engditiondbafe qeytificate

certificate associated wth the jdentif.. | i I
Lo det dFmaicNaR e depi dgyPoL Srvna fdpd PO BRI o retrieve
certifiigat&utity 626EEAE % aanemane ibineevaltiatioootilicirarieved
that the validation is required, to invoke a

certi ficsatificaleisireined angrasccoadition teal dheyyakidatipnpisiregtizegnto
program cqde ope L V8, ;tion that the
retrieJ@&afgl%%&ﬁ?#¢g§¥%ﬁ§?§¥%g%is valid, to encode

the el ectronic nessage using information contained in_

t he retmesugidg applidafion ptograna nolenegesaiyienen equditicpghatghere is no
program code operative t end . th ded nessage.to

the | de?ﬁ"P‘inP"iyé?_SP"r @&?emsma?ed}i@ﬁg t#ﬁ}ﬁ?ﬁﬁfe%éﬁ%}ﬁlﬁrl igfengin the key
syst em Gher € desesbAY bigdrd heti ARy froived Rt duficwhs & Bedufiey

20 systemfurther includes nessagi ng application

pr ogr amerifiEtoesdatod withdhe sentified isaipiewatto detgemine whether

retrieved. certificate is invaljd . 0 o
nore c eYﬁlidI"‘?%?}ethg LHUPYE sceal‘_;fwoetJltg 5%‘%1%% 8&2 ?%?t?‘ﬁeé ?n condition
certifigat e nMBATSR-qUIED) t4 iR okel€ bértifibard vakditiph @ricess,

to replace the retrieved certificate. As a further

exanpl e of a systemthere is provided the abgve .
syst em messegingBpphesian PIRErap SPICeRTHH cpPeRnsitior bt the retrieved

further ineluding: .c r.akl Qsine informati
ornocc 4P A% P4, RRBLAI U e 3Stad g ot
accept eontgfeEsithé raneveiectidientef andsend the el ectronic

nmessage to the identified recipient; and 4 WO

2005/ 107133 PCT/ CA2005/ 000060 .code operat i to ‘

det er ni RESLERE apRlAcatiop @F‘f%?ﬁ‘&oﬂ%%eé@té‘%% S?‘E)(%E‘S eRggfied message to
secur el : sdspid fied recipient. In accordance

W th thgletl&e%éﬁggés rovided herein there is provided a

conputing device program product for obtaining valid |
cert iAd chtrther &ampie 0Bl sxstenoticre inwseddes the pbeye sysig@rip which the

s-tyg{glin:a %&Iftﬂ%r}#%lgéeégp%ggégé gﬁ%fé}?‘%l%ﬁpl%rgpa% g&ﬁepoﬁaggalﬁ%, on condition that
the retrieved certificate is invalid, to access one or more certificate services for obtaining

a further certificate associated with the identified recipient to replace the retrieved

certificate.

As a further example of a system there is provided the above system, the

messaging application program code further including:
code operative for a user to compbse the electronic message,

code operative to accept a request from the user to send the electronic message

to the identified recipient; and
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program code enbodi ed on conputing device program
product nedia, the nessaging application program code

woOnelsud7i3g: code operative to determne if a secutiARgos/000060

certificate associated with the identified recipient

is present in a key store, 10 code operative, on

condi t i eedeenstativesefetpmmipathat frecdedtranicangisags i frbe sent securely
identified . =R .J§ present in the key store, to

retri evct:0 &'ﬁé&%@?g{i?%p%@rt ificate, to determ ne

whet her validation of the retrieved certificate is

r equi Inedcatahceawvith the tehichingnprolvated thieein thiefedia praidddsa computing

equired, to |nygke. a.certifjcat al 1 dat ion [ QCEesSS, 1 ..
dese gaeeryparagict B obfitharid SRR hat B8 o fHesRe being
SRCH anliderftflel rdi éﬁ@ﬂﬁ%ﬁ’@émﬁtﬁmm iR ludidgemesiasiap hbgittation
reci pient present in the key store, to access_one or .
progrem @deeinbiodigd ensempities déviee pregiememofpct aneslds (g mgssaging
ce{.t ificate assgci. aﬁe{@ with the identified recipient,
PRSP HET S HEF U i dation of the retrieved
certificate is required and operative, on condition
t hat t heod@dpetiaiviean detsrmiag il & edurityceRidatevaskeriaed with the
certificate validatigon process, In accordance with the
t eachi n@%ﬂnﬁﬁéife&%e‘ﬁésr@ieﬁnf He? ke €015y ovi ded a handhel d
W rel ess device including a nenory for storing a key
store angddd fsdratflieNsn SorlBETAdhDcerffitté SRbEMRA Math the identified
sendi ng an el ectronic nessage fromthe wireless
handhel decigivitde presendnin thedsistore, del reteeyeihe pecurifheertificate, to

ot or o A g GRUT e diol B At e S ARERElY AR and, on

the i dephdifibgehat feivali€itioniis rd@;ﬁﬁs@,l’tb invokt beekificatetvatigation
code operative, on condition that a certificate

associ ab&eFedi.t h the identified recipient is present

in the key store, to retrieve the security

certifi %g&go drfivedSh E51BiG &{Q%E%fis MR kiRt Qifatd Rociated with
retrieve ce?tnll tate 1s required and, on” 5 WD

2005/ 10 i8idleRETddGa2ipRnt AREGE h thedmey storgho adrass ¢rfeeor more
validation js required, to |nvoke certifjcate, .

val i dat i°§Hif! tﬂé@%&s ?%fda@eaﬁ@raa%ef:@y Csﬁlfjl%f?cﬂsf‘?%%e‘l Fifp the
there i Sid&gl‘i’iﬁ%ﬁ ‘Eé{ﬁﬂei&)(t, &)et{e'iérfn'i@&/ﬁetﬁés\%ﬁﬂﬁi&doﬂ%é {é(t)riéxjé@ certificate

identified recipient present in the key store, .
access aneqoiredrmidcorrative} orf cangditeorstbatthe galidation is required, to
retrieving.a securit ertificate associated with the
i dent i filB kFélc‘ieHi‘%ﬁ{eY"a? AN IPHTSTre whet her val i dati on
of the retrieved certificate

In accordance with the teachings provided herein there is provided a handheld

wireless device including a memory for storing a key store and including a messaging
application for sending an electronic message from the wireless handheld device to an

identified recipient, the messaging application including

code operative to determine if a security certificate associated with the

identified recipient is present in the key store,

code operative, on condition that a certificate associated with the identified
recipient is present in the key store, to retrieve the security certificate, to

determine whether validation of the retrieved certificate is required and, on
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I's required and operative, on condition that the
validation is required, to invoke a certificate

woabisdatizen process, code operative, on condi t POW/CARENS/000060

the retrieved certificate status is valid, to 10

encode the..el L ani.c..NeESSa i i.nf or mat i .
cont ai neattgop et Pl ERRAN Eodl Bl st byt vatidation
oper at i Weodegs,send t he encoded nessage to the

identified recipient. As will be appreciated, the

invention _ is capable of other and different ) ) )
enbodi mERES FPHREYS PR F%‘éiﬂé?%ﬁ’aﬁ@‘?%ﬁ if 80 grribnpbieatp pssociated with
modi i cahd QRFHHL MBIl res&R REHekeydldre, 10 a¥iel I or more
departing fromthe Spirit of the ihvention.

Accor di regitificatelserviiceawbprmgbricxing a sbesiityi qottifonateofssadiated with the

preferre dinents, s forth | ow..are tao.be . . . :
Fegar dedUSTEiHeR PGPl [P e bl e Vg ies O BE retrieved certificate
rest ri ctig uRuirRERA SR RESGRIGHTE M O (EGalRRAWE NGk, to

1 is an overview of an exanpl e communi cation systemin

whi ch a invaks|agossificpty wbidatien praessen devi ce may be used.

One skilled in the art will appreciate that there may

be hundr [ " LeS : :
shown | 10k eburgfys, pEEEREabERAL BBk MK E R vlid, o

t he enccedeatleths slzgeoric oresge nging ysbansicandntatddad she retrieved
described in the present application. There may al so

be many Cﬁgggcéﬁea%‘gnders and recipients. The sinple
systemshown in FIG 1 is for illustrative purposes

only, anddé bpuatiRebReRbthbREcdiRE medSagdert6 Vial iBattifldatresipRht.
e-mai | environnent where security i$s not generally

used. FIG 1 shows an_e-mmil sender 10, the Internet

20, aAfudlbgareesigier, thy dnventiamis capahlp pEptherangadiforept
o @Rl Aol ol oy h St WHobs oot ol
0ot HeFAERg BCH (BA2p0H b0 MHRA6ENtiAN. Acomidinge tictedraw itk and

0 may, f ex | e, be. connecte o an | SP (Internpet, )
dsrpian oftbs perdriye RdirRAnta s Sen %?IOW& %r@ﬁﬁﬁ ralustrative
BhaRGE WD hot QARliRd Wi thin a conpany, possibly
connected to a local area network (LAN), and connected
to the Internet 20, or connected to the Internet 20
PREIAIGRDaDESCRE TASN QHPHE DRAWANSSr vi ce 5 provi der)

such as Anmerica Online (AQL). Those skilled in the art
wi | | Blifprieisiaatogertvieat of dreexampdd ensmshiowiion systeirGn vihickey wireless

I nstead be connected to_a w de _area_network (WA
CRIRBRAICE RIS T B e, Cae Fiolog A0 e g RFGH s it there may
B4 Ruf RN QFAERAFRIbEES But e QUG b RA BEFIG. AR eRbnstrate the

arrangenents as shown in F
operation of the encoded message processing systems and methods described in the

present application. There may also be many message senders and recipients. The simple
system shown in FIG. 1 is for illustrative purposes only, and shows perhaps the most

prevalent Internet e-mail environment where security is not generally used.

FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wireless gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile

communication device 100.
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The nessage server 40 may be inpl enented, for exanple,

on a network conputer 10 within the firewall of a
woan@Eaoal3don, a conputer within an | SP or ASP BgTICAV03000060

the like, and acts as the main interface for e-mail

exchange over the Internet 20. Al thqugh othe

nessagierfgaib . : &%F 8’6?(5‘?1?189%? m%céﬁgtosa&Qg {Internet
saYRE %%ngergéla R %ﬁ ¥t B s36n 10073k bAHE@AINS, Wcated within a

n

receiving possi bly sending e-mail wll normall ¥ be
cassny| pdssiblyédrnectad te boalrirearetaorked iyk aad pemsected to the

IR 0Pt REEA Do AL AL DL By PRy gD oo srvice

pRYRAMGLSH 8§ BnRELEOnUSEADD). Thiewkitlet oin thl ariwilippravitic that the
mal | ‘routers that route and deliver mail. These

systenesy showindn §1G cmppiestne barcenprstedsR G dp Aregmeiwork (JeAN) other
th not .dir Ly . | e i LEed th Internet-
R R T e i
cSieBre@arraRfoneimtddd shywh ¢@FIG. lext end beyond just e-mai |
sendi ng and receiving; they also include dynam c

dat abase storage 20. engj nes .t hat e predefine
dat AR RS BPBRRRESeT P TRy DA TP KRR A e ool computer
Wil the lﬁir%gzﬁl ofaé 5@? horafdl e tvathi® Bn [STher MEP eytas or the like,
and In

gat eway rastructure 90 provide a |ink
ahhoteentht et ntenfavetfor @Mmat rachinge Prershe Eitgigpke0 oklthopgh other

wireless infrasfructure 90 deterni i
SRR SO Bh 5T AR SLE AR S 0% gbli Bpiee 100
B8 HEY fo FRITRRE MREFLsSIBUNenliiRg eahail R51] Retmwilyke:. asdociated with an

nessage is then delivered to the nobile device 100 via

avdouB! @58 ISSARS APYSH. dierhapy Pheo HOFCORMOIINESSPELTERT Y ©

RF from a ba ' 1Mt | 105
NIGERE HahrRe aag) R Biihe’ pthetd BRUECS mllanete 80>
cORMinSfonith Uabinyt @AY routérs eae sautaetdrbeliveomeil. Thesstintermediate
nmessages nmay be exchanged with. a nopil e conmuni

h [ cagﬂ on
campouents @g nasshonayin HIR- Fia they donqtsirssleplay 2 faje in the scoure
S aAde o deRsil € Nas9Re! QA idally extend
SRS ASRhao e R RAEt o ety v
Ué%%i%-ﬁi&iﬂs&ndiﬂg aibrectiemg; they WSo 2008ddynagec datat?ase storage
cngis ok hpiecaleneq QRS TreEtsiobr AR die eaisi S blises, task
IW g-in?éffﬁl(a chéﬁ%ﬁﬂ’aﬁ@ﬁ. Mai | Extension (M ME) body parts

0’ de e

I'ne t ormat of the mail nessage. These
techni ques are all well known to those skilled in th
art . Theewirdssampewky SSandiiviestmetura ) poyidegeinkdyajwpengpe Internet

ey 8" H LGB i hhes M ey

AL 8k Bidd ahd &2 8RAN¢ Bser detticg @odk Betesh countries or
r?egsgﬁxngtoﬂ hgtgﬁags% %i?ed msssages be forwarded by.the

erwedkge Aseressege isdharhislivensBito thegeahileedeys 1083iWEStens
rz{n%}/nlisds?ont %/rpic%ﬂty%gg o ﬁ%ﬁe‘n@? (IQIE), G PRI SBGER inMheGhireless
network 105 to the mobile device 100. The particular network 105 may be virtually any

wireless network over which messages may be exchanged with a mobile communication

device.

As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender

10, located somewhere on the Internet 20. This message 15 is normally fully in the clear
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are addressed using a specific e-nmail address

associated with the nobile device 100. In a preferred
wenhsdomsat described in further detail bel ow, POBRAAAGED00060

addressed to a nmessage 10 server account associ ated

g o Sonsl SR ISCY o G b PRIoT GV o e Fad
B/ﬂu?tgﬁ)%&grlﬁgh{e?%gldﬁgte 1 ARIVIE S EREGa#E kY @éﬁne“tﬁe F@ndab6f the mail

evi ce as t ey are recéived. Regardless of
el g6 pEhéskitechnizmbnaiesith vedhitrootr torigosetskilled imehedirin gl hefmessage 15

t th d th
agggg iy e e e
gng systefs $€Port Psd-EleWipel’eHBssgpé SaYs s%ﬁema' heherein the mobile
s

|nfrastructure 90 includes a series
deﬂcﬁnlsﬂﬁ inostgequesiiitpleitered messagey ke Tuwardee by éhfi:%‘ﬁf‘r?é%? $5Y¢ to the

H@?’gﬁgeﬂg‘? Q}f rff?‘% g}%geﬁrﬁsgé %éjlvlgg zo%?dgﬁﬁ{c rgﬁﬁ%ﬂ‘s&@n ridages which

R RAIREAA usifth dptidiedhan] address| asicmiameﬁ withsheuseblilégvédenl00. In a
the term"wireless network" is 1|J{gnltended to |
A

prefereas e;andérp@ﬁtdegg;g)@g ipfurther defpil Selopy, giessages esiecF to a message
sgr%raa[o%&ﬂ{t ci%{iie\lvﬁﬁ g %% s?%&fﬁ@ﬁ!ﬂ? as 4 Bdmy 8d:aFute€H dffi6e computer

eS8 fetwor ual - nrode networks that can
il dngaad thewsece samobitkedevico®hamé rdireeged Towethe npssage server
same phys ations. nbi ned dual - node
4 de ﬂkﬁ’rfk%blierf%"lfagi'sﬁﬁgheé{raée §5¢Vffmited to, (1) Code

Division Multiple Access (CDMA) networks, (2) the

G OURG s ARRGS Bt thM@» édlﬁc ﬁfecﬁéﬁ@slﬁ&ﬂﬁﬂh@tﬁb %ﬁv&fa@dmg M?)ﬁlle‘ssages to
ComTunl cations d the General Packet Radi

t]ﬁemzbﬂrede(@ﬂﬁ}) th@tm\essa:@ 15, QBpQﬁﬁ]@l}( zp,;ramslﬁteg} @r reformatted version

thir ner |on net
there 1[s %Bs ateézv . The V(’E%é;} n| e/ %0 1ncfudes a

sk dﬁoﬁ@éoﬁ@ﬁs’mmlr@l@éslr@ﬁﬁor@ms e I’Ihe:(eldkiﬂiﬁectloﬁmmld bt tieegrated

exanpl es of data-centric network include the Nbbi te%((':l'w
Seadces IgitoloNetwarki(1E R, Iams RetamatRelasanreiafs Rng the TCH/IP

%d % m%gﬁ{ thg Uit eg§ ﬁée‘& 21%@? tﬁ@fei‘iﬁr“&ﬁrrelé% hé{%r ” ig

nication net wor ks
1&%Mied&6 AndtdAhesesdi ffemnt t@ﬁesRifGiethorks t]ax)sblbemg (di) éaga-amtuf: wireless

n%t&é’rﬁcfpﬂg Ve eAEC ARG DSBS SO BoL BTG AT et can
f}%ﬁ!’rﬁ £5th vOile oY a%@\mo%f ﬂl&tloﬁs Vser tﬁéjﬁﬁ{ félﬂl Bése stations.

to the system utlncu
Gotabiasd 36hl-neodeatiweanks irmhuds, Mazé)ﬁxﬁ/lmme, (1) Code D1v1s10n Multiple

PCT/ CA2005/ 000060 45 dev dl
il T e
h@%%l?@oﬁ%nﬁdaﬁaﬂ ﬁd@M?bl’ﬁﬁﬁe @ﬁaﬁlmf KackéOraNE SeHfidd (KHP(RS) networks,

€ communi cati on devices 10 As descri bed above
dnd (8pfijtute cnmrct;gemratmnF(Be) naxwoﬁtschkezrﬂemeéééatmataﬁwfor Global

f | Al h
g OB S AR SR T STRRRD 1R, s
&iﬁec’rcerxgﬁi)?ee Q)? A& e REvARRAIEE the MRiRT'KR allidWNetgork and the

rent topol ogi es,
DataTAC Radio Network Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

FIG. 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices. The system of FIG. 2 is

substantially similar to the FIG. 1 system, but includes a host system 30, a redirection
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the network of FIG 2 is useful in understanding an

automatic e-mail redirection system nentioned briefly
wahosa071BBe central host system 30 will typi caPCy/dae0m@/000060

corporate office or other LAN, but nmay instead be a

home of fice conputer or sonme ot her private syst
prgigeame 454 mohide evdesedie §5.c2 WHPISE WREHHEY, H%W ‘Pfﬁﬂr&ﬂ’%‘ﬂé outer
o ' comfittidaRen @Bvices 100.
7R BRGSO Bfo ot B
Alshiaécrivetl ab@s it Renjumétion with EfG.ae #1602 raphesehio sn oggryiasyof a

R e P A b A
n{rﬁo‘ﬁg{dF g%ciri‘BQd Riretidhay bd SiPtick kORRWMASKIRK UM AL, differedt topologies,

conmuni cati1 on device 100. Al though the |
theatitwenktdfGHGP2 tgrsaful asundsrsiansiing apautemplise-gailgadifgedion system
samne chi €.,as t he message server 40 for ease of
Hﬁﬁ“@@‘é‘{ﬁrﬁﬂﬁﬂg’rﬁ Yfere is no requirenent that it nust
resi de on the nessage server. The redirection program
45 amnthe chiteal HBSSGEMSIOr Wil tygiGally be 8l esipgratiofiise or other LAN, but

co-operate and interact to allow thhem?%aqhi ng of h 1
mayfigyieat heomharae RIS CRTPEIFT EIPMBRFIC RN Fstom where mat
nlle@g'%%%g Lu%tﬂeg‘{é’ eécngeﬁi#'é&d Wihh HRMARY QAR thatiRSsage server 40,

conti dent on-confidential corporate )
rinnfing omborne cémputer witkioithe Grewsdrofdahase systese tthatjagts2g the main

i A5 60 BBl LU, TR S o

F36! 2 WRE fodfrectiBhprBErahPamghables kEfreeaomoNiata #8685 Goarthe server 40 to
United States Patent 6,219,694 éﬁ"t he 694 Patent”
3|

aemobitd eenm@yicatiomdatiige Y89 Adtheegh thg sediregtiomhprostaat f‘%%?’ shown to
From A .Host System T ' 1 ian: .
SR L R 0 SRR L on,
rbGEHettnt Dhat enasRseea thé mefiagé ssvanThapelifecton progomn 45 and

ril 17, 25 2001, which is hereby incorporated.intaq.
thireneprags serveraAYsire designsd 1o VOﬁéPI@F‘eﬁ%@émeﬁ%‘FF@ agt?%the pushing of
%@%ﬁg@gﬁ) B URRis 104, SLER iflﬁ%l?‘ggh}’th@ RERREAGh program 45 takes

on and encryption tec ue' to deliver all ' .
donfiesral nehndrecanfidehtidl eoevite mfotmtiondbf egptecifisl uper and redirects it

L R IR EN e Vp—
tﬁg {iiﬁ%p{g?ﬂ DR 45 maly DR SulEM tﬁ%odﬁ'ﬂ%n@' dsfE Mt Wiieed States Patent

getting information O to the nobil e device .
6,000, 69N e 69 Batboi”), leotidledeB yistehpandaMiethed dor Rushing Information

nobi | e_devi ce 00.is. ugh a port. desi an ,
e 1o even T DR B 25 B 2R shared
Beshatic Qbrdy Knd REQIATBhORssREDSBiBe afst@Papdichismed Aatil 17,
initialization of a nobile device 9 WO 2005/107133

T, @ARGAShaebYBGorpbededinththe peeshpispplgasioahyIgiegsncg This push
conputer 35 within the st em.30. ' . .
e Sk Tl B YL S0 o at TRbSpion tctniqe

el 818 &f&%ﬁ%\t\@%%@ a nfobileldevies, thireeffdctfely ratchding tifssecurity firewall

shown in , this may be acc,orrPI i.shed through a
toi ineluds eackimpobile device 100 associated with

he host system 30.

As shown in FIG. 2, there may be many alternative paths for getting information
to the mobile device 100. One method for loading information onto the mobile device
100 is through a port designated 50, using a device cradle 65. This method tends to be

useful for bulk information updates often performed at initialization of a mobile device
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router 75 or through a traditional Internet connection
95 to a wireless gateway 85 and a 5 wirel ess

wonbesastssict ure 90, as descri bed above. The coRCEfEA2@15/000060

a \é\ll reless VPN router 75 is newin the wireless

i ndustry and inplies that VPN, ti d .
L s S AN G A b B mai
n{)é oAb Eatd Ox Hnge RRE-RiedBMishEy @leﬁss-rﬂé%vclﬁ’r‘kgr% Bd1lviet the

b
using a wreress VPN router 75 has only recentlly
ilfeemtiavaidsahben amBIG.Q s bey bsedconglished Hgoughg wireless VPN

I nt ernet. Pratocol. .l P). Versi 6,.(l ' '
BT adE AP P LOgtbpr ot REmipt 3R BhEleER IS end e
wWileR¥E HraSReualR JPaPait@ssiabot e ljﬁkdd':cﬁﬁé}it &R wikled Orms souter 75
to every nobil e device 100 and thus make it possi

istrevpinghe wirelsssrindngry ansl imphispihiaga VAN penseqitnn v dzll?ﬁ%s?ablished
tine. . A i_ngi ' i i iy s
b Ayl AL AT Lo Db St e Ry

o£ 1RO A Shtelest VBN tdutepds hds omlly recntlly beeroavaéplale ahd could be used
85 and w rel es frastructure 90 t

W rel ess ]%atevvaly I ? ' 0
wipen ascee JRisyPR TreioReil oYernionIod IR WOy frdr e it U e wirdless
netwtRd! ’ﬁﬁ%{r?%btv ggﬁg%éoq’ bVLIJ Dg)fgv@&é)énoﬁw AddPebs t@%il%_ﬂicate an IeP address

tagram /1P connection to deliver th
toressagedilddedct 1§0 sral thhemakbit ipessilde ite pushGaformatien to a mobile
wi.rel ess VPN 75 |s .not avail.able.then.a |.ink ¢ .
dprieed LR a3y trec A aripgoe e amaRe SRR T ke is
112 & doftfd e ANhrhassHEenPN esmpbiked tBROV ouldndt h&uire a separate

automatic redirection systemof FIG 2, a conposed .
vdrahass gatewsy 8§end syirefags ir@@eﬁm@uner?@ te bgapgd. A YdaY copmection would

. toth . :
opeTEr e T nERR SRR eaf (ol UsBEDE S B Btocol
(BBPYIP SofiRAiib et dediRet Ak Bfesigas €irddily to iirsnelgte dévides 00. Ifa
re-envel o%ed, as indicated at 80,

. C ) . and a possi bl
et e e el 5 e psksqmon
t hen,.be a I, e 0 e anrl. g . Inthis
CWC’[IO eggad]ésslg Bg?lkaéﬁraggéi aghgﬁ%%%goggvi ce 1OIO are

no |l ess secure than if they were read on 25 a desktop

wor k9 @itd mlﬁumegﬁ%@ﬁm\wmhhnoﬁ &, Ri 4 eovapdsed Akthail message 15
messages exchange etween the redirection.pr 45
leaveng e errti] eaderell) EevanR) thi BREPaRIYY TN %ﬁilgrfﬁg’%@%@y the
rgcﬁpe%ﬁéfggqugal% 9800 Hﬂaurﬁobiﬁ{l%gf&ggggp s 11 rddHeptiOnHaREs place the

envel ope 0O mal ntarn ressing I nformation of
héyeager 150k nakbnvehgrdges iediceipd at 81k anéngessigy aneprietrsy compression

[ ! d . Thi Ll )
CEECA TR T RETE R R -
m%ng%QS bgf?lég"bﬁi &h ﬁx@ A&ile@elict 160 BRI 18ssieBlire $haAa5 M9 Rvere read on
address. Ing t | ad t

e user's e-nmi dress from he

anddskiop whekstatéonl@oh ab BHwsthithibe fieewdll el messagge exahanged between

ppear as though the ssage , ori ginat ed f.romthe

G btieo faumpapriigR pa e S e Aericr R BifidRl iRt daorsaee
&g%kaéigg Y@hﬁ%éf AQS3B AT ALORS HRE1B0O is thhdintain the addressing

reference back to the port 50 and cradle 65
infrmmetion of thy otiginahmessel¢ pxceethe gender’s and the receiver’s address. This
allows reply fnessages to reach the éppropriate destination, and also allows the “from”
field to reflect the mobile user’s desktop address. Using the user’s e-mail address from
the mobile device 100 allows the received message to appear as though the message

originated from the user’s desktop system 35 rather than the mobile device 100.
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100, this connection path offers many advant ages for

enabl ing one-tine data exchange of large itens. For
wohosaozisdl | ed in the art of personal digital PCT/CA2005/000060

assi stants (PDAs) and synchronization, the nost

common dat a exchan ed over_this link is Personal . .

| nf oNYith sesnenreianks fetbe pert SO a0y cerst g%éonf\?\ﬁté‘ﬂtyké%ea‘i’?a@ée device
166’ h1% Q?nﬁécg&{l Eéth %?fel'sl}h%yﬂﬁv%nttagébdﬁr Eﬁ’ablﬁﬁg loaé Gighe dafla exchange of

in nature and requires a |l arge
ld@gmﬂl&mﬂt Fot ﬁlogfeﬂ;klll@hnidﬂe mhbﬁp@rlmlahﬂiglﬂa]eaSSld@deBDf@D) and
e used on .the r,0ad., Thi

wh :
sg}cglgpe%@gtlegetg\e mast gEen d?)ta I,eé%l%agged ?Yﬁ?%ﬂjs ?mi( ?4 Pe% %Jﬁlﬁl ﬂﬁgrmatlon

t @th 55, ¥en bkdham @f@%h@ﬁrsﬁﬁﬁﬂel‘tﬁs datal?éﬂ?ls to be large
spegé%?{c?%?\%ate key, tnhe Cergtlfl cate (Cert

1mq1ﬁant1t:m tulkiyen nameﬁr andrﬁe@ams aplesgs @aﬂﬁl‘ﬁﬁﬁit}ii? get ?ﬁaée? QﬁB dhie mobile

dFﬂge i@g}? L d}ée%%ﬁ{ e\??ll(l:l)é S%Sag Iﬂl‘a.ggﬁag/ eﬁ&) Be@ed for other

pﬁﬁf&&nﬂiclddl/ngmﬁlrcgnq) APt venel se‘oaﬁtyeknyeislﬂl sach ad 4n $VMIIME ThBGP
Cert and CRLs are nornall exchan vVer. su

oo o v et YR EE el ion
Ll%%}%éCRESJ tﬁ%q l”t‘h‘ggﬁvg‘@é Ke ‘;r’s @r@f’é ﬁﬁ% E}@(fha%é\d %ﬁhat'?ﬁ?dé’s‘kﬁbp 35 and

secu ods
mdﬁﬂusdemae @60 ahatry pne:pérscmht;amdmnennwmoctfortah@sme pll mail. The Cert

attenpts to sec

PRI QoD G CEBRAURT o ThR ey BBy opgy amount
ofthd d&tfmﬁt is %qd?i%ﬁ%y&ﬁ@ﬂ@h&,nﬁ)? S/MIMEUBEP aad beieppsblickey security
sen nmessage by selecting a Send option provided
ngthadsnmessagi ng application used by the user. The user

may indicate that the nessage is to be sent securely,

for 'dﬁi%} %n\/lgs’trgpe\é g%ﬁ@&l%%ﬂaﬁg ih Wi ﬁéﬁ r@ﬁ lth G&d Ofecure

to 2 SSages secure ssage IS

th&sBR t6 VAt oS B Rkipientd eAfras:sva@Iomgg tl&qombssagd: armhaddmssmg it to one
a Key Store for certificates (Certs

cs T STCIRIARS, theBschREFBLS t9 porg e rieStogt B 1l g opton
prcr}\?ldgﬁa%% Q&&?ﬁ%&ﬂgﬁ@ﬁﬂq‘ﬂ] ?’B& frleQfet. MERdARSF mbP Rididute that the

requrr aval e” and that the nessage

AeRNE is ebs et seacaly,ebyinstantdi by comir';glp‘mgrth@mess@gmgg@phcatlon to
woul d t hen have to se t he nessa uns

avawrishd mssages AT gﬁﬁlheemr:%a%‘? AL §e%‘.r %X’r%? gessaging

a%g)ﬂgéé{& &Q&s‘?ﬁ G re foi cbifiichRs tCer) Bssovialetl atieeach of the

t he ssage may be encoded in accordance
mcﬂptentsh df aCertds potedfveilgle dbe mnssagmgepphcpa@ﬁg mrptlfl@sathp gser that a

saRrecHoRl s Uiy e ais e ihe iy s Y b e S the
r%@‘ré déﬁ%t Tﬂé?s%%ﬂ%éﬁgav@ A SRAUBS nleYsagellifkRBlired ot Bitdrit to

er's 1dentity contained in the enc ted nmessage,
&mm'e tltdneqme&h@q& ey te sewldegithe 3@ssagien é%/ 8 Gers are qyallable in the

FIG 4 illustrates pre
s bl AmireBD 00 F <Gaan A Skaive MR LGB pffnfhoes and
ﬂﬁ%ﬁ braf QHIRES €S the rE@ﬁ%ﬁ‘@ e HowveS &N dne o8 Atrebf e ICGerts are invalid, the
recipients using a
recipients may not be able to decrypt the message and consequently authenticate the
sender’s identity contained in the encrypted message, since the message was encoded

using an invalid Cert.

FIG. 4 illustrates a preferred embodiment of a system and method for sending

secure messages. The user composes a message to send to one or more recipients using a
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WD 2005/ 107133 PCT/ CA2005/ 000060 nmnessagi ng

application. The user then selects a Send option
wonresiideid3by t he nmessagi ng application in ordecTiaa2005000060

initiate a nessage sendi ng sequence. Various nessagi ng

appl i cations provide the Send option in various ys, .
m@@mpphm@gh The usptthernselerts 4 AENdeOPtign PEOVidehRnhe msispeing

r.ovj.ded t.h

PG B0 TR ARG AR, it esRife

apFIEaaghy 180 fidp iccSdndaption evarjuue mgsisutloasrtbrcmgh\ﬂa oftipn gvailable

associated with each of the reci nts. There are many
ORAFEFHANHPER Rrﬂ%‘%ﬁ‘%@‘ thedpess3eing gl?pilc?th(ﬁ} t he nessage

is to be sent securely. The user nmay specify during

eSS 3B e GOMRAGELELMaL thetndsfiBe IRHSRHGcbEely) tHRen e aging hpyplication
sent. Alternatively, the user may indicate that

thneaxe@eés antrieive Gierts h@OW@@éa’gthw@Cb ebtiecaeipisats. fere are many

AL Y el St Pl ool TE A0l e
R spB& RS @lrhgSheisage o ttivartha tiemaatges to a setc'ﬁrely sent
départment assocliated with the user f{(@g enforce

Aé’@@mtm]}y @@msgr)m@ﬁlqdpp@tq]tbgtgg@qsggj:s L] fl}e(.messwgg é]gg}lcatlon
f'&ﬁ& %ﬁ&a sB6 %‘exit%e rﬁ%a [E%testﬁﬁ:t%@slsé/ge addfdds &6 Wetthiv

C|e are oaded periodically to
r@k&pﬂeﬁt@ sheuié hhm/s rnse lsedueelyl seritchs am)tlm ann@hvet, lag IT department

nmessa 15 application ma res he requ
a@f@leta%e%rmgh e 118615%@}' PIHOLCCIASPC ity |P8 1?360 &‘ﬂesls%éng apphcatlon

pr 1 g%é]sg.%ge? 9}2 %\%@rberk%ﬁt s%&‘ft%n@z -Sukch sédﬂlﬁt}gﬁéﬁcwssaw Bfpically

ore saging application
dorvataded pérmduﬂlmtevlevmdrsesucle guinpbife Garicesl on whichdhe messaging
encodi n Hessage In order to retrieve the Certs,
applicatign rﬁi} Gppl i cation may query one or nore Cert

20 services that provide Certs to applications that

r equesfe (bii8Red AstsaRaEdafRhein 4 Rey Stofay whighahe messaging
designated certificate server provided on a network to

apphcﬁi’qlonﬁ]gs aesssadi thy Capisinot piepest ihihe Keycrewe, thepaessaging
Eé’r{l{oh&)%%c%e etrg\ée rrlaetve@qu%lﬁfé%r@etrﬁgm%}( td Qﬁohfﬁg the message. In

the u or nmay
&@&rtétr&ﬂe‘&é’th@ Cehtis[ tHe pRESagirghdbliutioningesquene meﬁmmore Cert

services. The list of Cert services that éhe mes g ﬂgr
sppedschatisvidafersioclicatipnp habreauet gy r a%ﬁ"%@ there may

p? gc\q/esb%lgte lc‘éxff%ﬂ’éa‘{ef\%)gy o IHRHON al G SRGY WHich ﬁB@ |rﬂe‘§>¥ag1ng

artnent aSSOCIated W t
d-p?ﬁéaﬁo'ﬁhﬁs hd:&tss OT heCGenrtfi fi e Sﬂrvmmaydge dperat@hlboetiheﬂ"ﬁ d@paj;@ment

reference, as so Cert
qsp%qt%wf.th); § ¥S5F OB, op,e;a $ Jgﬁrﬁ E%DHI'OYIQGS such Cert

Aabdsa kilhg hgpoﬂg&t Qé‘rvﬁcgsethglech& m%§§ r&%phéﬂﬁ)n@ﬁﬁ tacdeSs may be
retrieve e nessagi ng appl | catl on,
c&inﬁ@ﬁf@dtby\tﬁé yser ot aftarnappdly choughrthe hmunbepthef\pg@w@g} pythe IT

anel b o 5 18,20, PP Sy St in s of
PRRIGRE, SFN¥NRTrEAFNE&hrE foRDtrERG BriRy haR bitee Mf the requlred Cert is
available on one of the Cert services, the Cert is retrieved by the messaging application,
or alternatively, by an application that retrieves Certs on behalf of the messaging
application. If a plurality of matching Certs are retrieved, then the message may be

encoded using each one of them.
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12 WD 2005/ 107133 PCT/ CA2005/ 000060 Once the required
Certs are retrieved fromthe Cert Services, or if they
woernws/1afBeady present in the Key Store, they nBETARLGS/000060
to be checked for validity. The validity of a Cert
may change over tine for a nynber of regsons, sgpﬂ as
they were

i £ t Macpfhoragueraddyerisase sdiatcddromp the CHeSEHCES Rh
aftQIR" pgggeﬁﬁﬂlqgg{(%g g?or@,’ac}{tar Q5 hfaecf H%eBELkel FSr FIARYY The validity

exprr nessage application detern1nes_that
of h€efandyschayeovmtinteefon a wainbeiad fadasoos, saclpas if g profate key

aggggtﬂdté{l]i%t ]%réeg@\é\éql %o?{]%\é&ptgg irﬁ,g%;r\{qfa lglﬁgnaqtrgld thF El(;ei‘t hgs éienmly expired.
Iﬁﬁl@}rgagsétﬁﬁ aﬁﬂl‘?&lﬁgﬁi dBRFhiRdé at th¥.Cerds thBvd A& bieer Valttaeddt fgr a period
y

set e security policy. |If the Cert hasn't been )
of tiniegtie €tbrinintiHihave todbesyadidited.c Boprsaimmde, thawcwdiypoligy may require

H d d n t | n , t . . t . . .
tlgag?lz,lremeﬁrjl%as B?S ?}%Fﬁ?dopeglgogbcgﬁgf\%% Eh%&e%ﬁg@l%ﬁz %ﬁ@ﬁ}lg ’sectuﬂ’g/ policy.
1f0e \GRk sk 'Y bedn ulidatell within he spbefibcperidds theglertis CRisidered

through a Cert Status Provider that the nmessagi :
“siglsti wdho Halidity Tue sebedetprmisghen oo asea i dirt. Syuedly: the
Pr. oVi t :
PR} SELCTR RSB D RERB50 Y @bloaRa0aebpgbrbaier

thd@essaging abplicaGen carswassd Iheome casesthbe CortiStatus Brovider may be the
erform ng any, enc

SpHe SO e Y BSR40 BAIE IS ML HgP T HEY Leds Rt Ald,then a
vﬁia ?@%;sﬁoﬁlg beebtibfdEpridI90 HEbMiAS adpertolibiiRRG inkdmetion present

rt cannot be Tretrieved, then the user is
ip thes@ert. el thistchsea theapessaging epplisatienpitenys falickrjeygdhe qerts as

Certs. ce the required Certs, have, b : ' : .
R eBa Uha GrECay Ry o Rshh AR SR i ep USRI P option
t@ﬁ&ﬁggttbl?@tﬁg@@%gﬁ,rﬂgsi ng information in the Certs,

such as the recipient's public key. As will be

under st ood, the nessaging application may invoke 20 .an
app! i @aaeitberaguiaed C@ﬁ%gﬁﬁﬁlj@lﬁ edrievedsad f"éﬁ){ﬁt?‘ﬂ dhespgssasing

th rocess de ' :

BaleR BT PR | GloB B dnsglep hgFlortath Bihe Cor such as
{66 Fdospibrtisl publib&By.t e wils 8 undastobd themessagiigtapplication may invoke
intervene to locate a valid Cert using other ang. If
aprappEgaftoarBatdn OTHEVFRIHS Derform destiensdn BiePragess g%e%’é‘ & hpve:

on tshhdl, théeth
LGy SR B Bren AN AR Lo DAY T el hPthe wser
Bx$berguitadito Mty linids/ede sclocdted valid Certwising offieer means.
apparent to those skilled in the art and as such are

For ~ eXnpiens B0 sHskads G Ra Brerugap e rued SET Y Myt example
;%]J?learg hoGhedt g; fai'ﬁ%itstﬁ@%pé Bf tHREnRInA6ES Bk veleg ik BEthe systems and

erern my tered,” nodified and/ or augnmented and
sitihblls deshiibedeatiole wilk e pppirenitie these skiledinghe ait apg anpich are

t he, t d t hod i scl d [ .
L S 0, LB et OO, R g
Mat\deb ! RAThATALT 6F 1RO SRPNARE hRREssHfPMdeB@ibed herein may be altered,

modified and/or augmented and still achieve the desired outcome.

As another example, the systems and methods disclosed herein may be used with
many different computers and devices, such as a wireless mobile communications device

shown in FIG. 5. With reference to FIG. 5, the mobile device 100 is a dual-mode mobile
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shown in FIG 5. Wth reference to FIG 5, the nobile

device 100 is a dual -npde mobile 13 WD 2005/107133
WOeCHs3023805/ 000060 device and i ncludes a tranBCEICA2005/000060

311, a mcroprocessor 338, a. display 322, non volatile

menory 324, random access nenDr N% % é? Latil
degeeand iacluday @tralpﬁgglfvpb‘ﬂ[lp ag‘nlCI(O]?yQYFSS&é 3§ ad %y 322, non-volatile

n*?e%{drg B%E %ﬁ%o%xg Qecels xlﬁﬁ 2326 Ebn% Re ke a&ﬁﬂary"-‘input/output

mnre ess comuni cat’t ons
(BObd&ysdsenBSaﬂﬁ)anaapm 630Learked'btvard ész,wbswylsaréﬁé gairoghone 336, a

The transcei ver 311.incl ud a
SRorgrange press pammami R e e A oftcyfbe sgpystems 342.
| ocal oscillators 313, and a digital signal processor

( DSP)Th3 #anscERRr 38N RIS a 8tivansil B b&reﬁﬁ@ﬂlh&r amu Gaiht@mas 316 and
el ements of a nultiple-elenent antenna,

38 etfneraa bﬂlqre écrmbwdm@m%hmé a digyiod vignal nrﬁ%esgqrépéﬁ% 32 gThe

mat ho b 0
AR DRl oLEnMpE SR P

pESTBIAYR dhatiddded arkbnrtiey Hoeever] the systbink endimeitods §8@ribed herein are

preferably a_two-way com’runtcatl on devi ge haifﬁg g .

iy Bp By Ipiiefed & %B@ﬁiﬁ\#?rcfé(?? BhantemianPT FYEP & Wirplf§s Coppgpnication

£¥appl e, the mobile device 100 may communi cate over a

voice network, such as any of the analog or digital

cellular networks, and may al so communi cate over a

dat a Thetmrile. deVive 108iixpreforeblyia teonansoniaunicatipnglevice havmg

!
S D R bR THIA GO, LOBAG M e dovee 109
68T GRLAe Bvae] Vb Setirsil) gudeRangoé tHerdnagtar diditat eellular
such as base stations, netmork controllers, .etc.
tvé@rkw may ORI BRI AR PBeTR EAiHBTEOF.  Bieaiice and data networks
3 {l?P %tﬁd in FIG. rl:an%g gb%g{l]lai%%&m? ﬁ)g%? 849 t ?h‘ﬁsg%}b‘%' an@W8ta networks

I'nc 20t recei ver
rﬁé;zbe §dp6ra'ter ansauitafondbiyorkb esing eemmrateinfmsirocate, such as base

oscillators 313 and the DSP 32 The P 320.
St%i%éﬁ@t‘&?r@} coaelicry o&5-qHahsy PaY Bisiplgireleg i & Sngle WitSiess

‘?Q&CGI vers 316 and 318, and al so provides control
ofimation to the receiver 312 and the transmtter

314 If the voice and data comuni cations occur at a .

si ngl Ehd tregosnedl1ds usdds ebmmpim@dvit}sﬁleswb’fork 319, and includes

T T TR TR
:;Zrﬂamﬁf@]ﬁgleBZ@lls‘hseﬂJ Lhdahd #bive sighalditd ﬁlﬁf £6ih the transceivers 316

requenC|es are utilized for voice conmmuni cations
andrid8sanibalso prowides central drfermaiond ébﬁpﬂeéelv@rﬁﬂﬁ agd the transmitter

ur.al.it osci.l |
g‘e elﬂh %écepﬂngnﬁ%f %OM?nl?arn%éggn%u?éga glggl res 161% h61 glgsely-spaced
debeo MRiEn A8 tHiéataaind WehlksciBlhfbr 318 fmuyrmtuSwm memiatmn with the
i ncl udes bot h voice and data i nfornafi on, |

worwen 12zmddhe sansmittertih PHieratiyRye LR ficayenpies are utilized

%or VOICQ %gr%%%nlcaﬁgn%rsus data communications for example, then a plurality of

local oscillators 313 can be used to generate a plurality of frequencies corresponding to
the voice and data networks 319. Information, which includes both voice and data
information, is communicated to and from the transceiver 311 via a link between the DSP

320 and the microprocessor 338.
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30 320 and the m croprocessor 338. 14 WO 2005/107133
PCT/ CA2005/ 000060 The detail ed design of the

wonrenssiozizser 311, such as frequency band, conpeaeiA2005/000060

sel ection, power level, etc., wll be dependent upon

the comuni cation network 319 in which the ngpiée

devi The dgail¢ddesigneidlatransceiperdd esuch@s fequensy dand, component

oh Sp eyl T 8lBmhtimalieh hBtwork 319 in

S%ﬁ%??ﬂ%ﬁﬁﬁégﬁ%%ggﬁvﬂﬁ%%#%%%k%P? anscel ver 311 desygﬁed
whidhGhOpebit devicd M yntefided tv apéretey Faf exavipdes a mobile device 100
_conmmuni cation networks, .such as the, itex or. .
iR RPN e SAF D AR BT GRS BE TP RO mifopgr 311 designed

v RESvaBLiS of volth ebBdfunfalBR hbievodey ke ab@Be Mobitex or
o e M BByl o

use 1 n Europe may be confi

ured to
Dapdal mobile datatchmn(unﬁzstmnat“@drmﬂﬁﬂ}é%tﬂglﬁl% SN Parelcte.s
he GSM i ge .co ni.cati,en _ net r
L e e R
WiIRMhEGPRS dhéhr EenmbtihikatzRthetd bk saad MOGEM deivé cenrb@fication

Dependi ng upon the type of network or networks 319,
netiworlacOthes tynes of d'céaréwf woipg petwors, heBisprareie ¢ne dntegiated.yay also
al vary,. _Fop. in the Mbitex and Dat aTAC
bagﬁgzedn‘@ %ﬂogbflgﬁogﬁ% gﬂ%levi ces are registered on the ‘
network using a unique identification nunber )
assoTieptmtingviipdn tha cyperafimietveort ev networksB18PRE agersa requirements for

net wor ks, . however, network 15 access,.i S, 2SsQcC]l at

i RO iSO geR WP U [ iR P RE bl TgaC e
ngt%\)(?r{ise, JoYIRIdERlcbyark BE4ERE of tRIRGERbHDRind Seiitrué Mentification
nodu en} “SIM

), Which is required in order to operate
namivebisseciated Wit each mobidRéevies. kb GPRS ¢rsanetyprks, however, network

non- net wot 0 nication functi L kI - any)

sises Boraropd ROGE hebenpr s el ARTe AP GPRY gpfce

£YibdllyRBquitRauBs dribef RiehtityQbbdudny STMN; ihaetsis ireyuidded imgrder to

conmuni cations over the data network 319, 20 other . .

ophrate ampbiledeiseon e GERSaetweky hegab A5 noRsely Ols corgggnication
rge al | ter. . | - he ; i -

oRgeg P ) SBone L Rl AERAM G AERUS gbil devieo will be

RapR e taty oluthay Faldtogs tevivigs dd@nomiyatidns ogerttie datd network 319,

recei ve communi cation S|a%nal S, . in |§dl ng bot h voi ce

odlred tlera amydegatlairaquirsdoiperafiant, Spchodsk s 1 5 1neTgengy £p RIS

received by the antenna 316 fromthe conmunicati on

net V\D,%ﬂgeg?é#g rr@iu?reﬁ %]lé{\/g(%% h&g@tfhﬁofl OF 8tHBkioR procedte S Ravébeen

provi I gha I cation, frequency down
oaiplaed itemobilé devican)0 mipthestndalderctéivn gomipgicatiemgignals,

may al so praovide anal.og.to digital co i on. _Anal

inefugng oot vaies ik dxoriems. oy el e Gl SHRrTs 4P by the
egx?({n?l %?@Eﬂoﬁi(th%%mﬁin@&hbﬁ RefuRic B1 DA% rotde Fo S rédediick 812, which

, ermgu ation and decoding to be perforned using the i
oG d82fdr signalaansplifidation, feaqnency dosingreaiersion, Blering, channel selection,
%t%ggrfﬁn%{j gﬁgggﬂvg qe%{z} ot 8rdli(gif?5} gonaxl/'é%i A %n%f‘o%ecg digital conversion of
the received signal allows more complex communication functions, such as digital
demodulation and decoding to be performed using the DSP 320. In a similar manner,
signals to be transmitted to the network 319 are processed, including modulation and
encoding, for example, by the DSP 320 and are then provided to the transmitter 314 for

digital to analog conversion, frequency up conversion, filtering, amplification and

transmission to the communication network 319 via the antenna 318.
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30 encoding, for exanple, by the DSP 320 and are then

provided to the transmtter 314 for digital to anal og
woamsansizen, frequency up conversion, filteri ngCT/CA2005/000060

anplification and transm ssion to the comruni cation

network 319 via the antenna 318. 15 WO Zgo%slé’%%ﬁ d

PCT/ Gradbiionagecessing therammencatipnsigglss & also provides
comuni.cati on ;s BlcBMind@Scatioh signals i
f?rﬁéaijilg%eéve% oMol ??ﬂﬁaﬁ@é%, Iﬂge gﬁgegglgtagﬂél%a BB akieh signals in

i'ver con gain | evels )
tiappebéies 310 a0 nimtrirsatifter® 1dingrysiesadaptivelh eontendletl vhrougi gutomatic

and the transmtter 314 ma tjvel y control

garrcoutnl Aeedhms illep{e&éﬁnﬁddaﬁ%erbfg$ﬁg?@o ﬁt%#&@ﬁ‘&%%éenﬁg’éd

| i be ThPRiechfcARS RIS 3EPM dr8ér 15 pad\ges nblyTs
aiugga]ltt%ﬁ% sod égi ﬁplgﬁrrer?t gd in the DSP 320 inpgdrder to
spplasticdeedroonizol ofdphiransceiaestllcont rol of the transceiver

311. The m croprocessor 338 preferably manages and

controls the overa [ i lis G\RVYAIE tion of
100, Ty RSt 3a8 BRI AhrBber oS v (VR Speration o

{EOMbBilOBHESTDO. My types ofhicerpnadessoes § mecrstomyber®Spuld be used
320 could be used to carr ou{ the functi ons{ of .t he 10

hefes po pitemet valy. axarele DK 320 Pl Rsseh {G AT R ERF TS of the
LGl leas! i G Rl @fLand
el 358, (AP RA B ificatfh G FRTTMONEM, o Ttast Bfan
veideesommittighiohg\aed performed itiratglothe Al 34kinitbaransseigpr 3. Other,

a voi ce commyni catiop application 324A, and a data ..
o hriRlrel Rt TOHCH {5 DB AL BR S5y Fe ppfialyatioft dpcation 3244,
AR M4 @nhehEni BRI ppliSAtbn 30U BEXBCHY dtéred By tHefi@n-volatile memory

li
m croprocessor 338. For exaggl e, the voice L
Rdnfonierecatioroby ths micthpresesn A3$raformxewmplee the Yiesrromuywication

ser, | rface aperable tqg t j ' VO .
e SHA el o RE htaerie lab AR ety SEGFtHBmit Bidifecive
RhiheLallN BbsReR thettabitdmsece 190\uing aplnidtytdfetie tvoie lor 8df-mode

Simlarly, the data conmuni cation nodul e ,324Bdg$ey
fEvioes o e hétglerk élﬁm Sitnilarlyi the gamgg@%qagsp@qq 324B may
sendi nqg.and receiyv WP B -mail
e RSB M Beob g1 Rl MR ARAS8ch s ma
BbGagesbaledraparting infolhhiton? Shaterek cresafesaetd., hefplean Hic mybile

of ofher data devices via the networks 319. e
drivigeck¥0sad avirabyfathes dpigdevises Wa g lilFth’a@ rﬁgevi c&he

%@ﬁ?ﬁ’f.‘?’éeresgg x338 ﬁ#’&%ﬁ%&e‘f i %@eéﬁ%\é%ug syt Zs!g’@&étrﬁ%@he afglay 322,

SeR AV 326! the3dRiliatyhiaputkeyino 41/0) 88Rysteine 33hehksariaBpart 330, the

the m crophone 336, the short-ra CO nications . ..
kaoybeyrdt3Sah thacpenker %}f&, tha misFordens Sgée, dhg shortrraRge communications

ner.al | ' ens
RO TR P TRl SOmBR) b PR
functions, whereas other subsystens may provide

"resi fent 'of tite subs;émvriscshofvummFI@)rﬁsperfmca)le}niggﬁe@-related
%;12‘?1%% %xgl‘éfea;g g]f S s§lstgeemsk r%)é}? %?orvcljde?"%gsige%g’ L0688 A¥ctions.

Notably, some subsystems, such as the keyboard 332 and the display 322 may be used for

both communication-related functions, such as entering a text message for transmission
over a data communication network, and device-resident functions such as a calculator or

task list or other PDA type functions.
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bot h conmuni cation-rel ated functions, such as entering
a text nessage for transm ssion over a data

woamsIn7isat i on net wor k, and devi ce-resi dent f uRCTICARE)S/000060

such as a calculator or 30 task |list or other PDA

type functions. 16 WO 2005/ 107133 PCT/ CA2QQ5/. 00006 .
Oper Qperaging yettemsefweisaised by 8 BIFTQRRRCE{E ng e agily stored in

3 3 8 3 | S | i S i _ m b
TRl SO SR Yo LG e B (Ohamsugly g may e
irPlenfeated) ﬁﬁpleﬂmplé,gaﬂ:,a Hlash rgmanpd @mpmseat, M adhttepncked-up RAM.
conponent, or as battery cked- M n Ny .
15 B0 Byibe QDAL SIS I ST et sk e RaS of i huobile
dbHRE 810 ARe Rén-%lﬁtﬂ%bérh&?/%zd endl6dRs 3 Phurality fRoAwd mbdules 324A-
menory ‘324 includes a plurality of software nodyles. .
3324 Ahat 324 b Eheatitcddy theméstepigeesiondBd® (gad/ay %&ﬁ%@%@swludmg a

338 (and/or .the i ' . ' .
VBl s A S alih e dondRER: 3248, andp plosaity
03 36Rr opeetichaPdtales BY4N 6r catriyitg cupephtralityalf ottwd filnetions. These
324N for carrying out a pluraljty 8f ot.her functions.
nTortdes arerpERgRied barthe miceRIOBR SO BHEd prRYidp? Biebales! gice
a rQy. - . . hical
AR Bt 8 e iR okt i
O'gﬁ@b}dﬁﬁ @gdzl/i@ﬂ“d&hfdugh lthe disp’r?:mkh tang po i/ dutph eugonepieprovided

i spl a , a nput ut co nent pro
i Sxtentlo B, AR HE el R g dpe. e

o?%rdating ekt it CERBIRRIAGYi3S BpplidaBonsaiahddul &g oSy iseRreof, may be
peci Fit device applications or nodul es

Qr parts .
tethporarity loaded ibt a valatiorstore, Isych asaRIANT 3t for Jastesloppratign. Moreover,
store, such .as. RAM 326 for, faster '
rees T RlsoPOH B O P st BT oRRY ol tp JRP beore
}%I\ekmnﬁryi&ﬁ/til@tﬁéﬁ% h il AR focate@ i PerspesniBtosdukly as the Flash
Iting’themto a file systemlocated in a persistent

meopey ¥dch as the Flash nenory 324. An exenplary
appl i cation nodul e 324N that nmay be | oaded onto the

mobi | & devl | | 16 L8d BRAALE Mmobil
(P a gRARE; Sl b RRIE 3R gLt BRIORRY s
@svialoongapesven isformpua mimgat @IManpplicskn praviging Phiss
nodul e 324N may_al so interact wt

. h t 0] C€& ..
SoentiBh T PrRleaIa ISR FBP I QI Jisgnodule 324N
1%191%%1%0 SRSt wil ﬁlg Vol B b n it Rfl 3814 Adrindragind ®hane calls,

0 ni'catton nodule for nanaging e-mail

esiaails atd. oms narychlat ntarad atith the date epmiumieation module for
Alternatively, all of the, functignali.ty of it '
oREIRG SR TORIPEIons 0 e e P i B ol of he
ﬁ.ﬁlcﬁ%‘l‘ﬂt}ﬁo 4 B0 1B YoReninitaB 61 8loadici32Ua dnldehdlidvh oodtiuaication

e non-vol atil'e menory 324 preferably also provides a
friotieleSPdBeamit e htegidted mtetheMrmgdules Pl M data itens
on the device. The PIM application preferably includes
t he

The non-volatile memory 324 preferably also provides a file system to facilitate
storage of PIM data items on the device. The PIM application preferably includes the
ability to send and receive data items, either by itself, or in conjunction with the voice and
data communication modules 3244, 324B, via the wireless networks 319. The PIM data
items are preferably seamlessly integrated, synchronized and updated, via the wireless

networks 319, with a corresponding set of data items stored or associated with a host
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ability to send and receive data itens, either by

itself, or in conjunction with the voice and data
woamm7isat i on nodul es 324A, 324B, via the w r eCELA2005/000060

networ ks 319. The PIMdata 30 itens are preferably

sean essly integrated, synchronized ng updat ed, Vi .
compuigh systamsstherby wisakie 3 Turroggdsysigmigr e fismaiamigciatqd with a

tenms stored or associated with a host 17 WD

P%%ﬁ@%ﬁﬁ%é{gg PCT/ CA2005/ 000060 conput er system

thereby creating a mrrored systemfor data itens

as s olaataxt objietts represpammg glbast puselly doodedstata dpmecassvell as fully

d\%g(?‘{egiépafljfﬂn%y are(fé%a lalégp I Ig%lpl lieh]glggg?g 1?(321%0&1% b%&tﬂ@%d non-

petsRi&GHl sQRe heR a5BRI R VIS, CSilcﬁQ@fohﬁat@oﬂ&ﬁhyatﬂs{e&d a8 dtol’@hn the
5 persistent store such as the RAM 326. Such

nonfvolatike inemonng24, fenexaarnlse whew plomee AnteRalssnteleivaly hert, such
rye324.. f t I

TR LBl TR ARE Lt oo s

thie mﬁféﬁﬂatfdndﬁltlﬁ@RHMSMMmthee woliatilel mdsoofpeckistéisweve is, preferred,

storage of thi formation i he RAM 326 or. ano

otk wrig IR STAD0R it S EPT S Y SRR e TR device

1@6 q@sres §p1tek}gr§tf b End Uil RIZAB Hh P ﬁ‘oﬁl St ARRY afnS/@fBred decoded
nDry e device 10 100 | oses power. Thi

oplpamaﬁysleecrded irefotrhationeydeparing af memouhthap fiomghempbile device 100,

stored decoded or partially decoded information by

fPensnly a nenory chip fromthe nobile device 100,

for exanple. The nobile device 100 nay be manual |y

synchriih@sit dvide 180 hastbesystlty Bynchpbragddngith b hosisystem by
100 in an interface cradle, which couples the ser

pening Beclewive dp@: lmaal nbwlape ciadlss BBIChRUPISS eSO 80 of the
Ig‘%tﬁ cﬁeg ¢e ll‘b e Serial) C})%%te(ﬁ‘ aXo YérCS stel:ﬁrb? déﬁﬁé iy Pl port 330

lsed to ena ser to set
REEAISs BOGRS tb bﬁiﬂﬂ@lﬂ ugdn te xét@raffaﬂend@\thagb an estefraivdevece or

s oo bR PR TR A
’@HS 5{/%1%8 d%&ln 0918 aﬁﬂn%ﬁ% ﬁ(ﬁh'tﬁ ﬁ)gh%.ﬁ el tl%lh?@}d@ﬁﬂ) @ device, which

€ secure net angi ng
i€ AGHOHP kéine mreﬂmdrmdm emhan@ng ém:rwtnoalmﬁasnatmwa kheppireless network
319. Interfaces for her I oad t.h
3ﬂr on@ggcqsrfog errfﬁ)‘g?(? é Hroa d@qadt g]ﬁe rpéblgei, device

1@‘&%1@& fohe 11?3?%;6%% tMehaﬁﬁﬂt 3§P chﬁ’éﬁﬂ’ﬁbl@, a @SE%%rt would

por t provide an interface to a simlarly

@quidp pa dntpefacedo al sirnidarfyueippedgeisondreampagesl i cat i on
nodul es 324N nmay be | oaded onto the nobi | e devi ce 100

EELS 535@3}25%&%%%1‘@%153 ér%)]dpheg%ggﬁu lgenllo?éje)ﬁlzqgltg% héie device 100
L%ﬁgﬂe L8 08RB1Y: thARGE 26 QURIHAHCHOI OB sRUD3I65 tlﬁm;.@ﬂﬂ}xe serial port

rough any ot her suitabl e subsystem 342, and
3305 ﬂabugdthbyhmw chmntnications SRt d4Pmardirpugpanyppther

s%ﬁ%le subsystem 342, and installed by a user in the non-volatile memory 324 or RAM
326. Such flexibility in application installation increases the functionality of the mobile
device 100 and may provide enhanced on-device functions, communication-related
functions, or both. For example, secure communication applications may enable
electronic commerce functions and other such financial transactions to be performed

using the mobile device 100.
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326. Such flexibility in application installation

i ncreases the functionality of the nobile device 100
wanawsnmayi3pr ovi de enhanced on-devi ce functi ons, PCT/CA2005/000060

communi cation-related functions, or both. For

exanpl e, secure conmuni cati on appl i cations may enabl
30 elWhen brinobslsiderice 409 irRneraing 1aA daigrRBIn on mode, a

fina NGk

rhoshe il R BRE R G PR P R Rl B B e s

Ak sdeiten mdmty 3 dgld\ﬁr@\&d&ﬂ@ th«snmqmepmbemq 3318 whcténpxeferably further

conmmuni cati gn pode d

RN ERE S R M R R —_

thé 81@%1%? BY£lor nﬁ%a%v@ LicAth RV detidvitet328. A user of mobile device
ocessor 338, mhlch preferably further

mnmsamscmmsc deteiitead, sichnak-mail messeses vsing fydeyheard 332,

G558 et PEY Rumb Bl P B SRR o Be TR e
a@t%@ug}ﬁbtﬁ&%yl% of&%ﬂlae dﬁihbﬁlﬁneri&lﬁbyﬁaa/rd@bwh asmmmn DVORAK

data itens, such as e-nail messages, using.t

skdy [mtsna&soé@glsed wWHBr AN t@]&l@fr@pkgﬁ dj,avgze d8fpd félftger enhanced with a
pj\l(?tﬁ@/ haug{lh Iy G DBRRAs !’: ‘évh%f{ mh{ 1r{cpﬁih e MERIN WAL lifput device, a

styles al phanuneric
tK@M%@@,fdjﬁar&tgcdsf ﬁ&tchb@ akm«m 1@\1@%&%& sty [Thewamnpadsiolateitems
.Userlnu tothe evice 100 .is furthe .

BRI B SR HA DO RO TR RO e Re L0 va the
tﬁ%@c éﬁghdj@gul ncI ude a thunmbwheel input device, a

ouc a variety of switches, a rocker |nput

svmtch etc. The conposed data itenms _input by

user Wﬁlyn thesfnolbh; devingdf0tis @Wr@mlntaﬁ@lwmm@gqtyoaﬂnode the

net Vl\f r kegaé%)%lgoé Fi %tvrl%n %@As‘(a%aﬁ? gﬁﬂlﬁlr iithe quﬂodé1 xcept

t‘hmv&?élgﬁlb e gesfetably be](ﬁltlﬁlt% EHeI spa;rkef 334 anl aficd $ignals for
nobil e device is substantially simlar to the dat
imgmissioncisp genergigd by a supkpphong @ﬁaﬁétela%a‘év?ﬁ/@fl%?’éw@@ Ko

ﬁﬁ%ﬁ W o Quili SPRSAKSGEssRss r(s:@@‘am ?ys?én% gﬁée)ﬁa?};t)d)ﬁe implemented on

St ST on are gener a m CT op
e hebiletdeviee 100. @elttmugh ydlice oitélﬁﬂle liigﬂyl&mkpm is lsnﬂﬁlahiy, agcomplished

di
&%&m&gg& S pest AbbiheaboY Ge2 i ASR RSP RBYide o0

81 10%a ?f i %&%ltl ap f&éﬁléﬂéépfff{h% Bd%PAt%ﬁgﬁ‘ g%egﬁe% otﬁé}yvmce call

alaed im@om&adnt Boipexaviplks tenmionahroedssa@rd38§ intdosjuindeert thb the voice
of a calling party, the duration of .a voice .call

GRS eTRRAP 204 e APSER IR PR BReeRBRY dethghe Solle
1B AL AR Qﬁfeﬁﬁ ucif%ﬁ%cdlﬁlng QBicHREN hNdMpiaP ittdAehy ispRy 322.

conmuni cati on no e and operating system
software, nmay detect the caller identification
i nf or Amhlodrramge i oatomg swslystemci0)is aliel inglugler &g themobile

gg\gtg%,hfq %ﬂggeg? g%(? {Snrq@ IHECE od&: 30 r}ﬁﬁ%r%d %ggg? R EAELARRA circuits

and components, or a short-range RF communication module such as a Bluetooth™

module or an 802.11 module, for example, to prov1de for communication with similarly-
enabled systems and devices. ‘Thése.skilled in the art will appreciate that “Bluetooth” and
«802.11” refer to sets of specifications, available from the Institute of Electrical and
Electronics Engineers, relating to wireless personal area networks and wireless local area

networks, respectively.
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devi ce 100. The subsystem 340 may include an infrared

devi ce and associated circuits and conponents, or a
\VehGMWMVBmge RF conmuni cati on nodul e such as aPCT/CA2005/000060

Bl uetooth'*M nodul e or an 802. 11 nodul e, for exanple

to provide for conmmunication mnth simlarly-

syst &he systany] apd erzé’ého&m%@n@m eIstged 1R quyeT Hqre aﬂaﬁt"fes The
GREELRS s SRS B SR8, R gt
swh dsRecvy Rcml Eialsh méhent, prograsmifrpylatesrusiures ngrmgﬂmg

W rel ess rson ar.ea networ W T s | ocal
ViraHes, Hot N REIed (e HRBeRyEFS Oyt D (055 b 168 O genizing and
stjégé GA200 3490008 Qroths SME&h&FBor A6 JTRipHes SeaddBleamedly for use
e ored in oné or nore data stores. The data stores

by arotmpuiet progmam.di f f erent types of storage devices and
programTi ng constructs, such as RAM ROM Flash

e 3] BTHPR P, BTG GRyBERLGE s ofcomptr

r&HEBIIE inkedidf 1@61@&&1% doatputts etorageanerhanizing ge. anGDER OMrdiskgite, RAM,
data in databases, prograns, nenor

flaghpamery. camaaist e hasdgiriyes gie-) that co mdnﬁﬂ'ﬁiiﬁl?seﬁor use in execution
b%g@&%?%ofre er?éﬁ‘ﬁ{ ﬁ“l@?n s gﬁ% Bashs TBY iBFleRicRVine 80kt&fs described

rent types o uter- readabl e nedia
here@d. udi ng conput er storage mechani sns (e g., CD-ROM
di skette, RAM flash nmenory, conputer's hard drive,

etc.) that contain instructions f t

10" by CBFBBEE SEPPYY e F DTS Eivd ey HBELI g B sy ures

d@%bbm%&%ﬁﬁﬂﬁy bE BorséEled WerebtBSE ihBiesttlyhe egdhrothetig order to allow
onput er conponents, software nodul es, functions and

thmﬂawsnf date maeded foribeisopbrationse rlbisrlseeiptesbihaimmeg tlg gr processor

di.r I ndi rect |

S O R SEL bty PPl R ol cnt

iRbfehARidedr &Raipl@ad@slibreutife upitadesdglor A5a sofolarddendbiot unit of

IS not limted to a unit of code that perforns, a

cgdet tonas an obisetdes tran ehiertwaisnisd Pasadigmdneiissd apglets or in a computer
t or as a software

S]GIEIP' 'C]E?%lﬁge? o a§ H.l?d’tﬁé{' tg}geeo%lrﬁéou?ér cS@% ect (as in an

obj ect - orlented paradi gn), or as an applet, or in a

conputer script |anguage, or as another type of

conput er code. 20 WD 2005/ 107133 PCT/ CA2005/ 000060 WE

CLAIM 1 A nethod for sending an el ectronic nessage to

an identified recipient using a sender system the

sender system conprising a nessaging application and

t he
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sender system being operative to access a key store

for the storage of security certificates associated
woR0ds/0eieB pi ents, the nethod conprising the steps/aaRo005/000060

a. the nessagi ng application accessing the key store

to determipe if a securit certificate associated

mﬁth\yﬁéj”%ﬁﬂiified recip?ent is present, b. on

condition that a certificate associated with the

i dént i f Aedethed fasisending an elepteerupmepsage Foarkigdyntifies gcipigppusing a

nmessage_appl i ' i evi . 83 SEGULLLV: - .

Corti i SARE SFRbl Ak delbts SUBLOhTISRE e R bpitication and the
whet her sendat éyd@ii Bsin®bpdrintvertotaciay eftey stotd for drtseorage of security
required and, on condit i,fgn that said valjdation i % £
requi r eeerifipeT SR Ph ItRFBIPIERT BR GRAUAGIRPring the steps of:

certifigatfe m\ééﬂa.??l ;abgﬁcﬁ%ﬁ%gc?e%sing theQfbyGRie kg J:ié%ﬁm%iﬁegif a security

there is no secu ertificate associated wt

i denti f i ecertéfiviafs aspcigfedwathithd identiftedaccipipnbis pespnt,

store, the nes [ appld cation.accessing .0 TR

Tor e cePt 141 BRAGORARBEIoGR PRt eV AR o BY giptent i
certific atﬁe@ﬁﬁfﬂ@h@k@dstw'e! theto@sdgdenbliédtiod réteielipp et said

the messaging application determ ning whether

val i dat i orseefrity isertifisate; tho arpssaging gnpigation determinjpg pdgther

and, on candi,tian ' ' y! ' LI . .
t he ness ag\faglg at1o§1 p%tftﬂ‘g%ett’?%)ﬁ ﬁ i%@fgg g%téé a }:ﬂé?% %Iﬁa ? gtcggdltmn that said
val i dat i orvapid@gssis reqhiredthe atedideinprappliedtiontisvakeng & earéificate
certificate_is valid, the nmessaging application

encodi ng tREdEIQRIPERSSc message using i nformation

cont al Ned of Quifonlifh théY ShdRehilily| EalRatcARthfated Wl the

messagi ng appl 1 cation sending the“encoded nessage to
t he i dent iiflestifiedrredpighigmesenin thhecevstaddaty ofore; |thd nmedsaging

further conprising the steps, on condition that the .
retrieved acrir’gil??tﬂn%ﬁ?ﬁsﬁng OPE\‘?E\WOEF, C%QH?%%S%%%%@M Tieving a

appl i cati aR @GRS/ HGeCR& Plicd WRH eheAdlitificdddipient, the messaging
certificate sefvices for obtaining a further

certifi catappliesvnaletarmhing whethhevilidetion of thd retaeyesh eerfificate is

to replace the yretrieved.certificat Th h .
claim1 i rfeRTEHhe Yot ﬁlﬁhsemﬁ%@%dgé?wgsq§%%Fefdc§’?ﬂ%5ﬁsagmg
accessi ng c&lon TRV EkifEeh thdificat € abditioh @RScesQNPr | Ses

the step of "accessing a certificate server on a

net wor k dacereecndiion thet theeetrievsd ggrtifigatgppy alich thegnessagingp
2005 07153 B GALUR IR R B gk B
in the retrieved certificate, and
e. the messaging application sending the encoded message to the identified
recipient.

2. The method of claim 1 further comprising the steps, on condition that the
retrieved certificate is invalid, of the messaging application accessing one or
more additional certificate services for obtaining a further certificate
associated with the identified recipient to replace the retrieved certificate,

3. The method of claim 1 in which the step of the messaging application

accessing one or more certificate services comprises the step of accessing a

certificate server on a network accessible to the messaging application.
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accessing one or nore certificate services conprises

the steps of the nessaging application accessing a
woOi2ed5/10f138ert i ficati on services and sel ecti ng PCT/CA2005/000060

certificate services to access fromthe list. 5. The

met hod of claim4 in which, list.of certificatior

cehvi cohamsePadRbdetinhin vhishdfs ugb pofiesipigng &bk &n

certif !a%@és@i Q¥ of Bdrd EQITENS sérivbs écinstalcenid sagd ofyhe

t he sai ranking. 6. The method of claim1 in which )

the st epesfgingepslation arressing abstof cartificpiiqnptepvices and selecting

services for retrieving a tifi.cate conprises the

step of° Sr?é“‘éesé&a?‘fefs? gr§ ethgpgt?ri evi ng application

abi e t oriRembimy@kedain am Whechshatitng ceyiftcetion Servideses ranked and

method of claim1l in which the inyoked certificate .

val i datthenelpetinned she eesiibsate esvicpiramdhe Bt isdetarzaing by the said

Certifir%i‘}f(i% revocation |ist and/or the step of

accessing dfcertificate status provi der to validate '

t he retThemethod ef tlafm ¢ dh evhidh thd ktep b aévossing orsd e mete cerfificate

which the retrieved.certif..cate conprises a yal .

val ue t¥TYIRH fg&f@?’ﬂ‘é&/? Sﬁéﬁ%? F@Qﬁq%ﬁ t@"nﬁeﬁ’ ﬂ%/]vr\%fgléelﬁgfl ggrtificate
step of reﬂ‘?&ﬁﬂ%ﬂ@h@&ion%% f3&Je iMAdlicd FHonPthe@bndihg system.
retrieved certificate is required conprises the step

of 7. conPhe method of chabm penivddchitbe invelied perfifisate yplidajion process

policy with.the tinme value. 9. 0f 1 |
in whi cPPENES B RiResioed, Cgé{lﬁca‘%gr%g(?ﬁqggé HE! e o step of
key andyddassthyl £bertifieats bteRis pfovades aelvaliatd e edteievedoveitificate.
nmessage conprises the step of encrypting.the

1

el 8ct r ofhemethodagelaimilrig viheh fhaBetrievedspriifigste eppaprises a value
nmet hod of, clalm 1 in whi . S [ S8

2 wire| Xue ! 1gﬁ%ﬁtglpéevd%1\1/sf\;c}éﬁigtﬁo&x aﬁfa Z‘Jﬁg &ﬁ%l@gltg g%rer:?@ti‘ hﬁgﬂe ing
nmessagi ffemppldlidationst by et tvadgettifidateds revuiretl esmprises the step of

handhel d device, the wirel ess handhel d o{evi ce hein
oper abl eomparinggiiae peties dofmed gz g SEPELER MY @bﬁ‘ﬁrt’ingq Yrjue:
ong or ?ﬁ%g}eﬁ%@g{fﬁa@rﬁ\ﬁ' BE&ShilPhe SRV i REK EIMSERE & public

and t he em provi ding one. or nore certificate

servi cegey ddd in Wigiclimiehsasg affencoddingrihib@]ectrhaicme¢ssage comprises the
further conprising the jnitial steps of: i..a.user

conposi AigPoRen@YRiEE thA Flecteme myssage Hige P TS &5Yi ng

apphi ¢ at’['rhg 'ihetl#cki‘ ol MRS RS LR theBRRAdr GtEAROADESH d WEeRss
request fromthe user to send the eléectroniC nessage .

to the iheeiteld deviterandiadiostsysteam thd mpssaging applécstigh pggouting on the

iag plt iOC gt@i/igeg‘?% %tgxgﬁgidg#e&%ieg hl%hgiqugisg E}{aﬁ?ﬂe&g@%y %e:%eﬁ’lfg:?p.eerable to

connect to the host system and comprising one or more memory devices for

storing the key store, and the host system providing one or more certificate
services.
11.  The method of claim 10, the method further comprising the initial steps of:
i. auser composing the electronic message using the messaging
application,
ii. the messaging application accepting a request from the user to send
the electronic message to the identified recipient; and
iii. the messaging application determining that the electronic message

is to be sent securely to the identified recipient.
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22 WD 2005/ 107133 PCT/ CA2005/ 000060 12. The net hod of
claim1l, in which the step of the nessaging

wappisitoatsd on determ ning that the el ectroni c NBPETARL0GSH00060
to be sent securely to the identified recipient

conprises the step of accessing information an the. ..
hakidhe| ThomslBpdetclagr bl da Wﬁ%‘a}fg‘% ioﬁgl%angssa%wmﬁwaﬂon

pol i cy i ' @Afsdcely to the identified
dovi Ceg@@%ﬁg;@?gﬁﬁl%ﬁﬁ%@ss%ﬁ%@s fs y to the identifie

or sending an el ectronic nmessage |,
to an imeiptent ceniprises i stept of achessingyrfoanatiasgsy theibagdheld wireless
a key store accessible to. determne i.f [
cert i fideiee THUEHRIAE 8 e POYGYCT glg%t (l’rg(l: %%géréglat %Olm&otsed on the
I's presgRicel N the key store, b. nmessaging application
program code operative, on condition that a . .
cel¥ i f i Aayemdonendingansleckonisanssgrasttp £ adenfified prcipient, the
i's presers1tt i store, to retrieve the said

n_the.key
securi Y CBH TR csé@é, to determ ne whether validation
of the 4 ehkeg¥rEe aaptsitle cadeerinsne Hquccwity sadificate associated with

condition that said validation .is rl?%é%r ed, to invoke
a certifi &b identifisdrasipont I5mpessRidn the ¥&yi ng

appl i caf i SR8t ABEAA E0dR operati¢a) i doh@itioh gt a
there ?‘g %gwég%%pth& cerl?fi “cat e ggsoéi ated with the

i dent i fi ecentifchieiasstcigpecwish the identifted rreipient ig peesepign the key

access one or nore certifi.cate. servic r i.avi

a securi tYPTEdP ITFPYSE sy SEHILY 8‘2&%"5% t{) %gtehgé{?tﬁe%te

reci pi ent vali@atfpl SR Rfricveh ebigicatéad iedairédmd)bn chedition that said
retrieved certificate is required and operative,

Vo . : ! P on
condi t i on velidationds gequired.dadnheasertdisaieraldatid FAGSRe
a certificate validali r ; L dGition that there i
appl i cati SRHISYF %I?R%ccggéh %1%(%% grﬁé@dg’o%g%a‘ﬁ?%,n | toinolnlotn hat er'e s
the retrigveeuegickitfficartaseiatdwith sheidbntifiedtrecipisobpresent in the

the el ectroni c nessage using inf o)rg;gti on.contained.in
the retri égydiazerte iapeesnors OTRRFeCCrHEaRAGT igs 1or retrieving a

applicatiop pk éﬁfﬁ | Qe B rbhipicB) €P8@Emine
nessage tosegllgnetgi% en C?@%ESCP%?&Z%%F%E%%@%A Tﬁe glfstem of
cl ai m 13 iwhathérchalidirsyfsheradaved kertificary regeiged and operative, on

nmessagi ng application pr.Qgram code erative, "
condi ti on Qqné’ctlopﬁléatrsé’ldr‘iagagﬂméé F‘fqiufrf’@’gf’ énvo:kg aicﬁ&gﬁa@,vahdatlon
to access Ig,g?esgr nore certificate services for

obt ai ni ng urther certificate associated with the

i dent i f idedmessegipi epplidation ppigaane codreopesativieenregpndition that the
retrieved certificate status is valid, to encode the electronic message using
information contained in the retrieved certificate, and

e. messaging application program code operative to send the encoded
message to the identified recipient.

14.  The system of claim 13 in which the system further comprises messaging
application program code operative, on condition that the retrieved certificate
is invalid, to access one or more certificate services for obtaining a further
certificate associated with the identified recipient to replace the retrieved
certificate.

15.  The system of claim 13 in which the messaging application program code

operative to access one or more certificate services comprises code operative
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certificate. 15. The systemof claim 13 in which the

messagi ng application program code operative to
weaeeBse7ieBe or nore certificate services conpr PEELAOEH00060

operative 23 WD 2005/107133 PCT/ CA2005/ 000060 to

access a certificate server on a network ctc ssible to

t he mes®AgeeRg @ CPHIGEErhH O §ECIWH a%%flg% BICPESAF LS

i n whi cgpélﬁgﬁ&pde to access one or nore certificate

service or rétrieving a security certificate )

ass@ci aThesysidnhof tleim d2 it whichdhe ¢asleitp peqess @Wrm%ré§emﬁcate

code operative to.access a list .of certifj | : .

ser vi ceSTAINE teotr 63'?81'18%? SPHEY, ﬁ%’tlg?at%grsé&g J???V? 1¥1?@1§t1%emlﬁed

ser Vi cegctdi@McbRpribéssdode deratlVictosedse mlisf ofdentifivation services and

which thelist of certification serviﬁgs i s..ranked and

the codeo ssiest teiong or sose pastificate servisps fremdhe Bstser vi ces

fr the, list ¢ i . [ : t; nd
g e

r anki ngthel@de Sperasysioamieof the kartificdtd senviaek fiom thediscesdeprises
operative to access the one o,fll:1 nore , cert'}i Cat%b id

ser vi ce§odenperaitveite selat) the ceatifigats seryigescas srqried by fhe sa
operati }zﬁﬂ&% i nvoke a certificate retrieving

appl i cation.19. The systemof claim 13 in which the

r etlgj evdiie sstérh foif chiire 18 onphichehe aodeaingeative 40 aecepsothe one or more

i ndi cate pr.evious.val.idation and i '

det er ni ﬁ%‘%ﬁ\%t&sﬁ%qcet? LrTaey 08 aocrert%fﬂcgqu&eogfh rés\ggg&&do%&a?ive o
certifi ¢RfdRelaTefiBRtdic BictRIFRDbERSIog0de operative to
conpare a tinme period defined in a securi tty ol i ng'

wi tlB. t h@heispgempdiclaém 130n whikh thy seteevedroerifigars cpmprises a value
which the retrigved certifi . rls: i :
oy and Eeyh AP e ks YRRl G RTREVAER (R RUPG fotermine

el ect r ORjltHE S5ladeion ©F iy reBRSed cdtficpeisatquieed cmprises code
encrypt the electronic nessage, using the public. ke .
21. The oppeetispioeorepas aiims HeﬁoﬁPﬁlPﬁ%tlﬁé" S§€‘H&¥ POE%‘{VéPnthe time
conpri S&3nR wi rel ess handhel d device and a host

system the' nmessagi ng application program code ) )
exenut i Ntheaystemefwilaiel Bsis wiadhe rerigesd ewetifieatecomprises a public

e cos Tanghel o ce bl oper il 1 canseL
devi ces Joﬂ{aarﬁésoédd@%lpgﬁﬁvg RYerbyh he étrohltameREie wnd ®Epublic

provi di ng one or no
key.
21.  The system of claim 13 in which the sender system comprises a wireless

handheld device and a host system, the messaging application program code
executing on the wireless handheld device, the wireless handheld device being
operable to connect to the host system and comprising one or more memory
devices for storing the key store, and the host system providing one or more
certificate services.
22.  The system of claim 21, the messaging application program code further

comprising:

i. code operative for a user to compose the electronic message,

ii. code operative to acc§épt a request from the user to send the

electronic message to the identified recipient; and
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certificate services. 22. The systemof claim 21, the
nmessagi ng application program code further

woaoriosi3ag: i. code operative for a user to ceap@ae005/000060
the electronic nessage, 1ii. code operative to accept
a request fromthe user to .send.t el ect.ronic .
nmessage to the CPE%?Rqr?t?Vgéo rdgt@pmngﬁfa;t thie ecsipnifghessage is to be
2005/ 107133 PCTLGARAREQ0 ARG entifidd recipidar. oper at i ve to

determ ne that the eleCtronic nessage is to be sent
seur el Yha systetreof daint 23, e whichcthp pederopepative th deteyaipg fhat the
of cl ai 2..1nh whic ' m :
that ¢ harapistPedie 1 BE s5R Fa RS et el ZL A P Bmprises
t he i deggdelopedtivea qicestinfoompiidsasthebanéhaipeiatess device
access information on the h ndﬁwel d wirel ess devic

ey 1

r epr es efPPTRgNIBES eI PO P ICGPIE TREEESH Femﬁﬁ%egé)&ége device.
cogposed cg{hpﬁlE?% 9@\)1&%&\9 gﬁﬂbpﬁdﬁ&@ﬁ%tgﬁi i eRITREfB T an

product” for o I nin certificates Tor an
el ect r ocledranssaspagbbéing sene e an sleanfiedirsaipidnt.gbie program product

reci pient, the program product conpriSi ' .
appl | cattR s gr e REaEP A sR PR codntbodie Odadipying
pr ogr anyR;QAMs brafBstoduct i BissSRedsAging BPHlicatibh program code

program code conprising: a. code operative to
det er m e@nprisisg:security certificate associated with

the identified recini iS. . i N, : :

b coderiosRPbpryafiey ElimiiiPh SRRty (ufedieYesdlifelwith te
associ at eddmitified rbpiealeippickerdn akegstoiegnt is present

in the key store, to retrieve the said securjt

.S J . . .
certifibateede opeaues, e epRAiioh heh AP 406w e identified
retrieved I.f3 s 3e]gég,i i dict iR certificat
that said r\%cglfnfeggtsi%gérlsg?ésﬁﬁéqU| rsg ,’tt%g%ﬁvg eecsg LUty certificate,
certifi catie demtiibetviethep validsion of theaettievepeertificate s required and,
condition that there is no security certificate .
associ at ePn w@ﬁmﬁb&tisepémail??tw By “HF@ 11b‘f°3§@r??“’rf1’?ate
the key st\%qigaﬁ(gnoﬁngg&gss one or nore certificate
services for retrieving a security certificate _ i
associ atedcode bpertiee, ohdenditibn it theod isinersecurity certificate associated
det ermi ne whet her, vali

deternine oS ALSBLLEN, o 6 1LY SHB ecrt o oo
that said éé?ﬂlfi‘?afé {PRcbsSfor FRGNREH sedufity Eurii@t@associated with the
certificate validation process.
identified recipient, to determine whether validation of the retrieved
certificate is required and operative, on condition that said validation is
required, to invoke a certificate validation process.
25.  The program product of claim 24 in which the computing device program
code further comprises code operative, on condition that the retrieved
certificate is invalid, to access one or more certificate services for obtaining a
further certificate associated with the identified recipient to replace the
retrieved certificate.
26.  The program product of claim 24 in which the computing device program
code to access one or more certificate services for retrieving a security

certificate associated with the identified recipient comprises code operative to
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25. The program product of claim24 in which the

conputi ng device program code further conprises code
wopersabinsg, on condition that the retrieved PCT/CA2005/000060

certificate is invalid, to access one or nore

certificate services for obtaining a .further .

Cor t i | €RE% 4% 6E Pt BERtARERIIH5S SPALNISIT i ey praap pertificate

to repl&;& theomimt rdieved certificate. 26. The program

product o “Aaim 24 in whi ch the conputing device

pr¥fr anThepuegranvpadoeisy chim 2drin vdich e comppidag device program

services for retrjeving a securjt certifi e . :

associ a‘foéjﬁ(%waﬁ?s“f & g gﬁﬂ"f § %65{ 1#1%%? RN %é f&r) %b?‘ggg a certificate

code OpgIrAlriaes cbd erdlDe 20 ARk TS8R HEAZGAR APHIRAEON.
access a list of certification services and to se

2 \ . . | ect .
t h8.oneThy piogram pedustiafskin 2458 Whieke® Whighihegtrieyed certificate
27. The_ pr f. i i ' Ecode th
comput g E ToRhROE. ain SHA{HE Sod CoduRld b Beoto he
mor e ceslbitfdrtamessige vormpsses code edaratinei to gnerypiethe efecicantie message

conprises ¢ deugge{(ative to invoke a certificate
retrievP%@gg‘ﬁpﬂ arfon. 28. The program product of

cl gb m 24pl grogin‘f Prddﬁcm Eimt einratiEl Beenpatihy léhed Srogram
conpri ses ublfc key and in which the code operative )
t 0 encodaletibexecetabla oromivirelesskangbeld siepice stbe wiksthss handheld device

ti t t th I t ' . . USi
oPb e kept SogabiaiE bority & atbLRR SRERE st bie
whi ch t BRnfRPRit&dof QYL HR1RY ke, GAd thd osBayRt plolviling one

on a wireless handhel d device, the wrel ess handhel d
devi ce obmprarespleatbsesvices. connect to a host system and

COR S0 TP 5 OBt P PO e

certifi eahprisiggvi ces. 30. The program product of claim
29, the conputi ng devi ce program code further X
conpri sing: il EPYPRY QIO F&SPIPP cqmpegs the gleggﬂxﬁsgkessage,
t he el ectronj.c e A VB LQr F&BR
a request frg'm {gﬁg%gg%trw?%aggﬁgq?ﬁ@% Sect r%nsl%(r: ©
message to the gleahid medageioithe elhtifiedhtcipidnt; amdde
operative to determ ne that the. el ectronjc nessage is
to be sent iectndgOperave s RIRS _%F“é © FE&ﬁng Hi‘e_%saﬁ Istobe
A handhel d Wi r el 6ES%cHRY} &ane RIS RliferiPTOTY T OT.
storing a key store an
31. A handheld wireless device comprising a memory for storing a key store and
comprising a messaging application for sending an electronic message from
the wireless handheld device to an identified recipient, the messaging
application comprising
code operative to determine if a security certificate associated with the
identified recipient is present in the key store,
code operative, on condition that a certificate associated with the identified
recipient is present in the key store, to retrieve the said security certificate,
to determine whether validation of the retrieved certificate is required and,

on condition that said validation is required, to invoke a certificate

validation process,
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conprising a nmessaging application for sending an
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conprising code operative to determne if a security
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on condi t requitelab ittrkee degiffroteseadidptionPreesssi f i cat e
associated wth the identifi L. plent th&lis valid, t
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associated with the identified recipient, to

det er m ne ogtidichtss andal | dation of the retrieved
certificatg,is I s tl 6a0e Q0 1Bt @ecipient.

t hat said‘@%??%%?ioé°§§m9@g§8?$%§, to%envoke a P
certificate validation process, code operative, on
condition that the retrieved certificate status is

valid, to encode the electronic nessage using

information contained in the retrieved certificate,

and code operative to send the encoded nessage to the
identified recipient. 27
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