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DATA COMMUNICATION METHOD AND APPARATUS, COMPUTER DEVICE, AND 

STORAGE MEDIUM 

[0001] This application claims priority to Chinese Patent Application No. 2020112795166, 

titled "DATA PROCESSING METHOD AND APPARATUS, COMPUTER DEVICE, AND 5 

STORAGE MEDIUM" filed with the China National Intellectual Property Administration on 

November 16, 2020, which is incorporated herein by reference in its entirety. 

FIELD 

[0002] This application relates to the technical field of Internet, and in particular to a 10 

blockchain data communication technology. 

BACKGROUND 

[0003] A blockchain is an accounting technology with advantages of data consistency

storage, being difficult to be tampered with, and preventing repudiation, that is, a distributed ledger 15 

technology. The blockchain needs to be jointly maintained by multiple parties, and achieves 

transmission and access security based on the cryptology. The blockchain is classified into three 

types: a public blockchain, a private blockchain, and a consortium blockchain. 

[0004] The blockchain in the conventional technology is generally a peer to peer (P2P) 

network formed between nodes. For example, a public blockchain such as bitcoin or Ethereum and 20 

a consortium blockchain such as Fabric or Terdermint each are formed based on the P2P network. 

Nodes in the P2P network are equivalent, that is, the existing P2P network is a single-layered 

network. 

[0005] To protect data privacy of different nodes, a data isolation service is required. After a 

serving node transmits a data synchronization request to a consensus node in a blockchain network, 25 

the serving node can synchronize on-chain transaction data related to the serving node from only 

the consensus node, and the serving node can only unconditionally trust data returned from the 

consensus node to the serving node. In many cases, the data transmitted by the consensus node to 

the serving node may be inaccurate or incomplete, that is, the data received by the serving node is 



2

invalid. Therefore, how to verify the validity of the on-chain transaction data synchronized by the 

serving node becomes a research focus presently. 

SUMMARY 

[0006] According to embodiments of the present disclosure, a data communication method 5 

and apparatus, a computer device, and a storage medium are provided, to verify validity of an 

associated transaction received by a lightweight node. 

[0007] According to an aspect of the embodiments of the present disclosure, a data 

communication method performed by a lightweight node is provided. The method includes: 

receiving data from an associated block having an association with the lightweight 10 

node, the data including associated transactions associated with the lightweight node in the 

associated block, and a statistical proof transaction list, the associated block including multiple 

transactions and the statistical proof transaction list, the multiple transactions having respective 

transaction visible addresses, the statistical proof transaction list including multiple statistical proof 

transactions, and the statistical proof transactions being obtained by encrypting the transaction 15 

visible addresses of the transactions, and the numbers of the transaction visible addresses in the 

associated block; 

recognizing a target index of the lightweight node in the statistical proof transaction 

list; 

obtaining an encryption path set based on the associated transactions, the encryption 20 

path set including encryption paths of the associated transactions and an encryption path of the 

statistical proof transaction list; and 

determining validity of the associated transactions according to the statistical proof 

transaction list, the target index, and the encryption path set, the validity representing accuracy and 

completeness of the associated transactions. 25 

[0008] According to another aspect of the embodiments of the present disclosure, a data 

communication method performed by a full node is provided. The method including: 

receiving a data synchronization request transmitted by a lightweight node, and 

searching for an associated block corresponding to the lightweight node, the associated block being 

a block having an association with the lightweight node; the associated block including multiple 30 

transactions and a statistical proof transaction list; the multiple transactions having respective 
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transaction visible addresses; and the statistical proof transaction list including multiple statistical 

proof transactions, and the statistical proof transactions being obtained by encrypting the transaction 

visible addresses of the transactions, and the numbers of the transaction visible addresses in the 

associated block; 

extracting the statistical proof transaction list from the associated block, and 5 

recognizing a target index of the lightweight node in the statistical proof transaction list; 

selecting associated transactions associated with the lightweight node from the 

multiple transactions included in the associated block, and determining an encryption path set based 

on the selected associated transactions, the encryption path set including encryption paths of the 

associated transactions and an encryption path of the statistical proof transaction list; and 10 

transmitting the statistical proof transaction list, the target index, the associated 

transactions, and the encryption path set to the lightweight node, to cause the lightweight node to 

determine validity of the associated transactions according to the statistical proof transaction list, 

the target index, and the encryption path set, the validity representing accuracy and completeness of 

the associated transactions. 15 

[0009] According to another aspect of the embodiments of the present disclosure, a data 

communication apparatus is provided. The apparatus includes: 

a receiving unit, configured to receive data from an associated block having an 

association with a lightweight node, the data including associated transactions associated with the 

lightweight node in the associated block, and a statistical proof transaction list, the associated block 20 

including multiple transactions and the statistical proof transaction list, the multiple transactions 

having respective transaction visible addresses, the statistical proof transaction list including 

multiple statistical proof transactions, and the statistical proof transactions being obtained by 

encrypting the transaction visible addresses of the transactions, and the numbers of the transaction 

visible addresses in the associated block; 25 

a recognizing unit, configured to recognize a target index of the lightweight node in 

the statistical proof transaction list; 

an obtaining unit, configured to obtain an encryption path set based on the associated 

transactions, the encryption path set including encryption paths of the associated transactions and an 

encryption path of the statistical proof transaction list; and 30 
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a determining unit, configured to determine validity of the associated transactions 

according to the statistical proof transaction list, the target index, and the encryption path set, the 

validity representing accuracy and completeness of the associated transactions. 

[0010] According to another aspect of the embodiments of the present disclosure, a data 

communication apparatus is provided. The apparatus includes: 5 

a receiving unit, configured to receive a data synchronization request transmitted by 

a lightweight node, and search for an associated block corresponding to the lightweight node, the 

associated block being a block having an association with the lightweight node; the associated block 

including multiple transactions and a statistical proof transaction list; the multiple transactions 

having respective transaction visible addresses; and the statistical proof transaction list including 10 

multiple statistical proof transactions, and the statistical proof transactions being obtained by 

encrypting the transaction visible addresses of the transactions, and the numbers of the transaction 

visible addresses in the associated block; 

an extracting unit, configured to extract the statistical proof transaction list from the 

associated block, and recognize a target index of the lightweight node in the statistical proof 15 

transaction list, where the extracting unit is further configured to select associated transactions 

associated with the lightweight node from the multiple transactions included in the associated block, 

and determine an encryption path set based on the selected associated transactions, the encryption 

path set including encryption paths of the associated transactions and an encryption path of the 

statistical proof transaction list; and 20 

a transmitting unit, configured to transmit the statistical proof transaction list, the 

target index, the associated transactions, and the encryption path set to the lightweight node, to 

cause the lightweight node to determine validity of the associated transactions according to the 

statistical proof transaction list, the target index, and the encryption path set, the validity 

representing accuracy and completeness of the associated transactions. 25 

[0011] According to another aspect of the embodiments of the present disclosure, a

computer device including a memory and a processor is provided. The memory stores a computer 

program. The computer program, when executed by the processor, causes the processor to perform 

the method in the foregoing embodiments. 

[0012] According to another aspect of the embodiments of the present disclosure, a30 

computer storage medium storing a computer program is provided. The computer program includes



5

program instructions, and the program instructions, when executed by a processor, perform the 

method in the foregoing embodiments. 

[0013] According to another aspect of the embodiments of the present disclosure, a

computer program product or a computer program is provided. The computer program product or 

the computer program includes computer instructions. The computer instructions are stored in a 5 

computer-readable storage medium. The computer instructions, when executed by a processor of a 

computer device, perform the method in the foregoing embodiments. 

[0014] According to the data communication method of the embodiments of the present 

disclosure, the lightweight node receives the statistical proof transaction list from the associated 

block. The statistical proof transaction list includes the multiple statistical proof transactions, and 10 

the statistical proof transactions are obtained by encrypting the transaction visible addresses of the 

transactions included in the associated block, and the numbers of the transaction visible addresses in 

the associated block. The lightweight node recognizes the target index of the lightweight node in the 

statistical proof transaction list, selects the associated transactions associated with the lightweight 

node from the multiple transactions included in the associated block, and determines the encryption 15 

path set based on the selected associated transactions. The encryption path set includes the 

encryption paths of the associated transactions and the encryption path of the statistical proof 

transaction list. The lightweight node determines, according to the statistical proof transaction list, 

the target index, and the encryption path set, the validity of the associated transactions related to the 

lightweight node, that is, determining the accuracy and the completeness of the associated 20 

transactions related to the lightweight node. The accuracy of the associated transactions represents 

whether the associated transactions are accurate, and the completeness of the associated transactions 

represents whether the associated transactions are complete. The associated transactions being 

accurate means that content related to the associated transactions is not tampered with, and the 

associated transactions being complete means that no content related to the associated transactions 25 

is missing. The lightweight node in the present disclosure obtains plaintext associated transactions 

related to the lightweight node in the associated block, an encryption path of the associated 

transactions, and an encrypted statistical proof transaction in the associated block and verifies, 

based on obtained information, validity of the associated transactions related to the lightweight node; 

and the lightweight node does not obtain a plaintext transaction unrelated to the lightweight node, 30 

thereby verifying the validity of the associated transactions related to the lightweight node while 

ensuring data isolation, that is, data communication security, ensuring validity of data transmitted 

during data communication, and thus improving data communication quality and efficiency. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1A is a schematic structural diagram of a blockchain data sharing system 

according to an embodiment of the present disclosure. 

[0016] FIG. 1B is a schematic structural diagram of a blockchain according to an 5 

embodiment of the present disclosure.

[0017] FIG. 1C is a schematic flowchart of generating a block according to an embodiment 

of the present disclosure. 

[0018] FIG. 2 is a schematic structural diagram of a data communication system according 

to an embodiment of the present disclosure. 10 

[0019] FIG. 3A is a schematic diagram of a scenario of a data communication method 

according to an embodiment of the present disclosure. 

[0020] FIG. 3B is a schematic diagram of a scenario of another data communication method 

according to an embodiment of the present disclosure. 

[0021] FIG. 3C is a schematic diagram of a scenario of another data communication method 15 

according to an embodiment of the present disclosure. 

[0022] FIG. 4 is a schematic flowchart of a data communication method according to an 

embodiment of the present disclosure.

[0023] FIG. 5 is a schematic flowchart of another data communication method according to 

an embodiment of the present disclosure. 20 

[0024] FIG. 6A is a schematic flowchart of obtaining an encryption path according to an 

embodiment of the present disclosure.

[0025] FIG. 6B is a schematic diagram of a statistical proof transaction list according to an 

embodiment of the present disclosure.

[0026] FIG. 7 is a schematic flowchart of another data communication method according to 25 

an embodiment of the present disclosure. 

[0027] FIG. 8 is a schematic structural diagram of a data communication apparatus 

according to an embodiment of the present disclosure. 

[0028] FIG. 9 is a schematic structural diagram of another data communication apparatus 

according to an embodiment of the present disclosure. 30 
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[0029] FIG. 10 is a schematic structural diagram of a computer device according to an 

embodiment of the present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS 

[0030] A blockchain and a cloud technology are involved in embodiments of the present 5 

disclosure. For better understanding the embodiments of the present disclosure, related terms and 

technologies of the blockchain and the cloud technology are first described in detail below. 

[0031] The cloud technology is a collective name of a network technology, an information 

technology, an integration technology, a management platform technology, an application 

technology, and the like based on an application of a cloud computing business mode, and may 10 

form a resource pool, which is used as required, and is flexible and convenient. The cloud 

computing technology becomes an important support. A background service of a technical network 

system requires a large amount of computing and storage resources, such as video websites, image 

websites, and more portal websites. As the Internet industry is highly developed and applied, each 

article may have its own identifier in the future and needs to be transmitted to a background system 15 

for logical processing. Data at different levels is separately processed, and data in various industries 

requires strong system support, which can only be implemented through cloud computing. 

[0032] Cloud storage is a new concept extended and developed on the cloud computing 

concept. A distributed cloud storage system (briefly referred to as a storage system below) refers to 

a storage system that collects, through functions such as a cluster application, a grid technology, and 20 

a distributed storage file system, a large quantity of various different storage devices (the storage 

devices are also referred to as storage nodes) in a network through application software or an 

application interface to work collaboratively to jointly provide data storage and service access 

functions to the outside world. 

[0033] Because a large quantity of data calculation and data storage services are involved in 25 

the blockchain, and the large quantity of data calculation and data storage services need to occupy a 

large quantity of computer operating costs, each of a statistical proof transaction list, an associated 

transaction, and an encryption path set in the blockchain involved in the present disclosure may be 

implemented through the cloud storage technology in the cloud technology. That is, the blockchain 

is stored on "cloud" through the cloud storage technology. When the statistical proof transaction list, 30 

the associated transaction, and the encryption path set need to be stored in the blockchain, the data 

may be uploaded to the blockchain on "cloud" through the cloud storage technology; and when the 
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data needs to be read, the data may be read from the blockchain on "cloud" at any time, thereby 

lowering a storage requirement on a terminal device and expanding an application range of the 

blockchain. 

[0034] A blockchain is a new application mode of computer technologies such as distributed 

data storage, point-to-point transmission, a consensus mechanism, and an encryption algorithm. The 5 

blockchain is essentially a decentralized database and is a string of data blocks generated using a 

technology associated with a cryptographic method. Each data block includes information of a 

batch of network transactions, the information being used for verifying the validity of information 

of the data block (anti-counterfeiting) and generating a next data block. The blockchain may include

a blockchain underlying platform, a platform product service layer, and an application service layer. 10 

[0035] FIG. 1A is a schematic structural diagram of a blockchain data sharing system 

according to an embodiment of the present disclosure. The data sharing system 100 is a system used 

for implementing data sharing between nodes. The data sharing system 100 may include multiple 

nodes 101 and multiple nodes 201. The multiple nodes 101 may be clients in the data sharing 

system 100, and the multiple nodes 201 may be servers in the data sharing system 100. Usually, 15 

storage space and computing power of the node 201 are greater than those of the node 101. To 

ensure information interoperability in the data sharing system, there may be an information 

connection between nodes in the data sharing system, and information may be transmitted between 

the nodes through the above information connection. For example, when any node 201 in the data 

sharing system 100 receives input information, all the nodes 201 in the data sharing system 100 20 

obtain the input information according to a consensus algorithm, and store the input information as 

shared data, so that data stored on all the nodes 201 in the data sharing system 100 is consistent. 

However, because of the difference between the node 101 and the node 201 in storage space or a 

factor such as a service requirement, for any node 101 in the data sharing system 100, the node 101 

stores only data related to the node when receiving input information.25 

[0036] Each node 201 in the blockchain data sharing system 100 provided in this 

embodiment of the present disclosure may store a complete blockchain. The complete blockchain 

includes transaction data related to each node 101 and each node 201, while each node 101 stores 

only transaction data related to the node 101, and each node 101 may request the transaction data 

related to the node 101 from any node 201. 30 

[0037] Further, functions involved in the nodes in the blockchain data sharing system 100 

shown in FIG. 1A further include: routing. Routing is a basic function of the node, and is used for 

supporting communication between nodes. 
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[0038] Each node 101 may communicate with each node 201, and communication between 

the node 101 and the node 201 may be implemented through a routing function of the node 101 or 

through a routing function of the node 201. 

[0039] The node 201 in the data sharing system 100 may be an independent physical server, 

or may be a server cluster including multiple physical servers or a distributed system, or may be a 5 

cloud server providing basic cloud computing services, such as a cloud service, a CDN, big data, 

and an artificial intelligence platform. The node 101 may be a smartphone, a tablet computer, a 

notebook computer, a desktop computer, a smart speaker, a smartwatch, an in-vehicle terminal, or 

the like, and is not limited thereto. 

[0040] One identical blockchain is stored in all nodes 201 in the data sharing system 100. 10 

The blockchain is formed by multiple blocks. FIG. 1B is a schematic structural diagram of a 

blockchain according to an embodiment of the present disclosure. The blockchain is formed by 

multiple blocks. Each block includes a block header and a block body, a block header of a starting 

block stores an input information feature value, a version number, a timestamp, and a difficulty 

value, a block header of a block other than the starting block stores an input information feature 15 

value, a version number, a timestamp, a block header feature value of a parent block, and a 

difficulty value. A block body of each block stores input information. In the present disclosure, in 

addition to transactions initiated by the nodes, the input information may include a statistical proof 

transaction list generated based on these transactions, and the statistical proof transaction list may 

also be considered as a transaction. 20 

[0041] Reference is made to FIG. 1C which is a schematic flowchart of generating a new 

block according to an embodiment of the present disclosure. After receiving an initiated transaction, 

a node at which the blockchain is located checks the transaction, stores the transaction to a memory 

pool after completing the check, generates a statistical proof transaction list based on all 

transactions in the memory pool (all the transactions in the memory pool and the generated 25 

statistical proof transaction list may be collectively referred to as input information), and updates a 

hash tree used for recording the input information. 

[0042] Then, when a random number less than a random number threshold is calculated, the 

information may be stored to generate the block header and the block body to obtain the current 

block. Subsequently, a newly generated block is sent to other nodes in the blockchain data sharing 30 

system in which the node is located, the newly generated block is verified by other nodes. After the 

verification is completed, the newly generated block is added to the blockchain stored in the nodes. 
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[0043] FIG. 2 is a schematic diagram of an architecture of a data communication system 

according to an embodiment of the present disclosure. The system includes: a lightweight node 

cluster 100 and a full node cluster 200. The lightweight node cluster 100 includes a lightweight 

node 101, a lightweight node 102, a lightweight node 103, and a lightweight node 104, and the full 

node cluster 200 includes a full node 201, a full node 202, a full node 203, and a full node 204. The 5 

lightweight node cluster 100 is located in a first blockchain network, and the full node cluster 200 is 

located in a second blockchain network. The first blockchain network is different from the second 

blockchain network, and the first blockchain network is an underlying network of the second 

blockchain network. 

[0044] A node in the first blockchain network stores only an associated transaction related 10 

to the node, and a node in the second blockchain network stores associated transactions of all nodes 

in the first blockchain network. For example, the first blockchain network is a public network, the 

second blockchain network is a private network, and the first blockchain network and the second 

blockchain network jointly form a blockchain network. Based on the above description, the 

blockchain network involved in this embodiment of the present disclosure is a double-layered 15 

blockchain network, may implement data isolation between nodes, and may be applied to a service 

scenario with relatively high confidentiality and privacy requirements such as a resource data issuer. 

For example, a merchant A and a merchant B may issue electronic invoices on the blockchain, that 

is, storing the electronic invoices on the chain, and only an organization server maintaining the 

blockchain stores electronic invoices of all merchants. When the merchant A (or the merchant B) 20 

requests an on-chain electronic invoice from the organization server, the organization server returns 

only an invoice issued by the merchant A (or the merchant B) to the merchant A (or the merchant 

B), thereby implementing data isolation between merchants. That is, nodes are arranged at different 

blockchain networks, so that different data is synchronized, thereby meeting a privacy secrecy 

requirement. 25 

[0045] The number of lightweight nodes in the lightweight node cluster 100 in this 

embodiment of the present disclosure is only schematic. In another feasible embodiment, the 

numbers of nodes in the lightweight node cluster 100 and the full node cluster 200 may be adjusted 

according to specific service scenarios. For example, the number of nodes in the lightweight node 

cluster 100 may be five or eight, and the number of nodes in the full node cluster 200 may be six or 30 

seven. The number of nodes is not limited in the present disclosure. 

[0046] During specific implementation, a communicative connection is established between 

lightweight nodes in the lightweight node cluster 100. The lightweight node 101, the lightweight 
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node 102, the lightweight node 103, and the lightweight node 104 may communicate with each 

other through a wireless network or wired network. Similarly, a communicative connection is also 

established between full nodes in the full node cluster 200. The full node 201, the full node 202, the 

full node 203, and the full node 204 may communicate with each other through a wireless network 

or wired network. In addition, any lightweight node in the lightweight node cluster 100 may 5 

communicate with any full node in the full node cluster 200 through network routing. 

[0047] In a possible implementation, a lightweight node may transmit a data 

synchronization request to a full node that has highest quality of communicating with the 

lightweight node in the full node cluster 200; or a lightweight node may transmit a data 

synchronization request to a full node that is closest to the lightweight node in the full node cluster 10 

200; or a lightweight node may transmit a data synchronization request to a full node that is selected 

from all full nodes in the full node cluster 200 according to a consensus algorithm. The consensus 

algorithm includes but not limited to the proof of work (PoW) algorithm, the proof of stake (PoS) 

algorithm, the delegated proof of stake (DPoS) algorithm, the practical Byzantine fault tolerance 

(PBFT) algorithm, and the like. 15 

[0048] In a possible implementation, a detailed description is made using an example in 

which the lightweight node 101 communicates with the full node 201. The lightweight node 101 

transmits a data synchronization request to the full node 201, the full node 201 searches, in response 

to the data synchronization request transmitted by the lightweight node 101, for an associated block 

corresponding to the lightweight node 101. The associated block is a block having an association 20 

with the lightweight node 101 in the blockchain, and includes multiple transactions and a statistical 

proof transaction list. The multiple transactions have respective transaction visible addresses; and 

the statistical proof transaction list includes multiple statistical proof transactions. Any statistical 

proof transaction is obtained by encrypting any transaction visible address of the transaction 

included in the associated block, and the transaction visible number of the transaction visible 25 

address in the associated block. The full node 201 extracts the statistical proof transaction list from 

the associated block, and recognizes a target index of the lightweight node 101 in the statistical 

proof transaction list. The full node 201 selects associated transactions associated with the 

lightweight node 101 from the associated block, and determines an encryption path set based on the 

selected associated transactions. The encryption path set includes encryption paths of the associated 30 

transactions and an encryption path of the statistical proof transaction list. The full node 201 

transmits the statistical proof transaction list, the target index, the associated transactions, and the 

encryption path set to the lightweight node 101. 
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[0049] In a possible implementation, after receiving the statistical proof transaction list, the 

target index, the associated transactions, and the encryption path set transmitted by the full node 

201, the lightweight node 101 may determine accuracy of the associated transactions according to 

the encryption path set, that is, checking whether the associated transactions are accurate and 

whether the associated transactions are illegally tampered with; and may determine completeness of 5 

the associated transactions according to the target index and the statistical proof transaction list, that 

is, checking whether the associated transactions are complete and whether content related to the 

associated transactions is missing. 

[0050] Each of all the nodes in the blockchain network involved in this embodiment of the 

present disclosure may be a mobile phone, a tablet computer, a notebook computer, a palmtop 10 

computer, a mobile Internet device (MID), a vehicle, roadside equipment, an aircraft, and a 

wearable device, or may be an intelligent device with a data processing function such as a 

smartwatch, a smart wristband, or a pedometer. All the nodes may have the same device type or 

different device types. 

[0051] It may be understood that, the data communication system in the embodiment of the 15 

present disclosure is described to illustrate the technical solutions of the embodiments of the present 

disclosure clearer, but does not constitute limitation to the technical solutions of the embodiments 

of the present disclosure. A person of ordinary skill in the art will understand that, as a system 

architecture evolves and a new business scenario emerges, the technical solutions provided in the 

embodiments of the present disclosure are also applicable to similar technical problems. 20 

[0052] FIG. 3A is a schematic diagram of a scenario of a data communication method 

according to an embodiment of the present disclosure. The data communication method provided in 

the present disclosure may be applied to an electronic invoice service scenario. A serving node 

involved in the embodiment in FIG. 3A may be a client facing a resource data issuer, an enterprise, 

a consumer, or the like. The serving node is located at a service layer, and the serving node may 25 

belong to a secure dedicated network, a public cloud network, a private cloud network, or the like. 

The secure dedicated network includes a local organization, the public cloud network includes a 

business service provider, a reimbursement service provider, a key account (KA) enterprise, and the 

like, and the private cloud network includes a payment service provider, a transfer service provider, 

a KA enterprise, and the like. A proxy node may be located at a routing agent layer, and the proxy 30 

node may provide a P2P service, a routing service, a certificate caching service, and an 

authentication service. A core consensus network layer is jointly formed by one or more core 

blockchains, for example, a core chain 1 and a core chain 2. Each core chain is jointly maintained 
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by full nodes in the blockchain through communicative connection, and different core chains may 

include different services. For example, the core chain 1 represents a service 1, the core chain 2 

represents a service 2, and a core chain N represents a service N. Each core chain may include 

several full nodes, and the full nodes may generate and fulfill a smart contract or a permission 

contract, cache and store data in the blockchain, and release a block to a blockchain network. 5 

[0053] The proxy node may serve as isolation between the service layer and the core 

consensus network layer, and the service layer, the routing agent layer, and the core consensus 

network layer jointly form a blockchain network. The blockchain network may be applied to a 

service scenario with high confidentiality such as a resource data issuer. 

[0054] In a possible implementation, the serving node in the service layer may submit a data 10 

synchronization request to the core consensus network layer through the routing agent layer. It is 

assumed that the serving node is a business service provider. The business service provider may 

transmit the data synchronization request (note synchronization request) to a full node that has 

highest quality of communicating with the business service provider in the core consensus network 

layer, or the business service provider may transmit the data synchronization request (note 15 

synchronization request) to a full node that is closest to the business service provider in the core 

consensus network layer, or the business service provider may transmit an acquiring request (note 

synchronization request) to a target full node. The target full node may be a full node selected from 

all full nodes on a core chain corresponding to a note service in the core consensus network layer 

according to a consensus algorithm. A target full node selected from each core chain according to20 

the consensus algorithm may be periodically updated, to achieve confidentiality and fairness of 

block data in the blockchain. The note synchronization request includes identity information of the 

business service provider. After receiving the note synchronization request transmitted by the 

serving node, a full node in the core consensus network layer may obtain the identity information of 

the business service provider in the note synchronization request, and then check the identity 25 

information of the business service provider. The identity information of the business service 

provider may be an authoritative digital certificate obtained by the business service provider from a 

certificate authority (CA) organization, and the full node may check the authoritative digital 

certificate of the business service provider. The full node may obtain, in a case that the authoritative 

digital certificate of the business service provider is checked successfully, an associated block 30 

corresponding to the business service provider. 

[0055] In a possible implementation, FIG. 3B is a schematic diagram of a scenario of 

another data communication method according to an embodiment of the present disclosure. A 
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lightweight node 1, a lightweight node 2, and a lightweight node 3 are located in a first blockchain 

network, and a full node 1, a full node 2, and a full node 3 are located in a second blockchain 

network. The lightweight node 1 initiates a transaction X to the full node 1 (specific content of the 

transaction X may be that a user 1 of the lightweight node 1 transfers an electronic note out), the 

transaction X includes multiple transactions visible addresses (the multiple transactions visible 5 

addresses may be designated by the user 1 of the lightweight node 1. For example, the user 1 may 

designate that the transaction visible addresses include a node address of the lightweight node 2. A 

node address of the lightweight node 1 is usually a transaction visible address of the transaction X 

by default), and the full node 1 broadcasts the transaction X to the second blockchain network, so 

that all full nodes in the second blockchain network store the transaction X in respective transaction 10 

pools (it is assumed that before the transaction X is stored, a transaction 1 and a transaction 2 have 

been stored in the transaction pools, and transaction visible addresses of both the transaction 1 and 

the transaction 2 include the node address of the lightweight node 2). The full nodes may perform a 

blockchain consensus on each transaction in the transaction pools. After the consensus succeeds, the 

full node 1 respectively collects statistics on the transaction visible numbers of transaction visible 15 

addresses of each transaction in the transaction pool, that is, transaction visible addresses 

respectively corresponding to the transaction 1, the transaction 2, and the transaction X. Then, the 

full node 1 encrypts all the transaction visible addresses and the transaction visible number of all the 

transaction visible addresses respectively, to obtain a statistical proof transaction list. Because the 

statistical proof transaction list is also a transaction, the full node 1 may generate an associated 20 

block according to the statistical proof transaction list, the transaction 1, the transaction 2, and the 

transaction X. For example, a block 3 shown in FIG. 3B is the associated block generated by the 

full node 1 according to the statistical proof transaction list, the transaction 1, the transaction 2, and 

the transaction X. 

[0056] Then, if the full node 1 receives a data synchronization request transmitted by the 25 

lightweight node 2, the full node 1 may extract the statistical proof transaction list from the 

associated block, and recognize a target index of the lightweight node 2 in the statistical proof 

transaction list. Because transaction visible addresses existing in the foregoing block 3 include the 

node address of the lightweight node 2, the full node 1 may use the block 3 as an associated block 

of the lightweight node 2. Then, the full node 1 may determine a Merkle path of the statistical proof 30 

transaction list, a Merkle path of the transaction 1, a Merkle path of the transaction 2, and a Merkle 

path of the transaction X in the block 3. The Merkle path of the statistical proof transaction list, the 

Merkle path of the transaction 1, the Merkle path of the transaction 2, and the Merkle path of the 

transaction X may be collectively referred to as an encryption path set. Finally, the full node 1 
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transmits the statistical proof transaction list, the target index, the associated transactions (that is, 

the transaction 1, the transaction 2, and the transaction X), and the encryption path set to the 

lightweight node 2. Because transaction visible addresses of each of the transaction 1, the 

transaction 2, and the transaction X in the block 3 include the node address of the lightweight node 

2, each of the transaction 1, the transaction 2, and the transaction X is an associated transaction of 5 

the lightweight node 2. 

[0057] In a possible implementation, FIG. 3C is a schematic diagram of a scenario of 

another data communication method according to an embodiment of the present disclosure. After 

receiving a statistical proof transaction list, a target index, a transaction 1, a transaction 2, a 

transaction X, and an encryption path set transmitted by a full node, a lightweight node may 10 

determine a validity result of the transaction 1, the transaction 2, and the transaction X according to

the statistical proof transaction list, the target index, and the encryption path set. The validity result 

may include an accuracy result and a completeness result. A lightweight node 2 may determine an 

accuracy result of the transaction 1, the transaction 2, and the transaction X according to the 

encryption path set, that is, checking whether content of the transaction 1, the transaction 2, and the 15 

transaction X is tampered with; and determine a completeness result of the transaction 1, the 

transaction 2, and the transaction X according to the target index, the statistical proof transaction list, 

and an encryption path of the statistical proof transaction list, that is, checking whether the content 

of the transaction 1, the transaction 2, and the transaction X is missing. 

[0058] The data communication method provided in the embodiment of the present 20 

disclosure may be applied to a service scenario such as a resource data issuer or a corporation. Data 

isolation can be implemented based on the double-layered blockchain network provided in the 

embodiment of the present disclosure. After a lightweight node requests an associated transaction 

related to the lightweight node from a serving node, validity of the associated transaction obtained 

by the lightweight node can be proved through a statistical proof transaction list, thereby not only 25 

ensuring security of data stored in the blockchain network, but also meeting an application 

requirement that the lightweight node needs to check the validity of the associated transaction. 

[0059] FIG. 4 is a schematic flowchart of a data communication method according to an 

embodiment of the present disclosure. The method is applied to a blockchain network, the 

blockchain network includes a first blockchain network and a second blockchain network, the first 30 

blockchain network includes a lightweight node, and the second blockchain network includes a full 

node. Operation steps of the method may be performed by a computer device, and the computer 

device may be the lightweight node, or may be the full node. This embodiment mainly describes an 
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interaction process between the lightweight node and the full node, and the method includes but not 

limited to the following steps S410 to S450. 

[0060] In step S410, the lightweight node transmits a data synchronization request to the full 

node.

[0061] During specific implementation, the lightweight node may be a simplified payment 5 

verification (SPV) node, and the full node may be a consensus node. The full node may store a 

complete blockchain. The blockchain includes associated transactions of all nodes in the first 

blockchain network. The lightweight node may transmit the data synchronization request to the full 

node. The data synchronization request is used for requesting associated transactions related to the 

lightweight node from the full node. 10 

[0062] In a possible implementation, the lightweight node may package a period of time, a 

node address of the lightweight node, identity information of the lightweight node, a digital 

signature of the lightweight node, and a service type of data that the lightweight node needs to 

synchronize and encapsulate them into a data synchronization request, and then transmit the data 

synchronization request to the full node. 15 

[0063] In the blockchain network, the lightweight node is characterized by including but not 

limited to: being not always online; being unnecessary to store an entire blockchain, but being 

necessary to store a block header of each block; and being unnecessary to store all transactions on 

the chain, but being necessary to store a transaction related to the lightweight node. The full node is 

characterized by including but not limited to: being always online; maintaining complete blockchain 20 

information on a local hard disk; monitoring transaction information on the blockchain network, 

and verifying validity of each transaction; determining transactions which may be packaged into a 

block; and monitoring a block dug out by another miner, verification validity of the block, and 

mining. 

[0064] For example, in an electronic invoice service scenario, the lightweight node may be a 25 

client of a consumer, and the consumer may include a personal consumer or an enterprise consumer. 

The full node may be a client of a note service provider, and electronic invoices of consumption of 

all consumers are stored in the client of the note service provider. The client of the note service 

provider is located in the second blockchain network. The second blockchain network may include 

one or more blockchains. When the second blockchain network includes multiple blockchains, the 30 

blockchains may be distinguished according to different services or places. For example, the second 

blockchain network includes a blockchain 1, a blockchain 2, and a blockchain 3. The blockchain 1 

may be responsible for an electronic invoice service 1 corresponding to a service 1, the blockchain 
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2 may be responsible for an electronic invoice service 2 corresponding to a service 2, and the 

blockchain 3 may be responsible for an electronic invoice service 3 corresponding to a service 3. In 

this case, if an enterprise transmits a data synchronization request including a service type to the 

note service provider, the note service provider may determine, according to the service type, a 

blockchain which is to be maintained by a client of a business service provider corresponding to the 5 

enterprise. 

[0065] In a possible implementation, the lightweight node in the first blockchain network 

transmits the data synchronization request to a full node that has highest quality of communicating 

with the lightweight node in the second blockchain network; or the lightweight node in the first 

blockchain network transmits the data synchronization request to a full node that is closest to the 10 

lightweight node in the second blockchain network; or the lightweight node in the first blockchain 

network transmits the data synchronization request to any full node in the second blockchain 

network; or the lightweight node in the first blockchain network transmits the data synchronization 

request to a target full node in the second blockchain network. The target full node is a node 

selected from all full nodes in the second blockchain network according to a consensus algorithm. 15 

[0066] In step S420, the full node receives a data synchronization request transmitted by a 

lightweight node, and searches for an associated block corresponding to the lightweight node. 

[0067] The associated block is a block having an association with the lightweight node in 

the blockchain. The block having the association may be a real-time block that has an association 

with the lightweight node in the blockchain network, or may be a historical block that has an 20 

association with the lightweight node in the blockchain network. The associated block includes

multiple transactions and a statistical proof transaction list. The multiple transactions have 

respective transaction visible addresses. 

[0068] In a possible implementation, if the data synchronization request includes identity 

information of the lightweight node, the full node may obtain the identity information of the 25 

lightweight node from the data synchronization request, and then the full node may check the 

obtained identity information of the lightweight node. During specific implementation, the identity 

information may include a digital signature of the lightweight node, and the digital signature is 

obtained by the lightweight node by signing the data synchronization request according to a private 

key of the lightweight node. After receiving the identity information from the lightweight node, the 30 

full node may check the digital signature of the lightweight node according to a public key of the 

lightweight node. In a case that the digital signature is checked successfully, it is indicated that 

identity check on the lightweight node is successful. Through this manner, validity of the identity of 
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the lightweight node is checked, thereby being beneficial to improve security of data transmitted 

between the lightweight node and the full node, and thus ensuring that the data is transmitted to a 

legal lightweight node. 

[0069] The identity information may further include a digital certificate of the lightweight 

node, and the digital certificate may be a public key infrastructure (PKI). In the PKI, the digital 5 

certificate is an identity proof of a public key owner, and may be issued by an authoritative 

organization, for example, a CA organization. The full node may check the digital certificate of the 

lightweight node. The full node may obtain a keyword in the digital certificate through a keyword 

extraction algorithm, and recognize a target image in the digital certificate through an image 

recognition algorithm. The full node checks the digital certificate of the lightweight node according 10 

to the obtained keyword and target image. In a case that the digital certificate of the lightweight 

node is checked successfully, it is indicated that identity check on the lightweight node is 

successful. 

[0070] In a possible implementation, the full node may obtain the node address of the 

lightweight node, and then obtain an associated block corresponding to the lightweight node in the 15 

blockchain according to the node address of the lightweight node. In a case that transaction visible 

addresses of at least one of transactions included in a block on the blockchain include the node 

address of the lightweight node, the block is an associated block having an association with the 

lightweight node. 

[0071] A process of generating the node address may include: generating the node address 20 

based on a key pair. Each key pair includes a private key and a public key. A private key is a 

number, and is usually randomly selected according to a randomized algorithm. Based on a private 

key, a public key may be generated using a unidirectional encryption function such as elliptic curve 

multiplication. A bitcoin address, that is, a node address, may be generated using a unidirectional 

cryptographic hash function, based on a public key. Each node in the blockchain network 25 

corresponds to a unique node address. 

[0072] In step S430, the full node extracts the statistical proof transaction list from the 

associated block, and recognizes a target index of the lightweight node in the statistical proof 

transaction list; and selects associated transactions associated with the lightweight node from the 

multiple transactions included in the associated block, and determines an encryption path set based 30 

on the selected associated transactions. 

[0073] During specific implementation, the statistical proof transaction list includes multiple 

statistical proof transactions. Each statistical proof transaction is obtained by encrypting a 
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transaction visible address of the transaction included in the associated block, and the number of the 

transaction visible address in the associated block. The encryption may be performed using an 

encryption algorithm, and the encryption algorithm includes but not limited to: Message-Digest 

Algorithm 5 (MD5), Secure Hash Algorithm 256 (SHA256), Secure Hash Algorithm 512 (SHA512), 

Secure Hash Algorithm 384 (SHA384), Secure Hash Algorithm 1 (SHA-1), Hash-based Message 5 

Authentication Code (HMAC) algorithm, AES algorithm, DES algorithm, 3DES algorithm, RSA 

algorithm, ECC algorithm, and the like. 

[0074] During specific implementation, there may be one or more associated transactions 

associated with the lightweight node. In addition, the associated transactions may include a 

transaction initiated by the lightweight node, a transaction received by the lightweight node, and a 10 

transaction witnessed by the lightweight node. In a case that transaction visible addresses of a 

transaction in the associated block include the node address of the lightweight node, the transaction 

is a transaction associated with the lightweight node (the transaction visible addresses may be 

manually designated by a transaction initiating party). In a case that a transaction in the associated 

block is initiated by the lightweight node, a node address of the lightweight node is certainly a15 

transaction visible address of the transaction. 

[0075] The encryption path set includes encryption paths of the associated transactions and 

an encryption path of the statistical proof transaction list. The encryption path may be a Merkle path. 

Multiple statistical proof transactions included in the statistical proof transaction list are arranged in 

an order. Specifically, the multiple statistical proof transactions are arranged according to an order 20 

in which the transaction visible addresses occur in the transactions included in the associated block. 

A target index of the lightweight node in the statistical proof transaction list may be 1, 2, 3 and so 

on. Through the target index, a target statistical proof transaction corresponding to the lightweight 

node in the statistical proof transaction list may be obtained. 

[0076] A transaction visible address of any transaction may be set by a transaction initiator 25 

manually, and there may be one or more transaction visible addresses. The number of transaction 

visible addresses refers to the number of multiple transactions associated with the transaction 

visible addresses in the associated block. 

[0077] For example, assuming that a node address of a lightweight node A is A and the 

lightweight node A initiates a transaction X, the lightweight node A may designate a transaction 30 

visible address of the transaction X, such as B and C, that is, the lightweight node A designates that 

the transaction X is visible to the lightweight node B and the lightweight node C. Therefore, the 
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transaction X is an associated transaction for each of the lightweight node A, the lightweight node B, 

and the lightweight node C. Transaction visible addresses of the transaction X include A, B, and C. 

[0078] In step S440, the full node transmits the statistical proof transaction list, the target 

index, the associated transactions, and the encryption path set to the lightweight node. 

[0079] In a possible implementation, the full node transmits, in a case that the identity 5 

information of the lightweight node check is checked successfully by the full node, the statistical 

proof transaction list, the target index, the associated transactions, and the encryption path set to the 

lightweight node. Additionally, the full node may further transmit a block header of the associated 

block to the lightweight node. The block header of the associated block includes but not limited to: 

a version number of the associated block, an input information feature value, a timestamp, a 10 

difficulty value, a block Merkle root and the like. 

[0080] In step S450, the lightweight node determines validity of the associated transactions 

according to the statistical proof transaction list, the target index, and the encryption path set. The 

validity represents accuracy and completeness of the associated transactions. 

[0081] During specific implementation, the validity of the associated transactions may 15 

include accuracy and completeness of the associated transactions. The lightweight node may check 

whether the associated transactions are accurate according to the encryption path set, that is, 

checking whether the associated transactions are tampered with, thereby obtaining the accuracy. 

The lightweight node may check, according to the target index, the statistical proof transaction list, 

and the encryption path of the statistical proof transaction list, whether the associated transactions 20 

are complete, that is, checking whether content of the associated transactions is missing, thereby 

obtaining the completeness. 

[0082] In a possible implementation, before determining validity of the associated 

transactions according to the statistical proof transaction list, the target index, the associated 

transactions, and the encryption path set, the lightweight node may obtain identity information of 25 

the full node. The identity information may include a digital signature of the full node, and the 

digital signature is obtained by the full node by signing the statistical proof transaction list, the 

target index, the associated transactions, and the encryption path set according to a private key of 

the full node. After obtaining the identity information of the full node, the lightweight node may 

check the digital signature of the full node according to a public key of the full node. In a case that 30 

the digital signature is checked successfully, it is indicated that the identity information of the full 

node is checked successfully. Through this manner, security of data transmitted between the 

lightweight node and the full node can be improved. 
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[0083] The data communication method provided in this embodiment of the present 

disclosure may be applied to the double-layered blockchain network including the first blockchain 

network and the second blockchain network. The lightweight node is located in the first blockchain 

network, the full node is located in the second blockchain network, and data may be exchanged 

between the lightweight node and the full node. Specifically, the lightweight node may transmit the 5 

data synchronization request to the full node; and after receiving the data synchronization request of 

the lightweight node, the full node may transmit an associated transaction associated with the 

lightweight node to the lightweight node. In this solution, in the statistical proof transaction list, the 

numbers of all the transaction visible addresses are stored in a block, but a related transaction 

plaintext is not stored in the block. When obtaining the statistical proof transaction list, any one 10 

node in the blockchain network cannot calculate a statistical proof transaction corresponding to 

each node address because of being lack of all transaction information. The encryption path set 

ensures that a single transaction is correct and not tampered with, and the statistical proof 

transaction list ensures that the total number of the obtained associated transactions is consistent 

with that on the chain and is not tampered with. According to the two proofs, it can be completely 15 

determined that the obtained data is data that is available to the node in the block, and all required 

information is complete. In this way, each lightweight node can verify correctness and 

completeness of its synchronization data without leaking the numbers of other transaction visible 

addresses, thereby ensuring security isolation of sensitive service data and a validity proof after the 

security isolation, implementing isolation of the data transmitted between the lightweight node and 20 

the full node, and thus improving security of the data. 

[0084] FIG. 5 is a schematic flowchart of another data processing method according to an 

embodiment of the present disclosure. The method is applied to a blockchain network, the 

blockchain network includes a first blockchain network and a second blockchain network, the first 

blockchain network includes a lightweight node, and the second blockchain network includes a full 25 

node. Operation steps of the method may be performed by a computer device, and the computer 

device may be the lightweight node. This embodiment mainly describes a process that the 

lightweight node verifies an associated transaction, and the method includes but not limited to the 

following steps S510 to S540.

[0085] In step S510, data is received from an associated block having an association with 30 

the lightweight node. The data includes associated transactions associated with the lightweight node 

in the associated block, and a statistical proof transaction list. The associated block includes

multiple transactions and the statistical proof transaction list. The multiple transactions have 

respective transaction visible addresses. The statistical proof transaction list includes multiple 
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statistical proof transactions. The statistical proof transactions are obtained by encrypting the 

transaction visible addresses of the transactions, and the numbers of the transaction visible 

addresses in the associated block. 

[0086] In step S520, a target index of the lightweight node in the statistical proof transaction 

list is recognized.5 

[0087] During specific implementation, the lightweight node receives the statistical proof 

transaction list extracted from the associated block by the full node and transmitted by the full node; 

and receives a target index of the lightweight node recognized by the full node in the statistical 

proof transaction list and transmitted by the full node, or the lightweight node may recognize its 

own target index from the received statistical proof transaction list. 10 

[0088] The statistical proof transaction list includes multiple statistical proof transactions.

The multiple statistical proof transactions are arranged in an occurrence order of transaction visible 

addresses. The statistical proof transactions may be arranged in an ascending order, a descending 

order, or the like. For example, the statistical proof transaction list may include a statistical proof 

transaction 1, a statistical proof transaction 2, and a statistical proof transaction 3. The statistical 15 

proof transaction 1 is obtained by encrypting a transaction visible address 1 of the transaction 

included in the associated block, and the number m1 of the transaction visible address 1 in the 

associated block. Similarly, the statistical proof transaction 2 is obtained by encrypting a transaction 

visible address 2 of the transaction included in the associated block, and the number m2 of the 

transaction visible address 2 in the associated block; and the statistical proof transaction 3 is 20 

obtained by encrypting a transaction visible address 3 of the transaction included in the associated 

block, and the number m3 of the transaction visible address 3 in the associated block. In a case that 

the transaction visible address 1, the transaction visible address 2, and the transaction visible 

address 3 occur sequentially in the transactions, the statistical proof transaction 1, statistical proof 

the transaction 2, and the statistical proof transaction 3 are arranged sequentially in the statistical 25 

proof transaction list.

[0089] The lightweight node may further receive an associated transaction associated with 

the lightweight node and extracted by the full node from the associated block. The transaction 

number of associated transactions may be one or more. 

[0090] In step S530, an encryption path set is obtained based on the associated transactions. 30 

The encryption path set includes encryption paths of the associated transactions and an encryption 

path of the statistical proof transaction list. 



23

[0091] During specific implementation, the lightweight node receives the encryption path 

set transmitted by the full node. The encryption path set includes an encryption path of an 

associated transaction, and the transaction number of associated transactions may be one or more.

Because the statistical proof transaction list is also a transaction, the encryption path set further 

includes an encryption path of the statistical proof transaction list. For example, in a case that the 5 

number of associated transactions is n and the associated transactions are respectively x1, x2, x3, ..., 

and xn, the encryption path set includes an encryption path of x1, an encryption path of x2, an 

encryption path of x3, ..., an encryption path of xn, and an encryption path of the statistical proof 

transaction list. 

[0092] FIG. 6A is a schematic flowchart of obtaining an encryption path according to an 10 

embodiment of the present disclosure. An encryption path may be a Merkle path obtained through a 

Merkle tree. An encryption path corresponding to the transaction x1 is: N1 and N5, an encryption 

path corresponding to a transaction x2 is: N0 and N5, an encryption path corresponding to a 

transaction x3 is: N3 and N4, and an encryption path corresponding to a transaction x4 is: N2 and 

N4. An associated transaction and a statistical proof transaction list may be any one of the 15 

transaction x1, the transaction x2, the transaction x3, and the transaction x4. 

[0093] In step S540, validity of the associated transactions is determined according to the 

statistical proof transaction list, the target index, and the encryption path set. The validity represents 

accuracy and completeness of the associated transactions. 

[0094] During specific implementation, the validity may include the accuracy and the 20 

completeness. The lightweight node may check, based on the encryption path set, whether the 

associated transactions are accurate, to obtain the accuracy of the associated transactions; and may 

check, based on the target index, the statistical proof transaction list, and the encryption path of the 

statistical proof transaction list, whether the associated transactions are complete, to obtain the 

completeness of the associated transactions. 25 

[0095] In a possible implementation, there are multiple associated transactions, and the 

multiple associated transactions include a first associated transaction and a second associated 

transaction. The encryption paths of the multiple associated transactions include a first encryption 

path corresponding to the first associated transaction and a second encryption path corresponding to 

the second associated transaction. The lightweight node determines a first Merkle root according to 30 

the first associated transaction and the first encryption path, and the lightweight node determines a 

second Merkle root according to the second associated transaction and the second encryption path. 

Then, the lightweight node receives a block Merkle root of the associated block. The lightweight 
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node determines, in a case that the first Merkle root, the second Merkle root, and the block Merkle 

root are the same as each other, that the associated transactions are accurate. The lightweight node 

determines, in a case that at least two of the first Merkle root, the second Merkle root, and the block 

Merkle root are not same, that the associated transactions are inaccurate. 

[0096] For example, as shown in FIG. 6A, assuming that the associated transactions include 5 

the transaction x1, the transaction x2, the transaction x3, and the transaction x4, an encryption path 

corresponding to the transaction x1 is: N1 and N5, an encryption path corresponding to a 

transaction x2 is: N0 and N5, an encryption path corresponding to a transaction x3 is: N3 and N4, 

and an encryption path corresponding to a transaction x4 is: N2 and N4. Then, the lightweight node 

may determine the first Merkle root according to the transaction x1, and N1 and N5. Specifically,10 

the lightweight node performs a hash operation on the transaction x1 according to a hash algorithm, 

to obtain hash (x1); then the lightweight node performs a hash operation on hash (x1) and N1, to 

obtain hash[hash (x1) +N1]; and finally the lightweight node performs a hash operation on 

hash[hash (x1) +N1] and N5, to obtain hash{hash[hash (x1) +N1]+N5}, that is, a Merkle root root1. 

Similarly, the lightweight node may obtain a Merkle root root2=hash{hash[hash (x2) +N0]+N5} 15 

corresponding to the transaction x2, the lightweight node may obtain a Merkle root 

root3=hash{hash[hash (x3) +N3]+N4} corresponding to the transaction x3, and the lightweight 

node may obtain a Merkle root root4=hash{hash[hash (x4) +N2]+N4} corresponding to the 

transaction x4. The lightweight node obtains a block Merkle root indicated by Root. In a case that 

each of root1, root2, root3, and root4 is the same as Root, the lightweight node determines that an 20 

accuracy result of the associated transactions is accurate. In a case that root1 is the same as Root, 

root2 is the same as Root, root3 is different from Root, and root4 is different from Root, the 

lightweight node determines that the transaction x1 and the transaction x2 are accurate, the 

transaction x3 and the transaction x4 are inaccurate, and thus the lightweight node determines that 

accuracy of the associated transactions is inaccurate. 25 

[0097] Through the foregoing manner, the lightweight node determines the Merkle roots 

corresponding to the associated transactions based on the associated transactions and the encryption 

paths corresponding to the associated transactions, and checks, according to the Merkle roots 

corresponding to the associated transactions and the block Merkle root of the associated block, 

whether the associated transactions are tampered with, that is, determining accuracy of the 30 

associated transactions. Therefore, efficient and accurate check can be implemented, thereby 

ensuring reliability of an accuracy result obtained by checking. 
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[0098] In a possible implementation, the lightweight node checks whether the statistical 

proof transaction list is valid based on the encryption path of the statistical proof transaction list, 

and whether the statistical proof transaction list being valid represents whether the statistical proof 

transaction list is tampered with. For the process of checking, by the lightweight node, whether the 

statistical proof transaction list is valid based on the encryption path of the statistical proof 5 

transaction list, one may refer to the foregoing step of determining, by the lightweight node, 

accuracy of the associated transactions based on the associated transactions and the encryption path 

of the associated transactions, and details are not described herein again. 

[0099] In a possible implementation, in a case that the lightweight node determines by 

checking that the statistical proof transaction list is valid, the lightweight node receives the 10 

transaction number of associated transactions from the associated block, and searches the statistical 

proof transaction list for a target statistical proof transaction corresponding to the target index. The 

lightweight node performs an addition operation on the transaction number and the node address of 

the lightweight node, to obtain a target addition value, and encrypts the target addition value 

according to an encryption algorithm, to obtain a target service transaction of the lightweight node.15 

The lightweight node determines, in a case that the target statistical proof transaction is the same as 

the target service transaction, that the associated transactions are complete. 

[0100] For example, it is assumed that the transaction number of associated transactions is 

m1, and the node address of the lightweight node is address1. The lightweight node performs an 

addition operation on the transaction number and the node address, to obtain a target addition value: 20 

address1+m1. Then, the lightweight node performs a hash operation on the target addition value 

according to a hash algorithm, to obtain hash(address1+m1). Further, the lightweight node encrypts 

hash(address1+m1) according to a message authentication code (MAC) algorithm, to obtain 

MAC[hash(address1+m1)], that is, a target service transaction of the lightweight node. FIG. 6B is a 

schematic diagram of a statistical proof transaction list according to an embodiment of the present 25 

disclosure. In a case that a target index is 1, the lightweight node obtains a target statistical proof 

transaction MAC[hash(address1+m1)] in the statistical proof transaction list according to the target 

index 1. Finally, in a case that the target service transaction is the same as the target statistical proof 

transaction, it is determined that the associated transactions are complete; and in a case that the 

target service transaction is different from the target statistical proof transaction, it is determined 30 

that the associated transactions are incomplete. 

[0101] Through the foregoing manner, in a case of determining that the statistical proof 

transaction list is valid, the lightweight node checks, according to the statistical proof transaction 
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list, the target statistical proof transaction related to the lightweight node in the statistical proof 

transaction list, the transaction number, and the node address of the lightweight node, whether the 

received associated transactions are missing, that is, checking completeness of the associated 

transactions. Therefore, the completeness is efficiently and accurately determined, that is, whether 

the associated transactions are missing are accurately checked by performing a relatively simplified 5 

check process. 

[0102] Through the method provided in this embodiment of the present disclosure, based on 

the double-layered blockchain network, after synchronizing the associated transactions related to 

the lightweight node to the full node, the lightweight node determines, through the associated 

transactions, the encryption path set, the statistical proof transaction list, and the encryption path of 10 

the statistical proof transaction list, whether the associated transactions are accurate and complete. 

Specifically, the lightweight node determines accuracy of the associated transactions according to 

the encryption path set; and determines completeness of the associated transactions according to the 

target index, the statistical proof transaction list, and the encryption path of the statistical proof 

transaction list. After determining that the associated transactions have validity, the lightweight 15 

node may perform subsequent processing based on the associated transactions, thereby further 

improving accuracy of the associated transactions compared with the solution of the conventional 

technology in which the lightweight node directly performs subsequent processing according to the 

associated transactions after obtaining the associated transactions. 

[0103] FIG. 7 is a schematic flowchart of another data processing method according to an 20 

embodiment of the present disclosure. The method is applied to a blockchain network, the 

blockchain network includes a first blockchain network and a second blockchain network, the first 

blockchain network includes a lightweight node, and the second blockchain network includes a full 

node. Operation steps of the method may be performed by a computer device, and the computer 

device may be the full node. This embodiment mainly describes a process that the full node 25 

responds to a data synchronization request, and the method includes but not limited to the following 

steps S710 to S740. 

[0104] In step S710, a data synchronization request transmitted by a lightweight node is 

received, and an associated block corresponding to the lightweight node is searched for. The 

associated block is a block having an association with the lightweight node. The associated block 30 

includes multiple transactions and a statistical proof transaction list. The multiple transactions have 

respective transaction visible addresses. The statistical proof transaction list includes multiple 

statistical proof transactions, and the statistical proof transactions is obtained by encrypting the 
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transaction visible addresses of the transactions, and the numbers of the transaction visible 

addresses in the associated block. 

[0105] During specific implementation, the data synchronization request includes identity 

information of the lightweight node. After receiving the data synchronization request transmitted by 

the lightweight node, the full node obtains the identity information of the lightweight node, and 5 

checks the identity information of the lightweight node. The full node obtains the associated block 

corresponding to the lightweight node in a case that the full node checks the identity information of 

the lightweight node successfully. For an operation step of checking, by the full node, the identity 

information of the lightweight node, one may refer to the specific operation process of the full node 

in step S420 of the foregoing embodiment in FIG. 4, and details are not described again in the 10 

embodiment of the present disclosure.

[0106] In a possible implementation, the full node receives a to-be-processed transaction.

The to-be-processed transaction includes multiple transactions visible addresses. The full node 

collects statistics on the numbers of all the transaction visible addresses in the to-be-processed 

transaction; and then encrypts all the transaction visible addresses and the transaction visible 15 

number of all the transaction visible addresses, to obtain a statistical proof transaction list. 

[0107] For example, the full node obtains a to-be-processed transaction initiated by any 

lightweight node in the first blockchain network. Assuming that a lightweight node A initiates a 

to-be-processed transaction x1, the lightweight node A may designate lightweight nodes in the first 

blockchain network which may see the to-be-processed transaction x1, and node addresses 20 

corresponding to the designated lightweight nodes are transaction visible addresses. In a case that 

the lightweight node A designates that the lightweight node B and the lightweight node C which can 

see the to-be-processed transaction x1, and assuming that a node address of the lightweight node A 

is address1, a node address of the lightweight node B is address2, and a node address of the 

lightweight node C is address3, transaction visible addresses of the to-be-processed transaction x1 25 

are address1, address2, and address3. The rest can be deduced by analogy, and there may be 

multiple to-be-processed transactions. 

[0108] Through the foregoing manner, the full node generates the statistical proof 

transaction list according to transaction visible addresses included in to-be-processed transactions 

and the numbers of the transaction visible addresses. The numbers of all the transaction visible 30 

addresses are validly stored in a block, but a related transaction plaintext is not stored in the block. 

When obtaining the statistical proof transaction list, any one node in the blockchain network cannot 

calculate a statistical proof transaction corresponding to each node address because of being lack of 
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all transaction information, thereby ensuring security of data communication between nodes in the 

blockchain network, and being beneficial to check, by the lightweight node based on the statistical 

proof transaction list, whether associated transactions related to the lightweight node are accurate 

and complete. 

[0109] In a possible implementation, the statistical proof transaction list includes a first 5 

statistical proof transaction and a second statistical proof transaction, and the multiple transactions 

visible addresses include a first transaction visible address and a second transaction visible address. 

The full node encrypts the first transaction visible address and the number of the first transaction 

visible address, to obtain the first statistical proof transaction list; and encrypts the second 

transaction visible address and the number of the second transaction visible address, to obtain the 10 

second statistical proof transaction. Then, the full node combines the first statistical proof 

transaction and the second statistical proof transaction to form the statistical proof transaction list. 

In a case that occurrence of the first transaction visible address precedes occurrence of the second 

transaction visible address in the to-be-processed transaction, the first statistical proof transaction 

precedes the second statistical proof transaction in the statistical proof transaction list. 15 

[0110] The encryption algorithm used when the full node encrypts the first transaction 

visible addresses and the number of the first transaction visible addresses, to obtain the first 

statistical proof transaction, and encrypts the second transaction visible addresses and the number of 

the second transaction visible addresses, to obtain the second statistical proof transaction needs to 

be consistent with the encryption algorithm used when the lightweight node encrypts the target 20 

addition value to obtain the target statistical proof transaction in the embodiment of FIG. 5. That is, 

first, a hash operation is performed on the addition value to obtain a hash value, and then 

calculation is performed based on the hash value through the message authentication code algorithm, 

to obtain each statistical proof transaction. Certainly, the encryption manner is not limited. For 

example, encryption may be performed through the HMAC algorithm, as long as the encryption 25 

manner is consistent with the manner in which the lightweight node subsequently encrypts the 

target addition value. The encryption manner is not limited in the embodiment of the present 

disclosure. 

[0111] For example, the full node may collect the numbers of all the transaction visible 

addresses according to an occurrence order of the addresses, that is, the full node sequentially 30 

collects the numbers corresponding to transaction visible addresses address1, address2, address3, 

address4, and address5. Assuming that the numbers are respectively m1, m2, m3, m4, and m5, a 

correspondence between transaction visible addresses and the numbers may be shown in table 1.1: 
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Table 1.1

address1 m1

address2 m2

address3 m3

address4 m4

address5 m5

[0112] Then, the full node performs an addition operation on all the transaction visible 

addresses and the numbers of the addresses, to obtain multiple addition values; and then encrypts 

the multiple addition values respectively, to obtain the statistical proof transaction list. A data 

structure of the statistical proof transaction list may be a table. When the statistical proof transaction 5 

list is to be generated, it is further necessary to determine a node address corresponding to each 

statistical proof transaction, and determine an index of each node address in the statistical proof 

transaction list. 

[0113] Specifically, the statistical proof transaction list may be shown in table 1.2: 

Table 1.210 

Index1 MAC[hash(address1+m1)]

Index2 MAC[hash(address2+m2)]

Index3 MAC[hash(address3+m3)]

Index4 MAC[hash(address4+m4)]

Index5 MAC[hash(address5+m5)]

[0114] As shown in table 1.2, an index of a node whose node address is "address1" in the 

statistical proof transaction list is 1, an index of a node whose node address is "address2" in the 

statistical proof transaction list is 2, an index of a node whose node address is "address3" in the 

statistical proof transaction list is 3, an index of a node whose node address is "address4" in the 

statistical proof transaction list is 4, and an index of a node whose node address is "address5" in the 15 

statistical proof transaction list is 5. 

[0115] Finally, the full node generates an associated block according to the statistical proof 

transaction list and to-be-processed transactions. Specifically, the full node may use the statistical 

proof transaction list as a first transaction, then use the to-be-processed transactions sequentially as 
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subsequent transactions of the first transaction, generate the associated block according to all the 

transactions, and store the associated block in the blockchain. Each to-be-processed transaction 

stored in the blockchain may be referred to as a transaction. 

[0116] The full node generates the statistical proof transaction list through the foregoing 

manner, so that the statistical proof transactions in the generated statistical proof transaction list are 5 

ranked reasonably, thereby being beneficial to recognize the target index corresponding to the 

lightweight node from the statistical proof transaction list, and thus being beneficial to improve 

efficiency with which the lightweight node determines a validity result of the associated 

transactions. 

[0117] In a possible implementation, it is assumed that the full node generating the 10 

associated block according to the statistical proof transaction list and the to-be-processed 

transactions is a first full node. After generating the associated block according to the statistical 

proof transaction list and the to-be-processed transactions, the first full node may release the 

associated block to multiple second full nodes in the second blockchain network, to cause all the 

second full nodes to perform a blockchain consensus on the associated block. In a case that the 15 

blockchain consensus succeeds, the first full node releases the associated block to the second 

blockchain network, and stores the associated block in the blockchain. The second full nodes are all 

nodes in the second blockchain network except the first full node. 

[0118] In a possible implementation, the full node may obtain the associated block 

corresponding to the lightweight node according to a block height. Specifically, after receiving the 20 

data synchronization request transmitted by the lightweight node, the full node may obtain the node 

address of the lightweight node, and then determine a block stored by the full node and including 

the node address of the full node in the blockchain, and the full node uses a block with a maximum 

block height of blocks including the node address of the lightweight node as the associated block 

corresponding to the lightweight node. 25 

[0119] In step S720, the statistical proof transaction list is extracted from the associated 

block, and a target index of the lightweight node in the statistical proof transaction list is 

recognized. 

[0120] During specific implementation, the process of extracting, by the full node, the 

statistical proof transaction list from the associated block may include: using the first transaction 30 

extracted from the block body of the associated block as the statistical proof transaction list. The 

process of extracting, by the full node, the target index of the lightweight node in the statistical 

proof transaction list from the associated block may include: searching, by the full node, the 



31

statistical proof transaction list for the target index of the lightweight node according to the node 

address of the lightweight node. 

[0121] In step S730, associated transactions associated with the lightweight node are 

selected from the multiple transactions included in the associated block, and an encryption path set 

is determined based on the selected associated transactions. The encryption path set includes5 

encryption paths of the associated transactions and an encryption path of the statistical proof 

transaction list. 

[0122] During specific implementation, the full node extracts associated transactions 

associated with the lightweight node from the associated block, and the associated transactions 

associated with the lightweight node may include a transaction initiated by the lightweight node, a 10 

transaction received by the lightweight node, and a transaction witnessed by the lightweight node. 

For example, if the transaction x1 is initiated by the lightweight node, the transaction x1 may be an 

associated transaction of the lightweight node; if the transaction x2 is received by the lightweight 

node, the transaction x2 may be an associated transaction of the lightweight node; if the transaction 

x3 is initiated by the node 1, but transaction visible addresses of the transaction x3 include the 15 

lightweight node, the transaction x3 may also be an associated transaction of the lightweight node. 

That is to say, the full node may use the node address of the lightweight node as a transaction 

visible address, to obtain a transaction corresponding to the transaction visible address, that is, an 

associated transaction of the lightweight node, in the associated block. There may be one or more 

associated transactions. 20 

[0123] In step S740, the statistical proof transaction list, the target index, the associated 

transactions, and the encryption path set are transmitted to the lightweight node, to cause the 

lightweight node to determine validity of the associated transactions according to the statistical 

proof transaction list, the target index, and the encryption path set. The validity represents accuracy 

and completeness of the associated transactions. 25 

[0124] During specific implementation, the full node in the second blockchain network 

transmits the statistical proof transaction list, the target index, the associated transactions, and the 

encryption path set to the lightweight node in the first blockchain network through a network 

routing service in the blockchain network. For the operation step of determining, by the lightweight 

node, validity of the associated transactions according to the statistical proof transaction list, the 30 

target index, and the encryption path set, one may refer to the operation of the lightweight node in 

step S540 in the embodiment in FIG. 5, and details are not described again in the present disclosure. 

[0125] Through the method provided in this embodiment of the present disclosure, after 
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receiving the data synchronization request transmitted by the lightweight node in the first 

blockchain network, the full node in the second blockchain network performs identity check on the 

lightweight node. Only when the full node successfully performs identity check on the lightweight 

node, the full node transmits data that the lightweight node needs to synchronize, including the 

statistical proof transaction list, the target index, the associated transactions, and the encryption path 5 

set, to the lightweight node. In the statistical proof transaction list, the numbers of all the transaction 

visible addresses are validly stored in a block, but a related transaction plaintext is not stored in the 

block. When obtaining the statistical proof transaction list, any one node in the blockchain network 

cannot calculate a statistical proof transaction corresponding to each node address because of being 

lack of all transaction information. Therefore, security of data exchange between nodes in the 10 

blockchain network is improved. 

[0126] FIG. 8 is a schematic structural diagram of a data communication apparatus 

according to an embodiment of the present disclosure. The data communication apparatus may be 

applied to the lightweight node in the method embodiment corresponding to FIG. 5 to FIG. 6B. The 

data communication apparatus may be a computer program (including program code) run in the 15 

lightweight node, for example, the data communication apparatus is application software; and the 

apparatus may be configured to perform corresponding steps in the method provided in the 

embodiments of the present disclosure. The data communication apparatus may include: a receiving 

unit 810, a recognizing unit 820, an obtaining unit 830 and a determining unit 840. 

[0127] The receiving unit 810 is configured to receive data from an associated block having 20 

an association with a lightweight node. The data includes associated transactions associated with the 

lightweight node in the associated block, and a statistical proof transaction list. The associated block 

includes multiple transactions and the statistical proof transaction list. The multiple transactions 

have respective transaction visible addresses. The statistical proof transaction list includes multiple 

statistical proof transactions, and the statistical proof transactions are obtained by encrypting the 25 

transaction visible addresses of the transactions, and the numbers of the transaction visible 

addresses in the associated block.

[0128] The recognizing unit 820 is configured to recognize a target index of the lightweight 

node in the statistical proof transaction list.

[0129] The obtaining unit 830 is configured to obtain an encryption path set based on the 30 

associated transactions. The encryption path set includes encryption paths of the associated 

transactions and an encryption path of the statistical proof transaction list.

[0130] The determining unit 840 is configured to determine validity of the associated 
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transactions according to the statistical proof transaction list, the target index, and the encryption 

path set. The validity represents accuracy and completeness of the associated transactions. 

[0131] In a possible implementation, the determining unit 840 is further configured to: 

[0132] check, based on the encryption path set, whether the associated transactions are 

accurate, to obtain the accuracy; and 5 

[0133] check, based on the target index, the statistical proof transaction list, and the 

encryption path of the statistical proof transaction list, whether the associated transactions are 

complete, to obtain the completeness. 

[0134] In a possible implementation, there are multiple associated transactions. The multiple 

associated transactions include a first associated transaction and a second associated transaction, 10 

and the encryption paths of the multiple associated transactions includes a first encryption path 

corresponding to the first associated transaction and a second encryption path corresponding to the 

second associated transaction.

[0135] The determining unit 840 is further configured to: 

[0136] determine a first Merkle root according to the first associated transaction and the first 15 

encryption path, and determine a second Merkle root according to the second associated transaction 

and the second encryption path; and 

[0137] check, based on the first Merkle root and the second Merkle root, whether the 

associated transactions are accurate, to obtain the accuracy. 

[0138] In a possible implementation, the determining unit 840 is further configured to: 20 

[0139] receive a block Merkle root of the associated block; 

[0140] determine, in a case that the first Merkle root, the second Merkle root, and the block 

Merkle root are the same as each other, that the associated transactions are accurate; and 

[0141] determine, in a case that at least two of the first Merkle root, the second Merkle root, 

and the block Merkle root are not same, that the associated transactions are inaccurate. 25 

[0142] In a possible implementation, the determining unit 840 is further configured to: 

[0143] check, according to the encryption path of the statistical proof transaction list, 

whether the statistical proof transaction list is valid; 

[0144] receive the transaction number of the associated transactions from the associated 

block in a case of determining that the statistical proof transaction list is valid; 30 
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[0145] search the statistical proof transaction list for a target statistical proof transaction 

corresponding to the target index; and 

[0146] check, according to the statistical proof transaction list, the target statistical proof 

transaction, the transaction number, and a node address of the lightweight node, whether the 

associated transactions are complete, to obtain the completeness. 5 

[0147] In a possible implementation, the determining unit 840 is further configured to: 

[0148] perform an addition operation on the transaction number and the node address of the 

lightweight node, to obtain a target addition value, and encrypt the target addition value according 

to an encryption algorithm, to obtain a target service transaction of the lightweight node; and 

[0149] determine, in a case that the target statistical proof transaction is the same as the 10 

target service transaction, that the associated transactions are complete. 

[0150] Through the data communication apparatus provided in the embodiment of the 

present disclosure, based on the double-layered blockchain network, after synchronizing the 

associated transactions related to the lightweight node to the full node, the lightweight node 

determines the validity result of the associated transactions through the associated transactions, the 15 

encryption path set, the statistical proof transaction list, and the encryption path of the statistical 

proof transaction list. Specifically, the lightweight node determines accuracy of the associated 

transactions according to the encryption path set; and determines completeness of the associated 

transactions according to the target index, the statistical proof transaction list, and the encryption 

path of the statistical proof transaction list. After determining validity of the associated transactions, 20 

the lightweight node performs subsequent processing according to the associated transactions based 

on the validity, thereby further improving accuracy of the associated transactions compared with the 

solution in the conventional technology in which the lightweight node directly performs subsequent 

processing according to the associated transactions after obtaining the associated transactions. 

[0151] FIG. 9 is a schematic structural diagram of a data communication apparatus 25 

according to an embodiment of the present disclosure. The data communication apparatus may be 

applied to the full node in the method embodiment corresponding to FIG. 7. The data 

communication apparatus may be a computer program (including program code) run in the full 

node, for example, the data communication apparatus is application software; and the apparatus 

may be configured to perform corresponding steps in the method provided in the embodiments of 30 

the present disclosure. The data communication apparatus may include: a receiving unit 910, an 

extracting unit 920 and a transmitting unit 930. 
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[0152] The receiving unit 910 is configured to receive a data synchronization request 

transmitted by a lightweight node, and search for an associated block corresponding to the 

lightweight node. The associated block is a block having an association with the lightweight node.

The associated block includes multiple transactions and a statistical proof transaction list. The 

multiple transactions have respective transaction visible addresses. The statistical proof transaction 5 

list includes multiple statistical proof transactions, and the statistical proof transactions are obtained 

by encrypting the transaction visible addresses of the transactions, and the numbers of the 

transaction visible addresses in the associated block. 

[0153] The extracting unit 920 is configured to extract the statistical proof transaction list 

from the associated block, and recognize a target index of the lightweight node in the statistical 10 

proof transaction list.

[0154] The extracting unit 920 is further configured to select associated transactions 

associated with the lightweight node from the multiple transactions included in the associated block, 

and determine an encryption path set based on the selected associated transactions. The encryption 

path set includes encryption paths of the associated transactions and an encryption path of the 15 

statistical proof transaction list. 

[0155] The transmitting unit 930 is configured to transmit the statistical proof transaction 

list, the target index, the associated transactions, and the encryption path set to the lightweight node, 

so that the lightweight node determines validity of the associated transactions according to the 

statistical proof transaction list, the target index, and the encryption path set. The validity represents 20 

accuracy and completeness of the associated transactions. 

[0156] In a possible implementation, the data communication apparatus further includes: an 

obtaining unit 940, a statistical unit 950, and a processing unit 960. 

[0157] The obtaining unit 940 is configured to receive a to-be-processed transaction. The 

to-be-processed transaction includes multiple transactions visible addresses.25 

[0158] The statistical unit 950 is configured to collect the numbers of all the transaction 

visible addresses in the to-be-processed transaction.

[0159] The processing unit 960 is configured to encrypt all the transaction visible addresses 

and the numbers of all the transaction visible addresses respectively, to obtain the statistical proof 

transaction list.30 

[0160] The processing unit 960 is further configured to generate the associated block 

according to the statistical proof transaction list and the to-be-processed transaction, and store the 
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associated block storage in a blockchain. 

[0161] In a possible implementation, the statistical proof transaction list includes a first

statistical proof transaction and a second statistical proof transaction, and the multiple transaction 

visible addresses include a first transaction visible address and a second transaction visible address. 

[0162] The processing unit 960 is further configured to: 5 

[0163] encrypt the first transaction visible address and the number of the first transaction 

visible address, to obtain the first statistical proof transaction; 

[0164] encrypt the second transaction visible address and the number of the second 

transaction visible address, to obtain the second statistical proof transaction; and 

[0165] combine the first statistical proof transaction and the second statistical proof 10 

transaction to form the statistical proof transaction list, where in a case that occurrence of the first 

transaction visible address precedes occurrence of the second transaction visible address in the 

to-be-processed transaction, the first statistical proof transaction precedes the second statistical 

proof transaction in the statistical proof transaction list. 

[0166] In a possible implementation, the data synchronization request includes identity 15 

information of the lightweight node.

[0167] The process of transmitting, by the transmitting unit 930, the statistical proof 

transaction list, the target index, the associated transactions, and the encryption path set to the 

lightweight node includes: 

[0168] checking the identity information of the lightweight node; and 20 

[0169] transmitting, in a case that the identity information is checked successfully, the 

statistical proof transaction list, the target index, the associated transactions, and the encryption path 

set to the lightweight node. 

[0170] In a possible implementation, blockchain networks corresponding to the blockchain 

include a first blockchain network and a second blockchain network. The lightweight node is a node 25 

in the first blockchain network, the lightweight node is configured to store associated transactions 

of the lightweight node, and the full node is configured to store the blockchain. The blockchain 

includes associated transactions of all nodes in the first blockchain network. 

[0171] Through the data communication apparatus provided in the embodiment of the 

present disclosure, in response to the data synchronization request transmitted by the lightweight 30 

node in the first blockchain network, the full node in the second blockchain network performs 
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identity check on the lightweight node. After the full node successfully performs identity check on 

the lightweight node, the full node transmits data that the lightweight node needs to synchronize,

including the statistical proof transaction list, the target index, the associated transactions, and the 

encryption path set, to the lightweight node. In the statistical proof transaction list, the numbers of 

the transaction visible addresses are validly stored in a block, but a related transaction plaintext is 5 

not stored in the block. When obtaining the statistical proof transaction list, any one node in the 

blockchain network cannot calculate a statistical proof transaction corresponding to each node 

address because of being lack of all transaction information. Therefore, security of data exchange 

between nodes in the blockchain network is improved. 

[0172] FIG. 10 is a schematic structural diagram of a computer device according to an 10 

embodiment of the present disclosure. The lightweight node in the embodiments corresponding to 

FIG. 4 to FIG. 7 may be a computer device 1000. As shown in FIG. 10, the computer device 1000 

may include: a user interface 1002, a processor 1004, an encoder 1006, and a memory 1008. A 

signal receiver 1016 is configured to receive or transmit data via a cellular interface 1010, a Wi-Fi 

interface 1012, ..., or an NFC interface 1014. The encoder 1006 encodes the received data into a 15 

data format processed by a computer. The memory 1008 stores a computer program, and the 

processor 1004 is configured to perform steps in any one of the method embodiments through the 

computer program. The memory 1008 may include a volatile memory (for example, a dynamic 

random access memory (DRAM)), and may further include a non-volatile memory (for example, a 

one-time programmable read-only memory (OTPROM)). In some examples, the memory 1008 may 20 

further include memories remotely disposed relative to the processor 1004, and these remote 

memories may be connected to the computer device 1000 through a network. The user interface 

1002 may include: a keyboard 1018 and a display 1020. 

[0173] In the computer device 1000 shown in FIG. 10, the processor 1004 may be 

configured to invoke the computer program stored in the memory 1008, to implement the data 25 

communication method performed by the lightweight node in the foregoing method embodiments 

or the data communication method performed by the full node in the foregoing method 

embodiments. 

[0174] It is to be understood that the computer device 1000 described in the embodiment of 

the present disclosure can perform the data communication method in the foregoing embodiments 30 

corresponding to FIG. 4 to FIG. 7, and can also perform steps performed by the data 

communication apparatus in the foregoing embodiments corresponding to FIG. 8 and FIG. 9. 

Details are not repeated herein. In addition, beneficial effects achieved by using the same method 
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are not described herein again. 

[0175] In addition, a computer storage medium is further provided according to 

embodiments of the present disclosure. The computer storage medium stores a computer program 

executed by the data communication apparatus mentioned above, and the computer program 

includes program instructions. When executing the program instructions, the processor can perform 5 

the method in the embodiments corresponding to FIG. 4 to FIG. 7. Therefore, details are not 

described herein again. In addition, beneficial effects achieved by using the same method are not 

described herein again. For technical details that are not disclosed in the embodiment of the 

computer storage medium of the present disclosure, one may refer to the descriptions of the method 

embodiments of the present disclosure. In an example, the program instructions may be deployed to 10 

be executed on a computer device, or deployed to be executed on multiple computer devices at the 

same location, or deployed to be executed on multiple computer devices that are distributed in 

multiple locations and interconnected over a communication network. The multiple computer 

devices that are distributed in the multiple locations and interconnected over the communication 

network may form a blockchain system. 15 

[0176] According to an aspect of the present disclosure, a computer program product or a 

computer program is provided. The computer program product or the computer program includes

computer instructions. The computer instructions are stored in a computer-readable storage medium. 

A processor of a computer device reads the computer instructions from the computer-readable 

storage medium. The processor executes the computer instructions, to enable the computer device 20 

to perform the method in the foregoing embodiments corresponding to FIG. 4 to FIG. 7. Therefore, 

details are not described herein again. 

[0177] Persons of ordinary skill in the art may understand that all or some of the procedures 

of the methods in the embodiments may be implemented by using a computer program instructing 

relevant hardware. The program may be stored in a computer-readable storage medium. When the 25 

program runs, the methods in the embodiments are performed. The foregoing storage medium may 

be a magnetic disk, an optical disc, a read-only memory (ROM), a random access memory (RAM), 

or the like. 

[0178] The foregoing descriptions are merely some embodiments of the present disclosure, 

and are not intended to limit the scope of the present disclosure. A person skilled in the art may 30 

understand all or some processes of the foregoing embodiments, and equivalent modifications made 

according to the claims of the present disclosure shall still fall within the scope of the present 

disclosure. 
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CLAIMS 

What is claimed is:

1. A data communication method, performed by a lightweight node, the method comprising:

receiving data from an associated block having an association with the lightweight node, the 

data comprising associated transactions associated with the lightweight node in the associated block, 5 

and a statistical proof transaction list, the associated block comprising a plurality of transactions and 

the statistical proof transaction list, the plurality of transactions having respective transaction visible 

addresses, the statistical proof transaction list comprising a plurality of statistical proof transactions, 

and the statistical proof transactions being obtained by encrypting the transaction visible addresses

of the transactions, and the numbers of the transaction visible addresses in the associated block; 10 

recognizing a target index of the lightweight node in the statistical proof transaction list; 

obtaining an encryption path set based on the associated transactions, the encryption path set 

comprising encryption paths of the associated transactions and an encryption path of the statistical 

proof transaction list; and 

determining validity of the associated transactions according to the statistical proof transaction 15 

list, the target index, and the encryption path set, the validity representing accuracy and 

completeness of the associated transactions.

2. The method according to claim 1, wherein the determining validity of the associated

transactions according to the statistical proof transaction list, the target index, and the encryption 

path set comprises: 20 

checking, based on the encryption path set, whether the associated transactions are accurate, to

obtain the accuracy; and 

checking, based on the target index, the statistical proof transaction list, and the encryption 

path of the statistical proof transaction list, whether the associated transactions are complete to

obtain the completeness. 25 

3. The method according to claim 2, wherein the associated transactions comprise a first

associated transaction and a second associated transaction, and the encryption paths of the 

associated transactions comprise a first encryption path corresponding to the first associated 

transaction and a second encryption path corresponding to the second associated transaction;  

and wherein the checking, based on the encryption path set, whether the associated 30 

transactions are accurate, to obtain the accuracy comprises: 
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determining a first Merkle root according to the first associated transaction and the first 

encryption path; 

determining a second Merkle root according to the second associated transaction and the 

second encryption path; and 

checking, based on the first Merkle root and the second Merkle root, whether the associated 5 

transactions are accurate to obtain the accuracy. 

4. The method according to claim 3, wherein the checking, based on the first Merkle root and

the second Merkle root, whether the associated transactions are accurate to obtain the accuracy 

comprises: 

receiving a block Merkle root of the associated block; 10 

determining, in a case that the first Merkle root, the second Merkle root, and the block Merkle 

root are the same as each other, that the associated transactions are accurate; and 

determining, in a case that at least two of the first Merkle root, the second Merkle root, and the 

block Merkle root are different, that the associated transactions are inaccurate.

5. The method according to claim 2, wherein the checking, based on the target index, the15 

statistical proof transaction list, and the encryption path of the statistical proof transaction list, 

whether the associated transactions are complete, to obtain the completeness comprises: 

checking, according to the encryption path of the statistical proof transaction list, whether the 

statistical proof transaction list is valid; 

receiving the number of the associated transactions from the associated block if it is 20 

determined that the statistical proof transaction list is valid; 

searching the statistical proof transaction list for a target statistical proof transaction 

corresponding to the target index; and 

checking, according to the statistical proof transaction list, the target statistical proof 

transaction, the number of the associated transactions, and a node address of the lightweight node, 25 

whether the associated transactions are complete, to obtain the completeness.

6. The method according to claim 5, wherein the checking, according to the statistical proof

transaction list, the target statistical proof transaction, the number of the associated transactions, and 

a node address of the lightweight node, whether the associated transactions are complete, to obtain 

the completeness comprises: 30 
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performing an addition operation on the number of the associated transactions and the node 

address of the lightweight node, to obtain a target addition value, and encrypting the target addition 

value according to an encryption algorithm, to obtain a target service transaction of the lightweight 

node; and 

determining, in a case that the target statistical proof transaction is the same as the target 5 

service transaction, that the associated transactions are complete. 

7. A data communication method, performed by a full node, the method comprising:

receiving a data synchronization request transmitted by a lightweight node, and searching for 

an associated block corresponding to the lightweight node, the associated block being a block 

having an association with the lightweight node; the associated block comprising a plurality of 10 

transactions and a statistical proof transaction list; the plurality of transactions having respective 

transaction visible addresses; and the statistical proof transaction list comprising a plurality of 

statistical proof transactions, and the statistical proof transactions being obtained by encrypting the 

transaction visible addresses of the transactions, and the numbers of the transaction visible 

addresses in the associated block; 15 

extracting the statistical proof transaction list from the associated block, and recognizing a 

target index of the lightweight node in the statistical proof transaction list; 

selecting associated transactions associated with the lightweight node from the plurality of 

transactions comprised in the associated block, and determining an encryption path set based on the 

selected associated transactions, the encryption path set comprising encryption paths of the 20 

associated transactions and an encryption path of the statistical proof transaction list; and 

transmitting the statistical proof transaction list, the target index, the associated transactions, 

and the encryption path set to the lightweight node, to cause the lightweight node to determine 

validity of the associated transactions according to the statistical proof transaction list, the target 

index, and the encryption path set, the validity representing accuracy and completeness of the 25 

associated transactions. 

8. The method according to claim 7, further comprising:

receiving a to-be-processed transaction, wherein the to-be-processed transaction comprises a 

plurality of transactions visible addresses; 

counting the number of all the transaction visible addresses in the to-be-processed transaction; 30 

encrypting all the transaction visible addresses and the numbers of all the transaction visible 
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addresses respectively, to obtain the statistical proof transaction list; and 

generating the associated block according to the statistical proof transaction list and the 

to-be-processed transaction, and storing the associated block storage in a blockchain. 

9. The method according to claim 8, wherein the statistical proof transaction list comprises a

first statistical proof transaction and a second statistical proof transaction, and the plurality of 5 

transactions visible addresses comprise a first transaction visible address and a second transaction 

visible address;  

and wherein the encrypting all the transaction visible addresses and the numbers of all the 

transaction visible addresses respectively, to obtain the statistical proof transaction list comprises: 

encrypting the first transaction visible address and the number of the first transaction visible 10 

address, to obtain the first statistical proof transaction list; 

encrypting the second transaction visible address and the number of the second transaction 

visible address, to obtain the second statistical proof transaction; and 

combining the first statistical proof transaction and the second statistical proof transaction to 

form the statistical proof transaction list, wherein in a case that occurrence of the first transaction 15 

visible address precedes occurrence of the second transaction visible address in the to-be-processed 

transaction, the first statistical proof transaction precedes the second statistical proof transaction in 

the statistical proof transaction list.

10. The method according to claim 7, wherein the data synchronization request comprises

identity information of the lightweight node; 20 

and wherein the transmitting the statistical proof transaction list, the target index, the 

associated transactions, and the encryption path set to the lightweight node comprises: 

checking the identity information of the lightweight node; and 

transmitting, in a case that the identity information is checked successfully, the statistical proof 

transaction list, the target index, the associated transactions, and the encryption path set to the 25 

lightweight node.

11. The method according to any one of claims 7 to 10, wherein blockchain networks

corresponding to the blockchain comprise a first blockchain network and a second blockchain 

network, the lightweight node is a node in the first blockchain network, the lightweight node is used 

for storing associated transactions of the lightweight node, the full node is used for storing the 30 

blockchain, and the blockchain comprises associated transactions of all nodes in the first blockchain 
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network. 

12. A data communication apparatus, comprising:

a receiving unit, configured to receive data from an associated block having an association 

with a lightweight node, the data comprising associated transactions associated with the lightweight 

node in the associated block, and a statistical proof transaction list, the associated block comprising 5 

a plurality of transactions and the statistical proof transaction list, the plurality of transactions 

having respective transaction visible addresses, the statistical proof transaction list comprising a 

plurality of statistical proof transactions, and the statistical proof transactions being obtained by 

encrypting the transaction visible addresses of the transactions, and the numbers of the transaction 

visible addresses in the associated block; 10 

a recognizing unit, configured to recognize a target index of the lightweight node in the 

statistical proof transaction list; 

an obtaining unit, configured to obtain an encryption path set based on the associated 

transactions, the encryption path set comprising encryption paths of the associated transactions and 

an encryption path of the statistical proof transaction list; and 15 

a determining unit, configured to determine validity of the associated transactions according to 

the statistical proof transaction list, the target index, and the encryption path set, the validity 

representing accuracy and completeness of the associated transactions.

13. A data communication apparatus, comprising:

a receiving unit, configured to receive a data synchronization request transmitted by a 20 

lightweight node, and search for an associated block corresponding to the lightweight node, the 

associated block being a block having an association with the lightweight node; the associated block 

comprising a plurality of transactions and a statistical proof transaction list; the plurality of 

transactions having respective transaction visible addresses; and the statistical proof transaction list 

comprising a plurality of statistical proof transactions, and the statistical proof transactions being 25 

obtained by encrypting the transaction visible addresses of the transactions, and the numbers of the 

transaction visible addresses in the associated block; 

an extracting unit, configured to extract the statistical proof transaction list from the associated 

block, and recognize a target index of the lightweight node in the statistical proof transaction list,

wherein the extracting unit is further configured to select associated transactions associated with the 30 

lightweight node from the plurality of transactions comprised in the associated block, and determine 

an encryption path set based on the selected associated transactions, the encryption path set 
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comprising encryption paths of the associated transactions and an encryption path of the statistical 

proof transaction list; and 

a transmitting unit, configured to transmit the statistical proof transaction list, the target index, 

the associated transactions, and the encryption path set to the lightweight node, to cause the 

lightweight node to determine validity of the associated transactions according to the statistical 5 

proof transaction list, the target index, and the encryption path set, the validity representing 

accuracy and completeness of the associated transactions.

14. A computer device, comprising a memory and a processor, wherein the memory is

configured to store a set of program code, and the processor is configured to invoke the program 

code stored in the memory, to perform the method according to any one of claims 1 to 6 or 7 to 11.10 

15. A computer-readable storage medium, storing a computer program, wherein the computer

program comprises program instructions, the program instructions, when executed by a processor, 

cause the processor to perform the method according to any one of claims 1 to 6 or 7 to 11.

16. A computer program product comprising instructions, wherein the instructions, when being

run on a computer, cause the computer to perform the method according to any one of claims 1 to 6 15 

or 7 to 11.




