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IMPROVED SYSTEM AND METHOD FOR RANDOM ENTRY OF
PASSWORD TECHNICAL FIELD 5 The present invention relates to an
improved system which assigns an incomplete password each time an
user is to access a secured system employing a security
code/PIN/password entry system, so that to an observer, the password is
IMPREVEESC YR AERANARD M2FPRIp LPSK RERTGI R VY T I P AYEABRD
security code/ PIN entry pad system is highly insecure and is especially
prone to shoulder-surfing attacks. An attacker can easily decipher 15 the
TE C il sSvbréf isLWatching a user's finger movement from a moderate
distance. With the help of powerful optical devices such as mini hidden
h camera,[ binoculars or e t(]an a camera, Pnr[]one the finger movement of user
¢ RIST rebiBRE Uhd 8RS Sed%n ARtdTR SBRN e IREBr S UENriSiaRe an
inconmiletin thres swisedofem T dama, ohiteusedcker ko coafideps oba spud gdesystem
empretmg PAN.diBefiridp) asgeblem wayiheharty iefpwdpsierse thescakdat to an
obsen me yser may use a very Ionnge urrr_y code/P(JN to deter attackers
ftowever ti€ MetRod is hotoh ysS &fresSr o lISErs memory, itis also
futile if attackers can record the entire entry process. 25 Extensive study
B AC RGROYNTEEMEoNe on graphical password schemes which are believed
to be more secure and resilient to dictionary attacks compared to textual
passwords; however, graphical password might also be more vulnerable
The fd‘é’l’ﬁfl}loﬁ-:‘?‘%urfﬁgcﬁﬁﬁékg['i\‘ZFQY-B(PE"d system is highly insecure and is

especiatly-prone-to--showder-surfing-attacks--An--attacker-can-easiy [decipher

the iSRG By MQY@r'ian M%%%efrt@ﬁ%%tmgﬁ RUAS HR D838 308 e

Analysis of 'Graphical” Passwords. [n the 8th USENIX Security
With SARp&&IIm 1086 o7 ! ToR! esthftfieafpRsswEh éﬁth@r‘rﬂba'ﬁtﬂt’e“ camera,
bino@rtarggemest éor ecompoteradispdans griiewithgrultiptevkorzontaf mder can be

recoﬁé%&%lr!in&ﬁaﬁé@@ﬁN‘ae@a‘\ﬁ@%‘térﬂﬁg fdedL2Jaig008dY) PIN. In the

erw_ent Innovations Index. 1
case 0 M card, once attacker is confident of a good guess of the PIN, theft

or robbery would shortly follow to seize the card.

Some user may use a very long security code/PIN to deter attackers; however,
this method is not only stressful on user’'s memory, it is also futile if attackers

can record the entire entry process.

Extensive study has also been done on graphical password schemes which
are believed to be more secure and resilient to dictionary attacks compared to
textual passwords; however, graphical password might also be more

vulnerable to shoulder-surfing attacksy.z).

[ L. Jermyn, A. Mayer, F. Monrose, M. Reiter, and A, Rubin, The Design and Analysis of Graphical
Passwords. In the 8th USENIX Security Symposium, 1999.

[2] H. Tao, Graphical password authentication arrangement for computer, displays grid with multiple horizontal
nd vertical lines, Patent No. CA2495445-A129, Filed 29 Jan. 2005, [n Derwent Innovations
Index.
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In one graphical password scheme, binary pressure entry was proposed
as an invisible user input to thwart shoulder-surfing attacks [3). 5
Although such scheme may be effective to certain extend, its may also be
rather memory taxing if we are required to also remember the pressure we
use, not to mention the large number of password we need to memorize.

In onEhSFSB%ﬁ!épéé@%rrfnog@r@r%?%%?}ﬁ?‘#ég&% by KEY1QQeep IPFERT as an
or10d ds al

evice. Such program records all data entry from'the user and

invisdRASEHiS ISP HRPHERKEM AL ErASPEK Btler means. From the

data entry records, attacker just needs to do some analysis of the

Althdnfdrnsatidn $c lvbitaéen ngapdoguedfestivethio pasgwiorde Ateis dorits ofrettackso be
rathd® MOFSFPTTURMLYira¥BesiRNEEL USRI SaUsiNEL AIUIRG DASEW YL 88 we use,

not 1pRERHRY

tem. found i il, blgg, 1 i tc. fore, d
AR AR RSB 895 TROU LA FeCietihi TetIBNStory

attack, shoulder-surfing attack and keylogger attack. On top of these

Ther&lisriAste RAESUOFD FhOBHARR @ABHYaIQBRMABHEE LRARSY I § RN rdG ram or

devi&r-o%ss should be simg!)er Qdaﬁrﬂed%qst of itm Iﬁrgr(]eqntﬁl]t‘ieon sgould $Iso b

a.e ser an sen%s this

mlnlmuaﬁhV\ﬂ[ﬁgarI?fHeraebove points In min ,r e proposed HUI’ nove

informadiavor® strenaétapk eurdehemainwerdether rapg@esusEr eetier tieta entry
reco @¥jra faskwofd it all e fibeto29 kayola ®WnaMEN O ISHRNeHBEtion to obtain

goo disno%@g%tg RQS%WQrdﬁQs‘@%tré?’e% g k?oq r%Ot%”fy Eae%p‘ggkm ] d%oq% commonly

eone observing the user as the user enters the password or to

eXpesERRBAL I ERRGPiIN tRE l@é&“gﬁo%%s(‘i‘f‘{ﬁé andey &Y themderafténsamail. blog,
onlinpagawerd t30 It is possible to have the user of the password enter an

incomplete password in what seems like a totally random order (to
someone observing the user as the user enters the password or to

ThergfpreoRe IRRAMIRATRYUPE KEG R MDRE T HIE BRP RS the BEaY Efeidsistance to
dictipasgveridicBS shoulder-surfing attack and keylogger attack. On top of

thesé Criteria, the password should be easily fo méemorizé, password entry
gf'] A Patelnt a %IC_atIOll on "Shoulder Surfing, Reflstant Graphica
ProCeRShHY i

S0 i 65 ole MR BHIGBISNPDr Saaulg, also be

aSSS

minim®atober 2005 2

With all the above points in mind, we proposed our novel password scheme. In

our scheme, we do not require user to enter the entire password at all. The

key to our invention is entering an incomplete password in what seems like

a

totally random order (to someone observing the user as the user

enters the password or to someone monitoring the key strokes of the

user as the user enters the password).

It is possible to have the user of the password enter an incomplete

password in what seems like a totally random order (to someone

observing the user as the user enters the password or to someone

monitoring the key strokes of the user as the user enters the

password).

B3]

A Patent application on “Shoulder Surfing Resistant Graphical Password with Haptics”, submitted to the TTBE,
university of Ottawa, October 2005
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SUMMARY OF INVENTION The object of the invention is to enter an
incomplete password in a totally 5 random order each time the user uses
the password. For example, if the correct password memorized by the
user is "789012". Using an ATM system as an example, upon swiping the
card, the user will be shown 6 blanks spaces (there are 6 characters in

SUMMARSTSOFOIRVERITsONE of the spaces filled up with asterisk. If 2 of the
spaces are randomly chosen and filled with asterisk, the 10 user just need

to enter the remaining.4 characters to the blanks. The order of entering
The gldiectepfathifg eHardierd wilPbentaidemiyesiserchy pessikifgin a totally
rand oMdeNsaT esshpvi Bk thRdises dateréace tAdfupthes wbiect ebthe ku@aplion it the

cord T NPT 180G SR SHERD A o o
an exgraplf THREh&WUIENS d&s B BphRsunReic BHIsPRBEISWIE gisinbringaces

(therefdhe ehetiacterzis motteet_ipfelysﬂada)rmartd esdngleldafha@miti@aedfine’:mup with
asteﬁgqerﬁ%n}ﬁn% %quz:gl.ata'rtésrg?\%mryuﬁﬁlb%ﬂngr%q%I%H%Hg'ne asé%risk, the

character. For example, if the characters are numeric, the numbers

user dH8hIAsE JOsRIYTELIF SETIRREBhEXERPERRI? Binter i RIZG imENg Rgder of
enterdogetisethe system|ribedequenesovillrhberasitand waripsithebastdendifigking

undePt cdescansling andralsesia differgqtdirections. In this way, there will not
be any character of the keypad with a fixed position on the keypad and it

would be extremely difficult for attacker to decipher the password by just
A fudhalyzihie2b eéettefihges miovense e vetient dettirgoaickdriosk whtide using a
touchis@ireeieait i Hadwout tieaexad Rosition:pt eaddy gharadrypilivethan different
words, unle% an attacker has ax[‘.lneé':lr anrgadire{:trview of t@e user screen

i all . e user screen. racte can a anumeric r
Orlentto {e(?lnhl(r)nr/"her whereé the  characters arecposﬁlone , IS Woult BeP nearVy ©

sy mhaiposdisiePsifirBthe tdhecthpaasiesrd iRistdtorm Hrelly Zingd aerg fidgdrould

be pB¥IVeRENtin ke prPessiom3thpesikoring ke chasastayy 0btheskeypadid and
an aordered manner as oppose to. random_positioning is to make the

ente e L RS R AR B Msmoers

shoutds pgrREBEIRP &M dErSIBAHRRES! X intR R iktAfVafBge’2aRdime a user

acce6bjeigts sa,tta@md byeit_senpeenefer@naemhmldmmda_emgdeetmtbe ascending or

descBAARPERYNG dEPWInGs LR AGROBRANANG iaYings IURLALE AR be any

more embodiments of the invention and together with the description
character of the keypad with a fixed position on the keypad and it would be

extremely difficult for attacker to decipher the password by just analyzing
user’'s finger movement without getting a clear look of the user screen to find
out the exact position of each character. In other words, unless an attacker
has a clear and direct view of the user screen to tell him/her where the
characters are positioned, is would be nearly impossible to guess the correct
password just from analyzing user's finger movement. The purpose of
positioning the characters of the keypad in an ordered manner as oppose

to random positioning is to make the keypad more user-friendly.
DETAILED DESCRIPTION OF DRAWINGS

For a better understanding of the invention, its advantages, and the
objects attained by its use, reference should now be made to the
accompanying drawings. The accompanying drawings illustrate one or

more embodiments of the invention and together with the description

herein, serve to explain the workings and principles of the invention.
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herein, serve to explain the workings and principles of the invention. 3

Figure 1 is a flow diagram of how the program code will generally run in

the case of an ATM machine. 5 Figure 2 shows an example of the blanks

generated by step 103. M number of blanks are randomly selected and

filled with asterisk. In this case, M = 2. One of the remaining unfilled

. blanks are randoml¥ selected and prompted for user input. In thls case,

Figurghd diadk 40 the AR amarabBP BolifoR "RUARL Y 1Y BRORERING fgran the
case gdermnplMugiaghhreeblinking underscore. 10 Figure 3- 10 show the

different positioning of the characters of the keypad used in a touch

. as proposed [ thlSl on, These posi
F'gurﬁu%n%nc Charactefs re use bltLapnu‘iS'lgneenS(r)ps? én o%% fglgn %Xftergrﬁper of
blankshargy&andenbh %ﬁlﬁféﬁbaréi Fldorevdintiss ieiglictershis gasstilM = 2. One

of th@rraﬁ@&ﬁhH"gamh@nd@aemmﬂmarr@rraauemyneeseat@@%ar SFslRIptd@90r user
. p?SII{RnIn of th tEers OE the k ad in the touchscreen is no
input

entlrega;ancforh §Cﬁ ﬁruﬁvf—fﬁl?i‘oﬁ %%Ier‘h gd and is
promptiish dqoa§§worﬁ@%tcﬁém§ mtﬂwgﬁmuéwﬁmw@unty code/ PIN/
password entry system. For easy discussion, we will use an ATM system

Figur® d”%r%ﬁo%“?h%x%'ﬁ B! ?%%”Hgﬂl Ag the tfﬂrétcerqé'i)gg{g}%%fa” EMkeypad

machine has a fixed data entr a screen. The screen will s
used thinp|dhksto85R présEREiRg th%salph%rrﬂj’rﬂéﬁe charadi¥® of tRETHRWord hese
posititoritegsnteraamAs shawruim &iguod d;aehers sacardds wipeapart eftesepldations

of théh&wé;rd@t@l‘écg!%ech% REEhMarifcanasy PrRcesRLPd W REREH! OFFTLE@ tQracters

determine if a card is valid. The verification process can be a simple

are silAL ARG AR IR EFHY ﬁ?ﬂ@%?rﬁfed&?d’ﬁnasgoé'}scﬁ%%&@dve or order.

The poeitiioniad mf ths. FeemtE32198 e the yastdblishelt e ddficatimmgrocess not

entirdl§eh RYsHrrent ATM technology. If card is invalid, the card will be ejected
102. If card is valid, the password length N will be determined by 103 and

N blanks will be generated as shown in Figure 2. The password length N
DETAlFEB: BiR&ECRIFRNIQNtOF N VIRBNIX&Nple N=6 for 35 most banks in
Singapore, or defined by user. N may either be determined from

The proposed password scheme may be applied to all security code/ PIN/
password entry system. For easy discussion, we will use an ATM system to
illustrate and explain our invention. In the first embodiment, an ATM machine
has a fixed data entry pad and a screen. The screen will show the blanks

representing the alphanumeric characters of the password to be entered.

As shown in Figure 1, when a card is swiped or entered into the ATM machine,
a card verification process 101 will be performed to determine if a card is
valid. The verification process can be a simple check of the expiry date or by
the embedded image technology mentioned by U.S. Patent 6321981 or the
established verification process used by current ATM technology. If card is
invalid, the card will be ejected 102. If card is valid, the password length N
will be determined by 103 and N blanks will be generated as shown in Figure
2. The password length N can be fixed for all customers, for example N=6 for
most banks in Singapore, or defined by user. N may either be determined from

hidden card information or from bank database.



10

15

20

25

30

35

hidden card information or from bank database. 4 After the blanks are
generated, we move on to step 104 where M of the blanks are randomly
chosen and filled up with asterisks as shown in Figure 2. In 5 order to

ensure that someone who picks up an ATM card by chance will less than

or equal to 0.03% probability of guessing the right password or PIN in 3
attempts, the number of unfilled blanks (N-M) should be greater than or

equal to 4 (Bank of America uses 4-digit PIN currently). Hence, if N=6, M

Afterdine dithekhare @e? duatadver © novstep 1055t riddiovhigreeorédronélanks

are rAfibennfillath Banksnand peampp the thsels fori §Ruta d e BIPMPENGigure 2. In

orae PIBCERR AN R 138, using blipking yndersore a3, shownn Elaure 2,
APerna%veefy, the prompchng procé)ss Coulll 5& d%ne &roug%o%hgrnmee%'s °ss

than QichRLAADW PSiFitiRGIbARMHY LEdlser Mmiiled hdrkPEs o fadHandaN in 3

atte nselecterd unied blenknfiored Tivemashinag usingueoloesgreanss then or equal

to 4 f@!a%‘il%’f %I#'JS%Q'%‘%%%-‘Q@R ¥R déﬁ?(&ﬂh%%‘% & Pté‘?’ﬂpr&ft:*ﬁ‘: LA sither
nput at that position. The inptt from user may be any form of characters

be 1 g S RWone¥&h&ver, for 20 purpose of illustration only, we use digits from
0-9. The input to each of the blanks will be displayed as asterisk like other

step AESURA PLRYIGHI SIERLEq OHET R 'ﬁﬁ%@ﬂ?ﬁﬂl@ﬂ%ﬁ%ﬂ@ ARHL ISR PNk yuser

another unfilled blank will be randomly selected until all the blanks are

for inful U 2PEHBPLN $hE RAARY BRMESaRPRifed HP A R "ACHERsegre as
showtENTERGkey i2 . actividted aisvsiipwiihie thedlontdiggrame gss pagsidorde done

thro u%@@@ﬁ@?%&ﬁ@séu%%a Wil cep "Bei¢En a_ h@NSFlﬁiQ%i% o Willieahb ank
ify the user mf%Jts t e ,ghag cll the go,smons and ch?racters

ver make suyr
o fIaSHIacPR AL AR tHE cBFER HEBbdr. PR RIBSHIGHE DeFRIRL i oone:
the sedebledhenkbddiflathieronotdsh 8® hssdifiiagethie cgrredp perswetdhs user for
input 489R&2 pasdithe first randomly chosen blank is the 4th blank, a "0" has

to be entered to be valid and if the next randomly chosen blank is the 1st

blank and then the 5th blank, a "7" followed by a "1" have to be entered to
The HpyhlidoThe eftire prokesd i datarimy foliprantiied dlapk® Rould pagMer. for
purp 3@ Userry¥eans the mymhersusd’, digitsl1fradmaochiinpily A piot admydete of the

blanﬁgevﬁﬂtl%eesglgglg&g]f Qgsg\élt%rrqsﬂﬁgglgther pre-filled blanks in step 104.
After a user had entered an input for a blank, another unfilled blank will be

randomly selected until all the blanks are filled up.

After all the unfilled blanks are filled up and the “ACCEPT” or “ENTER" key is
activated as shown in the flow diagram, the password verification process 106
will commence. The verification process will only verify the user inputs to
make sure that both the positions and characters entered exactly match the
correct password. The pre-filled asterisks will not be checked. In other words,
assuming the correct password is “789012” and the first randomly chosen
blank is the 4th blank, a “0” has to be entered to be valid and if the next
randomly chosen blank is the 1st blank and then the 5th blank, a “7" followed
by a “1” have to be entered to be valid. The entire process of entering four
unfilled blanks would lead to the user entering the numbers “0”, “77, “1”
and finally “9” to complete the entire string in the password “ 789012”".
Invalid password will lead to card ejection 10777and valid password will bring

the user to the transaction option page 108.
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Invalid password will lead to card ejection 107 and valid password will

bring the user to the transaction option page 108. 5 Using the proposed

scheme, it is extremely difficult for attackers to guess the correct

password. Firstly,. one of the best ways to deter against shoulder- surfing

is not to enter the password at all. Hence, in step 104, we purposely 5 add
Usint) the petyiea0dbiRg HRST iS ignik rRAHERM d0reoter A IaeERieeto guess the
corrcgcatss"g‘s)é‘%'voc?&t ..r%ftg?,',sb'rﬁ‘eprgﬁﬁ% ltg)gs{thvevé’ggl“'t?ﬁn%eepfregtegﬂgp%%oulder—

een purposely jumbled to confuse the attackers. Theretore, &ven if an

surfiggaigkap ol @RS tHit Paserentefddah7 Hen Gheln tféeRtdOher ¥Riperrosely
add the cesd dbe reyistess rehght 0ot asis farrihe sagierpasswoethairalh-ahcomplete

pass.kzﬂ%ﬁ?CShiQJBeoqemi%p ACEE5RdedNPoRySIRE e 5 r?é%”bﬁ‘@(tﬁ':‘i%’?ﬂ?a% been

anks with asterisk and require the attacker to fill up the first 4 blanks,
PUrPRRfch IR sk, thedfect"Enti AtiAEhe 78 880 69" fRIM™0* KHIngttacker
obsecorectieateaterss irtottreid fOIPECtivepositioa. doavdear sthipatttokesard, the

systERARRIANRA DOCRIPTNG Pafe phsshof@d{nAlly F3r th SRR iNhe next
entire strln%)lén the password. Obviously, 15 in this case, the attacker will

accessyis JiRCEUH e QERYRIUMATAS SUsthGelf ShubrBIUMS B AstBASk and
requinedtheSprackree taridbupréselfir shéitenisurfiriy chtiackeis saag fitle correct

entrISRiSLENtasINg-gifferent segs of passyorg alrpckulagitrand shisdsd into their
ab olutegl ctonfus'hrlfg for the ?ﬁtackﬁrs.kMor oger,bif we al om M int10.4 to ¢ o
respys |yV,e"[h% umber or char&tiersta User enters mgy g ¢ |ffer%teenagﬁ'rb%iﬁ ’
‘77, 20 émactiegd!vn 9aco itae metedbe I ndirastisea0nstep pesamardoSwiiously,
in thigakeshetjod Q&)&&l@éj#d@rrsuﬁfm &I@@@éd hcex?daeem?kgee&ow% éermaythfe rved.
1,2 .3,4,50r may e render shoulder-surfing an obsolete .
Mor g bR o 0 Bl 8 (R SR ot Ty ehER U etzgrfing
attacke eharavtéiRdsuss 08 nEANE0 g ifiRIr B lpSet e supa BsAdtale ainfsgh login and
this awatysotmieryacifiensiv passwoed adfeke dogito rébisanoifldvgosdiéw M in 104

to vARMUIRLGS] %%?%W‘ﬁéﬁ%%ﬁéa sagal?géraénm%erw;%ﬂli%lQgtch?fé'ﬁé(?%ach login

sequence of characters we keep entering. 30 An additional benefit of such
or a&efi¥me is user may actually use the same password for a few of his or
her accounts as what he or she enters at each

In fact, if we increase N to maybe 10, step 104 and 105 will make the job of
shoulder-surfing attacker exponential tedious (M may be 1, 2, 3, 4, 5 or 6) and

may even render shoulder-surfing an obsolete threat in future.

In addition, if our password length is long enough, say 10 characters, step 104
and 105 will help to ensure that we almost always enter a different password
at each login. This would pose a natural resistance to keylogger attacks as

there would not be a fixed sequence of characters we keep entering.

An additional benefit of such scheme is user may actually use the same
password for a few of his or her accounts as what he or she enters at each
login is almost always different and never a complete password (M never
equal 0). Memorizing just 1 or 2 longer passwords is definitely a much easier
task than the multiple passwords that we need to memorize for each of our
different accounts currently. )

In the second embodiment, we will use an ATM machine with a touch screen

keypad. The position of the characters on the keypad is changed each time a
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login is almost always different and never a complete password (M never
equal 0). Memorizing just 1 or 2 longer passwords is definitely a much
easier 35 task than the multiple passwords that we need to memorize for
each of our different accounts currently. In the second embodiment, we
will use an ATM machine with a touch screen keypad. The position of the

ha th k d ht | The
usor IERE1E ARRECAB) Pt ATt LROELF b REAGARL AL motead
the cblaaaacteé@ are anrm@éwWaﬁronr,rérea@ge@ﬁmme@s@h@mwp@lﬁ@g:gw 10.

The JM@%D@S@WE thishseheme is heRgeIehthe pesitandmfihe eharaetais Wh the
ad as hown on the touch screen to det shoulder- sur in

keypageacﬁ(éelg(g S?—:'same |meckeep|n t%lg scﬁemgas use? ren |§y gks and at

the sgmgibieto %@@@waptmarﬁseettqmﬁ eﬁhéﬁarrrﬁmg@%r% dfahéieHatacrpeed up

transpeSiEANOIHER asrargagiag téhefchay aghans tler Jockwdsts uch as arranging

the c%%ﬁrﬁrﬁ plogkwisg ﬁ%%‘e% e UBER K‘?‘eé%jc KA %%F? SS9 POSRIRIE 8P req

wit e scope of the invention. 10 After the card verification process
manngyl ?deFﬁjﬁRa Eoﬁségﬁi i8RalMith] ﬁos&hlﬂesRéyﬁaﬂfarFQﬁgéﬁY&ﬂtt@uld be
randomly chosen from a list and displayed. For example, Figure 4 keypad

After (I AEIRH FLARASMEN! SR fe £BPSANARd A q‘eﬁr@ﬁfoaﬁc%%‘é]f B ossible

system by either the same or different user Figure 10 15 could

keyp%ﬂo%@ﬁ NAGIEOR LSRY I HPRANTAY fReGEnERTCBultPbé %‘i’ofBﬁﬁWﬁ@ For
examild/ Emhthedsyaerravmkthamdomlyasaggamerat cachl | bgircinghis analy ait the

next W%H@s@edcﬁflr@ﬁ’ét W@fb?ﬁ'b@f%ﬁﬁmumt%r §I'ém@?h&ttagh%lﬁ%ﬁé Q}%ﬁs thf:‘gure 10
or ro sers tn uniess e altacker nas ear

coulq B ORI B e O B O B et Pe Sigred in

the Al/Mil@magh tchﬁb@dmhem of'tHe tAvEiotioly mmeﬂ@es@tibe@lph sledlifd bdn this

way, aPRJEeNRt, E@\é{ﬁﬁ%tthﬁb‘é@é%l% wmdﬁiw@imb%réaafr@@gamm@rs to guess the
subgtlgutlons alter ions and ada tatlonﬁ tot ose t(?mq(odlrﬁuents ma

passwor rom user s kq%d vem % Y.IleW of
oCcur to persons s in the art with the attainment of some ora of t
the USQUARERRSS BP thEBYSréBerRsidanb AEEBRIRAYARIGHBUID be clearly
understood that the present invention is not intended to be limited by the

Whué’ae(ﬂcu'é‘]%eé‘é%eesn?” b SYHEURRR RREHNRE (Y Splgsr e ARd HeRCEd NG be

the accompanyin o
apparent, however, that various modifications, rearrangements, substitutions

alterations and adaptations to those embodiments may occur to persons
skilled in the art with the attainment of some or all of the advantages of the
present invention. Accordingly, it should be clearly understood that the
present invention is not intended to be limited by the particular features and
structures hereinbefore described and depicted in the accompanying
drawings. It is therefore intended to cover all such modifications,
alterations and adaptations without departing from the scope and spirit of the

present invention as defined by the appended claims.
ADVANTAGEOUS EFFECTS OF THE INVENTION
The system and method of a randomly entered password would make it

very difficult for someone who is shoulder surfing to guess the correct
password.
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drawings. It is therefore intended to cover all such modifications,

alterations and adaptations without departing from the scope and spirit of

the 30 present invention as defined by the appended claims.

ADVANTAGEOUS EFFECTS OF THE INVENTION The system and

method of a randomly entered password would make it 35 very difficult

for someone who is shoulder surfing to guess the correct password. 7

The system and method of a randomly entered password would also
The makéesitveay diffroelttfod af key |oguignpyograte teccapasevioed coonget also
makd?2SSYWOid BEERRR INerBRlirgRASINIY 4dg Salenierftdiher dirstinstanse the

and secondly the characters requested by the system are randoml _
CoregliGREa PG SRREHREsIRY CAPBE LA IS IcHe AGLOUHILEARA n the
first attetRocse 10 willsesoadn ndtice sthesalitierentrelgesieds obgharthetersystem
are QUledARy epteyREG bY the user at each login. This system helps to reduce

the number of passwords an user is required to remember in his or her

lifetime. 15 The system and method of a randomly entered password
The (afRLa PREAVSERePANItPE kepsad $howingl tidehartaerd of tiedkegiiaakers
will IRAN evgleratbmennertyd netfia tbetCanealiean order ehawnaricorder are

eypad would e it extremely difficult yess what number js bein
et R B O el S eSS UETRE B e e
number 8yste@s ffdA mprowsE patswiiausedll secuffpember in  his or her
lifetie@de/PIN/password entry system, the system operable with a display

screen for entry of password, and a keypad for entering the security

code/PIN/password wherein an user is required to enter his personal
The system and method of a randomly entered password using a touch

screen with a keypad showing the characters of the keypad in an
ordered manner but not in the conventional order of a numeric
keypad would make it extremely difficult to guess what number is

being entered and for which position of the password.
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password before being allowed to enter into the system and wherein the
user has to enter an incomplete password in a totally random order 10
each time the user uses the password. 2. The system as claimed in Claim
1 wherein the user will be shown N blanks spaces (there being N
characters in the password) with some of the spaces are randomly filled
CLA WPsWith asterisk for which no data entry 15 is required and the user is
required to enter the remaining characters of the password through a
prompting means when prompted by the system by correctly entering
1. Ragyshkanacterfgerregsponding i dhve dpositipaseibripasewvord pnomptegdcurity
nd wherein the order of entering the remaining. characters
code B Soee oy Sho by e BYCEY thiABls doelpP2
screeqyciPpropiihgtheBASSYOAGsy 18/ f8r diPHRBFLVERf p&SYRBRY fothal security
code AeNmiys saded |M/passinord renting sy stam, rieusiste Mmoo perable with @ersonal
pass AR STRENIUIN isip lough aeregh anthikeypadiiprentering dhe gRe rein

security/PIN/password is displayed on the touch screen, wherein an user
the  KsRIquilkdfto KhP 15 PBréBRaMMEiHARS5YeFE 1Ry QiBlhed addter order
eachirito ¢hh system ek vihergas veouser has to enter an incomplete
password in a totally random order each time the user uses the
assword. 30 4. The system as claimed in Claim 3 wherein the user will
2 TE% sROWATR B%nﬁgaébxgges'?thgjéﬁginb N'O4FARteri R HRE paldiioRfj Shown
N  blwithsssrrcestiith saces iae riindomalkefitedsuinwhia astesigie fd) whithswome of

the spaB8ndRsisraadeiRed ang lbe ugelisnepiieadko pIHeiriremaininGita entry

: characters 5?fthe assword throughapromptin means when

is reguire arb he u er|B re umf\ to enter e, _remaining characters
prompted Dy the “sysiem by cotrectly entering’each Character

of thsrespewditey tottHe ugdsittonroPme thagsneahprormiited byt igderRy the

syste®d véereigdhe otBy pashiierr Riyry &4 oharacters: fytéhe Rasmvepersing to the
fisplayed i an, A ardered fpanngnand ine prderoteniering 1€ (RALN 1ne
characters of the password will be randomly chosen by the system

°"de"thP(§u@Htﬁ§ié‘@fsUéﬂ prdﬁfﬁﬂﬁ@f’?’ﬁe&ﬁ@.rac"ers of the password will be

randomly chosen by the sysiem through use of such prompting means.

posit

3. A system for an improved password for all security
code/PIN/password entry system, the system operable with a display
screen which is a touch screen, and a keypad for entering the
security/PIN/password is displayed on the touch screen, wherein an
user is required to enter his personal password before being allowed
to enter into the system and wherein the user has to enter an
incomplete password in a totally random order each time the user uses the
password.

4. The system as claimed in Claim 3 wherein the user will be shown N
blanks spaces (there being N characters in the password) with some of the
spaces are randomly filled up with asterisk for which no data entry is
required and the useris required to enter the remaining characters
of the password through a prompting means when prompted by the
system by correctly entering each character corresponding to the
position of the password prompted by the system and wherein the

key pad for entry of characters for the password is displayed in an
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5 5. The ordered manner of the keypad as claimed in Claim 4 being a
keypad arranged in an ordered diagonal manner across the touch screen.

6. The ordered manner of the keypad as claimed in Claim 4 being a 10
keypad arranged in an ordered vertical manner across the touch screen.
ordergdTheandered nErthetid thedkeyphé akeclagndtién Claimadnbeinglaaracters of
the K8YRAGAITAROREdNaR KIARTCEHMYEZORIRRRRYSIARIAsRgHoUGEe 18f  such

reen. 8. The ordered manner of the keypad as claimed in Claim 4 being
'Q&/prgg %?rsanged in any other ordered manner across the touch
screen. 20 9. The prompting means as claimed in Claim 2 or Claim 4
5. Teringrae Rbinking bnderssotashpuypad thedisesinteafacecl®nihe being a
rompting means as claimed in,Clai or, Clajm 4 being a. 25 highlighted
Sl PR T b B et Oy
SCreégA Claim 2 or Claim 4 being an arrow displayed next to the blank to be
entered on the user interface. 30 12. A method for an improved password

6. TREAIEFUHVRAREINPasIVI GOty Sé’sc'ti?l%‘rrw‘{‘éberﬁi”cﬁ%i%eﬁhaygik% a

enter his personal password before being allowed to enter into the
keypagsiarha Wedeillthd ise? 15588 ehtéh RlinBRIEte PaFford ii? atotaly
scregandom order each time the user uses the password. 35 13. The method
as claimed in Claim 12 wherein the user will be shown N blanks spaces
there being N characters in the password) with. some of the spaces are
7 rgﬁo‘?frq\%fﬁ%e&”ﬁﬂv\ﬁ{h 85tdhek ¥RARN AS GREMERtNSHa el aRE e 2
keypaderiyae@éredno @meranderadaimiiiz 00 tetharagtarsrofaheopassiterdtouch
scredrough a prompting means when prompted by the system by correctly
entering each character corresponding to the position of the password

prompted by the system
8. The ordered manner of the keypad as claimed in Claim 4 being a

pro m?t"

keypad arranged in any other ordered manner across the touch

screen.

9. The prompting means as claimed in Claim 2 or Claim 4 being a

blinking underscore shown on the user interface.

10. The prompting means as claimed in Claim 2 or Claim 4 being a
highlighted blank shown on the user interface.

11. The prompting means as claimed in Claim 2 or Cilaim 4 being an

arrow displayed next to the blank to be entered on the user interface.

12. A method for an improved password for all security
code/PIN/password entry system, wherein an user have to enter his
personal password before being allowed to enter into the system
wherein the user has to enter an incomplete password in a totally random

order each time the user uses the password.

13. The method as claimed in Claim 12 wherein the user will be
shown N blanks spaces (there being N characters in the password) with
some of the spaces are randomly filled up with asterisk for which no data

entry is required and the useris required to enter the remaining

10
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5 and wherein the order of entering the remaining characters of the
password will be randomly chosen by the system through use of such
prompting means. 14. The system for an improved password for all
security code/PIN/ 10 password entry system as claimed in Claim 1 or
Claim 3, said system being used for carrying financial transactions. 15.

h Thf sgstem or ap improved %ssw%d for %II security code/PIN/ épassword h

chaT8kes’ ystem as C AmBASREISim 1 o G 3,asai8 S%,’ER_;. ”glé'beﬁﬂﬁ when
promgéed fop carryiry bankiag traractichy re6tYhe sydesimdor aadMmprovebaracter
correRPIHIMG fy Blesepyily RSP IWe NRssYREAENEN AitSiem apelaitied ystem
and C\Ilva}!n@r%i.nr Clﬁ-ge] 3 e Ig %\fSterWe Q(glng .ltjﬁ'gd fOF Cr%raryrw pa%@reantters of the

transactions. 19. fe sys?em for an |mprovec? password for ar security
passyede/PIK!l PASSABAP BN CEPSRm BY Rt iATIANP SR ClaIfe3, ’kid such
prompyFigmmizaing.used for carrying credit card transactions. 25 18. The

system for an improved password for all security code/PIN/ password

entry system as claimed in Claim 1 or Claim 3, said system beingyused

14, foPeatyiHE BeblPEaRNrdfRRItGHS. SPSFVA 4§riqall  security code/PIN/

password entry system as claimed in Claim 1 or Claim 3, said system

being used for carrying financial transactions.

15. The system for an improved password for all security code/PIN/
password entry system as claimed in Claim 1 or Claim 3, said system

being used for carrying banking transactions.

16. The system for an improved password for all security code/PIN/
password entry system as claimed in Claim 1 or Claim 3, said system

being used for carrying payment transactions.

17. The system for an improved password for all security code/PIN/
password entry system as claimed in Claim 1 or Claim 3, said system

being used for carrying credit card transactions.

18. The system for an improved password for all security code/PIN/
password entry system as claimed in Claim 1 or Claim 3, said system

being used for carrying debit card transactions.
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