METHOD AND APPARATUS FOR LOADABLE SOFTWARE AIRPLANE PARTS (LSAP) DISTRIBUTION
BACKGROUND INFORMATION 5 1. Field: The present disclosure relates generally to an improved data
processing system and in particular to a method and apparatus for managing software for aircraft. Still
more particularly, the present disclosure relates to a computer implemented method, 10 apparatus, and

computer usable PigaTRB H I HPPhRRNGS FERAASIAD KL & MGH AVRNRIBARPRARES AN 2S Oth_er
documents r_elated to the parts known as pa It_ éli%?&%?&%%w%%mply as assets. 2. Background: _
15Modern aircraft are extremely complex. Forexample, an-airCraft may have many types of electronic

systems on board. A particular electronic system on an aircraft may also be referred to as a line
replaceable unit (LRU). Each line replacsaldgcRownND/INFOrRMATHRONN Various forms. A line replaceable
unit may be, for example, without limitation, a flight management system, an autopilot, an in flight
entertainment system, a 20communications system, a navigation system, a flight controller, a flight
recorder, and a cbliisidd¥vidance system. Line replaceable units may use software or programming to
provide the logic or contrebfesarddinglovperatitrrsganer dlnctioninrheed oftthareagseiddnsiese line

replaceable unitsigiGopamenty tseatedhas PadtspnihesblineiagdustesiipRaticilasia saftware application
for use in a line r%%%%ﬁfé&atﬁ@('ﬁg% ;g%@hﬁ%%@i&lﬂx %?&L}%S é&%ﬁﬁﬁé’r sl andigferred toas a

loadable software aircraft part’(L or software aircraft parts. This software application also may be

considered part GPEAEHDIARE CEBHIG YRR PLIGEHREG Y T &BRANA I RIRRIBAKYEey (FAA). When
an entity (i.e. an ainfines praintenaniCes répaidendhevie ekt sEriiea pite Witem( EWRO0t Jisegenilitary squadron)

receives an aircraft, soBvarRIRUs IR parts are typically

2. Background:

15 Modern aircraft are extremely complex. For example, an aircraft may have many
types of electronic systems on board. A particular electronic system on an aircraft may
also be referred to as a line replaceable unit (LRU). Each line replaceable unit may
further take on various forms. A line replaceable unit may be, for example, without
limitation, a flight management system, an autopilot, an in flight entertainment system, a

20  communications system, a navigation system, a flight controller, a flight recorder, and a
collision avoidance system. Line replaceable units may use software or programming to
provide the logic or control for various operations and functions. The software used in
these line replaceable units is commonly treated as parts in the airline industry. In
particular, a software application for use in a line replaceable unit on an aircraft may

25  also be tracked separately and referred to as a loadable software aircraft part (LSAP) or
software aircraft parts. This software application also may be considered part of an
airplane’s configuration as defined by the Federal Aviation Agency (FAA).

When an entity (i.e. an airline, maintenance, repair and overhaul service provider
(“MRO"), or military squadron) receives an aircraft, software aircraft parts are typically

30 already installed in the line replaceable units in the aircraft. An airline, for example, may
also receive copies of these software aircraft parts in case the parts need to be
reinstalled or reloaded into the line replaceable units in the aircraft that have failed and

have been replaced. Further, the airline also may receive updates to the loadable
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30already installed in the line replaceable units in the aircraft. An airline, for example, may also receive
copies of these software aircraft parts in case the parts need to be reinstalled or reloaded into the line
replaceable units in the aircraft that have failed and have been replaced. Further, the airline also may
receive updates to the loadable software aircraft parts from time to time. These updates may include

additional features el present RABGSHHRRYY iRlahedsaipyate AL Rt RARiARAMaYheLconsidered

upgrades to one or more I{ne replacea{]blie Ltjar“ts The current ﬁy%}%m anJ marg)aegégl%ihagglling, and
i

oI . t present in the curre n ed softyare aircra and ma er
distributing Ioadariﬂepsoﬁ%ware aircraft parts IS cumbersome a me con¥um|ng. &urrently, software

aircraft parts are W@iEDIP PAYSTCAPI AT CBIFERRY didkettes, compact discs, or digital versatile discs
(DVD). An airline receives adelivsrycat ihenpinygicg maedisganc stetigs tihgtiqiysieabmedia in a location,

such as, for exagpley g, ebinelsThe MEdRALSIAK KRR A BRI 0% clpraflingany cases

10Maintenance operations may be performed on the aircraft to install or reinstall software aircraft parts

e ) SOTty
from time to timeS NN ' VFERHRS Lk HAT BEARE TS AIMAE ARsGi L URtaINAERHRE SSH must be located
and retrieved for @@ byAmalriravaneEesar doliveal. of His pppeicst setagahpidrestiievahgyetem and process

takes up both spaegiandetisiatidd Ehersad wokdhaadiatagiaeds Thdavaiaasnpramesdikepethod and
apparatus for disfriputing, software iﬁimgmjtcgg&s that solves the above described problems. SUMMARY
20The different advantageous embodiments provide a computer implemented method and apparatus for

managing sbftware airf3RPAEC PPBRECAGVEM A E6UL B Iyt A BT L A iERsibart management
apparatus compriséwaadibramf paredeivirignmodune,; A\brovg wéEw@aE zirvefilpednd ededadnie distribution

system on an airgfadla 856tAPeiahlpafuarR Dairiepanrariarl Thadibranmidasaround data
25processing system stores, a d manages a £,¢1§F§t|ﬂ%’v§1f software aircraft parts for a rleurality of aircraft.
t

. rsonnel. age .system and process takesS up bg ace’ .
The receiving module 1s capa% For recelv?ng e plura |t3}/ of Software arcra paFr)ts rorh suppliers and

sending the plurﬁﬂ?tﬁ\“%oftware aircraft parts to the library for storage. The proxy server is in
communication with théHisréryamdhs aapakigcot disthinatingirspfowart entohadpburbdippobiais doaft clients. The

onboard electronigributing software aircraft parts that solves the above described problems.
SUMMARY

20 The different advantageous embodiments provide a computer implemented
method and apparatus for managing software aircraft parts. In one advantageous
embodiment, a software aircraft part management apparatus comprises a library, a
receiving module, a proxy server, an onboard electronic distribution system on an
aircraft, and a portable software maintenance tool. The library on the ground data

25  processing system stores and manages a plurality of software aircraft parts for a
plurality of aircraft. The receiving module is capable of receiving the plurality of
software aircraft parts from suppliers and sending the plurality of software aircraft parts
to the library for storage. The proxy server is in communication with the library and is
capable of distributing software to a plurality of aircraft clients. The onboard electronic

30 distribution system is an aircraft client and is capable of receiving software aircraft parts
for the aircraft from the library through the proxy server. The portable software
maintenance tool provides an alternate route to send the software aircraft part to the

onboard electronic distribution system for the aircraft.
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30distribution system is an aircraft client and is capable of receiving software aircraft parts for the aircraft
from the library through the proxy server. The portable software maintenance tool provides an alternate
route to send the software aircraft part to the onboard electronic distribution system for the aircraft. In
another advantageous embodiment, an apparatus comprises a library, a proxy server, and an onboard

electronic distribution sysfesihel A& ARERIY6I% 2MBoHRIBRIAC eSS IR Y IR SELSIGReS, andonanages aircraft

parts. The proxy server is ca ak%le oJ ch?ivingda sofiiware aircra.ﬁ]g%t from the library for distribution to a
. T%erver and a O|n ar ee& I nJB {Stl’lbu on S%Sme. L 1IDraky 1S on a aFa . . .
set of aircraft. 5The onboard electroniC distribution systerm tor an aircraft is capable of distributing the

software aircraft PRACESEEI PuEl o AMIIRCRDRYSBANEGE 6 ATRIFE RAFRacERDREM TS EhE anRTRIR. In yet
another advantagerusi@ngtosbmené Araampartaoimplebenyadr metndds wsesktomiatraging a plurality of

software airciaft parts. g SIS AY Grabamh S sigrad- 0 iR AR AUGiRk ddgRidied for the

software aircraft part to form an identified aircraft. The software aircraft part is sent to a proxy server. The
software aircraft g%ﬂ‘f.”ﬂes I OPA TR RS B REPRHSERIEE A @]86?!‘%[%\?83&|§tﬁﬂhﬁotﬁesystem on the

identified aircraftaifeftadvantageous embodiments provide a computer implemented method,
15apparatus, and computer pudgsasa Rk OEREERSSING SoltpAEe iRipRiABnRaT iselbane advantageous

embodiment, & melad I5-SelJar RIS UG SAIVAIS-AEAL R, AR WIRAIIRG Clale, eqniaining a

software aircraft part is received from a source outside of the software aircraft part management
apparatus. Aset'BEIgRMufEEAEATliTAteat s o8 PRy ccPArEP A RE R eBRAAIRP St part.
Responsive to tharsettofTsigneltwars 20hairgvalissithie nporyingreratdlis seipackedcBi@abistents of the

incoming crate atefdigphawRoprdfesspibWaraajrermiiRat isHOBREIREI Ybiaindheseftware aircraft part.
Responsive to a request to upload the stored software aircraft part to a library in a software aircraft part

management apparatus, a determination is made as to whether the stored software aircraft part meets a
policy. If the stored softWaA ArEGATOPRATIORBESRR efidCamawes ion!YBRIeEEsiReAft part is signed to
form a signed sofiwparetaireraftpanutdhegigne dreditwiare @icesaifiqautisiplacedfirpartsrateorihe crate

c_ontaining the Si98@91@%@&@@@5%@%9?5%@@@@é@qfﬂfmréc%@}%dsé}f@&réﬂéﬁﬁ%ﬁw%Hres _for the_
signed software aircraft part and the. S|ganseoqtcrate are glfferent from tprg set of S|gnatures jn the incoming

. incoming crate containin ware aircr art Is received from a sourc€ outside o
crate. The S|gneolq Crate9s ' Sent 10 e ﬁbrary I the soﬁ{v&)are
the software aircraft part management apparatus. A set of signatures is validated for

the incoming crate and the software aircraft part. Responsive to the set of signatures
20  being valid, the incoming crate is unpacked. The contents of the incoming crate are
displayed. The software aircraft part is unpacked to obtain the software aircraft part.
Responsive to a request to upload the stored software aircraft part to a library in a
software aircraft part management apparatus, a determination is made as to whether
the stored software aircraft part meets a policy. If the stored software aircraft part
25 meets the policy, the stored software aircraft part is signed to form a signed software
aircraft part. The signed software aircraft part is placed in a crate. The crate containing
the signed software aircraft part is signed to form a signed crate wherein signatures for
the signed software aircraft part and the signed crate are different from the set of
signatures in the incoming crate. The signed crate is sent to the library in the software
30 aircraft part management apparatus.
In another advantageous embodiment, a computer implemented method is used
for processing configuration items. A crate containing a configuration item is received to

form a received crate. A determination is made as to whether a set of signatures for the
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30aircraft part management apparatus. In another advantageous embodiment, a computer
implemented method is used for processing configuration items. A crate containing a configuration item is
received to form a received crate. A determination is made as to whether a set of signatures for the crate
and the configuration item are valid. Responsive to a determination that the set of signatures are valid,

the configuration demaisSiy 8chfiguratBrthARRiDeARARIRERRYS SHRIFIMEDH AAaie fagessing system

comprises a bus, a storage devi.ce and g processor unit, The storage device is connected to the 5bus
! signatures are-valid, the con §ura lon item Is stored. . .
and includes program code. rfie proceéssaor unitis connected to the bus and is capable of executing the

program code to receiVe $if FeBIeiAGVeritecCoRRIMAYBesbfdaie Riftetafng MStFIN P $BIEPEe outside of a
software aircraft patsmesiagganeniceppad atpmosaliclaigiia Teé ebsigaatuesifarotiredreoming crate and the

software airciaft part, iRAGKIDE-JIRAAUBGCAE IJSIRONGS: 10 iBmeekatSinayEsQeing valid, display

10contents of the incoming crate, storing the software aircraft Fhart, determine whether the software

aircraft part meef@&BEIRAFHT FELSINE T Z TSP IS IHNB AT THE'IDRGEFSE SHLAI84d to a library in the
software aircraft peftvaranigefieatt tpparseusesigivitecota fiofureraiicraf paittefagamasigned software

aircraft part in re_appmamgp\m@@ﬁwaqugi@mﬁwwrm@aﬁ&wnth@@gﬁcahdqia@gom@ﬁg@ne@ﬂaoﬂware aircraft
partin a crate, sigly, %ﬁ;ﬂ&& %Qﬁﬁé%%ﬁa'gﬂ&% E’G‘?eéﬁ%ﬁ?é’té‘ﬂic%"‘é%'i%f?é(éﬁaﬁr%[}emgf%@ qRjgLpd crate

wherein signatures for the signed software aircraft part and the sqned crate are different from the set of
signatures in’the SHEGARY BRICCIIRP S4B fRBRNEF TPy e 8 HETIIBTArY ST RS SRRIAFE Bfrcraft part

management appaitatus.arh@ftifferewetdyaritagesespemb tdimenssplovidiesd tbesiwercimplemented
20method, apparatstsidad CPMMBHIS PRIV RO drahiasManadienspfbypseariscEaft paits. In one
advantageous embediment, amethod ncludes tetrieving 5 set of gftwars alrcraft hags and metadata
about the set of software aircraft parts TIrnpm grflebrary Inan aircraft n_etwoﬁ< dsa_lta processing system to form
a set of retrieved®46FaivARE SIRSHEN BRrRSliPhelaet beSIFRRAR MR RA P934 8tGredih E9Me system.

Metadata isistoreikinra&aetatiasthe Fhypset dfsoftwiemrafaprotadt foants siptkthearetadaia is sent to an

_onboard electrorgg‘g%FMpmég@t,g@ s@f&%_@i%k?%@%d%@&%@@&&_@ 8 G ﬁ_:@_,mponent
interface, and th(?lhonbpafrd electronic_distribution system Stagldqs mforrgatlon atgggﬁgctm;y on the
[

communications rGI}kS?S ?n%ll r{%tlunr&sjln the Incoming crate, and sen e signed crate to rary i
the software aircraft part management apparatus.
The different advantageous embodiments provide a computer implemented
20  method, apparatus, and computer program product for managing software aircraft parts.
In one advantageous embodiment, a method includes retrieving a set of software
aircraft parts and metadata about the set of software aircraft parts from a library in an
aircraft network data processing system to form a set of retrieved software aircraft parts.
The set of software aircraft parts is stored in a file system. Metadata is stored in a
25 database. The set of software aircraft parts and the metadata is sent to an onboard
electronic distribution system, a communications link between an on ground component
interface, and the onboard electronic distribution system. Status information about
activity on the communications link is maintained.
In another advantageous embodiment, an apparatus comprises, a file system, a
30 database, a set of software aircraft parts stored in the file system, a set of commands
stored in the database, an on ground component, a control process, and a data
processing system. The on ground component is capable of exchanging information

with a plurality of onboard electronic distribution systems on a plurality of aircraft. The
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In another advantageous embodiment, an apparatus comprises, a file system, a 30database, a set of
software aircraft parts stored in the file system, a set of commands stored in the database, an on ground
component, a control process, and a data processing system. The on ground component is capable of
exchanging information with a plurality of onboard electronic distribution systems on a plurality of aircraft.

The control procgssds,rARaRIR ofsaseiving-tesehOEGAUTIBRNMS Ashthg S8l Of sofwase aircraft parts
from a library and_senfgln the set %f command ang the set of software chraftcﬁartf? to a plurality of
a mpa[% I d& are

. . airc s from g library,and sending the set of commands an e se oftw.
aircraft. The file sysfe e d)ataaoase,ytﬁe se oP go tware aircra par?s, e sé ofS commands, the on

ground compone@it?raﬁét’f!ﬁé edrrlarphoteasshrd ofttaEtbifisolanase nith el &S pfeeessing system.
In yet another adsashiagresSierRbOD6 Baetihaads0 i vielrpling tmparedt cihdanepiseas| aroogeputer readable

media and prograpg &g%étgg%%ﬁl&eogqgé%rprrgmm§ g%qg@ Program code is present for retrieving

a set of software aircraft parts and metadata about the set of software aircraft EEaarts from a library in an

aircraft network 10data'pfo BTG ) SIEAITE o rm PR UBESs ATARVYIP'SHRWAPE RSt parts. Program code
is stored on the compites acadwblerneedibifomstiriar thie wergfosefeivsse eirbafopritsin a file system.

Program code alssistpeanent forsipaingdbe imatadatiinaridatapase: JP sogramne apearipstered on the
computer readabéﬁo’ﬂ?e‘{’é%J{%ra%%{]%!ﬁ@s%}%&e&ﬁ%%gﬂl‘@iﬁ AL Al-Patsagdh e éﬁ&%&?ka” onboard

electronic distribution system, a 15 communications link between an on ground component interface, and

the onboard 8lecthR! HietBaRSH LY LedRimP 58y ShrkiyEd S PredE 1St RaTtaiRiRg ¥tatdsSnformation
about activity on ithgacetn thecatipngtirdadible oi¢itiadot sidveanttanes v sfhbodiareras pts/ide a computer
implemented mef g s AREAT 3ty aRE SRMRMIRN PESEER SRFRSARFRERESING £aaMBasds in a network

20data processing sysier i 006 agYanRASoNS eTbodenl.  piocsss £RIES A sehgf commands for

an aircraft in a plura |t?/ of alrcraits, The set of commands is stored In a set'of queues In a Iﬁ)rary in the
network data pro@iES8IhePEy StehiNR TSI AR AEP LT EGHHFPREIRSTRELYLASIFES an event, the stored
set of commandsisnsemidationpiokybseraar apphigation exeputiog bretheanetwdnk dateapiocessing system

to form a 25distrigeted seliohBammaRtsn AtonaRCNR is feblirlishrinrgRgsProxy server
information about activity on the communications link.
The different advantageous embodiments provide a computer implemented

method, apparatus, and computer program code for processing commands in a network

20  data processing system. In one advantageous embodiment, a process creates a set of
commands for an aircraft in a plurality of aircrafts. The set of commands is stored in a
set of queues in a library in the network data processing system to form a stored set of
commands. Responsive to an event, the stored set of commands is sent to a proxy
server application executing on the network data processing system to form a

25  distributed set of commands. A connection is established between the proxy server
application and an onboard electronic distribution system executing on an aircraft data
processing system on the aircraft. The distributed set of commands is requested from
the proxy server application by the onboard electronic distribution system. The
distributed set of commands is received from the proxy server application by the

30 onboard electronic distribution system to form a received set of commands. The
received set of commands is processed by the onboard electronic distribution system to

form a processed set of commands. A set of software aircraft parts is forwarded to a



application and an onboard electronic distribution system executing on an aircraft data processing system
on the aircraft. The distributed set of commands is requested from the proxy server application by the
onboard electronic distribution system. The distributed set of commands is received from the proxy server
application by the 30onboard electronic distribution system to form a received set of commands. The

received set of cgglmaé]gét |§a[y9c&%§§géoyygk@r@%qa@da@geﬁrmg d{g@@%@g@y@ggm to form a processed

set of commands A set 5’ e%ftwa[e alrcraft parts is forwarded to tkof tar et data processing systems
S| e seCProc,[es comim ndstﬁre a g
on the aircraft usifig the processed Set of commrands it the Se proc WP BYidtnands are a set of uplink

commands. In another'a@velitigevrsasrbEErasime ton ey Rhimelreated mettsd identifies a set of
commands in a libeatyids aseetivaridatasirog aissignsy stenvtodat pracebideniiieahsetiahcammands. The

identified setof QBQﬂmiéﬂgét'éf%SPMQn%sor?%X RERYREARRIFRURMEXFENILG, QD dRFoReLNQH data processing

system to form a distributed set of commands. A connection is established between the?)%:froxy server

application and a?P%JHBB%ﬂ—&’@%LEWSﬁr&ta?s?ﬁﬁmrbﬁaéwé’ﬁ?%%&%ﬁxﬁ%%{*bw 9 SRR P lessing system
on an aircraft. Treewisaibetet coenefticorismsinbishesbaveonthhepropgryeraepitoippitaton to the onboard

electronic distributippary stemdadarmituiieseissheeialteivmandseetshepesersalepstme received set
of commands is Bﬁo&e&?&%tbyrﬂéed%ﬂ%%?ef&’s% eo?tE%'.%é# c%ﬂ?*é&'%&%%fr?é%rt&fosfén& processed set of

commands. A stored set of software aircraft parts located on the aircraft data processing system is sent to

a set of target dﬁﬁ%?@ﬁ@%gﬁﬁeﬂ%e&ﬁﬁ@%ﬂé?ﬂm TYHRE frErBLaEerekEdFetommands if the
processed set of womaratsdy ¢s thesetrokdiinkItemarryrissdhof etramethisrisapivantagbutiembodiment, a

computer prograaeqwadtéré&@meGe@rﬁ)a.g@@}@t&a%&é\%bI@réﬂ@@@ﬁ%@do@&%{@ﬁ%@@d& sitpsgd on the

computer readable, mf arggl progra Ocaee dqon"{g program cooc(i:ee Sfsolr creattlrr}gisasge{ of commands for
an aircraft in a plura?ty of aircrafts a 8 program code or storing ?he set régooyfscommands in a set of

queues in a librafFliAMREPtB A WSEL PIYESER gL it furhpdnsBre sedset8mmands. The
program code alsonmcludes hrogranssaderetponsiveltosanseveniplok sendimgithe stored set of

commands to a proxy §e{yesARRlICRHRREIERKINGLEMRRA N MRk dRlRJFarESSINg System to form a
distributed set of commands. The progr dan]ecod also includes program codﬁ for establlshlng a

25connection befwegnsﬁ’?eaﬁ:roon Utserver app E%ﬁna doglrlagn oar ?GC?IUOI’]IC 8|sf)r"but|on

readable media. The program code includes program code for creating a set of
commands for an aircraft in a plurality of aircrafts and program code for storing the set

20  of commands in a set of queues in a library in the network data processing system to
form a stored set of commands. The program code also includes program code
responsive to an event, for sending the stored set of commands to a proxy server
application executing on the network data processing system to form a distributed set of
commands. The program code also includes program code for establishing a

25  connection between the proxy server application and an onboard electronic distribution
system executing on an aircraft data processing system on the aircraft and program
code for requesting distributed set of commands from the proxy server application by
the onboard electronic distribution system. The program code includes program code
for receiving the distributed set of commands from the proxy server application by the

30 onboard electronic distribution system to form a received set of commands and program
code for processing the received set of commands by the onboard electronic distribution
system to form a processed set of commands. The program code also includes

program code for forwarding a set of software aircraft parts to a set of target data
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system executing on an aircraft data processing system on the aircraft and program code for requesting
distributed set of commands from the proxy server application by the onboard electronic distribution
system. The program code includes program code for receiving the distributed set of commands from the
proxy server application by the 30onboard electronic distribution system to form a received set of

commands and pyRgEadm 5ereAL BraresHgi N6 HE R roheslal LoBMandsHaY fhR.nipoard electronic
distribution system to for{? a %rocesged set of c‘pmf_’nends. Thg program code also includes program code
t comman ot u a

for forwarding a SR GPeoHtware aircrart Ibeaartsée%o a 8¢t o?otrg%%r{ ata processing systems on the aircraft

using the processed setefEEieH AU TRERS WetProeE P tenrmsanastaréngls@esldplink commands.
The different advastiegeapsaesmisoaiionesrs e yide rarc proputebimpleieg tedwaeihotappatatus, and

computer prograf Hoduct s At esipsilvaR alsiall RaES 2lhARA 2dyaniagntaRypodiment, a

method is used to establish a connection between a portable data processm\% sl%/]stem and a source

portabl
through a ground RERBIK T3 SF AT S BIRA AL RALER SO R & BPUKIRR LIMIA HEL re retrieved from
the source throughtzhiseetiablisheipcoArrettibvrlinksenuheutome cetirvedfroartscenvesponding to the set of
uplink commandsag retiéesssbiikpan theseuitee hseuaghthefstablished kQepnrepsingte form a set of

retrieved softwarg, argraft, pats: Fie.ret ol %V&SVS’&%WY}Q@%%@%& ﬁf&%"ﬂ 'iﬁfé‘ét?&ﬁéﬁé’di” a portable data

r r
processing system to form a set of stored software aircraft parts. 'IL e portable data processing system
with the set'dF st6PEASSERWAL AR gk PAHESECHisIBIRE AEIH ORI tthe' GFoiihal R, The portable data
processing systesnfiwile thiecsét reistaresaefting eairdraftaba s iscorarsted to larmibadtaraft network in an
aircraft. An uplinkispinBandrisdesuadiremithe pelslurlinkcematandsiontharats @it sietwork through an
on ground compgpept indhe portable data prcsssing system. 4 SIRted sofwars aligraft part
corresponding to the up?lnvl\é command Is sent to the aircrait network through the on ground component. In
another advanta§@GuE RSB RS A BISH2OSIBAHIERETS HatalfEsd5ienpefeterAn a library
service, a managsmrafihdetwods iable alatafpracessimgeystem.iskhsudafaba se isscapaiiie of storing a set of

commands an the,filssysiesmis sarable AbataritadR seLAFAIWAERIGATPRESRBGJIBLAY service is
capable of Commp‘#c'?c':%?élﬂg system. A stored software aircraft part corresponding to the uplink
command is sent to the aircraft network through the on ground component.
In another advantageous embodiment, an apparatus comprises a database, a file
20  system, a library service, a manager, and a portable data processing system. The
database is capable of storing a set of commands an the file system is capable of
storing a set of software aircraft parts. The library service is capable of communicating
with a source selected from one of a library and a proxy server application, an on
ground component capable of a direct connection with an aircraft data processing
25  system in an aircraft network. The manager is capable of receiving the set of
commands and the set of software aircraft parts from the source in a ground network
through the library service, disconnecting from the source, and sending the set of
commands and the set of software aircraft parts to the aircraft data processing system
in the aircraft network through the on ground component. The portable data processing
30 system is capable of establishing a communications link to the ground network and the
aircraft network, wherein the library service, the on ground component, the database,

and the file system are located on the portable data processing system.



with a source selected from one of a library and a proxy server application, an on ground component
capable of a direct connection with an aircraft data processing 25system in an aircraft network. The
manager is capable of receiving the set of commands and the set of software aircraft parts from the
source in a ground network through the library service, disconnecting from the source, and sending the

set of commands and {hemelBimeiwrIR-AkcRTLRBkEHRINS alteraitdMRRIPEASRIRY System in the aircraft
network through the olnseqsround com oré%rg}. The ortagle d%trgﬂrocessi g 30system is capable of

. . COmp m I reco, e storage media,an ram. co SLor on the . .
establishing a communications lnk 16 he grouna’network and the Aircrattretwork, Wherein the library

service, the on gfeOIRY BDIRFREFRIR, tRERgRifaRiR e herfdagiamilecdg stelif ey €Iee e astriflingdrtable data
processing systetbnnectidi lsfill @rodhertatléantageaids ey kedumenid a sameutes afog mourfroduct

comprises compyIgL SRCARARIS LOrANeMEYARPEL ROYATLERIS ISR OMINALOBRUGT recordable

storage media. the rgei%gi;ram code includes code for establishing a connection between a portable data

processing systelf SIS A5 de iPE GR BB EURI AR RRBHE I S eXpLALRSE R8RS on. The
program code algodrieluelas Vit serofepfwargyeicsel oftpliekesopnathigsifeare theolirce through the
established connegfiearasddar Fridevingiaaeihahsefwarmairesafepastscaraspanding to the set of uplink

commands from FQﬁe%%H r&o?tﬁﬁ%%‘éﬂ%r&&%?%@%ﬂ}ggﬁ?% '2‘88? puiRderpa RetRiIRtiRved Software aircratft

parts. The program code includes code for storing the set of 10retrieved software aircraft parts in a

portable datd prd€E&YRGSSRMAT RIMPESB AR LIRS LG RIS e AR PAROFRE pfbgram code has
code for disconneiotierystiit pier téaotefidadsprotessiog sy agitiodhéosdisofrstestnp doftware aircraft parts

from the ground pefwiskiandhfescengagtine themnrstakler datd PEerRsa R SYBiSM Mt the set of stored
software aircraft parts to an alircrqgf; network.in an air%% The program code haﬁhjtﬁfor i@&uing an uplink
r

round netwo rconnect o} € data’ pgrocessing sysiem wi € S
command from the set of upfmﬁ {0 the aircraftnetwo rough an on olind component in the portable

data processing S{PSE8FPENE Fot SEHMIG SIS oY BEr st ArerhiFcraRIFaRt c e SFSRIThEPRS TR uplink
command ta the fairaaibpetwaetkklvoonghrth&contgeeanof opimp ankataiicngt disferektradwdniageous
embodiments preyigr,naQERNEREAMIPIRESMASZARGRRE ARPSALIS AN CURAHEES REpgiam product for

transferring |nforrs%-;\&,lv%?evg]/,FQr an

part corresponding to the uplink command to the aircraft network

through the on ground component.
The different advantageous embodiments provide a computer implemented

20  method, apparatus, and computer program product for transferring information with an
aircraft. In one advantageous embodiment, a computer implemented method is used
for transferring information with the aircraft. A connection is established between an
onboard electronic distribution system executing in an aircraft data processing system in
the aircraft and an on ground component. Responsive to a request for a command from

25  the on ground component made through the connection, the command for execution by
the onboard electronic distribution system is identified to form an identified command.
The identified command is sent to the onboard electronic distribution system from the
on ground component. A transaction identifier is assigned to the command. A status of
a transaction associated with the command is maintained on the onboard electronic

30 distribution system and the on ground component using the transaction identifier. An
uplink is initiated by the on ground component. A software aircraft part is sent to the

onboard electronic distribution system from the on ground component to perform the



aircraft. In one advantageous embodiment, a computer implemented method is used for transferring
information with the aircraft. A connection is established between an onboard electronic distribution
system executing in an aircraft data processing system in the aircraft and an on ground component.
Responsive to a request for a command from 25 the on ground component made through the connection,
the command for,gxgcukiap.y the PaRears elechirmicdisliluian SysiendsdApatiiedso form an identified
command. The identified command is sent to the onboard electronic distribution system from the on
stored, . . P . .
ground componen?. %\jtransactlon identifier is assigned to the command. A status of a transaction
associated with the coMFRREILAYATIERE SRAPRENGHbCRFANIEET SHRCBEN S tFIBIRE F $ip8fm and the on
ground componeit tishdepithe) irdnsativarwidentifiecafn Alptinknish idieteck by diemmgtowicueemponent. A
software aircgaft pa%g]gﬁptﬁgs%gv@gar&mm felSiglelBiiTelp AV CCTas HRB?J&}% on ground component

to perform the uplink. A status of a transfer of the software aircraft Part on Eg};round component is stored.

In another advant3gB8UR" kA BYNIRTE A Ll b GReP iR pIR R By YR SAT LY FB74PaIS&rerring
information with ahezsptiwdre Aicorimring fsarcistatiiieoPn aiewn geolmdehidompemeatiocResponsive to

receiving an upligkremymanddsomn the omarLntcapaorcBitasofnatesaitetad parkepaiesponding to an

uplink commandﬁgggmgltggn;g@ﬁaq{ti\gv%roqe%ircraft part is received from the on ground component in
response to sending a request for the software aircraft part to form a received software aircraft part. The

software airtfaft part id"5Y5EACHBIRYEAAIGHE RIS b S0 SRIABBHITREPRI SR APFARIE Comprises an

on ground compenentnantcbodekelettconiicdistribuivorsgystern datd atagesetesyisignsyatém, and an

aircraft data procasgirexfyRiaProtERing BRAsH elrtdIeRHEAISHRIEAD S¥RIMIS SARAIE Of receiving a

command from the R, g(r)gund.com onent'nriﬁgestﬂggna software aircra{_t Rart correasgc%\ggpeg to an uplink
n

. capa receivin omm round component; requestin L
command in respoﬁse to I’ECEIVII‘?Q tI9|e Upﬁ 1§ncomm n ?rom the on gro(hna cgmponent; receiving the

software aircraft PEFefiGRTFRTBFPErEIIACHHBHHETR I ABE o FRIEWSELP EfAE tHe TqiR¥sk for the software
aircraft pad 16 formmnarreceivedtse fiwara adrcoafppar; ancisiaritng Hoéveot wiarefarandfopane The on ground

component execufes A IriGREACRISNG RIS BndiNg MDA AlgaHOBik st itian-aysiem executes

on the aircraft data rﬁ)rocessin %¥stem. ZOT#e ﬂi_fferdentt adVﬁ\]nta ous embodime eprovide a computer
. rm,a receiveq s twarg aircra LRa » ana storin S ¥vare aircraft part. on .
implemented me AOY: apparatds, and computer program ﬂro dct for managing sortware aircraft parts. In

one advantageoW&ERITOAIRRERE SSEHIRARE AifSFaRTPERtIE9cYEITBd APaameRy RIeRHPHa received
software aircraft piaribiilve sgseivessofbvaretioirerafaipastdpsicrethinsgsséarage in the library with a plurality

of software aifcraft pads, ASRINISHACR SHRISMUSARAIO¥Idada mapRUals thedlugeality of software

aircraft parts in the librar Res?ﬁ)onswe to recelvmg a user input from the user interface s%stem to uplink a

selected softward'8iP&Fa F}?ﬁf? iR SR HAT P EBRAPH AT R BAIE R THE RS TE A Farget aircraft
data processing 8ysteraderieasersrriniodiaatt erBea tisrelpatdel reofiviaarat aifbrafy frart to an aircraft in
which the target ajferaftedatarotrsmng Gystiem. iTleaatei éa formmasdaickplipdktcosisrand.al he uplink

command is Storggr%glgltlr?eulﬁ)llgr)tll’\]/ﬁtﬁtgﬁﬂggllw 5Pgoftware aircraft parts. A user interface system is

25  provided to manipulate the plurality of software aircraft parts in the library. Responsive
to receiving a user input from the user interface system to uplink a selected software
aircraft part from the plurality of software aircraft parts in the library to a target aircraft
data processing system, a command is created to send the selected software aircraft
part to an aircraft in which the target aircraft data processing system is located to form

30 an uplink command. The uplink command is stored in a queue in the storage in the
library to form a stored uplink command. The stored uplink command is distributed to a
proxy server application in response to a request for commands from a proxy server

application. Responsive to receiving a request for the selected software aircraft part

9



library to form a stored uplink command. The stored uplink command is distributed to a proxy server
application in response to a request for commands from a proxy server application. Responsive to
receiving a request for the selected software aircraft part from the proxy server application processing the
stored uplink command, the selected software aircraft part is sent to the proxy server application. In

another advantaggpuis SRR M ARAR ARG PHSES @ filgisy Stprmipeated Qi asforage device, a
database located g{p the stora%geagewce a manage 5compo en%r and a user interface. The file system

5
stores a pluralityso SEfVArE SIS A 53?%5, and’ fﬁqéy Jatapase stores a plurality of commands used to

manage the plurality of st ayRareeHFEPREMeAN A0 ARRETRES FHFONIEAT B tAPERE of generating the
plurality of commadsuisd dhe siselgteifiaccasysteasideapable dDiraceiying:userdnpiibdgeoperate the

management companenh 101 é’ﬁ&fr’?ﬁ’n@r‘:%rcéd\‘ﬁé"iﬂgS%%M&@QQ%W&H&B%B@NL% GRRprises a bus, a

communications adapter connected to the bus, a memory connected to the bus, wherein computer usable

program code is &858 HNAEFRRESERP L P alsr U R RYARL IR A 598 R BPeResor unit
executes the corapiweragicihid prograrnedoaiegs meoe raenacseftivareraplsr aftgeasraiing tiisrary to form a

received softwarg|aimiadt partindR&OEnthesserrivRE.SaRWATR alisdal paEckvangi@@gepin the library with a

plurality of SOﬁW%E%r%it%C(ﬁJtnPﬂéﬁia%%‘(@o‘?n%&h%ﬂ( interface system to manipulate the plurality of software
aircraft parts in the library; creaté a command to send the selected software aircraft part to an aircraft in

which the target aircraft d&t3 HEEERLAGRISHFRORERRTY: BRI i5h GHIRTI oA HERd in response to
receiving a user rputfricatitne adertént@riace20syktemsia upinkra elected odfteviawe aircraft part from the
plurality of softwae-air¢ctafhpadsusntheibyam o targstairsralt dalaRrsessting syisigm; store the uplink

command in a un%nglcqet@% storage ﬁthemllctérsaég( E%if%&@cu sst%gcéotgpllqk command:; distribute the stored

. F é) 8u e]{ usable rghro%rgm code
uplink command to a proxy server application in response to a request for commands from a proxy server
application; and &2ffFe 3ERINBE SbFAAPE ARG ARTPANCISIH tETHUSS SEWRE ZBPIRERSH in response to
receiving a requestrioththe sidledtedisoftveareatiiperaift pardrirgerirthie pboxy sénvweplagpticattion processing the

stored_uplink conagaact: aircraﬂ‘p%ﬂé;%@\ﬂ&%r%\é@mé%%@mwiﬁ&%ﬁhlé‘t&ﬂ{@BM‘&%HtP'&ger product
comprises a com l,[Jtter recordable gtlgrtﬂg? media andﬂg%@gr}éstode. T e program ¢ de 30includes code

for receiving a so WATE AlrCra tpﬁgrt ata Ilb%% o ct)?m a receive sendt orware

aircraft part to an aircraft in which the target aircraft data processing system is located
to form an uplink command in response to receiving a user input from the user interface

20  system to uplink a selected software aircraft part from the plurality of software aircraft
parts in the library to a target aircraft data processing system; store the uplink command
in a queue in the storage in the library to form a stored uplink command; distribute the
stored uplink command to a proxy server application in response to a request for
commands from a proxy server application; and send the selected software aircraft part

25  tothe proxy server application in response to receiving a request for the selected
software aircraft part from the proxy server application processing the stored uplink
command.

In still another advantageous embodiment, a computer program product

comprises a computer recordable storage media and program code. The program code

30 includes code for receiving a software aircraft part at a library to form a received
software aircraft part. The program code also includes code for storing the received
software aircraft part in a storage in the library with a plurality of software aircraft parts

and for providing a user interface system to manipulate the plurality of software aircraft
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software aircraft part. The program code also includes code for storing the received software aircraft part
in a storage in the library with a plurality of software aircraft parts and for providing a user interface
system to manipulate the plurality of software aircraft parts in the library. The program code includes
code, responsive to receiving a user input from the user interface system to uplink a selected software

aircraft part from thespiurality 9t Saitwars,Rirc RliPARS dBsthslibraniRietRy kRt aft data processing
system, for creatm&tafco tmandrtlgtsgnd thetsr%l?cteﬂnﬁoftwfa\r? %II’C%\F aritrtP gn ?t'ﬁ‘?r%fEhS'n which the
target aircraft dat3 prorgénssﬁasgysteemalcseI%Sa?ed o'form an ﬁf) ink command . c8de 1SaIss present for
storing the uplinkPFibhaife i eietilinatieistbrdgen tha ey ted falarsesesdblink command. The
program code inglties, ecadectaindisttiomntingptiesstared sgtiokCosrimaaditort peoxy semniesrapplication in
response to g regugnt foi cCORARIR. YA RIRLREVRIAPRlicaHn BRchFfiGphtesponsive to receiving

a request for the selected software aircraft part from the proxy server application processing the stored

uplink command,C?H}’E%Wdir‘?ﬁ‘{ﬁésféﬁggfgaegbmf’é"}%rtgFa‘I‘P 5t FEW&SW& Yplication.  The

features, functiorsorageliathalitagets tm lbesiacttevdokiperependently pregeatooedemblodinents of the

present disclosuig@¥ draysbpapnbie edisiyplisthemkkembadpnanteintndiphchiaher details can be seen

with reference to (neJpllowing.deseRian ARH ARYINGS BRINGLESCRINTIGN.QF THE DRAWINGS
characteristic o d odi

The novel features believe the advantagéous em ments are 5set forth in the

appended cldimdSTHE SR/ LTGRO RYGHiREHE SHEME & W GRICEL R35TERPEE Ride of use, further
objectives and advemtagelctiierephoasiihe Steodomtiepbtbodnbyaefei@sesdiodiies fedlestddg detailed

description of anRgVaniageausemMbadinery efihe Hiarantslisclosure when read in conjunction with the

accompanying drawingg Whereln: dOFIgIre. 4 s A0 CXGRIAY URAAM A dRlRRIpgessing environment
in accordance with an illustrative embodiment;

various embodiments of the present disclosure or may be combined in yet other
15 embodiments in which further details can be seen with reference to the following

description and drawings.

11



Figure 2 is a diagram of a data processing system in accordance with an illustrative embodiment;

Figure 3 is a diagram illustrating a software aircraft part management apparatus 15 in accordance with an
advantageous embodiment; Figure 4 is a block diagram of a software part management environment in
accordance with an advantageous embodiment; Figure 5 is a table illustrating modes of operation for
a software part management environment in accordance with an advantageous embodiment; 20Figure 6

is a diagram illustrating command éé&?gﬁ%%%a%g%ﬁ S’Et}ﬁE ngg@ | gous embodiment; Figure 7

is a format for commands in accordance with an advantageous em ment; Figure 8 is a
message flow diagram illustrating processing of uplink commands 25 in accordance with an
advantageous embodimenipvel fekigrase8its edressagirgcbagkanltisijatingepionassiig @ba downlink

command in AcCQUARRGE WD AR AHLAUZAROUSE MRAMIBERNs embSdBiliasl AR & LneRSAgelow diagram

illustrating processing of a delete command in accordance with an advantageous embodiment; 30Figure

11 is a high levefSWENEH B SHo 8y LS dStHB LS ‘CotRRaF SR b BFE R A ccordance with an
advantageous emisisdstnenby refeelpgre 12 isl flowdpiaitefbiaewsiein gfanddreniagesyfiware aircraft parts in

accordance with @nbagivedHagerisressaansite whedigaienl3rpachiowehatioiaprpeagsdor distributing
commands through a proxy seryer in accordance with an advantageous embodiment; Figure 14 is a
flowchart of a process for receiving and distributing downlink data through a proxy server application in

accordanceWith an adViHfEgL8 38 E¥FBBHMERE8RIGLAEAE ROSHSNERAH B At dtess for distributing
software aircraft peatsiaspegvahsoftisteivaitdodntetool in accordance with an advantageous

embodiment; Figure 2 is a diagram of a data processing system in accordance with an
illustrative embodiment;
Figure 3 is a diagram illustrating a software aircraft part management apparatus
15 in accordance with an advantageous embodiment;
Figure 4 is a block diagram of a software part management environment in
accordance with an advantageous embodiment;
Figure 5 is a table illustrating modes of operation for a software part
management environment in accordance with an advantageous embodiment;
20 Figure 6 is a diagram illustrating command types in accordance with an
advantageous embodiment;
Figure 7 is a format for commands in accordance with an advantageous
embodiment;
Figure 8 is a message flow diagram illustrating processing of uplink commands
25  in accordance with an advantageous embodiment;
Figure 9 is a messaging diagram illustrating processing of a downlink command
in accordance with an advantageous embodiment;
Figure 10 is a message flow diagram illustrating processing of a delete
command in accordance with an advantageous embodiment;
30 Figure 11 is a high level flowchart of a process used to distribute a software
aircraft part in accordance with an advantageous embodiment;
Figure 12 is a flowchart for receiving and storing software aircraft parts in

accordance with an advantageous embodiment;
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Figure 16 is a flowchart of a process for receiving data using a software maintenance tool in accordance
with an advantageous embodiment; Figure 17 is a functional block diagram of a library in accordance with
an 10 advantageous embodiment; Figure 18 is a diagram illustrating a file system directory layout in
accordance with an advantageous embodiment; Figure 19 is a block diagram illustrating an

organization of commags iEUSURSIRIRFCHTEBRESWI BRIASHARIASRAUSETRAMIMER:, 4 5Figure 20 is a

block diagram of a software aircraft part in gccordance wigh fna vantageous embodiment; Figure 21
. s[ervetr IN_accorgance I} an a vantaﬂ%ous empbo éfnen . . . .
is a command data structure tfor a delete command I accordanceé with an advantageous embodiment;

Figure 22 is a diagramfiftse ddrie allewisrante daeaest (Ritireeioraand girkepingslipmidmtdaiaccordance
with an advantageausgtembodimenss applidzgii e 230 @ adagviaimailasisating @ slatebstineittre for a downlink

command in accordange,with 31 a¥AIAREAUS RIBRAGING R buting JOHIEE Bittr AU TGS @ user

interface for dispatching commands in accordance with an advantageous embodiment; 25Figure 25 is a
diagram illustratiRgd 'i?s’@?'m?é]ﬁ%%eet?&'Uigwmaa%%‘?ﬂgﬁasamaé%%?%%%@%W%ﬁt;advantageous
embodiment; FiguFéogeridGasticliprshenf A usecheifatessing daingsiparesspita@csordance with an
advantageous ermbeeiment tbiguracdrimacd anehadObarpyesessnipsdragiying software aircraft parts in a

30library in accordanc‘%i‘é’m 37 @Q%HEE'&%?HB%EQPAW%P& library in accordance with an
10 advantageous embodiment;
Figure 18 is a diagram illustrating a file system directory layout in accordance
with an advantageous embodiment;
Figure 19 is a block diagram illustrating an organization of commands in queues
in accordance with an advantageous embodiment;
15 Figure 20 is a block diagram of a software aircraft part in accordance with an
advantageous embodiment;
Figure 21 is a command data structure for a delete command in accordance with
an advantageous embodiment;
Figure 22 is a diagram illustrating a command data structure for an uplink
20  command in accordance with an advantageous embodiment;
Figure 23 is a diagram illustrating a data structure for a downlink command in
accordance with an advantageous embodiment;
Figure 24 is a diagram of a user interface for dispatching commands in
accordance with an advantageous embodiment;
25 Figure 25 is a diagram illustrating and user interface for viewing commands in
accordance with an advantageous embodiment;
Figure 26 is a diagram of a user interface for viewing parts in accordance with an
advantageous embodiment;
Figure 27 is a flowchart of a process for receiving software aircraft parts in a
30 library in accordance with an advantageous embodiment;
Figure 28 is a flowchart of a process for creating a command in accordance with

an advantageous embodiment;
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Figure 28 is a flowchart of a process for creating a command in accordance with an advantageous
embodiment; Figure 29 is a high level flowchart of a process for managing software aircraft parts in
accordance with an advantageous embodiment; Figure 30 is a flowchart of a process for dispatching
command structures in accordance with an advantageous embodiment; 5Figure 31 is a flowchart of a

process for dispatchinggompandiies iBecMENCs: Withan adyaniagssampediment: Figure 32
is a flowchart of a 4)[Socess (l;%’ d'%Dat[ﬁha{Q% cParts in accorgdance W|th an advantageous embodiment; Figure
a

In acc vantageous odiment;
33 is a flowchart'3 Process for d'équeumg commands m accordance 10with an advantageous

embodiment; FiguFéagreidtiscralipehalli ps & ey Sl HISRR 1PN proRyseAZIUapHHEation in accordance
with an advantagesusiembdadinaeniivantagdgusedbogiracdiagram illustrating a proxy server application in

accordance with an ady%m%gﬁqgg ﬁmﬂmﬁgbra@é@%ﬁsggéﬁ%&I&%m}ﬁg{aw&lleJStI‘a'[Ing data structures

in accordance with an advantageous embodiment; Figure 40 is a diagram of a proxy server file

system directory SFOCRIEH! ﬁ‘c%?géﬁ%é%ﬂﬁsa?ﬂqgwgﬁfﬁgeous embodiment; Figure 41 is a flowchart of a
process for receiving iffigtreadidis frdpvehhbrelrg ino2esadeotdepickigithamindeeatagedwshembodiment;

advantageous embodiment;
Figure 33 is a flowchart of a process for dequeuing commands in accordance
10  with an advantageous embodiment;
Figure 34 is a diagram illustrating data flow in a proxy server application in
accordance with an advantageous embodiment;
Figure 35 is a diagram illustrating a proxy server application in accordance with
an advantageous embodiment;
15 Figures 36-39 are diagrams illustrating data structures in accordance with an
advantageous embodiment;
Figure 40 is a diagram of a proxy server file system directory structure in
accordance with an advantageous embodiment;
Figure 41 is a flowchart of a process for receiving information from a library in
20  accordance with an advantageous embodiment;
Figure 42 is a flowchart of a process for sending downlink files to a library in
accordance with an advantageous embodiment;
Figure 43 is a flowchart of a process for sending event files to a library in
accordance with an advantageous embodiment;
25 Figure 44 is a flowchart of a process for sending information to an aircraft in
accordance with an advantageous embodiment;
Figure 45 is a flowchart of a process for receiving software aircraft parts in
accordance with an advantageous embodiment;
Figure 46 is a flowchart of a process for receiving command status information
30 from an aircraft in accordance with an advantageous embodiment;
Figure 47 is a flowchart of a process for receiving downlink files in accordance

with an advantageous embodiment;
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Figure 42 is a flowchart of a process for sending downlink files to a library in accordance with an
advantageous embodiment; Figure 43 is a flowchart of a process for sending event files to a library in
accordance with an advantageous embodiment; 25Figure 44 is a flowchart of a process for sending
information to an aircraft in accordance with an advantageous embodiment; Figure 45 is a flowchart

of a process for receivifg3efByare AFRIHRALSIBBSSRIdRRGEWItRLAR ARYARIERAMS £mbodiment; Figure

46 is a flowchart of a groces for recei\{in command §tatus information Sogrom an aircraft in accordance
. software moenanc?_too inaccord e Wi hfana vantageous em odlinen' .. . .
with an advantageous embodiment; Igure 471s a tflowchart ot a process for receiving downlink files

in accordance with an Big¥as iy aUe wehpoaferteess forRaneinganferadincmartdMaisrocess for receiving
status informatioméicehansetbubircantaidtenance tnaldneaccetlareewdtiain advantageous embodiment;

Figure 49 s a flowcharkgf, A RipeesR [nsAnding ipfamation in vseftwass maInieRANsS tog! in

accordance with an advanta%;eous embodlmeng 5Figure 50 is a flowchart of a process for sending lists of

software aircraft PANSE A SRR RSB RERYE TR R RBSHYZRERO SR HRPREVAHageous embodiment;
Figure 51 is a flowcharftigfiee froeeskofetheasceligintp eraw Mk diindrdrwrlindoftosdrennrasatersieice tool in

accordanc_e with mgiragw@;m@gﬁomsae@mdw@nﬁ; an gdvanﬁ@dﬁ& 5&@@m@wchart of a process for_ receiving
event log files from a Sﬂ‘?;W:%@z]iQ@%W&%%‘%%ﬁ?&é&%%@eﬁ‘ﬂﬁ Y 73 ALYRIIRIEQHR Sbodiment,

Figure 53 is a diagram illustrating data flow and a software maintenancetool in accordance with an

advantageotfs eMBESAAEAE 0! MFEGRRE HWSANTB A RAGRENHS L RHRAe maintenance tool in
accordance with an advamradedss diagradithestrgting data flow and a software maintenance tool in

accordance with an advantageous embodiment;

Figure 54 is a block diagram of a software maintenance tool in accordance with
an advantageous embodiment;

15 Figure 55 is a diagram of commands and command resource tables are depicted
in accordance with an advantageous embodiment;

Figure 56 is a diagram of partial downlink data in accordance with an
advantageous embodiment;

Figure 57 is a diagram of a downlinks table in accordance with an advantageous

20  embodiment;

Figure 58 is a diagram of a software maintenance tool file system directory
structure in accordance with an advantageous embodiment;

Figure 59 is a diagram illustrating interface components implemented in a
software maintenance tool in accordance with an advantageous embodiment;

25 Figures 60-65 are example implementations of user interfaces for user interface
components in accordance with an advantageous embodiment;

Figure 66 is a diagram illustrating data flow through a software maintenance tool
in sending commands and software aircraft parts to an aircraft in accordance with an
advantageous embodiment;

30 Figure 67 is a diagram illustrating data flow in a software maintenance tool
processing downlinked files in accordance with an advantageous embodiment;

Figure 68 is a diagram illustrating data flow and logging importing events by a

software maintenance tool in accordance with an advantageous embodiment;
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15Figure 55 is a diagram of commands and command resource tables are depicted in accordance with an

advantageous embodiment; Figure 56 is a diagram of partial downlink data in accordance with an
advantageous embodiment; Figure 57 is a diagram of a downlinks table in accordance with an
advantageous 20embodiment; Figure 58 is a diagram of a software maintenance tool file system

directory structure in ageRiAARER WIRAR-AHVANIAAEOMS RIMIODIRANEe maiigSeis a diagram
illustrating mterface.componerg{ts m%emented in a software m mtt?nance to%l in accordance with an

advantageous emBOdINTERT. 25RIgres B0 55 Sre example IMplemENtAtions of USer Interfaces for user

interface components frigttedi®kriceagindih et agieday enfvedivaenhmainteerngr® @6 is a diagram
illustrating data flawirit revighirgy sathwiatsingamnienmasestval doosemdingitam apadsgrdsoftware aircraft
parts to an agcragmgoggggggance with an advantageous embodiment; 30Figure 67 is a diagram illustrating
data flow in a software maintenance tool processing downlinked files in accordance with an advantageous
embodiment; Figure 68 '&”éieo’ué&ré‘rﬂ'Wﬁ?ﬁ&hﬁ%ﬁ%ﬂ%ﬂ%d’i&ﬁﬁ%ﬁﬁﬁ%’?ﬁﬁarES\fé‘?{Ps by a software
maintenance too#lieragibrdewicesvitacapr¢angantiiyeoadvenitesdivaembodimenigure 69 is a diagram
illustrating data flow inEgREWwae AMRIenNanea deat BBHipaG PRIt Bty branrdnmaeardance with an

advantageous erpgrpsqm%g&dancgmHr&g(&\jgnqagg%gga%%w&gng data flow in a software maintenance
: 3 . :

tool during retrieving and creating of commands in accordance with an advantageous 5 embodiment;
Figure 71 is'd diagramfilfi¥& 4ty UPRIE TG 6R d8AarE AR HQRSSa R FBRFEIR AENOE sources in
accordance with @rrrafi vartag ooy @mtsoditmengdvantd#igere erbisianhigh level flowchart of a process for

managing software airg{gilrpaisin RFMHBHCLINERRNAAYANIRARAWS BRRSHPSR rbAFigure 73 is a
more detailed ﬂog\cl)?tbvaal;tecr)r]:aqn errgacnecsestgglrtcr)n %ngrgjggrdg gret\c’:\{%rr%c distribution system in accordance
with an advantageous embodiment;
15 Figure 75 is a flowchart of the process for receiving downlink data in accordance
with an advantageous embodiment;
Figure 76 is a diagram of components used to transfer information with an
aircraft in accordance with an advantageous embodiment;
Figure 77 is a message flow diagram illustrating message flow used to poll for a
20  command in accordance with an advantageous embodiment;
Figures 78-79 are message flow diagrams illustrating the sending of status
information in accordance with an advantageous embodiment;
Figure 80 is a message flow diagram for downlinking data in accordance with an
advantageous embodiment;
25 Figure 81 is a diagram illustrating message flow when the file is only partially
delivered in accordance with an advantageous embodiment;
Figure 82 is a message flow diagram illustrating an uplink process in accordance
with an advantageous embodiment;
Figure 83 is a diagram illustrating message flow in an uplink process in
30 accordance with an advantageous embodiment;
Figure 84 is a flowchart of a process for uplinking data in accordance with an

advantageous embodiment;
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aircraft parts in accordance with an advantageous embodiment; Figure 74 is a flowchart of a process
for sending software aircraft parts from a software maintenance tool to an onboard electronic distribution
system in accordance with an advantageous embodiment; 15Figure 75 is a flowchart of the process for
receiving downlink data in accordance with an advantageous embodiment; Figure 76 is a diagram of
components used to tra@ﬂﬁreaf@rmmnamm AP SR BACRRKARNERWith-an advantagseus
embodiment; od anta%lége 77 IS amessage flow diagram illustrating message flow used to poll for a 20
command in acc8fdancewithan advan ageous embodiment; Figures 78-79 are message flow
diagrams illustrating theig\&iedif i rdieatas inferigingchcintadedidasee daitpearth@lantageous embodiment;
Figure 80 is a messageadéovsdiagsamdor downlinking data in accordance with an advantageous
embodiment; 25F|gure,;$&u;§ gﬂ@g@g&bgmﬁm@%wm%nga%%mg Jil§ is,only partially delivered in
accordance W|th an advantageous embodiment; Figure 82 is a message flow diagram illustrating an
uplink process |nagﬁ%tﬁ?gﬂ%%Wﬁ?‘ﬂﬁ%vantageous embodiment; Figure 83 is a diagram
illustrating message fldugkreapBupHrikesrece d9vindRaraccidvdritns iitlpanesdvaizyesissembodiment;

Figure 84 is a flowchbaiikavpresess fatadptinksgbdatadn;accordance with an advantageous embodiment;
Figure 85 is a flowcha 8[.?};%502%5&48%99}1\(@%%9099 ﬁn;&%%ﬁ%’o%”o‘%% \1ith AR gelvagtageous

embodiment; Figure 86 is a diagram illustrating a crate tool in accordance with an advantageous
embodlmenltDSFlﬂﬁP%tg‘? IS %W%Wiﬁﬁ?ﬁﬂﬁﬁa@%ﬁa??ﬁ 2€6rdance with an advantageous
embodiment; Figure 90 is a diagram illustrating data flow in inspecting and unpacking crates in

accordance with an advantageous embodiment;
Figure 91 is a diagram illustrating the data flow in creating a crate in accordance
with an advantageous embodiment; and
15 Figure 92 is a flowchart of a process for processing a received crate in

accordance with an advantageous embodiment.
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Figure 88 is a message flow diagram illustrating the processing of a crate in accordance with an
advantageous embodiment; Figure 89 is a diagram illustrating one implementation of a user interface for
a 10crate tool in accordance with an advantageous embodiment; Figure 90 is a diagram illustrating
data flow in inspecting and unpacking crates in accordance with an advantageous embodiment;

Figure 91 is a diagram illustrating the data flow in creating a crate in accordance with an advantageous
embodiment; and 15Figure 92 is a flowch tEE f ssing a received crate in accordance
with an advantageous embodiment. DETaAfI' ﬁ%&%ﬁ%@ﬁﬁmh reference now to the figures and in
particular with reference to Figure 1, an 5exemplary diagram of a data processing environment is
provided in which the atiManizgenssembackments dhshopdeibesappreeiatecktatidguee lais only
exemplary and is, g RNAgd 4 8FSedQLIBRRLATAIRIAHGN Wik (RGaTH i ihegnvironments in which

different embodiments may be implemented. As used herein, the term exemplary refers to an example
and not necessaffly ARREAS RHISHBRRIohS MUy RERREHITh 4 diig e HEmeg &RbiPbhments may be
made. TurniagdrisnetdnEiedae (e aasgragr anklillertriitriien netwedarddeetis eodsgimg¥gdtem in which a
software part manage diRsterBiRIIRRIMIRRY be iRtNemrsteis@epitiadhntraeardarammijh an
advantageous eTRRLISHLINS SHABAR. SNl rptaseing SYSIom ABdn ARk data

processing system in which information may 15be transferred between aircraft network 101 and ground

network 103 Thi€ ifforARRIEH SRLS IR0 f¥ e X8 Hple, without limitation, commands, software aircraft
parts, downlink data, efronifegmwisabgunstbry ditigiatrditetrsiaasniaferrhattnpranessimamyalsmGround
network 103 inclygdgsisieiwersarnshcammgarsivcatad et ey odnd pbireradt netyaregystem 101 is a
network and compyters locaife.on.Analelalt 201n ihese xamples.cRMMARds may be generated on
library 102 located on ﬁBrary server computer 162 0 rary server cor_rﬁ)pt’Jt_ervff)r ana other data
processing systePRCESHER 85 SENIIP SoRffliterk 4098 BIRESEEBY EYHABAD W HREraR AN may

15  be transferred between aircraft network 101 and ground network 103. This information

may include, for example, without limitation, commands, software aircraft parts,
downlink data, error logs, usage history, flight date, status information, and manuals.
Ground network 103 includes networks and computers located on the ground. Aircraft
network system 101 is a network and computers located on an aircraft.

20 In these examples, commands may be generated on library 102 located on
library server computer 104. Library server computer 104 and other data processing
systems, such as server computers 105 and 106, connect to intranet 108.

These commands may be distributed to on ground component (OGC) 109 on
proxy server computer 110 through a network, such as Internet 112. Intranet 108 and

25 Internet 112 may include connections, such as, for example, wires, fiber optic cables, or
wireless communications links. Proxy server computer 110 may be located in a facility,
such as airport 114. Proxy servers, such as proxy server computer 110, may be located
at other airports and other locations, such as maintenance locations. Proxy server
computer 110 provides for temporary part storage 111 for commands and parts

30 received from library 102.

The commands and software aircraft parts also may be sent to software
maintenance tools on portable computers, such as software maintenance tool 115 on

maintenance laptop 116. Proxy server computer 110 and maintenance laptop 116 are
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These commands may be distributed to on ground component (OGC) 109 on proxy server computer 110
through a network, such as Internet 112. Intranet 108 and 25Internet 112 may include connections, such
as, for example, wires, fiber optic cables, or wireless communications links. Proxy server computer 110

may be located in a facility, such as airport 114. Proxy servers, such as proxy server computer 110, may

be located at othgsaiRAH 8 ABe %Ws'@ﬁﬁﬁﬁﬁéoléu%%ﬂa%&%%ﬂﬁé aliensoEIQmgServer computer

110 provides for tem orary. Q%L fstora e 1aln fg)r (r:grnmeagd | t|o tarttr% r% rec Avr%g“grr(?ng Ilprary 102.
The commands aPﬂqt Software aircra par §2EBRY 3 ao SEnrid Software maintenance 1608 on portable

computers, suchC@ﬁ”ﬁtﬂwﬁa@fﬁ'\’afﬁt@fﬁﬂéé%Iarﬂywm&lﬁ‘@é?hance laptop 116. Proxy server computer
110 and maintenance fapiopdrlé avenpigéenetiracoleciivelwag graus chioals.vArigueunebianl may be any

data processing gystemJhabis QNI ARARRTGR BIs ARPUCAIRY, iisig-igimation, such as

commands, software aircraft parts, and downlink data. Prox %]server computer 110 maéconnect to aircraft

118 through varidaé WWe@%'F%%&HM%t?H?'B?ﬁEﬂgsFW'rgfé Wi, 1\%/‘??8?&5%5? PBYIAY establish wireless
connection 122 withvwirdkG ainiraP18n irorafendslapirelddd emiriipare oririenstecopein data network

126 in aircraft 118diaintenanae lepippnbadbas sofs\aie magindenanteioatd 3Gort1as ground
component (OGGLIAR dnl HimnSRImHONRGikaLatfl HBLSBBINRY gemmunications link 140 with

cabin wireless access unit 142. 10Communications link 140 is a wireless virtual private network tunnel.

Cabin wireléds abOBEBYINTRUEAS WO Ry BT YAE et Al ROEYBT A IREL CBRENIIRIES Open data
network 126 providessaumninté&acenfots/iaripes damnetwidatidhsnlithkss syeh@eswivekesdalimk 122.

Additionally, satellitg i 228 SanRest addePEasy SRV IERMBMEREIIADiAtAkRaT bd Wdray establish
satellite link 130g/v thlfi':\t%\dge“unl 132 Wplch {sl% 015 ¢ nected to open date%er %ork 126. Open

ona a e uni connec to pr Se com
data network 126 connects to alrc}fa?t c?ata rocessm s'[emp 3@/ IC COIII)taII‘IS on%oard electronic

distribution systeﬁ’fR@éEﬂ)@M%?@ﬁ?réﬁ@' delie! i%" sotrlifg Lat B witiehif #3ta processing system
144. Storagesdevicendd8dorovidesiadoeatioR 1@6tore information, such as aircraft parts. Aircraft data

processing system 144g0alsadnelidrside AR SyRtem (BEDrd3singbpast sagsdnanager (OSM)

152
52, contains onboard electronic distribution system (OBEDS) 146. Storage device 148 also

is located in aircraft data processing system 144. Storage device 148 provides a
location to store information, such as aircraft parts. Aircraft data processing system 144

20  alsoincludes file transfer system (FTS) 150, onboard storage manager (OSM) 152,
onboard data load function (ODLF) 154, and signer-crater module(SCM) 156. In these
examples, signer-crater module 156 may be implemented as a Java® library compiled
into onboard electronic distribution system 146. Also, aircraft data processing system
144 may take the form of a crew information systems/maintenance system computer.

25 File transfer system 150 is used to transfer files from storage device 148 to a line
replaceable units. Onboard storage manager 152 manages information stored in
storage device 148. Onboard data load function 154 is a software component used to
load software aircraft parts onto line replaceable units. Signer-crater module 156 is
used to process incoming crates and store the contents of those crates in storage

30 device 148. Additionally, signer-crater module 156 may crate download data for
downloading to proxy server computer 110.

All command processing, in these examples, is initiated by onboard electronic

distribution system 146 located in aircraft data processing system 144. Onboard
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onboard data load function (ODLF) 154, and signer-crater module(SCM) 156. In these examples,
signer-crater module 156 may be implemented as a Java library compiled into onboard electronic
distribution system 146. Also, aircraft data processing system 144 may take the form of a crew
information systems/maintenance system computer. 25File transfer system 150 is used to transfer files

from storage devig& 4@ RNeERIAeRAUS MBHROMRALD FARASIRIRALSELRFARAGES information

stored In storage, deyice 145, Onbasid data loafunciion 194 15,2 saftweli compgngnt used to load
software aircraft parts onto line replaceable units. ‘Signer-crater module IS used to’process incoming

crates and store PRESFhEIAECHICHIBED Hieteysiestdtagernesevice FABIPHRRIASISS Rgner-crater module
156 may crate deywwueaddatalifar downloading to proxy server computer 110. All command

processing, in these examples (s initiated Hyakaand %E_Wé?ﬁ%giém%‘q%' w7 EBoéR located in aircraft

data processing s¥stem_144. Onboard electronic distribution system 146 monitors the air-to-ground link

status and deter/F B AR Q% Mh RARBHSRIRCERC Bt « MABIRIGAE [FRIMAPBEES mes available,
onboard electrorseftlisteimaiornaysteivel 1) eod me v hegraandrd 462 protessinieptyridink via the link. 5In
other advantageaes geyecimasisconaibienamee laptepldednnay iestalis epruadpicalions link 164 with

solated data neork MR, MAELENR6S,iBRioR 35 s SeRMPISI AR ERANGS ol 1R on ground

ol _ .
component 162. Communications link 164 m e a wired connection. The line replaceable units may be,

for example! tentra YeHAr HOYaleqES P18 16RUUARS ARYATBAGGRPEY'Y #HICHNS &I services system
10(CSS) 172. CaliffratsiarsieorioidectaB13ovitiesccomivmrinmbieofkingaunietionsktorah@gifferent
networksC inbaircraféﬂéﬁ-aE@m|§@2\é&%§gn@Hslﬁ,s|m@é@§9_ alen ﬁ@@lﬁ%\ﬁ%@iag@fm 7 !toem?t wirelﬁss
access. Cabin services system rovides applications tq control systems.in the, aircraft, such as
fohing. catin e oS g e S S e R eciaiches
connection to a 15grodh?NBeRfiteleshptiafisEfdiramec Gttt SRR BESA AUETEI3R a list of commands
gueued or storedyfourairtreifte] b8 dAnbsaritogiodinidaoinTpeysemis! 460 8;dL88s ar k68, omotatalprocessing

systems, such ag,RIQY SRRYRIIGEMRKIEGE 116D, TABUHENRDGSBRiRRNLA Al AsMRiNégnance laptop 162,
communicate with Pnboard electrc[mlc distribution system 136 on ra,ﬁ%raft d?ta ro essm%ﬁystem 144, in

these examples.dlahal {g)/%eessd?g systems, such as proxy’server compu maintenance laptop
and/or maintenance laptop 162, communicate with onboard electronic distribution
system 136 on aircraft data processing system 144, in these examples. This type of
20  software component provides an application program interface to the ground tool to
uplink commands and software aircraft parts to aircraft 118 as well as downlinking data
or files.
The illustration of particular components and configurations in network data
processing system 100 are not meant to imply architectural limitations on the manner in
25  which different embodiments may be implemented. For example, although only a single
aircraft is shown in aircraft network 101, multiple aircraft may be present within aircraft
network 101. As another example, airline network 108 in ground network 103 may
connect to computers, such as proxy server computer 110 at airports, such as airport
114, through other types of networks other than Internet 112. For example, a wide area
30 network (WAN) may be used in place of or in conjunction with Internet 112
Turning now to Figure 2, a diagram of a data processing system is depicted in
accordance with an illustrative embodiment. In these examples, data processing

system 200 is an example of a data processing system that may be used to implement
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20software component provides an application program interface to the ground tool to uplink commands
and software aircraft parts to aircraft 118 as well as downlinking data or files. The illustration of particular
components and configurations in network data processing system 100 are not meant to imply
architectural limitations on the manner in 25 which different embodiments may be implemented. For

example, althougpygniyasinge RiksHafkizsBOWRHR aliGERtGWEr Y O hidtiniecaiskfufeay be present
within aircraft network 101. As an thﬂr example aléline ne%\glgrk 108 in géqgrl% pffst%vork 103 may connect

to computers, sueﬁ)gsspe)%%'(rf %@P\lljeerrcopn&%@reffﬁcat aeﬁFoorts, diE t%nsaglrpoﬂ h%%gh other types of

networks other tiArAfteetopregsesmersEmitd ia ikreatea 30network (WAN) may be used in place of or
in conjunction with Interetsihtrativeldxaipie nomatorddersiegAyateliagoaimafde deimpuacagsizg system is

depicted in agcordgncswithf JUFHal¥eRRRAIIeMIFSR &Xa0RIFS (1AM aGARHNg System 200

is an example of a data processméaﬁsystem that may be used to implement data processing systems,
such as library sEREPEBHSELREF £0%, THBRMYaIsaHw I%’H%ﬂoli@%%@%(g&)e?%t&%ﬁ%? 110, maintenance
laptop 134, maintisméayct!faptop 158, and aircraft data processing system 144 in Figure 1. In this

iIIustrativ_e e>_<amp|e, daia)@gggzﬁssiimgoaygﬁ,ﬁg %&Hde@rgamweani\m@ hiabiig B2, Whic_h p_rovides_
communications Befween, %8%%%96@_%@&%5{32%%43% PELSIRIERLSLNAS £ By ERUg R Unications unit

210, input/output (I/O) unit 212, and display . Processor unit 204 serves to execute Instructions for

software tha’mal BYRIR A HE G TRERF Y66 I HSIEEEER tiP 208 ARY BERSER IS ohe B more
processors 10o0r pregdseranidfdpregdssoporentde peindiote on theegwttiadercrnplensestation. Further,
processor unit 2Q4smRY ReviRRIEMERIRHHSIBRION RANAFOIRIAYBRRALSHRIGCESHRISHFEMS in which a
main processor is present Wil scandant piossssers 99,3 sndle Sp-As.AnGiher llusgtive example,
processor unit 204 may be a symmetric muﬁi-processor system containing mull'tlp?e processors of the
same type. 15MENHY 2UBAH hBSRRS BRSO HiPA B &aRs ¥@mple, a random access

15 Memory 206, in these examples, may be, for example, a random access
memory or any other suitable volatile or non-volatile storage device. Persistent storage
208 may take various forms depending on the particular implementation. For example,
persistent storage 208 may contain one or more components or devices. For example,
persistent storage 208 may be a hard drive, a flash memory, a rewritable optical disk, a
20  rewritable magnetic tape, or some combination of the above. The media used by
persistent storage 208 also may be removable. For example, a removable hard drive
may be used for persistent storage 208.
Communications unit 210, in these examples, provides for communications with
other data processing systems or devices. In these examples, communications unit 210
25 is a network interface card. Communications unit 210 may provide communications
through the use of either or both physical and wireless communications links.
Input/output unit 212 allows for input and output of data with other devices that may be
connected to data processing system 200. For example, input/output unit 212 may
provide a connection for user input through a keyboard and mouse. Further,
30 input/output unit 212 may send output to a printer. Display 214 provides a mechanism
to display information to a user.
Instructions for the operating system and applications or programs are located on

persistent storage 208. These instructions may be loaded into memory 206 for
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memory or any other suitable volatile or non-volatile storage device. Persistent storage 208 may take
various forms depending on the particular implementation. For example, persistent storage 208 may
contain one or more components or devices. For example, persistent storage 208 may be a hard drive, a
flash memory, a rewritable optical disk, a 20rewritable magnetic tape, or some combination of the above.

The media used Qbé&ﬁf&ﬁ%?BFM&Q%@%@'%Q‘&X&%&FB%W%%‘HY §¥B5ARIRNR fRIY@yable hard drive

may be used for e SIS'[ storag ommunlcgtlons unit 210, in these e arﬂples provides for
m[% y % SSOf unlt 204 u5|?g com(g) der |me emfa %d ihstructions, whi I¥1
communications With 0 data’ processing systéms evices. In these examples, communications unit

210 25is a netwdik 'F?ﬁ@ﬁ%\&b%ﬁ?@%ﬁ“%?ﬁdﬁ%ﬁ@ dhf 2ME IR ireirde FerRURTRtRS S through the
use of either or batyphysical andpsiselessieprgiamicadiars dnrkputkarpaseitp wrayidn? ddiallows for input

and output of daig it AeL deyices ALY S5 SQRNSIT SRR RIORRSSHG e 200- For

example, input/output unit 212 may ETE)row e a connection for user |ﬂ§/ut throu ha keﬁlboard and mouse.

Further, 30|nput/8%ﬂﬁlﬂ D&t 5 h Y a8 PR Biplisyea 1P \"’)ld’ééa 9REchanism to
display informatiepneuensadable nadipustidiesfoethen ot atipg siyist sicipge 28Plications or programs are
located on persistent stesggen208e BhesadosuuationsmenaypplaadedipodnamayePedar execution by

processor unit 204, [hg 859%%51%33&&%%‘8 S\'ftfr‘éh%ﬂatrn%'a‘%"&’f!@%%ée@% Q%Fé‘?ﬁf%ﬁ‘f%ge%&%ﬁessor unit 204

using computer implementéd instructions, which maey ocated in amemory, such as memory 206.
eo

These mstr&@tlorﬁ’ Arecrerordy @P4s Pﬁ?%@fﬁﬁ?%%aé ﬂﬁﬂfﬁ@?tﬁgﬁﬁf?ﬂfe@?ﬁ'ﬂﬁ RCBr computer
readable prograrmoouuéebriegtamaydogatei?d mribieskesatetldsy & precessmiencpravdsseadaits204. The

program code in m.aiﬁ‘ﬂi@mﬁ@lﬁwm@m oY B@cﬁwmisﬂa%@iféﬁr@;mcammr@ﬁémble computer

readable media, t%ugh as memor 9 o) perS|stent torage ram.code 216 is located in a
at’is mserted or ag? INto erS|sten

functional form on computer readable me arﬁlf80%1% may'l%e%oa et ont or transterred to data
processing systefB0 B ELRUNSTILHS PRICESSHN AT BPERIFN TBRIED PE MG Eomputer readable
media 218 fo¥m somygut208orogramgiviedact 220 jnutthesaedeliampléis 2118 alve exanapicthedonputer readable

media 218 may tb@érbé}%(@i@%rféﬁ@sé&%‘saashiﬁf &Wplaeﬂééﬂ RRICR A-Maghiplic st has is inserted or
placed into a drive or other devic &Hatrh art %‘ ersis ent storage agob for g%rﬁfgr onto a storage device,

SYS orm o ter
such as a hard dRVEThaL1s ar{n per5|s storage ¥R an 518" FOr, compu?er readable media

218 also may tal{éfﬁﬁr@%?rﬁscﬁoﬁ‘a‘éﬁé@@?iﬂ%'?&éﬁ’@%@ﬁ% a hard drlve or a flash memory that is
connected to data Alternatively, program code 216 may be transferred to data processing system

20 200 from computer readable media 218 through a communications link to
communications unit 210 and/or through a connection to input/output unit 212. The
communications link and/or the connection may be physical or wireless in the illustrative
examples. The computer readable media also may take the form of non-tangible
media, such as communications links or wireless transmissions containing the program

25  code.

The different components illustrated for data processing system 200 are not
meant to provide architectural limitations to the manner in which different embodiments
may be implemented. The different illustrative embodiments may be implemented in a
data processing system including components in addition to or in place of those

30 illustrated for data processing system 200. Other components shown in Figure 2 can
be varied from the illustrative examples shown.

For example, a bus system may be used to implement communications fabric

202 and may be comprised of one or more buses, such as a system bus or an
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processing system 200. The tangible form of computer readable media 218 is also referred to as
computer recordable storage media. Alternatively, program code 216 may be transferred to data
processing system 20200 from computer readable media 218 through a communications link to
communications unit 210 and/or through a connection to input/output unit 212. The communications link

and/or the connegHan Mk Bk PRYisaer MdrelessRiNgdJuRliRike-_xANRIGS, diaGemeuter readable

media also may 1'[aket e fo_¥m of qm—tan ible media such as c mmunié:_%tion links or wireless
. Peo arcpl ecture tha des for a ra.f\ﬁerd) ata hetween di er?n .ﬁomtooneat? or
transmissions co alining he progra code. e dirrerent components 1us rateéd for data

processing systeff\2e afachet Adhpys piveitie ey A FIMTENEALRS tiE MRNREE#s which different
embodiments mayderimpteneeintadiséh e diffesientilusicalive embocineats tay bedmplemented in a data

processing systeg Jael.cing cormRnRIIAR AP0 idn plags odiose Alsiated for data

processing system Other components shown in Figure 2 can be varied from the illustrative examples
shown. For XA BIEN S AR R FRYY 58 T8k 'PH%ﬁHﬁié?ﬁéH? BEIHHURCARBHY IR 202 and may

be comprised of whEc@0ore buses, such as a system bus or an input/output bus. Of course, the bus
system may be implemeategtdisingmaytsyttaklerypeainbaghitaatseshpjuprovigeméotsa transfer of data

between differen%ggm&%fg;gt% gﬁé{@&%ﬂ@%@gﬂ é%r%‘?a%réééééﬁm- mgiém&ggxwgrgommunications unit

may include one or more devices used to transmit and receive data, such as a modem or a network 5
adapter. Futther 249RERYH may be, for example, memory 206 or a cache such as found in an interface
and memory controllerWitibréfrrensay de tpriggert i cdirgraunibatictsdalit\ 202 artreftkdrent

advantageous ermBasHRISENE Y & cRIQELEH oRlRRh anBeihadsaRRAANIAEA. computer

usable program product lof mangaing spfiwpre, 10alicialbads, ..., YU eference ou (o Figure 3, a

diagram illustrating a s%)ﬁvn\?g_re’ aircraft part mgnagem_ tap aratus s depicted in accordance with an
advantageous e8It ifiamis Wx arp S e aGRARIE AiraraPBpertvRam BIGEIsaATSIpar3Es 300 includes
receiving modulead@2ntitaarg|8Qbngr disyrisetive s ggpatication 306, software maintenance tool 308, 15and

onboard electronic distﬁ&;glq,i};s},{ggg[@ s capaRl€eeisig MPAuiR 308 nGanablenetigceiving a software
aircraft part from.a, source, and sending fhe softwage aircraft bar fo brary. 304 for storagie, phe source
may include, for éxample, an aircraft manuracturer, R Software vendor; a ﬁBrary suppﬁer, 5t an airline.
include, for example, an aircraft manufacturer, a software vendor, a library supplier, or
an airline.
20 In these examples, library 304 is located on a data processing system, such as
library server computer 102 in Figure 1. Library 304 provides a storage system for the
software aircraft part. Also, library 304 may be used to manage the software aircraft
parts. The management of the parts may include, for example, without limitation,
organizing software aircraft parts, deleting software aircraft parts, and distributing
25  software aircraft parts. Security and versioning control processes may be used to
manage the software aircraft parts.
Proxy server application 306 may be located on the same data processing
system or a different data processing system, depending on the particular
implementation. Proxy server application 306 is in communication with library 304 and
30 is capable of serving different aircraft clients.
Software maintenance tool 308 may be a software maintenance tool located on a
portable computer that provides an alternate route to send the software aircraft part to

onboard electronic distribution system 310 from library 304. Software maintenance tool
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20In these examples, library 304 is located on a data processing system, such as library server computer
102 in Figure 1. Library 304 provides a storage system for the software aircraft part. Also, library 304 may
be used to manage the software aircraft parts. The management of the parts may include, for example,
without limitation, organizing software aircraft parts, deleting software aircraft parts, and distributing

25software aircrajiPags 8 bR SIRNICSANKFOLIT RERSRRS Y Beruseghtprmanage the software
aircraft pads. Proxg/8 rver lication 306 nﬁlg be Jocfated pn th?a§ame data processing system or a
t

S
different data prosc%\éesrin ps'f/astt'grﬁm esg%%}%'ago%n e %{} fcdiam eprpeerrﬁer'ﬂg‘tion. Proxy server application

306 is in communicatidreidigpsiPIodighertnsrapaniddos sereragrlfferaneissrefafielients.
Software maintenaaee! woh368crary DehassoEwarenmaistidnanceyahlocaied ssftaperiaile computer that

provides an %Iter{p]g{%)gg%g%ﬁgr&gtgwgr&%g%@gg@{g%;ﬁ gggmrgﬁ_b@%gaq[pg,g&%ﬁigistribution system 310

from library 304. Software maintenance tool may receive the software aircraft part directly from

library 304 or thrF§IR BIEkSYEERI A Bisticsioh 508 HEpe AU G e P akGial Irpidk¥Xtation.
Onboard electrod4disaibhtiorrg psteen Bpicaiem@Rarmitte tbe apfairce et relbeagdgen an aircraft.

Onboard electronigshstibybarbsistamdni ifsrisaftwareshertobthatexesdtescan dLatmprocessing
system on the aiEcerﬂgtaq;émgaarﬁngI(Ise%qtd%gg%giﬁmitq&tig&system 310 may receive a software aircraft part for
G .

the aircraft from library 304 through proxy server application 306. After the software aircraft part has been

received by'dnboard elB&TBHRY RHFBBGEAG/ERIA 41 BRTHREBaWATY ara p a0y be installed in a line
replaceable unit fistifsde $0twzdditioaltoarsitgesaftware thiscrafopid memage reweapparatus 300 to

distribute softwargiterafidgéteifarnbaiit affethis ARPARUIBIRARAL PR UsEIAIFRCRINE data generated
by the aircraft. This data allés,oa ifﬁ grﬁetfprred to as downlink d o] %xacﬁﬂgle afli pt recorder may generate

data describing ifferent events occ%cr?fﬁaraqtf%r?ge rée?ﬁ{g?{%?%ﬁ%%a amay Beg td%\?vnﬁr?lggléfrt'ﬂ?ough onboard
electronic distrib@BRIR4Y8te S FHENMAYRS PrIKUEA/ BFYIPIRRIEH SIS SisE8rtiRlte maintenance
tool 308 back to ksery IMWtforustierusesandr applysieon 06 aataralsovaraynirciede conkysdation data about
the software airciafingiinthe §aereRiaraabls yaitpLitheral plaRg soRfigwatian MNibursfsrence now to
Figure 4, a block dlagiam of. 3 SRIWaLS DAt MaRIRISM 2 ceable unit, or the airplane
configuration.
With reference now to Figure 4, a block diagram of a software part management
20  environment is depicted in accordance with an advantageous embodiment. Software
part management environment 400 is an example of one implementation for software
aircraft part management apparatus 300 in Figure 3.
In this example, crate tool 402 executes on computer 404. Crate tool 402 is an
example of one implementation of receiving module 302 in Figure 3. Library 406 is
25  located on server computer 410. Library 406 is an example of one implementation of
library 304 in Figure 3. Proxy server application 412 executes on server computer 414
and is an example of an implementation of proxy server application 306 in Figure 3.
Software maintenance tool 416 executes on portable computer 418. Software
maintenance tool 416 is an example of software maintenance tool 308 in Figure 3.
30  Onboard electronic distribution system 420 runs on aircraft computer 422 on aircraft
424. Onboard electronic distribution system 420 is an example of one implementation

for onboard electronic distribution system 310 in Figure 3.
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20 environment is depicted in accordance with an advantageous embodiment. Software part
management environment 400 is an example of one implementation for software aircraft part
management apparatus 300 in Figure 3. In this example, crate tool 402 executes on computer 404.
Crate tool 402 is an example of one implementation of receiving module 302 in Figure 3. Library 406 is

25located on server COMpRLErARplbrany-A08 foamsxAnig of Ppedaielssmgatatiansolibrary 304 in
Figure 3. Proxy servefrw%)rgllcatl 4%%%eg<_ecut S § rés rver computer 414 and |s an exa}@gle of an
icall

implementation oe}spsr%xy se?\'}rgFaaﬁ)ﬁﬁca on 366 iri igu'rr"’(lete?f.1 d?t\?vg?gkﬁ%?ﬂt@ﬁaeﬁgéofosgl B executes on
portable computé&@e8 Pebmre et abRliadt 6 (5aih 42Ralh glesereserirareimralitféifance tool 308
in Figure 3. 300nrboarcselgnitnn wrdistr fauiias Systeaua@ thayns, o akarait compfitensk?aompaircraft 424.
Onboard elegtronic disfripution system 420 is an example of one implementation for onboard electronic

distribution system 310 in Figure 3. In these exami)les, crate tool 402 may receive and process

software parts, such ad SR AN PR FADR TSGR A 28 LI A8 B R YLl ISy stem for

software aircraft pamt @P&iamiePhopee flepsieilhobjceteCearera28edn fibsecaszmmenad, is a file that contains
software aircraft pask4a6 &ysaie H231Raychacfairexamme JaZP filenvsinpr)zipSfitedesmas. A zip file

format is a data %?QW?EE%&%&@J %?%(i@it%ﬂ&?%ﬂéga‘%&%ﬂﬂs GRS MR SOMRILN AR Rfmore files that

have been compressed. Other éxamples ot packaging system for files include, for example, JAVA(r)
archive (JAR] filéd SPHESe 3L Y BRY RS HEBhERIpY s AigitanySiphea ™ ap &ty o 848 particular
implementation. Mgy O¢ ceenseé) theyaypenufiencbhansmwethiat grovide s @mweatpeisidesofiesdee aircraft part

426 may be usedndp: thesexrumlasqeveapRRs sy 6ecHlity wiairRehIBkinAesigRad e meet various
security requirenk%ts that may be set or required for software aircraft part 426. Software aircraft part 426

may be a software application for use on a data 15processing system in the aircraft, in these examples.
The data processing sySIBHATRRIFE BrE46R atRURRitHIAMRET 8pPAcEan P UritsAZ0 #aaircraft 424. The
application mray ipokedeiay sgsteffilesclderstt iofifides erayplesluties tatexamskdnonatommage programs,

data files, librarigs, gonfiguatianfilese 5 mibesinfonmation PricosiesAS ¥aed Rtsing ALt refers to one

or more items. As an exampl? a se} of s?ft¥v re aircraflt @ar¥s is one 200r more software aircraft parts and
include a set of files. The set of flles may include, for ?xameje on? or, rgr(d'ﬁ Pr%%rams
a set of commands'is 6ne or more commands, In these examples. Crate Tool ecelves crate 428 and

processes crate 428 figstbpeadefreréguration files, or other information or code. As used herein, "a
set” refers to one or more items. As an example, a set of software aircraft parts is one

20  or more software aircraft parts and a set of commands is one or more commands, in
these examples.

Crate tool 402 receives crate 428 and processes crate 428 to store software
aircraft part 426 in software aircraft parts 432 in library 406. This processing may
include, for example, validating signatures for crate 428 and software aircraft part 426.

25  This validation may be performed to ensure that no corruption or errors has occurred in
crate 428 or software aircraft part 426. The different parts stored within library 406 may
be distributed to an aircraft, such as aircraft 424 through the proxy server application.

Library 406 provides a component within software part management environment
400 to perform various management operations on software aircraft parts 432. These

30 management operations may include, for example, without limitation, distributing
software aircraft parts to an aircraft, organizing software aircraft parts, deleting software
aircraft parts, receiving data from aircraft on which software aircraft parts are present,

and receiving new software aircraft parts.
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aircraft part 426 in software aircraft parts 432 in library 406. This processing may include, for example,
validating signatures for crate 428 and software aircraft part 426. 25 This validation may be performed to
ensure that no corruption or errors has occurred in crate 428 or software aircraft part 426. The different
parts stored within library 406 may be distributed to an aircraft, such as aircraft 424 through the proxy

server application.  pibran-AQG R %!%%&@ﬂ%%ﬁ%‘@&%ﬂs%ﬂ%‘é@fﬁr%ﬂ FaARagrMment environment
400 to perform var f?us mana em n&g tlon ﬁm soft are alrcraft arts 43 Tgese 30management

Ircra % P]a dS n oar trOﬂIC istri
operatlons may |nc or ex mp e, WI I|m itatio Istriputing SO ware alrcra parts to an aircratft,

organizing softwaretemdadt Bré??t%S@IéRétﬁW@'@61‘90&%2aﬁr@ra‘?ﬂﬁﬁr&cmb\ﬁﬂh@f@&%qﬁﬁﬁt@ﬂ@raﬂ on which
software aircraft piafiis it pyesent2anicseges toghmenceabivsaire airokatb pattsidationy IB&rver application 412

may obtain %SettQEeSQJPWG‘é%ﬂ%QW&PQGﬁwHQ”A RAIVA SRR RRAS fR map el thoggsparts to

onboard electronic distribution s%ﬁtem 420. Proxy server application 412 is in communication with

onboard electroriP8i&iBltEH & ?@H{Wfﬁ?{HP&PgeneéCES?ﬁﬁﬂjﬁhHSﬁ%%g”ﬁﬁ?ﬁ FIRIS ¥8HIhBhications link may
Stake various forevsh Foftighkamnpsideaaxiaiies sanentamediindddinienikeycorneded laithisfimanner, aircraft
parts and data maynpetexairanged Whiledhenrinceadtia@r. ground or even in flight. In other examples,

server computer 414 ”&%9&&&@&?&%‘&.E?rr%lfﬁéﬁ‘fs'ﬁ?éﬂnpﬂﬁ’[)r%%% E*érot'ﬁg'le? é!Y'éﬁQrdl'rP dRsBRgwOrk.

Onboard electronic distribution system 420 processes the set of aircraft parts an stores these parts as

software airtfaft JAres H@ﬁ%?ﬁﬁ?tﬁ?ﬁﬁ%rﬁ@\/fé%ﬂzf’é”ét%ﬁﬁl%v&ﬁ%Brﬁﬂﬁﬁ@}"ﬁeﬁ?’?\@"ﬁér&fgd a software
aircraft part from®oftwiereta?iciefh pedes 43z imayebarindtaldedrinmisdtreptaicaiioati®343tkyData, such as

a software aircraficRadtaIBaRURIS éﬂfm@m@mt@mzan@&@r@mrﬁ% s&aide m@@fr@aﬁ are referred to as
uplink data. 15Add|t|oqallgo data ma é{rhow the othe dlrecf Q}fro%ra%{%ggfrte Brou proxy server

d
application 412 back to hbrgﬂm 288 gntyf)%mo ata is referred 10 as downlink ata trhese examples,

line replaceable dRifs 430 may generate downlink data 438, which is temporarily stored in storage device
436. Onboard electronixddisindilytioatsysie fiowd 2@ wiayr séactidowmntirdcdatad 28 touphagxyxserver application

412. In turn, pro&é%ﬁ%ﬁﬁéa%ﬂu‘@tﬂé@k“é%&S@%@'OW@%@'@F@é’rg’%‘i@fﬂh@%‘é@@cﬁ%lﬁ#@rage This data
may then be proce§sed nd analyzed. ThIS df’:l %Féouan%%%c lude for eann\Bn?h gtlés of software on
it

ese e es, li e re
an aircraft. This sﬁataus informati onpma ed fo Send an op DePator o Ré alrcra late loading and

installation of theWiHe féRaEestiy ﬁﬁ[?@l*ﬂtﬁ@rw&ﬁﬁfﬁ%&#@dﬁmﬂ?e%ffﬁf&?é“ﬁﬁ%ﬁhi‘éhance tool 416 on
portable computey4d:a peoviteSend downlink data 438 to proxy server application 412. In turn, proxy

20  server application 412 sends downlink data 438 to library 406 for storage. This data
may then be processed and analyzed. This data also may include, for example, the
status of software on an aircraft. This status information may be used to send an
operator to the aircraft to initiate loading and installation of the line replaceable unit on
the aircraft.

25 Additionally, software maintenance tool 416 on portable computer 418 provides
an alternative route for transferring software aircraft parts and downlink data. Portable
computer 418 may be, for example, a laptop computer. Portable computer 418 may
obtain a software aircraft part from software aircraft parts 432 through proxy server
application 412 or directly from library 406, depending on the particular implementation.

30  Thereafter, portable computer 418 may be transported to aircraft 424 and establish
communications link with onboard electronic distribution system 420 on aircraft
computer 422 to send the software aircraft part to onboard electronic distribution system
420.
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an alternative route for transferring software aircraft parts and downlink data. Portable computer 418 may
be, for example, a laptop computer. Portable computer 418 may obtain a software aircraft part from
software aircraft parts 432 through proxy server application 412 or directly from library 406, depending on
the particular implementation. 30Thereafter, portable computer 418 may be transported to aircraft 424

and establish communigatigns kithtenReare SRS distition syisfemdrAheR aircraft computer
422 to send the so1:tw re aircraft part to onboard el .(r:1‘§<ronic di Eribu%i rlliy%tgnt] 420. This type of
distribution of softWare aircrai 'Ba?tgrigoénsrﬁlé%lcgﬁ'ﬁnﬁsé Ul WhER RefVSrk Eonnections of communications
links cannot be extEBEEHE] betdaraderorpeshrdter atoraiitP4ir RFHERSRPEIte?PR 26k aircraft 424. This
type of situation Buayreegendependiagypa shegtypadt ediipeenta\saiiahleratamaispest or maintenance
Sfacility. Further,dp;gome, GAses, éBﬁné‘@é@é%fKr@r{é%m%’ﬂk&ﬁ#ﬁ%ﬂﬁié&fﬁﬁé@?&éﬁ%'?#&%ﬂ%ﬂm“”'ca“ons links

may be temporarily unavailable or require rer%gclr. In this manner, software maintenance tool 416 may

transfer a softwafS MPEPARS4R DAY S RIS aRFIBEIoN SRtEMRs6: FLIISEPA L8 ware
maintenance toobdvEra ajpalsoaraseive Hthvninkatater 438fwhite dinceahmatisieatiorrdvith onboard
electronic distributincHasystentdaGystem BAhisFORABGENE € ifertaiadvasipgradsyembodiments provide
2 computer implemented MINos aRBeIalkis A0d SOmBKiST LaPbIaIadam Sacls fopmignaging software
aircraft parts. Further, the different advantageous embodiments also may provide for the transfer of data
from an aircraft t8a'FALMRY or location for later analysis 150r review. Turning now to Figure 5, a table
illustrating modes of opetiaitorefoea beftiffarenpadvmagagenseritogiments pendésadepiptéet in accordance

with an advantagegis@maPriEnral dshHis 8 xamRism kakleaBfldIbistale sims AbHgififferent modes of
operation that may,gecur witn, softways, part mapadement environment 4090 Figue 204. In these
examples, the dlﬁere_nt modes of operation’include receive an%fs ore parts mode 02; distribute
commands modé@BudedreifiB iR HEHY ARRIESDE] aleTFe Eep/ B dBnMIARHARHBEE BB SPhese different
modes of operatiansitwstrated in table 500 are ones that may occur in one or more components within
software parts MafAREMERNtSEIREB1SNEARAIRFINY $nduedPiRe £i%R f%PQ SIRNR RS mode 502,
software aircraft parts may be recelvecz an s'ég[)rgd within I|bra\rl¥_ 406 in Flrg[ure 4. Distribute commands
epicted | d ith an gdvarta

. nagement environment IS a raance I Qu .
mode 504 is used 10 SeNd commands 1o the aircratt. 1hese commanads maygBe,ﬁ‘or example, to uplink

data. This data nfEPReETRRNE, fore@mprRe sehdintldbiaiairs anbra hartdRreanneiaan The uplink data
also may includeoperativards iiagencldotumertiatiepait athergifermationiman 400 in Figure

20 4. Inthese examples, the different modes of operation include receive and store parts
mode 502, distribute commands mode 504, distribute parts mode 506, and receive
downlink data mode 508. These different modes of operations illustrated in table 500
are ones that may occur in one or more components within software parts management
environment 400 in Figure 4.

25 In receive and store parts mode 502, software aircraft parts may be received and
stored within library 406 in Figure 4. Distribute commands mode 504 is used to send
commands to the aircraft. These commands may be, for example, to uplink data. This
data may include, for example, sending software aircraft parts to an aircraft. The uplink
data also may include commands to send documentation or other information to an

30 aircraft. Distribute parts mode 506 is the mode of operation in which software aircraft
parts are actually sent to the aircraft. Receive downlink data mode 508 is a mode of
operation in which data is sent from various components in an aircraft to the library in

the software part management environment.
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30 aircraft. Distribute parts mode 506 is the mode of operation in which software aircraft parts are actually
sent to the aircraft. Receive downlink data mode 508 is a mode of operation in which data is sent from
various components in an aircraft to the library in the software part management environment.
COMMAND PROTOCOL PROCESSING DETAILS With reference now to Figure 6, a diagram

illustrating command types is depigigd ANB A IELVE R ESINGE BEEAS embodiment. In this example,
command types 600 "Wiﬂqdree uglink co nllandEGé)Za, gownlin command 604, and delete command 5 606.

Uplink command 602 is use 6'Eent thiorntation frons %ﬁlrﬂr'éﬁ/trt%tm Cé’chrPsﬂ? RIS ifformation may

include, for exanflSRicisgfthaieSREEaN[IAE8 2ERTigaratid AMRRSIMeRion) HYfesaiatel &I DBWNlink
command 604 istusedst intdiadestbgitiansferotdar dkomliak @ircraide |ibrageldibicomiandation may

include, for examyple, SIS IR RS YRIRKIRGAL SRR §if&raﬁé}t8%ﬂ%ir@%.r@ﬂﬂ%rt5 of

configuration of line replaceable units 10on the aircraft. Delete command 606 is erél}%%{_ed to delete

information on th8"3iPAFAIF Y BRilfe" SER S SHIMARFEE8 RAThECILEarad S8lected software
aircraft part on aandidheftdatathidesndxianopieanthedkisl fferciatitibatmiamhiienafer skeateoe alircraft in a crate.
Turning now to Figbirgt To a feranat Tais Gemmandsrisydepicte doneresprs anaeswitbrhatian adirantageous

embodiment. In tp ﬁﬂ&)@f’é‘éf war QIF&P% EQR&%%%&B@&O&%%%D%&f&%it&'@ r%?ﬂgégg,@[}%age (XML) data

-Soft I3 :
structure. Comman in this example, I1s an uplink command. essage Identifier element 702 in

command 780 prIVibe &' S aRiqueSiferifar 6 S ontsr e S RTEAI 02 HsiedtEd he type of
command. In thisexexraplee tHeleROcoppeaof O mankkisseteinifidelas seeaslirdotoarramdiiSystem element

706 identifies the,targetayssiaatfan theseeumaid, Herligatiamidentifiglelamsnt (OB ddartiies the
application on the ta ef system to receive the command. Link label element 710 identifies the type of

I
network link used to (f?%n'sfer the command from the library to the aircraft. For example, the link may be a
wired link or a 25wirele<8NiRk "4 Fo&iHHEre SSTRIBA SNCPTIRIE A SRRE GG tievillentified device.
Data type element atiaprapddes earbigigndific ati oinisoftirepiy peooinaforntatioke that irsubject to the command.

Resource type elgmagbiétfadepiifigsibe partiruar fiedas issmhisst toshs aammangle Timing now to

Figure 8, a message flo‘\(/v dia ram illustrating processing of 30uplink commands is depicted in accordance
with an advantagaeolﬂf)s"érﬁBrg iment. In this example, processing of an uplink command involves ground
system 800, onboard eYesaraA gt GrRnesy $ient BREY)780 PraHigerah4fetusyleeiTHTS) 804, and line
replaceable unit (fRchn3endn Theselexan plesngikatsdizysienefddthisafor axammplenlerody server

application 9 a gBHIEH RS TUAIRN A LR NBRGE IR IRRR B H M & IARLAP AR THRHIRES
the target system for the command. Application identifier element 708 identifies the
application on the target system to receive the command.
Link label element 710 identifies the type of network link used to transfer the
command from the library to the aircraft. For example, the link may be a wired link or a
25 wireless link. Server address element 712 identifies the address of the identified
device. Data type element 714 provides an identification of the type of information that
is subject to the command. Resource type element 716 identifies the particular file that
is subject to the command.
Turning now to Figure 8, a message flow diagram illustrating processing of
30 uplink commands is depicted in accordance with an advantageous embodiment. In this
example, processing of an uplink command involves ground system 800, onboard
electronic distribution system (OBEDS) 802, file transfer system (FTS) 804, and line

replaceable unit (LRU) 806. In these examples, ground system 800 is, for example, a
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The process begins by onboard electronic distribution system 802 establishing a connection with ground
system 800 (message M1). In response to the connection, 5ground system 800 makes the next command
available. In this example, the next command is an uplink command. Ground system 800 sends the uplink
command to onboard electronic distribution system 802 (message M2). Onboard electronic distribution

system 802 checks the-sanaidie-iinthe 4 alinkeammenfwiRereafieraanbeard gleetianic distribution

system 802 sen ? %uest for the 10 resource to ground system 800 (message M3). Ground system
800 makes the crate coire pondmg to the request available for transfer. The request in message M3 is

identified from the uplifR&BiPfeERPEEEENVEAIAAHIAHREIVIS TnleafItretibhreaiigibasn system 802
uplinks the crate doanagkounichsystemsBeeniraessagejd MAten reqeivirgdite exiesonahoard electronic

distribution SXSteﬁPoﬁﬁ?c?slvE’t\é% Q%Qﬁa‘l@’s ﬁ%%@%ﬂ'&%ﬁ]ﬂﬂﬂiﬁ%ﬂ AiSe. THslidatian hg!idgs validating the

signature on the crate as well as the signatures for the software aircraft part. Thereafter, onboard

electronic dlstrlbﬁﬂmgg}gféﬁpéﬁﬁngéﬁ E'f?ar%'%inpeﬂﬁée&ﬁ)o?lﬁeﬂ%%@fee?‘@%@?ﬂ“@@ﬂ (f‘ﬂessage MS5). In
response, file trapRifeprsyalesirpgodistapigfershies$id tressrardit2palineckrtaleplatisable unit 806
(message M6). 2@dihsustatessisrinen? tiansteredidranrd R traasfansysient$4 to onboard electronic

distribution system 80Z(messags, g@rd elec-trgm;"a%tﬂg 95‘&&5?3%2%4P§§§?9c5[]9s€’%8396%m llustrating

processing of a downlink comman Icted In accor ance with an advantageous embodiment. In this

example, the’sarffE UBHTPB HEMY Y SIP R B2 &7R0p 3L NP ior B SRS AR PGB WRIFR Command. In this
example, onboarchestsptrotiig thistrébetiosssystdahl 802 carfectsheo rgroasidaystery8UB (fnessage NI).

Ground system 8@&@@&@-&#@5@%{&@%@ Arilable faesaeeasing. A downlink command is sent to

onboard electrorys ditrioNan Yol 0% a5 biahORRSME Rissenls L5y gy system 802
sends a request to
(message M4). After receiving the crate, onboard electronic distribution system 802

15 validates the signatures on the crate. This validation includes validating the signature
on the crate as well as the signatures for the software aircraft part.
Thereafter, onboard electronic distribution system 802 sends a transfer request
to file transfer system 804 (message M5). In response, file transfer system 804
transfers the software aircraft part to line replaceable unit 806 (message M6).
20 The status is then transferred from file transfer system 804 to onboard electronic
distribution system 802 (message M7).
Turning now to Figure 9, a messaging diagram illustrating processing of a
downlink command is depicted in accordance with an advantageous embodiment. In
this example, the same components as in Figure 8 are present for processing a
25  downlink command. In this example, onboard electronic distribution system 802
connects to ground system 800 (message N1). Ground system 800 makes the next
command available for processing.
A downlink command is sent to onboard electronic distribution system 802
(message N2). Onboard electronic distribution system 802 sends a request to file
30 transfer system 804 to send the downlink command to line replaceable unit 806
(message N3). Inturn, file transfer system 804 sends the downlink command to line
replaceable unit 806 (message N4). Line replaceable unit 806 processes the command

and then sends downlink data to file transfer system 804 (message N5). File transfer
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30transfer system 804 to send the downlink command to line replaceable unit 806 (message N3). In turn,
file transfer system 804 sends the downlink command to line replaceable unit 806 (message N4). Line
replaceable unit 806 processes the command and then sends downlink data to file transfer system 804
(message N5). File transfer system 804 sends a request to onboard electronic distribution system 802 to

send downlink dafaio.aseanchsystem. 800 MessroaNIniniesRomns s 2ah0 862 glesHenic distribution
system 802 crateds anlg signs the dovc\!nllnk rg%% ddition % cmboard elect[)onlc dlleS(t:{lbutIOI’l system 802
o).

also adds metadata’ rt1ont|f1e E:aré?&rcilﬁ]er%’ésﬁfer, onboard Belectromic arstr eUtcl’Bnog{/ds ent 802 sends the crate

to ground systenfisDbinesyaige RGZ. cratesrith#ey R tevriglirdaten, A0aissdyofergdiagram illustrating
processing of a dedeteonstandds Jepictedznlacaotdancedathcanadiantaigaetscenhadiment. The same

components as degicted FoHES Sand Saremsefdemroness mdeiRiecagMARL Thg process begins

with onboard electronic distribution %ystem 802 10 connecting to ground system 800 %lmes'sage 01). In

response, ground syste S0 LIS IHES Hax P SBrrASh B8 P BREEL Y EaiabrizarstP® atidn system 802
available. Onboatelefectronindistrignicion is\EsanMB0R reibaved thelatelate eroparimadd-(Message 02).

Thereafter, onbogdehé teeiponish dish ilnfiasdsyHRr &8 aheskithe signabiesdardbitie command. If the
signature is valid, gphgayd ?l%clalrﬁ%@é‘és%%‘émé’%&ﬁﬁ‘ &%ﬁ%&%‘e‘?eoc%&ﬁé‘gétﬁb{ﬁﬂH%r?&‘e?nf%érans“er system 804

to send the delete command to line replaceable unit 806 (message 03). In these examples, the only time

the signature’on tABNEGIRMA AP Erdekat it TifeBmMUnd i RSNas Ao $78%8 erver. The same
occurs for the donweiteskiconerandniEhe feafidoditt destrefes dpttertioBG4sten @92 realeldte 20command to

line replaceable unitB08 JRessrIBBHLtion syRdRBMWNSEPcLaneivingdheslalpie rravaaNd, line
replaceable unit gggs deletes the resource identified by the delete command. File transfer system 804

sends a request to onboard electronic distribution system 802 to send the status to ground system 800
(message 05). This statieoieianPorie AlpdtpR thiReiB0 e RS chadsiiin SerRitEs BY line
replaceablelunit 8@6:onmespolisies siphaarelieleditt oribodistrlpationicsyistémti80 2ysemasahe system to ground
system 800 (me%_%%@é)@hd&f%%r&%%é&f %&W&h}?s@%ﬁé%&&@%%ﬁﬂmmé distribution system
802 crates and signs th%statqsﬁo'gﬂereafter,cgge ?retxﬁe is sent tlo SgrtﬁundI sgste 800 g{nessage 07).
30Turning now to P@%erae lfllfné [o] ee\%??l%wchaﬂ 0 Saeﬁrxoaén SSused o/ distrb Gt Software aircraft part
is depicted in acéerdanteants airetprdmntbigecasBaToE IRteRt. MRk hr ERSSSHIISIrated $ASgure 11 is an
example of a prosesssthatimayoeifeeochinesoftfrtarediar anagemsentensiosaantdOdkisd-igure 4 to

install a softyare gjrcrafRaihananaiLeialini sos [ HRARQERSS begins by storing a software aircraft part in

a library (operation 11002. In these examﬁles, the Ilbra{f\]/ IS a software aircraft management component,
In fesponse to receiving the delete command, line replaceable unit 806 deletes

the resource identified by the delete command.
File transfer system 804 sends a request to onboard electronic distribution

system 802 to send the status to ground system 800 (message 05). This status

25 indicates whether the resource was successfully deleted by line replaceable unit 806.
In response, onboard electronic distribution system 802 sends the system to ground
system 800 (message 06). In response to receiving this request, onboard electronic
distribution system 802 crates and signs the status. Thereafter, the crate is sent to
ground system 800 (message O7).

30 Turning now to Figure 11, a high level flowchart of a process used to distribute a
software aircraft part is depicted in accordance with an advantageous embodiment.

The process illustrated in Figure 11 is an example of a process that may be

30



5such as library 406 in Figure 4. The process then identifies an aircraft to receive the software aircraft
part to form an identified aircraft (operation 1102). In operation 1102, an operator of the library may select
software aircraft parts for distribution to a set of aircraft. In other embodiments, the target aircraft for
software aircraft parts may be preselected through a communication or file received from another system.

10Thereatter, thessafiAGHARR BE-PAHHS,SRRN QA RSIFERAMEH FRPUICAUIHARRLALN, 4-L04) in the form of

and uplink commaall.ré(ral.ﬂ‘l'ha(-;t proxy server application sends the uplink command and the software aircraft
part to an onboafd efectonic distibition system on the identified aircraft (operation 1106), with the

process terminating théreaftercISmgnT Ry AoVrtorreftvare 2irg#bRrchart forauderaifyiind storing software
aircraft parts is defpiojednithegcexdaples, Withignaradvastageausierab odinagahehheopiacess illustrated in

Figure 12 may be,\mplemeniesE SRIHNAE PAL HB0AASRAMSRHIOIMER A08 10-Eiduig 4. This process

is an example of steps that %%?%%gerformed in receive and store parts mode 502 in Figure 5. 20The

process begins wWith'£ &rat& 191G S 28 SLPLRIbIPRZBIN HI& kol FREG Y 1P %xample, crate
tool 402 in Figur@mopareips efxberdiprentiver relectepitaiers airsostivarts &rclisfipipntivea psh9fbe requested
from a point of orgieEUBTbaRCeMBRacHI @icabihe: aigtaltosinedepireaablaufity iethe aircraft. The

software aircraft B%geﬁgg%cptﬁr%%ﬁﬁigggrmnﬁ%c‘c%(ﬂgﬁ%rtﬁl earggﬁtj\ljigoaﬁjgrg %f] m%ras\@{@p_ility of the software

25aircraft part and delivered through some transport mechanism. The craté may be received on a

physical or tahgible medidea(ieh BS PP ALTEILRaT AP R EAdH ¥ SEiHARPEreLETe disc. In other
embodiments, th@psateomtlodendeeiveddthrodgpliskicansmissidmarecia ssyehapplggommunications link

over a network. Thgderateapk\Rlidatas andnpaeks dha GEatBAORRIANARLZD I tiis 300peration, a

notification is generate: |oiI1 tshgtsringgliHre 'gni{m/e%ligr% *pg) dei‘%e%sFi1 r?tccf)ﬁ\t/?%in\'%h tatch tcrgegsone calculated by the

crate tool. If no pr'o ems ar elected, the crate I$ un rious locations for additional
processing. Nextefiéepaghealiaiidates the signature for the software aircraft part (operation 1204). If
the signaturesis invalidTamting digetst Fayulect 2oftiarehair craft @avind@es stotimatdivthie @neatalculated, a

notification is gerbgrat%caé&a@dqwme&%aé@ ﬂﬂ%@&’véﬁ@d&%&@rﬂ%iﬁ?@@ﬁﬁe‘}ﬁoﬂ&é@ed after the
contents of the clrl?te have heen vqlédate% or vqufled. The Cﬁate tool then msgggp the crate contents

(operation 1206). o t{ﬁ}% Bpé?gl{ﬁ)n, e contents”! S?E%de'%?g 8 ?ﬁ%{/’ rJ[em |§%9aeyed fce)?vérr?r}Ws?Btector to verify

the 400 in Figure 4. This process is an example of steps that may be performed in receive
and store parts mode 502 in Figure 5.

20 The process begins with a crate tool receiving a crate (operation 1200). This tool
may be, for example, crate tool 402 in Figure 4. In this example, the crate contains a
software aircraft part that may be requested from a point of origin, such as a
manufacturer of the aircraft or line replaceable units in the aircraft. The software aircraft
part may be received in response to a notification of the availability of the software

25  aircraft part and delivered through some transport mechanism. The crate may be
received on a physical or tangible media, such as a compact disc, flash memory, or
digital versatile disc. In other embodiments, the crate may be received through a
transmission media, such as a communications link over a network.

The crate tool validates and unpacks the crate (operation 1202). In this

30 operation, a notification is generated if the signature is invalid or the digest does not
match the one calculated by the crate tool. If no problems are detected, the crate is
unpacked into various locations for additional processing. Next, the crate tool validates

the signature for the software aircraft part (operation 1204). If the signature is invalid or
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contents. In other embodiments, this operation may be performed automatically for a comparison of the
contents with a file or configuration information identifying the expected contents of the crate. Once the
contents have been verified, the crate tool signs the software aircraft 10part with the airline's signature

(operation 1208). Depending on the implementation, another entity's signature may be used. For

example, the sigpatyig.5aY e %%QF&EH%WHAQV&EQ%@Frﬁ%fﬂm@@ﬁm%%&t%ﬂmééﬂodf no errors
occur in signing the soft ({ |rcra art the gart IS re% er stora g&% Thgreafter ti;[e crate tool places

the software aircra eﬂgrr Iinto anlqn?ary Bgth?on i%i iR §¢ f)ro eSS el Tﬁgtlng t}Eereafter This

operation involveXRiRsHTY thecsarnare kareradtigrase poMefeeurrent location on the file system to the
storage area for the libragceaatatingring witie teatcanéiwaneraireipdtqpantd 208 theseiexamples, this library

may be, for example.#ir aﬁ%%@ﬁtéﬂtg KWE cAfaB%SVH%QijF %Hr%r]e?fv AHRWGBH &QpupLocess for

distributing commands 20th rou% a proxy server is depicted in accordance with an advantageous

embodiment. ThEPFEEEsL MRS ﬁ@BOﬂrﬁaﬁréhﬁpﬂ?é B MRALRSRENPETSH LEARAIEDAR Ranagement
environment 400k PRrisas 4f iiresanteuikawithisfifsrotewyit wtioaxaierplation iteatéWegthed during distribute
commands mode ity tipwiedoef thedarcess begins by the proxy server application receiving and

processing 25 queued 6958%%39&&98‘?@%%&399%@9 HESE.LAN) O&r?s feagcommapds are sentin

crates, referred to as comma ackages. The crates are processed and sent to appropriate aircraft

command qtieueefh e tf‘ﬁr%lw"%ﬂgﬂ?é%‘? &ReaE %\rbﬂ)ﬁg@tld??ﬂ‘?&? BE B LReAMA PEIFIEIE the queued
commands from g mitifresliinaye hdydsaisemmerrdeimttutie aghakucomanaatstofated software
aircraft parts alsq&@r@é@@@étﬂ@t%@ceﬁal AnvRetennofitheyprexy spevebchuthessexanples, the commands

are placed into cra Wsal;gra Ig(l:% koglto tpteI roxy server, Thereafter, the proxy server application

connects to the onl oard electr Aic distrbution system or?ehe aircraft (operation 1302). The proxy server
application may connefbe6eATGRiHIB SRt e/ Rianes 2ot IHARE K& fIIBLYHEPSR!IT connects to
the proxy server &pidljeatioheiprocigis wirelésstioonatstiorie tperminuivicatiens dvikg @ace the

communications Jintyisesiaklishsdrinarmatien: maxidiovnbeswRegas RS SsRE #ppligation and the

onboard electronic distribution.system. This info matlon m .
tlh q rary contam% %e dlpgren software aircraft'parts. In these examples, this library

may be, for example, library 406 in Figure 4.
Referring to Figure 13, a flowchart of a process for distributing commands
20  through a proxy server is depicted in accordance with an advantageous embodiment.
The process illustrated in Figure 13 may be implemented in software part management
environment 400 in Figure 4. In particular, this process is an example of one executed
during distribute commands mode 504 in Figure 5.
The process begins by the proxy server application receiving and processing
25 queued commands (operation 1300). In these examples, queued commands are sent
in crates, referred to as command packages. The crates are processed and sent to
appropriate aircraft command queues in the library. The proxy server application may
access and retrieve the queued commands from queues in the library. If these
commands include uplink commands, crated software aircraft parts also are placed into
30 local inventory of the proxy server. In these examples, the commands are placed into
crates for distribution to the proxy server.
Thereafter, the proxy server application connects to the onboard electronic distribution

system on the aircraft (operation 1302). The proxy server application may connect to
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5include, for example, commands, data, software aircraft parts, configuration files, manuals, and status
information. The proxy server application then automatically transfers the crate commands for the aircraft
to the onboard electronic distribution system (operation 1304). In these examples, the crate commands
designated for the aircraft are available for retrieval by 10the onboard electronic distribution system.

The onboard elegiippi distiRution Sysiemeadsihe eomprRodRARMdaxesHiRsthe FRPmANdS (operation

1306). In these examples _thg on oarﬂ electronic distribution sx}stem olls tp«?( camm nd queue on the
?erv? %pgllc(f lon throu a WIreless connacttlon [ cCommu {C tions link. n%e ﬁ[ﬂe .
proxy server application and retrieves each command for the aircraft one command at a time. The

onboard electronteraitfisations issipstaeielinkeryvisfies ipe BRAEQAVCHIMPRINGS PEDeretIer 1308). If the crate
is verified, the cosppiiedtibrisapagsechooata theeesignatpdivysigneandiapplicatision thgreafter, the onboard

electronic distrbifiansySiemafai s el IRMOSIRIPLE ComERAL (paeration 1310), with

the process terminating thereafter. Turning next to Figure 14, a flowchart of a process for receiving and
distributing 20doWRATKR A HiRBGJRAPEYY server application is depicted in accordance with an
advantageous emboditiErrorhegsrecedightistr e dntiglicelly Aranalp s ehimmpiénsentadndsdosoftware part
management enwikosireertid @ inbigrreldetibnpadiieiatioths psacepsitiusiraed innfigdee 14 is an example

of operations thaf,06elEd %Q‘&J@Q%%%Q%’H&E%&E% 'FBPle% 2080 J?@égeﬁém@?oW&rl%%?S?S begins with

the proxy server application connecting to the onboard electronic distribution system on an aircraft

(operation 1400) M PIRERESFEFIAHE BFoRS SR 5[ ation receives the downlink of the data (operation
1402). In these exampléw, shecerbaestosle cistitictidisssisiatiorsipstentgeneandtesd dearitiek for each item

in the queue contriniBGHMMBiBkerRish PSDBNEreAILSE dRaprexMREsMEs AP RIAUAR Biagsgithe downlink
data in a local inven[tory gﬂgﬁ]ration 1404). This downlink data is store for tran fer back,to the library
system’p €C € ion"andr

ommand duepe on roxy server-applic efrisveSeach™ =~ .~ "
based on some event. In these exampije ) tHe eventpma %e a pgﬁog event, such as tﬁe expiration of a

timer. In other ex2AMpIR A Bt AR HECTABRAE AJNEVERE SRIPECIRTERtiesisgiMErated by a user.
Afterwards, the prpsynsérareraiiiphicedioratsd nds tie dojwpdirakictat 20@) . thigHibe ety (opeitdibth@406), with the

process terminatinghareafiss apasationdpaitiesdownlink spn isplaged inmdigestory for a later use

r analysis.
or analysis onboard electronic distribution system returns the status of the transfer for the

commands (operation 1310), with the process terminating thereafter.
Turning next to Figure 14, a flowchart of a process for receiving and distributing

20  downlink data through a proxy server application is depicted in accordance with an
advantageous embodiment. The process illustrated in Figure 14 may be implemented
in a software part management environment 400 in Figure 4. In particular, the process
illustrated in Figure 14 is an example of operations that occur during receive downlink
data mode 508 in Figure 5.

25 The process begins with the proxy server application connecting to the onboard
electronic distribution system on an aircraft (operation 1400). Thereafter, the proxy
server application receives the downlink of the data (operation 1402). In these
examples, the onboard electronic distribution system generates a downlink for each
item in the queue containing downlink data.

30 Thereafter, the proxy server application places the downlink data in a local
inventory (operation 1404). This downlink data is stored for transfer back to the library
based on some event. In these examples, the event may be a period event, such as

the expiration of a timer. In other examples, the event may be a non-period event, such
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Turning now to Figure 15, a flowchart of a process for distributing software 5aircraft parts using a software
maintenance tool is depicted in accordance with an advantageous embodiment. The process illustrated in
Figure 15 may be implemented in software part management environment 400 in Figure 4. The different
operations in this process are examples of operations that occur during distribute parts mode 506 in
Figure 5. 10The processfegingwith the seliware mailenansedod-canpatng te dhesigtwork (operation
1500). This is the netyv%r itn \[th'r'wc .lt)he li rpaély tls rpﬁggnt..mthis exam Iempa{_ts re noé éprqsent and
located on the software mainténance toor Next, the s%ifW/'varee aiRtenance TooPretrieves a set of uplink
commands and éRgediifli SR valir dRtip R P ISV 2HtpereaficdNeheisoftware
maintenance tool discannesttene thguietsoski(eprsation ph43s Tdieispbuwresoiaiaienance tool is then

moved and conngieg: 10,116 ARDOARGARC ARG AUREARLAQL RYFIREiRY O AlieLafiAeperation 1506). In

these examples, the connection requires a human operator to initiate the connection. The software

maintenance toof SYSAMSAEARTHAAZIRM (HE S55e R MRk H N AN B Ha S HRSEPE L8 tronic
distribution systeims@p@ratign rs08ycmertieseirraeipléd) thEioorarhantls diferseimreratiensimboard

electronic distribiiiopreysée aronepRERABAAi RNt Bagh dimegaicamimapstisnsart 508N operation
1508, a check is e gs to whether the onboard electronic distribution system is done uplinking the
command or other’information before sending the next command. 25The onboard electronic distribution

system readd the set of COMTRETTREERE YERLNGSO THB ST YR ERAS L Cargiie'Siware aircraft part
(operation 1510)né&twidre sepeseimple80 pabisde thenzetddrk thevsieh feddmamanpsssniethietred one at a time by

the onboard elecgenigidiptiRutionsystaan it desisoBnatespraiaie pantenteRk The RRkoasd electronic

distribution systemft\\/lvearlrlg(F:'msaltIn gnsé%% oe?{ crat(?r'?‘e(/%gera&ooq ulp%%%olr%th% gSOa(]:rr1 tes are }{ﬁrslggvg the software

. I .
aircraft parts arest_?nen passed on ft g?oFgge and distribtition in the aircratt, T egn, the ongE)eard electronic
distribution systefF&@ttPAESI QeI i )transfer to the software maintenance tool (operation 1514). The
software maintenance Toetethien, tetusofsvite staitisofidh eotiathsfem@pefatiothd bdiopwith the process

terminating theregfigadsh thisgxample s safiwaramatairrRanes kit thecrigtysHo a source of the
S Y T PO RIS R el e upin
examples, the connection requires a human operator to initiate the connection. The
software maintenance tool automatically transfers the set of uplink commands to the
20  onboard electronic distribution system (operation 1508). In these examples, the
commands are sent to the onboard electronic distribution system one command at a
time. Each time a command is sent within operation 1508, a check is made as to
whether the onboard electronic distribution system is done uplinking the command or
other information before sending the next command.
25 The onboard electronic distribution system reads the set of commands and
receives the set of crates containing the software aircraft part (operation 1510). In
these examples, each command in the set of commands is retrieved one at a time by
the onboard electronic distribution system from the software maintenance tool. The
onboard electronic distribution system verifies the set of crates (operation 1512). If the
30 crates are verified, the software aircraft parts are then passed on for storage and
distribution in the aircraft.
Then, the onboard electronic distribution system returns a status of the transfer

to the software maintenance tool (operation 1514). The software maintenance tool
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5automatically received from the library. For example, an operator of the software maintenance tool may
select software aircraft parts for transfer to an aircraft. This selection results in the software maintenance
tool generating the appropriate commands to transfer the software aircraft parts. The process still
receives crates for the software aircraft parts. 10In this type of implementation, however, the process

pfoce{?ds _ffom OH?J@FQ!}HQHQ L%_{&C&i%%éﬂfé?m%fﬁm%%%ﬁ@f &B‘éé%a}gn_(ﬁrpﬁﬁ?gﬂon 151_8)- This
selection is base onal#ser input, in these exa \%Ies. Thereafter, the so W?Srei mam%enance tool issues an

. thereafter, ,In this'example, the software mainfenance, ool returns tus to a source
uplink command to tfie onboard slecironic aistibuton system (operation i ﬁ?.ulshls command may be

placed in a comrAbifg eRikFESTBI e BRhCAIRD efcttiAlt ABURiBRIBTRBPYtaTANO retrieve. Turning now
to Figure 16, a flowchar tatse preegsssfand epaikingntatadising Besalivalg siastenanaadiool is depicted in

accordance with an adyaniaaeoys emhosiERl, The Aresess ilisialed i FigwsyG may be implemented

using software part managément environment 400 in F&ure 4. The operations illustrated in Figure 16

20are examples BPBFEAIEHE ARSI BSvaR iy AidaHE GURIRR (24 ATSEE 5085n Figure 5.
The process begie®aiinh tereikofningreofivedrtaminieaanss! icolsrectiripachh erprirviarel electronic distribution

system (operatiogodhtiNisTibér safvvaie Jomitenates: iRl etriMasaBanntidsioédatadiesn the onboard
electronic distrib%gogb%;g%@gf%gngn 251602). The onboard electronic distribution system initiates a
downlink for each item within its queue of downlink data. Thereatfter, the software maintenance tool

places the data in the 18¢ASIRPERORPLEPERGH. 18YAY STnRIE BERIGAC TR EURRREFE fHAintenance tool
accepts the dowrihAR @ndcplecestivstdatef thatsoftwantargra@tizel (degse s beidied histhethaidownlink data

may 30be displayeshie ddas@cint@iasendisusapirerfasednay hleviadiseidnseshdonslink data into

ftered downlink dafa.usinavarions BRATElets, Thest ARAMStels A Eds, [or eyample, without

limitation, by aircraft identification, System identiication, application identfication, or data type.  Next,

the software maift@AantEs6RNAISBE AIRYAS HRFAHEAGIBBARACCIBRFIICRASIIMAIORILEt8M (operation
1606). The softwdisgidmteyaacadosdtitvenoved from the aircraft to another location to transfer the

dov_vnlink data. The SOWU@E&W@\N‘&??@%E 1804 agnpeatsia Hﬂ@c@@s%?ﬂé@ﬂﬁé%%‘g% 8)- The software
maintenance tool E}I{len sends 5the d%’c‘;’ﬂls'% 8gtta to the li rary &%R%%aggvr; Ir3[610 , With the process

terminating theresiyare maintenance ed In accordanc ageous
embodiment. The process illustrated in Figure 16 may be implemented using software
part management environment 400 in Figure 4. The operations illustrated in Figure 16
20  are examples of operations that may occur during receive downlink data mode 508 in
Figure 5.

The process begins with the software maintenance tool connecting to the
onboard electronic distribution system (operation 1600). The software maintenance tool
receives a downlink of data from the onboard electronic distribution system (operation

25 1602). The onboard electronic distribution system initiates a downlink for each item
within its queue of downlink data.

Thereafter, the software maintenance tool places the data in the local inventory
(operation 1604). In this operation, the software maintenance tool accepts the downlink
and places the data in its inventory. Other data associated with the downlink data may

30 be displayed in a user interface. This user interface may allow a user to sort downlink
data into filtered downlink data using various parameters. These parameters may
include, for example, without limitation, by aircraft identification, system identification,

application identification, or data type.
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LIBRARY Figures 17-33 describe a library in a software part management environment. In particular,
these figures illustrate one example of an implementation of library 406 in 10software part management
environment 400 in Figure 4. With reference to Figure 17, a functional block diagram of a library is
depicted in accordance with an advantageous embodiment. Library 1700 is a more detailed example of

ibrary 406 in Figure 4 \dhrans HQRIHHHRS ST (HATIASH SYHaRHLFR%ARskRAskaRsid 704. Backend

1704 includes interfaces 1706, storage 17 ncir15 nagement components 1710. Interfaces
1706 indndes masuo o &Rt GG R RS St o el v

service 1716. StGHeit 17oBewhianigféosiaiteint Iz opunioddEhade s7PoemthENaemipes,
management compoBent® Iheltkinoldas: paitts 1608l TaXccomenaathdispatcier théd24emmand queue

manager 1726, Syste,<RRulioly ﬁFQﬁtS‘%Z%ﬁoH&B%P?%ﬁkﬁ?ﬁ@n%%%%és@ﬂn#%ﬂ%t manager 1732, event

logger 1734, and security manager 173 User interface system 1702 provides an operator access to

backend 1704 toﬂﬂ)eéﬁ%fF "different tasks and operations. User interface system 1702 may be a graphical
user interface. More specifically, user interface sy$8RARY02 may be a web based 25application that
allows a user to accessiljarasy11H3%Rba sanatgitasatitlarbtefacemdoéhcontimdnmannumber of

different i”terfaC%%&QﬁFaWﬂ%éPeefiBﬁg‘eq ﬁRJH%@é‘é%i&8%@9%’]%&%%&% BPFBY LR, Within interfaces

1706, messaging service 1712 allows various components within management component 1710 to

communicatd withPBYRET BPPMAREAYSH THEs BRAMBRYE FidMftimanager 1732 uses messaging 30service
1712 to distribute repov¥ghnafesponde FigreedéstduMbssa gingstrgiea 274 Bormayiheepitiddmented using

gariozli Iaaoes of E&gﬁ%mﬁﬁﬁyﬂﬁf&/aﬁﬁb%dﬁﬁoﬂﬁé&aﬁi?&%Y@d%%é@%ﬁﬂfgmplefé‘er][t_ed using
ava(r essagin ervice, wWnic .part o e va(r nterprise Lo uite. | oauct iIs
available from Sl?%ﬂ%?o%@g{gr S, El'gélgu%e'bLs'er?\;?gce@‘ﬁrg‘?umgae% Séerir'rqp 'g?ﬁ%rsl és't nl]sfrngany web service

system. Web serdi€eP35€89< tisidiraters Jrodideoes itadrr s iR sirrery 1880%hd other devices over
a network. Web sexvigendgitGominteniacts! 0,706 may be implemented using application programming

interfaces accessed OVﬁtreﬁaQ@&W?ﬁ'@i§HG@e§$n@§§d§ﬂfgr§§rtvice 1712, hypertext transport protocol
(HTTP) service 1714, and web service 1716. Storage 1708 contains file system 1718
and database 1720. In these examples, management components 1710 includes parts
vault 1722, command dispatcher 1724, command queue manager 1726, system
20  configurator 1728, imported files aggregator 1730, report manager 1732, event logger
1734, and security manager 1736.

User interface system 1702 provides an operator access to backend 1704 to
perform different tasks and operations. User interface system 1702 may be a graphical
user interface. More specifically, user interface system 1702 may be a web based

25  application that allows a user to access library 1700 from a remote location.
Interfaces 1706 contains a number of different interfaces that may be used to transfer
information into and out of library 1700. Within interfaces 1706, messaging service
1712 allows various components within management component 1710 to communicate
with other applications. In these examples, report manager 1732 uses messaging

30  service 1712 to distribute reports in response to requests. Messaging service 1712 may
be implemented using various types of messaging services. For example, messaging
service 1712 may be implemented using Java® Messaging Service, which is part of the

Java® 2 Enterprise Edition Suite. This product is available from Sun Microsystems, Inc.
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5Web service 1716 may be implemented using various protocols, such as, for example, simple object
access protocol (SOAP) or web surface description language (WSDL). Hypertext transport protocol
(HTTP) service 1714 may be implemented to provide a request and response system to manage
responses made by clients. These requests are typically referred to as HTTP requests. 10In these

examples, hypertext trasnQIt REIOGEl ST HER-bIHE YRR HsRARSEN ANgdeReivednformation, such

as files. These files may hg, fot example fles containing sqftwarg arcrafpatts, eommands, downlink
data, and other stitable information. n%’ese exampfes, hyper?ex% fra%sport pro?ocol service 1714 is used

by parts vault 1722eréorfivaid ¥iepastrier 17Mniimptrass if08 agyiedyateeT?BEdréshestt 15manager 1732,
and event loggerapgiddtion pAgrdepicie thidhecdifterenteobveonestadrarsuchaypanaftsnaithin management

component 1/ 10,8\ AGRESH FRY B LifRIRL A QUSR] FARRALHHYAIS IR GBnLANs-ADe different

storage systems used to store information within backend 1704 of library 1700, such as file system 1718

; d
and database 1795PSBREGEE75E AR ERSHhRY S3eREBRR AT ISR M4t8R and may be
located on one ofvnerextoragredeutasos(ith Bsseviged! dtienay erarikineriedéspravisimary. Storage 1708

may be, for exangigetoaatadpBrasHslenstoragmgeveporriishagaaldisivenhese yedber embodiments,

storage 1708 mayrg%%%ﬁ}t,e;gf%pewlgglﬁﬁprr%%geggvices, which may be located in the same physical
location or in different Ph sical locations. 25Within storage 1708, file system 1718 provides a structure or
(|

architecture'for storingdtSSCTRIZYATS MATTHEITAESHEH B%4nspl e eitaadré FiR¢aftY5arte documentation,
downlink data, anendthet fiesydatebmtiernl 220, as firssel examiiffies)anby. toreeampferfdos@ample, metadata
anhd command(s]I fé?ﬁtﬁﬂiﬁfg éumée@iﬁeﬁb%ﬂgm,%@w' éﬁ@i)dbmnm&i@?al%héi%ﬁ @@af_i&e 1720 may inf;tluc:e
other commands. for performing other 30functions, such as. for example, deleting files on an aircraft o
ownloading doviTRCH T Heg S B B S T LR B e and
distribution of soﬁWFfréaélPéﬁﬁ’ﬁﬁW‘aﬁ‘i%?%tﬁi‘%ﬁﬁr%ﬂ‘t.”ﬁﬁ’?féfﬁiElﬂ%ﬁ,gﬁﬁﬁét%&ﬁﬂ?ﬂ%trovides for a
secure distributionzobparts 3T hesecpeaceggesTily receive new software aircraft parts, as well as package

or crate software aircraft Bagis:far dlistritiondmamairciath COMBAREL AHEHSAABIRALT26 is a

Component hat i1 ages AUAIALSmands SOMIRR sy menoeL 4228 gy sl voer o

the different storage systems used to store information within backend 1704 of library
1700, such as file system 1718 and database 1720. Storage 1708 is a functional
20  component that stores information and may be located on one or more storage device,
such as a hard drive or a random access memory. Storage 1708 may be, for example,
located on a single storage device, such as a hard drive.
In other embodiments, storage 1708 may be located on multiple storage devices,
which may be located in the same physical location or in different physical locations.
25  Within storage 1708, file system 1718 provides a structure or architecture for storing
data. This data may include, for example, software aircraft parts, documentation,
downlink data, and other files. Database 1720, in these examples, may contain, for
example, metadata and commands related to files located within file system 1718.
Additionally, database 1720 may include other commands for performing other
30 functions, such as, for example, deleting files on an aircraft of downloading downlink
data.
Parts vault 1722 provides processes to manage the storage and distribution of

software aircraft parts to different aircraft. In particular, parts vault 1722 provides for a
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5 user interface system 1702, to inspect, reorder, and change the status of commands within database
1720. The inspection of commands may allow a user to see different commands or filter commands
based on different criteria. Command dispatcher 1724 is a component that manages creation and
dispatching of commands. This component may allow a user or operator, through user 10 interface

system 1702, to cregte dphpkidaieiRandriownipkconmanrsfsemmandrpaieharphAig4 also provides

validations of inpyt paametefs when creating Qepe yariows ypes g commands, This component
provides a mechanism 8 Bstis et and |spa?ch commands when ex{erna aevices request by various

criteria. In these examplRBMaystans «ORAGEardr 1§ B wramreyesithetcorTrasraited data 15 to support
operations performachinysounamnchdigpatchendgs?4 73y sieyrnicantigeataropéboalibiwegh user to define,

select, or import jpformation 9 defineexternabdgviss dhatmar.he.Rnaesied icolipranyd 700.

Additionally, this component may_allow defining of aircraft models, particular aircrafts, and destination
systems for the SRR HPErA Alrd e s o TR S BiRs2 ,ﬂ‘"ﬂ‘?e%sgres?a?ﬁep?éfg?rﬁ%y include line
replaceable 20urties loeede @rifiltieimoeids Ipapeshetdifescaiggitetdator 1730 performs concurrent importing
of large files sent from @xteraad dryigescior idasys LéRPoMepoEt Managrrclaadidradiews an operator to define

reports that may é?épgﬁﬂﬁ%a:g?go%%@ ¥TWSOQHJ$%§% IERPHRAYRP &%%grgr{;&t, IRGlge juprmation from

r
the event logs that may ggregated from various sources 25pertinent to the operation of the software

part managemerlPEHAORMERL. ELT X SIFfeY REBo ARG RGOS SREy 2Rl LS98EP38Ydefine a report
that identifies successtoéupidkany ofidpeeHidaype of isoftvwarenateraftpartreai@ng pesific model of aircraft

being managed withinshg soffwarerbais ManaesmRAt &PFaaeheENan1raars bl 34iogds events with
respect to the opgrggtéosn q(f: Iib(r)arﬁ a;nzdgo. 30Adﬁitiopgll\yc event Iog er 173gr Mmay. aggregate logs from

C an %Beis ernal devites rquL‘Jes vario

different devices connacted to ese events may Include, for example, without limitation,

software aircraft parts e @RBRISSUBRIRTSERIFEREa e A AR Staraeatsher s Bfieuriar el dRt&aft parts to
aircrafts, commatds genespéedifos pptiokirg batampamdndisidscyenttate dyeredownfigkingrdata, and
comhmapds %eneﬁ@%%x&@ﬁ@fﬁﬁ%%,@éﬁé&@%&ﬂ infor’Nw%;ﬁBnStSQ}é'f_mté @3@951: ﬁ&%e?ri@é@tl?&opzwges a "
mechanism to manage acces ibrar perators using user interface system . Security
anager 1736 mEDY0E BT o e S G E WL b PR lrea for particular
users. This type 8fdetexiptappHsvieAliders fHvifdsalracyeiss s ife enetburired gpfunctionalities
within library 170arfsurthese seestiidyomaysages, IviBesalsgamply ) roxjdeciadsiaeugiaoraprinications between
external deviges apd fiRiacy 4 109,Asan example, security manager 1736 may ensure that

communications through interfaces 1706 occur. _ ) _
mported files aggregator 1730 performs concurrent importing of large files sent

from external devices to library 1700. Report manager 1732 allows an operator to
define reports that may be generated by library 1700. These reports may be ones that
include information from the event logs that may be aggregated from various sources
25  pertinent to the operation of the software part management environment. For example,
report manager 1732 may allow a user to define a report that identifies successful
uplinking of a specific type of software aircraft part to a specific model of aircraft being
managed within the software part management environment.
Event logger 1734 logs events with respect to the operation of library 1700.
30 Additionally, event logger 1734 may aggregate logs from different devices connected to
library 1700. These events may include, for example, without limitation, software

aircraft parts received from outside sources, successful transfers of software aircraft
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10through mechanisms, such as encryption or virtual private networks. In operation, library 1700 may
receive software aircraft parts from an external program, such as, for example, crate tool 402 in Figure 4.
In this type of operation, the external program connects a service, such as hypertext transport protocol
service 1714 and interfaces 1706. Security manager 1736 performs authentication of the connection

15and determines, whethrt seitware-airs 3l RAstsLaRRR-MeRred JHihe cansrliaadsaliowed, hypertext

transport protocoéoser{h/rgﬁfa 171§2ranna c%hrr?rﬂasn%nd a é§qgg§t (tigl targgﬂ\\//%urg e:ler?c% ttoaf*{gmdle the input process.
In this process, par\f's vau 9f7 writeS Metaddta aB6Ut the sottware airera p%rfs into database 1720

while storing the actuaN&sfthfetE!¥iFerBRIPRIS MitiNYidRRSYSETF BB Messassetatiedifevdirectory.
20When managingopaf;t&mrﬁal&rarysh'éﬂil,esoﬁwa_re aymégft1pazt58§ayiiyeﬁaw'@atad3mﬁ|@system 1718
through parts, Vaﬂﬁpw&?e'a%éﬁ&r%%%ﬁ%é%d%%&é'%t%5%\6@%%@%9&%%%@ gugaft parts may

be archived in file s,gstem 1718. This t Ipe,of archiving saves the part in some des%r/\ated directory or

other storage devite MEGIohaFCHEr RV P 5 Ul MY SR A Camrliesd i dR& Within file system 1718
to 25identify whetnstienajiteertificatbyaighiif- therifert $rovetexpsrede htftificationy ofeigsiration may be

generated in advaneectbspughivaamintetacs sysiom dXites buthearepoatian 4f axsepidicate also causes
parts vault 1722 19 disa %r?a@)éﬁ%iﬁ‘?ﬁé{éj&&*&?é &%ﬁk%mrﬁhﬁi&%ﬁnAJIPF&%hﬁXtQRa%@sOaWoQ&Psed to create

and distribute commands to outside 30 devices. These commands may be created by an operator

through uselinte TSN PRS2 SYTEEs AREHRER SF BRI A MEINE K user to enter information for
commands. Once the donmeratels drerydiiedated rthese sviwananteadreste fedaittwxialadabase 1720.

When these compnapsls, alrhesdadyndesnat dayigesinthecrRIMANES MRy e iated and sent via

interfaces 1706. 9, parcylar, web senice. 146 may e ysed 1o send.hess cammands g an outside

component, such as a pPo server application or software maintenance tool. It software aircraft parts are
specified by a coffifhaifdeaTe & BharESYHRY e aEh(TiP & REPaFstaURandfat eRreubm 1ypertiest transport
protocol service iid deierthiesenextrapietwalkedestivadsy eamitsr aftpoarts Midyehbersentianhien requested or

sent as part of th&l%@ﬁip&?&?ﬂ%@ﬁoﬁ%%d@%@%@ﬁ iMRIRMARLALQRG a refidditignaliy, reports are
examples of other dﬁ’;ﬁigat ay b(tahstoreg in file systgm 1718. These re q% may be, for example,
i5{&" t le u rl

spreadsheets, pa\{ﬁ% andfive re(fx')n S. ?L@Fn%%srﬂgtld% RS Rel fronT ¢ ownﬁr\ﬂ'(inegS data, such as files

and device logs, Te50BE Sharddnithtfle ajsadmart? 190 TRESe T d<39 4y ilses REpeeBarsd Blsing imported
files aggregator kéfBRarthiscedtpaaseithimaly acceptiilesiaschercale-metiaddtaceniries in database 1720, in

addition to saving the figs within fiie, sestemibi81The JissantrompRRents usisate for library 1700

are presented as one, . .
from file system 1718 through parts vault 1722 and sent to a user for inspection or

review. Further, software aircraft parts may be archived in file system 1718. This type
of archiving saves the part in some designated directory or other storage device.
Further, parts vault 1722 also may scan certificates for parts within file system 1718 to
25 identify whether any certificates signing the part have expired. A notification of
expiration may be generated in advance through user interface system 1702. Further,
expiration of a certificate also causes parts vault 1722 to disable any commands that
contain the part.
Library 1700 also may be used to create and distribute commands to outside
30 devices. These commands may be created by an operator through user interface
system 1702. User interface system 1702 allows a user to enter information for
commands. Once the commands are generated, these commands are stored within
database 1720.
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15example of communication for different functions. The presentation and organization of these different
components is not intended to imply architectural limitations on the manner in which the components may
be implemented. For example, the different components within library 1700 may be subdivided or
combined in other fashions other than that as displayed. Additionally, in other implementations, some

functions may be 200nified AEQIREMHARIONS MY PAderhdTHEIISS, SUMSHnGHRNSAEY be combined
and implemented as a sin le module - Or afzﬂbcea}tllon W{I in I|brabr3ée1m7i(c)g.1éfsanotggrucseéé:\ ple, interfaces

1706 may be impﬁrgmeﬁpe ﬁ%lh"{f g}tﬁe?clﬁ aces iR addifion'to’ or'in place of the ones ilfustrated. Turning

now to Figure 185 ¢iBgrasPIISHatifpa PsspstemPentiorpapsupiexe sepicerlitatiRectrdance with an
advantageous ersdiodiraeninfeilarsysiem diseftery ot 380018 apeeikample ofranayeuhesschema used

within file system, 11409 Fiuie 4 - dniseuameley B pysiemaliesions Byoubd 80 defines information

used to locate files within file syste 18 in Figure 17. The file tyges include, for example, downlink

1802, log 1804, P& 80BeS &ALRL Dl S Rl ARl 8 S dBrE K8 SHBEY AL GOHRYSS Rhrchive 1812.
Each of these typesteffiles iéddentfedipaenidint esistemtdirecionfaayoatia800 with different types of

information. For examplesigemam)inkpbae2rinehidesed atothdldadeviemdBidsiadnimbeyshs, unique
identifier (UID) 13205 ariLdowplipk i Bams A8reicDaiR thdddeptifen e cisplon dae of the downlink

file. Device 1816 identifies the device that transterred wnlink data from the aircraft to the library.

This device hay be, fol EXERISROYGRELT LY ABREARH Sr YRR NEARETRRE B, Tail number

1818 identifies alpasticedarithirclizfspsiavhich&heérdowfilinknd atze wew doetib dsibiUnipereeitidesifier 1820

el denifesye e vibin e ot oulpldle pavedgzaiads e af he downink fe
ext, log In es e unique laentifier n ntlog flename . Part

is for a software g?%%gﬁep%%ﬁ%ﬁ% L(I)Cri]gg ?ﬁﬂvi_'aﬂﬁ %éﬁ%ﬁvétrP %d]%s s?%ﬁ?@t’ed 1832, crate file name 1834,

and crated part file narheeP8seT rarper1enis b saeirtlfesiargirdUhyin RigTRHIhe<rate, containing the

software aircraft pant)pk ldfcatechu@iratiedifer niffrerl 834 tisra. néime et thadratafilerg@rateidrpart file name

1836 is the namerttherfile reBiaipingthe @&fmv&r@eai{&{a(]&paréhitecturaﬁ\lﬁ%r@a&ﬁmm%gnature list 1808

includes unique name 1.83%. and s readsheiet 18]b0 includes uniqye name 1%%40. rchive 1812 includes
. man[n R ich the components may be implemented. For example, the different
software aircraft par f‘é |3‘$

components within library 1700 may be subdivided or combined in other fashions other
than that as displayed. Additionally, in other implementations, some functions may be
20  omitted or other functions may be added. Further, some functions may be combined
and implemented as a single module or application within library 1700. As another
example, interfaces 1706 may be implemented using other interfaces in addition to or in
place of the ones illustrated.
Turning now to Figure 18, a diagram illustrating a file system directory layout is
25  depicted in accordance with an advantageous embodiment. File system directory
layout 1800 is an example of a layout or schema used within file system 1718 in Figure
17. In this example, file system directory layout 1800 defines information used to locate
files within file system 1718 in Figure 17. The file types include, for example, downlink
1802, log 1804, part 1806, alternate part sign list (APSL) 1808, spreadsheet 1810, and
30  archive 1812.
Each of these types of files are identified within file system directory layout 1800
with different types of information. For example, downlink 1802 includes date 1814,
device 1816, tail number 1818, unique identifier (UID) 1820, and downlink file name
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151842, unique identifier (UID) 1844, and crate file name 1846. File system directory layout 1800 is
provided as an example of one implementation for file system 1718 in Figure 17. In other advantageous
embodiments, other file system layouts or schemas may be used, which are suitable for the particular
implementation. 20With reference now to Figure 19, a block diagram illustrating an organization of

commands in queges iééi@RHE%M@Q%Q%%QM%@%M&%WW% ea@m@m@t déhiiis example,
gueues 1900, 19 Zd%VICe 04 are exam Iedso niqgt%éj sthat re Joc eo %%taba 720 |n Figure 17.

Queue 1900 |ncIu es commaatutuIr S EE?@' gueue mcfu@etsec%"rrﬁ'?%an g2 queue 1904
includes commarity po1for @‘Gmﬁﬂaﬁd%%g%wﬂwhﬁﬁ@'l%@ﬁ?@'@dﬁﬁ'ﬁ@ﬁé%cﬁé@?inér@'\‘or a particular
aircraft, in these exanephsLeTibentrnmpadsumayirbestfon exampledophink cammanidsatdownlink commands,

or delete CO”%maUH'iﬁu@@&ﬁ%@kﬁ%@ﬂﬁ%@lyﬁ@e&ﬁméﬂ%%ﬂﬂgfﬁlg‘é9£{&ﬂ“%&?ﬁ%lﬁk'fﬁ’éary 1700 in

Figure 17 to an aircraft, while a downlink command is a command that sends information from an

30aircraft to I|bra?9rie7662i% iR T9 of the ARk U mmand is a command that is used to delete
information on the airchftt. Todd $foirplatendeiise 18240 veigaeriphaties Oftwhté28irerdfeysatioda configuration
file, or a manual.fizagh®f §28 e fuesEsisibtReshexamipies: jaassotalednitvadqasiaidar ground tool or

device. In these ?KWP&% QH%H%}?Q%&%B%%W%99%9&%&%%0&?}% Rérﬁee?&%at&%ﬁ&f different

devices that are to distribute the commands to aircraft. For example 3 eue 1900 mag/ibe associated with

a first proxy'Servef et ? Sriane 1 9o hvies g%t@cf)‘?ﬂﬂaﬁm%y@ ABBIIEL R ald queue 1904 with
a software maintkexaiede twale thenmdifféddin aewice sicbataeteliiearyraZ0®an Frgored T83®immands are

distributed to thogg q%ggstp@ﬁ@d;&nawh@th%rs@emQsa@rgaa_resent in the queues associated with
those devices. Turning gure 2 am of.a softwar art is de icted 10in

erna‘ieégﬁs %n% Uf%sg?‘]?ﬁlﬁl es uni |]Je na 8%505%018 rea

accordance with an adt\/antag this exam e, Software aircra part 0 is stored in
crate 2002. Cratd ¥ 0ncisdso ey eitPeYsirhive 181 IRTyIRs g9ftware ifsll PHOSRA file, in these
examples. Crate ®aQ2uniqychds fiffee XaMplé4dvitihdutdimnitatimmeari &t&ip file format. Crate 2002 also may in

some embodiments cqﬂt@@m%,rgégﬂfo}g{ggﬁ ggétw%\,@ggrggtm;(a§,ggvg%e@|rcraft part 2000 may
include a set of flles that rovide nct| rq?ular O[ghart hese files m cluqe for example,

(%)t nfqen er advantageous embodiments
executable files, data files, confi ura Siv i es an rar
other file system Iayouts or schemas may be used which are suitable for the particular

implementation.

20 With reference now to Figure 19, a block diagram illustrating an organization of
commands in queues is depicted in accordance with an advantageous embodiment. In
this example, queues 1900, 1902, and 1904 are examples of queues that are located in
database 1720 in Figure 17.

Queue 1900 includes commands 1906; queue 1902 includes commands 1908;

25  and queue 1904 includes commands 1910. Commands 1906, 1908, and 1910 are
commands destined for a particular aircraft, in these examples. The commands may
be, for example, uplink commands, downlink commands, or delete commands. An
uplink command is a command that sends information from library 1700 in Figure 17 to
an aircraft, while a downlink command is a command that sends information from an

30 aircraft to library 1700 in Figure 17.

A delete command is a command that is used to delete information on the
aircraft. This information may be, for example, a software aircraft part, a configuration

file, or a manual. Each of these queues, in these examples, is associated with a
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In the depicted embodiments, crate 2002 and software aircraft part 2000 are signed. In other words,
software aircraft part 2000 is signed with one digital signature, 20 while crate 2002 is signed with another
digital signature. These digital signatures may be the same or different, depending on the particular
embodiment. Of course, in other implementations, software aircraft part 2000 may not be stored in crate

2002. With rS&@t‘i&ﬂ&ﬁgF&Wd%&'SP&@ﬁc’el %3h@§@£&9ﬁ$&é%f &9&0&@%@@&@%?@&@%65 & depicted in

accordance with an advanta eous ent The diff ﬁ ent co ?h 5 data strgcttures illustrated in
sociated or ere |cest a |str ute e comma 8
these figures are® examp €so porary ruc Urés crea e rom commands stored in queues, such

as queues 1900,29G#; and 1904 in Figure 19. Turning now to Figure 21, a command data structure
for a delete command R depictsd, hjuawcowamwétbsaao&dstantmgemusmbedweemplmathiﬁ example,

delete 30commaiyd dREBUEIIS 2100 REIYIEUIREIES 210521 00eR 19 2108710, and 2112

Parameter 2102 identifies a set of file names to be del e d. Parameter. 2104 identifies a set of part

identifiers to be dBHSH RS RHetel 91 BE e SSY'S?%%IE%%"%MF QR Igue iy IE B Ricular aircraft
to receive the deRseedistibvirahid.tTisie dietiefsdinskinenidentife pomiagnide afe pesant pléhedivenanbers.
Parameter 2108 idesdifieg aischoideyices.that are to send the command. These devices may be, for

example, ground toolsysigh. 350 BTAASSYS BRRNSRIEN A SPIGIS. TRINIENaRSe Jogh, AParameter

2110 identifies the destination Eﬁ/stem to recelve the command. In these examples, the destination system

is the partictfar IIREFEPREOEELY Lﬁﬁ?ﬂﬁf‘fggﬁPFéfg\VQOPH?%HHﬁfa%BXWSﬁ@WﬁTWﬁéntlfles a user that

requests the conmara2eRo is stimeRiguret2 2082disprerddastrsttirag avittomiinaneiatatey $8rindtigeréor an uplink

command is depigted in accordance with an advantageous embodiment. In this 10example, uplink

command data structuEe qT)S paﬁameters 202 2 Ogo&; 2%) and delvov ﬁ’arameter 2202
fo

exam exa
identifies the software alrcra e up ml%e orpsent arameter ntlfn é)s a set o% airplanes to

receive the comﬁfﬁﬁﬁ?”Tﬁé’s@beé{?e{ﬁﬁ'é‘?érscé%tﬁt%?ﬁzaﬂlé?aﬂ%@rﬁﬁ%?§”@%{ﬁ?@fé1‘3?’2‘9'6' [8%€set of device
identifiers far-devieesote pofeess dheatopamabaitvRer amesép222808 aseindf parasnetéfiesdentifying the

15destination sygigimiQaeNE haiGImmandrRarmeterRattidenifes e Useethableauested the
command. , , , o .
executable files, data files, configuration files, and library files.
In the depicted embodiments, crate 2002 and software aircraft part 2000 are
signed. In other words, software aircraft part 2000 is signed with one digital signature,
20  while crate 2002 is signed with another digital signature. These digital signatures may
be the same or different, depending on the particular embodiment. Of course, in other
implementations, software aircraft part 2000 may not be stored in crate 2002.
With reference now to Figures 21-23, examples of command data structures are
depicted in accordance with an advantageous embodiment. The different command
25  data structures illustrated in these figures are examples of temporary data structures
created from commands stored in queues, such as queues 1900, 1902, and 1904 in
Figure 19.
Turning now to Figure 21, a command data structure for a delete command is
depicted in accordance with an advantageous embodiment. In this example, delete
30 command data structure 2100 includes parameters 2102, 2104, 2106, 2108, 2110, and
2112.
Parameter 2102 identifies a set of file names to be deleted. Parameter 2104

identifies a set of part identifiers to be deleted. Parameter 2106 is a set of airplane
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Turning next to Figure 23, a diagram illustrating a data structure for a downlink command is depicted in
accordance with an advantageous embodiment. In this example, downlink command data structure 2300
includes parameters 2302, 2304, 202306, 2308, and 2310. Parameter 2302 identifies the type of data
that is being downlinked. Parameter 2304 identifies a set of aircraft to receive the command to downlink

data. Parameter ga3Qidss'aAigsTiRf fe peesarsaeding cemmpandigtbesehahairerafiiParameter 2308
identifies a set of lin frep ac able unlts s an. the se { ircraft tor ceive th% %mJna}r}d 25Parameter 2310

identifies a user fia arneeq'ues e mm 8xampFerhes%u@of°ﬁ?nanaéa8qae[ ructures aerseaan abbreviated

form of the comnehfRI4caD iR B EPirES e e @ JIsR¢ SeYires Al RatiorewBpvareshaintenance
tool, to begin proeessinglike eqmryards:refgiratatdgdheco marantolaizostructures. These command

data structures may regyce,ihe Q'i%%En‘ﬂﬁé@tﬁl&o%%(ﬂ%o\ﬁasrygféﬁﬁg?Q&EU&%H&C@JI%%rlH“kr% in these

examples. The dewces m é cguestt e actual commands after recelvm%t ese command data

structures. Thesd E8ARARNGaACHFGHAGFRY BYEISTA 1208 RPNy Seniet6tre YrbtRETdBIs, in these
examples. With redeineribe srvmand-idiarerdenditdgemniitsse ser irmer¢auesfothgisperohiig commands is

depicted in accordanceniguanzdyanigasoisseanheditataldingawdRisnameaxanmple of a user
interface that may, Pn“r‘nBR‘a%S«‘Q&%ﬁctﬁl{%“%&ﬁs.ﬁd@'iﬁﬂ{ﬁa&?a%\@%@e]oEQ%ri% SPTFEE‘PamohﬂéSpatCher L1724 1n

Figure 17. 5In this example, a user iﬂ)r/{jse lect between creating commands, such as u !ollnk commands

and downlink cofiRREs URiiRfs oata W%%Wét%%a%oﬂf%ﬁm%fgeﬁa%oﬁnﬂa% 98ontrol 2402
may be used to @2A8rate aA1dplitskecminmizdid, ivehiibesdmtralRdd amerpfbpadseddogoketate a downlink

command. Contrgd 2406 masdesneddeitanetaiedalistasomnaandsinkUsihisdepigieskexample, control
2402 has been selecte resultlnrgam s%cg H?erg8 paranrgeg ed withi gvmdoxgenmo ectlon 2408

containaircra iSaseto v
prOVIdeS a user é’n aglfty O Input In ormatlon to create an u commancf or examp?e the user may

select an airplan@t4AssinserdedAaisepae0d TRaSEsifh t%ﬂ el eareRAENYE 9 Eicular aircraft.
15The userialso #drajnstideclyatcte vicednithehfocomofaadoroxyasetee zidpticatiitss fhermskstt2z412 to distribute
the command. Algg,davices i thraferm of software maintenance tools may be selected through list 2414.
The destination system[)on the a| $ 1 mayzge sdelected thrm@h fiel 16 uTh% degtma]th(n system is a

particular line replaceable & Uit Ulreexarh |eSin§Ie|dU§H o(\jﬁsa éucétn of A paP[ number. Entry of

this part 20numb@?"ﬁ)’f@@ﬁj&d%@mqﬂﬁé&%ﬂéwa%btal’hédﬁa@f%ﬂ%wmb@éIH§@420th25422 2424,

example, downlink command data structure 2300 includes parameters 2302, 2304,
20 2306, 2308, and 2310.

Parameter 2302 identifies the type of data that is being downlinked. Parameter
2304 identifies a set of aircraft to receive the command to downlink data. Parameter
2306 is for a set of devices to send the command to the set of aircraft. Parameter 2308
identifies a set of line replaceable units on the set of aircraft to receive the command.

25  Parameter 2310 identifies a user that requests the command.

These command data structures are an abbreviated form of the commands that
allow devices, such as a proxy server application or software maintenance tool, to begin
processing the commands referenced by the command data structures. These
command data structures may reduce the amount of traffic across various

30 communications links, in these examples. The devices may request the actual
commands after receiving these command data structures. These command data

structures are deleted after being sent to the ground tools, in these examples.
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2426, and 2428. The particular information displayed about the part may vary, depending on the particular
implementation. Field 2416 has different selectable values for different command types and the
rules are enforced by Field 1724 that are represented in control 1702 and control 1704 25in Figure 17.
Figures 25-26 are diagrams of graphical user interfaces in accordance with an advantageous

embodiment. These graRRicakuses MG HRERRA 9L%aBRIES of INesarenihatmayhemrgsented through
user interface system 1702 i Fllgtuae. 17. These dej |%te d Ogijlraﬂ%)hlcal use[kmterfac%i%g V\Presented for

. commands | In_accoraance W, n a a&eous em odfme?tt . .
purposes of illustrating orie [5)ar icular implemeéntation and not méeant to limit the manner in which a

graphical user inf4#8ieamayepwlaesr et Brepreschte M dyheSEPIRTEPFEICECSYRteser TTPORRS Figure 17.
Turning to Figuresgicra tiiagramétustiatinigpant diggrmiteFigaesfor. viewing commands is depicted in

accordance with an adyanfageonis cnROdIMENto | RIS EXR TR SRR -ROY, I 81 &iRPle of a

graphical user interface that ma% be dl$§%a[éed through user interface system 1702 for command queue

manager 1726 in“PTYUPBSEAh Ie EFABIA2IAE (UK} PREGOR M B TTS BrVaR&88 ¢S mmands. In
particular, specifidfigoerns 3A8énirnainel2Mayres Maiwed teeetgiatovindmin s00MBaHMNands may be
viewed using conisalei2a03.n2504 ad 2bheRendingveomrandsianay dervieneschy selecting control

2502, executed qgm@gg%m%g@tgigmap&seIecting control 2504, and dequeued commands may be
viewed by selecting control 2506. A user may reorder or change the order in which commands are stored

in the queué through OS98I ARHPEXSRPR 2N BR P EInTREneR’ Ve BeER SBlected and are
displayed within 2é@8ibairRbdiepiElyedrvding 2500400 rétectrrc@4ddwrigifegares26araathifigrtam of a user
interface for viewipgpadsrisids RIGRAIENAGKAMIRBEEWID Fadvapadeeusembpdinent, Window 2600 is

an example of a graphical user interface ented throygh user interface system 1702 for parts vault
1722 Bigure 171 BB T e e s e B SR el viewea.
Valid parts may BEVSwed through the selection of control 2602, incoming parts may be viewed through

the selection=of controlTA6@4eexpirethpsetschaaletiecvietve tbtiroigpréolie server application from

list 2412 to distribute the command. Also, devices in the form of software maintenance
tools may be selected through list 2414. The destination system on the aircraft may be
selected through field 2416. The destination system is a particular line replaceable unit,
in these examples. Field 2418 allows the entry of a part number. Entry of this part

20 number provides other information about the part shown in fields 2420, 2422, 2424,
2426, and 2428. The particular information displayed about the part may vary,
depending on the particular implementation.

Field 2416 has different selectable values for different command types and the
rules are enforced by Field 1724 that are represented in control 1702 and control 1704

25 in Figure 17.

Figures 25-26 are diagrams of graphical user interfaces in accordance with an
advantageous embodiment. These graphical user interfaces are examples of interfaces
that may be presented through user interface system 1702 in Figure 17. These
depicted graphical user interfaces are presented for purposes of illustrating one

30 particular implementation and not meant to limit the manner in which a graphical user
interface may be designed or presented by user interface system 1702 in Figure 17.
Turning to Figure 25, a diagram illustrating and user interface for viewing

commands is depicted in accordance with an advantageous embodiment. In this
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selection of control 2606, and faulty parts may be viewed through the selection of control 2608. In this
example, control 2602 has been selected and valid parts located 20within the library are displayed within
section 2610 of window 2600. With reference now to Figure 27, a flowchart of a process for receiving
software aircraft parts in a library is depicted in accordance with an advantageous embodiment. The

process illustrategim Gl &% P50 hemplemented inlhian 4300 dndioue 3y i particular, these
processes may b |rpaE/)LefptLenteﬂ in épartts Irfvault 1?22 1\%@{1 25management comé)oqg%s_ 1710 of library
1700 in Figure 1 !_Sp he'r?:)u _cggsrl')ne%iﬁgebs Sree([,neiving a SCftWare glur?;lfgﬁn 65? ‘(%peratllr(])n 2700). In
receiving the soffvigitee difcrafifarrametdaa s rossived Bs waltasfyaieafeoMaans fof the software

aircraft part. Theairocass seiafimifies vihetheaiae metadataviar theusafiviiai@vaasomft part is correct
(operation 27202). In thegg, exagRles, 1RGMRIANGL] iBRRMasa B3 45255095580 Mithiand/or describes the

software aircraft I%grt. In these examples, the tollowing metadata may be checked: whether part name

conforms to the FEJUEIEXBIRSBROHGASH PASE9AR9 SAYRESYr 84eATT8 SO S LA 8 whether the
production statuyigvBi ACII4CABERNMRIEES IR ARE degraB U MmBESS; vhidtheietrrs Applicable standard is of

a length greater g&lgéihal donBrashiesa osaual ok Shneagtens whetherike siahesuadproperty owner
is of a length 9feé’r%%é’fg‘%ﬂﬁabk%‘aeotrﬂ%gg\%én%%é%! B ?n‘?&%ﬁﬁu@&t?%w&%méhﬁsf igase date has a

correct date format; and whether the description is of a Iegn?t qre_él er or equal to 0 and less or equal 5to
2000 charadfers. Peen SeiRehRtd R4 iR RS edite o e vroeeerfisters a temporary entry in the
database in the library\(6perdtionc2 704)toTigite P erdiggemryfis usse thterfprevid eievatgtoatsf the process

for receiving the paydpithe pREEYJIRIERY iIRAisRIRSIRALEIR S el tharsl beshegun. The process
also creates a directcié\r(e sotfrgctur in the 10(i| scgstem E%é)qeratior}g?OGI}itT is dire toryﬁglflocrture is used to

. Xam rgphical user INterface prese through user #iterface Systém
save portions or ?rag ents o ﬁﬁ)e ?ﬁ]e containing t?\e sorware al rcraﬁ part as tﬁ% lle is received. A

determination is A8 &Y { 9gHeHErRd feceipt of the software aircraft part is complete (operation 2708).
If the receipt©f the softwiie diperiaft parhisensticampldteaithye ity odrasssliuedated, ibethievdatabase

(operation 2710), gpfhe file fiaomertsdeigraiedriGsRYaDIRINSHL iSYSIGRD FRRSTALPP2712). This
progress may be dISQ| ed in mg user mte{;fac?. pre0 process theg returns to %pgh?tlo% %7(308 to continue

checking the status of the Teceivec 88%?5‘[?0?10 orro{he soi%)/(\%lrreec| gﬁcr:rarﬂaﬁfett)r‘f.\ﬂ'ﬁﬁedn %ugecelpt of the

software aircraft pRPEIOTBhpIETR A¢UhEnstien? PaBs they roressHErensiines shlsethecihe part is integral
(operation 2714)cdrhisl @pesatiothissexample, control 2602 has been selected and valid parts located

20  within the library are displayed within section 2610 of window 2600.

With reference now to Figure 27, a flowchart of a process for receiving software
aircraft parts in a library is depicted in accordance with an advantageous embodiment.
The process illustrated in Figure 27 may be implemented in library 1700 in Figure 17.
In particular, these processes may be implemented in parts vault 1722 within

25  management components 1710 of library 1700 in Figure 17.

The process begins by receiving a software aircraft part (operation 2700). In
receiving the software aircraft part, metadata is received as well as a stream of data for
the software aircraft part. The process determines whether the metadata for the
software aircraft part is correct (operation 2702). In these examples, the metadata is

30 data that is associated with and/or describes the software aircraft part.

In these examples, the following metadata may be checked: whether part name
conforms to the regular expression [*~/:*?\"<> | \\]* and less or equal to 200 characters;
whether the production status is BLACK LABEL, RED LABEL, or BLUE LABEL;
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20performed to determine whether the software aircraft part is complete and whether the part has errors.
The check may be made by matching a certificate to the received part. If the software aircraft part is
integral, the process crates the software aircraft part (operation 2716). The process then determines
whether the crating operation was successful (operation 2718). If the crating was successful, the part is
marked as 25complateindhe RiRAsE(QRETatER RIARk e atgehlils ds:navad i thedils system for
later retrieval (opﬁﬁtiﬁn 2{22 Wwitt thtﬁ process t?rmlnal_{ingNther_ea e ath With referen(f%again to
operation 2718, i §'Ea w?ést)pe?a fon |s"ﬁ8{escu%ac S0 ,yan effor 15 aeeﬁgral%raaégb%rrgﬂ%an 7124).

Thereafter, the pPotESssem6GEal thd EthpResishE ahriBas ERiserddie N 26y rasid#&moves the saved
data for the softwarreagiecraiii3tparhopemipoon 3y 369 lavijh thequocessute tninaitngshereadter. With
reference again tg speyatiga 4414, if the software aircraft part is not integral, the process also proceeds to

operation 2724. Operations 2726 and 2728 are performed to cleanup the database entry and the file
system entry for the faiféﬂer@e?éﬁB?tsff?ﬁ@%SEWErEOHﬁEHWé?EGSS reﬂ#iﬂ?@f%ﬂ%@%ﬁﬁw {8 operation

2702, if the metadlatdefabapreirdfaliarenalrpeifitipa@i@dnof toriesepothey provesygenereisian error
(operation 2730)swiith thepppeess terratratingtiaeraafltare The ey grneratasneperations 2730 and

2724 may be stored.in 3 L?%%Jﬂtﬁés%?eeguﬁmﬂéic?gogé’s‘é’ RS @éﬁt%@?uﬁeﬂ%%ﬂ%ﬁ’ﬁe%ﬁ%cess for creating
d d d h . Thep

a command is depicted’in accordance with an a vant?geous embodiment process lllustrated in
Figure 28 mdy b fiipHENdRBEERIeTErAR) 1780 e g 1 AUTR BARTEURFAYRiBPYBEREE may be
implemented in dorpmratdlofiispéitelcentain?y incFigitwers 2irtihé proeedkedéginschyiveteiving a user request
to create a command (epefationiS2R0M«d hiscommantdnayhe seseivathiheaidha pisesinterface, such
as that provided throygh user inter. system 1702 in Figure 17. A user may select one of three
command types, T B e e e e ete. The

process identified"s BOHATARIUREOR Ghinth ek g R[serafith: 288 8)e file fragments

15 received are saved in the file system (operation 2712). This progress may be displayed
in the user interface. The process then returns to operation 2708 to continue checking
the status of the received operation for the software aircraft part.

When the receipt of the software aircraft part is complete in operation 2708, the
process determines whether the part is integral (operation 2714). This operation is

20  performed to determine whether the software aircraft part is complete and whether the
part has errors. The check may be made by matching a certificate to the received part.

If the software aircraft part is integral, the process crates the software aircraft part
(operation 2716). The process then determines whether the crating operation was
successful (operation 2718). If the crating was successful, the part is marked as

25 complete in the database (operation 2720). The crated file is saved in the file system
for later retrieval (operation 2722), with the process terminating thereafter.

With reference again to operation 2718, if the crating operation is not successful,
an error is generated (operation 2724). Thereafter, the process removes the entry from
the database (operation 2726), and removes the saved data for the software aircraft

30 part (operation 2728), with the process terminating thereafter. With reference again to
operation 2714, if the software aircraft part is not integral, the process also proceeds to
operation 2724. Operations 2726 and 2728 are performed to cleanup the database

entry and the file system entry for the failed receipt of the software aircraft part.
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In response to the type of command identified, the process generates a list of 15parameters and possible
values (operation 2804). This list includes, for example, aircraft tail numbers, applicable device name lists,
and destination line replaceable units to receive the command. The process then selectively presents the
list and values to the user (operation 2806). In these examples, the list is a context sensitive list that

provides additional optgis eMabe s SR REDSURGI QTR | W%%@&%EQHP% Raderbyicdthe user. The
process receives u er |n ut sele |rc|j$ values from the prese ted iléj qo\salue1 (o eration 2808). The
& it

corre rQcess generales an error
process then valf()fa e con ﬂwe parameters opera these e ampfes the context

sensitive values @(@'ﬂ“ﬁﬁ”ﬂﬂse}erﬁﬁéﬁ%c@fm@%%@ﬁéﬂm qq?l'@‘iﬁt‘ér?&é@ ARty What is allowable
within a commangdigaenZbiferstabiesueé destination systems. Operation 2810 rechecks these rules at

backend 1704 in Figure, i, BRGSO, &ZQ%@‘%&%H%P&PSE;Fb%Séé%?gr%gﬁnﬁtQ%BmH%er interface 1702

in Figure 17 that ma not have the same validation rules. rocess creates a set of commands

(operation 2812)°FR! Btﬁgtlﬁﬁ’(‘iﬁoﬁfﬁe s ﬁfb%%fé“&’sﬁg&éitesea“%%WaﬁdTF&pé%%ﬂ?%HH?Bﬁ‘ia%h of command
type, tail numberFianseRFdegides impirmedfason dsamthedlrin &iabrel idoliviegrinagrodis seabessidentify what
commands are created ifrpmribettsrrsaleciansspbypisally2aih ¢aguraands of the same type and target to

the same aircraft may b 4?958@%19’%%g?r‘r§°t?;ﬂrew%%a$‘8£ent¢§q§8§t‘?$ &8&'&‘%1%9%§ ?Qé‘ﬂ dhe database in

the library (operation 281 rocess terminating thereafter. With reference egure 29, a high

level flowchalt oéé%)oJé&Wmaaw%&?ﬁ%{?e gﬁ%‘f&tﬂap%ﬁ% RGBSR PaRBRIgHEEWith an
advantageous ertibodimest.i5¢tecprystss 1T08tratealire FigukeiXd mayysbledmpteshttmeed in library 1700 in

Figure 17, in thesgrex%aRanl@ss, in these examples. The command types include uplink, downlink, and
delete. The process identifies a command type from the user input (operation 2802).
In response to the type of command identified, the process generates a list of

15 parameters and possible values (operation 2804). This list includes, for example,
aircraft tail numbers, applicable device name lists, and destination line replaceable units
to receive the command. The process then selectively presents the list and values to
the user (operation 2806). In these examples, the list is a context sensitive list that
provides additional options or values, depending on the previous selections made by

20  the user.

The process receives user input selecting values from the presented list and
values (operation 2808). The process then validates the context of the parameters
(operation 2810). In these examples, the context sensitive values exist in user interface
1702 in Figure 17. This interface implements what is allowable within a command type

25  the values of destination systems. Operation 2810 rechecks these rules at backend
1704 in Figure 17. Backend 1704 may serve other user interface other than user
interface 1702 in Figure 17 that may not have the same validation rules.

The process creates a set of commands (operation 2812). In operation 2812, the
process creates a command for each combination of command type, tail number, and

30 device name. Of course, other rules and policies may be used to identify what
commands are created from the user selections. Typically, all commands of the same

type and target to the same aircraft may be logically grouped. Thereafter, the set of

47



The process begins by sending command structures to distribution devices (operation 2900). These
command structures may be, for example, delete command data structure 2100 in Figure 21, uplink
command data structure 2200 in Figure 22, or 10 downlink command or data structure 2300 in Figure 23.
These command structures are sent in response to requests for commands from various devices, such as

a proxy server applicaiin @ SPEVATRMRRIRRaNCH8lary (opERRISAIRN COMMAKIJiss are sent to the

devices (operatiotgr290%?1. '[rpeeggﬂcpmmand files are sent in response to requests for the commands
themselves when a"f[@palgticu ar device executes a command. Command structures are sent instead of

sending command fileg\MigretRiercthie hiswier o ihighitcuebianalescd armresnese deistaie@Biing by various
devices. Instead senaneandriifessasassesiiordian sievicasaactitaliy beginteyeustmeptieommands.

Thereafter, the Piagess senAs e SAMWAIS 2U6TAL RS (RARKALISM 2904 1wl s Jaracass terminating

thereafter. In this operation, the 20aircraft pads are sent as part of the execution of a command.
Turning now to FIYlIE S8 A Wfchart of a process for dispatching command structures is depicted in
accordance with an adespaerssadeainbbuisaatindTiee pansesis- illurss deetsinblignrdesioss a more detailed

description of opgjisdiaiod 2900 Figeeeca9mbhe pragess hegins by reeingadeguesidram a device
(operation 3000) 4, 25ths sgwﬁauﬁa%ﬂ%m E%ﬁxg#aﬁd ‘E;Jfééu@l%\%ﬁw%ﬁa‘aw%?&«”"cm'on ora

software maintenance tool. Of course; the device may be any device that contactS or connects to the

library to obtdin GHMANERMFRIFITRRSTHEHGEAMRY tHEYaEDaSRRS COMRAhIE d¥&Stiated or placed
in a command gweeiecidrithiespartie thae desisdofoperabtons3002ya@pe it 860chraayg pex30implemented

using command gilosepRRRARRTL Le@vit igireAdhcEsoprocess receives a result from the query
(operatl_on 3004). '_I'her:le(ﬁlfter the process creates a cg @39\90‘39 a strq%ry%&intﬁgms%g the cqmmands for
the device (operation 3 cture 1o the device

(% ?fﬁ’ecproqess then returns the command data stru
(operation 3008) HWitRarE b eEsE R InTiPRRRATGHRIRAREIS i7f fhe seeRanipibsmprivesiiiarRd data
structures are creatéchlapoevaa egeestdy @device fopooramandstubasoihesepnibodaheits, the command

data structures maydae CERHEHRASsREIBIGASHIO MBI SRYIRRSIRATRS) BR-SPRRMRURGLAF ON a period

event, such as the hexpiration of a timer . :
polﬁng By var?ous deches. Instead, command files are sent when devices actually

begin executing the commands. Thereafter, the process sends the software aircraft
parts (operation 2904), with the process terminating thereafter. In this operation, the
20  aircraft parts are sent as part of the execution of a command.

Turning now to Figure 30, a flowchart of a process for dispatching command
structures is depicted in accordance with an advantageous embodiment. The process
illustrated in Figure 30 is a more detailed description of operation 2900 in Figure 29.

The process begins by receiving a request from a device (operation 3000). In

25 these examples, the device may be, for example, a proxy server application or a
software maintenance tool. Of course, the device may be any device that contacts or
connects to the library to obtain commands.

The process then queries the database for commands associated or placed in a
command queue for the particular device (operation 3002). Operation 3002 may be

30 implemented using command queue manager 1726 in Figure 17. The process receives
a result from the query (operation 3004).
Thereafter, the process creates a command data structure containing the

commands for the device (operation 3006). The process then returns the command
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Turning now to Figure 31, a flowchart of a process for dispatching command files is depicted in
accordance with an advantageous embodiment. The process illustrated in Figure 31 is a more detailed
description of operation 2902 in Figure 29. The process illustrated in Figure 31 may be implemented in a
component, such as command 10dispatcher 1724 in Figure 17. At this point in the process, the

device has receiygd, iRRINMANEH A TOUEEJOBBERL RPN Jrh& SR IRy, RN SqMe processing
of the command based on tpls ?hommand %1§ struca&ure. For exag&pule the deV|c%maa¥ b_egln to establish a
en

communications ir‘?ﬁevﬁ)t(ﬁrﬁ‘?ee Satirc‘?acﬁ.mf)rhaé1 comamng lﬁg?aa rsetr(ﬂg Ltjre r%%jreegus%%l el\'ﬁnformation for

the device to perforA?VEIFOHS protbesesbahasiepagaatandiBeSiAHIRS BaheedresteR, however,
requires additionahdrdaumediomimangoBunesitbiitel on sohbeaiteess begingl bydeceivingsahequest for a
command fil%frog}ﬂgg\qigga(gp]gpation 3100). The process queries the database for the command

identified by the device (orPeratlon 3102). This query is made using a unique identifier previously sent in
20the command structdPE"9 o8 piggliasy! tﬁg\?"?@ g 1‘58&?%5%?6 CH%B%@?&)Q'&?HW 3104).

Operation 3102, ind¢rigecirasqoresncriviiegiiad \datatress pasedoena dompneaeds Huahateatrieves all the
information abouithgye@amisathwhichtisistsesstatientedoaratiatczbyisipignktbe compraguddn extensible

markup languagg, %?%@EPP@&:%?%9 @%eir%él%‘?ﬁémgc?‘ﬂ_tawﬁﬁSnre‘?ﬁ,uﬁ?cﬁ%‘% U3GA R Lreate a command

file (operation 3106). The process crates the command file (operation 3108). Thereatfter, the process
returns the ¢fate ESRAEMEVES (BHEUERH 3110), with the process terminating thereafter. With
reference now to Figurit 825 poifdwchamrofespribeessiferdisratividg partsdsdepretdudveccordance with
an ad\/_antgggzq%mbwgng@t}tﬂmemqaw %@Hﬁ%?&&%@éﬂ{g &leq'@émiﬁod@@é_ 'leshdescr(ijption of
operation in Figure 29. The process ip this example may be implement ing comman

dispatcher 1724 INEGUTE LY “PRe Bro0Lcs Bouid By reseming 4 teqheul or & Liware aircrat part from a
device (operatiorfZP0YY CPHRNPIGKLEY difcpiEsathe [GatABE TS A SYuR AR Al afYFiietbperation 3202).
The process Fetriefoesdhien doateed soitwareaitecnaftapars fvaretisedild@ sy stepadaiperatioa 3204), and retrieves

metadata for the SpfWAP@IRI PRt TR he SRIRRASRIBREIARIM AZAG. T 0B RIReRS then performs an

integrity check on the seiwale arcralt eyt (oRSrAoN 4208), e, e et 3pdomed to ensure

(operation 3100). The process queries the database for the command identified by the
device (operation 3102). This query is made using a unique identifier previously sent in
20  the command structure.
The process then receives results from the database (operation 3104).
Operation 3102, in these examples, queries the database based on a command ID and
retrieves all the information about the command which is used to created a crated
version of the command in extensible markup language. Operation 3104 could be
25 redundant. These results are used to create a command file (operation 3106). The
process crates the command file (operation 3108). Thereafter, the process returns the
crate to the device (operation 3110), with the process terminating thereafter.
With reference now to Figure 32, a flowchart of a process for dispatching parts is
depicted in accordance with an advantageous embodiment. The process illustrated in
30 Figure 32 is a more detailed description of operation 2904 in Figure 29. The process in
this example may be implemented using command dispatcher 1724 in Figure 17.
The process begins by receiving a request for a software aircraft part from a

device (operation 3200). The process queries the database for the software aircraft part
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the software aircraft part has not been corrupted while being stored. This integrity check may be made
using various error checking processes, including hashing. A determination is made as to whether the
software aircraft part is valid based on the integrity check (operation 3210). If the software aircraft part is
valid, the crated software aircraft part is returned to the device (operation 3212), with the process

10terminating th%ﬁé‘&%n@fbﬂje ﬂ#@%FJEQE@réfr&%éﬁ@%@@o%%@é%@%ﬁ%&q {RERITOr message is
returned (operatlon 32 , With tlago%oce S ermlnatl a%thetreahte Turnin v¥to Flgure 33,a

g ratlon retrie { e software aircra G{n
flowchart of a process f equeumg Comman s |s epicted In accordarice wi n advantageous

embodiment. Thé3sroeesLRristiNeddd) Figerer 3 shdiepePEmorRed sy to AT flfeue manager 1726
in Figure 17. Thisdwprosesafipaiseshécaliomsaes comBiatdstironadhe paeiedd therdatalase after the

commands hglvetpggglﬁ%qggﬁgpﬁ part hﬂ‘ﬁo%%‘éﬁ%%Hﬁﬂé‘&%k@&ﬁﬁ’&?&é&o“fﬁéﬂ%‘gﬂfya command

execution (operation 3300). In this example, the notification is received from the device executing the

command. The pFoteeRd8 ORI’ ’é%?‘ﬁﬁ%‘dﬁ&%?1’&“&"5%86?8?&835rdﬂ?b”‘fﬁ]&eﬂ%? $203302). This lookup
is performed using a uAideiertdieatifieisfortscasdmrneihdr ihe ditioread pirowiepaibin et basadsociated with the

executed commanésmrigitiechsad aspceampneds thatoaaywaayeikesnpsem taidiflesenitdgvices for the same
aircratft. The proc%ﬁ%v&?é‘s'ﬁ%&ﬂﬂ?‘?%?&%%&*@ tﬁ8'&‘§)@9%ﬁ8ﬂ% 5%?92"&%0&%8&%&! ol the database

(operation 3304). The process als ueues all other commands in the 25 rouP operation 3306). This
{6

dequeuing 6Poth@FrE'8ﬁﬁ'r‘}9aW8?ﬁf Sﬁreﬂf‘sﬂﬁ‘é831‘?&Hﬁ?%dfrmﬁéﬂf&%%%ﬁﬁraféﬁ%ﬁdﬁﬂﬂ §itftent devices in the
future. Thereaftee/therstsiagsis sdvedd dperation B388)vibithehe grecessitetmiribaregitbiereafter. PROXY

SERVER Turning nowtgrkiiguien3s. Agdirasen HM@HI&M@&&&%%@@%%@FN%@& application is
depicted in accoréianﬁe W|th an dvan ougvembodlmentb ox Sefver ap I|c t| 400 interacts with

in ac nce an advantageous ém {. rate
components such as rar , SO ware maintenance to 3 Bnboar ﬁectronlc distribution

system 3406. In figde éﬁé?ﬁkﬁl%%p%'ﬁoﬂF@Qr'?d %ﬁ%ﬁé’fﬁﬂ@@ﬁ?@?d@?ﬁ& FigHEtdr ofliriformation between
library 34021and pnbesd etedttoreodistritvutiandsyistenthd46ue in the database after the

commands have been processed.
The process begins by receiving notification of a command execution (operation
3300). In this example, the notification is received from the device executing the
command. The process looks up the command and its associated group (operation
20 3302). This lookup is performed using a unique identifier for the command.
Additionally, other commands associated with the executed commands are redundant
commands that may have been sent to different devices for the same aircraft.
The process marks and dequeues the command from the command queue in the
database (operation 3304). The process also dequeues all other commands in the
25  group (operation 3306). This dequeuing of other commands prevents redundant
commands being dispatched to different devices in the future. Thereafter, the status is
saved (operation 3308), with the process terminating thereafter.
PROXY SERVER
Turning now to Figure 34, a diagram illustrating data flow in a proxy server
30 application is depicted in accordance with an advantageous embodiment. Proxy server
application 3400 interacts with components such as library 3402, software maintenance

tool 3404, and onboard electronic distribution system 3406. In these examples, on
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Library 3402 may send new commands and software aircraft parts to proxy server application 3400
(message Al). The results of the processing of those 5 commands and parts may be returned to library
3402 by proxy server application 3400 as command status information (message A2). Additionally, proxy
server application 3400 also may send downlink and event log files to library 3402 (message A3). With

respect to transferrng,ipiarrBALAS YA HRIVRRRE SIS CFanie RS SIORRYSIE M 3RPSacaugiound
component 3408 aggl pyoxy server. al%ajl{catlon 34 % ay send 10new commands and software aircraft

parts to onboard %]ec?rqnlccd]%rf'r?bu?lton s'i)/gts r?lteﬂl message A4). Command status information may be
returned to on ground EBRPOHERBAOBTHLIRIIAG TIRe Standssefvein ArarrisPansl pafreXsent to onboard
electronic distribgtirvarsysienatid4860(message Ab). Naditonalby,tonboaedstigetronigdistribution system

3406 may send dowplinkdiles (2, Q0 GIPYDC.GRMARDRAL A BIDEST 08 A Sh Rra, SaREer 3400 is an

example of a proxy server apg ication, such as%Frox serveﬁ@)hcatlon 3606 in Figure 36. Proxy server

application 3400 #n&9 YA A ESHARTLAGE &R &'s e AIFPONLY (OH 46 (message A7).
Software mainte34#¢ eltooh B4 drtpy nénkirand eivamideel filtatadibifier IHE2 prerseasindySof those files (message
A8) and send downlink\2ffiles eft @yeatdegsngnessagrAdih lbhBierepxaidesstapitware maintenance tool

3404 may communicate i aNbard ElcelonieANRYINSSIEN 3496, e gapignance oo

3404 provides analternate route for exchanging information with onboard electronic distribution system

3406. Softwdte MAHFERMREIGOSAEYIEBEREPR'S PORAMAE Gl PRt ds iy &y Y& which may be
moved from a locd6riresssegrfed. 25withaproxytse iverragiiplhoatip he3400nted tlveonigeraftin which onboard

electronic distribytigisnesicinod4@s i Ins atediliResie dptailt ot dpsesibad b sness-getail with respect to

the description of saftwar .rp%iqtenan e tagl %104 belovx d%thou h the dig‘e[ent interactions have
) .electronic distributiqn Sys emo%l% m.?Fsage 5). Additional¥y, onboard élecironic
been described in a particular order, any of the different messages arid interactions may occur

simultaneously atigR{4iRTesyStato PEERRN PR Sy Bk BE s At 2N B200PRE 's#1% commands and

aircraft 15 (message A6). Proxy server 3400 is an example of a proxy server application, such as
proxy server application 3606 in Figure 36.

Proxy server application 3400 may send new commands and parts to software
maintenance tool 3404 (message A7). Software maintenance tool 3404 may return
command status after the processing of those files (message A8) and send downlink

20 files or event logs (message A9). In these examples, software maintenance tool 3404
may communicate with onboard electronic distribution system 3406. Software
maintenance tool 3404 provides an alternate route for exchanging information with
onboard electronic distribution system 3406. Software maintenance tool 3404 is located
in a portable data processing system, which may be moved from a location associated

25  with proxy server application 3400 to the aircraft in which onboard electronic distribution
system 3406 is located. These details are described in more detail with respect to the
description of software maintenance tool 3404 below.

Although the different interactions have been described in a particular order, any
of the different messages and interactions may occur simultaneously at any time.

30 For example, proxy server application 3400 may send commands and aircraft
parts to onboard electronic distribution system 3406 at the same time onboard
electronic distribution system 3406 downloads downlink data to proxy server 3400.

Further, proxy server application 3400 may simultaneously service multiple aircraft
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parts to onboard electronic distribution system 3406 at the same time onboard electronic distribution
system 3406 downloads downlink data to proxy server 3400. Further, proxy server application 3400 may
simultaneously service multiple aircraft clients, such as software maintenance tool 3404 and onboard
electronic distribution system 3406. With reference now to Figure 35, a diagram illustrating a proxy

server applicatiogyis,depiciPkitoacaAr danceait: atbrshaiAg BRb: RIBRRI IR RisFEARRServer application
53500 is an examgle n'g mentation of proxy server application 3400 in Figure 34. In this example,

proxy server app? ation 0 includes control process 3502, database 3504, file system 3506, on ground
component interface 3%08, rstsfcrare AaipfaarifcEd 1 G0l ANErfdtes BB, Bpi@orsfjrel ABPtetRfonent 3512.
These two interfascespivay bextaptamentad arsiymppeatempoagiamningyrietiace hdidtpealls, in these

examples. 10Datgyase %&%ﬁBf&tmﬁaﬁ%ﬂl%%‘gﬁpﬁ’B%ééﬁéﬂé{b}él&%ﬁ&%ﬁ@ﬁ?ﬁ%@é% Bch of the

records in database 3504 may identify the status of a command For examp e a record may identify

whether a comm%deﬁarg%%&oﬁ}(c?f QL awrietion Pao s 't’gFéectOS FB\'B'F?%‘?P?S 2 &efj‘ﬁﬁgq%eplaceable unit on
the aircraft. File $p9%iis3508xt8h88. suftirued sivoredt g iticaiaded Bl sttt dara manisasacexamples. 150n

ground componesbRhtbAdscaB5iwAG G AFOPANEShHd I35 BB R aPRIs e 3A4Bs communicates
with the onboard, ﬁb‘?&.’iﬁ&ﬁl@dWQH&%‘RQ@X&‘;ﬁé&&%%ﬁ@g&ﬂ&?&b@@&l@d SRRRONeNtaRplication program

interfaces 3508 provide calls that may by con rocess 3502 to exchan éslnformatlon with on

ground compbnent 35&“@%‘5%&%%W%Wfﬂ?ﬁ&ﬁé’w%ﬂf&hpéﬁ??ﬁaé £&8°4GEn as control
20process 3502 fheprorydsérvetahpptidaliémaboentily dorrstatusichtecovithand.ohboasamelectronic distribution

system without having ,map@@,ﬂ@piﬁﬁ:@mrdae&;g{mgq]ggwwg@gggﬂtggh@pg@mrg@@ctronic distribution

system. As a resul dragntrné) sgrgao eab@/unq é:[p%%gaqrgrg p%qlflggs%vlt h vmsgS mclude protocols
used to communicate wit board electronic distribution syste urthe anges 16'an onboard

electronic 25d|$tﬁ5€fﬁ3ﬁ’@§/§?é}‘ﬁdrﬁ‘&‘y BeeaewWRIRTErRHIMISS changes to all of the processes in proxy
server application 350@n gsteaticonpdifmatidn2os elsafiges rmayprbeemadprteycegeoapplicatioponent 3512.

Software maintengpg e, ipebRARRIGAHONRIPHIAMBYRG NNeraresidRiRiarayids callsihatmay be used by

control process 3(? Ogrggn%oégm#o%lgrﬁtgp\f)\ll%gt%r? Srgvé/%rm interfaces 3508 provide calls that may be

used by control process 3502 to exchange information with on ground component 3512.
On ground component 3512 functions to allow any processes, such as control
20  process 3502 in proxy server application 3500, to communicate with an onboard
electronic distribution system without having to be specifically designed to communicate
with the onboard electronic distribution system. As a result, control process 3502 may
be change or modified without having to include protocols used to communicate with the
onboard electronic distribution system. Further, changes to an onboard electronic
25  distribution system may occur without requiring changes to all of the processes in proxy
server application 3500. Instead, modification or changes may be made to on ground
component 3512.
Software maintenance tool application programming interfaces 3510 provide
calls that may be used by control process 3502 to communicate with a software
30 maintenance tool. The structure and organization of database 3504 and file system
3506 may be similar to that used in a library within the software aircraft part

maintenance environment.
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30maintenance tool. The structure and organization of database 3504 and file system 3506 may be
similar to that used in a library within the software aircraft part maintenance environment. Turning to
Figures 36-39, diagrams illustrating data structures used in database 3504 in Figure 35 are depicted in
accordance with an advantageous embodiment. Command result database table 3600 illustrates

information and records fQ-gRR¥NARES§644S o= GaImand resiy (driabase ahle.36004a6ldes command

result identifier 3%% 5 mmaékd |de tlfg It304 % é)lfl]nd V:;,It[ﬂtus 3606t, aircraft In§tat ) 3(?08 date 3610,
command type 3 ‘QircraftiddAtivier ‘_3[ ahd device nante 3%\1%1 agemééamrn)ancfa result identifier 3602

uniquely identiﬂe@%“ﬁi?é@lﬂ%s%ﬁﬁﬁﬁﬁﬁer@él?l?ﬁ‘)@d'n‘ﬁls,tﬁ’fﬁ%ﬁ@ﬁﬁﬁﬁﬁﬁﬁ fenafefSB0LUmRAEly identifies a
specific commanggeeordoboarnandiideniiies 3604360yt flewrdnimuatieissitallesito 3eb2te data in the

tables to a 1@59%%%895“%‘?’:%’&%6&%9 96‘@%@@&%@99@49%@!@@%&3 g1ig'sgipn of the command

status messages, which may be from an on ground component or an onboard electronic distribution

system in these 89%@&9’%%‘?% av5ial '98tEs F L AN G ARLEL&age that can originate from an
on ground component epramarleavt] idredfierieadisriigoid gydiesm. sPhefigreumtasitasiitientifies the status
of the uplink or desasrinkref cbatherfiedbeine Bpbnkad andiawmiiskedpecific comhadnéepmation provides the

percentage Com@‘o’%ﬂ?ﬁé|8£.’iﬁf?e?‘§éﬁi"rh®'B‘é‘fBEr%OWOQP&QHBEJ g ré‘?a@&'&é%ﬂﬁ%%e@ be reported as

a separate status. Using an uplink as an example, a status message of one-quarter done, followed by a
one-half doné st&RFSHE8HRthRS: trﬁ@é%ﬁé%"'ﬁ%@‘?ﬂ@%&ﬁ% °59iaaﬁﬂﬁﬂ3/tﬁeu%ﬂ‘?@“z"6§tatus
message would albhe sentzs thehigntentbofrthesilevgsubeicgreenetbdhen onbozartesiectronic distribution

system. The repeiiRguabragidnassrae warlgike andmigemmt.wcamm@m@mount of the file
contents had been succe s{ul delive eglroThe same ma goccur |th f|Ie co nte elng written to the

ground component %Fuﬁng a <§ownll%I operé"t.%’h°5§ 810 dentitie ?heogatee that the particular device
sent the commar‘?ﬁr&tﬁ'ﬁ?”ebﬁﬁ?fﬂaﬁaetﬁﬁéi@‘B?@Wﬁéﬁ?ﬂf@@%ﬂ@ﬁﬁ@%ﬁ%ﬁﬁ‘ﬁw "HRHEE Gplink, downlink,
or delete. Airerafthel@lathnddadidksdouiguénkatue identifying a specific aircraft within an airline's fleet of

aircraft. Device name 3616 iﬁﬁgﬁﬁi@mﬁlam\ﬁ&gﬁlﬂg AvicRgeRgINGdRALMMRNG kUt to the proxy

server applicatiof, 2QTuring oW 6. gu1e. 37, 8 dagram of p downink e database gple is depicted

Using an uplink as an example, a status message of one-quarter done, followed by a
one-half done status message, then a three-quarters done message, and finally a done

20  status message would all be sent as the contents of the file was being sent to the
onboard electronic distribution system. The reporting of each message would be an
indication that the appropriate amount of the file contents had been successfully
delivered. The same may occur with file contents being written to the ground
component during a downlink operation.

25 Date 3610 identifies the date that the particular device sent the command result.
Command type 3612 identifies the type of command, such as uplink, downlink, or
delete. Aircraft identifier 3614 is a unique value identifying a specific aircraft within an
airline’s fleet of aircraft. Device name 3616 identifies the name of the device sending
the command result to the proxy server application.

30 Turning now to Figure 37, a diagram of a downlink file database table is depicted
in accordance with an advantageous embodiment. In this example, downlink file
database table 3700 illustrates information in a downlink file database table. Downlink
file database table 3700 includes downlink file identifier 3702, airplane identifier 3704,
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in accordance with an advantageous embodiment. In this example, downlink file database table 3700
illustrates information in a downlink file database table. Downlink file database table 3700 includes
downlink file identifier 3702, airplane identifier 3704, device 3706, date 3708, file name 3710, file
universal resource locator 3712, and file status 3714. With reference now to Figure 38, command and

command resourgs, daBRasg-iarssaiR ASRICHd dnmeeAdARP RS anadyPEiageRsiRMbPOodiment. In
this example, 5 c%nm%gg 4database table 3800 represents commands, while command resources

database table 3 Esrep_reSents command resources. Command database table 3800 includes command
identifier 3804, airplan¥'idekifiersaus RIpaLLidh ARME8808Y commmaAdaspECcsgBtrgstice name 3812,
system name 38{b)daie 38Jibiesandctae statLisitBhd Horbe3E26m sermmeandrgrospx382., crated

command 3824, andherated 10-companshpauy 3820; CmmARIRROLERS AatRbasEable 3802 includes
command resource identifier 3828, dat;%gge 3830, a;%)hcatlon standard 3832%%art expiration date 3834,

owner 3836, nani8 3858, RS- AR ERRILS S8 IRt S8R st S8 AhiiaP %8430 546403846, crate
expiration date 3848demecovnantaenidendfies. 388N Cioantfiend&es curtied!ioBitkintifié@8in command

resources databasetabie t;%,&é)z_saoe @,ﬁﬁya@enaiwmft_gafémiﬁaaﬁam ﬂgagtpl'miq QWS, file or
g aor rehads iR SRAIaRtS, 0dlesensolug e ArERTRaK Higrargelete commards.

Command identifier 3804 uni Identifies this specific command result record. Airplane identifier 3806
identifies a particR &R APtication name 3808 identifies 20the line replaceable unit and the aircraft.
For example, applicatiGlomenare! B808rneay dtkdatfytab[paidict lacilives eptaceabksanite PDevifername 3812
identifies the diffgeegt gavigps Beauhishithtoremraantsiadishatehaddonanrityafl olhe - device name
dentes, for exajggle, 3 Basleylaf Ao SSIye! anRlcalon. o ofbyare MAERANGE Jaflayn these
examples, the name may %_e a specific name for the particular prox oBdrver ap;lecation of software
maintenance toof 8§ StetPihte 8 3A8 It FRIRMARI{APARIBE Fhelsystam VK iR e application is
present. Date 38itiéritfentifiestineadatesihat¢h e ataivasacald e A9 Z eeatefiviny diraainmanid dispatcher in the

library. ServicngSRLsiR8ASHs MRRJie iHeptky hesatysRfs esmmandmiiadieldmay identify
commands that have beeh SHegesSIulY SRS g anboard glectronic
Command identifier 3804 uniquely identifies this specific command result record.
Airplane identifier 3806 identifies a particular aircraft. Application name 3808 identifies
20  the line replaceable unit and the aircraft. For example, application name 3808 may
identify a particular line replaceable unit. Device name 3812 identifies the different
devices for which the command is dispatched to an aircraft. The device name identifies,
for example, a particular proxy server application or software maintenance tool.
In these examples, the name may be a specific name for the particular proxy
25  server application or software maintenance tool. System name 3814 identifies the
name of the system on which the application is present. Date 3816 identifies the date
that the command was created by the command dispatcher in the library.
Servicing status 3818 is used to identify the status of a command. This field may
identify commands that have been successfully sent to the onboard electronic
30 distribution system and to identify commands that a software maintenance tool has
reported as being successfully uplinked to an onboard electronic distribution system.
Priority 3820 is a value used to order commands within queues for distribution to

an onboard electronic distribution system. Command group 3822 may be used to group
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30distribution system and to identify commands that a software maintenance tool has reported as being
successfully uplinked to an onboard electronic distribution system. Priority 3820 is a value used to
order commands within queues for distribution to an onboard electronic distribution system. Command
group 3822 may be used to group commands. Crated command 3824 is the name of the file containing
the crated formatgf the69MERARSSHALSH SRBITARE MAR 3636 ﬁmmm.' tityingdis dagation of where
the grated commafnd is stored |IE|: mand reso %cggszglataba ab!zv mmar}d [esource identifier
3828 5 uniquely |dentﬁoesn{?1e cofmmand resource racord’ f)g? 88 thé type of data for
the resource. Fof®@APIECORBMELE §fpeMay be a software aircraft part or a flle. Owner 3836 identifies
the intellectual propertyh@uneland teeosaiéy asebirer aiblp 802 aonen3B3 Bdsothesnasniiaf 3besfile or the
software airckaft pag,dfy IGRAATRIRMPAUGHE r%t@&}bs %%0&9@eﬁ&emﬁf@&ﬂg@}mﬁtmus of the

software aircraft 10 part within a crate. This status may be, for example, red label, blue label, or black

label. A red label Bgr{%tgerﬁﬁ%@ﬁve:r%rbefea'BPbedJb‘?lSﬂtﬁwgﬁt{??‘Va'?a\ﬁlif)et‘%?rgc?ffw5?é’ﬁéﬁr%der engineering
development. A [fleie Qutner §886isi eviigs Headrdpie rivairiprity pvresstaicheisfdivasedinceafaibrstatory
environment Only\l%bla&bel&haé pafidoroesideratservstiandendyand waschadehivered to an airline

customer. 15Release qale 3d2 idgies, ‘iHSnﬂﬁ‘é%tﬂL%rﬁb%&%ﬁ‘@é‘i ﬁadf%ﬁéféo%féﬂé‘aﬁ?&a‘?fate was

released. Sugpller 3844 identifies the s¥ lier of the software aircratt part. Path 3846, in these examples,

identifies théYoc&FEnBFitha LBtwaARS SIRYSPURS If%rreé‘iﬁlﬁﬁiée%'iﬁﬁbg&%laﬂﬁoﬂr@@%%r string may be
used for retrieving térelp@itp@Triste expitalicratate®8d8its theldaterdvedrine selttificated useef to sign the

crate expires. Zo%mé@ﬁﬁ@démmﬁéé’ﬁiooid@mﬂ%aﬁl% %Bﬁ%ii@@éwma.ﬁmm@%wé for Crated

command files ma be ated with reco rd in th e comma nd. table b stgnngd f|Ie me in the
Ig abo NVIron e I‘?P" C §rt S considere roauction ﬁly
crated command fiel |n com ation wit e pa strlng oftware aircraft part crate files may be

associated to recBI¢s3h Qﬁé%ﬁﬁ?ﬁéﬁar}égmééﬁ%‘@ in command resources database table 3802 by
storing the file name iNRs&ae 383328 rideatiiibinati alatwitiataHd e pathrstinaft part in fRigeree39, a diagram

illustrating an airwgmegmmMHM%QJélﬁiﬁeLsﬂd@msmriaf areiRncewitanadvantageous

embodiment. Intggisexamgle a|r ane gom;nar’hd(ii bas bIe 900 rov esa example of information
es identiries t 8 ? e S, f\g@ﬁ) rcr 1
found for airplané commands. Alrplaie command daia ase tab e inc u es alrp ane command

30identifier 39026%?\@@@@@1@@%#@?8@90‘& lagRsPasEIgETRIiRe BEBEOEMMAILLTGRerBoBRIte

expiration date 3848 is the date that the certificated used to sign the crate expires.
20  Command identifier 3850 identifies the specific aircraft command record.

Crated command files may be associated with records in the command table by
storing the file name in the crated command field in combination with the file path string.
Software aircraft part crate files may be associated to records in the command resource
table in command resources database table 3802 by storing the file name in name 3838

25  in combination with a file path string.

In Figure 39, a diagram illustrating an airplane command database table is
depicted in accordance with an advantageous embodiment. In this example, airplane
command database table 3900 provides an example of information found for airplane
commands. Airplane command database table 3900 includes airplane command

30 identifier 3902, message identifier 3904, airplane identifier 3906, command type 3908,
and command XML 3910.
Airplane command identifier 3902 is used to uniquely identify the particular

aircraft command record. Message identifier 3904 is an identifier for partial downlinks
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and command XML 3910. Airplane command identifier 3902 is used to uniquely identify the particular
aircraft command record. Message identifier 3904 is an identifier for partial downlinks related to a
particular downlink command. This identifier is generated for downlink files that are not the result of a
downlink command sent to the onboard electronic distribution system. Command XML 3910 identifies the

extensible markug,lanoags: ReHMERIHilG frmatef thePRdiGraidNaRcorimanddhasthe onboard

electronic distrib tiqn SSr}/oﬁ?m ser|1tt tpat wiIIIb retrieve whtentLhe oqbogrq e{ectrogli %isitribution system
requests a partia doWnlik fife">" %atﬂ%v‘s"é"éxg\?ﬁnﬁ?gg, the' qtﬁ'feree%rt] abfes erﬁéc))/n e 'rsérétlé_ﬁ’ o each other
through the comMaifinidetifieand kM ldifd i erfdivias e xpRibifemation 8 ageas ffeTent data elements

_har_1d|ed by the pf@ms@w@amiwtmrﬂiﬁemmoms%mmmmm c’_liﬁlﬂlmtbrof th_ese tables to
indicate wheq a teeord 13 IFRHGH JRAHERMRRIRIE Inboard HERIRAOGY IR FIBWR Af @ diagram of a

proxy server file system directory structure is depicted in accordance with an advantageous embodiment.
In this example, iR SRIRIR AT K presents a file system directory structure. Directory structure
4000 is an example of lorieesporxarhelieadhisryideractifelah atanby tated ilesaenedte 1 Bindile tbgstem 3506 in
Figure 35. Directesy stib¢ itsat#00O0r reayridentifydiffeecabky pemaibfites storamtamthinaafile system on a

proxy server apaligigi. nanalfy 1588 SRS, diARIoR, SRS 4000 nCNdSS crajed gommands

4002, crate 4004, downlink files 4006, downlink files archive 4008, downlink files partial 4010, archived
event file log8 4079 eR/eMRIBFA6T P QHGHENPETAYRE RO PHhisRYpE D288 ECtory structure is used
to store files in the file $ystepnay Wwdliagediderifygramlotatedilesewithiietbys o diystiany, in these illustrative

examples. TarnigdRwdaddguaddrflawsiian afimprrerss fammeaidnadnfmation from a library
is depicted in accQrdance witpoansggé{antgg&pus em%t%)dirﬁent. Itg th&s example, the ocess illustrated in
[

. example, direc ure repré afi m direct racture. "DIrec )
Figure 41 may be im emented in control procegs 3 n 25 igure 55 This Process Is USEd to receive

commands and FAHEYBAPA0IIBAHFIRAMAL SbARGAYeaHf HateiparEialtia Hiah Ee e RtirarIRTeIReThis process
may be initiated in filespoiese 360&mdRigate Bor Biachplestthauey dnotmayybdsthey eiffeiratioyped of timer. In other

embodiments, thveMAhReGRssedy MthersQuSes: Spiexample, the event may be initiated by a

user Input. 30The Procegs B g e e N RS RS Shed R d S umands (gpgyation

crate 4004, downlink files 4006, downlink files archive 4008, downlink files partial 4010,
archived event file logs 4012, event log 4014, and temporary files 4016. This type of

20  directory structure is used to store files in the file system as well as to identify or locate
files within the file system, in these illustrative examples.

Turning now to Figure 41, a flowchart of a process for receiving information from

a library is depicted in accordance with an advantageous embodiment. In this example,
the process illustrated in Figure 41 may be implemented in control process 3502 in

25  Figure 35. This process is used to receive commands and parts from a library in the
software aircraft part maintenance environment. This process may be initiated in
response to an event. For example, the event may be the expiration of a timer. In other
embodiments, the event may be caused by other sources. For example, the event may
be initiated by a user input.

30 The process begins by identifying successfully executed commands (operation
4100). These commands are ones that the proxy server application sent to a set of

aircraft in which the processing of the commands occurred successfully. The
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4100). These commands are ones that the proxy server application sent to a set of aircraft in which the
processing of the commands occurred successfully. The commands may be, for example, to delete a
software aircraft file, load a software aircraft file, or downlink data from a line replaceable unit on the
aircraft. These commands may be identified from a database within the proxy server application,

such as databasg3704in FigyiEs 35- s partisulas carmands: ma e Sidentifise,iigm command

identifiers in a commang resu (t) Mqrﬁltr%(bg\éste Iratr)r!ea, “sr%crré S ggépenaﬁﬁ\dnr seultlrg%tf?base table 3600 in Figure
36. The identification of tHese commands forms a ISt 6f commands that IS 8ent to the library (operation

4102). Operations 4100n&pe @1OPeAPE 11S¥HYdFSBHE ¢ HRTRAARREE &/ THB tHeatToNVtBetMe library. Next, the
process requestspgptaitisnasndiss fwenbtize iboany fopetat®nTheQd)tidds peratian 44 e performed to

initiate processing okRaYGARIARRTAL AIRLIOHIPR IR 38 Tl AIEGHAlL LR RIQERRS LeCeives a response

from the request (operation 41062. A determination is made as to whether a command list is received in

the response (opetANGRALEEE} TFAESRAMAh AR TEHTetlivEY e Piradasilitifnates with no new
command presenetotteosnOrHehwisemnhengecbess skileiethe dbnenairisrstoredl 0dihin 15the database
that are not foundpathe e oosmonernd hiss eeeivasftotBriiehd srd{openatish4d #)ibrary In operation

4110, the commands tyat afe. present .j@qgl;f‘étgété'rc?ﬁ\fﬁgn‘e(iﬁ@tW&rﬂﬂ%ﬁﬁggj%&%#ﬂi@ﬁthm are not

included in the list of commands retrieved from the library are cons to be unnecessary for the proxy
server applitatio P R§"BIBRA84F REHIESS PriLete AGRETHAK S5 FHPI d U HRBRA0source for
commands that areesapposeltl tbheepresesserivand ferpodserirdififére riquroxjoseratemaidfhications, in these

examples. If dhe rhiRXibRes Vs RRRIICAIIHAGEIRTRPIBIMARERRE e eamppand is canceled by a
user before procisseipa%b%hﬁ&c%rtn and d %P]gtﬁ:her intthe Iibrgl,r}f1 geletes the commarﬂg rf%rntehe device. As a

i
6] .ra ¢ m stis n ecelve rocess terminates w .
result, the proxy erver application will Not receive 25 the command m the list of commands during a

future cycle in wKRIATEHIARIERRIY Qe PeRfe SRENMASTIE FIARTRSS 2eleiesy Grralr refs e Mh@tommands for
a particular proxyhsetatebappheatiembyfdeleimg pendicgnoanhiandsdioe dHatptioxipsawer application from
a command queyg,seigsuqhiggreafter, the process stores new commands in the database (operation
4112). 30 In these exqrr]ngales the 9 and Iistrr]gg¥hbe in the formd%f a co manqhq ta structure. The

St '

proxy server application \Aﬁﬁrgg?gc"ﬁve y@%&ﬁ@gﬁhe AP RS RTAM k?g}ﬁsae Ves el eeFr)'rl()r‘)r(1¥nediately or at

some other pointsm\mﬁ@plication that are not included in the list of commands retrieved from the library
are considered to be unnecessary for the proxy server application to process or handle.
20  This feature makes the library the authoritative source for commands that are supposed

to be processed and found on different proxy server applications, in these examples.

If the proxy server application receives a command and the command is
canceled by a user before processing, the command dispatcher in the library deletes
the command for the device. As a result, the proxy server application will not receive

25  the command in the list of commands during a future cycle in which commands are
requested. In this manner, a user may remove all the commands for a particular proxy
server application by deleting pending commands for that proxy server application from
a command queue screen.

Thereafter, the process stores new commands in the database (operation 4112).

30 Inthese examples, the command list may be in the form of a command data structure.
The proxy server application will selectively request the actual commands themselves

either immediately or at some other point in time.
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The process then selects an unprocessed new command for the process (operation 4114). The process
requests a crate containing the command (operation 4116). In response to the request, the process
receives the crate (operation 4118). The received crate is then stored in the file system (operation 4120).
The process then 5 determines whether any unprocessed new commands are still present (operation

4122). If additional unprRCERREdNAM SRRUEANIS SR AIQIENI RS IFRGE & IRIWHBSHQ Operation 4114 to
select another u?jgroc _sseq ,prilw ommand for pr(ﬁcessin : Otht rwise, in gperation 4122, the process
i .

. eration, 4 e process requests.a crate’containin e cpmmand (ogeration .
determines wheth&f upﬁnk commands are presentin tHenew Tommands Tegened (operatlon 4124). If

uplink command$H@ 10es8eme dhiiminBessIee RIpHPHS conpieariaeisraieiexrediion AtdBessing (operation
4126). The procens: thesdetennines suliher ia iR epntainisipatzofivaoge airerpibqattiealready present

in the file system(QperalionAkes)all ARG R RSG UG RICSRS SHRTHIOH IR.0RE A 424 as

described above. If a crate is not present, the process requests the crate con alnln%?the software

15aircraft part corESPGRa G R tHES R R 08 RBRY T AL I PSR SePSRERAT4E)S 1HEEHRY, the process
receives the cratél(Bberstien a18WrandreterescthevcearenianihéofiRsosgssem (operation 4134). The
process then returns t@eReKAEOM 4p 4 iondaternibgrohirthestaddiienaldunprasessehplisk commands

are present. If adggigaa%mmﬂgﬁaa&dommm‘a3%%8%@?@%?3%% ﬁﬁﬁ.@?&&%ﬂ&%ﬁ%ﬁ%ﬁ%@rmi”ates-

Otherwise, the process returns to operation 4126 to select another Unprocessed uplink command as

described abbveP eSenbARHYEXSETEOHRIPIHEBrOEESS feEffit P ofsrsl HeRE FBEBlog messages
are created and reécardedsAhrecdeteimiieativigttieabtbratpapnjeserger efphcatoerducae ssfully connected to

the library is one £xany) presuidiad i e JpdeMlopiRAbLR 2HBICat B et hsipt rpegivpdscommands has

been received from the Iibrar')é is a [fer venrbthqat is recorded. An event is also recorded for each
returns € as b

: ) t e ,
command thatis p aCECEOII’?PO a ::(])Geue Sr an aircraft 1gentified by the command. The list of successful

commands sent to the liBrAREitlPbEeRSEH e AWFRF AP &AM NG MIAY AR EARMRE operations.
30Turning now teikigénee4 2padipurchartofte prorvess! fiorrsendibggqomintiofiles3®).a library is depicted in

_accordance with ﬂ%é‘éﬁ@mﬁg%%b‘émﬂ)&%-cm@ Bperim il%?é[ %F%dsiﬂrgéglﬁ’é%éé fRayebe i_mplemented
in a control process SLgCrb] ?S control Psrgfzess 3502 in Figure 35. This process illustrates the different

operations that occué?' stem (operation 4
The process then returns to operation 4124 to determine whether additional
unprocessed uplink commands are present. If additional unprocessed uplink
20 commands are not present, the process terminates. Otherwise, the process returns to
operation 4126 to select another unprocessed uplink command as described above.
During execution of the process in Figure 41, three types of event log messages
are created and recorded. A record indicating that the proxy server application
successfully connected to the library is one event recorded in the log. An event
25 indicating that a list of received commands has been received from the library is another
event that is recorded. An event is also recorded for each command that is placed into
a queue for an aircraft identified by the command. The list of successful commands
sent to the library may be used in aiding an airline with planning maintenance
operations.
30 Turning now to Figure 42, a flowchart of a process for sending downlink files to a
library is depicted in accordance with an advantageous embodiment. The process
illustrated in Figure 42 may be implemented in a control process, such as control

process 3502 in Figure 35. This process illustrates the different operations that occur
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when a proxy server application sends a downlink file received from an onboard electronic distribution
system to a library. This process may be initiated by an event, such as a timer. This process may be
initiated at a different time from the process for handling commands that is illustrated in Figure 41 to help
spread out a traffic network 5and reduce congestion. The process begins by identifying downlink

records for untrapsfariesagualink iR dnde-Halabase iARRIALEIA20RA dstepaination is made as to

whether unprocessed recgifstiiﬁb%{ie re§ent in tEb? data[t?]ase Ego eration 4202). If unérg]rg\(/:gs%sed records are
[

present, an unprgk?é;tsrgg'a FECOTC orsé{so%rvvtn iKY s selddte %pibﬁ?degssﬁﬁg%operaﬁdn 4204). The

process sends théfllee8iaffing theressn i aataiisedalib effgreopenstisindbesyogse feafter, the

process archiveshthelfile cemnhiadb e libisanydepetatieigd208) (J hegspeassthenapdatescike database
record for the file,ag haind ggfégé\éggn(operation 4210). A determination is then made as to whether
additional unprocessed records are 15present go eration 4212). If additional unprocessed records are

present, the process rettS STENB RIS YN ASMTUR ISR Y LS IRILFH R4 Y EEords in the
database that aréastdethhaataorpe (Sepsetied 4AP85ho Ide{opurationi= edy. aptiswhedstiold may be, for
example, some sglpeieddadmiereidioprsssitaettael siate andmiritve dpothe tinegstaspdndicating when 20

the downlink file Wg&éggﬁé\ﬁ‘&eﬂh%f&%ﬁ?%%&%@ﬁ%?oﬁd}%é%%&%ﬁqﬂ RELAR QM fhe database (operation

4216), with the process terminating thereafter. With reference again to operation 4202, if unprocessed
records are’rfot proSERINhENTEERES A4 ERRRHARS SRIFSIHY AGHIEYHE 29O HBNAHA of a process

for sending eventhilélsraoy dopSiiliarg28€epicted in accordance with an advantageous embodiment. The
process illustrated in FigidreAd: Mayphscdniemmostest NARIRXY the Wi RRliGation2e8)panent, such as
control process 3502,1n Figus v As it ihe ober Rroesses, e prasess. listipted,in Figure 43 may
be initiated in redponse to an l[t)a\_/en_t, s_ucﬁ as a timer. The process in this igure é)upports sending event
logs back to the 8@y foreiraHaN S5 FPTs@aAAa M BISE PAHBIAG TS SHs4iFREYEREE operations.

The event lag present (operation 4212). If additional unprocessed records are present, the process
returns to operation 4204.

Otherwise, the process identifies records in the database that are older than
some selected threshold (operation 4214). This threshold may be, for example, some
selected number of hours since the date and/or time in the timestamp indicating when

20  the downlink file was received. The process deletes any identified records from the
database (operation 4216), with the process terminating thereafter. With reference
again to operation 4202, if unprocessed records are not present, the process also
terminates.

Turning now to Figure 43, a flowchart of a process for sending event files to a

25 library is depicted in accordance with an advantageous embodiment. The process
illustrated in Figure 43 may be implemented in a proxy server application component,
such as control process 3502 in Figure 35. As with the other processes, the process
illustrated in Figure 43 may be initiated in response to an event, such as a timer.

The process in this figure supports sending event logs back to the library for

30 analysis for use in planning operations, such as maintenance operations. The event log
sent to the library in Figure 43 captures event messages that are the result of user
interaction with an application user interface system and/or interface interaction

between application components. This type of information may be used during
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sent to the library in Figure 43 captures event messages that are the result of user interaction with an
application user interface system and/or interface interaction between application components. This type
of information may be used during business processes of an airline for reporting during an audit to
ensure that various processes are followed for specific operations. The process begins by comparing

a current log file wjihascpreeidheston HiRifoR) A RSRMOHS RILSESSINACYAELaRS AiRR4300). The

process identifiesr%g new r%vfewéa 65 ?gtrt h%\cli : occurred from the comparison of the two log files (operation
4302). The procepss fhen sends events idriew BRthes found in comparison to the library (operation 4304).

A copy of the file sent t3'#EGARSSPSEIRE BY SPEHITETD @ PeFafidALBOB) IRy 6%\ dIe §€fts any rollover
log files to the libsgry (ope aticssHaP)cR @ievaroog3bies dne fifescpsesanifiboananpresieds period of time,

such as a previoys,date, JOTREPHBRERS BSFRMAS AGORYRb RYlesHL bR flgspyptamssent to the library
(operation 4310). The process then deletes the rollover log files sent to the I|brarl>éﬁ§eratlon 4312). Next,

the previous cop§'8FTRe"I6] FAYE YRI5 HE ES R B ATePrUIEdt o RRAREH 3B B in the next
comparison (opefafitn 430pY.of He filweerddalitniie sksifor id evibatdnreratipelféboriEewithin the event

logs direction (opgsabaithdh 43k4 hrnromsaliey i3 ld isiiioqipiesiyiisasieriapnamg are created
e oy el Agsleatiasantiisn 21s0hiod flesof (Rrebed flos o safhware marienance Joo

into the file Sﬁstem. The process looks for event log files in any foun irectories (operation 4316).

Afterwards, the proces5"SetaeEh et oy et 38U AGSNHE LSsireatsrBsdsdt@Nbrary (operation
4316). The procedspatatondSitibsTak of dtrssthenfilelstas themiities tufimglsdireicttdib@peration 4318). The

process then termynat@sn 4312] UKURGIROWSQAJTIONE 4 1 flvihRiiat e Pspgassdarserging information
to an aircraft is d@gictedt !an %ccorda]nce with an naegi(yanta eous, emb ding&% Inrﬁréese examples, the
[

process illustrate n Figdre f40?ﬁ5y0553i?r{gltement_ec ﬁn ar'§'8?t\$\? %a?bog cpmzjonenﬁr%%ec?ﬁ as control
process 3502 withffl YetoErapplieatiBATSS00SH R0 rEe38 ant IPRSsEreiam MBS aifs information takes
the form of commdamdls anchsctinredd1dirsubfirpairisesearitito devioabeardaedaatranicvdistribpiien system on the

aircraft. server application writes event log files for received files from a software maintenance
tool into the file system.

The process looks for event log files in any found subdirectories (operation
4316). Afterwards, the process sends any event log files found in the subdirectories to

20  the library (operation 4316). The process then deletes all of the sent files and empties
the subdirectories (operation 4318). The process then terminates.

Turning now to Figure 44, a flowchart of a process for sending information to an
aircraft is depicted in accordance with an advantageous embodiment. In these
examples, the process illustrated in Figure 44 may be implemented in a software

25  component, such as control process 3502 within proxy server application 3500 in
Figure 35. In these examples, the information takes the form of commands and
software aircraft parts sent to an onboard electronic distribution system on the aircraft.

The process begins by receiving a request for a next command from the onboard
electronic distribution system (operation 4400). Thereafter, the process obtains the next

30 command requested by the onboard electronic distribution system (operation 4402). In
these examples, the actual file for the command is located in the file system of the proxy
server application. The record in the database contains the metadata about the

command in the file system.
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The process begins by receiving a request for a next command from the onboard electronic distribution
system (operation 4400). Thereafter, the process obtains the next 30command requested by the onboard
electronic distribution system (operation 4402). In these examples, the actual file for the command is
located in the file system of the proxy server application. The record in the database contains the

metadata about the compmarddss e filPEHSIaR: databdRE-RIREESSHRAHRIAES MNfcdrtaRase record for
the command to twdlcate thgththebcommand J’I S been %‘2@‘4’15(:&% (go eration 404)61 The process makes a
i i e’ ﬂfdg)P ﬁ“ﬂqe next

. e camman S been service eration rocess makes a n
determination as to ane er the next comma (]DIS a delete‘tom anoefopera?lon

command to be FfoeedRbesiracdeIBmaEeisrhdaE e PrecedentraHomafes) aSaefdrination as to
whether the aircredinisian tentpiiehskéadsinéoenciatéon dopaeatiom« 4083ss thedfrtiagasiecraft is currently

uplinking informagian. e RIPSERSARIREMINES WARIDELIARIRRAILLS ARHARYNEYdRgRformation

(operation 4410). If t8he process is not downlinking information, a determination is made as to whether the
next command ig'a 'Ouplink command (operation 4412). If the next command is not an uplink command,
the process finds the néltectiveiatbindurad thetipfinginganfeonativanthertheesiiaitiede stherierdistribution

system (operatiom4idtustishecuiapess iekninatngieseaited10). IfWibrieieeiseetagain to step 4406,
if the next commgnd, r&ﬁﬁgﬁg%‘?ﬁéﬁsﬂ hsg%t‘éﬁ%ﬁ’r‘i&.‘c‘sﬂ.’ﬂ%gﬁg 48 r@ﬁ%ﬁ%ﬁh@ﬁ’&ﬁ%ﬁﬁ’aﬁ&%@ 414 as

described above. With 15reference again to operation 4412, it the next command Is an uplink command,

the processfind<'BHY FEIIMEHEREHCESM MK dBAIRE T8 B gt dotiiring FBr iR difERaft (operation
4416), with the prozess tierninating toer@afie pnWith refdnencemapait ttottoperatrrd dddi@nicthe aircraft is

downlinking, the graqrssfigdsand saiasdpanadeleip sanmpancithihasigie for the aircraft

(operation 4418), with { process. 0GR, eTRAtEL,, con il ETBLence back g operation 4408, i

the aircraft is not uplinking, a determination is'made as to whether the aircraft Is cfc_)w'nllnking (operation
4420). If the aircrS¥€18 FRITABNhIKMBCREDPErEEER 145D M oeexsiridbaMet riitns the next command
for the aircraft (opdeation 44k2)o withien grdee§shtenexnating aheieafteplitk 2btheamidctiadt is downlinking in

operation 4420, %@@é@éﬁiﬂ@@@ﬂ& riétmd[ﬁear%i@dﬁmﬁm@rc&nﬁnand or delete command for the
aircraft (operation 4416), with the process terminating thereafter. With reference again
to operation 4410, if the aircraft is downlinking, the process finds and returns the next
delete command in the queue for the aircraft (operation 4418), with the process
20  terminating thereafter.

With reference back to operation 4408, if the aircraft is not uplinking, a
determination is made as to whether the aircraft is downlinking (operation 4420). If the
aircraft is not downlinking in operation 4420, the process finds and returns the next
command for the aircraft (operation 4422), with the process terminating thereafter. If

25  the aircraft is downlinking in operation 4420, a determination is made as to whether the
next command for the aircraft is a downlink command (operation 4424).

If the next command is not a downlink command the process proceeds to
operation 4422 as described above. Otherwise the process finds and returns the next
uplink command or delete command (operation 4426), with the process terminating

30 thereafter.

In these examples, the different decisions in determining which command to

send to the aircraft is performed to avoid sending too many uplink and/or downlink

commands to the same aircraft at the same time. This type of processing is employed
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next command for the aircraft is a downlink command (operation 4424). If the next command is not a
downlink command the process proceeds to operation 4422 as described above. Otherwise the process
finds and returns the next uplink command or delete command (operation 4426), with the process
terminating 30thereafter. In these examples, the different decisions in determining which command to

send to the alrcr@&t.ﬁpp&réqmsmﬁe@m'qséeﬁ@mmmna melm@m/%mwmh%gmmﬁl@ds to the
same aircraft at the same tlme Tips tyRe eptcicessm IS em @/ ( ? n}Pr ve or ogtlmlze the use of
bandwidth while Hh&4iterait 7 %B?n'r%nunlca mgrf with the %)'(S sérvréroapf)) cation. /gn event log message is
written to a log fi@@ﬁﬁﬁ@‘@h@ﬁﬂ%ﬁc@@g‘tﬁﬁ yeiprte aURet ﬂi’ét yERweliekatr i aft pEreias afiiked to an
aircraft. In other aduaniggeausemhodinscaissraibes tyjpesiirdanisioassaaydimplsedrimirgplement other 5
policies that may Bt HAUCIATRIC FEPUaRPES 2 mgs@mmayd%g%vg&gw&lrerences over

other types of commands. Selected types of aircra g/ Iven priority over others With reference
next to Figure 45,8 ?fc?v\féi?a%%f"éhﬁ? SSLHSP TR G 86 ?ﬁ?g&rté(p&?é’? PakeY GBS in accordance
with an advantagutouty eMsbethierent. The 10process illustrated in Figure 45 may be implemented in a
software component, sgh RSy akpraCermRY dMbugHse 3ba flaespsacessdinsiraseddn this example is
used to obtain soffyage QHS@[&%’?&E&%W £@c%r8£ﬂé¥ v?/%(‘é%ra%%#&%g%'s JNBRIASHSSIRETINS by receiving a

request for a crate contalnln a software aircraft part from an onboard electronic distribution system

(operation iébO)pF?ﬁ‘ésiﬂ'HFHE’é%ds'”d:d&%E fﬁé‘@’a‘f@ HERIYAUIAG e P R ettt 4502). The
process then retuané thier@rete 360thie bithwedd eldctonie i dviliwtienisyutene(operatiord4604), with the

process terminatmmggqaﬁge,rcrafﬁwﬁgn@m%@(fw@r 4pirdlRwchart of a process for receiving

command status mforr?ﬁtlon from an.air raft is de |cted in ccord nce \{VLtnqnan %d antageous

rocess begin celvin ue t Qr a ¢raie co d
20embodiment. The process iifustrated | rY Egure X %\ e |mp‘iemente software
aircraft part from an onboard electronic dlstrlbutlon system (operatlon 4500). The

15  process locates the crate corresponding to the request (operation 4502). The process
then returns the crate to the onboard electronic distribution system (operation 4504),
with the process terminating thereafter.

Turning now to Figure 46, a flowchart of a process for receiving command status
information from an aircraft is depicted in accordance with an advantageous

20  embodiment. The process illustrated in Figure 46 may be implemented in a software
component, such as control process 3502 in Figure 35. This process is used to receive
status information from an onboard electronic distribution system on an aircraft.

The process in Figure 46 is employed to obtain status information regarding the
processing of commands on an aircraft. The status information may indicate whether

25  the sending of the command was successful with respect to the particular line
replaceable unit. Further, with uplink commands, the status also will indicate whether
the software aircraft part is stored on the aircraft and ready for installation. In these
examples, the installation of the software aircraft part on the line replaceable unit is one
initiated by a mechanic or technician. In other embodiments, this type of installation

30  may be automatic.

The process begins by receiving a call from the onboard electronic distribution

system with a command status (operation 4600). The process inserts a new record in
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component, such as control process 3502 in Figure 35. This process is used to receive status information
from an onboard electronic distribution system on an aircraft. The process in Figure 46 is employed
to obtain status information regarding the processing of commands on an aircraft. The status information
may indicate whether 25the sending of the command was successful with respect to the particular line

replaceable unit. tﬁélE@iﬁhaw&?egﬁl@&%&@@élﬁémﬁhﬁt%%%rﬁéﬁenwriﬂm&@&%WQ?&'&%JE‘G software aircraft

part is stored on the alrcra‘{ 8\@ for mstallatlon In L ese examples the installation of the software
eration rocess termi a
aircraft part on théine repla alﬁ"ie un| ISone iRitiated dy ' &'eehanic or technician. In other

embodiments, this typ&'éh i aIfatoaiSu g Pt RDRTaARE!IcatiomRaysieteds Bédihs by receiving a call
from the onboardredeatiam edists it 8y skem withthar canuaramed et atuss(epesationma4B00). The process

INserts a new, reQRF&?rH%tuHﬁ%E&DQ%@B@Jﬁglﬁnd&%f?éﬁ?&ﬁ@%‘é(mé@%dHQQJ%‘EF&QJ{ gM:the command

status (operation 4602), with the é)rocess terminating thereafter. With this information, the proxy

server apphcanﬁ'Wﬁ? Qe fé?ﬁ?'fﬁ%ﬂﬁﬂt?dﬁ%%?&afﬁﬂlg liB¥aly) 1636 RRBHES thERommand was
successful. This esdnfingratiznacaiows asridentfivatenofndheirsofgigetzdrerasiioansmeadresent on an

aircraft and ready/éersinstaitaiiomes ayliseisepircamblthItdiRg St ienarpiasiltiragnvent log messages
are created. A messaaRdifleates heiheidae sPRGUEARMTANGAR SRl Massages aiso are sent

back indicating which deleted files within a command were successtully deleted. Additionally, the

identification bf cGHHARAETHIEIAIMEY SI_L'SFERSEBRY in the status messages. Turning now to
Figure 47, a flowchart df@ipgocest fogvee dikiadaovaliok filescssd épictedvincatooritdfdeswith an

advantageous emgadimanicddig-RrecagsdHusiaieddodsignm drndnayrhe iaptesaestda ia software

component, sucr]:as cO roI roecit;:msp e§n5e(r)1't2e Cp"f igure 3¢ 35, ;I;)I’rlrl]s glnoe n{:harklllustrattelsptrgg %g%tar?t?jutc?r?t occur

when a downlink fife 1 1586nt to a proxy server ap fCation from an onboard electronic

system. TheihFdeess3Beditis RrdeBilirRyaesaiNdronrenecs b QARG EINBadARHRIA [fdh system to
download downlisdgntiata foperatiosr 47Qxtiim theserexstople s|ctheitn dsoibntboayyonent identifies a

partial downlink when #ﬁ&%r%&@%éﬁ?ﬁé %UQ&Wﬁﬁdﬂé%\éiPHéW t@%ﬁbﬁ&%%@@oﬁh@cﬁ&ﬁﬁﬁt@ﬂmems Of the file
were not written |nt ?ﬁlle Iflth i Wn?q(vc\!nthcg oFgratlgﬂ)&onm %ted succe ”X the do nlink is a
1896°¢ ‘Tmiéa’ﬂﬁ’

completed downﬂﬁ & CAN 9815 3End he dow the mtdrmation received is
added onto the fif€preVBLSIg&itsres Foitighecdiiiinkedr? the WIEng peratEitah & pYeRy%erver application.
The process thelnteegivesadathdentire dawniink file lepenatian witt2) ildaxt fike If the file

20  writing operation completed successfully, the downlink is a completed downlink. If the
call is to send additional data for the downlink, then the information received is added
onto the file previously stored for the downlink on the file system with the proxy server
application.

The process then receives data for the downlink file (operation 4702). Next, the

25  process determines whether the data is for a partially downloaded downlink file
(operations 4704). If the data is for a new downlink file, the process creates a downlink
file (operation 4706). Thereafter, the data is stored in the downlink file (operation 4708).
A determination is then made as to whether additional data is received for the downlink
file (operation 4710). If additional data is received, the process returns to operation

30 4708. Otherwise, the process determines whether the file is complete (operation 4712).
If the file is complete, the file is stored in the file system on the proxy server (operation

4714) with the process terminating thereafter.
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25process determines whether the data is for a partially downloaded downlink file (operations 4704). If
the data is for a new downlink file, the process creates a downlink file (operation 4706). Thereafter, the
data is stored in the downlink file (operation 4708). A determination is then made as to whether additional
data is received for the downlink file (operation 4710). If additional data is received, the process returns to
operation 304708. OthgiwisgethePRerss deteimingswheatheidhe e crmplatefopaiation 4712). If the
file is complete, the ilethis ts.ltored in tth«=T=I fige SXF‘teJ“ o th? Erquz server (ngef{ati n t47149 with the process
terminating theredner, - With retere cémég%?neto oop\)"énrgluo'ne M2 the il 18 noqec%rmcﬁlseﬁe, the process
marks the file as!@rpari=I8/ RIRRIad¥thdelRiemsR AleiopERstiviPa #1683 illte thdaproRess terminating
thereafter. With redereneeagdon ipoaperatondoiikditithe thatadoeptoss cadediiséartapartially

downloaded QOWJQBQKiQ'GoMﬁﬁRrﬂE?BrQ@éﬁ{WH%S&Q(Q?Hb%h%@rpé’ﬁ | downlink file is present for the data

(operation 4718). If the downlink file |s_£r)1resent, the process proceeds to operation 4708 as described

file. h .
above. Otherwise, the pF3ZE8YUBKHE & pé‘??SPttéhﬁ'né?%??SBQF CEREEHRRRERNNBUAB RSy stem (operation
4720) with the prdrsssbae abonatifihgnereafies PTdsesarsadndicares thieppzidl deswaliek file for the data to

be sent by the onrhascislesisemic dReisHiarion GystRapisdaet preseRiRNHEeMOXYTBRRIE In this

situation, the on IC distributs J ire file | r data transfer.
In these examplggfﬂtgr%ég%ﬁﬁ%(%r}d% gl%ﬁ%? %@%ﬁé%{ﬁorr?%giﬁr%%@% gg&%%&%@? %o the proxy server

application af the?SHRE R TIF4t theCHRESEHCSIEGRSAY SrEAbUICHSYLBIRNsPE Q8RAAG commands from
the proxy server epglioatidisiribhip Syrtecess takemdriie acticuikt thatdtherdatitiragsfaay occur during the

downlinking of data to the,psexys85Mar RBRVERHR eIlthrisandingioh dpveNinkdata dsibvianirupted, the

successful writteﬁI hart Is saved for later / h ! tqthggg r% ttprgeﬂﬁg@tﬁggn%% gygiggc dn. éhis manner, rewriting

of earlier data is n_o? _noet(;ggsfg? .Sﬁ_qv ﬁ{eaéfg_ &arﬂﬁles, an event log message may be recorded that indicates
that the downlinkIFHBUIRSSHEEETE AeRRIMI P PO B RIBYYIESTIGh aPBRedBpetiifc aircraft.

15  process taken into account that interruptions may occur during the downlinking of data
to the proxy server application. If the sending of downlink data is interrupted, the
successful written part is saved for later when the rest of the data can be written. In this
manner, rewriting of earlier data is not necessary. In these examples, an event log
message may be recorded that indicates that the downlink data was received from the

20  proxy server application from a specific aircraft.

With reference now to Figure 48, a flowchart of a process for receiving status
information from a software maintenance tool is depicted in accordance with an
advantageous embodiment. The process illustrated in Figure 48 may be implemented
in control process 3502 in Figure 35. This process illustrates the different operations

25  that occur in receiving status messages from a software maintenance tool.

The process begins by receiving a call from a software maintenance tool with
command status information for a command (operation 4800). Thereafter, the process
inserts a new record in the command results database for the table for the command
identified in the call (operation 4802). The process marks the record as software

30  maintenance tool reported success (operation 4804).

The process returns a confirmation to the software maintenance tool (operation
4806). These different messages may be collected with other messages to transfer

back to the library. The process then marks the local copy of the command as sent to
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With reference now to Figure 48, a flowchart of a process for receiving status information from a software
maintenance tool is depicted in accordance with an advantageous embodiment. The process illustrated in
Figure 48 may be implemented in control process 3502 in Figure 35. This process illustrates the different
operations 25that occur in receiving status messages from a software maintenance tool. The process

begins by receivipg é@éhf%a.éoﬁmsewmtnm FQ%MHF\&Q{&@@[@Q ﬁtﬁgﬁé@&@at'on fora
command (operatlon 4800; Thereafter th rOCess insert fnew record i rlé-:‘[‘c mma nd results
database for the tabie" f%r "N S?nr\éenr(f fGer %’fo ied it eésecr};§n pera {Brﬁ]a O% e Brséjcess marks the
record as softwareaBtrnaiaesAaince tool reported success (operation 4804). The process returns a
confirmation to the softwarednainterryoe #90k(peiatioor 4306k sEhese:differenrmagsages may be
collected with othef, ESSAARSL, LARIR Raskde s IBRNCIE ewgmgzt%a@arks the local copy of the

command as sent to the aircraft (operation 4808), with the process termi thereafter. This process
prevents the proXy S8W/BF Lp P REa¥iaF Froti L& rfégﬁfg égfﬁﬂa{’r‘?d'ﬁ%l‘éi??a ?rq "&&re maintenance
tool. Turning nowrtersig 3820, Fdinadharthefriopese esaddinkemaling Infoefratiod tplimlcsoftware
maintenance tootisngepiieddrateodanestwithsan @ amiage plamembedimant. The process illustrated in

Figure 49 may be 'mp'?ﬂéed%%gs'é‘b %@%WE%S%FH??&%AR FBQH'Eﬁee’s%ftWQ% RISRESRRENGS yformation in

the form of uplink commands and sottware aircrait parts to the software maintenance tool. The process

begins by ré: e|V|?153Fé’a&‘§§f§aﬁ8?ﬁ%%ra§8ﬁwg98)mHiﬁt@H%fﬁE@“tB@Vi%‘? PO SRS ands (operation
4900). This operatiomandy. feofexaariouth¢ypesest veynr dordsyFomexandplesttheyedggest may be for any

commands that l&g@mf&aﬁ@ﬂa{@dﬁ%éhwamgmﬁaﬁqi&we ThAIENANGR jePkeihe request may

obtain commands for an%arftlcular |r raft aaﬁ@rtlcular mq. rep aFeabDf: unit on the aircraft, or some
r.aircr ?arhcu arfline epi aceable unit on the aircraft, or

identifier. 15In response {0 recaivir vmg this request, the process’locates commands corresponding to the

request in the databadec{difigration 4902). The process then receives a result form the database

(operation 4904). The prospssssendsciidnesidtehack, tbdheosaftiaraanaintenadce tool (operation 4906),
with the process é@.mxyisémggt{mr%ar@s&e;f heRotuErem '&%ﬁ@ﬂ%d@?lm@w@&%%he crates containing

the 20software a;gcraft grrtesSH?gfngn gssel Ia; tot eStI%;[:%d |rs1elr—‘1 iqure 4¢ 45 f r sending
software aircraft paets oan onboar ronlc %?r% ion sl)}ste P urnln NOW 10 igure 50, a

flowchart of a pr&ees$rBeANRG ﬂﬁ@téﬂm%?&ﬁ?ﬂﬂaﬂ@ it é'@ﬁtwa?ésmtﬁfﬁt@ﬁﬂ?ﬂze tool is
depicted in accordaragavithhan Etlias iageaunarembodinag iéqldistipseeass daaygibiegmplemented in a

software 20  software aircraft parts using a process similar to the one illustrated in Figure 45 for
sending software aircraft parts to an onboard electronic distribution system.

Turning now to Figure 50, a flowchart of a process for sending lists of software
aircraft parts to a software maintenance tool is depicted in accordance with an
advantageous embodiment. This process may be implemented in a software

25 component, such as control process 3502 in Figure 35. This process may be used to
identify what software aircraft parts are available on the proxy server application.

The process begins by receiving a request for a list of software aircraft parts from
the software maintenance tool (operation 5000). The process then sends a query to the
database to identify the software aircraft parts stored in the file system (operation 5002).

30 Results are received from the database (operation 5004). The list of software aircraft
parts are sent to the software maintenance tool (operation 5006), with the process

terminating thereafter.
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25 component, such as control process 3502 in Figure 35. This process may be used to identify what
software aircraft parts are available on the proxy server application. The process begins by receiving
a request for a list of software aircraft parts from the software maintenance tool (operation 5000). The
process then sends a query to the database to identify the software aircraft parts stored in the file system

(operation 5002). 30R¢sHts Qe JaERY RO e HAlRIARSARREFIIIR RAQMif st of software aircraft

parts are sent to thfef\ software aiptenan e 1t'ool go eration 5006), with the rocess terminating thereafter.
SO vr/]arﬁ.a rcraft part names tha %re n %gwentor of the proxy se verﬁlw) ication
In these examples, the lists retdrned in"operation may contain” uniqué software aircraft part names

that are in the iR ATIHNESERYPIRRYCEEHABFL AR EXRIBIP ARV tRRPEETIRA RE lATCPHRPEER is on the proxy
server applicationcaihata siappast dspahanasktiatiyas dispatehedrapegificalipiatbhaopfaxy server
application apd ngt fopapther devices. With reference now to Figure 51, a flowchart of a process for
receiving downlink files from a software maintenance tool is depicted in accordance with an

advantageous emboditiERTE PR B 08448 fifgurtard ol R B SR RISS B HTRHILIREREE T a proxy

server applicatiofieoheponepitwercmzistentes iproedssigsd inipcriiarcgHith OTReVBrrEesHegins by

receiving a requestiftam énsoftwaiedaainienanceitonk exaopnling adileRpeiatiom2106)y In operation

5100, this requeg%m&yapﬁiggﬁggcg%&pgﬁe%? t JE%%HS%%@&&?&(@%U%&% gletermination is made as to
j 1ent, . TS ;

whether a directory is %resent for the aircraft (operation 5102). If a directOry Is present, a determination is

made as to Whether th&MEREET A BRSEARE A 'GRERILIY TopEPENBIT SEHUT 85 1R8' fite is not present
in the directory, thewilmksavilétiepenatonid MUbdireptonjofobtH@ tircredt¢oppratiomBleay I hereafter, the

process inserts aypemMdRcRI R HowEinkfiles datrbasttableidondhe davnleaded filefepgration 5108),

with the process termina %gthheear%ar]; Ebv}é/% Jefgrence adain to qg%rraggnq, gld%é if ith | cl;lr!FT'SIS already

present in the 20sdbdirectory, a timestamp'I1s added to tahe ﬁ%o_rr\yame operation B110), with the process
then proceeding RPepardfsneheesslifds Asady A5ea! It Bpeirattn s9taieimPdtamp is added to the
file name toiallow an addhtidiwaikscapyre$d¢hesthmeikiado, be\ikttenrittih oud dvestidingcamydsing the original

file. As a result, the originablile R8s s PrersRbALNEYIb-a addiionabileBavintafigname
files database table for the downloaded file (operation 5108), with the process
terminating thereafter.
With reference again to operation 5104, if the file is already present in the
20  subdirectory, a timestamp is added to the file name (operation 5110), with the process
then proceeding to operation 5106 as described above.
In operation 5110, a time stamp is added to the file name to allow an additional
copy of the same file to be written without overriding or losing the original file. As a
result, the original file name is present along with an additional file having a file name
25  thatis similar except for the addition of the time stamp. The contents of the files may be
identical in some cases. With reference again to operation 5102, if the directory for the
aircraft is not present, the process creates a subdirectory for the aircraft (operation
5112). The process then proceeds to operation 5106 as described above.
In Figure 52, a flowchart of a process for receiving event log files from a software
30  maintenance tool is depicted in accordance with an advantageous embodiment. The
process illustrated in Figure 52 may be implemented in control process 3502 within

proxy server application 3500 in Figure 35.
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25that is similar except for the addition of the time stamp. The contents of the files may be identical in
some cases. With reference again to operation 5102, if the directory for the aircraft is not present, the
process creates a subdirectory for the aircraft (operation 5112). The process then proceeds to operation
5106 as described above. In Figure 52, a flowchart of a process for receiving event log files from a
software 30maintenanggdopl issdeRistedinacsargdancquniihan SAVANIRIRRHIRIRedmeNt. The process
illustrated in Figuge 5? may be imglt?rln?q din controllpro egfrt, 3502 withins%ﬁfyﬁerver ag{)lication 3500
in Figure 35. ?Wé"ﬁroace%/s? T:)eg%'seb?/ TECEIV é'eévreec?ﬁ@é(f rom & $tware mainterances tool to
downlink an eveft9§FIRMEEseVprET 3EHRSH BPPICAIRG?EEBpEFafid S ZOUPPTIREOFretdAs then determines
whether a subdirgeienaisopraseatitetihe deficed aparatiancb20). 1 thisipxaonple pthecfervice is a

software maintengnge, {00!, i ASHAd IR d SRR SROh MR ARV IRCRMBHIaNAR Shagded to the file

name of the file received from the software maintenance tool ﬁ?ﬁeratlon 5204). The process then writes

the file into the dEGELRAIRS QI ARERHSR SETerdtisPE556%) NERA TS HPe D nifatHy thereafter.
With reference agairetebpieaeition GROtion 8206bdiibdteryiserst ipragwtingoherretiivice, the process creates
a subdirectory for that deviegdepesaiiam 20®ralibieskoprocassdieadosasdsdocaporation 5204 as

described above zpltware Malglenance . %direc’a)WiFQthpg& (e S LRbPasdnanagement apparatus

300 in Figure 3, t%e different advantageous embodiments provide a' computer implemented method,
apparatus, aAd dIRASEEEP PrEGRETRISIORRE T T ARAGT Y SOIRFARY Wifcraft parts. The 15different

advantageous embodiments provide a soffstiveradaieteansectdoblocated on a portable data processing

system that may be usg@giip estabhshiconnestipRieRmeMrss thsaIBY QiKY Betvork. A set of uplink
commands may Q'ﬁ retr{%\éggn(rom the sgurce Loy rll this conngctjon A set 1;n sé%%vc\{are aircraft parts
t

. eren ageous € a computer implemeén . .
corresponding to the uplink Commands are retrieve fjrom the source t rough the established connection

to form a 20set oFRRAFAYR @O RIS AiPEr TR P& UPhJBRRALHHIPAVE & RIFRRATS isT8fored in the

15 different advantageous embodiments provide a software maintenance tool located on a
portable data processing system that may be used to establish connection to a source
through a ground network. A set of uplink commands may be retrieved from the source
through this connection. A set of software aircraft parts corresponding to the uplink
commands are retrieved from the source through the established connection to form a

20  set of retrieved software aircraft parts. The set of software aircraft parts is stored in the
portable data processing system.

This portable data processing system may then be disconnected from the ground
network and connected to an aircraft network in an aircraft. An uplink command is
issued from the set of uplink commands to the aircraft network through an on ground

25 component located in the portable data processing system. The stored software aircraft
part corresponding to the uplink command may then be sent to the aircraft network
through the on ground component.

This software maintenance tool may be utilized in situations in which an aircraft
network is unable to establish a connection with a ground network. For example, at

30 some airports the aircraft network may be incompatible with the particular ground
network that is present. In other examples, a failure or error in the ground network may
prevent the aircraft network from communicating with the ground network to receive

commands and software aircraft parts.
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portable data processing system. This portable data processing system may then be disconnected from
the ground network and connected to an aircraft network in an aircraft. An uplink command is issued from
the set of uplink commands to the aircraft network through an on ground 25component located in the
portable data processing system. The stored software aircraft part corresponding to the uplink command

may then be sent to the, pirerafi NEMRIH tRENIGNHRE BB QFHHQ%&%QQB%‘ErocessFP'%%@ﬁWWe
maintenance tool | may gbutlllz d in |tuat|ons |r1 v¥h|c an alrc&aftrs rk is ynable to establish a
connection with & grou OUNd REW O%e%(?rrgﬁg\ﬁ’?pqa . sc)erﬁgcgfrpor St eaarl?g Ofwor[P?'nay be
incompatible witt? #RvplHii8igtar ground network that is present. In other examples, a failure or error in the

ground network may preitemicthgctdrerafienemrigafecss, aataniamitatingingthatb @gvaund network to receive
commands and oW AISKALRAS i cchILAS A0 SAAARMIARIEAARGEIR0l on the portable data

processing system also may be employed to receive data from the aircraft. This data may be, for

example, a down‘ﬂﬁRoﬁjl'@G\Wltﬁ?ﬁ‘gqufg}%ﬁtgg%‘é%?8l PRIGrL85Ck WL ARPARFY B EHE $ta flow and a
5software maintdinzane 830 | isdeprctederr iratiordeifdeandtbnapestivieatagisclisiriniloodivpient. Software

maintenance took3G)0rises actspaiidhOMPRRe Rifreidab asdiorasy. S30Zs RrexshiRsyaioapphsation 5304
and onboard eleconic, distrigyf '%b&%?&@ﬁb??o%J P8P1—RS’HH%%‘% %'&%@JH&L‘?VE&EO as sources. In

these examples, software maintenance tool 5 rovides for the transfer of information between library

5302 10and/0r pWéBW&’r%ﬁfc%ﬂ%??@%bﬁ:”gﬁG%Wg?dde‘f}f&mﬁfcdéﬁgmﬁl?ﬁﬁ%?@tém%%6
Library 5302 may be, fobexah30Rmidyriseyf@Ckamplirglinead $0dile Piaaxyg 8emhde applicaticn 5304 may be

proxy server appijﬁ@t&noa%da Riguse &m@%ﬂ@ﬁ%@dﬁ&mﬂi@déiﬂrﬁpgﬁmsmgaaré%%m% be, for

example, onboar&i s?n%cy Cs eisﬁntrH%UHO” S% S0 &%Qn'rl‘ng%H?ﬁ% eil'eck'(pnrl%fé/lé?b %osr’]esn csj ?rrrlﬁw commands
and parts to software maln nance too 65588 eresu tS Orf processin ese commands

in parts may be rét@iR&ietyeiBrary 5302 by software maintenance tool 5300 (message E2). Additionally,
software 15 Library 5302 sends new commands and parts to software maintenance tool 5300

(message E1) The results of processing of these commands in parts may be returned to

library 5302 by software maintenance tool 5300 (message E2). Additionally, software

maintenance tool 5300 also may return downlink and event log files (message E3).
Depending on the particular implementation or use, software maintenance tool

20 5300 may receive new commands and parts indirectly from library 5302 through proxy
server application 5304 (message E4). In a similar fashion, software maintenance tool
5300 may return command status (message E5) and downlink and event log files
(message E®6) to proxy server application 5304, which in turn sends this information to
library 5302.

25 With respect to transferring information with onboard electronic distribution
system 5306, software maintenance tool 5300 may send new commands and software
aircraft parts to onboard electronic distribution system 5306 (message E7). Software
maintenance tool 5300 may receive a command status from onboard electronic
distribution system 5306 (message E8). The command status also may include the

30 status of software directory parts sent to onboard electronic distribution system 5306.
Onboard electronic distribution system 5306 may send downlink and event log files to

software maintenance tool 5300 for transfer to library 5302 (message E9).

68



maintenance tool 5300 also may return downlink and event log files (message E3). Depending on the
particular implementation or use, software maintenance tool 205300 may receive new commands and
parts indirectly from library 5302 through proxy server application 5304 (message E4). In a similar
fashion, software maintenance tool 5300 may return command status (message E5) and downlink and

event log files (messaq_g(g@gg &r%ges%\égroapm@@;méggérimiqhm@agtgﬁgggvt,his information to
library 5302. 25V¥imhrers%ect to transf rrin@ |

Sferni i{?fgrrpnation Wm onbrcgla%elc? t;orrgig distr%k?rl]Jtion system 5306,
software maintenancg too fﬁ%orsn%y_seﬁ Cné)wscoa I’?‘lcé.;Hd_S 2§61t é)reeai?qra?f]}f)grts?o onboard
electronic distribdiitesysRsFrSsDBN(hdeSale E MRSERWAIE Higiatea kIt 8ty 8M5300 may receive a

com mand_ statusdxanipien baamdrelﬁenﬁmmm&sﬁ_mibatjom @ygtﬁmmamemgerﬁ&bﬂﬁ_h@com mz_;md status
also may include_he., (). Sfy's Rharaie FSHPHHRMH S SERT 4808 o d-Rle GlrniGisfEbution system

5306. Onboard electronic distribution system 5306 may send downlink and event log files to software

maintenance tool S50 BFtriansraP i TitvARS 3D ILERHGE R A BRI ROL SIHRYY pes of transfers
are described in sl belbeserxameleswalware priainanteractib) m@rwesgnia a particular order

and any of the difietent mespagrsstpsiterclicnssmayss ubsiniapeeysteadsayystistan For example,
software maintenggae toal 2300 ;n@,éa?ﬁag H5HE GOMMBRLRANY SRINALE maAlsLaflHags to onboard

electronic distribution syStem 5306 at the same time software maintenance tool 5300 receives downlink
files from orBoart BREEHYG AL IARRCEy stem 5306. In these examples, software maintenance tool
5300 executes on a pdstillerelataineosessing 8§§88anay dedreasrariep oo petdicnData ghecessing

system 200 in Figidegich i® aRExaRIeRthe-datapreesshgssyamithahaiey, ketsad to 10implement a
laptop computer. downlos%fgg%rgr_rﬁ]gg#ena}ncet ol S%Qeourqu be trans rﬁﬁtheroi one location to another

. . . rom line repjace n alrcrart. eren .
location to distribute software aircraft parts and to download informa lon, such as download data or files

from line replace@haRHLS G IRRANE: $PtMEGiffidfeispance tool 5300 establishes a direct

15  connection with onboard electronic distribution system 5306. In these examples, a
direct connection may be a wire connection or a wireless connection. This type of
connection is made without a network connecting the data processing system or
systems on the aircraft to the data processing system on which software maintenance
tool 5300 is located.

20 Turning now to Figure 54, a block diagram of a software maintenance tool is
depicted in accordance with an advantageous embodiment. In this example, software
maintenance tool 5400 includes library service 5402, database 5404, file system 54086,
manager 5408, on-ground component interface 5410 and on-ground component 5412,

Library service 5402 provides an interface to communicate with other

25 components within a software aircraft part management apparatus. Library service
5402 provides software maintenance tool 5400 an interface to communicate with
components, such as, for example, a library and a proxy server application. Database
5404 contains information, such as metadata about commands in software aircraft parts
or parts in file system 5406.

30 Additionally, database 5404 also may contain information about downlink
information. This information is stored in the form of tables and records within database

5404. Further, database 5404 may store commands received from a proxy server
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advantageous embodiments, software maintenance tool 5300 establishes a direct 15connection with
onboard electronic distribution system 5306. In these examples, a direct connection may be a wire
connection or a wireless connection. This type of connection is made without a network connecting the
data processing system or systems on the aircraft to the data processing system on which software

maintenance tool5c0ris,|Rr AR AR RINGBOMIRIEIOLR adrBRIGCk didgram b Reaituare
maintenance tool is d%glcted n accordance with an advantageous embodiment. In this example, software

maintenance tooP 5400 Intiides” IfBrta?yaggrr?/flt'ce 5402, database 5404, file system 5406, manager 5408,

on-ground component fféefaEa 5496 L oiegroupticeRpOABHT 52T PanciBiary i te 8B4 02 provides an
interface to commcumtakdilasthTotheiffdsaoiigoNBNBS Yt atsiaftwase iafikr afspartsamnagement apparatus.

Librarry service 5402 Ripyidss-SAEWAte, MRIRta0ABREdaR! SA9R%aN Ripraceda sommunicate with

components, such as, for example, a library and a proxy server application. Database 5404 contains
St i

nd a
information, sucH'3SFABGLESAPEBE0R 8 QY LR R Rt JaE5r3AME i file system 5406.
30Additionally, dawiirase Bhanalsiepragresmedeeirsis faapicasabiou tsRyWIiITRctnfieMidsienisThis information

is stored in the formagefiebiemanssaaerlsseitlinntatatasaniidofdisthint datapase 5404 may store
commands receiyed fram a proxy server application for execution by an onboard electronic distribution
system on an aircraft data processing system in the aircraft. File system 5406 stores files, such as

commands, Software ait&HRYATS RABIbISTARRSPALO-PrY ARt ST HE St ed within crates in file
system 5406, S5depepcliag apbh the-particudamppmptehirdatatio 4 Manager 5108neckiesngrocesses for
managing the opgsaitienafefiearmigairienancadarkreQQinthesesxgmpesomanrger 5408 may

incorporate procegges for pressniingUserinieriace yiews fo a liser, TeSs viss,mayprgvide a user an

interface to initiate operations and toviewn ormatlon._s?[(%arﬁr-lsround omponent mter?ace 5410 provides
an interface to ofMBYGORNEBIADHEREBLTDOTFhERSIRNF CBoiRertTiEatiacaieshanitiaF Bafimplemented

using 15 data processing system in the aircraft. By having an interface to on-ground component
5412, on-ground component 5412 may be changed or modified for particular aircraft or
types of aircraft without affecting the other components within software maintenance
tool 5400.
Turning now to Figure 55, a diagram of commands and command resource
20 tables are depicted in accordance with an advantageous embodiment. In this example,
commands table 5500 represents commands, while command resource table 5502
represents command resources. These tables are examples of tables that may be
found in database 5404 in software maintenance tool 5400 in Figure 54.
Commands table 5500 includes command identifier 5504, airplane identifier
25 5506, system named 5508, application named 5510, command type 5512, priority order
5514, device name 5516, device type 5518, date 5520, servicing status 5522, execution
status 5524, percent complete 5526, execution completion date 5528 and command
resource list 5530. Command resource table 5502 includes command identifier 5532,
command resource identifier 5534, data type 5536, crate name 5538, crate path 5540,
30 crate file size 5542, production status 5544, application standard 5546, owner 5548,
supplier 5550, crate expiration date 5552 and release date 5554.
The different fields illustrated for commands table 5500 and command resource

table 5502 represent fields that may be found in tables within a software maintenance
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application programming interface calls, in these examples. On-ground component 5412 communicates
with the aircraft. In these examples, on-ground component 5412 may communicate with an onboard
electronic distribution system located on the aircraft 15data processing system in the aircraft. By having
an interface to on-ground component 5412, on-ground component 5412 may be changed or modified for

particular aircraft,Qfj typgs,of a!ﬁQE@rﬁrM‘QHaQ%M@%@%&%QH&GH&QM%@GE‘%WQW&MW maintenance
tool 5400. Turnln% now to Flgure d'55 a dla%aime %‘f nds an%u %rnnn\)and resource ZOt?bIes are

|cul ecor a arious tables to
depicted in accor aRee'With 3 advan ageous em mem ¥n this'e examp 8- 2ommands tible 5500

represents comnﬁ%ﬁéﬁeﬁﬁﬂl@ﬁtﬁmﬁhﬁ%{ﬁﬁp@source table 5502 represents command resources. These
tables are examples ofigides ithatinapios focmidds dgiatinseidddd in wesisvwararpainteaance tool 5400 in

Figure 54. Commandg ahle %@Q%J%ﬂ%ﬁ&%f?%&{“&?%ﬂﬁ@ﬁ@&5?’9%91‘{@ ARSAAENUfgHERSS06, system

named 5508, application named 5510, command type 5512 E()elgrlon order 5514, device name 5516,

device type 5518 X 5396 538?\/'%‘?:‘@'3?&&?3”@5‘?2’ DRI BraResEE AN SQH? complete 5526,
execution completitiredati 852 8aaiis locrintaRsiesaane ﬁ%@%ﬁsbd%ﬁwmdﬂpésmwable 5502

includes commangiggntifiansdeptaccaprnand pasossee identidietha 236k satahyra36, crate name 5538,
crate path 5540, JQGAlS, fw%ssgéaé%‘}@tr@ﬁ’&ﬁﬁ}'oé‘eﬁ}% H&é@ﬁﬂ 5§PPF&%%H%L% Qﬁg 40, owner 5548,

supplier 5550, crate explratlon date 5 d release date 5 The different fields illustrated for

commands %lee@GQ%OSEWHWGS%&%WQ%%Etrféb?&?éﬁ‘ﬁ‘ﬁ'@fki%yﬁil%{f‘ ArEY R in tables
within a softwarecarairtedratheehave bdatabewted todberiprandss table S5S0, sonnsrri iodnkifier 5504

uniquely identifieg theRasticlald s skaCrRIPABd dantifisshabh. may be found in various tables to point

to a specific commandEreco entlfJ r 550 gg%ﬁo ic aircraft. nly ttl)ese examples, the

e
5identifier may identify an al}?:rr]asf}t unlque? ﬁwsg eet o alrcra%eﬁgr racthea?ﬁ@ﬂgp airfine. glystem name
5508 identifies tHEFRANRE O i‘Pfe%W‘f@ﬁeﬁlh%%’éﬁl@rumlscﬁ‘?WHi’é}q RV ssRRE At At PaMRnecated. System
name 5508 inclutesorbatingeintormiatiGiitotidentifietherithe eéptait abkxemitt DbtaecdbR@ndentifies the date

and time that a cpgyRaNdWaS SRR IRS I BRgreR YiIGNaBIAl P22 ddRaLISRcamEands that
in a crate by the onboard electronic distribution system in these examples. Execution
completion date 5528 identifies when the command execution is complete. Command
resource list 5530 identifies a data structure containing information about the crate,
20  such as command resource table 5502 in Figure 55.
In command resource table 5502, command identifier 5532 is similar to
command identifier 5504 in commands table 5500 and provides an identification of a
specific command record. Command resource identifier 5534 is used to identify specific
command resource record in the database. Data type 5536 identifies the type of data
25  for the resource. For example, the resource may be a software aircraft part or a file. In
these examples, each command allows different types of information to be associated
with the particular command.
Crate name 5538 identifies the name of the crate in which the software aircraft
part is located. Crate path 5544 identifies the location of the crate containing the
30  software aircraft part. Crate file size 5542 identifies the size of the crate. Production
status 5544 indicates the production status of the particular software aircraft part
contained within the crate. These values may be, for example, red label, blue label, or
black label.
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10 have been successfully sent to the onboard electronic distribution system and identifies commands
that have been reported to the library as having been successfully uplinked or executed on the onboard
electronic distribution system. Execution status 5524 provides a notification of whether the command
has been executed on the aircraft. In particular, this command provides information as to whether 15the

onboard electronic d'ﬂ&%ﬂi@ﬂé&’éﬁ&@%ﬂﬁ@éﬁ%@ﬁtﬂ% SH@QJK&%W&WQ@GN complete 5526

indicates the pro ress of the yuplinkin %] ftwar C artinacrate b rd electronic
distribution systegn it sr!(::‘lmei]g?nep &g xec§t\fvonr(1a rcgosr%%|e?f?)'rle ¥Pe S 5528 (():lfen f.e%@% l%’gnzilthe command

execution is com@l@?@tﬂﬁmmﬁﬂ"?&éw{*ﬁt REfEHIFIRREMIRE BiericstRRIGRE EB1tARNMg information
about the crate, 2@stitksasccerusansses ty eefiairie b2 aktigure 55. In command resource table

5502, command 'de”t'(}ﬁ¥h5+§%?el$cé'ﬁ%lk?{otﬁ|&ﬁ}'@§bag%&b‘?&‘r‘ﬁflﬂ Qﬁgf‘d'&ﬁnﬁﬁﬂ'ﬁ'é’tg‘i’éot@é?&‘eéf’oo and

provides an identification of a specific command record. Command resource |dent|f|er 5534 is used to

identify specific dORFFARANFELTAR PHETR U T RaBLER" DRy RR BRSO R GRUCIRE type of data
25for the resourdeblFS6e&ksraplexameleciaupdte thalnwy Assoftabireaalripafspayition a fiéwaiethese examples,

each command alewsdifter el ypesaeldntpapvatorstn Prasseciatedapiticthepaitigaiangommand.
Crate name 553§, QS@HH&’%&F}% Ram&. 9l %‘%éﬁf’?ﬁsr'éhwﬂ“' !#V?v %&’JH{Y#J% dErall Rk fdasged. Crate path

5544 identifies the location of the crate contalnlng the 3030 are alrcra part. Crate file size 5542
identifies thé siz&"5t PR ARX M‘O‘Eﬁ?@tlon status 5544 indicates the production status of the particular
software aircraft part ctiessirgeddeittifiarth@d 2iatecdrhmsedvdtindtenfaydagialcioaxankplelated tabel, blue label,

or black label. dovfhmmieé\mﬁaﬁtﬁmw avdivideatiicedhe applicablepirndardifaidhgisafware aircraft
pad in these exameples % r 5548 i entlf es.th owner of an mtellectualfpfro%eawhn[(mh e software
ate of

aircraft pad contglned eongtaé rggg atebgg%nfl}asentlfo es the release e software
aircraft part. 5W|ﬂﬁ“i’é@r@ﬁ6§SHl5W fBelﬂ@WFé”SGOE"B%&'é?ﬁtécf parfabesd ARkt i Beiitted in
accordancelwith systadvantaegibourg tmbgdiapenty Hetkisapgrbvaiple opdrtiabticava limkrtabé@&@600 is an

example Qf a tab{@oih%‘ir{ﬂé}’e%F@H&%%@u%ﬁ%ﬁﬁe%ﬁi&%ﬁ&?@ﬁé@(@nfﬁ\ﬁié‘k"éﬁ6f‘§i?cF9@| such as database
5406 in Figure 54. Asﬁ< |cted %ad Sdcgav(\:/I Ilnl?ﬁafbkﬂﬁg%gégaﬁqa meg,Ir |a ao ’{?‘ﬂe‘%@ﬁoz airplane
identifier 5604, downli par |a entifier 2isa
command identiﬂé’l“%@ﬁ&@%%@ﬁ)ﬁﬁ%%lﬁf@&tt@"émrﬁ%%ﬁmm"@éﬁiet(fP&Wft'ﬁ’fb@ard electronic
distribution systesterhpisidentitiey isgenerateddoyihek anbiard €latirame, diststiuiion system on an aircraft

for downlinl&ﬁlesrgg}g%énggm{h%tmg g&yymimé ngmﬁmetﬁ’fﬁ@.e onboard electronic distribution
Partial file XML 5608 contains information about the partially downlinked file.
This information may be used by the onboard electronic distribution system to resume
downlinking of the downlinked file from where the downlinking was previously
interrupted. In this manner, the downlinking of the file may begin from where it was
25  interrupted to avoid having to resend the entire file.
Turning next to Figure 57, a diagram of a downlinks table is depicted in
accordance with an advantageous embodiment. Downlinks table 5700 is an example of
a table in a database in a software maintenance tool, such as database 5406 in Figure
54. Downlinks table 5700 stores information about each downlinked file sent by
30 onboard electronic distribution system in these examples. Downlinks table 5700
includes file name 5702, file path 5704, airplane identifier 5706, system name 5708,
data type 5710, file size 5712, downlink status 5714, downlink received 5716, is sent to
library 5718, and downlink sent to library 5720.
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15system by the library through a proxy server application or the software maintenance tool. Airplane
identifier 5604 identifies the particular aircraft within a set of aircraft. Downlink file 5606 specifies the
full directory path to the partially downlinked file. When an onboard electronic distribution system requests
a downlink file for which an attempt has already been made to downlink the file at a prior time, the

software 20managemenioah iSRRG SRk BRItAHIK doMAIRKER:UBwnInk Partial file XML 5608

contains informatign about the parti owplinked file. This information may pe used by the onboard
oo datr T e e A e e R R e TS e e doamioning

was previously irf@Hipfedh o iffainiesmatien d SmArkiAeriehe’ ifcidnalfisetin dreratiRere it was
25inte_rrupted to _a)miﬁi Fhamhswtmwﬁ&eﬁétﬁfeee@mﬂremﬂie.identifi'Euming]rqexﬁ@rﬁiguf@r 5'ée_acﬂiagram of a _
downlinks tahle ig;depicledinAGREARICE MR AN AVRNAIS YIS IR BEe Rt PoNinkSsable 5700 is an

example of a table in a database in a software maintenance tool, such as database 5406 in Figure 54.

Downlinks table SYO68(5¥08 HSHASRTIRSBSTPLSH HEART Avderard'scihts) ¥05RB%ard electronic
distribution systesafinaitetiecrekasiplecBiowniialesiyab Ry 57 0B Hitadestite pEda@ 5T0Re fikspath 5704,
airplane identifie Edd¥nlisl $teMaasn Ry @ita toitr hyiped 26 Kol eapineamels 1d avsnlifksstatus 5714,

downlink received B{f et a2 112800 AOUINK AT IRIRY B7 Baiein (il name 5702

identifies the name of the file containing the downlink information. File path 5704, in these examples,
identifies théYocafBHaF HERIEPntaining the downlink information. Airplane identifier 5706 identifies the
aircraft from which the fdiewiakirfid filadeeidiee dehvatk: dThie ide ntifiemisathmiguelidedgifier for a set of Saircraft,
such as aircraft fopadakticsay siilingidhis identifies raw e wigl Httnumberinsystem name 5708
identifies the name_of the line replacea nig on_which t oftware aircraft part is located. Data type
5710 identites (e Aoy T e S s At SN U SRS e

AppName 5711 RREHFR BN spPRY AF0AHHIGTEP U ifErdiIta BPotddsindPse e nstisaire dhfonsible for
obtaining thes10sofeverenatre fgdtvaartiownlinkde tsite SFfhaidentifiesitle size tobthBdieloéstaining the

downlink data. Dauyplintsiatys R iddndicatesihe satusalhaideumlink opsrtsmibmntpese examples,
downlink status 5714 shows succ?s%fu{_dovgv%nk% In som tgr(riwegodlmen S ’Pﬁrél{g\l {Jlot nlinks may be
e e i

identified by dowhiink Sé?%tvt%rsagp}'ﬁ.'?_lbra'}'f haicates Hme When the file Was downlinked to the

software and mafieieninkee fisdromn dverfifiivgre maintenance tool. Downlinked files may be deleted
after a configurable amount of time past the time the downlink file was sent to ensure

20  that the downlinked file was backed up on the library or proxy server application to
which the downlink file was sent.

Turning now to Figure 58, a diagram of a software maintenance tool file system
directory structure is depicted in accordance with an advantageous embodiment. In this
example, directory structure 5800 represents a file system directory structure that may

25 be usedin a file system, such as in file system 5406 in Figure 54. Directory structure
5800 identifies different types of files to work within the file system on a software
maintenance tool. In these examples, directory structure 3900 includes parts 5802,
downlinks 5804, downlinks unpacked dir 5806, route 5808, application 5810, logs 5812
and conf 5814.

30 Parts 5802 identifies a directory that stores crates received from a library, directly
from the library or through a proxy server application. In these examples, the crates
may include commands and/or software aircraft parts. Further, the crates also may be

loaded from media, such as a flash memory or hard drive attached to the laptop in
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sent to library 5720 indicates the time when the downlinked file is sent to the library or proxy server
application. This information is used to determine when to delete the downlinked file from the software
maintenance tool. Downlinked files may be deleted after a configurable amount of time past the time the
downlink file was sent to ensure 20that the downlinked file was backed up on the library or proxy server

application to whigh the Jdowalink Hle Wasmebol is 1odHEQINSHAQPAIA ﬁi%é%ﬁ@bt@rﬁ#@% gsgf@ software
maintenance too |Ie sc}/ tem di regtorg gtrugture IS %B%I%tﬁgnlral Iraccc rdance with an advantageous

oard ISIrIoULIoN S
embodiment. In t |s eéxample, direc ory S ruc ure represents a file system directory structure that

may 25be used in a fil&*ysteks, R9étwif ey steah 54065 N FHTe e, RSSO Sinifkre 5800
identifies differermidypesntiilesnianarkoaithirdhenidelisypiananstesofiwaiesmaintgnanaetool. In these

examples, d'?“ﬂ%ﬁﬁﬁk‘-‘fﬁ‘éé%%@ E}gﬁh‘i’jfe% B?'EF% PRORmARPHIAKS, PEOR rH Wi & pegcked dir 5806,

route 5808, appllcatlon 5810, om 2 and conf 5814. 30Parts 5802 identifies a directory that stores
crates received ffOfi"4 ﬁBreP?WB SRPAOIAHE ﬁ"bdr%\ﬁ%‘i’rﬁﬁ%[ﬁ%%”g’B?SW D50k ahilbation. In these
examples, the cratedpenaynittdacexcomatands dadrinistitoanesiireddn paiad feoringrethe crates also may

be loaded from nagslisistichamianlash memary Hcbaydshiveattacherbterihedaptop in which the software
maintenance tool s acter TAETAlSS i dhindser max.paeTe ihe sahealdipgironic distribution

system on an aircraft ownlinks 5804 are a directory used to store downlink files and partial
downlink filéd recEREFHHHT LAMUHBbE T SNSRI S LR BRI RY &SRS, the Sdownlink
files may be orgaapiz@dtiop.the tail number of the aircraft from which the files originated. Downlinks 5804

may include subdirect@mn@@%p&mmiW&@Jh,nm@@tmythg&gngm;ghe downlink files are

stored in crated form.in thees?ogﬁam S‘é lﬁownlerlﬁ ‘?%r%rt'gé hﬁYe% ealereg(JsLy been s ALt the library are not

automatically deletecfefnanC down?r%kgq:!f nstea “these files may eleted a ter%Osome selected

amount of time f@ﬁﬁﬁﬂh@ﬁ%ﬁé@%?@%ﬁt%%@'ﬁﬂ'ﬁarw&fﬁ?d@(}':‘%“éi’%*rform may be stored in a

15  directory within downlinks unpacked dir 5806 using the name of the file.

Route 5808 identifies the directory that contains a SMT-route info.xml file. This
file contains a list of systems, applications, and commands sorted by each of the
applications. The contents of these files are used by the software maintenance tool and
indirectly by the library to ensure that uplink commands are sent to the appropriate

20  aircraft systems.

App 5810 identifies the directory in which the different processes for the software
maintenance tool is installed. Additionally, logs related to the software maintenance tool
also may be stored in this directory. These logs include, for example, events that may
be recorded during the operation of the software maintenance tool.

25 Logs 5812 is a subdirectory within app 5810 and contains the event logger.xml
file last sent to the library and/or proxy server application in these examples. Conf 5814
is a subdirectory within app 5808 and contains property files to define the operation or
behavior of the software maintenance tool as to define the behavior of various
components within the software maintenance tool.

30 Turning now to Figure 59, a diagram illustrating interface components
implemented in a software maintenance tool is depicted in accordance with an
advantageous embodiment. In this example, user interface components 5900 are

examples of user interface components that may be implemented in manager 5408
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application. Downlinks unpacked Dir 5806 identifies a directory used by the software maintenance tool to
unpack the contents of crates. These crates are unpacked to extract information about a downlink file.
The file in uncrated form may be stored in a 15directory within downlinks unpacked dir 5806 using the
name of the file. Route 5808 identifies the directory that contains a SMT-route info.xml file. This file

contains a list of GysieMawaRPNCAIoNSRNCLESIDINAMSse 2 Rk pARfhsaRplicalisssp The contents
of these files are_us[efgi by the software5 intenance tool and mduecél y tqe library to ensure that uplink
ent’ % %%90 Tder

r
clude connection vie uplink command queue yiew localipvento . .
commands are sentto the appropriate aerra systems.q X\pp nuries fﬁe alrgctory in which

the different procé28&996r dperdipheddiesiigintAdne e tbores salstairsad Wadaidriallizvpiientelated to the
software maintenange (el 8932. may be stored in this directory. These logs include, for example, events

that may be recorded ¢ying s ORG'S8YIOL B SAMNAE SIANIRARICE JRRlaESIP DS AB14'S a

subdirectory within app 5810 and contains the event logger.xml file last sent to the library and/or proxy
server applicatioﬂ'?ﬂ'%@%%"%%bf@gs'dBﬁtfqﬁfﬁfeT@Btl%% EHRITRHI PRSI St 'Shd contains property
files to define thedspéiiealion tfdseatieicrsofehessoftiwadevrndintehamoe roskeadtecdefipeivRenbehavior of
various componeaisoudihimibeesait@esnainienaneeiteabriddistibingmeysttonigwiarhS a diagram

llustrating interfagecquIoQnETR IASMAIELLIL.SYHALE MEIERARSE 99k legicte in accordance

with an advantageous em ment. In this example, user interface components 5900 aré examples of
user interfac8 cofPETfeAOAEL el BeciipIEneAte M HINASHEGEP SO B WRAIFEAR4AT® maintenance tool
5400 in Figure 54¢leged imerfaecdroptaporents 5900 include connection view 5902, uplink command

queue view 5904, uplink|gkabiRvRAtOGYIE WP Avininkadifilesview a8P&Lyepissspsole view
5910, and retrieve fim(m Iibram vigSV\é [513(912 5Connection view 590%5 a Hglg[einterface comdoonent that

. u INg, CO a tis. IS VIew also lhas a con commands a . .
provides for an aréa 1o %lsprra Punctlorf)eﬁlty tabs. In these examples, the user interface provides device

identification infoPRTAREH HSHERAS 2 B dRRAHYERIANOMAN P B SEMBSI S EELBIVESR Warious
components,ssuciiias anopaiaaare e stitwaoedistinzntioresysténioaal libimpgriespitoxyeserreft application or

other devices. Fythekdhis itariacecmBRoNsNt als8&Ma¥reate uplink commands without being
connected to a ground network. The user may select software aircraft parts for uplinking
to specific line replaceable units on specific aircraft. This media may be, for example, a
portable media, such as a flash memory, a portable hard drive, a compact disc, or a
20  digital versatile disc. Downlinked files view 5908 provides a user interface to view
downlink files received from the onboard electronic distribution system. A user also
may use this view to delete downlink files as wells as issue downlink control commands.
Events console view 5910 allows a user to view different events that have
occurred during the execution of various processes of the software maintenance tool.
25  For example, event console view 5910 may present a different action that occurred in
sending a software aircraft part to an onboard electronic distribution system. These
events may include, for example, connection to the aircraft, sending of the file, and
identification of a successful loading of the file.
Retrieved from library view 5912 is a user interface that may be used to initiate
30  processes for obtaining commands and software aircraft parts from a library or proxy
server application. Commands table 5500 in Figure 55 identifies fields that may be
found in commands table 5500. This view also sends back successfully-uplinked

commands, downlink files, and event logs.
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10provide a control to connect the software maintenance tool to the particular device selected from the
dropdown box. Uplink command queue view 5904 provides an interface to view the progress of

uplinking commands and parts. This view also has a control to delete commands and software aircraft
parts. Uplink local inventory view 5906 provides a user interface to 15allow an operator of the software

maintenance tool to loggRrdraRAMSRIVEE RiFeLh mrté(g@gbw@mgngmﬁsvb@%g,llows a user to create
uplink commands wr}houtfbeln con ected to aeq]rto%@g network Ege user may %I%ct software aircraft
parts for uplmkmg Fo %%eesu Ic Isnfa"}eep AcCeabIBUNLS S specﬂ'?cualrcra e‘ﬁ‘f’s medla may be, for example, a
portable media, $eiefrasedmashiiaEra®S vangert B8R0 HrTdifve ertotAisataisiereea theidiiival versatile
disc. Downlinkedbilpg:séewdbia QS pliovidas: adnsesneier 5300 1o Rigwedsdwmipkritemradetsd from the
onboard e'ecéro%dﬂ%@%i&%bé%ﬁ%nﬁé&%%r ﬁéapsmymﬁsam%ylew.mwm dewplok.fles as wells as

issue downlink control comm console view 5910 allows a user to view different events
that have occurréd @ﬁﬂ%“tﬁgo&ggﬂ?gﬂ ?(Ugn TS5BS LURL 5t TRE LB TR AFESHLIRREN AR E8%00l. 25For

example, event dolesoRiondyy GITONiAE et arefifkaenvidinersdinascoaimenanoseading a software
aircraft part to an onboggetistessnenissliisk inesientrysien: thaesmavemtsineatiaslude, omhexample,

connection to the %Fﬁﬁ?eﬁsé%ﬂ'%ﬁf Rl tﬁEHHQ‘EB'&WSPe“.%% bR E&?@oﬁ%%‘%%@ 0g gihe file.

Retrieved from I|brar view 5912 Is a user Interface that may be used to initiate 30processes for obtaining

commands &hd ééfﬁwﬁﬂaeaﬂ%?aﬁwﬁﬂarﬁ“m\'bH?&%’FMQV‘?&%F%.BH&%{t&?WPGB?Hﬁ%ds table 5500 in
Figure 55 identifigBifletdsofivaremagitientoeador! cementbiih tedriec5%06. Tvistivid18lstossrids back
successfully- Uplin@d&mme&mwimkeﬁmmwqu%ese exWifleetergBemgext to Figures
60-65, example |mplqmentatlons of user mtﬁrfaces f%r8 2 érg %rn%cgsg%n}%%nseggng%qg in Figure 59 are

depicted. With reference first to %nuerré 6 "Window 6000 iustrates a main scréen or intertice that may be

presented in usePﬁﬁtBrﬁé&éeéﬁhﬁQﬂﬁ'éﬁt@Bf%O P EigLREB0SaN Particular, window 5 6000 is an example of
connection view 5902 iNifRicriee=bS: MintoRigGiod 61inchatiesdabft8) 680 HiaHidies5@D6pEK8 and 6010. These

tabs may be Se|%ﬁ%&ﬂ@&ﬁé@@b.@%ﬁ%ﬁMﬂdﬁﬁ@rmﬁﬂ%f@%ﬂi&)% SHRRtiHS-ARA Rregesses within a

software mamtenancgaS taool %\ | egfjascp ssgr;]ft%r atlopnﬁlggr%]the s%tet\lfjveare maintenance tool.
In this example, &S %B’iaé“%&ca &5 th trf € Software mamtenance tooris donnected to an

5904 in Figure 59. In this example, section 6100 displays commands for a particular
aircraft in a tree queue. A user may delete a set of commands from section 6100 by
20  selecting those commands and pressing delete command 6102. The status information
about commands are presented in section 6103.
Information that may be displayed includes, for example, item 6104, expiration
6106, priority 6108, destination system 6110, file type 6112, nomenclature 6114, file
size 6116, uplink status 6118 and uplink status progress 6120. ltem 6104 identifies the
25  particular item, such as a software aircraft part name. Expiration 6106 is an expiration
date for a particular command. Priority 6108 identifies the order in which commands
are to be uplinked to the destination system on the aircraft. Destination system 6110
identifies the particular line replaceable unit in an application on the aircraft in which
parts are to be sent. Type 6112 identifies the type of item contained in the crate, such
30 as afile or a software aircraft part.
Nomenclature 6114 provides a short identification or description of the part. File
size 6116 identifies the size of the crate containing the particular item. Uplink status

6118 provides a status as to the process, success or failure of a command. Uplink
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10aircraft identified by the tail number. List 6014 provides a list of other components to which a software
maintenance tool may establish connections. Control 6016 allows a user to initiate a connection to
another component. In these examples, a user may select various components, such as an onboard
electronic distribution system, a library, or a proxy server application from a set of proxy servers. 15With

reference now tosEigiis fleR 88RGHBNR AR EPNZINHRS AL A RAMMBRL ALsHBMigW in window
6000. In this exagglple this upllnk command queue view Is an example of the user interface presented by

uplink command qu%B%”\'ﬁ%'vav 58047 igure 59. In this example, section 6100 displays commands for a

particular aircraft in a tiéEh dgle(RECA neselorhigyirdéie diaeenriteiirtianhas IR MieERFOIRTGT00 by 20selecting
those commands.ging pressing deleievcraspand GliZoldzectaitsdn tavaatigioabout commands are

presented in SecligR &3y n JRIQRARNLBHBAN0S ASRIAVEIIAFIIES T Gxanple, item 6104,
expiration 6106, %W 6108, destination s‘é/stem 6110, file t(%/ e 6112, nomenclature 6114, file size 6116,

uplink status 611 Rtk B L S1Bt5e e s BE £”f88hﬂﬁ5‘§ﬂf%°§'§rﬁ’éer‘ff(ﬁﬂfﬁ'ﬁt%m, such as a
software aircraft peat indpae cERigH RItONEIOGiisralh rexisifetion dasbsfaree pdiietlee eommand. Priority 6108
identifies the ordemtisMBighznewyaardstareatoe ipieked it hetdesiinadias systesmnandhe aircraft.

Destination systeg\peﬁtl[ﬁgt i&*%@@ﬁ%g%ﬂ&%%w@!y'r%%ﬁ,é?ab%%ﬁ@ﬁ nggi,td'_g mm%gpéa&on on the aircraft in

which parts are to be sent. Type 6112 identifies ‘the type of item coritained in the crate, such 30as a file or

a software difcraftparPted- AQBHBALYafe RETEANBH RIS P S AR e ISR PO aRsERINEDN of the part.
File size 6116 identifiredidhersipdatddversraect sptaiaie gittrefeatic aley terd)phedddtdhis 6118 provides a

status as to the PHARRSS. AULEERR A IbIrafarsammand Y BlinkesiatHs REQBERR QLS provides a
graphical progres§obar %wowingsmg percent %ompleﬁgsfnor a particular command, iV\{ith reference now

) { d , NGt 4 digital ' ETETET
to Figure 62, a dﬁstgrraagr% |ﬁﬁ§ﬁsétlng a User interface for an. %pﬁﬂlk focal ﬁ’ﬁ\"}er{?&f}rﬁe\}\? iS depicted in

accordance with ¥hsatigatitageous 5embodiment. In this example, tab 6004 has been selected and a user
interface foraplink loc&deticerta0) Viesw=bS06 i dridficeei GOofdqore sertedy THisnpartieldarsiew allows a user

to load crates or sfvyRre.alarath PR SFREGHIOGRLSOUERR: rASHYRG Rbitware aircraft parts
and commands. A particular item may be loaded by selecting that item in section 6200
and pressing load inventory from media button 6202. The current inventory found on a
particular storage device may be refreshed by pressing refresh inventory 6204.

20 Details about selected items in section 6200 may be displayed in section 6206.
In these examples, the information may include, for example, inventory item 6208,
expiration date 6210, airplane identifier 6212, airplane destination 6214, type 6216,
nomenclature 6218, file size 6220, uplink status 6222 and uplink status progress 6224.
This information is similar to the information displayed for software aircraft parts

25  received from a library proxy server application as displayed in window 6000 in Figure
61.

With reference now to Figure 63, a diagram of a user interface for a downlinked
files view is depicted in accordance with an advantageous embodiment. In this
example, window 6000 displays a user interface for a user interface component, such

30 as downlinked files view 5908 in Figure 59. This view is presented in response to a
selection of tab 6006. In this user interface, information about data downlinked from

different aircraft are displayed in section 6300.
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functionality allows a user to load a software aircraft part from another source in the event that access to
a library or proxy server application may be unavailable or 10interrupted. Additionally, new parts that may
not be found in the library or proxy server application or updated versions of software aircraft parts also
may be loaded in this manner. A local inventory of software aircraft parts or other items may be found on
storage devices, such gs,ahal Qu 6&'@&9 S\WHRFMS%&Qméﬁééﬁﬁ%@&ﬁoﬁwé@lr%%ﬁ“'e disc.
15Section 6200 illu rates an | |cat|on of cal |n nto E\t may. é) I%ﬁled onto pe software

n alrcra e SHspen OWﬂ
maintenance toof Estifeis may YRGS SHAOSRS SRerd paHs and commands; partlcular item may
be loaded by seléeagInABRBHMITH BREIRNGBROCCAIREPRESERTEI B ZMIFVERRNS) HMlifkeédia button 6202. The
current inventoryidfauinetion @opatrtchilarstar ageid evd cemayideid efeeshe by piiessing tefresh inventory
6204. 20Details ?&%%e%%?%%gém%gﬁﬁ&ﬂ&'fbﬁ%%q nay, g%ysplayed in section 6206. In these

examples, the information may include, for ex ‘é‘;ie mventor item 6208, expiration date 6210, airplane
identifier 6212, alrplanglﬁg‘&rr?aﬁ%eﬁ @ﬁﬁeqﬁfé BNRATEINGELGrE B ShIYeLiBRPAAN {plink status
6222 and uplink drageshproyresisi@RPge Toldinfelgratoisdisesimitantioksheuitsfo G3Rdiobetiisinayéd for software
aircraft parts 25rege e iransadibesiiossyisersaic appisaban pscisplayaddamipaaw000 in Figure 61.
With reference noyy JF &“Jgsﬁﬁ’eoaf&@%rr%w 8&%‘#%8&!9&% Eoée%tQQYKQ'HB‘ﬁ%rfé'es view is depicted in

accordance with an a antaégeous embodiment. In this example, window 6000 displays a user interface

for a user int@rfal¥ BERHSRAT SEtF %‘ﬁ%r%lmﬁfﬁﬂ?é‘fiefﬁ%@ @lQWSWﬁ‘?’F HiYUrESYPAE view is
presented in resptatgento dgebettionysferabtiBO08yiimtisisradesniatasiagesahfeamdddre abpunedata downlinked

from different airgeafi-aredisplayed in section 6300. A user may suspend or stop downlinks from an
onboard electronic dlsglbltltloréﬁlssqeml on aéwdc?lor 'rEl.ftf ana%% (l)p o%?ﬁﬁ@d downh 8 button 6302. When

ata presen
this button is selected, a software main Enance tool does not receive any addrtional downlinks or

information from SAi2frERAR-t65 WRfEhAHESE BTt Arideieinnipk iRffkeeria) BP8resumed by pressing

a resume button Eléttisdisplayecade byFattuEinga paeicntayd oadingctid avwhlitsicestenedefor a proxy server

application to the.s@ftwage maintenance tool by selecting redirect downlinks button 6304. Selection of this

button causes the onb?z?rd electronic %s ri utlo Eg@ y])ererout all %(aﬁ/nllnk miormatlon destined for a
t

rmation pre. s In_seclio 1
Proxy server appllcatlon o be seﬂ ts e SO ware malntenance 00 {he SOT ware maintenance tool

is disconnected feo#TEfe B HEERIGSRE: REPIRNEISRTHIH0PS $JstesietHS Howpmitks Ay 6XHed@Bitomatically sent
to the original desjpeadan, description 6318, file size 6320, downlink status 6322, and downlink date

20  and time 6324. File name 6308 identifies the name of the file downlinked or received
from the aircraft. Airplane identifier 6310 identifies the aircraft from which the data is
received. System 6312 identifies the line replaceable unit from which the data is
received. Application 6314 identifies the software aircraft part on the line replaceable
unit associated with the data.

25 Data type 6316 identifies the type of data generated by the application. The
software maintenance tool receives downlinked files with a data type to represent an
unsolicited downlink in these examples. Description 6318 identifies the name of the file
downlinked, in this example. File size 6320 identifies the size of the downlinked file.
Downlink status 6322 identifies whether the data was successfully downlinked to the

30  software maintenance tool. Downlink date and time 6324 identifies when the downlink
completed. This completion may be a successful completion, a failure, or a partial

downlink, depending upon the particular situation.
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Section 6306 displays additional information for downlink data presented in section 6300. Further, a user
may view or delete downlink files in section 6306. 15Deletions may be made by selecting a particular
downlink file and initiating the delete command. Information presented about downlinked files in
section 6306 include, for example, file name 6308, airplane identifier 6310, system 6312, application

6314, data type 6316, dgsariptian6Hifblessizaif3a0 ilRwainkstatis 8322, Anddownlink date 20and
time 6324. File name %SOgelde téflest e name of the file downlinked or.recelvglol from the aircraft.
y

Airplane identifie?%@i iaen?fﬁees fﬂg%ﬁ%r‘%{% ?r\(')v'rtn Whic V?ﬂtégc?é)fjas r%”}%%dé%%i: é‘t‘%r‘?{aéﬁ% identifies the
line replaceable Wit RPMHERIEYE 21HEa"IH RS ED 2SI EEEIHRTPS STANCRSTIRSITS S¥tfkrare aircraft part

on the line replaexaabdﬂ_aewﬁmaangl&&abwiﬂnﬁbq&tﬁ&d%aametyﬁe !ﬁu’iﬂcﬁ:iéjemiﬁesdﬂ@_eewp@ inf data
generated by the, applicaiiosin [ & SAIVE S R eRAsTR [RURGaIEs dawnlnked;flgswith a data type to

represent an unsolicited downlink in these examples. Description 6318 identifies the name of the file

downlinked, in thRS@%aHIRIE REIC USR5y Saarlinoa e ao5P e HLWHIMREIIES Sownlink status 6322
identifies whethesatieagareainies angedesktaiisiaiosainekied ebtithe B0vefivwinietmarpiteatnce tool. Downlink

date and time 6324iigiantitesonhebpdiatdgwnivk.compieiested s campbanomayay:pecsssuscessiul
completion, a failyre, or a partial downlink, depending upon the particular situation. Turning now to
Figure 64, a diagram Illustrating a user interface for an event console is depicted in accordance with an

advantageotfs embodifidMSTIPXATERASGRERT VRIED T RS INED IRY S TS SAYE FERETEP U er interface
component, suctheitoeddits conssleHoiddadregurenbdishiate defint€dodxamghketitusipanticular view is
presented in Swiggaws CORQ M TRERCERA InaeiRsing trb $RAGrSRSHAMA4AQRIesENts activity that occurs

with a particular so{twape aintenance togl sgssion. In thgse exam les, a qoftwarﬁ maintenance tool
. a d save events without gser intervention. Tn the [ €S, eac e1|1ry

session is a perioa 8?]t|r'r(1:g|&unng which the software maintenance Solxlasr_n perating. The events illustrated
in section 6400 rA&Y'BEHIREBARYGHOIAFIARS ABIF BRESEEER e’ UaTeKisEentd fayeBe saved by
selecting save everftsrcinpsoperbciitoraGdd2atventsseagy idertiigmetidranivditpleiasbsection 6400 by
selecting clear eygptscansole button 6404. Additionally, the software maintenance tool may automatically

save events without usler intervenpo .In tr%gsg éelé(amrﬁliﬁs each entré/ Idis%plgtléaéée{i in s?ction 6400 includes a
er

. urning NOw. IQUr, ustrating a user.int or a retrigve
date and time stamp, a userglaentlﬂer%l* euser féap orming a particular action, ang a message

identifying the actidi fR@NhE8 hiselgpicted in accordance with an advantageous embodiment. In this
example, window 6000 displays a user interface for retrieve from library view 5912 in

20  Figure 59. This user interface is presented in response to a selection of tab 6010. This
user interface may be used to retrieve commands from a library or a proxy server
application as well as browsing or looking at the various software aircraft parts.
Additionally, this is when the loss may be used to create commands to uplink software
aircraft parts to an onboard electronic distribution system.

25 Parts that are available in the library are displayed in section 6500. Particular
software aircraft parts designated for the software maintenance tool may be retrieved by
pressing perform library transactions button 6502. A user also may create commands
to uplink software aircraft parts to an onboard electronic distribution system using this
interface. A user may also select a software aircraft part from section 6500 and

30 designate a particular aircraft and line replaceable unit using list 6504 and list 6506.

List 6504 provides identifications of aircraft. List 6506 identifies a particular line

replaceable unit on the aircraft for the software aircraft part.
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performed. Turning now to Figure 65, a diagram illustrating a user interface for a retrieve from library
view is depicted in accordance with an advantageous embodiment. In this example, window 6000
displays a user interface for retrieve from library view 5912 in 20Figure 59. This user interface is
presented in response to a selection of tab 6010. This user interface may be used to retrieve commands

from a library or a proxyrseinesARRNGREASEs WEhas bravsing saidngAiheyargus software aircraft
parts. Addltlonally,tthls (ljs thE the loss mag be used to create commanfds {ﬁ(?bllgg&rgﬁggtware aircraft pads
i

w
to an onboard el&ctronic f&?srffrl U Llor_ﬁrgf/)%/tg?%.%ﬁtrrt'gvt%a?rg?teegwgﬁgﬁr in ibrary are displayed in
section 6500. PaPieBlapdeftipars Hiscraiepadssaedigrate@mpih@isofhvareerriiiseaneetool may be
retrieved by pressingnpedfarbe ldasandtiaosactions diviten 6202 fugehalsecramy create commands to

uplink softwaye aircraftTBﬂ{ tﬁ’o@ﬂd’ﬁ@ﬁ%‘%éﬁ@%&%&o@ﬁ]%ﬁ?ﬂgh‘ﬁi&ﬁaﬁ’ﬁmﬁﬁﬂ ggigftw;ggface. A user may

also select a software aircraft part from section 0 and 30des;9nate a gartlcular aircraft and line

replaceable unit TR TR1 6504 NP8 s68Mae $8uh R GEL RIhaRCatbAs BEEdlcPatt. List 6506
identifies a particigaiciiddreptaczabiewiihipoadtrntagerdft sowddensofiwatbiafxaafipaeia  After these

identifications hayhiegndnasiendhe polyake aiiaiatrpat Toayeser eltieyeshiingothenibeiys by pressing
retrieve selected Jnyepront Iran- AR IR, BN ArDSs0aRJeliay Qefr&?}saE’MF&QHoR%‘f?ﬁﬁﬁotGﬁb%gfﬂNare aircraft

part to be retrieved and a command to be created to uplink the software aircraft part to the aircratft.

5Turning now to #RGURS B8!S B4 <P RFRP 1SR SIOWATHPEEIGH: £E6R/HRe AVEMERITRS tool in
sending commarsisl dred softevel i etiecrizitpeatotoaaarcitafiris raepiete dentedddidbmer weith an

advantageous enhgsline BlclistisRyampie st ernesng Jovwds, shawndalisafbyaeanaintenance tool
6600 to the sending Oflﬁ%},@%nrgﬁ ar&gesoftwar% aircre}é’;é)arts from “PVQQ/IGGOZ or r%rmé\é server application
iC distr 0

6604 to onboard 10electroni Fbutloﬁrgg/%sisérﬁ %6?3 gaggarénétha an aircraft. Each of the different steps

and the results ofMdOEstE88 5 REPIISE NS SoRlFAIEMRERtEFER Ee ' 85bINBEOTIA) e R5§ged as events for
downloadingsto libterfydeGdz porproxsusk pseeraipptdatioibGePdiew 5912 hRigxarddle.iiheyprocess begins

when_ a user initigleg@ KW%%% RIREEASHMIKLURKALY B8R AERS Qéb!nsﬁ[é/&rs%@iﬁaﬁm@@ém_ using a
user interface from a uaer 15interfa r%compor}entegbjsch eﬁ, retrieve f%)dyslltlﬁ(re%rx]wew 59 % in Figure 59.
0

. . ard electronic di utign system 4 Library service akes a ca
Library service 685%)@ rieves a lis up(flnﬁycommands{ at’have been successlfuﬁy up inked to onboard

electronic distrib§titer 8y ho0806 I aR)VeEARREEBOH AL AR AREESA T & BRISEFN?EYY 6602 or proxy
server applicationi&Gfidrand passesd lisit ofdlecarvrtandidertdiersiooaamisrands that were successfully

uplinked to 98boa{§#rﬁlﬁﬁwg9'§@em 6606. Library service 6608 retrieves a list of uplink commands that
have been successfully uplinked from commands table 6610. Commands table 6610 is
an example of a table found in database 6612. Commands table 5500 in Figure 55
identifies fields that may be found in commands table 6610.
For every command identifier sent to library 6602 or proxy server application
25 6604, the corresponding command is deleted from commands table 6610 in database
6612. Additionally, library service 6608 also may send downlink files and event logs
from file system 6614.
Thereafter, library service 6608 may make a call to library 6602 or proxy server
application 6604 to obtain a list of commands. These commands are compared with
30 commands that should be in queues for distribution to different aircraft. If commands
are present in commands table 6610 that are not in the list of commands received from
library 6602 or proxy server application 6604, those commands are deleted from this

table. However, commands generated by an operator of software maintenance tool

80



20distribution system 6606. Library service 6608 retrieves a list of uplink commands that have been
successfully uplinked from commands table 6610. Commands table 6610 is an example of a table found
in database 6612. Commands table 5500 in Figure 55 identifies fields that may be found in commands
table 6610. For every command identifier sent to library 6602 or proxy server application 25 6604, the

corresponding coiggBanfbis HelRted fieecrmmandsiakieShlAdsdatahase 661 Additionally, library
service 6608 also m% send dow?&nk filgé aqglraev%%gogrs from file system 661 Thereatfter, library
| 0

service 6608 ma;c/oma Ea Bl rsaerr)]/t 6’2 r |Broxy Sever %%%rl\f%ﬁ%%'?é'ﬁﬂ ?ooébtain a list of

commands. These cormnAi&AER R eBRTFREEWiHeBheReniEs 8888 skiukinse wheltiels for distribution
to different aircradtalé epsatyandssase theeseniaia ciotrumandsviablaé6lddhasate naidrithe st of commands

received from libyary G602 0L RIGKY SEIYREPRIGAKIN LA HASERIAMARAYLS Bk gedgted from this table.

However, commands generated by an operator of software maintenance tool 6600 will be retained. The

deletion of commaREETS B RN AINPRY e SOLWR G &I EaThRRE RS ey GER7P L RIS P it ary 6602 or
proxy server apptieslifeiosd®44. AnyFeiriezethawios conaineadéleciveldmitiidy Sewicrte 608 determines

whether a crate alieadyiaxistsitaicthe seimaseaiigalispatkevidwtiimeysianiestini the crate for Sthe
software aircraft pagt {5 QL %Bf%r%}% camgRand, then Iprary RenGs 0008 RIigVER a crate

containing the software aircraft part from library 6602 or proxy server application 6604. Any retrieved
crates are stOred”AfiREPLHBBIE WQO&E@%'%%%%Q@I?JFé‘f?iE\)@?ﬁrB‘rcgrBP%ﬁBdaﬂP@’day exists, the
new command is'plaeg 66U colwimacetsniabiea8619vinvd 664Basey 6642 infanegrateris successfully retrieved

or the 10crate already-¥istsatbs-ABY GNARBENM s AGUad 19ALg4eEein uplink command queue manager
6617. Uplink command queue view 6618 may show. inf tion for commands managed by uplink
command quece mandgB Lz RS ST BB B, o treshed. n

this example, upRiRTBEaIRIPEARH IDVER/ 186 16104 1§48 PiHterfAE RSEPTRRIRN s SEFNES UPiMk 15local
inventory view 5%6Ias cisplayied §906indowpGRE0 imvigore6®R0 Thdguienb2lldwis demogierator to see the

different software, aissEaft Pt Rk aiReRiRrechwilunithespiiware maicisaanasitank Byaewing what

software aircraft %art are reanéiq(file.s stem 6614, an olp?rator ma crea¥e new ¢ mmands to uplink
ainfenange tool. 3{ nowing what software airc a&gaft re)r()re nt in |8s stem
those software aircra parts using he software maintenhance tool. Ihe earter, update command queue

view 6618 is 20uffite. PGS TR RGN Fvr CORENTPRS, 10 pIHRKABPS BV fGAlIETATERF 5004 as

using the software maintenance tool. Thereafter, update command queue view 6618 is
20 updated. This view may be, for example, uplink command queue view 5904 as
displayed in window 6000 in Figure 61.

Thereafter, the operator may disconnect software maintenance tool 6600 from
library 6602 or proxy server application 6604. Software maintenance tool 6600 may
then be transported to the aircraft and connected to onboard electronic distribution

25 system 6606. When this connection is established, uplink command queue view 6618
automatically uplinks all commands that have not been successfully uplinked for the
particular aircraft to onboard electronic distribution system 6506 through on ground
connection (OGC) interface 6520.

On ground connection interface 6620 creates a command for on ground

30 component (OGC) 6622 and adds this command to a list of commands for on ground
component 6622 to retrieve one at a time. These commands are identified in uplink

command queue manager 6617.
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displayed in window 6000 in Figure 61. Thereafter, the operator may disconnect software
maintenance tool 6600 from library 6602 or proxy server application 6604. Software maintenance tool
6600 may then be transported to the aircraft and connected to onboard electronic distribution 25system
6606. When this connection is established, uplink command queue view 6618 automatically uplinks all

commands that have nghbegh gﬁueﬁ%é%%@mie%@dp;%m%g%rﬁ@ew@hgﬁafﬁt@fma glectronic
distribution system 6;1596 througnq on nection %etﬁ: interface 6520.a(8g %oﬁnd connection
n

e P Se A R At PR e s

interface 6620 creates ac mman un _ ds"Ris command to a
list of commands fs#-ofh hPciisERrEsnaperdNtBIBPRA 0 FEtrevd Yrleedp &iled The’eresiimands are identified
in uplink commaneneiteet BeR2agerobibands aWhencbangeaumcheoonpaaenihoAtealls on ground

component interfaee 820, 0n. giyBshRAMAPBESS isHAGRRA2NFACIRmINeheiber the aircraft is
already uplinking data. |If the aircraft is alreagﬁiéﬁ\l/rﬁ;&?%data, a null value is returned to on ground

component 6622°5HEPWIRHYEIRL 6% o iy s AR RIS ITKIReE & 98 ples, on ground

component 6622esarteanicates with onboard electronic distribution system 6606 to determine whether
the aircraft is uplinkingittataairctheseexamgiesolinkinl, the airssalbimnesraieady uRlisdingaibe oldest uplink

command in the gOMIMANG GUEHE[? Qéﬁfgomp%ﬂeﬂfg%ﬂﬁ ciR'E‘&H%ﬂ’%r&ﬁ%zco'rﬂ&%QntQi}ﬂ ound component

6622 10communicates with onboard electronic distribution system 6606 to start uplinking the crate
identified in the COMMANEPESVGPRIRED AIpOFRSTT BBBauHa 61 ea PSS IAToRIAEBA BEiring uplinking of
software aircraft patsidpuiitiaem dre groumehdodparrentintenfacen66642 may eppelatsaiysiink command queue
view 6618 to ShowRRIRITSERAIFHATY 8BhanedIHisHates-s uRknRK St RRadmssoRd-0 in Figure 61.
15When the corqmgrpa% he?tzgc?nen su(?gtessfmlycexerggg d g&lei% G §Ong1%%uer virews %r18 updates the
information in commands ta !eaéIGT : ﬁd@monﬂn, up in command queue vie 6618 also updates the
execution status Bfth@sdBrRgkRT eritr et Azl eresstesette8 imhigtng How to Figure 67, a diagram
illustrating data flow in\&tsofthacerz0andihte hancetoasphdlyessingedowrtitiklkceohfikesl isudepicted in

accordance with @y 6618 updates the information in commands table 6610. Additionally, uplink
command queue view 6618 also updates the execution status of the command field in
commands table 6610.
Turning now to Figure 67, a diagram illustrating data flow in a software
20 maintenance tool processing downlinked files is depicted in accordance with an
advantageous embodiment. In this example, software maintenance tool 6700 may
receive downlinked files initiated by application 6702 executing on a laptop computer
connected to onboard electronic distribution system (OBEDS) 6704. Additionally,
unsolicited downlink files from line replaceable units (LRU’s) 6706 also may be received
25 by software maintenance tool 6700. When software maintenance tool 6700 establishes
a connection to onboard electronic distribution system 6704, on ground component
6708 is the component that provides the communication with onboard electronic
distribution system 6704.
On ground component (OGC) 6708 communicates through on ground
30 component interface (OGC) 6710 with other components in software maintenance tool
6700. In this example, a downlink file is downlinked and stored in file system 6712.
When the downlink file is transferred to file system 6712, on ground component

interface 6710 inserts a new record in downlinks table 6714 in database 6716.
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advantageous embodiment. In this example, software maintenance tool 6700 may receive downlinked
files initiated by application 6702 executing on a laptop computer connected to onboard electronic
distribution system (OBEDS) 6704. Additionally, unsolicited downlink files from line replaceable units
(LRU's) 6706 also may be received 25by software maintenance tool 6700. When software maintenance

tool 6700 establishes gropferliRRIRMAPARELLIRAUAMIA AISLRLHOE,SYSIBILE {Rdvn grRUNd component
6708 is the comppne t that. rowdeé tﬂe ﬁ:ﬂmmunlcatlon with orf)board e egtronlc dlstrlbytlon system 6704.
ow IPEB%@)S , ple

On ground componenn 6708 Eommu'ﬁi\(l:'g es nrg)ﬁ?;rﬂ onog?olﬂsr?a'ﬁ 08%6385” A fiterface (OGC)

6710 with other GofhpRRMEIKeHfiRRarEIARA IS ¢S 67T0 ViR iRy &RaiPRsldo Heivnlink file is
downlinked and stmeabmnﬁlm swﬁtamea?e&.erieadtbemwel'rnémii_delésetﬁamfmretéso Milevsirgtem 6712, on
ground componeal intFaGe g %‘F_Q#E%v@%Wg@g%ﬂié%%‘é(ﬂ%@b%é%@ﬂﬁcﬁiﬁju%\mqm&f’tgéée 6716.  The

different downlink files stored within file system 6712 may be viewed using downlinked files view 6718.
This view is an e%&ﬁple of a user interface component, such as downlinked files view 5908 in Figure 59.
This view may be used terieRsitifgaiivaredoinikniiii o ®lH78 besen e cetvedang grsildishmanipulate downlink

files. Downlinks Stable-forORitnibigyre728 shnvwy exaspigsieftbaldszthanmaytie dondtisndownlinks table

6714. Thereafter, soffWate MANSAANCECL 6 %JQ@X\A%JPﬁ%@%%&@ﬁ%@%@?b%%ﬂ@%ﬁ%” with library

6720 or pro;z server ag_lpllcation 6722. When this connection Is established, library service 6724 identifies

downlink filés thaPFYE T8t ér BT ¥antRBEBisTaA? % 7D STtk 08 ieh islleatitiy BY22. The
identification of tiesd fileowninkbéafdbriBdd downlinks table 6714. In these examples, partially downlink

files are not sent to libian &E20 9F NESXY-SRIVEI ARMHRRIRQNRZR sEneAsarPkie doywslipk files identified
in d_ownlinks tqblg 67% Iiflacr%lrgns&ry'(.:elzﬁjza4ﬁzgﬂffi]remd% thﬁlrgktlﬂﬁesq dfélr(ﬁ a ?n%f”xlfvﬁmkg? 1[8 efile system 6712.
15Library service 6724 then torwards afl of the Tocated downlinked fies to I rary 20°r
6714, library service 6724 confirms that these files are still stored in file system 6712.
15  Library service 6724 then forwards all of the located downlinked files to library 6720 or
proxy server application 6722. Any files sent to proxy server application 6622 are
eventually sent to library 6720 by proxy server application 6722.
In some cases, files may be only partially downlinked to the software
maintenance tool because of an interruption. The different advantageous embodiments
20  provide a mechanism through which partially downlinked files are saved by the software
maintenance tool within file system 6612. These partial downlink files are saved and
additional or remaining portions of the downlink may be retrieved at a later time and
added to these partial downlinked files to form a complete downlink file. In this manner,
if an interruption occurs, the downlinking of data may pick up where it left off without
25  having to downlink the entire file again.

Turning now to Figure 68, a diagram illustrating data flow and logging importing
events by a software maintenance tool is depicted in accordance with an advantageous
embodiment. In this example, software maintenance tool 6800 logs events in file
system 6802 using process event logger 6804. Process event logger 6804 is an

30 example of a process that may be found in manager 5408 in Figure 54.

In these examples, process event logger 6804 may log all of the different steps

and results of those steps performed by software maintenance tool 6800 in uplinking

and downlinking data. This type of information may be displayed in event console view
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proxy server application 6722. Any files sent to proxy server application 6622 are eventually sent to library
6720 by proxy server application 6722. In some cases, files may be only partially downlinked to the
software maintenance tool because of an interruption. The different advantageous embodiments
20provide a mechanism through which partially downlinked files are saved by the software maintenance

tool within file sygteys GRiLe |J£}?é§a%ré'%¥ dowwlink files é‘ﬁ%ﬁ% ﬁﬁ@ﬂé&ﬁﬂ@#&é@é&ﬁﬁ&ﬁ@ﬁﬂ@mg portions of
the downlink ma%éjq re |eved later tlme and added to t %%%%ld ownllal%ﬁe iles to form a

n ex ]mge .user intefface IS win ﬂ I F
complete downlin i manner if an’intérruption’occurs Wil Ing of data may pick up

where it left off VMWQBWWW@WGQRN%PRW%&F@ fheaByfBiP8 or ProryiRRGTRIRIEEIPIYure 68, a
diagram illustratisgidatacfignianeyleggitgeasn postingravants kyavsofinmaresfadateaance) toed is depicted in

accordance with 45 adyaMageQHss3ad BRI UH%%@%&%O%WBF&?@&E%%@&%SR' 6800 logs

events in file system 6802 usm% lErocess event Icl)I er 6804 rolcess even &g er 6804 is an 30 example
of a process thatthay BefoaraTiP RSt ager 8ty i &”@JP& Byent1o0 flef s dLRIIRPDIRS, process event
logger 6804 maﬂ@bl\ﬁll praesadifferent steps and results of those steps performed by software

maintenance tool 6800rmdmiﬁg\img> anflsosgnkinkigenchaliastidtisotype mbinfosmatiaiianay be displayed in
event console view; 6808, Whigh rlﬁr%() r‘?@‘B‘éﬂB'ﬁoﬂf S‘dﬁ?% IGLRAGE 399%‘&8%%%&%%% interface

components 5900 in Figure 59. An example user interface is window 6000 In iﬁure 64. When software

mamtenancé%oo?%‘@é%?%?ﬁe‘?f@?& ﬂﬁfﬁrﬂ%@Wﬁ?%‘?@x?@@ﬁf&%ﬁtﬁ?@ﬁﬂﬁ%t% R r88Gh library service
6812, a user inpybiveecioiVediotith sferdatecard dogifiktsroelBdstrindhidimpsterB805BeGe Aorwarded on to

library 6808 and w&waﬂuﬁémﬂimﬂmﬁﬁé@eb‘om RNAnt Ipgssavisrey erassitiggeentadhe event log files
are renamed for archlval Fca%on 6904 urnlng now to Figure 69, a diagram illustrating data flow in a

software mainteiance tool ret evm? parts from a library is depicted in accordance with an
10advantageous embdtfifiefRd P eh(&@rarine 98l &R arReh HiteV ESoIBo O #hay<bnnect to library
6902 or proxy ses9¢? aypfiboati6n GO thesonghflitr arynpeneids SHOGN Kigser Faay\iedrieeddlbom library view

6908 to identify Hﬁ‘ﬁ%ﬁ-@f@ﬁu&é\w'@!@r%l@%@g @gw%%eémw%ﬁwmm 694 Retigved from library
view 6908 is an e am % ({:ﬁrleveg % m librar ary. view 155912 |&Eég%es5eg within user mte}rface
19 ufe

components 590 S RGO 8606 YR E?mulF%r%g €8N examp NJER b%%??n?er?ace for this
particular view. Tmtbamférﬁﬁﬁy%@@ﬁgm%fﬂoﬁh@f@TMWM PERNE SR YROAPAIRII9NABYE 6908. A user
may select a set afqrasts ardsatvieyaithageparis fiosydibrang 60 0thapdiarpeakyrsaspriyapplication 6904

and store thﬁjsof{gy@@@i{&%wﬁmggﬁﬁgﬁgﬁm 6910. The parts are then displayed
Turning now to Figure 70, a diagram illustrating data flow in a software
maintenance tool during retrieving and creating of commands is depicted in accordance
with an advantageous embodiment. In this example, software maintenance tool 7000
may retrieve parts and create commands using retrieve from library view 7002.
25  Retrieve from library view 7002 is an example of a user interface component, such as
retrieve from library view 5912 in Figure 59 as presented in window 6000 in Figure 65.
When library service 7004 is connected to library 7006 or proxy server
application 7008, a user may view a list of parts retrieved from retrieve from library view
7002. A user may select parts through this view and initiate downlinking of those parts
30 by library service 7004. The parts retrieved by library service 7004 are stored in file
system 7010. In these examples, the software aircraft parts are stored as crates.

Uplink local inventory view 7012 may be refreshed.
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20for users to create uplink command(s). Turning now to Figure 70, a diagram illustrating data flow in
a software maintenance tool during retrieving and creating of commands is depicted in accordance with
an advantageous embodiment. In this example, software maintenance tool 7000 may retrieve parts and
create commands using retrieve from library view 7002. 25Retrieve from library view 7002 is an example

of a user interface COVWN%PéMe\%H?ﬁd%lF&HﬂW%\U 9665'@%%%% 3932 RFigHELAspresented in

window 6000 in Flgr réaln commands ta[ille ?IIESQYa ase Onnec%[r?"ld 0 Ibr%r% 7eoa0 de prroxy server
application 7008, a user may view a list of parts’re rleved rom reteve ons b ry Jiew 7002. A user may

select parts throththeeVIBSN AAEeHfitiate WS IHRIIPIE BT RSP p ARt §T30RY IBPAPP FEAHEE Y004, The parts
retrieved by librarpzemias)i 004 rave storesbitefil ecsySieme At dmttese examptasnibe software aircraft

parts are stoted ggGrAIRS: é{&ﬁﬂh@é@b@)“ﬂﬁ*@r fﬂ\é"c@%ﬁa?ﬁlgferﬁgﬁaﬂ”é‘?‘?ozo is\With retrieved from

library view 7002, a user m g create commands that are stored in commands table 7014 in database

7018. These contHiTAIRIE PhAy PP LIS 1B PRRReSlaa0KeE RARKERI?2Y #8PR¥kcution by on
ground componeng(@Ga) 7o stakudoighivprefersitaydn pened Qe itk faour0d 4ueusnboard
electronic 5 distripsitigozgystem (OBEDS) 7036. Uplink command queue manager 7020 is an example of a

component within ma”\%ﬂﬁréé%ﬁéé‘ r%?/&tl’éﬁr %@@ﬂ@&%&&?%é‘é@ﬂ%\/ é: Hfr‘?g B sdipfatus of this

process may be viewed through uplink command queue view 6 h reference now to Figure 71, a

diagram illu ﬂatuﬁtﬁc[ﬁﬁ&éﬁﬁ{&’fi’f@ Y& i%’éﬁ%srﬁrfjﬁ%i%‘mrﬂc&‘?{&ﬁﬁ‘&ﬁ%“%@[}r%%’é”?&%%léted in
accordance with @nbadvezatiage dus edrthiddiseitain rtiaistexarmpleo SO arey madateseliveeeool 7100 may

upload software ai.r&rémfbméiﬁaﬁombawﬁi@iﬂqﬂzﬂietgy&lﬁrsvmrmrzwmrmuebauaul@mmal inventory
manager 7106. This V'e"\ﬁlﬁ)ﬁ Sxamp e of (Er))llnk oca I mvgnto VI€‘V¥ 5906 %{ gure29 59 This view uses a

graphical user interface, suc as'\?v}/r'\ | qur “8 Iofg Re contre IS uplc?adlng or uplinking

process from metfla f’l‘@Z'ﬁﬁ’dﬂﬁ%%ﬁﬁ?ﬁ%Hﬁ%iﬂﬁ Lﬂﬂ%RHB’(‘:QF WW@H%W%M‘US 83oftware aircraft
parts may besuploaded frtocsafiivdreisnalnteingnee poatind PO dessfrothereg@ur tes rotlgerethan a library or a

software proxy sgiyesARPSALRRIGURHIRGRY 1 1Bs oL JehlikoafpyALs mARtenance tool 7100

may allow for last m(yetg arts or new Epatrts not }6 2 ‘?Y@dl ble erom normal ?huarggshb(r)aryeouploaded to an

R f§|of rz\@re maintenance rom other sources o
aircraft or if a connection 1o
a software proxy server appllcation. By allowing for this type of flexibility, software

maintenance tool 7100 may allow for last minute parts or new parts not yet available
20  from normal sources to be uploaded to an aircraft or if a connection to the library or
proxy server application is unavailable.

Turning next to Figure 72, a high level flowchart of a process for managing
software aircraft parts is depicted in accordance with an advantageous embodiment.
The process illustrating in Figure 72 may be implemented in a software maintenance

25  tool, such as software maintenance tool 5400 in Figure 54.

The process begins by establishing a connection between the portable data
processing system and a source through a ground network to form an established
connection (operation 7200). Thereafter, the process retrieves a set of uplink
commands from a source through the establish connection (operation 7202). The

30  source may be, for example, a proxy server application, a library, or even a local
storage device.

The process then retrieves a set of aircraft parts corresponding to the set of

uplink commands from the source through the established connection to form a set of
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proxy server application is unavailable. Turning next to Figure 72, a high level flowchart of a process
for managing software aircraft parts is depicted in accordance with an advantageous embodiment. The
process illustrating in Figure 72 may be implemented in a software maintenance 25tool, such as software
maintenance tool 5400 in Figure 54. The process begins by establishing a connection between the

portable data proggRIdssHISRIARARBALERIRIRMID M eHBE BENCK o fpruABrestablished
connection (operation 7d20%Thereaf];er, I;pe proces rFtr eves a set of u {lnk commands from a source
rieved so re a<rcrat ﬁoﬁ I é&fzs)or%%eﬁ?ta Egs t

r rocessin m.to form g set o
through the estab‘ﬁs connection (oper soBrce ma ,?or exampﬁe, a’proxy server

application, a librdpjebrderciwee Bid@eaiaitte206). The process then retrieves a set of aircraft parts
corresponding to the seheptiphak thenmurkands:fomdbersblyr aetithrodgssifiesestabhsinatdeconnection to form

2 set of retrieved SR, AHCL BT ORSIANIOR LA TRARIRSRRS P12 e el retrieved software

aircraft pads in the portable data processmé;%%étem to form a set of stored software aircraft parts

(operation 7206) ¥l C8sRWECHIaEN R SYS LI E YA B ARSI SPE i Swith the Sstored
software aircraft pelieblfromiaheoggesimmincontsi (operitinrit TROB) ki anthe séex@nitsies ke portable data
processing systeprotse$8euatkitsans gatigndaalpvsibssipgriphiendata peagessingdercpaneaet to an aircraft

network on an aiggrg{gcrg}pﬁ<ét\yaﬁ( W%ﬁ%ﬁ%r‘éﬂ%‘&e‘%&% gng%t_able data processing system with the stored

aircraft parts to an aircraft network in an aircraft (operation 7210). 10The process then issues an uplink

command frdn the set'CFEBRFCEEIFMISHIES 75 HRAKiFeraR TSt 95r SRR 88110 WSt T ARG H %N on-ground
component in théhgaitaisiie dida@oreseissing Systeroudhv progess sertsrasstondtdeairetatitepad
corresponding todiig pplisksegreyniand inthesetotstatadssativare alrssalthrpdaitheatigaft data
processing syste rough the a1 goNnf component (aperation./ 14k wih fhe doprocess terminating
thereafter. Tuﬁung now to Figure 73, a more detaile ﬁowgharto_a process for managing software
aircraft parts is dePRIEN T AEES dAREBithCarP e rBRSIEs RS EUirR el 4FnE B iBRess illustrated in
Figure 73 may beritgemenitedinp hsoffieare maintenance tool, such as software maintenance tool 5400

in Figure 54. The procegsiRdhisigwigureitysiraise hefifersrhaienshatosory inaspiyvare

maintenance tool when connected . . . : .
software a(l)rcra?t parts is depicted in accordance with an advantageous embodiment.

The process illustrated in Figure 73 may be implemented in a software maintenance
tool, such as software maintenance tool 5400 in Figure 54. The process in this figure
20 illustrates the different steps that occur in a software maintenance tool when connected
to a source, such as a library or a proxy server application.
The process begins by receiving a request to perform transactions (operation
7300). In this example, the process to perform transactions may be initiated by a user
through a user interface within user interface components 5900 in Figure 59. In
25  particular, the process may be initiated by a user entering user input into retrieve from
library view 5912 in Figure 59 with a user interface, such as window 6000 as illustrated
in Figure 65.
The process then retrieves a list of uplink commands sent to an onboard
electronic distribution system (operation 7302). In this example, the list of uplink
30 commands are ones in which the software aircraft parts identified by the uplink
command has been successfully sent to the onboard electronic distribution system.

These different commands may be stored in a table in a database, such as commands
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to a source, such as a library or a proxy server application. The process begins by receiving a request
to perform transactions (operation 7300). In this example, the process to perform transactions may be
initiated by a user through a user interface within user interface components 5900 in Figure 59. In 25
particular, the process may be initiated by a user entering user input into retrieve from library view 5912 in

Figure 59 with a ysgr i8R aeR WSS aguingamne AQQRR S EsHRCh HuEI9MES: 580 iFisgRrearss then

retrieves a list of ugllnklc mmangcsaﬁgnngst qqgtngpgrc%rﬁlr%ctr Vr\}l%gbsgnbu}uﬂn sey§tem operation 7302). In
this example, the ligt '6f u "rn[% §Bcomman S"Are ohes T Which e sottnare’ aircraft parts identified by the

uplink command has b%%ﬁéﬁé@%ﬂW@émat@ HeurpRre ettt diseriouRamspshentoThese different
commands may brasigiecd ibrarjeble proaydatabegslisaein aseoprroesids table&blietsFigure 55. Each of

the records withig Gammangs{able o ILGiausier MRBINAR A0 MYUGALQR st uagiher a command

was successfully sent. Thereafter, the process calls a source ( o%eratlon 7304§ The source may be, for

example, a librar§°6i s 6%?%&%@ OTLHS T B BROL SRS THEBE LS G# % kommands to the
source (operation 7308 :€TiecesprihsarrdissbaseotrdsmiicecaevthenoridsddremirtheSti@tabase and the

software maintenangetesh@arrakaBcée8 frohh Procrss spentemllzstsg. sawadwretseyenaew commands
(operation 7310) A lish, of COMMANAS |3 %O %%'é’%%&f%%tbﬁ n?é’lﬁ%c%éﬂP&rﬂtmcE%%xU"SQ%Fa“0” 7312, the

commands are réceived in an uncrated form unlike the manner in which a proxy server 10or application

receives cofmaRt@PRERAIGISREN e TFRBIIEESEH & W@féte@"ﬁ&ﬁ?ﬁ?ﬁﬁ&?ﬂgﬂﬂﬁﬁé‘ﬂ@ﬁ%‘?ﬁ the database
(operation 7314)n#&sndheksilfiandrsaiatebasctiweratioorTs/1 é). provideslathevericeiat¢o what commands

are to be executedhuithesrbnrieamairianaps &Rk Ko HeRtslerireHiKeRIREGaRaMands or delete
commands for exeﬁutlon on an 15a|{cr§ft these commands may be deleted at the source. The list of

ware maintenance
commands sent {o _ _
If a user desires to remove commands or delete commands for execution on an

15 aircraft, these commands may be deleted at the source. The list of commands sent to
the software maintenance tool results in any commands not in the list being deleted. As
a result, this type of process allows for updating commands to be executed on the
software maintenance tool.

The process selects an unprocessed command for processing (operation 7316).

20 A determination is made as to whether a crate containing a software aircraft part is
present for the command (operation 7318). In operation 7318, the process checks the
file system on the software maintenance tool to determine whether a crate containing
the software aircraft part is already stored in the file system. If a crate is not present,
then the process retrieves the crate (operation 7320).

25 Next, a determination is made as to whether additional unprocessed commands
are present (operation 7322). If additional unprocessed commands are present, the
process returns to (operation 7316). The process proceeds to operation 7322 from
operation 7318 if a crate is present for the command. The process then adds the
commands to a queue (operation 7324). The process then updates the inventory of

30  software aircraft parts (operation 7326).

Figure 74 illustrates operations that occur in a software maintenance tool when a
portable data processing system, on which the software maintenance tool is located, is

connected to an aircraft network.

87



the software maintenance tool results in any commands not in the list being deleted. As a result, this type
of process allows for updating commands to be executed on the software maintenance tool. The process
selects an unprocessed command for processing (operation 7316). 20A determination is made as to
whether a crate containing a software aircraft part is present for the command (operation 7318). In

operation 7318, the procgsschegksidbarile susipm-an i saiepainiesancgiededriermine

whether a crate %(I)rg}afltnlgg the softalarr%I a‘rc aft. g{st g% lja}lread stored in.the file S‘aYStera!{aa crate is not

present, then the proace%s reftidveS THE crate” Sberahon P34 .teé%ﬁ(eefﬂ A uetethiingfion imade as to

whether additionBIO$APYOEEYSE b FPriiiTiRI LariiiE s e th@iser R IBPISE3 Y2) v ael Al A8l 9hprocessed
commands are psesepl, thguiacesslietwssrard®pesat oradks 65T hen Figoess Procepeséesoperation 7322

from operation 7418 ({4 GG PERSANLA QRS E URMAN I 5 HRERSA RN AMHR (5 commands to a

gueue (operation 7324), The rc%cess hen updates the inventory of 30software aircraft parts (operation
7326).  Figurd® ANl 88€ & rations that occur in a software maintenance tool when a portable data
processing system, onlwhich ey softigure Hharitereirteotaatiechsedoc deiding apbeteel dieceai aircraft

network.  In these examplas/dharsaitwaiemainieannasdaaldaaycbr usebiacsasiealivare aircraft
pads to an 0“b0%re%ﬁ!@&%%l!&ﬁd?ﬁé@t‘%&lfﬂ%ﬁké%’i%%egégﬁE}}éﬂ%@&?n?éﬁr’?"Tﬁrtﬁfé g ALogessing system in the

aircraft network. In'these examples, the queue may be, for example, a queue Iin uplink command queue

manager 6517 iPFGtHE6Y. BB PrRELe s AN 82 QI RVERIR) B CRFaI Aifcraft parts (operation
7326), with the pruteissdesaiivrdimiotindranite4. THEUMITRFIRYite Pigietectidy a flowwetiant ©of a process for

sending softwareRiisieéhResiscirom aisabiverasyarintenarcateal taanepbraglsiestionic distribution
system is depict 8' igraqc%qg@dﬁe with an advantageous embodiment. In this example, the 10process may

be implemented N'a software aintenance tool, such as software maintenance tool 5400 in Figure 54.
The process begins by 68RIEARRF 4L eiPRRtIWHIHThe SHBDRY B RIEATHIE H18tFHBTMBR‘YREPn on the aircraft
data processing gystextiv{oeRatitfra ¢406)arkhe preeesshdgtersindstwhdtbewbetomimasicisipresent in the

command queugg currently uplinking data (operation 7404). If the aircraft is not currently uplinking data,
the process sends a request to the onboard electronic distribution system to uplink the
crate containing the software aircraft part (operation 7406). The process then obtains
the status of the uplink (operation 7408). The status may be displayed on a user
20  interface, such as window 6000 in Figure 61. Operation 7408 occurs while uplinking of
the crate continues.

After uplinking completes, a determination is made as to whether the uplinking of
the crate with the software aircraft part has been successful (operation 7410). If the
uplinking of the crate was successful, the command table is updated (operation 7412).

25  The table, in these examples, is a commands table, such as commands table 5500 in
Figure 55. The process then returns to operation 7302 determine whether additional
commands are present in the queue for processing.

With reference again to operation 7410, if the uplinking of the software aircraft
part was not successful, an error is generated (operation 7416) and the process returns

30 to operation 7402 as described above. With reference again to operation 7404, if the
aircraft is uplinking data, a null value is returned (operation 7414), with the process

terminating thereafter.
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15 (operation 7402). If a command is present, the process determines whether the aircraft is currently
uplinking data (operation 7404). If the aircraft is not currently uplinking data, the process sends a request
to the onboard electronic distribution system to uplink the crate containing the software aircraft part
(operation 7406). The process then obtains the status of the uplink (operation 7408). The status may be

displayed on a user ZWmﬁrrf&@r%n%y%ﬁlﬁ;\mad%@%&v&ﬁa&t&ﬁr@%r&eg%&q@c@ﬂ% occurs while
uplinking of the crate continues After up ri]kln% Ietgvan?adetermlrbatdon IS m&de as to whether the

uplinking of the corla\fve wi %H"e'ss% \}\%ere'gl?gra %r}fr Een SUCERSTS opera |on flO) If the uplinking

of the crate was BlRees dfeftrated dofignandIatie he Wteﬁp@mﬁ@iﬁ Ffty@ye PsimtReaRgsle, in these
examples, is a cosoimanrtdsdableystchaascaanmiandsit@ilerinae 82 Figure 55. The process then returns to

operation 7302 determipg whethe 99§'b%8W’?Qéeﬁ‘zfﬁg%“é&ﬁ%r‘ﬁ‘tﬂ%%%‘cﬁlﬂ&JQ&P&REGSS'”Q

rncﬁi%w
With reference again to olgeratlon if the u link mq of the software aircraft part was not successful, an

error is generated {0B4I8 SHStfﬂgjrﬁﬁa‘fﬁg B?B@é%%%tﬂ?ﬁée SORG B 40N 726595 184 Pibed above.
With reference aigdirede apieratiemar40e pifrinedaivoliakfle inptirkained ta, ratial dieanlioks i@tgrned (operation

7414), with the plasassoiersupatingstateationniMitasefeiense newmdoskigure berafiprechart of the
process for receiy %P&‘Wﬂ"ﬁ%tgﬁ 9%Plﬁb‘%ﬂé%@CE%Q%C?H%MEQ&Hk%ﬁ'é’MS‘%QHdS igfppodiment. The

process |IIustrat n Figure 75 may be implémented in a data software maintenance tool, such as

software mdihteriaee '?861“5%66 r‘ﬁcﬁ?@ﬁr%@ﬂ t%‘?ﬂ@"b?d@é‘é%elf?ﬁ?ﬁ@@"‘?@'ﬁg'ﬁlﬁgrﬁ)ﬁ?ecelvmg a call from
the onboard electrini digedtionionisyisteion ey setmdvpegapertiaPdpwnlink file (operation 7500). A

determination is made \s 0wtk dih mﬂ;ﬂed@wwwétﬁl@ hsIHaAIBeshinaipartisdAeynlinks table
(operation 7502), 'gpl HRayd V%“ (Rvmll ?15) %z%bqf tc)lg tséuch as ﬁgre%(a}ﬂweo dowﬁf’"t'?} downlink table
e Ko iRt

5600 in Figure 56. artial dow ile is no foun nt e process receives a call to
obtain a handle t§ BRAGEWHARKREH SATaM e BHBIEARY éﬂé’c@r@ﬁ|Eaﬂ@ﬁiﬁtﬁiﬂﬁpéi)§l‘é’iﬁ°&5ﬁeratlon 7504).
Next, a detarminakomasaatidatosysethepantiughsdik Shapeisgpresentdestoesithaladwnlink file

(operation 7506) 4l sifficieniSRacR ﬁmq@@rﬁomﬁ,@g\wmwgg(gg%ﬁegm a directory called "downlinksr

and a le hand rtur i Ine CNBOeId Toclecon' AUl sYSIeM (pperation 7598, The pocess

stored (operation 7512). If all of the downlink data was successfully stored, the process
adds the downlink file to the downlinks data base table (operation 7514). This table
20 may be a table such as, for example, downlinks table 5700 in Figure 57. The process
then updates the downlink files view to show the new file (operation 7516). This view is
a view, such as downlink files view 5908 as presented in window 6000 in Figure 63.
The process then determines whether the data is written to a partial downlink file
(operation 7518). If the data is not written to a partial downlink file, the process
25 terminates. Otherwise, the partial downlink record in the partial downlinks table is
deleted (operation 7520) with the process terminating thereafter. In this case, the
partial downlink file is completed with the rest of the downlink data and the identification
of the partial downlink file is no longer needed.
With reference again operation 7512, if the storing of all of the data for the
30 downlink file was not successful, the process receives a call from the onboard electronic
distribution system to store a partial downlink file (operation 7522). In this case, the
onboard electronic distribution system may have interrupted the downlinking data for a

number of different reasons. For example, the amount of bandwidth available is
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data into the downlink file in the "downlinksr directory (operation 7510). A determination is then made
as to whether the downlink file was successfully stored (operation 7512). If all of the downlink data was
successfully stored, the process adds the downlink file to the downlinks data base table (operation 7514).
This table 20 may be a table such as, for example, downlinks table 5700 in Figure 57. The process then

updates the dowplinkifilgs twemm..ﬁh%tgﬁd%wer@nmﬂoﬁm Jr B&é@%ﬁ%ﬁéyﬂé‘é’\é such as
downlink files V|ew 5908 t%s res ted |n Wi %i w 600 ure ?%f“l) Wuth(? rocess then determines
f t

whether the data |s?/'\r/0r||{rt]en t a par Al ownﬁnak fig obp% a |on "EHSt written to a partial

downlink file, the'pioresacBesraiipiates. Otherwise, the partial downlink record in the partial downlinks
table is deleted (operatioih vS2@hwei tiydiretpopeespiarpos)ating thereadiacelis phisaaser, e partial downlink

file is completed yyth, theiess Alihe-demalnk tﬂ@%é‘&ﬁi&%éﬂ%ﬂw&ﬁm Qrﬁ H}@t@rﬁftﬂ%%’éﬂ’é‘“”k file is no
longer needed. With reference aggéré&)eratlon 7512, if the storlng%o all of the data for the 30downlink file

was not successtif AR sl g 8 BresAHanTh WAl a2 (QRABHRS dRgP AER system to store a
partial downlink fiféefepes &tiontq sprption thi % disepeheiciomninksdledarorsiecdistribetienialystem may have
interrupted the dawiinkingsiatamégirecasinbemefditffarestirasnesibaraaxam phe, disvanount of bandwidth

available is '”S“fQF%?tFHn'i 81&%1! I %?é@rﬁ’?&%é%' ik ?!'E@{ 'ﬁ‘?ﬁ’é’ﬂ?o‘i'%t&hﬂc‘ﬂf&’&seg'étm creates a record

in the partial downlinks ata aset (operation 7524), w e process terminating thereafter. With

reference again fPBHRTAIIRH P56 dif it %?Y‘é{w@ﬁﬁe@éWSPW@”‘S&'&NJIWW&“& null is returned
to the onboard elbetrorrcedititibopryatiopsteta ts irdiciie ttatvimsufficient disk space is present for the

downlink data (Opefati(?’ﬂu252@364\(11£\-é%§r&@%@@%t@&@%@&imﬁe@% mmwwm@ks file is
present in the partlebl own |nks table th%]%gocaeﬁretu {n aI dowglnk file mfR fion to the onboard

OVI es an a tare ans errin ware aijr
electronic dlstrlbutlon syste operatlon IS information |n es a startln pomt or offset to

send the rest of thEPESWANIRKISTATER ther SFSRAMTIRRVEIRMT He (PRTtEIStHRTY HHGE8RYS to operation 7510 as
described ab®veembodinmrss the softwacenaiaicrienanoel toey describeithir théselitifierentadvantageous

embodiments pf%YbQ?%é?‘UbﬁQQ&f&Hi@H@@B@?o%Gtﬁ@ﬁ)ﬁfﬁ( e B aifeaihpar@irm a library to an
aircraft data processin sxstem he different adva} eous 1 embodlme t(f the ﬁoftware maintenance
{ﬁ l?p ?he I|%rar ware maintenance Ltg] f

F e disconneclte I'a)
tool may connect ei Or t0 a proxy server a¥) ICalion on a groun network to receive

commands and $tfidreetwork and phy3|cally moved to a location for connection to an aircraft network.
At this location, the software maintenance tool connects to the aircraft network and
20  transfers software aircraft parts and commands to the onboard electronic distribution
system executing on a data processing system on the aircraft network in the aircraft.
Additionally, the software maintenance tool allows for an operator to
create commands independently from the library using graphical user interfaces
presented by view components in the software maintenance tool. The software
25 maintenance tool also includes features that allow this component to receive software
aircraft parts from other sources other than a library or proxy server application.
Onboard Electronic Distribution System
The different advantageous embodiments also provide a computer implemented
method, apparatus, and computer program product for transferring information with an
30 aircraft. In one advantageous embodiment, a computer implemented method is used
for transferring information with the aircraft. A connection is established between an
onboard electronic distribution system executing in an aircraft data processing system in

the aircraft and an on ground component.
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aircraft parts. The software maintenance tool may then be disconnected from the ground network and
physically moved to a location for connection to an aircraft network. At this location, the software
maintenance tool connects to the aircraft network and 20transfers software aircraft parts and commands
to the onboard electronic distribution system executing on a data processing system on the aircraft

network in the aircraft. the on grMiditigNANeINESAISDAIGRARES LR RIIPWS JaK 8 operator to create
commands indepengentlx frorrp1 the Ii%ﬁe\}vr usinﬂ%gﬁgg al user interfaces presented by view components

. a cation, su sas e ma ool or a OXV sgrver. igatiop in ese .
in the software namn énance fO1° TH8 Software Z2Z5main enancé){oc}ll aeiso inekl €s Peatures that allow this

component to re GSAFBPSSFWRIRSBANGAIP PABRVRD PGttt ESrdthe PRRaA & 3IBPERPIBr proxy server
application. OnbaeartbieatsstsnDigitibthionySystesnnectiohh didenenisatdvantageous embodiments also

provide a compuiey implemEiad JREIAAN RS RARLEOMRUISIHRRRA M RERGRCeLdpr ansterring

information with an 30aircraft. In one advantageous embodiment, a computer implemented method is
used for transferHiig PSR &IRSH Wit HECH I 2SR BRARSRR SR FOLSEEINERS Betiveen an onboard
electronic distribtidopesijetdpsrdiiecistisgignesriaiheredmizaadprocessing system in the aircraft and an on

ground component.  ATheOBENE WadseenBpaBSstiaRaAYWIR Rcatethiha igiouintinedwankdn a software
application, SUChoﬂgo%r?OJIt&ﬁ{)%i%ﬂé@#&%&%&é@% ﬁ@oﬁ%?é%ﬁ%%ﬁﬁc??&“ﬁ%'@rﬂ IRiigRe examples. In

response to a request for a comman e onboard electronic distribution system made through the

connection, ‘the dBIRTAGING 1T UL HRI T B BTOR 8 IR PEHIE EIIABGESH BYLea YR Sentified. This
identified commahdoitsenetortficoen ixoart etattrohecadisteititierirayisteririroimrthesmdraund component.

A transaction ideftifigr doassignssbieihe semmand upiiskatireafiine tansaddirassasiated with the
command is maintainep on the oqbc'x_rf\rd elzgtgodr}ic distripution system %qgl on the on %r]gHgnd component

using the 1Otransactionlf_d1érﬁ%iﬂcévrv. /g_n 85_“?1 IS |n|ﬁg'{aera %yc?hm on nct)salrJ eelectr%nnslg ro“rg?ributlon system. A
software aircraft P38 SHeRsiEfERIGRE BRGERIFE IR WHBATE NI RIRBYS SFRReAMFsMm P SHYround
component 16 pesfectmotialisplinkiol bgssiatte00fithis ¢rangferofsastornbadard electronic distribution

system, such as onboard electronic distribution system 310 in software aircraft part
management apparatus 300 in Figure 3.
In this illustrative example, onboard electronic distribution system 7600 and mass
storage 7602 are components located on an aircraft data processing system in an
20  aircraft network. Onboard electronic distribution system 7600 is an example of onboard
electronic distribution system 146 in Figure 1. Mass storage 7602 is an example of
storage device 148 in Figure 1. These components are part of an aircraft data
processing system, such as aircraft data processing system 144 in aircraft network 101.
On ground component 7604 and on ground component interface 7606 are
25  examples of components that may be found in a proxy server application or a software
maintenance tool, such as proxy server application 3500 in Figure 35 or software
maintenance tool 5400 in Figure 54. In these examples, on ground component 7604
and onboard electronic distribution system 7600 may exchange information. Command
7607, software aircraft part 7608, downlink file 7610 and status 7612 are examples of
30 information that may be transferred with onboard electronic distribution system 7600.
In these examples, on ground component 7604 may send command 7607 to
onboard electronic distribution system 7600. Onboard electronic distribution system

7600 may execute this command to perform a transaction. This transaction may be, for
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Turning now to Figure 76, a diagram of components used to transfer information with an aircraft is
depicted in accordance with an advantageous embodiment. Onboard 15electronic distribution system
7600 is an example of an onboard electronic distribution system, such as onboard electronic distribution
system 310 in software aircraft part management apparatus 300 in Figure 3. In this illustrative example,

onboard electronig.disiibutionisysieraZARRARAMASH SIPFRUR AR ERGRIEBANSRAtSIgsated on an

aircraft data proces stem in an 20aircraft network. On d electronic distribution system 7600 is
PIRE foanbo distrio 8" K aSumimi inad

an example of o504 elec ron?édd?ls?ﬁtﬁ%rﬁ%n S’sys%'(ta'(r)ﬁ1 i%%efﬁ igure Y E oraﬁ%sfggf s an example
of storage device? P28MiNEfer S0 PresERtmponeditenaréqart of an aircraft data processing system, such

as aircraft data proc_esahitgtisyslgzrméétfhtin‘saaiimfaﬁiﬂftﬁtamkrﬁse&ticﬁ@igmlmdiﬁéumpcmenebr_? 604 and on
ground componegh MEHARE,AEAS/86% 2R SXABIRICH A SAETRAREIISH LA RAY6RE fompgein a proxy server

application or a software maintenance tool, such as roggse_rver w_icaﬂon 3500 in Fi%ure 35o0r

software mainter ARG 5ol BaY8 18 ﬁbﬁﬁ‘%”ém ARSI ARl S5 S YR B1RIEEL ARB8 2R 7604 and
onboard electroniccdistidbumoncsy vht7 a0V Ay eteharnie hftpratiomsediembaind 7607, software aircraft
part 7608, downljkidie tohRanthistaiusibhdaieaxmandasaf 30udanaatiopohat maydas tkansferred with

onboard electronie istrloulign §(§§Flé?éma7r@893nandb£’9 ﬂ%ﬁé&ﬁ&?@fﬁl%% é’@oﬁ(rﬂgﬁ‘giﬁ?é}mrpe‘?.”e”t 7604 may

send command 7607 to onboard electronic distribution system Onboard electronic distribution

system 7606may exe AHEHIRASHAMHLEPDEIRH SLHARLARABY. SIS P S LERUIPARSBE, for example,
an uplink or a dov@drfkrotataga. with sgitiridradicrdé paenthng isofasartosasr Af0BarD @B kdlenboard

electronic distriby#en sY$tens 46RRHA FeWsHtonHMORssSANGIRtha SoukHigK 76927610 to on ground

component 7604. Addiéipqldatsllp(IT the statys, ftge diff?rent.transac ions isléygianntgllﬂgd Gbeg t}gmson 5ground

component 7604 and onboard ‘electronic distri Bﬁgn(_)geds'trérrr_ﬁa%a rﬁ??hese examples. §_tatus 7612 is sent
by onboard eIectFHﬂrlE‘%ﬂgﬁiB%bﬁ%ﬁ%@@@ﬁ%’&ﬂﬂﬁ@%&%ﬁ%%@t& tePpRRALEHRE status of a
particular transactéwdreinigpénbarnhes ibeosgbctissfdietottorwifhia sagtwananterstiglaras7édmimand 7606.
This status is asseiaied iy gorartislas FRMRAANT @A Y aNsRCHR thEHRUEDAe R Daiichidentifier. 10

Software aircraft sp?trt 7608 m%#br?fsent to on oardB%

art 7608 may be sent to ¢ c I&ptrotnic distrib%téggbf g}ﬁatrg Zg 0 for storage with
software aircraft par\f's 14 8¢ a

ass storage owniink Tile 76 ¥ may be downlink file from
downlink files 761@%@@%@%‘?&@@@6@2? identified as being successfully uplinked by onboard

electronic distribution system 7600 and stored within mass storage 7602.

20 Additionally, status information 7618 may identify whether a downlink file, such
as downlink file 7610 has been successfully downlinked. If a partial downlink of
downlink file 7610 occurs, status information 7618 provides the status of what
information within downlink file 7610 has been transmitted. As a result, maintaining a
status of how much information has been downlinked to on ground component 7604

25  may be used to downlink the remaining information for downlink file 7610 at a later point
in time without restarting the entire transmission of downlink file 7610.

On ground component interface 7606 provides an interface with other
components to on ground component 7604. In this manner, on ground component
7604 may be interchangeable or modified with other versions or configurations of on

30 ground components to provide access to a particular onboard electronic distribution
system that may have a different protocol for exchanging information or processing
commands. In these examples, on ground component 7604 contains the processes

needed to transfer information with onboard electronic distribution system 7600. If a
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Status information 7618 may be stored in mass storage 7602 and includes status information, such as
status 7612. Status information 7618 may indicate that a particular 15software aircraft part has been
successfully stored within software aircraft parts 7614 in mass storage 76012. Status information 7618
allows for the initiation of the loading of a software aircraft part from mass storage 7602 onto a line

replaceable unit gieg thahsefwake Air altRsrtbas Leenddenilind asbeing syrpsssilypplinked by
onboard electronic dIStrlgutIOI’l sryste% 7600 and iI:,tored W|thu;1 ass stora e L;{ft_[g . %QAddltlonaIIy, status
e

information 7618°rnn%5(/)li'8er(fﬁf9pv?/heer}her°§ oWAHA ?ﬁé”,pSU%ﬂtag orUvaHIﬁ( il R&S been successfully

downlinked. If a paptiareOIFiIK 6PEBMNSNGK file 7610 occurs, status information 7618 provides the status
of what information withinadesun|ioikdieofiole: hampaenty ansmiechdAs @ sasidtnonaiviaiaing a status of

how much informatiop-ias Besa Agurinlied A AU COMASER A EaRbesed to downlink

the remaining information for downlink file 7610 at a Iate_rig)o,lnt in time without restartin%t/,the entire
transmission of cWKARKTIL PO IR IR BBt BIREMETRIT A28 BV 'SA Mtk race with other
components to opNgrichaactcieaisoriedisToder syiMmanner, on ground component 7604 may be

interchangeable or modlifigegmdy esiregversioas ek sajfigiw atigreofiosr3AOr@epsy6@aW0NENtS to provide
access o a paft'ﬁ%‘é%ﬁ&’BQP%%%@%MQH&%Q&%%&HWa ¥sismdbanmayaays adiferent protocol for

exchanging information or Erocessmg commands. In these examples, on ground component 7604

contains the' procBSXSLHEEIEHRS FE¥E IRForRRSRTRVENER At s arorie BRYAEUBBN system 7600. If
a different onboagobeldcwomendistitsetibintsiate 77 ermnpioped thapnact o patiisiebnstd on ground
component 7604-pne8QH R MBI BRI 4 G@44nay be substituted with another on ground component. As

a esut other software,caUeenEns IS SLoUIGOChRR: A9 10L0AYA 1A Beodhanged. For example

other components within a _Erox%server application and a software maintenance too
modifications to I58"1eefS CHAMRUARATE Aith(RRSABvAY dleerernecdR e ey eaound Turning now
to Figure 77,7a messageftowodisgrasa jeistoatmgnmessagiadlongusad torpodhiat mtedaomart is depicted in

accordance with @n.advaniageniscdi-embrdisaany i hissxamplsndhetomporegisdnvolved in this
message tlow are on.ground componen INterrace on ground com en , and onboar
fl nQ| d ﬁap mayt/ ge)%ggtegt L £790 p%f d go?{\)v L 7702 d b d

- . .. Ide cQ man/% in a proxy server application or a are
electronic dlstrlbu({lon ystem proxy
maintenance tool for onboard electronic distribution system 7704.

In response, a command or a pointer to a crated command file is returned to on
20  ground component 7702 (message T3). In these examples, a proxy server application
returns a pointer, such as a universal resource locator, to a crated file containing the
command. With a software maintenance tool, the actual command itself is returned in
message T3. If a command is not present, then a null value or some other indicator is
returned in message T3. The returned command is then sent to onboard electronic
25  distribution system 7704 (message T4). Onboard electronic distribution system 7704
may then process and execute the command received in message T4.

Turning now to Figure 78, a message flow diagram illustrating the sending of
status information is depicted in accordance with an advantageous embodiment. In this
example, components in the message flow include on ground component interface

30 7700, on ground component 7702, and onboard electronic distribution system 7704.
Onboard electronic distribution system 7702 provides status information for various

operations and processes executed by onboard electronic distribution system 7704.
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In this example, onboard electronic distribution system 7704 polls on ground component 7702 for a
command (message T1). In response to being polled, on ground 15 component 7702 sends a get
command request to on ground component interface 7700 (message T2.) This command is used by on
ground component interface 7700 to identify commands that may be located in a proxy server application

or a software majieRanee iRAkRILANRIAR SleCiPBiG AisUMian &Ysiam. Ak dndsrpanse, a command

B DT 10 8 G e I S RS0 S R Ry R MO I i feisage 19). In hese
examples, a proxy server appfication returns a pointer, sucn’as a universal resource locator, to a crated

file containing the comRideard/Fiesterye vt inaFERRNT1s6N th @ ctefdp & AraEMAdtself is returned in
message T3. If aceapwnand T9Nehgreserd1ihania satlly/alueagssoyne giberdrdicpéaeis Teaarned in

message T3 The,reinecmPARG: iﬁt%@esﬁ%t%@%f g5leeHouiGeofiSiHRYbRmSystem 7704

(message T4). Onboard electronic distribution system 7 may. then process and execute the command
received in message A OCCSSEIRYRPRSY 18 HgERRI7E!8 Pﬁ@sssa:/;[é"é"ﬁ BISH7ARR IRCISBARSS the sending

of status informati¥aigletepicted in accordance with an advantageous embodiment. In this example,
components in the messagiay Jrebide-anigrasindinaiRare piduierfaceisBotdssopngseund component

7702, and 0“bo%%ﬁ'i‘éﬁt_é?@é%éﬁﬁéib&mnﬂ _%‘3{a7i2934ao‘3QP&’?‘Y&L‘?&%@&B&%i§t£' Ylignmetem 7702

provides status information for various operations and processes executed by onboard electronic

distribution $§stefh"/18utherdaie o QIS SHrES FcQde fooUs Mpfe™i7&2SalRY of a software
aircraft part that Hagrewert aptimlastiicthevatittigaid & depisitidlinflecadalior withemsudtablegetfosmation.

Onboard electrorigigiribktion sy siesBagéGdwencgdherstaida daRmarpuask GonmeNenhy 702 (message
Ul). This status i a{g_le}x%qegé( anar %ngi compgnent 7702 5 tg %O%roungkcq%rtgpqxp]%nstﬁlntr(]a(;face 7700

: t |
(message U2). This status nformation m%\li/ hen %W[:S)rogéggléeds pro; p ication or a software

C i ¢ Yy aéiﬂoxy server ar_p
maintenance tooPli#tREsETAe A densmittingdopRAsk S 2ifeap ASSERR 0 B RATRAKI Y fdatse Bfyure 79

illustrates afirst phase in which a request for downlinking data is made and Figure 80 depicts a second
phase In this example, phase one has two cases. In case 7902, a request to downlink
information is made with a partial downlink being available.
In case 7900, onboard electronic distribution system 7706 sends a request to
downlink a file (message V1). In message V1, the request may be refused if no space
20 is present to store the downlink file. In response, on ground component 7702 sends a
request to determine whether a partial downlink record is present to on ground
component interface 7700 (message V2). In response, on ground component interface
7700 sends a request to obtain a partial downlink associated with the request to send to
message V1 (message V2). The request sent in message V2 includes an airplane
25 identifier and a downlink identifier. This information is used by on ground component
interface 7700 to determine whether a partial downlink file is present for this particular
downlink file.
On ground component interface 7700 returns a null value to on ground
component 7702 indicating that a partial downlink file is not present for the requested
30 downlink (message V3). In response, on ground component 7702 makes a request to
downlink the downlink file (message V4). The message in message V4 is a request to
downlink the entire file, in these examples. In these examples, t message includes

information about the file size. If space is available, on ground component interface
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10in which the data is downlinked. With reference now to Figure 79, a message flow diagram of a request
to downlink data is depicted in accordance with an advantageous embodiment. The message flow in
Figure 79 shows the first phase in downlinking data. In these examples, Figure 79 shows the request to
downlink data. The second phase is for actually transmitting down link data as described with respect to

_Figure 80 15belomo retdﬁém%emI%%oﬂﬂﬁﬁ?t@@ﬁé‘ﬁ%%?oﬁ%%rﬂﬁbﬁéﬁﬁ?@?mé’sés estto O!OW““nk
information is m%ise%\g th a §art|al dos{\érgpnk bellln\%lavallatlzle. In case 7900, onboard electronic
m

distribution syste S ﬁ(d%'%ar\éadueset fo'downtink & H'e”?Pn‘é’s’Esase‘"Qfl “In message V1, the request

may be refused if no sPHEEPRORS pPE SEXHTD CSIBRO AR ACRFTRAKTIE. "RIRLFFOASELEA Ground component
7702 sends a regquesbiocdeigbmioe sykstether e parizhdeowe)inkhrecreed dggicsenrt to onrligsaoind component

interface 7700 (nﬂ%q%;\g@O\,(g}.t&rbrg&%(a%rmﬂkg{é)w&g{gﬂgwgmggace 7700 sends a request to

obtain a partial downlink assaociated with the re%uest to send to messaﬁ#gﬁ\é% message V2). The request
f

sent in message V2 inl1id88 QP Al 8hadn MeraNS S USRI .temizs?ﬁﬁormation is used
by on ground compltfentdntesfded MO0k oatereafiipéondheanalink partisgstoamiink fite is present for this
particular downlirksfites©Broseiind eonppaBRINTINEenAEe 4 FE{d sty astannlie vdlsedioaqgraigepund component

7702 indicating thgt, oy parial louplins i s RS ESENOLINEIRAHSSIEL. 30, dagniink (message v3). In

response, on ground component 7702 makes a request to downlink the downlink file (message V4). The

message in‘Message VA FSRPTEG ISR BT MIESHRIENR IR T INBEBBL LGRS, 1Athese examples, t
message includestinformdtmmaticwhthieifije siferciepace rxatiedabtislyrnigrolimecbmiporment interface
7700 returns a log:ating dengRnetint shefile 48,0 V) OMNALSe RIRAIRNY, THZ(MesHagenV5). If no space is

available, a null \@lue i returEed to mess V050'cu | response on?g/r]géj_nd comrponent 7702 returns a

ensible markup language a erenc a pointeror . .
response to onboard electronic distributio system 7704 (]messageg\}g iS message is either an

indication that is 4H'6I&) RS PHEESLFAOMNINIEPRFBYIBORERG BTt /petiRidTeNtali9n. case 7902 in the first
phase, onboard electrotiedistriédionceystemed)drmaakes adrepurest &y ebvenlinle peetofsa tile for a

downlink file (meﬁr%%@q¥zt)tolﬂdﬁr§mﬂrésﬁar% SEQHRK ﬁ%@&%‘éﬂ?d@@&rmﬁé@_&ﬁb[ﬁ%§§§t§9ndetermine
whether a partlalﬁngplmked fl{ﬁ @ r?ea% O%esée%t tLor the re ues}e downlénk t@‘?ﬁg’ﬁ e Vv8). 10In

response to recelving ?gsa essa e, on 6I’ una Comp'?)ﬁ)é?'lr{"?rll e'%gee?gﬁdn ca
okay to proceed with the downlink and an offset to use. The offset identifies where in
the downlink file the downlinking of data should start. This offset is identified from the
20  downlink information already received for the downlink file.

Turning now to Figure 80, a message flow diagram for downlinking data is
depicted in accordance with an advantageous embodiment. As with Figure 79, this
downlink process includes two cases, case 8000 and case 8002. Case 8000 involves
downlinking data with no partial downlinks and phase 8002 involves downlinking data

25  with partial downlinks. In Figure 79, case 7900 illustrates the case in which a partial
downlink is not available, while case 7902 illustrates the case in which a partial downlink
file is available on the on ground component.

In case 8000, the message flow begins with onboard electronic distribution
system 7704 downlinking the downlink file to on ground component 7702 (message

30 W1). On ground component 7704 makes a request to downlink the file from the
onboard electronic distribution system 7704 to on ground component interface 7700
(message W2). This message includes a file size as well as other suitable downlink

information.
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returns a document containing a reference to an existing partially downlinked file to on ground component
7702 (message V9). In these examples, the document is an extensible markup language (XML)
document and reference may be a pointer or universal resource locator (URL) depending on the particular
implementation. 15When the reference is returned, on ground component 7702 sends a response to the

request to downlink a W@?A@QVMBH{EMQ%‘iﬁt&‘ﬂel?féaﬁbﬁ'%%FR@EHQ&BEFQHHQB@{%&KB 7704 (message V10).
The response, in thls exa e(nclu esewyn ca} on that it |sf gk% o proce t% |th the downlink and an
e

offset to use. The or?%er}eotentl €in ow'r?l{ef(u’fr] ptfownllnrkal\r'lag 0 %aq[aosvﬁou d start. This
offset is |dent|f|e@“ﬁ@ﬁWﬂ#@kZ%onﬂ@WﬁWﬂﬁléW&%&M@'r@'@v@ﬁqr@fdﬂﬁ'é%mﬂmﬁkﬁ%? Turning now to

Figure 80, a message Hewdiagitamifos aawahokingrtadadspdepiateshiivaccasdasae with an advantageous
embodiment As ydfhbi BHf@ﬂt@m“?ﬁ)&’%@Qb&%e%éﬁ&iﬂgﬁ%&‘%&@é@ 88&?&@% and case 8002.

Case 8000 mvolves downlinking data with no partial downlinks and phase 8002 involves downlinking data
25with partial doWANR%E. TIPS TS MRS 70 Rt LB Sqé’ge[ﬁeogagéﬁ?{%h?cﬂe ('B&FEIHownlink is not

available, while d&8& 7902 illustrates the case in which a partial downlink file is available on the on ground
component. In case 800k thechiespagesiovakagis it uRabBAasH sleetronicaistivion mystem 7704

downlinking the ‘{’QW{‘Q%M oL O8L GrPPAES ?%Q&%&@Ws??ﬁe%‘ﬁ%?a& ?o%o‘%@r%é?.’x‘éhq FRjponent 7704

makes a re?Luest to downlink the file from the onboard electronic distribution ?/ em 7704 to on ground

component iflterfEQESHFIB RERLGY W) e Y HASRRYRI i AYRASEY e e HOWEIFS¥8ther suitable
downlink informa@i@n. In thi® exgnmiaidheditepe redwnitt dvfac er7B0cretaonsrd Fé&hbnse geoamdground

component 7702c6?ﬂ§§§é\9%¥@43&ce°7%6| i$&6HgB&dsif space is unavailable to downlink the downlink file. If
the downlink file can bg\ QQWP inked, on ound CO”}F}?HEwn?es wrlt s th n‘p:o a[tlon into a file and

e, on grou onin
returns a response to onboarH1 electronic |s ripution system T ?messa e Thereafter on

ground componefRTPIe2 Wﬁaﬂ%‘%"é{%ﬂﬁégﬁf@%ﬁ‘@Pdﬁﬁ@ﬂ%?ﬁ%@ﬂ%?ﬂﬂﬁ&‘f%@%% i3fore the file
(message W5). systdeXT0d (casea86029)onbdas al@pteotiie wistbibutiditssystemi7 #edidawnlinks a file to on

ground componegtf#aa .(meesﬁe%gsn\é\éﬁhﬁéﬂemﬂeﬁ g?shga%%&%nmwyeza’&g gUeguests the partial
downlink file from on I‘O(l]mdmC ?pn?ﬁir}mte};%e ) t% %S%% In this ex le, the file is
B y URd Compo! ?er SRS

returned to on grouﬂ compo en y on ground comp onent essage W8). At this
time, on ground compd%éﬁﬂpvmt‘v\iﬁt%@ﬁﬁﬁﬁgﬁafﬂbwww ﬂ%“ﬂ@%t interface 7700 may store the

file within the file system of the ground component. The ground component may be a
20 file stored in a proxy server application or a software maintenance tool.

With reference now to Figure 81, a diagram illustrating message flow when the
file is only partially delivered is depicted in accordance with an advantageous
embodiment. In this example, onboard electronic distribution system 7704 downlinks a
file using a normal downlink sequence in which the connection fails or stops (message

25  X1). Inresponse to only receiving part of the file, on ground component 7702 sends a
request to on ground component interface 7700 to store the partial downlink file
(message X2). In response to receiving this request, the partial downlink file is stored in
a file system by on ground component interface 7700. This file system may be located
in a proxy server application or a software maintenance tool.

30 Turning now to Figure 82, a message flow diagram illustrating an uplink process
is depicted in accordance with an advantageous embodiment. Uplinking is performed in
two phases in these examples. In phase 8200, information about the file to be uplinked

is requested and in phase 8202, the file itself is uplinked. In both phases, on ground

96



complete the downlink file and returns a response to onboard electronic distribution 15system 7704
(message W9). In this example, the number of bits written in the file is identified in the response.
Thereafter, on ground component 7704 sends a request to on ground component interface 7700 to store
the downlinked file (message W10). In response to this message, on ground component interface

7700 may store thg il withiod s die SYREETR ARG RUPA FOMBRIEA olFgEYAdLOMRONeNt may be a

20file stored in a roxgi server agﬂ)icaftion or alsofmvare maintepance tool. Witr|1 retference now to
Figure 81, a diagtam MGEalinG Message fow when the file is only partaiy delivEred 8 dEpicted in
accordance with @¥ai¢dntEtRBIseRModiment. In this example, onboard electronic distribution system
7704 downlinks a file using@gidnarpabatouvelboikaseotisrcetith efieintirosepnect omeéaidgeor stops (message

25). In response 10,00 eRENIAGPAL oL UIEn ABAON IHSOMONIFN 0 Sends aRAest to on

ground component interface 7700 to store the partial downlink file messag%8 )éﬁ% In response to receiving

. |
this request, the [ISHIZTESW AT SROHIS ICCRBRAE L2M85)ER HhY SRYPIIR bRdHYafterface 7700.
This file system riegyaiierficiated dreangresxyroepié mtarsiteatidn onessasiewRe megmrensmicehisol. 30Turning

now to Figure 82ca rmessagtcHow diagrapmilhistiatng partuplstkrpsacans stiepictadrim aegordance with an
advantageous ergk%)?gg entYRlinkgng is performed in two phases in these examples. In phase 8200,
information about the f%Pé po%%e u%linkgéd is requested and in phase 8202, the file itself is uplinked. In both

phases, on fround coriJ¥nRaHt F TEERTEFbR THE GHSURdLY SR BIETTTErATRIGR dBEUTPRETesource. The
ground system mayebeyifar thisaneptagetie gcomporeptsdnt A idbrelege the mmsphgativonbeadftware
maintenance took &g sPistetuanbarid e eRiliqRissdisisipyfion system 7704 sends a message 5
requesting the uplink g3, 5o1WaES alicralt AL (MesSaRE, i) AILISSHIRSE.I0 [ege)ing this request, on
ground component 77 répsends a call to obtain the particular so)ff\_/vare alrcrélff part to on ground
component interfERV2TEOI Ak 835 B B9 Rs PO FRSEIBSthIS 'CARIVAIY HERRfkatioPN S B oftware aircraft
part is returned itthepsodtwareZaicqrakitptr wiweseatdafessafgenyd).gt@ihtheppshisnot present, a null

value is returned;ip:these RIPMBIRS VB SRINSB IR SR DIRGH IS MRSSA@8 o HEaknd component 7702

relays the message (o onfipard eleglionic distripuion system 2104 (mesaade Ya), I phase 8202
onboard electronic distribution System 754 S?equ 'Sts the Sortware aircrart part (messageSYS). In response

to receiving this ,rgtwgg:{., & gf@qucomponent 7702 then sends the software aircraft part to the
onboard electronic distribution system 7704 (message Y8). If the software aircraft part

20  is not available, then an error is returned.

Turning now to Figure 83, a diagram illustrating message flow in an uplink
process is depicted in accordance with an advantageous embodiment. In this example,
two phases are present in the message flow, phase 8300 and phase 8302. In phase
8300, a request is made for a partial uplink of a software aircraft part and in phase

25 8302, the uplink of the partial software aircraft part is performed. This partial uplinking
of a software aircraft part may be performed if a previous transfer of the software aircraft
part was interrupted.

In phase 8300, onboard electronic distribution system 7704 sends an uplink
request to on ground component 7702. In this example, the request identifies the

30 software aircraft part in an offset or start position from which the part should be uplinked
(message Z1). In response to receiving this request, on ground component 7702

requests the software aircraft part (message 22).
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15 component 7702 requests the software aircraft part from on ground component interface 7700
(message Y6). On ground component interface 7700 returns the resource if it is available (message Y7).
If the resource is not available, a null value is returned. On ground component 7702 then sends the
software aircraft part to the onboard electronic distribution system 7704 (message Y8). If the software

aircraft part 20is not a\@h'@tﬂem&fa%_rhf&sm%gﬁé@éwmmmswem&%ifaﬂ%rﬁﬁﬁe gpliagram
illustrating message flow in an H,Phn praocess is demc(ta%c{ in accorg%nqe with an ?dvantalgeous

embodiment. In t igr%%:?rthp?e,%W(')S%haag@!svgrueebsré%en in the*idg&age ?IB%P%rhsaesg 8360 3hd phase 8302.

In phase 8300, alffe§olBseie FHE@E PeFtcOPAREN Y pRR VTR IR EFE AR ErReARCARGH PhESE 258302, the
uplink of the partiaé sofinaceairarait parbisipaitormedpdriis pastisd tup kndetng pbiat $oBweate aircraft part may
be performed if aZQ;_evious transfer of the software aircraft part was interrupted. In phase 8300, onboard
electronic distribution sa){stem 7704 sends an urplink request to on ground component 7702. In this

example, the request iNENEETRE SPLOANATR AT EAR PAATH AN SHARBP L% 595~ Bom which the part
should be uplinkedfiraesaiageftDE)! #h thespanseafseboediing thisveeruést, 6N giond-eonpenient 7702
requests the softywareradirad pare{nessagesfdnse to REpitumg caupanestdaterfase 7700 returns the

software aircraft part ifﬂ‘r%s%%ﬁsf@tgﬁrSé&UiEgQﬁQ‘? WiRE: BN YRAUSIRSRIMMGE-Bessage £3). In response

to receiving the software aircraft part, on ground component 7702 returns a response indicating that the

software airtfaft [FA1S BGSPANR SEtREThEFHANIANBHSEL B F SEmRIL DU THABSRRD 824 Next, in
phase 8302, onboandaskettyATc(disisHuion. siistpan VO D receieststhacsoftvsareragroraid part at the start or
orffset positiO(n (n&ﬁﬁaﬂerzs?o%egrmrﬁmm wg‘aﬁ%?@énr&gwg&tﬁathﬁe@gawﬁt 3] mepns? to rsggic\)/ing
this request (messa . In respans receiving t guest, on groun mponent interface
LOretus the sl a LR T & o S Y S S DARE, Comporent 7702
(message Z7). RESPHUERESIEREREISHTF thé¥sponse, on ground component 7704 begins uplinking the
software aircsaft part al therstacipoiftgareféat thentifie df(a@ssagda 8plitkihg qeeatissiapieredilable, an error

is returned to onkoardhRISCIEOMA distiDMtioneSYSIEMIHPEnt. The process illustrated in Figure 84
may be implemented in an onboard electronic distribution system, such as onboard
electronic distribution system 7600 in Figure 76. In this example, the uplink data is for
a software aircraft part.

20 The process begins by receiving an uplink command to uplink a software aircraft
part (operation 8400). A determination is made as to whether the software aircraft part
has already been partially uplinked (operation 8402). If the software aircraft part has
not been partially uplinked, a request is made to receive the software aircraft part
(operation 8404). The process then receives data for the software aircraft part

25  (operation 8406).

A determination is made as to whether the transmission of the data has stopped
(operation 8408). The transmission may stop for a number of reasons. For example,
the transfer of software aircraft part may have completed. In another example, an
interruption may have occurred without completing the transfer of the software aircraft

30  part.

The interruption may also occur due to various events. In one event, the
communications link between the onboard electronic distribution system and the on

ground component may have terminated unexpectedly. In another example, the event
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15Turning now to Figure 84, a flowchart of a process for uplinking data is depicted in accordance with an
advantageous embodiment. The process illustrated in Figure 84 may be implemented in an onboard
electronic distribution system, such as onboard electronic distribution system 7600 in Figure 76. In this
example, the uplink data is for a software aircraft part. 20The process begins by receiving an uplink

command to uplipl AOfHRS AGEAT RAT | ARETaHIaNi 8490 ACSIRIMINEHaRIS Madeas to whether the

software aircraft ga}[t hras allrn arge};1 betg_anlpartially uplinked (operation 8402). If the software aircraft part has
not been partially %;Wl%ﬁera? a?equcgsP iS'made to receive the software aircraft part (operation 8404). The

process then receives @&t ferfisYemnftiaianhes ant piar s diPERessaEbE)s o opargEiermination is made
as to whether thesaosnspissiase 0f teetataiasistapres (opekation848)varbeittamispaission may stop for a

number of reasonsERIEXANAIE, A sraNsfer Ofsafare Alteralt Pt Ay havseampleted; In another

example, an mterrug_tlon may have occurred without comﬁgletln the transfer of the software aircraft

30part. The interPaRtDR Y ARE FREE A e Rl eI SRS R P ¥S i hunications link
between the onb84it?) eledhid aletkeiBstipragsaayicamrihee oreeg simebtedi®ilfondigyraytave terminated

unexpectedly. In anothefegxampianthe QviessRILb & ARepajRiidtesmpaating dperdtangamasion of the
software aircraft Rﬂﬁ%@ﬁ?o@e%?@éﬁ[{%mg'%@%%e 1Rl exa_r#p@,‘-’tﬁéas@e?tﬂcl;ﬁ%%ﬂté’é gafaqas not stopped,

the process returns to operation 8406. Otherwise, a determination iIs made as to whether the software

aircraft part’i€ 5cHHPREISHEAA0IBARS) FPIRISOIFSFY Sircraft part is complete, the software aircraft
part is stored in a storajighdefeicedn themiricaftdita pdee Eshrpsiwtraaopdratohad4iR). In this example,

the storage devigR&nayhedRaseanEaged RESIRIIBHIG) GBihe soffRdARGERDIRGE JiBiENS & Status to the
on ground companent (qperation 8414) with t rocess terminating thereatfter, In.thi mple, the status
ieatos that e B o R e e A o 10
(operation 8410)VittHes SHP6RETEHTHEAIRDER PR IP Hie N TRy ERMle iR 8etHR Fé¥eived portion of the

software aircraft partifg $tosetinara Stordgead evit théqpeiationti3lddivarheipraéesst thethstores the status
(operation 8418),ctyally been received. This information may be used at a later point to retransmit the
remaining portion of the software aircraft part.
With reference again to operation 8402, if the software aircraft part has been
partially uplinked, the process requests the unsent portion of the software aircraft part
20  (operation 8420). The process then proceeds to operation 8406 to receive data from
the software aircraft part. In operation 8420, the request may include an identification of
the offset or start point for the software aircraft part data that has not yet been received.
Turning now to Figure 85, a flowchart of a process for downlinking data is
depicted in accordance with an advantageous embodiment. The process illustrated in
25  Figure 85 may be implemented in an onboard electronic distribution system, such as
onboard electronic distribution system 7600 in Figure 76.
The process begins by sending a request to send a downlink file (operation
8500). A determination is made as to whether an indication is received to send the data
for the downlink file (operation 8502). If an indication is received to send the data, the
30  process sends the downlink data for the downlink file (operation 8504).
Next, a determination is made as to whether the transmission of the downlink
data has stopped (operation 1006). The transmission may stop because all of the data

has been sent. In other instances, for example, the transmission may stop due to a loss
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with the process terminating thereafter. In this illustrative example, the status may 15identify the software
aircraft part and the portion of the software aircraft part that has actually been received. This information
may be used at a later point to retransmit the remaining portion of the software aircraft part. With
reference again to operation 8402, if the software aircraft part has been partially uplinked, the process

requests the unsgny portiQRiehibes SARWALR RIEATRAS) 2R QREIRIN %%Qr):rél%ﬁfﬁﬁ%cess then proceeds to

operation 8406 t? recejve datfa fro t e so are air r]aft art. In o eratron 8 ;th% equest may include
SMISS0oN O as. n OCesSS I
an identification Of e offset-or star pornt 1%r Pt%osof ware arrcra part U2 as not yet been

received. TurninGMWE- et FrgOReeBnmfldARhart of a process for downllnkrng data is depicted in
accordance with an advaniageaussinibadisupped] beqeaapssdHustratechint@ dhiguwea8dmmay be

implemented:in %@HR@%@&%@Q%&RQH&W@HWWf|§L{89e?§t S0besHf fleptapic distribution system
7600 in Figure 76. %)rocess be%h by sendi Fg a re% uest to send a downlink file éoperatlon 8500).

A determination %OW{HHE% B3R REMSTh THREatRs & PR8IV PR PR aIea R YRETownlink file
(operation 8502)8%18hwitkdlibatiorrisséeainedng tbeisdfttie data, the 30process sends the downlink data for

the downlink file (operatign-SeRke agaiNexbparaeiearosaiian dstheageyamkaidvh atheothedransmission of
the downlink datg has, giopRed t&%RFJﬁstH??si‘o% Kknd DEFARSHASSIONTAY ﬁ&t&%ﬁ%’téﬁf glf of the data has

been sent. In other mstances for example, the transmission may stop due to a loss of a communications

link or an intérru s BVHW'SEtéP&BtFUﬁ W@'Qﬁ&&ﬁdl?ﬂ‘?éaﬂ‘éﬁ%fﬁﬂg@mﬁ PR FABLEndbStopped, the
process returns tgapeiraticne8s0d¢oneg idrmiiéy tbesemehtidvitdiakddhesanioting af dasntiissiors has stopped, a
determination is gaage as to whether all of the 5downlink data has been sent from the downlink file

(operation 8508). If all fthe downl nk dat has een se nt,pta r{aapég\cl:vﬁss(san.ds a.status rpf the completion

process also may be U a ife In"wi a po
(operation 8510) with t e process termlnatrng ?ﬁerea P
of the downlink file has already been sent. Wrth this type of downlinking, operation

15 8500 sends a request to downlink a portion of the downlink file rather than the entire file.
With a partial downlink file, operation 8502 is a positive indication if the on ground
component finds the partially downlinked data from a previous transmission. This
indication also includes an offset or starting point to send the rest of the downlink file.

CRATE TOOL

20 Software aircraft parts may be received from various sources. Software aircraft
parts may be received from a manufacturer of the aircraft or some third party source,
depending on the particular implementation. Further, an airline also may create
software aircraft parts for use within its aircraft. These parts are distributed using crates
in the different advantageous embodiments.

25 The different advantageous embodiments provide a computer implemented
method, apparatus, and computer program product that promotes automation of the
receipt and distribution processing digitalized content, computer program(s) or data in
digital form that is sensible by a computer. One advantageous embodiment includes
the replacement of the physical shipping crate and physical media with a computer

30 sensible crate that facilitates automation. Another advantageous embodiment is the
application of one or more digital signatures to the objects inside the crate and to the
crate itself, thus in conjunction with a functioning Private Key Infrastructure provides

authentication of the sender, non-repudiation and assurance of integrity.
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With reference again to operation 8508, if all of the downlink data has not been sent, a status of the
transmission of the downlink data is stored (operation 8512). In 10these examples, the status may be
stored as status information 7618 in Figure 76. The status in this example may identify the downlink file
and the amount of data that was sent. This process also may be used to send a partial downlink file in

which a portion of the gpyyalink g@m&m%%ﬁgr&tm\é{%tgigggg%p&@wﬁggking, operation

158500 sends a request to downlink a torti n %f the dawnlink fil rarl]ther Ehan the entire file. With a partial
downlink file, opé)rrg ion 8542 f'é’aarlep%rscltuv Mdicafion’ it the 617 Sr(\fvur'?d gg%ﬁoanne%? ?ltﬁ%]slctﬁ'g partially
downlinked data fl®fer pregR teniRiIrsmssmied PRISVRTAIREEBH RASISIFRIBIMES EATNGTR®tTeR starting point to
send the rest of thasitrvenbnlaifiiee €A THaldgeMherOSekWare airoraft padis smayalwtecrivied from various

sources. Sofwarp Aityall BRI A B ere s o anyfactuen oLhe taial & sgpge third pary

source, depending on the particular implementation. Further, an airline also may create software aircraft

parts for use withif s HiraR AL S are tisthB GRP ISR e ARE8 M e PR Padvantageous

embodiments. 25Fnaiffetdnt aevartiagetios dnprsdisiveriesaprovicrt ta dopsgdubertimpikatented method,
apparatus, and ceimpiiesipiagan Preduci-ihak Remmaiesiaripmatioarebtherespihand distribution

processing di9itaéi&?é?a%’é?ttﬁQ%&P%l%ﬂt%f{%&h&%@@r@f} 85@@9}#%9igélgﬁhfwﬁﬂ’aﬁ’ﬁ‘_%é§o§§|”5ib'e by a computer.

One advantageou_s embodiment includes the re;lacement of the physical shipping crate and physical

media with aCond|SUfY 36 LERGHIGSBANEY $4 SRS aTREehaREN R ABYRBIPEERAhtageous embodiment
is the applicationeofrodementrisdhetdidited sigmarwresatalitiel slyestgdrsidedisdcratsfanbetontine crate itself,

thus in conjunctigrwitk 3BinEliontng f2FivsigdeyiprirestiHe e Moyidasaubhentisatinnbithe sender,

non-repudiation %nd assurance offimegrrit ... In another advantageous embodiment, a method is used
€ consummalion o e frarnsaction

for automated processing software aircratt parts. An incoming crate, which can be an electronic zip file for
instance, containing a $SigR&Y SotRearEsHreradpart 1 rerdigsecirint & St slidiae vtan airline's part
managemenb systeiiwark sietroft pighatares davealidatedtfer thesbinbentg crateénanydtbeigoftivare aircraft

part. Responsivedo{ie bRl Sguatuces heina yals: dngdneominecrghedsuiipaniesh The contents of the

incoming crate may be disipla}xed.at the user's discretion, Ref§ onsive toare es} to upload the unpacked
. S nla%ures %r e swned, ?{)\Broved soltware alrcra art and the si r%e cralte are
software aircraft partto & library irv a Software aircraft part management systém or apparatus, the

unpacked softwatEHRErERMHHIG FS S REBRAGaTWIth BFPEBISr 6T 1 DRFeief T TaAY Aest§hled, approved
software aircraft parie Aigidvaniagepiishe software aircraft part management system or apparatus.

20 In another advantageous embodiment, a computer implemented method is used
for processing additional configuration items. A crate containing a configuration item is
received to form a received crate. A determination is made as to whether a set of
signatures for the crate and the configuration item are valid. Responsive to a
determination that the set of signatures are valid, the configuration item is stored.

25 Turning now to Figure 86, a diagram illustrating a crate tool is depicted in
accordance with an advantageous embodiment. Crate tool 8600 is used to receive and
manage crates for use in an environment, such as software aircraft part management
apparatus 300 in Figure 3.

Additionally, crate tool 8600 may be implemented in other components for

30 creating crates within software aircraft part management apparatus 300 in Figure 3.

For example, the functionality of crate tool 8600 may be implemented in a software

maintenance tool, such as software maintenance tool 5400 in Figure 54. As another
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embodiment is that this second approval digital signature also acts to transfer bailment from the provider
of the part to the recipient of the part and provides non-repudiation of the consummation of the
transaction. In an advantageous embodiment where the recipient of the signed, approved 15software
aircraft part may be placed in another crate. The crate containing the signed, recipient approved software

aircraft part is signaghse farRadsionsd sk WSIsiDRigBRbIesiRr e sllrdcaprpuRgsoftware aircraft

part and the sign_%i crate are different from the SFt off signatures in Iipe incomigg1 cratei(. The signed crate
to send |r}or ation. su ﬁasd nlink filesn grates, back to a grou ettwor .
may be sent to the reCipients library in the software aircrart part management system or apparatus. 20In

another advantageous'@ GRSl @t P R0 mplarfee sofefrorlrisalise 08 1Bersshg additional
configuration itemeaphralithipaniairsagua Anfighrates demprd deeivad soffosra artegepaed crate. A

determination is gyade s HetIRLASE! AL EIGRAIES fBribe crate.andia.configuratien item are valid.

Responsive to a determination that the set of signatures are valid, the configuration item is stored.

25Turning now t&"BiGEPA BT 4eaigPhTaIRIERFGH BPLE 2089 7 GRIeRAFH Lo ith an
advantageous ermbbeimemmnoeate icheBDlis aeefiltriendivm ane murialetittdees 6ruse in an
environment, suchassailwaieaisaaiipahmanageariuappanaisima@hin Figure 3. Additionally, crate

tool 8600 may be impleentes) eI CORORENkRIa A0 AEAING SIARSHHRIN ROl RUBeTCrart par

management apparatus 300 in Figure 3. For example, the functionality of crate tool 8600 may be

implementet’in I"GYRFAIPE'RTARRhATER tyary JdeR indigpie Ao HISIRIBTRSSES 1BBY BEbESN Figure 54. As
another exampleyahesefdodctiicnsuatsasviachesithpletewittetdre sk tobfigretweskvite0 igtd-igure 76 to send

information, suctpesudawnbnkdiles dnsigaiesedaclk tcR@ BbiRdHayRIKre for dRibEBEXARIPlE, crate tool
8600 may receive sftware afjorallang G807 sloef o uapREC WHAIA 6rale 8004, Alffguan these
examples illustrate software aircraf part 8607 as eing the contents of clate §88X, any configuration

item may be placE@itRPérate B8RS s8R ianPEORer & A EPRACIREE AINALRRER &8Paratus 300 in
Figure 3, in thes@é@zinplestiorcetample)adonfigireatypnttém also may take the form of a document,

configuration informatigQ, R HBE i SHIERRIESAIQURAHAR jllustrating a crate tool is depicted in
accordance with an advantageous embodiment. Crate tool 8700 is a more detailed
illustration of crate tool 8600 in Figure 86. Crate tool 8700 includes user interface
8702, signature 8704, unpack and inspect 8706, crate 8708, and upload 8710. User
20 interface 8702 provides a user interface for a user to operate crate tool 8700. Crate tool
8700 may be implemented in a data processing system, such as data processing
system 200 in Figure 2.
Signature 8704, in these examples, provide a number of different functions. For
example, signature 8704 may check the integrity of a crate and its configuration items.
25  This integrity may be performed by checking a digital signature for the crate and its
contents. In these examples, the signatures are located in extensible markup language
documents that are separate from the contents that are signed. In other embodiments,
signatures may be integral to the signed configuration item.
Signature 8704 may sign an existing software aircraft part as well as other
30 documents, files, and other suitable data. Unpack and inspect 8706 allows a user to
remove software aircraft parts and other information from a crate and inspect or view
those components. In unpacking a crate, unpack and inspect 8706 unzips or removes

software aircraft parts from the crate and places them in a selected file system.
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Crate tool 8600 processes crate 8604 for uploading to library 8606. Library 8606 10may be implemented
using library 1700 in Figure 17. This processing may include various functions, such as checking the
integrity and a set of signatures within crate 8604. The checking of signatures may include both the
signature for crate 8604 and software aircraft part 8602. Further, software aircraft part 8602 may be

removed from crai 86Phanfuinnerieth &iRteiPR! RO0R alsAdAI aRRYRIR AT URIS Aleraft part

158602 into anot@er.cr?te for_yploading to librap( 8606. Turning now to Figure 87, a dia ram illustrating a
. . %JS aa/ed. ”ue mspec? ortlonoo his function may be,used Eo éﬂo a,us réo/t? eC
crate tool is deplcFe | ccoraance witn an advantageous e odimeént. Crate too IS a more

detailed illustratitf GPERIE &6 BETLHIR FHLiPeB6ratmsd th sl rRRgEidRinterface 8702, signature
8704, unpack angrespesisSy 06 rasale 8¢ 08wanstdspinach8rgllald eeis@tlintaréace 8702 provides a user

interface for @ user to PRELAECIALE, ;99,11igzlggngq@{gst,%qgS%Z%g(@yag%r%l@g)gg&qg, if} a data processir_lg
system, such as data proces,sm%ﬁgstem 200 in Flgure 2. _ é%;/r]\ature 8704, in these examples, provide

a number of diffeFerth B AR CREPURamBIes Sigh RRPD&YE N4 UhLek ShaTRIBYYSE a crate and its
configuration iterdep BT igionritegrayicvayibelppefiriead by ehevkinged digica signaterrecfeiethe crate and its
contents. In theseoa¥antglesiihesigaatusessane daeaieddnpdensikiemmankularguagedocuments that

are separate fromfhe, %89&8%?tﬂ%ﬂts%[ﬁ%%!igUEBaH‘s?’i'BeJr&%QQQiFUﬁ&i% RI90RIGSmay be integral to the

signed configuration item. Signature 8704 may sign an existing software aircraft part as well as other
30documents, fil6QEHEPERALP LR AL URpARCAR PR M 8708 4l 5% 402t 4B Femove software

aircraft parts andFigher Tiforthaterxaowies.crate and inspect or view those components. In unpacking a

crate, unpack and insprghRB40BwWRZingRE BIMPNRSSeEvIsWeREEAMIDars iR hecewiggnd places them
in a selected file S&%ems OI[900 1C] Additionalléé, ifitﬁ gg(a:&%gtsli iS_pre ent ignghefhcrate this packing slip also

. ICled In accorgan ageous ' em € mesdsage
may be dlsplayeg. e Inspect portion of this function may be used to allow a user to n?spect the contents

and signature vafletydrigrascSdirpiaies @ fom ¢ @eyaess werdo eretess prsealienie!aadélrto create new
crates and manipulatenexisting crates. 5For example, in manipulating crates, a user may organize crates,
add hta or subltraf_:t frfl’”lh'Fﬁi§@£E%|F:§; tﬁé%‘iﬁér%ﬂ%’o%&(&ﬁ@ﬁ%@@\déﬁ%%&@%ﬁ Qtﬁ@_l@mtva@/s, depe_ndlr;g
on the particular im ntation. ample, a directary may store crates containing software aircraft
patts for & partcA T G0 o A T A G D D e S Teq BRL Lo DS FRSURE. Upload 3710
provides a functispoiase SigRRIgProcesses or receives incoming crate 8806. In this example, a user

may receive incoming crate 8806 from various sources. For example, incoming crate
20 8806 may be received through an internet connection or through some physical media,
such as a flash memory or compact disc.

The user opens the crate using a crate inspection tool (operation I1). In
response to this user input, crate tool 8802 displays crate information to the user
(operation 12). The user then inspects the crate contents and chooses to unpack the

25  crate (operation I3). In response to receiving this user input, crate tool 8802 validates
the signature information and unpacks the contents of the crate into the file system
(operation 14). The signatures in incoming crate 8806 are signatures generated by the
source of the software aircraft part in incoming crate 8806.

Thereafter, user input is generated by user 8800 to upload the unpacked

30  software aircraft part to the library using a library upload tool (operation 15). The user
enters user input to add a part to upload from the unpacked crate location (operation

16). The user then presses an upload to library button (operation 17).
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10configuration items in crates from crate tool 8700 to a library, such as library 1700 in Figure 17, in these
examples. Turning now to Figure 88, a message flow diagram illustrating the processing of a crate is
depicted in accordance with an advantageous embodiment. The message flow in Figure 88 illustrates a
flow of messages used to process crates for uploading to 15a library. In this example, the different

components involved ip, Pég&?f%%”&gtﬁscuéé?|H?>Y@'¥Paﬂé5t85|%%99p%ﬁaﬁst99é&%‘33 N R8Yi8804. The
message flow, in th this ex Pal?u%ﬂ ﬂ% hen a user p rocesse§ or reg&%es incomin crate 8806. In this

? pggé%t his prompt, user ters
example a user may rece |ncom|n crate rom variou's sources. or exa Ie, |ncom|ng crate

208806 may be r@@éﬁ?‘éé‘%?@e@ﬁoﬂﬂ%té}fﬁ@ eehFd B ANGI BRI GReSRIEORYEIEEIIMedia, such as a flash
memory or compagisdiae. to sigr the sisferppensiheatatpdising Haratersippassianréooi (@peration 11). In

response to tis Yser EJPBE&%E%*@&QQF@@Q%QW%&%% ARrRALARI NS USRI-GORGFRUQN 12). The user

then inspects the crate contents and chooses to unpack the 25crate (o0 eratlon 13 In response to

receiving this us&FIIRIES cPAtEHE BE85 UitiaaL e &R BFE RIS ﬂ?h"ﬂﬁ?fﬁ Iﬁﬁgf{s r{ﬁe contents of
the crate into thesfifeveisaiviafo peitatio redRPNSEHe rsigdndrds prisvordifigntiaga 8806 aiedasignatures

generated by theggopiegpipktine softwakeatres aftqrant atneaming 41 ptet 889G Jdnareaney, user input is
generated by user BE0R.Igiplpafl iganacked SRspituare alciallapriiodie dbraneuaing a library

upload tool (operation 15). The user enters user input to add a part to upload from the unpacked crate

location (opé?atld’ﬁri@fsﬁ’?@%gﬁc?ﬁé?l tB?éE%\é‘s“&FFUWSQ&BtKB?WW%ﬁTBBMSH'QW In response
to this user inputsigrateresair880 2qfnparpey gk p88D0tHe ctiieary tug kiagke dediffatsn(derdition 18). In

response to this pepried/fen 3RAhRGIELadibEasY FrRApMiAlRORSIBRORBNY FoRteréQl8802 then prompts
the user for aS|gn| a%té?ab%%vs%rrd chﬁ'gsn the tsof}war aircraft. art (operat lpn 110). In response to receiving

a parucuiar airll ne or, |
this 5 prompt, user enters a passvx?or operation 1T.aL5 e sl nlndlpassword in these examples, is

used to create the sigriter& &2@M8 B ppfR PRI tHeARRTOIROAR S fBFﬂ‘%’é’dfﬁﬁé‘?éoam‘?% part. In
response tolreceiviitgettyes §aseperdidranstheitiser séfdtepioal 8B 2 cprie sithefigmaitutiesto the different

software aircraft pagt flepAQReLationchiels A aarbafiiais $i@?&@9&r99%§§rﬁ&€éﬁéﬁ@f§ is created with the

software aircraft 1(Ppart f{lesrt{elp |%éao%efd mltlgratIr neyy Erate E)IS gtep rgg& mentatlon the digital
signatures on the soﬂwaroeca?rcrg inthe crate, ttﬁ) S a i er%n rom he S|gnatures from

incoming crate SSWtHQé%i@F%Y&@ﬂW%%HﬁHeJ WW@@@%@?%%QW&J%&‘ 82¥, such as a
particular airline @petailtenayce facility.

20 Next, an operation status on the upload is returned to crate tool 8802 from library
8804 (operation 118). This operation status is then presented to user 8800 by crate tool
8802 (operation 119).
Turning now to Figure 89, a diagram illustrating one implementation of a user
interface for a crate tool is depicted in accordance with an advantageous embodiment.
25 Inthis example, user interface 8900 illustrates components that may be used to
implement user interface 8702 in crate tool 8700 in Figure 87. In this example, user
interface 8900 includes working crate list view 8902 and working crate detail view 8904.
Working crate list view 8902 displays a list of different crates. From this view, a
user may initiate project operations 8906, working crate operations 8908, or exit
30 application 8910. Project operations 8906 may be used to create a new project, open
an existing project, close a current project, or save a current project. Working crate
operations 8908 allow a user to create crates, delete crates, or duplicate crates, in

these examples. Exit application 8910 allows a user to exit the crate tool.
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After the signature has been applied, a part upload is initiated by crate tool 8802 15to library 8804
(operation 113). Library 8804 uploads the software aircraft part in the crate and verifies the contents
(operation 114). Thereafter, an operation status is returned to crate tool 8802 from library 8804 (operation
115). Crate tool 8802 sends an event log to library 8804 (operation 116). The event log is uploaded by

library 8804 (operationgl @y 3%%%%@&@0.&%5@09 the wrlpRdilse shdmMsd i state tool 8802 from
library 8804 (opera‘rl"Irl %a8té q I3 qperatlon status is the r%sented t(% user 8880%Py crate tool 8802

(operation 119) rning now to |‘g";’8rrén§§ IrateolI do am |I SHrafi Wgtjeone wﬁ'ﬁi"émentaﬂon of a user

interface for a cr&ferlewtds Bepitie drateataiatdipcdfttpraridas faseideetace HBbarnEise!251n this example,
user interface 890feitbus iaied o apeneaintsdhaicpayideatsed sodmpleareirusessiterface 8702 in crate

tool 8700 in Eigure 87. |ﬁ%H&'ﬁﬁo%XﬂHPPlﬁoMﬁSrc'r%@rfél‘iﬁe@%@i’b%ﬂ%ﬁ WQF%HZPc&&‘étﬁelﬂéﬁ Yigy 8902 and

working crate detail view 8904. Work mggcrate list view 8902 dis Iazé/eSr t of different crates. From

this view, a user fRaY ﬁ\HFﬁfe’%f&?%sptg% n 4856313\?/%1'%?16\’6?&% LSHR 898" exit 30application
8910. Project opehations @o@dntaaybenrsekine @?é&t@&%%ﬁﬁﬁ*@ﬁ@‘bﬁm@m egisuaiiPiihoject, close a

current project, orspygiagchiarrdreesjest 1 eskinglerale LRIl &SR8 Allavsa 1658018, create crates,
delete crates, or gé%h%@lfz cgg&escgdgl tpg&g &g(ggqglggplla:\/)gt %89#&‘?&}10%9%%994“8‘% user to exit the crate

tool. Further, from worklng] crate list view 8902, a user may Initiate open or close a working crate

8912. Ifa Wb(?kln@'Qf}%\"rqu’&fb i %ﬁaﬁ%ﬁ%%ﬂ%%&sﬁ%wg@m %WB‘&SWSW{HE}”@&& detail view
8904 provides a sistssinterfaosfasatinmayphisplelyadidferersefunctions, depending on the particular type of

crate being prOCGSSGdF&&f‘oﬁ@éi{Dmﬂé@m ﬁvggﬂétg;fér@mm H@@tﬁa%mam prREdRghssate detail view
8904, a user may access ook g}%lﬁe 2 Is 8 14 \ngova}cr)l\%l nctions SH ch sgfpecklng crate

integrity, unpacking goréepnss'nectlng crates, and C ec Ing ¢ mpatsbl ity and Ffseé:tt(l)r'?gopre erences. In this

example, tools 899%%?6«)16@?“9[5%(%@’8@3‘6“@@?@ §991U8922GMaA8eP4 iR ELFSn 8916 displays
information regaringitined 82gitalb 16 si grattirerakl tirecsigpetibiliey sfatesfoftleeaiconfigarativntitem. Examples

of signatures stalf e SUARERTHUINBLBARICIH GDEFSOVIAREHBSAIPRIERE apacksia signed part

and/or assets in the crate and places t
vaﬁous properqe% and pre erences The depicted functions are provided as illustrative

examples of functions that may be provided in tool 8914. Of course, other functions
may be used in addition to or in placed of the depicted functions.

20 With reference now to Figure 90, a diagram illustrating data flow in inspecting
and unpacking crates is depicted in accordance with an advantageous embodiment.
The data flow illustrated in Figure 90 may be implemented in unpack and inspect 8706
in crate tool 8700 in Figure 87.

In this example, two dialog boxes or views are presented, inspect and unpack

25  view 9000 and crate inspection view 9002. Inspect and unpack view 9000 is displayed
to a user and allows a user to perform various actions with respect to a crate that has
been received by the crate tool. For example, a user may select an operation to
manipulate a crate. This operation may be, for example, delete or move a set of crate
files.

30 If the user selects this operation from inspect and unpack view 9000, the
selected crate files are moved or deleted (operation 9004). Thereafter, the crate list is

refreshed (operation 9006) and the process returns to inspect and unpack view 9000.
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components into the file system. Function 8920 provides for an inspection of crate contents, validating
crate and component signatures, and managing crate files. 15Function 8922 allows a user to check the
compatibility of a software aircraft part with the airplane's onboard data load function (ODLF). Function
8924 allows a user to edit various properties and preferences. The depicted functions are provided as

illustrative examples offyRelionshab e RaRArayiAed Ioieahg§ A 4 Ak SR hgRynctions may be
used in addition to orin [Prl]aqed of tﬁ]e eplqed gtéraggopﬁ FOWIth reference now tg Figure 90, a diagram
ies the lo n_list . e %1

. . odi atio operation ogation, preference Is then stor
illustrating data fIOW i mspec(ﬁng and'u pac%mg crates'is eplctgcf in accordance with an advantageous

embodiment. ThéaaiiapRPilRistyEidteiRTPiger o0 ietdipipe ierreRiontdePhassisaercandintpect 8706 in
crate tool 8700 immhiguceatdr phaftnis@xiam pleh brvdidialog Jaaxes) o iewsarerpreseatedy iaspect and

unpack 25view 9000 and ErG.SRERIAMNYIRY AP0ruilDSBRS ANALIBASKYISY iRQRRS Aiglayed to a user

and allows a user to perform various actions with respect to a crate that has been received by the crate
tool. For exampl&' ¥ Egé}oﬁ?gy select an operation to manipulate a crate. This operation may be, for
example, delete or modeisseetti@hdrdneafileyeB8P R iike Hsslentershiscoperatdn fronrirmsipect and unpack
view 9000, the selestedevatefliles Rrerorpuadior deleted{epaciienif00d) 1) eieafterudbe crate listis

refreshed (Opera@%r@ﬂ%ﬁ%e%ﬂé&%}?h%ﬁﬁé‘rti%%ﬁ%ﬁ%%Fﬁo&%%%&%?tﬁﬁ%%XL%(?&OQSO- If a user selects an

operation such as removmgﬂa location, the process then modi ocation list (operation 9008). The

location pretérent&RRAEAKGTed (iR o6 A F SRRRSHR RSCLaSHENRRIASHTS t8P¥Pelation 9006 as
described abovecrtasnkreation iref@dehce ithia yeethrdertlicectien selecte denprthearses. dntitis manner, a

Suser may removgleeation frema $et eksliasteriasana, selef iooptisasinuvhishsrdies may be stored.
At inspect and ur.};%gclge(iervy: 9000, if the user e%trxreorrsﬁ ﬁee]r”ien put at.a rbq?]%l)qcmion in tshsi%]view, the user is

prompted for a new jocation oep'gfroe{wgﬁoé]diﬁa nce the User enters the new location m?grmation, the

process proceed¥PE5&AR8 R T0EE SIS ANR dizh /2l (R TSP MdbEsUSPTIERRIFL b inspect a

crate, the proces3n®ves to crate inspection view 9002. In this user interface, the user may perform

various actions W?th regRRH d @ H@é‘ctiﬁﬁ’&@%ﬁdﬁ@i@s aiwem%yugsl%%}%mam@tscimrmatﬁon-
Thereatfter, crate information ﬁnread fro &he fllle ﬁ%g%ﬁﬁlggc%gygéj%e@ acess tstiwéan% tH%dates dialog box

controls with datasllf%h %B%?%ra eaiﬁro%ema 1613 16 e dser (operauon 63.

being validated (operation 9018). If the signature is valid, the crate is unpacked
(operation 9020). The process presents the results of unpacking the crate along with

20  displaying any packing slip contents in crate inspection view 9002 (operation 9022).
Thereafter, the process returns to inspect and unpack view 9000.

In operation 9018, if the signature of the crate is invalid, the process presents the
validation results (operation 9024). These results present in crate inspection view 9002
may include an indication that the signature problem is fatal if the validation is incorrect

25  for a crate signature.

In crate inspection view 9002, if the user selects to validate a crate, the process
validates the crate signature (operation 9026). If the crate signature is valid, then each
configuration item signature is then validated (operation 9028). In both operations 9026
and 9028, the process proceeds to operation 9024 to display the results of the

30 validation. If a configuration item signature is not valid, then a warning is presented in
contrast with a fatal problem occurring if the crate signature is not valid. In crate
inspection view 9002, if the user closes the dialog box, the process returns to inspect

and unpack view 9000.
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When crate inspection view 9002 is displayed, a user may select another action, such as unpacking a
crate. The selecting of this action results in the crate signature being validated (operation 9018). If the
signature is valid, the crate is unpacked (operation 9020). The process presents the results of unpacking
the crate along with 20displaying any packing slip contents in crate inspection view 9002 (operation

9022). Thereafter, the PlaGRS SR PR IRIIPS IRRIUNRASKIEME 3980w in dRQRRrAIRNS01SB, if the
signature of the %%tee Jstég\{rgld the process presents the vali aélon reswlts 0 eratllon 9920'4). These

. IC actordance advantageous embodiment. (<] ess Illustrate .
results present in crate mspecctlon View"d may include an indication tha hé signatureé problem is fatal
if the validation ignifitBHe8l 257 Pa iErRleesiyehttfecrate qpl Gt dn s tion 8N 0bBRIE #fe user selects
to validate a cratglotae otess, wadiddtasiheeratiensiguatarel (aFregatio 13026l frtbreeeatedsignature is
valid, then each gopfigusagion, i,t_génrgigp_ature is then validated (operation 9028). In both operations 9026
and 9028, the process proceeds to operation 9024 to display the results of the 30validation. If a
configuration item signttiV& EHR%0a RHIRER°R RFEIRiIRY FPragEey i ROFPEY U a fatal problem
occurring if the crepersignX1A) isThetegéid.the pregesinggecicnwisinDOBR, (Prhetinse?1@dses the dialog box,
the process returgisdihispral-nsideaRaakguiensl A8, the pfotEing LMW 19 FeigiivieShital diagram illustrating

the data flow in %%ﬂﬁ&a%ﬁ&%%&ﬁfﬂﬁ&%ﬁ%ﬂn ARSRFRRANGR A @‘?(ﬁ‘}'."ﬁx%‘?e%ﬁ%‘:@r#ﬁé@ogime”t- The

process illustrated in Figure 91 may be wn_FIement_e_ in a crate tool, 'such as crate tool 8700 in Figure 87.
More specifically CRREIHTFEYR AE DS ratits RIS TS RiGue oMl Be bR AEAteY Bk Trate 8708 in
Figure 87. Irctélis dxen phefithe(irodesshbeginsidne dppetifieg o\ rewigraidstivg preydet, foperation 9100).

Thereafter, the pEsRSR: ChaRtitw Wiktkin @At aliedararaiamatod) sberedtingan initial signed
configuration item, theﬁocessﬂpe%qqins ba\( recetiyén i Iitial crate mefa aag;lreacpd a cgtpgigllejration item

) 5 , t t -
identifier (operation 91 3 i these ex: m%ﬁe%, a 10 configuration item 1s & Sfﬁé’f‘e Item consisting of a set

of files that may BS¥B@\kitlens AP PAGPED ARGERAIARSIteRsRERND Uit U JHeFiaRe?’ A configuration
item may besfor éxtarfiipdas actafiwdrecairerafpéctia retdipdadocitanentayobsomeiitéeofitare The user

then navigates tQHé}?p%‘éﬁfllg Uﬁ%ﬁ@ib_ﬁ%ﬂ@:% @@fﬁz%%@rt&@(t QQ_rI%Wﬁcﬁ)@%ﬁ‘e?@&%i@Wtada@ for those
selected files (opéa ahtl%n ﬁlrpﬁ A glgeé:to%.ofl.lrg%arta files is selected because a particular configuration
ie.

;
. on da narpic i |jorary. . .
item may be comprls%d of more thah oné'file."For exr&mple, a software aircraft part may include an

executable file, a confi§iPatibR AecessdHWPatmcriRIAT &jTies mapgery, tife pro@Ps&laNidates the
metadata entriessrsile by ibetiscy 1@ aerapesr&E08)y keapeanatianih & dheeprocesatmeay determine

whether the metadata.enlries 20mAela SRLOLLYIRS,FDESRAHIGSTAYERAYIS RETRINLIRES of

configuration items that _ _ _ _ . :
contain certain amounts of information and certain types of information. For example,

with software aircraft parts, a source or manufacturer of the software aircraft part as well
as an identification of the type of aircraft may be entered as metadata. In addition, the
metadata also may identify a particular aircraft that is to receive the software aircraft

25  part.

The process may validate the configuration item depending upon the type of
working crate (operation 9110). Next, the process receives a user password (operation
9112). The process then creates a digitally signed extensible markup language file for
the configuration item and stores the digitally signed extensible markup language file

30  with the configuration item in the file system (operation 9114). The process proceeds to
save the project (operation 9116). A user may, during any of these different operations,

choose to halt and save the project and continue the project at another time.
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contain certain amounts of information and certain types of information. For example, with software
aircraft parts, a source or manufacturer of the software aircraft part as well as an identification of the type
of aircraft may be entered as metadata. In addition, the metadata also may identify a particular aircraft
that is to receive the software aircraft 25part. The process may validate the configuration item
depending upon the typg.Qfadng £gleLaparaticld 40 MeXlod6nRARGRSS, RGRINRS @ user password

(operation 9112). The process then creates a digitally signe ensible markup language file for the
confiouration ite R A SRER e AR RS RORERE oo TeA R B SE it the

configuration iter¥aifi2tRs e BpSERP @Peraitifo Rl e T PRstaiy FFdects yx®@se the project
(operation 9116)rebdiigRranay, shssngrampoftivase eifeTeptippperativas cehoase daitzalt agdsave the

project and contigye e PrRIRELALANAYENILIDENL eSS FRRRORVIORIES IR DgiR3RE} S data directory on

the file system and enters metadata for those selected files (operation 9118). Thereatter, the process
validates the mef8BEEI@hirlé8 made by the user (operation 9120). The process receives a user password
(operation 9122). The protessandn CiaareS2aadigivallgrsidaaviosesaderdinecasiikapdesicrsage file for the
asset and storesdtd thacpased' s dicesinctoperaticRdhegboly g dweunto FHegwrec8ss a flowchart of a

process for ProcgRRAcA [FERINEE £7is, RIRRIRIRGRARCELARDSR Wi a0 AC\aDiagsoys embodmen

The process illustrated in Figure 9 e implemented Iin a software component, such as crate 10tool
8700 in Figdre s PPNRIRP SpEaHERfY; Mapbeelsahal e hpte MBhRSITIRERISAK dhd'RiShect 8706 in
Figure 87. Thapivressd7@§inggured&iving a crate (operation 9200). In this example, the crate may
be received through vaiRus=QUEGRSiTs Yy eXMNPIE o 2 RRYRIsamRdizcnaYhRicexgatedhto or placed into

the data processing system in Cvg‘/l%c ﬁtgp% S%rocess executes. 15In other erﬂbglglé lents, rm]e grate may be

received through a communications link; uch as a ne \?vsdrﬁ(ﬂn TP R process preser\/tselnformation
about the crate (6ptish 920 RIS BiSIAROPRSTHIGHTATIR Whia) Bie pressstetPtiigtigh a graphical
user interface. Tiisoithéormmatidimensay timctugke, ey exasopiedireangnufactonerictunsdirdd, thercrate, an
20identification ofdhe,cQuagmitsin the crate, a size of the crate, and other suitable information. Thereatfter,
a determination is madlenas to whether tto updgack the crqtt% e(%Pa?éattion QZOAQ)ZO'EQislndtﬂsermination may be

made through receiving & erlgtlaﬁ%su resents in mation abou operation
operation, the information may be presented through a graphical user interface. This
information may include, for example, the manufacturer source of the crate, an
20 identification of the contents in the crate, a size of the crate, and other suitable
information. Thereafter, a determination is made as to whether to unpack the crate
(operation 9204). This determination may be made through receiving user input.
If the crate is to be unpacked, the process validates signatures for the crate
(operation 9206). In these examples, the signatures may be signed using a private key.
25 A public key located in the crate may be used to determine whether the manifest and
file digests are valid. This validation also is used to determine whether the crate
actually has been originated by the source and remains unmodified or tampered with.
A determination is made as to whether the signatures for the crate are valid
(operation 9208). If the crate signature is valid, the process unpacks the crate
30 containing the software aircraft part and places it on the file system (operation 9210).
The configuration item signatures do not have to be valid to unpack the crate. It is up to
the user whether or not to continue unpacking the crate if one or more invalid

configuration item signatures are detected. In these examples if the crate signature is
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If the crate is to be unpacked, the process validates signatures for the crate (operation 9206). In these
examples, the signatures may be signed using a private key. 25 A public key located in the crate may be
used to determine whether the manifest and file digests are valid. This validation also is used to
determine whether the crate actually has been originated by the source and remains unmodified or

tampered with. 4 geIgHRIAlIgRISMAASasacheshesthesianauas [Quihe saeaieyalid (operation
9208). If the crate S|%1ature %Xahﬂﬁ the groc%ss _unpe%qfhs the crate 30containing the software aircraft part

and places it on théH g"té?/ns em kope‘re ion 92 ()Tml%e con @uer%ltion item signatures do not have to be

valid to unpack the craf¥thtresergnes againsepPROFFEMEYZSR nbthe EartriiaiurfiacrinGg ihe@Riterif one or more
invalid configuraiioriieadSigiaitsed21e) deite ctechriadhiesenaxamples-dathe. onafiersfgratere is valid, the

software aircratft part is ynpagkesHandsHracMithine file SXsiem.as.deserined inapergtion 9210). The

process terminates thereafter. With reference again to operation 9208, if the crate signature is not
valid, an error is Fﬂfﬂ%%?(operation 9212), with the process terminating thereafter. With reference 5back
to operation 9204, if theéhirsiepldeeirists it wohipaciatie aradyngeiqsrotes salst eaiphimants. This tool

supports the workstpwtstabésaanas diksamicriglfearpemapialion ela Wsesdriarasadasndiscussed in
Figure 2 above allgws the, H%?é.f‘l\ r‘]%FS%‘éraY@'mtSh&%ﬂ AMPIELS B.CIALE AR AR SIAL wif.a draft status,

ar
and so does each component of the 10crate (such as the part and a related document). As this process
proceeds, thé st&tGE dFtHR S Hie PAY W IP 48 ASLAXUMPYhet, RRATSESFRIRTHHLH 18 FialGrk, and to
complete as the coféte ¢sasigaedelaedacplermentatid riasoealiowsitht vsemwiaddd tretetepletemodify any

components of thg gateaid ysAddifiomdalpiiarnaipogificaiar will iesult Jaf giargs: of the current

status of the releyanycampanent,and ihatot e srafe.andhip Asreguiteaienialidation gd resigning.
The status is graghlca\/ll?/ indicated in both crate list view and crate detailed view. ile providing flexibility

and supporting wWotRaTeqOtiie furenbHaiy LitRer eyl e R sAtegRt B LSRR P efdbes. This tool
supports the @ynesniceae e aséddizinibodiorsigronk . fldke statusis Biephically indicated in both crate list

view and crate detailed view. While providing flexibility and supporting work flow, this
functionality further ensures the integrity of completed crates.
This tool supports the dynamic release/distribution work flow status. The
implementation of a user interface as discussed in Figure 4 above allows the user to
20  create, validate and complete a crate. A crate starts with a draft status, and so does
each component of the crate (such as the part and a related document). As this
process proceeds, the status of the crate, as well as each component, changes from
draft to in-work, and to complete as the crate is signed. The implementation also allows
the user to add, delete or modify any components of the crate. Any addition, deletion or
25  modification may result in a change of the current status of the relevant component and
that of the crate, and thus requires re-validation and resigning. The status is graphically
indicated in both crate list view and crate detailed view. While providing flexibility and
supporting work flow, this functionality further ensures the integrity of completed crates.
The flowcharts and block diagrams in the different depicted embodiments may
30 illustrate the architecture, functionality, and operation of one or more possible
implementations of apparatus, methods and computer program products. In this regard,
each block in the flowchart or block diagrams may represent a module, segment, or

portion of computer usable or readable program code, which comprises one or more
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implementation of a user interface as discussed in Figure 4 above allows the user to 20create, validate
and complete a crate. A crate starts with a draft status, and so does each component of the crate (such
as the part and a related document). As this process proceeds, the status of the crate, as well as each
component, changes from draft to in-work, and to complete as the crate is signed. The implementation

also allows the usg!IQBAAnHRIBEE RGP X AN SO TP OREIISQTIHRGAT & Rurtidh dRiugRedeletion or

25modification may testlt in.a.chande of he cuneht sialis of the felexan; campenent and that of the
crate, and thus requires reVafidation and reS|gn|ng.0fhe status is graphically ingreated 'both crate list

view and crate détaeardrewotpdhiéhpresuising RE I @it Ssifspettify We o shels flinctionality further
ensures the integiitgaltompletedesates dinstHosthasizanchiploakitiagrennsiy Hendifferent depicted

embodiments may. IQUURIALEAD S-ALAUGHL Qe JARGHRNFY 1Ry Y REGTAHO MR Re or more possible

implementations of apparatus, methods and CQ%anuter Ero ram groducts. In this regard, each block in the

flowchart or block diagFéfmkermfﬂﬁ fiisredehied Fiadams SEyMaAe SrHoEhsor 28HHGter usable or readable
program code, wifctpemsisrisesdgtrestbeioee ilbgtaisbléipdisdetviesforinilefienpvigasrs specified

function or functiengsgitseroreatainativeviiap e antadans: Hitajeaot empsdiurstionsneted in the block
may occur out Ofiﬁ’ﬁb?eﬂ{&lﬁéd?rﬁ‘é%ﬂ%SJEQ&F#%«&%S?&%‘F&?L bm&{?%‘?n%%%e.t‘ﬁ’&_@% ghown in

succession may be executed substantially concurrently, or the blocks may sometimes 5be executed in

the reverse GrderHEsENRPGH BRI RURGRRIMFRBIVEEC e il 81208 aRfdYBRT Block diagrams of
software comporsshtiyitied dwsafevesnippaertsaiand. dalt stre bardesit gst aretiterithisitliscidslire are

provided for purppsesotdanritting Ane Maraer debithdos difisrent adyvaniadsons£mpodiments can be
implemented ano(ljiﬁot eant form *hat ifferent embodiments ma For exam Osome of the block

dingrams ilstrat e L T b R g B R ations.
Also, the hardwaPBeIRANAFEITWELEHE HRASIUEEGR THYRS dRBlRipreehal 6 PAABRRS aifffEhnt advantageous
embodiments. Alsg, tieerdifidireinthexaanptesnoftgeh plfieaintiseévantaréace sravediresentery fer purposes of
illustrating one mappgrdRaMhich a user interface may be implemented. These examples also are
The different advantageous embodiments can take the form of an entirely
hardware-based embodiment, an entirely software-based embodiment or an
embodiment containing both hardware and software elements. Some embodiments are
20  implemented in software, which includes but is not limited to forms, such as, for
example, firmware, resident software, and microcode.
Furthermore, the different embodiments can take the form of a computer
program product accessible from a computer-usable or computer-readable medium
providing program code for use by or in connection with a computer or any device or
25  system that executes instructions. For the purposes of this disclosure, a computer-
usable or computer readable medium can generally be any tangible apparatus that can
contain, store, communicate, propagate, or transport the program for use by or in
connection with the instruction execution system, apparatus, or device.
The computer usable or computer readable medium can be, for example, without
30 limitation an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system, or a propagation medium. Non limiting examples of a computer-readable
medium include a semiconductor or solid state memory, magnetic tape, a removable

computer diskette, a random access memory (RAM), a read-only memory (ROM), a
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15not meant to limit the manner in which different advantageous embodiments may be implemented.
The different advantageous embodiments can take the form of an entirely hardware-based embodiment,
an entirely software-based embodiment or an embodiment containing both hardware and software
elements. Some embodiments are 20implemented in software, which includes but is not limited to forms,

such as, for exam@t?m%qf@n@nﬁsweér%w %&W&T@déﬂ%ﬁ@'ﬁﬁ%&@@l disk. EMTEQF‘J@]@%V‘G different
embodiments can tra\lée form oolta corygqter gr %pﬁ% ct accessdb from aco ter-usable or
act isk.— read on , compact — read/w

computer- readalie mediuny providing program co or use by Or ik Connection (ViEEe computer or any
device or 25systEm\iradeX¥Butes instructions. For the purposes of this disclosure, a computer- usable or
computer readable megiufecarcgepatalsdigcany dangibleappasaiusiilrahcacoonians, sstere,
communicate, prsmgﬁ&?T@erdgae%%gamgr&sgwmmoﬁweﬁ PUQIHEGRORSFHOR itk g igstruction

execution syste paratus, or device. The computer usable or computer readable medium can be, for
example, Wlthout”i%@tﬁ ﬁrgﬁbﬂ“a??%‘fé%ﬁ)é‘?ﬁ%teﬂ]%@ﬂéﬁg‘p&ﬁrlctgle 81‘88‘(%}&8 RS WMHSFed, or semiconductor
system, or a propﬁg@@dﬂpmé@hjﬁprmwmﬁﬂdmgaéﬁmtm@mﬁat@dmfmn@ﬂt@ad@m@mIQm include a
semiconductor ofessakigis@esamesyidmagaeivdapa & reerovahleueatpuiamdiskestd, a random access

memory (RAM), @oﬁ%ﬁnﬁ)&% yoﬁgqlm(o%@gé\ﬂpmm gadomvﬂgerb%gc disk, a floppy magnetic disk, and an optical
disk. Optical disks may include compact disk - read only memory (CD-ROM), com[)actdlsk-read/wrlte

(CDR/W) arld DVD. Futtf&f %{%ﬁ?ﬁlﬁéﬁl@ﬁlﬁ@%{?‘%%ﬁﬂ?@ﬂ @éﬁ?@%@’éﬁ "contain or store a 5
computer readableadahisableppotprarsebedecuan thde wiiaridte coenputera eadablerecosable program

code is exeCUteddQQcﬂyc&mBkuj@fy%%WV@%%tWﬁ&%Bl&%m%b&ﬂa%@%ﬁ’%am code causes
the computer to transmlg anqih er.com 1]'er readable o ldsqblel %rorgrar%r%og r.one or more

communications T?’nsks Smmun

vV

ach communications fink m mCBe either wired or é?gs"g’”fﬁﬁ gata processing
system suitable W'ﬁﬁﬁfdh%l%?%%b@ﬁﬂ?gW&J?@Pfé%&%@%ﬂ%ﬁﬁﬁﬁﬂéﬁ‘ s 8B¥EYSrogram code will
include onelar merepprogessas: ¢ apletsidivectiyoorpudmeetiytie memopytelerzehtstiyraagh a

communications falsig, SGRARASHIEBAHE LREIRROE KRN MANIBEHIZS doRay memory

employed dur'”ge%f;%?on of the code.

Input/output (or 1/0O) devices can be coupled to the system either directly or
through intervening 1/O controllers. These devices may include, for example, without
20 limitation to keyboards, touch screen displays, and pointing devices. Different
communications adapters may also be coupled to the system to enable the data
processing system to become coupled to other data processing systems or remote
printers or storage devices through intervening private or public networks. Non-limiting
examples are modems and network adapters are just a few of the currently available
25  types of communications adapters.
METHOD AND APPARATUS FOR LOADABLE SOFTWARE AIRPLANE PARTS
(LSAP) DISTRIBUTION
Embodiments may be claimed as follows:
A1. A software aircraft part management apparatus, comprising: a library
30 associated with a data processing system, the library being configured manage a set of
software aircraft parts for a set of aircraft; a receiving module capable of receiving the
plurality of software aircraft parts and sending the set of software aircraft parts to the

library; a proxy server in communication with the library, wherein the proxy server is
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execution of the program code, bulk storage, and cache memories which provide 15 temporary storage of
at least some computer readable or computer usable program code to reduce the number of times code

may be retrieved from bulk storage during execution of the code. Input/output (or I/O) devices can be
coupled to the system either directly or through intervening I/0O controllers. These devices may include, for

example, withoutZQIMItGHQR HLKEYRRRLS R YR ECIRESh ShsRiaySe RN BRIADDGHSYiesH &ifferent

communications adgplers may alsg be cqubled 0 fhe syster 9 enable (e data processing system to
become coupled ¥ Bthér datd froce8siig systenis o Fentote prnters Si°storage devices Hrough

intervening privaf¥ & elisine iRedrerks’ Nl Flitng @xbimplestir effrsawing asritwainaikdbapters are just
a few of the curr@@tty@vﬁlab&mﬂmeseobmmuu@oaﬁ@p&)aﬁie@t&rsaMETdd@aeﬂd\beNAnBPARATpS FOR
LOADABLE SORTWARE AIRBLANE PARTS (hRABMRISTRIBLTIOM Emhosiments Ay e claimed as

follows: Al.A software aircraft part management apparatus, comprising: a library 30associated with a data
processing systeff/'th@ ﬁ%’ﬂ%ﬁ%%‘iﬁﬁ%%ﬁﬁ&'ﬁ%%%ﬁ%%%%? SreEBRNAPS SRR AR a set of

aircraft; a receivithg a¥sthile capable of receiving the plurality of software aircraft parts and sending the set
of softvyare aircraft parteto thradiﬁmr@mw_@rmn%smmumjmﬁmbmm_mI,ihwbé,w\th@rein the proxy
SEIVer 1S Capab'ﬁb?éﬁ%@ﬁhf’%%&ﬁ&&@fté"é%ﬁ t&'&?é?éséo%@a%ﬁ}%%ﬁéds_ GEFORE dISHIRUIAN, A¥Rigm for an

aircraft in the set of aircraft, wherein the onboard electronic distribution system Is an aircraft client in the
set of aircratt'clidhfsSahYHS E4FEAR IR B T SEANMY ASBRMA eI KL [SEIR YR AR At from the library

through the proxgreerver; and a portable software 5maintenance tool, wherein the portable software

maintenance tool proviges analterale mutsiesenddhr sefivair e sftRar A9, thecpnbarrd electronic
distribution system of the aircraft. e dﬁv%h'[hhee dggftware aircraft part management apparatus of claim Al,

wherein the IibraP)got))%isheévceB'r?fﬁgsﬁPg 0 Ccreate & craté containing the software aircraft part and wherein

A4. The software aircraft part management apparatus of claim A1, wherein the

15 portable software maintenance tool connects to the proxy server to receive the software
aircraft part, is moved onto the aircraft containing the onboard electronic distribution
system with the software aircraft part, and connects to the onboard software distribution
system to transfer the software aircraft part to the onboard electronic distribution
system.

20 A5.  The software aircraft part management apparatus of claim A1, wherein the
onboard electronic distribution system downlinks data from a set of line replaceable
units on the aircraft to the proxy server to form downlink data and wherein the proxy
server sends the downlink data to the library for storage.

A6. The software aircraft part management apparatus of claim A1, wherein the

25  software aircraft part is moved from the library to the onboard electronic distribution
system in a crate.

A7. A computer implemented method for managing a plurality of software
aircraft parts, the computer implemented method comprising: storing a software aircraft
part in a library; identifying an aircraft for the software aircraft part to form an identified

30  aircraft; sending the software aircraft part from the library to a proxy server; and sending
the software aircraft part from the proxy server to an onboard electronic distribution

system on the identified aircraft.
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10the software aircraft part is sent to the onboard electronic distribution system in the crate. A3. The
software aircraft part management apparatus of claim Al, wherein the proxy server is associated with the
data processing system. A4. The software aircraft part management apparatus of claim Al, wherein

the 15portable software maintenance tool connects to the proxy server to receive the software aircraft

part, is moved onto theAg._ircrq%cga%g[n@ggﬂgm@%ﬂ&pg%q@ﬁmhg@m gystesp yyith the software

aircraft part, and coranec%}]s to the on oarfg sotf]}war%distribution S}/stem %trgn fetr the software aircraft part
to the onboard el8CtfONic 8iss?rlgﬁ%?oar{“s;?s i JYAB SRR ESHWEre Airdra ebrar‘f (rarcle{%%{ﬁement apparatus of
claim Al, whereirfi#iBbogibareieeRtrbaitiensien aiieris yetertisasianake tatacffaicRserbi@ie replaceable
units on the aircrafiiahthpropxyreanschsofbaardewttinicdadailanid dysreinothe prasayigerver sends the
doyvnlink datg to Ihe dPraN. fgrcgltrqr%g%ations Iirrﬁ‘-ﬁ' The software qircraft part management apparatus of
claim Al, wherein the 25software aircraft ipart is moved from the library to the onboard electronic

distribution system in & Grate."® “OMRY A TBIRBELTIMBIEAH S AP th 8BRS S a plurality of
software aircraft penreg1aHe softareciirai eatcivettimemudssormpdsingnsesrihg estsofisvare aircraft part in a
library; identifyingianatierafidentbe sefveamaigratrpaihipidesnaniidentficdwiPabreaft sending the

software aircraft gyt fiom J1e VAN ARV SELEG AUALSROHIAG 108 Sofar s iffiaft part from the

proxy server to an onboard éelectronic distribution system on the identified aircratft. A8. The computer

implementet’ me6FbH IR 7R EPEIPIRE 8REGSB ffihg the software aircraft part from the proxy
server to an onboard efdétronie distrbigtionpsystetaconeteddénified airdrafticdmptises: temding the

software aircraft parpHQg thesRiRnseBIRrte theramnpaardelactais- dsuibiirrsystem on the identified

5aircraft using a cq{nmunicati ns !ink. . A9. Thcﬁ computer imptlgn?ented metho offglaim A7, wherein
.sonware algcra ary, pro essm(,l; € soltware alrcra tlpa O mrom a{%OCGS eq sortware . . .

the step of sending the sortware aircrait part from the proxy server to an onboard electronic distribution

system on the idéFEMEPTGatsiSIvp sa¥osttdthePtheSottivaieraiidrdhedRefrom the proxy server to the
onboard electronic distibutidisystgmtarninipeidetdifieedthod of claim A7 further comprising:

sending a command to the onboard electronic distribution system from the library
through the proxy server to download data from the aircraft; and receiving the data at
the library through the proxy server in response to sending the command.

A12. The computer implemented method of claim A7 further comprising:

20  sending the software aircraft part from the library to a software maintenance tool on a
portable computer; moving the portable computer with the software aircraft part to the
aircraft; establishing a communications link between the software maintenance tool with
the onboard electronic distribution system on the aircraft after moving the portable
computer to the aircraft to form an established communications link; and sending the

25  software aircraft part from the software maintenance tool to the onboard electronic
distribution system through the established communications link.

A computer implemented method and apparatus for managing software aircraft
parts. A software aircraft part management apparatus comprises a library, a receiving
module, a proxy server, an onboard electronic distribution system on an aircraft, and a

30 portable software maintenance tool. The library on the ground data processing system
stores and manages software aircraft parts for aircraft. The receiving module is capable
of receiving the software aircraft parts from suppliers and sending the software aircraft

parts to the library. The proxy server is in communication with the library and is capable
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10aircraft using a portable software maintenance tool. A10. The computer implemented method of
claim A7, wherein the storing step comprises: receiving the software aircraft part from a supplier to form a
received software aircraft part; processing the software aircraft part to from a processed software aircraft
part; and storing the processed software aircraft part in the library. 15All. The computer implemented

method of claim 47 RheRSLBAENNG SAOIRG A SRIMANRELO 1R BRheAidelgekrnic distribution system

from the library tf&rouguq.the proxy. server to d?wnloa data Lrom the aircraft; and recei%{in%the data at the
. Istribution systent is an aircraft client and is ct:#)a le of receafln'& ioftf%are alrcra 1p S
library through the proxy sérver in‘response to sending thie command. Al2. The computer implemented

method of claim &7 fgréieredsraprismipr2usendmgtheresfitrarer aifepateiterfefvaie library to a software
maintenance toohmepodable pavipeder; areving theportableicosoputes widathpagatiware aircraft part to

the aircraft; esstagllj]sglag}g ée%%?ﬁ@l&@ﬁ@ﬂﬁ%é%%ﬁ%’r"ﬁﬁ%ﬁéﬁaﬁpﬁwwe maintenance tool with the onboard

electronic distribution system on the aircraft after moving the portable computer to the aircraft to form an
established communications link; and sending 55 R aircraft part from the software maintenance
tool to the onboard eleEmonitineisisimaide sipinath ahfellrytsthe established communications link. A

computer implementedsmethodoaipdapipaiatusior Managibgraissme anorat pidisi fereftware aircraft
part managemen, apRaIRIS; CRMRLES %%m&%r&rﬂp%%‘ﬁgd% @g%glﬁn@omm&a‘?&%hm poard

A n :
electronic distribution system on an aircraft, and a ortabl tware maintenance tool. The library on

the ground data FPOYBESHIGE] Hhefd ARCHITE A ifydle SO A FPL A LR PR ASF R R aft. The receiving
module is capabkppdmrteeivatigating schivdeoaaitraft fpatits irormisgppdiersndriteseffdirg dirersbftware aircraft

parts to the libranys f hes psaxyeServerss Bt SgrammrisatignaNithuihadiigiiansbisicgpakle of distributing

software to a pluazl;lsllt% qf alg:rqgfttglé?ms.. The .onbo%gu%l%% ronic glcf,tat‘tlg%)tlgb System is an aircraft client and

. n €N Incoming cr . re
is capable of receivin software alr_craeft parts for the aircratt from e library th;g;ﬁ% \t%e_proxy server. The
portable softwaréfREHRAIARE WYY piodeRE eH RittAatdverEvereehertedbifaie i ttaft part to the
5onboard electrohicsdisirbution=systemmdoadbeairerapkir{8R AEEMO@Y \Eheibhedineentsvaray be claimed as

follows:  Bl. Ajrqmnisenisarlerpsripdeiingr fern eerssinairoiivare AlstallRapsidhe computer
implemented mefhod CoRIRNgs [Seeling AT Ingoming SYalg Conalning 8.t placing the

signed software aircraft part in a crate, signing the crate containing the signed software

aircraft part to form a signed crate wherein signatures for the signed software aircraft

20  part and the signed crate are different from the set of signatures in the incoming crate;
and sending the signed crate to the library in the software aircraft part management
apparatus.

B2. The computer implemented method of claim B1 further comprising:
identifying metadata for the software aircraft part and other configuration items.

25 B3. The computer implemented method of claim B1, wherein the software
aircraft part is a first signed software aircraft part and the signed software aircraft part is
signed using a different signature from the first signed software aircraft part.

B4. The computer implemented method of claim B1, wherein the signatures
for the signed software aircraft part or the crate are from a manufacturer, an airline, or a

30  supplier.

B5. The computer implemented method of claim B1, wherein the storing step

comprises: storing the software aircraft part in a directory in a file system.
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10software aircraft part from a source outside of a software aircraft part management apparatus;
validating a set of signatures for the incoming crate and the software aircraft part; responsive to the set of
signatures being valid, unpacking the incoming crate; displaying contents of the incoming crate;
unpacking the crate to obtain the software aircraft part; responsive to a request to upload the software

aircraft part to a libraryg, 154 SGffALEABRIAE R HBABRERMEREARDARBISSHHIREGIEINING whether the

software aircraft B.ar} meets a é)O|iC¥f; responsive to the software ajrcraft part meetinr% the policy, signing
. 'Sﬁ) agntgta ![_IS I intetface &paé{a of recelving user |{1_pu} to .%erfE['m oPeratl glgtn a ; .
the software aircraft partto form a’sighed 'sortware aircraft part; placing the signed software aircraft part in

a crate, signing tRerelistef et rnily dhe AigReddsTtware aircraft part to form a signed crate wherein
signatures for the signed.softvwarepaicciaipl2Opatddanetibe signeckssaipadradliffasaniciramnihe set of

signatures inghe dgeAIRIRG el AR RAANING, e SanRILaTRIp e the Jianilo s safiuaus aircraft par

management apparatus. B2. The comé%uter implemented method of claim B1 further comprising:

identifying metad5t3 FOIVL LEERLTE e 8 A" OHEF Rl PR, BB B3 rHE computer
implemented methpecofigisioBemérerdlidtrasainrnevaile efiesaningtipfitseisiomest software aircraft part
and the signed sefiwairaises atiipashimgigeediigingtaditierent signature from the first signed software

aircraft part. B4.E;I'§_1e cﬂ{ggwuitgmmmﬁgor%%gfg 8@4%;3@ I_g%gmpws%ajgnatures for the

signed software aircraft part or the crate are from a manufacturer, an airline, or a 30supplier. B5. The

computer implenfSREYTRENBH ST E15iR BRI EfT S ¥bring step comprises: storing the software
aircraft part in a directdty. in afdesysigenimplem8tedimetoohwhatemiBiplehsesitatdanthot! of claim B1 further

comprising: displ@yfiggiMsenineriace sarakitonfitecaiving LsapiRpytdapeHmoperations on a plurality

of stored software a}rcraft arts. B7. A computer implemented method for processing configuration
configuration 1temi to arﬁo"

items, the SCompute'rglmP emented etﬁygid comprising: receiving a crate containing a configuration

B10. The computer implemented method of claim B9, wherein the configuration

15 item is a software aircraft part and the policy is a software aircraft part standard.

B11. The computer implemented method of claim B7 further comprising:
responsive to a user input to upload a valid configuration item, signing the valid
configuration item; placing the valid configuration item in the crate; signing the crate;
and sending the crate to a library in a software aircraft part management apparatus.

20 B12. The computer implemented method of claim B7 further comprising:
organizing a plurality of configuration items including the configuration item in a file
system in response to a user input.

B13. The computer implemented method of claim B7 further comprising:
displaying a user interface capable of receiving user input to manipulate a set of

25  configuration items.

B14. The computer implemented method of claim B7 further comprising:
displaying a user interface capable of supporting and indicating the dynamic
release/distribution status of a set of configuration items.

B15. The computer implemented method of claim B7, wherein the set of

30  signatures comprises a first signature for the configuration item and a second signature
for the crate.

B16. The computer implemented method of claim B7, wherein the crate

contains a primary configuration item and a set of additional configuration items.
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item to form a received crate; determining whether a set of signatures for the crate and the configuration
item are valid; and responsive to a determination that the set of signatures are valid, saving the
configuration item. B8. The computer implemented method of claim B7 further comprising:
10determining whether the configuration item is valid. B9. The computer implemented method of

claim B7, wherein the step of deterining Whether the,sRAigwation Semds velidcompiises: comparing

the configuration item to a\ﬁholic . B10. The ¢o guter irpnplemented method. of claim B9, wherein
. . t(i(éw? bus erejn the storage device,inc L(J];%]]éarogra code; aﬁ)rocessor unit
the configuration 15items a Software aircraft part an policy IS a“software aircraft part standard.

B11. The compufépiiepeerieivtel mstrsaib el RIRTEPIU THe*eentRs B CBEIP GRER/E 6% 1 VBer input to
upload a valid configusationdiegcsigning thefrakick configLyati@briensoptacingiteovalidfeantiguration item

in the crate: sianing e Siele 200 RERding ecralRAR  UrencinRalATR Aiterallpag management

apparatus. 20B12. The computer implemented method of claim B7 further comﬁnsm&: organizing a

plurality of configiF a6 AL AERA R tha B8R QG DS RE 3k L ARs IR iR erddfinse to a user input.
B13. The computigniafipksrnentetifetisoth vtants B therironbemaptisintpreisplagingra aisepfinterface
capable of receiviag; usesinpsliviimanipuweate aset @h2psRfigtyatipndaemsspons®ibd The computer

implemented meflad gt gl BT LIRS OBRG ASPIRMAS, ANSELITIGaRE Sepaple of supporting and

indicating the dynamic release/distribution status of a set of configuration items. B15. The computer

implementet’ me S LFAIARBY AW Reteh ine S BF SHSigh BRI S YhapHaRd sHiep s ghailte for the
configuration iterpearid reseoeath sigraftweréorittiefigratemeetin@thé . poliey.qadmp thesionptemented method of

claim B7, whereig e & alRcapaing apaanynrntiguraicnliemandastptebadiiionateanfiguration
tems. part to form a signed crate wherein signatures for the signed software aircraft part and
the signed crate are different from the set of signatures in the incoming crate; and send

15 the signed crate to the library in the software aircraft part management apparatus.

B18. The data processing system of claim B17, wherein the processor unit
further executes the program code to identify metadata for the software aircraft part.

B19 The data processing system of claim B17, wherein the policy is an
industry standard for software aircraft parts.

20 B20. The data processing system of claim B17, wherein the signatures for the
signed software aircraft part and the signed crate are from an airline, a supplier, or a
manufacturer.

B21. The data processing system of claim B17, wherein in executing the
program code to store the software aircraft part, the processor unit executes the

25  program code to store the software aircraft part in a directory in a file system.

A computer implemented method, apparatus, and computer program product for
processing software aircraft parts. A crate containing a software aircraft part is received
from a source. Signatures are validated for the crate and the software aircraft part. If
the signatures are valid, the crate is unpacked. The contents of the incoming crate are

30 displayed. The software aircraft part is unpacked. Responsive to a request to upload
the stored part to a library in the software aircraft part management apparatus, a
determination is made as to whether the stored part meets a policy. If the stored part

meets the policy, the part is signed. The signed part is placed in a crate and is signed
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B17. A data processing system comprising: a bus; a storage device connected to the bus, wherein the
storage device includes program code; a processor unit connected to the bus, wherein the processor unit
executes the program code to receive an incoming crate containing a software aircraft part from a source
outside of a software 5aircraft part management apparatus; validate a set of signatures for the incoming

crate and the soffygre: gitiiadtiRAe WAPRRKIDRMRATIPGCERIRN Ja8RRBSR JRihBSeh@fRignatures being

valid; display contents of the inc inrﬁ fcrat% sto[e the software aircraft part; etelrmine whether the
. S|gn{a crale are dijfereril from fhe set of signafures.in the IPCO {r)w ctale. The S|%1rned
software aircraft part méets a poliCy’in response to atequest to uploa Software aircraft part to a

library in the softWaieiafetaR pariremanagement apparatus; sign the software aircraft part to form a
signed software aircraft PROXN SEREREORIDISTRIBUAIG GiISDaIWARERURAHTEPRARTY; place the signed

software aircgaft part irtﬁlﬁéa‘i’ﬁéﬁtj&m&gb‘é‘aé%ﬁ?éﬁ %%Wé?g the signed software aircraft part to form a

signed crate wherein signatures for the sn1:]ned software aircraft gart and the si_%ned crate are different

from the set of signatufes in tHE THRGFH Y ePRReE fePtioddof SRR SIan S WAEAB BIEPRSPaN)Sn the software
aircraft part managepwsitiaplsaieities. metho@Bd@narkngiaririprinces siigispwaredfirclafim B An@herein the
processor unit furtbeiexemdasHb eddgrrivkeOsie-tarigemdifi metasataifant brcrafiwarerrircraft part.

B19 The data pr%%?aséli%é’é .ﬁbeél)sPJn‘FlBifB‘rﬁJa@eY"&’f‘?éf‘ﬁi?v&esBﬁﬂgyeiﬁir%&ﬂ‘ﬁ\%ﬁ%éﬁﬁ&%?eﬁor software

aircraft parts. 20B20. The data roces_swgg_ system of claim B1/, wherein the signatures for the signed
software airtfaft Bfa?‘ff%e[ﬁgcﬁ?gr%’ﬁt%% er&ViGHY IHRIRE ERIARIER JR RN SRICHRer. B21. The
data processing 8ysteholiciofiaane BicTawrrsieandrirexeetaing theprogeam eedeotucstietebtiiensoftware aircraft

part, the processgystiit 8%8riHiasitERRS MFRIEANR &GOSR IR SRR thersefraraaiteraliiaHdn a directory in a

file system. A BompYIeL OIRIGMERIRg-mRH0d.A Pnaaﬁ%tfglﬁina%ga i ourFr(??rtBW A Rpgyct for

processing software aircraft parts. qrat%ncsg?\tamlng a software alircraft part IS réceived from a source.
Signatures are validagedToruheagratelishd the software aircraft part. If the signatures are valid, the crate is
unpacked. The content®of thiedroomiry iorpiterarecdDoktplayédailhe shitharemipdsafypart is unpacked.

Responsive to a ggQuestHe dpiRadithesiaresnaribiap library in the software aircraft part management
apparatus, adetermlnagé_n is ade a}ﬁetrq rlrlethe t(p S%L%r(?gfglalrrtn emgré)rc])ltlcgt. Sogf the stored part meets

m w e
the policy, the part is sigried. li"%t%ogi]ﬁned Bg ?rlnserf) aced v aCrate and 18 5|ghe ¥oFm a signed crate

wherein signaturéfaietieg spirsi§soiinerelifrifoparedin aresigreareralieard diffeierifrom the set of
signatures in the doieoaning atatearidie signedranatalisieentdaribesplaanble unit on an aircraft.

20 C4. The computer implemented method of claim C1, wherein the set of
software aircraft parts is a first set of software aircraft parts, the metadata is first
metadata, the onboard electronic distribution system is a first onboard electronic
distribution system and the communications link is a first communications link and
further comprising: sending a second set of software aircraft parts and second metadata

25  to a second onboard electronic distribution system through a second communications
link between the on ground component interface and the second onboard electronic
distribution system simultaneously with sending the set of software aircraft parts and the
metadata to the onboard electronic distribution system.

C5.  The computer implemented method of claim C1 further comprising:

30 receiving a set of commands from the library to form a received set of commands;
sending the received set of commands to a second onboard electronic distribution
system through a second communications link between the on ground component

interface and the second onboard electronic distribution system.
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A PROXY SERVER FOR DISTRIBUTING SOFTWARE AIRCRAFT PARTS 5Embodiments may be
claimed as follows: Cl. A computer implemented method for managing software aircraft parts, the
computer implemented method comprising: retrieving a set of software aircraft parts and metadata about
the set of software aircraft parts from a library in an aircraft network data processing system to form a set

of retrieved software aiggraft- RartsngiQHrneh mg@%e{gﬁvg@gg,ﬁ{r&a@mﬁ ineadilgssystem; storing the

metadata in a database s%gm %é@% tsigg Sot Osgf(t)wa aircraft aﬁlng ng acg%ta to.an onboard
electronic dlstrlbu?on Systeim, a communicati onsﬁln?(eoefween an on groun component interface, and the

onboard electronic d|st‘ﬁbut|Jﬁ%?@f@?ﬁtﬁéﬁwmﬁﬁﬁﬁmm@%@@ﬁﬂ%ﬁﬁéﬂf&?%\%ﬂﬁrﬁ&’@nty on the
communications igakivifgQwhiek cam prigigimpdemente comethas tinel annbeifesth@e eamprising: sending

the status '”fQrm@r%‘aHJ%&*&SJ.‘QWM@rface%dﬁ‘@s‘é@gﬁeL&%d%’lﬁé@%ﬁ%‘hi@ifﬁﬁhﬁ’&%9&%{“ 02, wherein the

status information comprises an identification of whether a software aircraft E)art In'the set of software
aircraft parts is ré&d&?qg??r?&‘ﬁﬂlé{ﬂbﬁi? iA'g i e pEEL L T a hACH PPk #e'8 FBA S B omputer
implemented methpeatatelddmn@ik dheteithelibraet of software aircraft parts is a first set of software aircraft
parts, the metadata is figst metagptaatheconbeand: elarisiendistindbgn syste st ismwhirst onboard

electronic distribyf F%f?XﬁF&'@tcﬁ%Q .H‘t%ecfﬂg‘@&&lﬁaé'g SoFE‘M%anérséthégi‘metaE% fignadink apd further

comprising: sending a second set of software aircraft parts and seco ta 25t0 a second onboard

electronic dilsombfo?i‘r‘?%ﬁgfﬁ?ﬁ”lﬂ”rb‘i?@ﬁ%eﬁfoﬁ'l?%ﬁ%{hﬂmﬁﬁ%g"m& DR 99B%B ground component
interface and theesetond disbibatidredgsronicndigtliitioof siystefnasianbithpeoesty whikheweheing the set of

software aircraft gsisiynsttee g@géiﬁéani@em.ﬂam& glecirprisdistibvtieasysteina@5. The computer

implemented method fc r@%CI f%trgeyracno 30 receivi ng a set {h%osrg o?sc)qF from the library to

esetorco
form a received set o ommands sendin She re%elve set of commands to a second onboard electronic

distribution systef{IFoRRjH ip dp BhePY AR EEHS HRe PERRRSERURH MRt BfmPBnent interface
and the secohd abieardheldetabase, distibuticofsysteaicraft pabtsTthe samfpwremimgdetinented method of

claim 05, Wherei@rﬁlﬁ&@&%m%e%%ﬁ?&@éé%kmﬁa@ &%Iﬁ%%ﬂ'ﬁ\@%‘étﬁnd a downlink
command. 7. The com ter implemented method of claim 05 further comprising: receiving downlink

data through the%rg(é%sn&%o munlcatlons link between the on 5ground component interface and the
second onboard electrbflic diS®iBRRRIAISS/StERNsioting erRindbRverile'RaesarstisdUiees gaRaReto form stored
downlink data; andssendmntéretsitredmawnlink datactatberiaiaryircraft parts to a software

20  management tool on a portable data processing system.
C10. The apparatus of claim C8, wherein the on ground component is capable
of receiving downlink data and storing the downlink data in the file system.
C11. The apparatus of claim C8, wherein the control process is capable of
transferring the downlink data from the file system to the library.
25 C12. The apparatus of claim C8, wherein a software aircraft part in the set of
software aircraft parts is received in a crate from the library.
C13. The apparatus of claim C8, wherein the apparatus is located at an airport
or a maintenance facility.
C14. A computer program product comprising: a computer readable media;
30  program code, stored on the computer readable media, for retrieving a set of software
aircraft parts and metadata about the set of software aircraft parts from a library in an
aircraft network data processing system to form a set of retrieved software aircraft parts;

program code, stored on the computer readable media, for storing the set of software

118



C8. An apparatus comprising: a file system; a database; a set of software aircraft parts stored in the file
system; a set of commands stored in the database; an on 10ground component capable of exchanging
information with a plurality of onboard electronic distribution systems on a plurality of aircraft; a control
process, wherein the control process is capable of receiving the set of commands and the set of software
aircraft parts froma dRranand seNgingihe sshaf SaBmgRds A% s selpfspivaigRircrft parts to the
plurality of aircraft; and dat:,[;\ processing Xstem wherein th fllg 15§1ystem the daéagase, the set of

. st’or&@ ﬁe meta ? aln a ddaia s?hgrb%ram code, sfored on comqbﬂqer rea F |F
software aircraft parts; thé set of commands, on ground’ component, and thé control process are

software comporfe?fte Jar bRy g5 svicdSipll ey riferaft parts andihe msiFaiRiaUS 8f eKIAA"ES, wherein the
control process islédtihec capabie0fgendng-therseicafliotmmandssandihe seivat sofipatenaircraft parts to

a software 20mapagement{apk %ﬂb%fﬂg_@%@lﬁ)ﬂ@%ﬁ)&mggﬂ,%ﬂminﬁran%QodEh@t&Q@@F@tus of claim

08, wherein the on ground com%onent IS capable of r_ecelvmg downlink data and storing the downlink data

in the file system™® ©OMPYIOT RTINS JPRAN YR A HRETIRE BEMBI PrALLY i€t S able of
transferring the dwmmirkcabgasfiiol the file system to the library. 25012. The apparatus of claim 08,
wherein a software airgredt pasit icbthsusepafgaiwaeuaigratipharts isrieseivednisy agrigdreom the library.

13. The apparatys, of ciajm, O erai NS ABRALAISS @Pé‘%ﬁ&*r@t {8 %&TBQ%BF&%%@W”C@ facility.

14. A computer program product comprising: a computer readable media; 30program code, stored on the
computer readali&#edia, for retrieving a set of software aircraft parts and metadata about the set of
software aircraft parts fdén a libraryinterpaigcrarfresivebek drita processielg bystetnsto form a set of

retrieved softwargmifcsabh R3MHPHBEArAN: LS SHOfSthORdhs LAMRUtareRdahlR mediafor storing the set
of software aircrafh‘;‘)/arts in afile é/stem' g code st?red an thebFomﬁ)uter readaRIe media, for
par aceaple unit o .

ogr
. ornware aircra is read {OIQHS allation ih ne re n Ireratt. . .
storing the metadata in a data ase; program code, stored on thepcomputer readable media, for sending

the set of software airdrdft: pARS HEPHRS iR e bABBEt tIeEaGHIcGiSRIBLIR &lRtem, a
communicatiens dinkdiigtwrads afrosg duotivcoepondntbinteréaceiaaad théramboaddialéetronic distribution

system; and progjanarPERcSEAICH @ bution system is a first onboard electronic distribution system
and the communications link is a first communications link and further comprising:
program code, stored on the computer readable media, for sending a second set of
software aircraft parts and second metadata to a second onboard electronic distribution
20  system through a second communications link between the on ground component
interface and the second onboard electronic distribution system simultaneously with
sending the set of software aircraft parts and the metadata to the onboard electronic
distribution system.
C18. The computer program product of claim C14 further comprising: program
25  code, stored on the computer readable media, for receiving a set of commands from the
library to form a received set of commands; program code, stored on the computer
readable media, for sending the received set of commands to a second onboard
electronic distribution system through a second communications link between the on
ground component interface and the second onboard electronic distribution system.
30 C19. The computer program product of claim C18, wherein the set of
commands comprises at least one of a delete command and a downlink command.
C20. The computer program product of claim C18 further comprising: program

code, stored on the computer readable media, for receiving downlink data through the
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the computer readable media, for maintaining status information about activity on the communications
link. C15. The computer program product of claim C14 further comprising: program code, stored on
the computer readable media, for sending the status information to the 10library. C16. The computer
program product of claim C15, wherein the status information comprises an identification of whether a

software aircraft par in (b SEhieRAEWAN B ANECLATHRYIS SRR RS IBRIAIEHAR iha siRe replaceable unit

on an airoraft, . Gl The Computer piagram product ot caim (L4 whereip the, s of software
15aircraft parts is a frst° 88 af software aircra parts, the Meta0ata e firdtmetadafd the Bnboard

electronic distribifRsieRIgsteidd fiatneribd det diecadaie disthibsieanayefer aetheordmunications link
is a first communieatians fiftgrantctdkhasearoprisingmpLog arrdebdenaiargc eentheyeoenypettey readable
media, for sending a.58c94d §>%Qﬁi§%fr9’."are aircraft parts and second metadata to a second onboard
electronic distribution 20 sfﬁ;tem,throg%\ a second communications link between the on ground

component interface and A 8L EHRIFBIRBES A eRect-8RE G Lt BLT SRS A SRTIARLSL S with sending
the set of softwareaapgrafspivesaritiiensictataracadren maboA drehedinesmc asaimtinauiestem.
C18. The computetiipipgrasasoshaclznd slaiatGddsfumtheeeanpEsbigiHer ogremoherdarsiared on the

computer readab;lgr@ﬁgﬂﬁ‘af%réﬁFﬁi\AW%r@rgﬁk8&%%"8&%’25&@%%8‘293l@ﬁa@/f%ﬂrf%r%t%fr eceived set of

commands; program code, stored on the comﬁuter rea e medig, for sending the received set of

commands 18 a SBEEHEGRBYATR el RIS distRIStsPeuasRPiiralgRs Seiditd BehifRunications link
between the on gistan ddetpatreintsintedfmce databthe. sBrosel drivbardesizowt mortdistdbtion system.

30C19. The compidigifEag5aN Rraduetsf¢labredid diuthsreln theiseat steammragssankprises at least
one of a delete cgépmand and a dogvnlink Comm%ﬂgCe andq 0. The compy [)%m)'product of claim

A S
b . .
C18 further comprls\'f’r?&1 SPO%’}Q{,%’UQO é),m ﬁ%?gg on the éomputee(rmrecéaéafe)% rﬁogc'ﬁa,' or receiving downlink

data through the S¥80ncP B iR pRIRI RO ARIepBilvesH it gy rstmiatsdivis et #BsFface and the
second onboard eMETHOD AiSTibErARATHE FORPECCIE SIS SOMMANDSINCTNNBIRERAFIdable media, for
storing the downlink data in the file system to fornysigueskgownlink data; and program code, stored on the

computer readable melc:j#r%of i%%%gdrlnna%/ E)heec atl%ree as follows:

D1. A computer implemented method for processing commands in a network

data processing system, the computer implemented method comprising: creating a set

20  of commands for an aircraft in a plurality of aircrafts; storing the set of commands in a
set of queues in a library in the network data processing system to form a stored set of
commands; responsive to an event, sending the stored set of commands to a proxy
server application executing on the network data processing system to form a
distributed set of commands; establishing a connection between the proxy server

25  application and an onboard electronic distribution system executing on an aircraft data
processing system on the aircraft; requesting the distributed set of commands from the
proxy server application by the onboard electronic distribution system; receiving the
distributed set of commands from the proxy server application by the onboard electronic
distribution system to form a received set of commands; processing the received set of

30 commands by the onboard electronic distribution system to form a processed set of
commands; and forwarding a set of software aircraft parts to a set of target data
processing systems on the aircraft using the processed set of commands if the set

processed of commands are a set of uplink commands.
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5downlink data to the library. A computer implemented method, apparatus, and computer program
product for managing software aircraft parts. In one advantageous embodiment, a method includes
retrieving a set of software aircraft parts and metadata about the set of software aircraft parts from a
library in an aircraft network data processing system to form a set of 10 retrieved software aircraft parts.

The set of software airggaft pﬁ{éscwg%gqgﬂ@ﬂ@lqe%m@mdmg@@ ISyplaEgdiin grggggaagse. The set of

software aircraft parts and.the met{;\fdata is sent to 9n onboard elec(tiror{'c distripution snystem, a
. . te& %or?prlses: identifying a cqmmand e or?c mmand in, the set comdnﬁ d%to . L .
communications Tink between an on’ground component intertace, and the onboard electronic distribution

system. Status irffsfhagtisenBissLrcasToRy: 6rRHUseliesm ANTITRRANGRS RARSTMalREITAT I ETHOD AND
APPARATUS FQRsBaE BTNt GO MY ANDSNNSN ARCEAMENEIMYORIKdSprboidiments may be

claimed as followsy,are Rrlr-A SAMPYEK IMBlEMenIedMSIIarfof PIRCESSIg.AAMEMaNds in a network

data processing sglstem, the computer wg%emented method comprising: creating a set 20o0f commands
for an aircraft in &HFARY BFAErafEe LR #ihg the set of commands in a set of queues in a library in the
network data processiiy systeencamfaiiat instensdtsentstioeshofriaidd? tewpeorgivestdisinbetasnt, sending the

stored set of comymandsnioanpEaX¥seiversapplicatipnaesutingrofdkametivethdataepiocessing system to

form a distributed. , lishing a connection between the proxy server 25application
gL Eﬁﬁ‘&sﬁgﬁi‘@ SRS

and an onboard electronic di utlgn system executing on an aircraft data processing system on the

aircraft; reqtiésting the®fistriB0fetPLBH 5, LBAFRAREE FreMcthe’ pRIR SV ep R RIS I the onboard
electronic distribsteprireystesnya@tdingrigetigithistidbated betiof eainamaieds thessthEcmiery server application
by the onboard electropis distribetiapussstapeifisanierelyedised of purmandsieeespssing the

received set of BOCorp ands b .the_onboa[.d electr r'(ic is}ribupon sgstem to form a &rocgssed set of
urthier comprises: reguesting downﬁn data jrom the onboard electronic systen. i

t
commands; and forwarding a Set of software aircrat pars to a set of target data processing systems on
the aircraft using'fidisRiEeSsedERIbEIMARKSIMRErSet processed of commands are a set of uplink
commands.15 D6. The computer implemented method of claim D5 further comprising:

retrieving, by the onboard electronics distribution system, the data from a selected data
processing system on the aircraft to form retrieved data; placing, by the onboard
electronic distribution system, the retrieved data in a crate to form the downlink data;
sending the downlink data from the onboard electronic distribution system to the proxy

20  server over the connection to form received downlink data; and sending the received
downlink data to the library.

D7. The computer implemented method of claim D2, wherein the processing
step comprises: identifying a data processing system to form a target data processing
system if the identified command is a delete command; and sending the identified

25 command to the target data processing system to deleted a resource on the target data
processing system.

D8. A computer implemented method for processing commands, the computer
implemented method comprising: identifying a set of commands in a library in a network
data processing system to form an identified set of commands; sending the identified

30 set of commands to a proxy server application executing on the network data
processing system to form a distributed set of commands; establishing a connection
between the proxy server application and an onboard electronic distribution system

executing on an aircraft data processing system on an aircraft; sending the distributed
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D2. The computer implemented method of claim D1, wherein the processing step comprises: identifying a
command type for a command in the set of commands to form an identified command; requesting a
corresponding software aircraft part in the set of software aircraft parts if the command is an uplink
command for the corresponding 5software aircraft part to form a requested software aircraft part; and

receiving the requasied SAHA & ATt B server SBicERSHEOMBYIRIIRPIRMRRediEIahRs) of claim D1,

wherein the dlstrlbu{ed seftoof comma ﬂds‘f’L entin a set of rates wpo rein each Cl’%te in the set of crates

is signed with a di )@S arin5|gna Lie*1aE: e E%rpnr%% esr ?r\ﬁeﬁlter%g% ge BtRoe %ﬁ‘scr]glm D3, wherein the

processing step fifERIRESSj L datinptHe P ehgakt Grecitanih eidakytierses e fest of crates. D5.
The computer implermeetesknethathahctasmdBawatigieinstbe psecessingstepritthemrsomprises:

requesting dgwngkdata b eabomidelerianisaiendt theddeniiedicamugnd is & downink

command. 15D6. The computer implemented method of claim D5 further comprising: retrieving, by the
onboard electron¥ & YEHIBLIDA"S éﬁﬂ”%geooé?ﬁeﬁﬁ?ﬂ 365858855'8aﬂ‘gfdfﬁ?Sé’é%%‘?ﬁﬁegfffe% on the aircraft
to form retrieved @ararapliscing seiothelokisoerdaaisctronic distribution system, the retrieved data in a crate

to form the downlink date; samdia@ﬁhﬁéﬂwémkrd@daﬁé@ﬁutbﬁ;@mb%rﬂ.rﬁ{@p&%}iﬁg&i@tribution system to
the proxy ZoserVSén%K%ftH%e SP&%%E%QF%%E%H‘pa%%’%% downlig §1 @‘Hgsf‘y%‘i’éﬁ%hg pipceived

downlink data to the library e computer implemente of claim D2, wherein the

processing step &ﬁﬁfﬁ“rrg‘&eméﬁ?ﬁﬁyﬂﬁ 4'a5{hR5¥6tessing system to form a target data processing system
if the identified commainilis dfeetetepoEmmieadeaind Setidihgf tiandetifiee < tbemmeane® the target data

processing systespi-gieified adasane esthaiaigst fatrdarasessindreysieicommakif & computer
implemented me hodafnoI Rcfeééb%%%@@r%ed%t ec m%rﬁlfé@glemen%ed method comprising:

identifying a set o? commands in a library in ane work data processing sgstem to form an identified set of
commands; sending thelilletifePBoYst BIRieRANEATCIECd phreRirsBiferapsithtdAcaiéiclting on the
network datasproc@ssiag 3y stesieto dermand stiribitadis dteofconimesiels caestaiskshikg@ngannection

between the proxy,seiysiRRAISAINE m%ﬁwm&ﬁweeé%%rﬂa.lge@@&b&ae&%t@m&x@cutlng on an
aircraft data processm%1s %I St?ﬂé ggmap)ﬁljtg}rl?rqumsé%pe%lpr%m& %Ftlralm E‘ﬂ) wherein the identified
command is a downlink command and wherein the executing step comprises:
downlinking data from a selected target data processing system in the set of target data
20  processing systems to the library through the proxy server application.

D13. The computer implemented method of claim D8, wherein the step of
sending the distributed set of commands from the proxy server application to the
onboard electronic distribution system to form the received set of commands over the
connection comprises: sending the distributed set of commands from the proxy server

25  application to the onboard electronic distribution system through a software
management tool executing on a portable data processing system to form a received
set of commands over the connection.

D14. A computer program product comprising: a computer readable media;
program code, stored on the computer readable media, for creating a set of commands

30 for an aircraft in a plurality of aircrafts; program code, stored on the computer readable
media, for storing the set of commands in a set of queues in a library in the network
data processing system to form a stored set of commands; program code, stored on the

computer readable media, responsive to an event, for sending the stored set of
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set of commands from the proxy server application to the onboard electronic distribution system to form a
received set of commands over the connection; processing the received set of commands by the onboard
electronic distribution system to form a processed set of commands; and forwarding a stored set of
software aircraft parts 5located on the aircraft data processing system to a set of target data processing

systems on the %B%ﬁﬁi&ﬁb%‘ﬂgat%ﬂf%@%?%gp’ﬁ@érﬂn@@ﬁ%%'fh@ﬁe@k@ﬁ@&é@%%@&@éﬁr@mma”ds Is a set
of uplink commande oforma dl%lbu uter imple I_ﬁ?nte rraurantrég eogtglal further comprising:

sending the set orSStware aircraft par s St Aeairera dﬁtré)gpgrocessmg system o form" ieéthe stored set of
software aircraft [gafable megia.Jormaaebinipa eoriisidioepretPARctiFoi Y SR BB ligdiereaidhe processing
step comprises: wenitying dccobnibanttityperfeydcaoasrantyiontbe seiraf campnedrdsitig form an identified

command; and exgeLing Fh@éﬁ’&@ﬂf'&@d}gm%%@dstored onltHeleoH EPMBRMMER IMRIEMENted method of

claim D10, wherein the identified 15 command is a delete command and wherein the executing step

comprises: delet/f§"§ LA ESTRHMCISRML TMARIT B3R PERNL LY Byt by Focessing systems.
D12. The compuesbigiglelersioriel disbsihiddrosysiaim magawlvereirsttied genltificenuvnenaadhea downlink
command and Whekeinfhecexerdting Gta eeingisesotimaiinking Haladkprraselpaiegdidarget data

processing syste !Het*dﬁbéglta%é%ﬁ%ﬁ c%‘?é%&QBF é%@e%ﬂ“% R 'Pescé%g%%b({%&ﬁﬁf%h the proxy server

application. he computer implemented 'method of alm D8, wherein the step of sending the

distributed sét ofFEBWﬁﬁh% AR H"r%ﬁ?@%‘ﬁ?éf%ﬂﬁjﬁH&T’SH'?of?HBrB?ﬁfﬁﬁﬂjﬂeﬁéﬁﬁ%Yﬁe Hktribution
system to form teé seveivet detinf camanaaidstovar distilpgimnesttamdompnisesosessdingetiob distributed set

of commands froeermeme%gwgrami@ﬁi@@d@ fecanborrdalearonisidisituinndgystem through a

software management to !executl ona orta efplatap qcessm ste to for arec {ved set of
et of so of targét'da mson e alrera

commands over the connection. IB?LA‘SK gg?npute Brograa Oﬁ?od £ omprlsmg a computer readable
media; program ¢88 RedreaestrtheeLeihplRf el eshiiorsster efeafifi s &P é8htfnands 30for an
aircraft in a pluralipyiréf@ireraftss. program code, stored on the computer readable media, for storing the set

of commands in a set @ﬁgueﬁeesd%d@g%dgbmgrggyw%ngmmegagorm a stored set of

commands; program co ?H stored on th ?mng)u(}er eadable media, resp dnswe to an ev(ent for sending
ctom uter reada edla rocessin efecel set l’? {1
the stored set of commands (o proxy server appllca lon éxecuting on the Tie data processing

system to form aRidtfisnkears&lastrepmariisiopgamie sue tﬁww%ﬁﬁ%é%@ﬁfﬁm@??é&dable media, for
establishing a cotveaiies: peigresictide, groxsy serercapplicatieadabld media, for identifying a

20  command type for a command in the set of commands to form an identified command,;
program code, stored on the computer readable media, for requesting a corresponding
software aircraft part in the set of software aircraft parts if the command is an uplink
command for the corresponding software aircraft part to form a requested software
aircraft part; and program code, stored on the computer readable media, for receiving

25  the requested software aircraft part.

D16. The computer program product of claim D14, wherein the distributed set of
commands is sent in a set of crates, wherein each crate in the set of crates is signed
with a digital signature.

D17. The computer program product of claim D16, wherein program code,

30 stored on the computer readable media, for processing the received set of commands
by the onboard electronic distribution system to form the processed set of commands
includes: program code, stored on the computer readable media, for validating the

digital signature for the each crate in the set of crates.
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an onboard electronic distribution system executing on an aircraft data processing 5system on the
aircraft; program code, stored on the computer readable media, for requesting the distributed set of
commands from the proxy server application by the onboard electronic distribution system; program code,
stored on the computer readable media, for receiving the distributed set of commands from the proxy

server application by tha @nborehpisaonis st HRMIRNYRIRMDIS ford a Breiied sakof commands; 10

program code, stcgred on me computer re ﬁiable media, for roc%ssing the recejved set 8f commands by
%ored Od‘l e CO{!’](S)Uter' r?a aq}e edia, for 8roce S gS {ar? elved sef gf commands
the onboard electronic distribution System 10 form a processed set of commands; and program code,

stored on the compiiepreeriakslec i ToPrpraraing & &Etohesrrasecsirsiah parRasa set of target
data processing systemsrastisbe aiterafh dstrg doeprocessethpekofzoammeandsafthe set processed of

commands age aré&ﬂe‘%fiﬂr%&f&”%&%%m#ﬁwe onboR RS HONRUIR i RO amRIAMGh Al Flaim D14,

wherein program code, stored on the computer readable media, for processing the received set of
commands by thE 8A883PASIRUMSAR distribution system to form the processed set of commands
comprises: program cd¥&. sttredoorp ey eogipieradstabtaiméedid fidrddestipyisioggar?@essmmand type for
a command in theoge! fbreamimasndsripfiermainitemitied epramand; prassameadealsiesadon the

computer readablg, fedia, Jgé_téﬁﬂ H%S(ﬂelﬁqlg #oﬁ%r?é%E{]EQ lﬁlﬁgasﬁg%éé% %%%%% RA'HD Ig Sehof software

aircraft parts if the command is an uplink command for the correspo software aircraft part to form a

requested sottwdPEIFYSYEP 481 2aRE PRIY AT cTBE O KO RS B L BMedadBieRidifa, for receiving
25the requested moftwandre kadtipenic distrib@ibd . sy$iencahepatesvecodgarm prodiectodbrteim D14, wherein

the distributed sejRiGRIRBNESIRFERIE aiset dharatesmperrifesehate i feR.Rel @Ecrates is signed

with a digital signqatur 17. The ogpa)glt&rtrgrr&gé%mb?hoduct of clamwelam whereineorogram code,

il data Rakh HE6hE 8t ;
30stored on the cgvn\%nplﬂterarga@gbieerﬁrédaa, for processing @ received set of commanads [)y the onboard

electronic distribfifofPE)REEPR to FEPTIFRIVEFVEEBY SRR A ELPMARTHSORIBAES Ytdfram code, stored on
the computer readalpeten edidgtiernvalid sftingethiindititab seiiratdoeiinkdete actheliateryn the set of crates.

D18. The computer progi@mmproghiss @b GRIm G REE? HRFASIaIeR FiRreR enihe computer

readable media, f(t)rggoc%ﬁsin thq received set of commands b}/ the onboard electronic distribution
SIor on the é)tu r readable me ai%)r PFOCGSSIH h_e recelved set o con}mangs
system to form the processed set of commands Tuither comprises: program code, stored on the computer

readable media, P15 €6 RRIHRPHRNMIHRICRUEPEYREREI fBRG BIeetrSATCSSy_teAMMENeSdentified

command comprises: program code, stored on the computer readable media, for identifying a data
20  processing system to form a target data processing system if the identified command is
a delete command; and program code, stored on the computer readable media, for
sending the identified command to the target data processing system to deleted a
resource on the target data processing system.
A method, apparatus, and program code for processing commands in a network.
25 A process creates a set of commands for an aircraft. The commands are in queues in a
library in the network. Responsive to an event, the stored set of commands is sent to a
proxy server application executing on the network data processing system. A
connection is established between the proxy server application and an onboard
electronic distribution system on an aircraft data processing system on the aircraft. The
30 commands are requested by the onboard electronic distribution system. The distributed
commands are received from the proxy server application by the onboard electronic
distribution system. The received commands are processed by the onboard electronic

distribution system and a set of software aircraft parts is forwarded to a set of target
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is a downlink command. D19. The computer program product of claim D18 further comprising:
program code, stored on the computer readable media, for retrieving, by the onboard electronics
distribution system, the data from a selected data processing system on the aircraft to 10 form retrieved
data; program code, stored on the computer readable media, for placing, by the onboard electronic
distribution systeggidhgretipyedHaiR BhaneTate-ia IR theownlink data BrpwAie £ede, stored on the
computer readable med% for s nglngnthergownlmk data from the onboard electronic distribution system

are u
to the proxy server over the' Gofmection 16 1orm received downlink data; and program code, stored on the

15computer readable media, for sendif§ HAVARE YAINTENANMKEGERLto the library. D20. The
computer program produtioaihadateniad be wiapfedaprogam code, stored on the computer readable media,

for processing the recqiyed set ghsomRR AL RATRIBISIRGHRNSISLLIIGR AYoLL0 form the

processed set of commands comprises; Ygro ram code, stored on the computer readable media, for
identifying a data’ BV@&é@B‘ﬁ@@@e’ﬁ? Pt ngﬁ?geﬁsa%*{gsgf&%ggfwacg B{RFH'?$AE identified command
is a delete comnran@blerithierogransicodestetnored aaciieccOrapeiier seadabrivakdiafofor @ending the

identified commanghifidhel lesgeicdatarprcersing ysigmedieeied adaspssaca Heutrget data
processing system, Amgihad c%RPeacﬁ%WSre%Q.r%r 8%@'& COMlFAI0" PEP&F&&J@%&?JBEBR&HF? {§ @ network. 25 A

process creates a set of commands for an aircraft. The commands are In queues In a brary in the

network. ReshonSRaTPEPRIETRMRR SRR & S Eemitriddne %ﬁﬁ'ﬁ'tﬂ‘ﬁdmg@ﬂ/@r aPplication
executing on theanetivdrkidetedmdtessingcsyfsrernts; Alamaribesehoigegtablishéddresireaf the proxy server

application and %@M%@r@@staem%@émm@ms%r%%t@f@f@%cﬁ@gwr@mﬂqaaﬁy&em on the
aircraft. The BOC%mmand egues| ega@/ the onboard elect ﬁ)r}]c §tq p[ggss(x tem The distributed

1ISCON rocess|n Ste
commands are received ir ?n ﬁg proxy sen/er app| cation B]y t'he onboard fronic distribution system.
The received corffRERS At ProbE SR By tHE BnBRHIRF &8 ChDRRERRRIBIRIIAST STh¥aiiMa set of
software aircraft paintthésstonfarded doftvsetabttaitgettdatanprioget sistg sy stemsiomath ésaiicgaft using the

processed set ofASBRRA L Ae RATRAMS AUHFLDH ATBBTHS, RQR I AREMAINTENANCE TOOL

Embodiments may be cl |med asf |Io I% p\gom uter imple ented ethod for managing software
roun nen |nt 8%%” b rocessmi IT"% sen Ing a S% ed
aircraft parts, the cc?mpu eriny plemente od €o prising: hlng a cornnecton between a

portable data pro‘iﬂﬁ%@lﬁgﬁ@?@@ﬁ@%ﬁ@@%ﬁl’]?’@@tﬁrﬁﬁ@ﬁ"&“@?@ﬁﬁ@Wé%ﬁ@&'f@ﬁﬁ*@éﬁpé%tabl|shed
connection; retrieniogyh tsetodfguplink atponamds from the source through the established connection;

retrieving a set of softyare amgqgrp@[@ eRpiesERRdingdR d9theiset PluMRLPKSARaMNds from the source

through the established connection
receiving a set of downlink fi Ies from the aircraft network to form a set of received

downlink files.
E3. The computer implemented method of claim E1 further comprising:
identifying whether each software aircraft part in the plurality of software aircraft parts is
25  successfully sent to the aircraft network to from a status; and sending the status to the
source in response to a subsequent connection being established with the ground
network.
E4. The computer implemented method of claim E1, wherein the sending step
comprises: sending the stored software aircraft part to an onboard electronic distribution
30 system on the aircraft network through the on ground component.
E5. The computer implemented method of claim E1 further comprising:
controlling operation of the portable data processing system through a set of graphical

user interfaces.
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a set of retrieved software aircraft parts; storing the set of retrieved software aircraft parts in a portable
data processing system to form a set of stored software aircraft parts; disconnecting the portable data
processing system with the set of stored software aircraft parts from the ground network; connecting the
portable data processing system 15with the set of stored software aircraft parts to an aircraft network in

an aircraft; issuing an glink-gmanAframpiIthesel Afdrlink-cammandsd theaigrgit network through an

on ground component in th% _%Ltable dat gggg?ﬁ:in %/dsg((ef(%aa}ggi?c?r}gin% gnstliqoere r§%1;éware aircraft part

corresponding tocfﬁ%t'ﬂ%ﬁrﬁ ommand 10 e alrcrart Networ rough 8h groun%OC(a)mponent. 20E2.

The computer imfAEREITRSS RIYRSRMOPARE AIrERfUR eprEOhRIET SR PebERN Rtp RietBf B Wflink files from
the aircraft netwask to Jorhicasaicoinedetesd downlink files. E3. The computer implemented method

of claim El fugther comptising;, idgnii it'égiPﬁ’ﬁ]%e%%@tﬁ@é%%@rﬁiﬁqrﬂmm%ﬂl;SHS urality of software

aircraft parts is 25successfully sent to the aircraft network to from a status; and sending the status to the

source in responS&8 IR BN Al EEHmaETEN oG LitABRLRLE Ritharegsdsa™E R ork. E4. The
computer implen@éaeit nasthedistirtiaife Ficoltnsredfiviaee sadith gastéptice rapEsesiaiending the stored
software aircraft paddeiag gekearseleatiosicreisttimiienizdsitgiam on the aircraft network through the on

ground component. E%E5T-Il1-g ol?é%g}é%Ph%féﬂ@ﬁt%eﬂﬂE‘?ﬁoH‘Sftﬁgﬁincgrﬁé\j{ﬁ‘eﬁg}ﬁ%%éﬁlﬁgc.omprismg:

controlling operation of the porta a processmﬁéystemt rough a set of graphical user interfaces.
E6. The computé SRiPpR MR HRAE At dftiaith s AReP eIy e i Ry 4HE R command to
send the stored softwarerafreftepdetton dinegiorebdekdata processing system to the aircraft network

through a graphical usgpinteffRc@ifptihe sasieheraRiicahuser idarfiacasineEdnlRicOBIRMIRN implemented

method of claim Eggl&% r q%rpggir%in% Jclencg]ivinc%gb?eoftware aircraft part from a portable media to form a

. s / ?18 daéagr cessin Iys QH‘I. :
received software aircraft part; and storing the received software aircraft part in the portable data
processing system to foifh tHESFSFBRHEBRAPE liferdfeq. of claim g whRgelpsRp GferiiRphémented
method of claim B¢ fatthfecttonpEsinaft parts corresponding to the uplink commands from the source

through the established connection to form the set of retrieved software aircraft parts
comprises: retrieving the set of software aircraft parts corresponding to the uplink
commands in a set of crates from the source through the established connection to form
the set of retrieved software aircraft parts.

20 E11. The computer implemented method of claim E1, wherein the source is
selected from one of a library and a proxy server application.

E12. An apparatus comprising: a database capable of storing a set of
commands; a file system capable of storing a set of software aircraft parts; a library
service capable of communicating with a source selected from one of a library and a

25  proxy server application; an on ground component capable of a direct connection with
an aircraft network in an aircraft network; a manager, wherein the manager is capable of
receiving the set of commands and the set of software aircraft parts from the source in a
ground network through the library service, disconnecting from the source, and sending
the set of commands and the set of software aircraft parts to the aircraft data processing

30 system in the aircraft network through the on ground component; and a portable data
processing system capable of establishing a communications link to the ground network
and the aircraft network, wherein the library service, the on ground component, the

database, and the file system are located on the portable data processing system.
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10creating the uplink command to through the graphical user interface to send the stored software aircraft
part to the aircraft network. E9. The computer implemented method of claim El further comprising:
storing the set of uplink command in the portable data processing system. E10. The computer
implemented method of claim El, wherein step of retrieving 15the set of software aircraft parts

corresponding to the upligk eammands.iemtha ﬁwrwﬁa@remgﬁagatagm&s%oanamm to form the
set of retrieved software aEcra arts comprrs s retrrevrn the set of saftware aircraft Qlarts

corresponding to RE uplin Mands fna S8 cra s roaC(?rlljé'esdotﬁr'&gt hergtﬁrg nstr?{aoestablrshed
connection to forﬁﬁrtt?fé%fét’%e@Eﬁéﬁé@%ﬁ)ﬁﬁﬁé'@Fﬁﬁaﬂﬁtﬁﬁf@??ﬂ!ﬂ?m&@bomputer implemented method
of claim El, wherein th& saurctecisgeleaiediftzim @16, ofradbrary sadiay proxswsesapdgeglication. E12. An

apparatus Compiiiag; 2 gﬁéﬂ%ﬁ&%ﬂﬁ%ﬁ@&é&&é‘%@ §%Bﬁrﬁ%&'§ﬁﬂ%ﬁto¢‘yf0f’e\ﬁy§tem capable of storing

a set of software aircraft parts; a library service capable of communrcatrna'wrth a source selected from

one of a library aff\‘g’ '%%%18? &?We?‘”a%ﬁf‘é%%ﬁog VEW GFSUALESEABAPERRLBIE of a direct connection
with an aircraft networle #2-an bérepaftraenbdaia Ibhiagber simerasinghhersghalgeniseagiable of receiving

the set of commassisainththeasdlaet softwas e AibcsaftvRastsifeam thessporeaiinha geosisebmetwork through
e s et e EneRig A s panl5G.Ad SanG (e sekPlegmmpnds el e oot of

software aircraft parts to the aircraft data processing 30system in the aircraft networ

ground compbneRtUh88YIR4BHS: (fé?aeﬂRﬂb@§§ﬂ@%§§ié?ﬁoé%%%oﬁ9§ﬁé?ﬁ'ﬂ%ﬁﬂﬁg a communications link
to the ground netsEikismT thecairectadh retwerk avwhedebia dae hiveeystarvisegntrmdn grovad component, the

database, and th@rﬁl@gﬁ)é%ﬂﬂh@ﬁ@e{%ﬁé%jf%tm&%M@%%Béﬁ&@%ﬁ@aﬁy%%@ storedlh3- The

apparatus of clarm El%p\ﬂ\rgrergcrgréagle lanager cq rrsree .2 nurar fu\rl)rl%\‘ys ca able pf resenting a

graphical user mterface used to Initiate a ns er o %e set o? so?tware arrcra%n parts to the aircraft data
processing systefif sourceirauarBeRaiRd GPRNSGrHOE 1B CQABreRH i ptdralit) OF MBS comprises at

15 recordable storage media, for retrieving a set of software aircraft parts corresponding to
the set of uplink commands from the source through the established connection to form
a set of retrieved software aircraft parts; program code, stored on the computer
recordable storage media, for storing the set of retrieved software aircraft parts in a
portable data processing system to form a set of stored software aircraft parts; program

20  code, stored on the computer recordable storage media, for disconnecting the portable
data processing system with the set of stored software aircraft parts from the ground
network; program code, stored on the computer recordable storage media, for
connecting the portable data processing system with the set of stored software aircraft
parts to an aircraft network in an aircraft; program code, stored on the computer

25  recordable storage media, for issuing an uplink command from the set of uplink
commands to the aircraft network through an on ground component in the portable data
processing system; and program code, stored on the computer recordable storage
media, for sending a stored software aircraft part corresponding to the uplink command
to the aircraft network through the on ground component.

30 E17. The computer program product of claim E16 further comprising: program
code, stored on the computer recordable storage media, for receiving a set of downlink

files from the aircraft network to form a set of received downlink files.
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5least one of an uplink command queue view, an uplink local inventory view, a downlinked files view, an
events console view, and a retrieve from library view. E15. The apparatus of claim E12 further
comprising: the set of commands stored in the database; and the set of software aircraft parts stored in
the file system. E16. A computer program product comprising: computer recordable storage 10media;

program code, stored gnghesaunHiBIIEs5aR IS MiatAgsMetiay fRsesirRlishing R gannection between a

portable data processiq salstem and a source (]]'htr)?ugh a ground network to for an est%blished
. code, stored on the com[[)Hter recor e stora mfadla for iden |¥|(5;%WF& er. each .
connection; program’code, stored on the computer recordablé storage m , 10T rétrieving a set of uplink

commands from $RESHeREETiT oG H the Ristallisheeftwermaictah Pprogranresar! s raredodhethe computer
15recordable stosagefetiarkos fretniang.s set pfapiiwasecasrall gatis corigspordingsticthe set of

uplink commandg;fram theSOWPEHURY IR s &SRRISORACONRRBIAL R E)él]iaé’e?&érﬁf retrieved software

aircraft parts; program code, stored on the computer recordable storage media, for storing the set of

retrieved softwar& 3iFGE B5RE AT 8N EH eI L BORIRL B&ING Ky stem to form a set of stored software
aircraft parts; program 20codée swredterrthgraiomipdust sedeitdlie vimgietaediardoradigtonnecting the

portable data pragessngh systempuith ﬁé@@ab@fﬁw@drs@&mvmrg_@f@@ﬁcpegﬁgfggﬁémgr@round network;
program code, stgred an e, compuier \CCrdabie SIRRYR MR T EANNESHAG Hie; portable data

processing Séstem with the set of stored software aircraft parts to an aircraft network in an aircraft;
program code, stSREESSINITEEIhputer 25recordable storage media, for issuing an uplink command from
the set of uplink comm@a#itls ih¢trerairdraitnetavo tkdtirouislaim 61 Gretardic tm pomgeat icptiee portable data

processing systes; sBbRIREHAB GG RIGSRAINA dhe.gomButeh Iesordablasiasaggingedia, for sending a
stored software aircraft é)ﬂa}}(%orres ondlnga%g Ctg(?eu élralé crﬁrgg?e%nd to the alr??:gft netw rla at[gjrough the on

Syslt rein tne pro over twork 10 a remote
ground component, 30 € computer program product of claim E16 further comprising: program

code, stored on tEESHTSLTLTPELIFEEIE SROMAECATERIET FEFTEERIGIRG AUseY th HGWRMAIE iRIE from the
aircraft network tpréoessiagsstsafmeceived downlink files. E18. The computer program product claim

E16 further comprisingi BERP @ iﬁﬂﬁ&néﬁf&?ﬂw&HJ&%S&T&%@%H@G&%@P&&BFQ&%W&OV identifying
whether each software. aircrﬁlft Part in the arr)tlgr%ll(% of software g#'?r{crafé Bgtrvtvsé é% guc%eggftéyasent to the
f e

. managing s are airgraft nection Is establishe o)
aircraft network to ?ron% g S?aw,ls; an pré’gram code, s%ore on the computer re@orc‘?’a

processing system and a source through a ground network. Uplink commands are
retrieved from the source through the established connection. Software aircraft parts
20  corresponding to the uplink commands are retrieved from the source through the
established connection. The retrieved software aircraft parts are stored in a portable
data processing system. The portable data processing system is disconnected from the
ground network. The portable data processing system is connected to an aircraft
network in an aircraft. An uplink command is issued from the uplink commands to the
25  aircraft network through an on ground component in the portable data processing
system. A stored software aircraft part corresponding to the uplink command is sent to
the aircraft network through the on ground component.
ONBOARD ELECTRONIC DISTRIBUTION SYSTEM
Embodiments may be claimed as follows:
30 F1. A computer implemented method for transferring information with an
aircraft, the computer implemented method comprising: establishing a connection
between an onboard electronic distribution system executing in an aircraft data

processing system in the aircraft and an on ground component; responsive to a request
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5storage media, for sending the status to the source in response to a subsequent connection being
established with the ground network. E19. The computer program product of claim E16, wherein the
program code are stored the computer recordable storage media in a data processing system and
wherein the program code were downloaded over a network from a remote data 10processing system.
E20. The computgr PEORAMPRSAHAL Sh AN EdSinhereinathamiagrans eoriatshsiasadinghe computer
recordable storagaqe media in §server_dat§1 rocessin ﬁgstem ag.‘nd .quereln the rogram code are
ecorpmand or execution é?he onboard.electronic IS]UI ution s stem%o m an
downloaded over a network'to atemote data processing system for use in-another computer recordable
medium with the IfeRHES BRTNEBHreREERMGesYsTbied commassrfpiliteprraglepleatediethod, apparatus,

and computer pregrmntprmmtﬁnﬁdrdmamgma@ﬂwmahmna&sp@mgé tremﬂti@mme&ﬁablished between
a portable dafa piCESRIRehSYSISRLARD 8 SAHICE AU fAUBd REMRRHY PiRk.SRyRands are

retrieved from the source throu%h the established connection. Software aircraft parts 20corresponding to

the uplink commAIfd¥ BR8Pt ElRY GBI HEC O SYPEE RIS UGR SRS QLIS LR N REMTE&iBR. The retrieved
software aircraft jsarescien dtendteinizitigtrtdic ditayriieexsimgusy Smpomer; sentihded data processing
system is disconseratae fipratheagrounsi snebaerkicthenpariaiiatdatey ppcasaingsysiesuis connected to an
aircraft network ip an Aleratt, A HRIRK Gom B%H&ilﬁig‘égﬁ%} IE.HRUNK: SRMUTIRRLS to the 25aircraft

network through an on ground component in the portable data processing system. A stored software
aircraft part corre¥iSEHRAY 28 BRUOPFARRIMPand is sent to the aircraft network through the on ground
component. ONBDARDEEQIROMNIEMRISIRIBIGIONISY S TEM ENtbodirsieats may be claimed as

follows: 30FI.A ceugpHardpiaenied satiod foLtRasipr ng thikmagumwitdapoateraéhithe computer
implemented me;%gndtrgg[%gsiQgie%gabligmnuﬁocong{actiQn between r%wconboardtelectronic distribution

. a]gt ronic rl n S%/ em 1o the'an %FO mponent,
system executing In an aircrart data processing system in the aircraft and an on ground component;

responsive to a redAET T UEHiAnTaRRNf8if IREORkJIBUIREPCERISORSSIREBIEIRD (RIFPRTESonnection,
identifying the comwrginkl fiertexecurigrolnyd ttrenpnbedr dealéictrrei dastinbk diteon Systergréarform an identified
command; sendipghifishigdgntified command to the onboard electronic distribution system from the on

ground component; aséynmghg (tzlg)erl\q]psua’}grtli?nnpllgrﬁgrﬂelgrrr?gthod of claim F1, wherein the step of

sending the software aircraft part comprises: sending an unsent portion of the software
aircraft part to the onboard electronic distribution system if the status indicates that an
20 unsent part of the software aircraft part is present.

F4. The computer implemented method of claim F2, wherein the step of
sending the downlink file to the on ground component comprises: sending an unsent
portion of the downlink file to the on ground component; appending the unsent portion of
the downlink file received by the on ground component to a partial downlink file

25  corresponding to the downlink file.

F5. The computer implemented method of claim F4 further comprising:
identifying the unsent portion of the downlink file using a corresponding status of
transfer for the downlink file.

F6. The computer implemented method of claim F1 further comprising: storing

30 the software aircraft part in a storage device in the aircraft data processing system on
which the onboard electronic distribution is located.

F7. The computer implemented method of claim F2, wherein the downlink file

comprises data generated by a line replaceable unit in the aircraft.
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5the command; maintaining a status of a transaction associated with the command on the onboard
electronic distribution system and the on ground component using the transaction identifier; initiating an
uplink by the on ground component; sending a software aircraft part to the onboard electronic distribution
system from the on ground component to perform the uplink; and storing a status of a transfer of the

software 10aircraft parkgn grgundREMRAAERMented FRHHASCIMTRHIELIRARIFNIRNIRY method of claim F
further compnsmI% 8£$ sive fo a othée 5%q(1)1neesgftof§ d a downlink file to the on g{qund .component

nit t
sent from the onbdat tonic ¢ setcrl% {fon system té’t eorgroanad’ %?n”bc?ﬁeal{o ermlnlng whether to

send the downlinfkaeeHEERBREIVESHS aH Gt EATTALRIEH BT SSBISEP the? TSHeM RN FiRm@ thehén ground
component, sendisigrtiner domgHinkdiedo she abogikamalciaagenresttm.  F3. The computer implemented

method of claim FI, whegein {he g&m&gem%ﬁ% softwars: aikgrath %E@mpélggm%ndmg an unsent

portion of the software aircraft Fart to the onboard electrom% distribution system if the status indicates that
an 20unsent parfOf HEPEBHWSrE SRR S AFPIRSARS R ' the iCRfle computer implemented method of
claim F2, wherein the $t&p of\ sermuirigrtrediewnlivtki ¢l camriiringnagronpiesspsgable mestrnprises: sending

an unsent portiopefithe eawnitolefilenimtwopugsoradeumpene id: agpenrding dhedsasast portion of the
dowinlink file recgiygel y Jhe BT SOMRARETLIPARAHIBANGIIRK g aageggsponding (o the

downlink file. he computer implemented met claim rther comprising: identifying the

unsent portith oﬂﬂéeaﬂﬂﬂwﬁﬁieff‘éﬂf@ﬁn@'rﬁ%ﬁ‘é‘%ﬁ%ﬁa|W§%ﬁ%“8?%ﬁ£@9faﬂﬁ%daoﬂﬁ{ﬁﬁk file. F6.
The computer impiehesntepuipettmiidé olaima. Fésootrredom prisieg) foterpagBothidrsoftivare aircraft part in a

storage device irbﬂbeaa\érer@é&sta&ad@f@&%ﬂ@%%@%@&W@ﬁhﬁ@@&ﬂ@&@m lesipnimglistribution is

located. F7. The codn}gut%&rln Ir]ebmeh tedbrcr)laer&ad f clai StIlrszutlvovher in the downllnk file comprises

data generated by 73 line ref)l%cea Uhit in the aircra rolggf e comnpfﬁer |mplemented method of claim

F7, wherein the Ii?@?&?ﬂ’éi?@é{mé'%ﬁﬁo@ YBIRIBFIPEIRA FhEDFAMYRE PRrRleRfElf {/steRiingn autopilot, an

in 15 the identified command to the onboard electronic distribution system from the on ground

component; program code, stored on the computer readable media, for assigning a
transaction identifier to the command; program code, stored on the computer readable
media, for maintaining a status of a transaction associated with the command on the
onboard electronic distribution system and the on ground component using the

20 transaction identifier; program code, stored on the computer readable media, for
initiating an uplink by the onboard electronic distribution system; program code, stored
on the computer readable media, for sending a software aircraft part to the onboard
electronic distribution system from the on ground component to perform the uplink; and
program code, stored on the computer readable media, for storing a status of a transfer

25  of the software aircraft part.

F11. The computer program product of claim F10 further comprising: program

code, stored on the computer readable media, responsive to another request to send a
downlink file to the on ground component sent from the onboard electronic distribution
system to the on ground component, for determining whether to send the downlink file;

30  program code, stored on the computer readable media, responsive to a determination to
send the downlink file to the on ground component, for sending the downlink file to the

on ground component.
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flight entertainment system, a communications system, a navigation system, a flight controller, a flight
recorder, and a collision avoidance system. 5F9. The computer implemented method of claim Fl, wherein
the software aircraft pad is for use in a line replaceable unit in the aircraft. F10. A computer program
product comprising: a computer readable media; program code, stored on the computer readable media,
for establishing a connp@onrpgwg%gt%ggpé}ﬁwo@@&tgpagrﬁiqs;gbwﬁg,@ﬁyg%@gﬁ%g%g in an aircraft
data 10processmg sgds an the ajrcraft a goung com? entrl program codef' stored on the
computer readable media, (raecs?ﬂq ns?\';éeo a r%hnt?esﬁ‘ Or & ¢onfman W)am fhie onlg)oara IJ]ectronlc distribution
system made threRfi§thesirnisctisnbiepidwpeRifignHeechamEnd TR tPEFgtRéenboard electronic

distribution systeiplik ianmpaseid prified campand) arograompote reiosped aRdhefcosapditer readable
media, for sending 1pthe BIF(EH Sﬂrfeoéﬂmfﬂé’aﬁ%mf? hbeand 84885%8%&.‘% ibyEeR.F¥Rtem from the on

ground component; % ﬁram code, stored on the computer readable media, for assigning a transaction

identifier to the cOfIARAAHAEY Vﬁl‘ﬁdé‘ba(ﬁ%s Ry BRI RO R RSP PAA AR 6 AT ' Fdihtaining a
status of a transaction aEsociateeP witkieher etsamrapdl orrtisionbbhihelention i digtriipdon system and

the on ground cosrpanemntiasitg berdeb@sasiian iaenkhan preoiannandt: saredogdbeiscomputer
readable media, E%%Héﬂﬁkf%rﬁmé@é'%y ‘iﬂ%&d?eb%@o%%ﬁé’@é%gﬂﬁéﬂPé&&%ﬁ@%%ﬁﬂ*’ program code,

stored on the computer readable media; for send |F%)a software aircraft part to the onboard electronic

distribution $§stefiBhaAREBRYRATRT 86}1?1%6?1‘%?1 R Fthe URThE BRI o §Fa%PEbde, stored on the
computer readabliedmethesdfon $tering e stakssiafla nredisfér 25péthiesthikwaserdireriaft phtite F11. The
computer progragypraduat of dain FyLAderescamRHsien R RMFa8RnFIRRI on the computer

readable media, res onsiye tgoqﬁog?)wn egyest to send a downlink file to the on ground component sent

from the onboarcfe ectronic |str|l%ut|on system to the on ground comg onent, for determining whether to

send the downlink file; Biprolfia AT EBHE" BIBFEI RO Hiptitér AfH A €MBHFL % $5p8ARIve to a
determination to sefzd tloecd owttlinkofiiputertizadahlgroedid, doripotifgint tor sewrdingtive dbvwalink file to the

on ground comp@B&RAfink file Fhty 4 BEHEQPIRHAY REQA BIt-AIGeuet AfeciBimifil Biewherein the program code,
stored on the compute,:_ {51 bIe medcga for sending the ftwaﬁ %rgraft art tq the onboard electronic
eo

e com ram proguct of.claim rising: pro
distribution system from n-groun RPGNENt to perform euplln nP rs@sppr%gram code, stored

on the computer feZRISHEHREIRE ?@Wﬁéﬁﬁfﬁ@@ﬁl@ W@mf%éltﬂmﬁd'ﬁﬁ@fé’(ﬁfwa'f@ direrdftpart to the

onboard electroniedigér iuvitenrsysteaimriftbetstatue dsidicajesihat anidinseninpastédeasoftware aircraft

partis Present. istribution is located.

F16. The computer program product of claim F11, wherein the downlink file
comprises data generated by a line replaceable unit in the aircraft.

F17. An apparatus comprising: an on ground component; an onboard electronic
distribution system capable of receiving a command from the on ground component;

25  requesting a software aircraft part corresponding to an uplink command in response to
receiving the uplink command from the on ground component receiving the software
aircraft part from the on ground component in response to requesting the software
aircraft part to form a received software aircraft part; and storing the software aircraft
part; a data processing system, wherein the on ground component executes on the data

30  processing system; and an aircraft data processing system, wherein the onboard
electronic distribution system executes on the aircraft data processing system.

F18. The apparatus of claim F17, wherein the onboard electronic distribution

system is capable of sending the request to the on ground component to send a
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F13. The computer program product of claim F11, wherein the program code, stored on the computer
readable media, for sending the downlink file to the on ground component comprises: program code,

stored on the computer readable media, for 10sending an unsent portion of the downlink file to the on
ground component; program code, stored on the computer readable media, for appending the unsent

portion of the dO‘&’&bH\MJHﬂJ ﬁ%%’%# &MJF@&%H&%&%E@E&H&%HSEﬂet‘a&vﬁﬁ’rﬁ&'ﬂiquW@WJF&&?rfeSpondmg
to the downlink flle 4. The com RLilrt%IC t|o ram.pr roduct ofcj:Ialm F13 furtheréon}prlsmg program

onent |n r s onse com nt IS, capa
15code, stored of the e compute Pragdabie M oradenti Re Gh {epomoﬁ) e downlink file

using a correspoff§rygrstatasoftiangrer for the downllnk flle F15. The computer program product of
claim F10 further comgrisingTipragparaicodiesiatored antteecapuitgr e atlabienstedia ifanstoring the

software airciaft part-if giRiQiAgR dRvige dgtgﬁ&'&éﬁ@ %@rﬂ@%ﬁ%@%%@%@r%n‘@@%the onboard

electronic 20distribution is located 6. The co futer ram product of claim F11, wherein the

downlink file comprise$ dhta’ é‘sr?é’Pé’{é‘B‘%;‘}fé ﬁWéF&) RS 9 RS HiPLPaR rePlacegRl® An apparatus
comprising: an oHNgeou itk eapbmesrelrsrisimriccicrdmierdisteibingon wysadmlioapable of receiving a

command from ti?@gaegmwodt(n@mggaeﬂm&Wgﬂg@ﬁtgm@e@r@mraﬁ part corresponding to an
uplink command in resR%Q%%J%] ﬁﬁ&é‘fﬂ%ﬂt@ﬁﬂ%% S&ngdan@% %tg%%ggﬂgp ﬁcmgq ent receiving

the software aircraft part fro e on ground component in response to requesting the software aircraft

part to form'd reé@war%?tw&@%ﬂ?&&’ﬁr}ﬁha' st%ﬁﬂ@“ﬁ‘f@%‘dﬁﬁ%?@"éﬂ%‘?é’ﬁt}ffﬁﬂ“ &"data processing
system, wherein ¢hieoerd gfetirmdicdisipbrient exeou tes tint & datar8@firdae ssaegssiysteysteand an aircraft

data processing m@mamsmm@rm%mp%mwom%&Mm&a@%e%esmgn@mm aircraft data

D yoielis pn g oS AR ol ol L pisteln i R elionc ietnouton
system is capableo séndi Ing the requést {o the on groun component to send a downlink file to the on

ground componéﬁﬂﬂﬁ‘géﬁﬁ?ﬁbt%BWFHWﬁ@rﬁ‘ﬁ@%ﬁ%ﬁﬁ%@ﬂh@h?i‘rﬂf@%n% to an indication
that the on grounshoponponehtrissapabldentifiecsivsiiptiee donndiokrfitad. A tran$et8o he apparatus of

claim F17 further,cqspRIiiNgh AN ABATREHISIHUKHIRA on the onboard electronic distribution
system and the on ground component using the transaction identifier. An uplink is
initiated by the on ground component. A software aircraft part is sent to the onboard
electronic distribution system from the on ground component to perform the uplink. A
20  status of a transfer of the software aircraft part on ground component is stored.
SOFTWARE AIRCRAFT PART LIBRARY
Embodiments may be claimed as follows:
G1. A computer implemented method for managing software aircraft parts, the
computer implemented method comprising: receiving a software aircraft part at a library
25  toform a received software aircraft part; storing the received software aircraft partin a
storage in the library with a plurality of software aircraft parts; providing a user interface
system to manipulate the plurality of software aircraft parts in the library; responsive to
receiving a user input from the user interface system to uplink a selected software
aircraft part from the plurality of software aircraft parts in the library to a target aircraft
30 data processing system, creating a command to send the selected software aircraft part
to an aircraft in which the target aircraft data processing system is located to form an
uplink command; storing the uplink command in a queue in the storage in the library to

form a stored uplink command; distributing the stored uplink command to a proxy server
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5aircraft, wherein the aircraft data processing system is located in the aircraft network. F20. The
apparatus of claim F17 further comprising: a set of line replaceable units in the aircraft, wherein the
software aircraft part is for use in one of a line replaceable unit in the set of line replaceable units in the
aircraft. A computer implemented method, apparatus, and computer program product for 10transferring

information with apAirGIatn ARG s Rsiablishiar HRIVRSRH A0 SpRPaid &seHrRis distribution
sysiem executing In an aircra ata processin stem In the alrcrait and an on grou component.
t t %ng dat %S?Y t%e seléh eda so(%{ d lgfr t

R . res&o Sive 10 rece ma?re U ar ware %Ir(f‘hat arcirom ? . .
esponsive to a requestfor a command fro € on ground component, the command for execution IS

identified. The idefRifieareemRRAFRIIPS BEMERS IR Gribeard Rk FommBadistFpiioht_y s&eAlFom an on ground
15component. AdoanaactietrdtentifietHs pesignectapbicamnmand. A transaction associated with the

command is maintaineg,on the.onheard electranic distriurionaYstem aRddnerRarAuRgsomponent

using the transaction identifier. An uplink is initiated ?P)éthe on ground comaponent. A software aircraft part

is sent to the onBoHtGNIBEHSHIERERNGRA RIS HL M BE SH G ELIRE REMERENt to perform the uplink.
A 20status of a teamitefiof. thensbingahe eirokesopareshigrbamicsy A eienpisaiorcdeSOFT WARE

AIRCRAFT PAR{okIRRA R Fsmbacisents maybeoslaisedsasding avussommafrd dAacamputer implemented
method for managipg sofwale 4iu %ﬁ%ﬁ%@%ﬂ%&%& @R@@Eﬂi&%dﬂ%ﬁ%ﬁ% ERIDRILRNY- receiving a

software aircraft part at a library 25to form a receive are aircraft part; storing the reCeived software
aircraft partifl a ES%QWH’W%UEB}%WHWWMJF&WW@BW "SRRG SHV B AT YRGS user interface
system to manip(datesthegipiunatityeof sefaivarcafigicsaridpartisei nathendibd gt s pbmsivendne twiving a user
input from the usggiikkeHarRSYReM FPouplink & spiastegnsoftware aircraft part from the plurality of
software aircraft parts jn.the Jibrary to a target aircraft 30data processing, system..creating a command to
send the selected_sqftvt\?gie ejilr%rg?t{n 5?‘? 10 rﬁe gi?@r%%tr?r? t(\%v%allcaf %?gn %Srg@tggler}{:?gﬁ]%gt'ggprocessing system is
located to form afiRIHREBINAARE UetEkFg IR btk LOMFFRARENAMKS e Rl FRSRIBIaHRAN the library to
form a stored uplieduesrfimandpohistriistingntite sthrencuplinkgeoramand to a proxy server application in

response to a request fy, CoMMBRASIR NG RIAXY SEMET FRRICAEPRIMAISSPRRRVEdAECeiving a
request for the s%g%tgfgwgpftngggg tairtlr:trart]fta p?arttef{r(?@s@% roxy.server application proce_ssi_ng the stored
uplink command, sending the sefe%?e software alrcraé)par {5 the proxy server application.
G5. The computer implemented method of claim G4, wherein the software
aircraft part is digitally signed and the crate is digitally signed.
20 G6. The computer implemented method of claim G1, wherein the software
aircraft part is stored in a files system in the storage and wherein the queue is located in
a database in the storage.
G7. The computer implemented method of claim G1 further comprising:
deleting a set of aircraft parts from the plurality of software aircraft parts in response to
25  another user input.
G8. The computer implemented method of claim G1 further comprising:
receiving status information on uplinks of the software aircraft parts to form received
status information; and storing the received status information.
G9. An apparatus comprising: a file system located on a storage device,
30 wherein the file system stores a plurality of software aircraft parts; a database located
on the storage device, wherein the database stores a plurality of commands used to

manage the plurality of software aircraft parts; a management component capable of
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5G2. The computer implemented method of claim G1, wherein the distributing step comprises: responsive
to a presence of a connection to the proxy server application, identifying the uplink command for the
proxy server application; creating a command data structure for the uplink command; sending the
command data structure to the proxy server application, wherein the proxy server application begins

processing 10the,cma e paiasRe CAMEARIARIER SIEVGHFRBRYFESRABSHE JPranaigr request for

the uplink command recelved aft?ert@nding the command o!ata structure, sending the uplink command to

the proxy server lésﬁpr)llpc%%lé%?pera mﬁé%@?ﬁ]ﬁﬁ?&q%]ﬁpemented method of claim G1 further

comprising: distributing’fite stbeciPrisAlI EbpAEAE thareBithimi ArapRgeARTPeseNin response to a 15
request for the cesmpasidsafparts thaisefacennanagipaitdaol. G4. The computer implemented

method of claim G1 fuighqr cRmRRSINGSIGNa e SAYEIRRIrGRIRYLRALLAE B furjorage device.

G5. The computer implemented method of claim G4, wherein the software aircraft part is digitally signed
and the crate is di§lt&fy/&Signed. 20G6. The computer implemented method of claim G1, wherein the
software aircraft part iS>Storet dpnapfilesceyytasingnahess toragenaniceiitnsredanise epneeddd focated in a

database in the sHrage.a memds ohhecRANMPIMESH UB) PiesnsNtRch paeshach g plalrka tdgetiaer comprising:

deleting a set of QLA DA, Lo e ALl of OIWaLE ALSHRILRAIRIRE3RONBELQ goanather user

input. GS. The computer implemented method of claim G1 further comprising: receiving status
information th upftiE SR B AP SitTEe IR0 [HHh IR ESV4T 3t RBIFRRIEBA! 8l storing the
received status ififoarétitonm@ 9e iy eppaetus aomprsingtadileesystaed ectitadanm@astosdge device, 30
wherein the file sysiemraieras mralibebsniwa e isaaltLarsepdatapasridosated on the storage
device, wherein i dataBase eiores A ALY, ol SATMPaNASHoSd 19 manage i, plyrality of software
aircraft parts; a managem}én componrénii capaB e ort enerat_lng? e prf)ra ity o cc_)mn?/énds; and a user
interface system CapaREBIMECEIAGISER Yt pdraRadahaRA et EiHpetient’e  G10. The
apparatus of claitar§a9aivehet dinethe cassiqgeysient is dongonenfocoraprisis agartsdauespehgecommand

dispatcher. 5G11, heiaRparalbsigfueiaim &Ouvkhereinibe RlerRasfrmcesiSasgkakhatd disk drives.

aircraft part from the plurality of software aircraft parts in the library to a target aircraft
data processing system; store the uplink command in a queue in the storage in the
library to form a stored uplink command; distribute the stored uplink command to a

20  proxy server application in response to a request for commands from the proxy server
application; and send the selected software aircraft part to the proxy server application
in response to receiving a request for the selected software aircraft part from the proxy
server application processing the stored uplink command.

G13. The computer of claim G12, wherein in executing the computer usable

25  program code to distribute the stored uplink command to the proxy server application in
response to the request for commands from a proxy server application, the processor
unit executes the compute usable program code to identify the uplink command for the
proxy server application in response to a presence of a connection to the proxy server
application; create a command data structure for the uplink command; send the

30 command data structure to the proxy server application, wherein the proxy server
application begins processing the commands using the command data structure; and
send the uplink command to the proxy server application in response to another request

for the uplink command received after sending the command data structure.
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G12. A computer comprising: a bus; a communications adapter connected to the bus; a memory
connected to the bus, wherein computer usable program code is stored on the bus; and a processor unit
connected to the bus, wherein the processor 10unit executes the computer usable program code to
receive a software aircraft part at a library to form a received software aircraft part; store the received

software aircraft part insa storaged b isanavihadiralib i celwars Airca Tt RASsAREvide a user

interface system to matnlrpulagle the pluralit ?f go{t\gatrethalrc%raft pa&t@im the Ilbd'?ry; create a command to

send the selectedSottware %lr%%ﬂgpaarpt & an aircrat i v?hslgﬁe%éo aclPéne Aircra Séi)aV‘ellaf)erocessing system

is located to formM&RAISITHCCORN N EPRPINSR P RSk $8! e bR a8 TRpUD AréPAWAES USer interface system

to uplink a selectedrsgwadfiet@rcraft part from the plurality of software aircraft parts in the library to a

target aircraft data proggssing SSEy ﬁg%{rgm&&@p gog%gigm@ng égrﬁpgfé?%é%gg% stgrage in the library to
e ink co

form a stored uplink command; distribute the stored UPI mmand to a 20 proxy server application in
response to a re§UfES P EINIRAIfa S BT D HFETP LEN&F AR SRRV SN Lot (FE°LM8&ed software
aircraft part to thegfirey sepasrapsicalilsariiaésponseced eecefiiae @iregliesrtarciesaledted software
aircraft part fromdfag:proxysesweiuapplicationoserassingithastamudpinkcommangdare  G13. The

computer of claim, z1¢. Wherei Jn, exFauting i _M%%?Jli%&%‘&t&&éﬁmaﬂ%?8r58r9|ir°rt”b“te the

stored uplink command to the froxy server application in response to the request for commands from a

proxy servet AppiRdRiciP I PrBEELEHH ThiteXERatR S AR MRPAECU RIS M 8dI3int8dR o identify the
uplink command fatehvetproxyrséteshaplolidiyiohsvitresp engeftoatp re denideaoy; @rogramection to the proxy

server applicatiogiorsgatetReGomplaiddaidasleustrscfarcthe HRrliBksrMmandliserddbandcommand data

structure to the prewyserver Applieaton.helsinhegron sencer aaplielion hegigs processing the
at t command to the proxy server

commands usingrﬂwe comman [a structure; and send the uplink :
application in reseiR4e f SHMHEAHSEHRIERIT NS IPIRK lEshfrfehaTeek A RIRePSSE¥ding the command
data structure. sy<EM,.fdhecatnyrutemotam G dehdiheselactbe prfocessicafipéurthen exectites the

computer usable;pipgRMLARtaidisKibMEResed RNk FommARddhasafiare management tool in

response to a re%uest for the command fro(!‘n the software mangggm?nt tool. 5G15. A computer program
. _.comman n,Program coge Si(ﬂl’e n the Comé)dl er recor €S (a'age medg, or %Ol’lﬂg
product comprising: a cormputer recordable storage media; program code; stored on the computer

recordable storadfte HREAICTONMEER haUusUsoft Wi leResdt (Patcs dparyastesemualféceived software
aircraft part; progranmeeaderstesed:ofetReoeanpttie coecardakiesiasrgaoragdiacder, sdoring the received

software airgraft parkiAcIQagg R AR IREAN HEhARINAIILY OF Software Aifcrall RRds; Arogram 10code,

stored on the computer recordable siorage media, for rovldlng a user interface S{%em to manipulate the

| dia, f
plurality of softwaFa St PamRaN AR BRI oSG A RBLE 1 Lho ALY BHMREESRBRHE P ordable storage

media, responsiv&oredendhdingreruiserdpgdeble storage media, responsive to receiving a request for
the selected software aircraft part from the proxy server application processing the

stored uplink command, for sending the selected software aircraft part to the proxy
25  server application.

G16. The computer program product of claim G15, wherein the computer
program code, stored on the computer recordable storage media, for distributing the
stored uplink command to a proxy server application in response to a request for
commands from a proxy server application comprises: computer program code, stored

30 on the computer recordable storage media, responsive to a presence of a connection to
the proxy server application, for identifying the uplink command for the proxy server
application; computer program code, stored on the computer recordable storage media,

for creating a command data structure for the uplink command; computer program
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from the user interface system to uplink a selected software aircraft part from the plurality of software
aircraft parts in the library to a target aircraft data processing 15system, for creating a command to send
the selected software aircraft part to an aircraft in which the target aircraft data processing system is
located to form an uplink command; program code, stored on the computer recordable storage media, for

storing the uplink.GaMERABG IR RAMSHSIB: TReoHARIGdR Jas ANt daimyarstesstdrlinkgommand;
program code, stqred on th com)Puter recorﬁjc%l?ile stc?]reargi% edia, for 20d|str|lbgt|nrgbtgu? stored uplink

command to a proxy té’éer\t/%Fﬁaeﬂaﬁﬂ(:}éﬁ%rr\lelrnalp@sponoge 0 A Tequedttdr comnian 2Y0R the proxy server

application; and eERASES HroEREMARE eSS iICOR TR € dRip e FrEeoRHABRBIIPEBEITREtia, responsive
to receiving a reqguest fardbersele ctechsritveacedalierati-pas nfeain, Hespproky sesaviethaplitaon processing

the stored uplinkGommagd. EQH]ﬁ%{P]qiF&éﬂ@é&&@%‘%ﬁoﬁ@ﬁé&%rﬁiﬁ%ﬁ%Bt’%@_t’i‘&&'ﬂ?e%?’é‘ér%ﬁ?&wer

application. G16. The corEPuter program product of claim G15, wherein the computer program code,

stored on the coMBUINFSCoraRBIE SIBFAYRNMeNs" ASPUi&MButing the stored uplink command to a proxy
server application in responsdesenmederyrnoaiehmhasciranH phaliesepvwrisipplicatiorietomprises:
computer prograpiogesie csterethzAah the campuiaereeritablersioragaedinsiespansye to a presence

of a connection tg R, PERKY SERYEHARPLCAHARREIASTUIING SRS, RU ﬁgg%@%b%ég{ fig,Rroxy server

application; computer program code, stored on the computer recordable storage media, for creating a

command data sfﬂi‘&ﬂﬁ‘édfoff‘iﬁ'érl?p?ﬁwa@rmﬁﬁ?ﬂf”&%}ﬁﬁﬁlter program code, stored on the computer
recordable storage me@i. forhsending¢heremamrandudathckim didbefudhgTe proxyisevanzpplication,

wherein the proxy sgeicaRilicstianbegiosniaeeasibgibe sermpanssdisineithsgaammand data

structure; and comRut% ggg{%@&wl rﬁg]daeérqgriﬁqlgn the coo,g\;lncueter recordable storage media, responsive to

another request Stor the uplink'’comman recened ater sending the command data structure, for sending
the uplink command to&he pfBRyYBRET astieatiIRduct of elaim Te worriute? prBYraRPRTGHuct of claim
G15 furthericompeisiisgligafyptidespangdramecoe & Stiedd Ognthe computer recordable storage media, for

distributing the stored gpink GRIBARARLIOASAFVAERBAAIRMENY, (DR BRAASRIO Adriuest for the 10

commands from the software management tool. . . :
par % storeJ?n a%l%s%ys em ?n %e storage and wherein the queue is located in a

database in the storage.
G21. The computer program product of claim G15 further comprising: computer
20  program code, stored on the computer recordable storage media, for deleting a set of
aircraft parts from the plurality of software aircraft parts in response to another user
input.
G22. The computer program product of claim G15 further comprising: computer
program code, stored on the computer recordable storage media, for receiving status
25 information on uplinks of the software aircraft parts to form received status information;
and computer program code, stored on the computer recordable storage media, for
storing the received status information.
A computer implemented method, apparatus, and computer program product for
managing software aircraft parts. A software aircraft part is received at a library. The
30 received part is stored in the library with other software aircraft parts. A user interface is
provided to manipulate the software aircraft parts. Responsive to receiving a user input
from the user interface to uplink a selected software aircraft part to a target aircraft data

processing system, a command is created to send the selected part to an aircraft in
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G18. The computer program product of claim G15 further comprising: computer program code, stored on
the computer recordable storage media, for storing the software aircraft part in a crate in the storage
device. G19. The computer program product of claim G18, wherein the software aircraft 15part is
digitally signed and the crate is digitally signed. G20. The computer program product of claim G15,
wherein the softwasenaieiaifastdssipnadibadties Suater Bdhesteradp ArdMaLindhe queue is
located in a database in the storaqﬁ. G21.Th computer program pr dudct o{) clagrp G15 further

R stO{e 5ba ueue Inthe stor%e in,the library. e L{%mk omaq%f?ls istribute a.a .
comprising: computer 20program code, stored on the Computer recordable storage media, for deleting a
set of aircraft pa&RoPRHFE FFRIEAIYOP seTbRATR RiPCRINGSAIES PATESHYRSEESPRABNSEP user input. G22.
The computer pragevmg@roductafolaimepidfueher gepmprisingiocessipytee pragtaipliakde, stored on the
computer re@rd@mgﬁgg edigy [%h@%%%%&ﬁé%%?@ﬂf&%%ﬁ%&ﬂ uplinks of the software aircraft

parts to form received status information; and computer program code, stored on the computer recordable
storage media, for storihg HFEFRYER NG AYI"aht %H%%O S eRbOSIME LR PI BT MRS Riethod,
apparatus, and clenmpuresqsrotiant piertent feseripling g sofolmterdid tafepeaxtauativefitvare aircraft part is
received at a libranted hethdrassivespartis sanatsiiotke lilbray mativiesherssafowarnatrireralt parts. A user

interface is prOViQS%BaPéﬁW&’rH%S $F(‘j8r§1?§£%’§kﬁl f_FHirtﬁéaihP?er?th5?&198!&?1l‘_’a%$8fnrt‘388$\6i99 a user input from

the user interface to %ﬁllnk a selected software aircraft part to a target aircraft data processing system, a

command is trePGYIERME THY BE¥E Y55 18 WARRG B ASIFAWRR ARG 80 RRPERYSta processing
system is locatecnTedimplitsk coengndmadinsestorennprdimesasdledied sterdhgecmahedidsainediine uplink

command is distriydied KA NXY SR ¥ARGRPICALIRNIURARERSEHR BrifiseshiRtenM MmaNds. Responsive
to receiving a request.fiam I proxy.serier ARRlieaianBrosessing e stard yplink Scommand, the
selected part is sent to_? e proxy server application. The 5e_scr|pt|on o??_He ditferent advantageous
embodiments ha%”ﬁé@ﬂ*}?fé%é’ﬁf‘eﬁ%ldbm%@%%‘ﬁiHﬁﬂt%ﬁdﬁ%mr&e%ﬁlﬁﬁ%?s&nd is not intended to be
exhaustive ob limitedetopthedembodiments in the form disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art. Further, different advantageous 10 embodiments may provide
different advantages as compared to other advantageous embodiments. The embodiment or
embodiments selected are chosen and described in order to best explain the principles of the
embodiments, the practical application, and to enable others of ordinary skill in the art to understand the
disclosure for various embodiments with various modifications as are suited to the particular use
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15contemplated. CLAIMS: What is claimed is: 5 1. A computer implemented method for
managing software aircraft parts, the computer implemented method comprising: receiving a software
aircraft part at a library to form a received software aircraft part; 10storing the received software
aircraft part in a storage in the library with a plurality of software aircraft parts; providing a user
interface system to manipulate the plurality of software aircraft parts in the library; responsive to
receiving@%ﬁénput from the user interface system to uplink a 15selected software aircraft part from
the plura ftware aircraft parts in the library to a target aircraft data processing system, creating
a command to send the selected software aircraft part to an aircraft in which the target aircraft data
processiv%%sglsterrll is Io%?ted to form an uplink command; storing the uplink command in a
gqueue in't §f8r8§]é”i]ﬁ I8'Iibrary to form a 20stored uplink command; distributing the stored
uplimk command to a proxy server application in response to a request for commands from the proxy

fom the provy derver ALEARHIAN pFOBLLAR e CROPCA CONIRCR G, WAy e SPRed e
25softwaterapatafti pauicio dnecor oxatisedveo appistation. 2. The computer implemented method of
claim 1, whereirpetgéal\%sgtrg) lé!g gtr%pa?r%rrg?trigg ‘at a library to form a received software aircraft
part;
10 storing the received software aircraft part in a storage in the library with a plurality
of software aircraft parts;
providing a user interface system to manipulate the plurality of software aircraft
parts in the library;
responsive to receiving a user input from the user interface system to uplink a
15 selected software aircraft part from the plurality of software aircraft parts in the library to
a target aircraft data processing system, creating a command to send the selected
software aircraft part to an aircraft in which the target aircraft data processing system is
located to form an uplink command;
storing the uplink command in a queue in the storage in the library to form a
20  stored uplink command;
distributing the stored uplink command to a proxy server application in response
to a request for commands from the proxy server application; and
responsive to receiving a request for the selected software aircraft part from the
proxy server application processing the stored uplink command, sending the selected

25  software aircraft part to the proxy server application.

2. The computer implemented method of claim 1, wherein the distributing
step comprises:
responsive to a presence of a connection to the proxy server application,
30 identifying the uplink command for the proxy server application;

creating a command data structure for the uplink command;
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responsive to a presence of a connection to the proxy server application, 30identifying the uplink
command for the proxy server application; creating a command data structure for the uplink command,;
sending the command data structure to the proxy server application, wherein the proxy server
application begins processing the commands using the command data structure; and

responsive to apetitingeneassiohtiiel upliakstasmantb recepiestyaernsgrihipydhecbcavnerai itlata
structure sendine%%le Ué)lir%kﬁﬁom and to the proxa erver application, 3.The computer iaw lemented
HABPEEMBA g e

method &¥ B ¢S PERSBIRRG RSB iHR'BETRARINE'"%h

managersientioe);ian@sponse to a request for the commands from the software management tool. 10
4. The computer implemented method of claim 1 further. comprising: storing the software aircraft part in
2 crate i & otor S AL 18 BT oSG h13 e RUE P B Y AL RS S hre
15apcraft parnisndigitabyssigotaerebthiing ate ismighaltynsigaed to thebpxg semputappiiyzidorented
method of claim 1, wherein the software aircraft part is stored in a files system in the storage and

wherein the queue is located in a database in the storage. 20 7. The computer implemented method
of claim 1 furthed. comgrsingpreplettin dnapsetneiddnd e hadsofr araith el pluthbtycoinspfisvage aircraft parts

in response to aoﬁotﬂ%a Lljﬁs,ei ian{t.rza&TEekcom uttarr](ji1,(1§leme,(tedr methnod of claigri 1 {urther
comprising: I’&tﬁél |ﬁg% Q&JS Rformation 6n umﬁﬁk the° g\(t?/vgr@glr%ga%m?gr I8 10rm received
status infeispaties; tarad retquiest fhe ileeevetistatissfioforthatsuft\Wate mppagdusect iqaising: 30a file
sysitgm located on a storage device, wherein the file system stores a

4. The computer implemented method of claim 1 further comprising:

storing the software aircraft part in a crate in a storage device.

5. The computer implemented method of claim 4, wherein the software

15  aircraft part is digitally signed and the crate is digitally signed.

6. The computer implemented method of claim 1, wherein the software
aircraft part is stored in a files system in the storage and wherein the queue is located in
a database in the storage.
20
7. The computer implemented method of claim 1 further comprising:
deleting a set of aircraft parts from the plurality of software aircraft parts in

response to another user input.

25 8. The computer implemented method of claim 1 further comprising:
receiving status information on uplinks of the software aircraft parts to form

received status information; and storing the received status information.

9. An apparatus comprising:
30 a file system located on a storage device, wherein the file system stores a
plurality of software aircraft parts;
a database located on the storage device, wherein the database stores a plurality

of commands used to manage the plurality of software aircraft parts;
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plurality of software aircraft parts; a database located on the storage device, wherein the database
stores a plurality of commands used to manage the plurality of software aircraft parts; a
management component capable of generating the plurality of commands; and a user interface
system capable of receiving user input to operate the management component. 510.The apparatus of

claim 9, whereia iihe magRagen eohaooneat eabediepsfsgsr Ratg thepand Ryconvnandadigpatcher.
11. The apparatus of claim.9, wherein the stora%d%devéce is.a set of hard L%Ek drives. 1%% 12. A

computer compfisthg: S B0 G H R C R SRS HIGREFRSHHOG AT 76 B IR oPerate MGemory
connecteddndberheat whersineomputer usable program code is 15stored on the bus; and  a
processor unit connected to the bus, wherein the processor unit executes the computer usable
program code to receive a software aircraft part at a library to form a received software aircraft part;
storg the received. softiaseapiverafiugast tlzAnstorageeie it enliéonasy sgdneeplucality of softe@rgAgesaft

parts; provide.a usey. intefface system to 20manipulate the plurality of software aircraft parts in the
library; ciaeg?é’tg X%H(h?&?@%&%@ﬁ‘&%ﬂr% @51%%{8%6 oftware aircraft part to an aircraft in which the target

aircraft data processing system is located to form an uplink command in response to receiving a user
software airoraft parts 1 FETRAEY . R Gttt o CLan g SHLSat Bl T L
y {0 a target aircr ata proc ystem; store the uplink
commandrines gueue in the storage in the library to form a
10
12. A computer comprising:
a bus;
a communications adapter connected to the bus;
a memory connected to the bus, wherein computer usable program code is
15  stored on the bus; and
a processor unit connected to the bus, wherein the processor unit executes the
computer usable program code to receive a software aircraft part at a library to form a
received software aircraft part; store the received software aircraft part in a storage in
the library with a plurality of software aircraft parts; provide a user interface system to
20  manipulate the plurality of software aircraft parts in the library; create a command to
send the selected software aircraft part to an aircraft in which the target aircraft data
processing system is located to form an uplink command in response to receiving a
user input from the user interface system to uplink a selected software aircraft part from
the plurality of software aircraft parts in the library to a target aircraft data processing
25  system; store the uplink command in a queue in the storage in the library to form a
stored uplink command; distribute the stored uplink command to a proxy server
application in response to a request for commands from the proxy server application;
and send the selected software aircraft part to the proxy server application in response
to receiving a request for the selected software aircraft part from the proxy server

30 application processing the stored uplink command.

13.  The computer of claim 12, wherein in executing the computer usable

program code to distribute the stored uplink command to the proxy server application in
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stored uplink command; distribute the stored uplink command to a proxy server application in
response to a request for commands from the proxy server application; and send the selected
software aircraft part to the proxy server application in response to receiving a request for the selected
software aircraft part from the proxy server 30application processing the stored uplink command.

13. The cospouiss b chimeddevtferatnimexedstingrine monputerasaplsipstgrarthegsie teslisiribute

the stored uplink d to th lication i to t tf d
from a pHAX SRS HIR SO the B Sa Ut b BaR L e Bh B R F RV o 0
identify theoxplisereonupphchtivrihe propyraertorapRlisation df sesponsetitthagprasgnoxypbaroennection
to th / lication; t d data structure.for th li d; d th
ScommanERURE) G BN Bros) GBS AR I chell tESSPEg EorsEP Ay Bcation begins
proc&ssingrthaammaaanqlsru&ingattmtherpmap¢ehaxersipp3tcme'oaml_/lserwrthamprh5ukymand to the_
the com MR AL AR QBT B LA T 1 R B e S0 UHI Eh R excoutes
the compudted tisahipliptogoanmmendettothisiloute sory stasipdligpliivn donmespodde @ sofotlase raquestement
tool in response tol.akre uest for the commands from the software m%nc? eant ]&ool. 1515.A computer
program Stodect CUTH SR NEP S SRS NEH B rastid Qb ig SAUANY CofRogbiUshe, stored on the
computer recordable storage media, for receiving a software aircraft part at a library to form a received

software alr(:raftI Rart; Rrogram cogeei, atolFﬁdI gn Vyﬁe corr]n&uter recordable.ﬁor@é;%vrgfgé%t efgrtnﬁtgrlng the

20received software aircraﬁoprzq Yra staorage in theerﬁbrary? Wit CgspﬁaFa %'/ of are aircraft parts;

program codeLstoneshobietheogoanp wied edoatdabite sidregstonediapfokpromdnzg @ tosasiofisviaee system

to manipygic. e plually of soluate ALCLall s MR RMBIRTABA9RS SRisgign the
computer recordable storage media, responsive to

management tool.

15 15. A computer program product comprising:
a computer recordable storage media;
program code, stored on the computer recordable storage media, for receiving a
software aircraft part at a library to form a received software aircraft part;
program code, stored on the computer recordable storage media, for storing the
20  received software aircraft part in a storage in the library with a plurality of software
aircraft parts;
program code, stored on the computer recordable storage media, for providing a
user interface system to manipulate the plurality of software aircraft parts in the library;
program code, stored on the computer recordable storage media, responsive to
25  receiving a user input from the user interface system to uplink a selected software
aircraft part from the plurality of software aircraft parts in the library to a target aircraft
data processing system, for creating a command to send the selected software aircraft
part to an aircraft in which the target aircraft data processing system is located to form
an uplink command;
30 program code, stored on the computer recordable storage media, for storing the
uplink command in a queue in the storage in the library to form a stored uplink

command;
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25receiving a user input from the user interface system to uplink a selected software aircraft part from
the plurality of software aircraft parts in the library to a target aircraft data processing system, for
creating a command to send the selected software aircraft part to an aircraft in which the target aircraft
data processing system is located to form an uplink command; 30program code, stored on the

computer recorﬂa@geatom%nw@ﬁedfon sheyiogriipeiteplivk srrapianrtora gabrikdnfirelsiolageny the
library to Eorm a st Lg)llnk co ?& aﬁg %ram cod stored on the conr}puter recor eftble storage
media, foP ASABHNG'HA %?&%’ﬁ THMARd tTa P8 Wi@&é’? Sopneaasn P rEhErEe @

request f@mm@mrmmﬂ@mmeﬂpﬁqm;owmewapptmatmtmh@nd computer program code, stored on the
computer recordable storage med| res ons vet recelvm a re @%{ar the selected oftware

aircraft part frorﬁ(tﬂboﬂt%&ﬁ? &9&%}‘& 8F1e r8Ee aﬁé’tﬂ% e %8&%%%’*}% ?endlng the

selested reaftoastyaitoradcpainty aheqmesy feentrey spplitatizofita rErmmmq@aerfpmgrtam mi@duct of
claim 15, wherein the omputer 1 m codgrg)%) eéd on the c%nt)é)uter or able(f %e media,

for distribiting HBRISAES 8(8&95 G st TP Applicatid P! é%% 8ST0& €quest for

commansisffrmmeaginerayt gemtdo applpatiyrseomprigesication.computer program code, stored on the
computer recordable storage media, responsive to a presence of a connection to the proxy server

application, for identifying 15the uplink command for the proxy server application; computer
program code, d®red bThehmomnmrterogcand@lndnmmragelahamé foheremtittgeacompotand data

stru%ture I%forﬂ therpug Bk C(tg]rmc?on the ggm u%ter ((}]r co gr ast%rerge%rratr} éthEuetr re%ﬁrdable
storage edia, for sendlng e comman ata struc ure xy server app catio erein the

proxy 20stemest apmhkatmnmagmmmqmmwmtzmpmanda usmplmamrhmrmmdqdaﬁfsiructure, and
computer Lprogram r%?ﬂ sat%rr%c)i( 3%1 etpvee Fca)p rEwctae : 6ﬁcgg%able storage media,
computer program code, stored on the computer recordable storage media,
responsive to a presence of a connection to the proxy server application, for identifying
15 the uplink command for the proxy server application;
computer program code, stored on the computer recordable storage media, for
creating a command data structure for the uplink command;
computer program code, stored on the computer recordable storage media, for
sending the command data structure to the proxy server application, wherein the proxy
20  server application begins processing the commands using the command data structure;
and
computer program code, stored on the computer recordable storage media,
responsive to another request for the uplink command received after sending the
command data structure, for sending the uplink command to the proxy server

25  application.
17.  The computer program product of claim 15 further comprising:
computer program code, stored on the computer recordable storage media, for
distributing the stored uplink command to a software management tool in response to a

30 request for the commands from the software management tool.

18.  The computer program product of claim 15 further comprising:
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responsive to another request for the uplink command received after sending the command data
structure, for sending the uplink command to the proxy server 25application. 17. The computer
program product of claim 15 further comprising: computer program code, stored on the computer
recordable storage media, for  distributing the stored uplink command to a software management
tool in reSponse:maférepﬂugsérﬁ@tzﬂttepemrearmt’s fireradhepatéivate raabrgsimedenbdis, The
computer program progduct of clal further compri : mputer program code, stored on the
compute?tp@'gggggﬁlé%%ﬂrg%%g@ ﬁnﬁ?ﬁ% Igiﬁhﬁ?&tg rﬁ?&gtgﬂgﬁ in a crate in the storage
device. 19. The computer program product of claim 18, wherein the software aircraft 5part is
digitally signed apd the_crate is digitall ned. 0..The computer rog am product of clai
herein e <ofitare aeSaHP AT € SRR TS, SIS T o ARG SRR e
located ipartdatdhyiizaiynsthasiciadehérate Bldigitelgosignier program product of claim 15 further
comprising: computer program code, stored on the computer recordable storage media, for
deleting a set of aircraft parts from the plurality of software aircraft parts in response to another user

input. 15 22crr he dcbmrmaitetpptegrmgpmdpcbottdajﬁclbﬁrﬁutmanhemmiﬂiegsoftwamrmmmprogram
code, stare % ec mpu r recordable }ora%e media, for receivi status |nf 1% n on uplinks of

the softlE SrEigie A?tété‘?&?ﬁ(? VR Y SR ARG R THA ueté? 't6de, stored
on the calafaliasecndtdabtersipeage media, for storing the received status mformatlon
10
21.  The computer program product of claim 15 further comprising:
computer program code, stored on the computer recordable storage media, for
deleting a set of aircraft parts from the plurality of software aircraft parts in response to
another user input.
15
22.  The computer program product of claim 15 further comprising:
computer program code, stored on the computer recordable storage media, for
receiving status information on uplinks of the software aircraft parts to form received
status information; and
20 computer program code, stored on the computer recordable storage media, for

storing the received status information.
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