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devi ces are avail able which include enbedded control progranms and
processi ng hardware to execute the prograns..-jhese devi ces may contain
smal | conputers having a processor and nenory or storage for executing
the prograns stored within the device. Typically, this conputing
hardware is provided in noderately or hi gher-priced devices. It is not

commercially feasible to provi deMBTHODANDAPPARATUSFOR
’ CONTROLLING A DEVICE ON A NETWORK

BACKGROUND OF THE INVENTION
Field of the Inventi

The present invention provides a system for permitting low-cost
devices to be controlled by programs contained in the device.

Background

Various devices are available which include embedded control
programs and processing hardware to execute the programs. These
devices may contain small computers having a processor and memory
or storage for executing the programs stored within the device.
Typically, this computing hardware is provided in moderately or
higher-priced devices. It is not commercially feasible to provide
embedded computer hardware which is several times greater than the
typical selling price of the device. For example, embedding $50.00 of
computer hardware in a $10.00 device is not likely to be commercially
feasible.

Although low-performance computer hardware may be
embedded in a device at a low cost, this low-performance hardware
may not be capable of executing programs written in programming
languages requiring significant processing capabilities. Programs
written in high level programming languages, such as object-oriented
languages, may not be capable of execution by inexpensive computer
hardware which lacks significant processing ability.

Various devices may be interconnected with other devices or
computers across a network or other communication medium. These
devices include low-cost items such as light switches and door locks as
well as more expensive items such as televisions and VCRs. By
interconnecting various devices, a particular device may be controlied
manually by a user, or may be controlled automatically by another
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PCT/ US97/ 11383 communication medium and control operation of the device itself.
However, this level of hardware may not be sufficient to execute
programs written in high level programming languages which may be
necessary to control operation of the device. As discussed above, the
addition of hardware sufficient to execute such programs may increase
the cost of the device to a point where the device is not competitive.

A specific programming language capable of controlling
consumer devices is the JAVATM programming language
environment developed by Sun MicrosystemsTM Inc. of Mountain
View, California. Sun, Sun Microsystems, the Sun logo, and JAVA are
trademarks or registered trademarks of Sun Microsystems Inc. in the
United States and other countries. JAVA is an object-oriented and
architecture-neutral programming language environment. Thus,

- while other computer languages must be compiled for a particular
processor, JAVA programs are interpreted such that a single JAVA
program may be used on a variety of processors. Alternatively, JAVA
programs may be compiled using a just-in-time (JIT) compiler. The JIT
compiler converts the JAVA code to the processor's native code shortly
before the compiled code is needed by the processor.

JAVA programs may be executed on any computer platform that
supports a JAVA virtual machine (the JAVA virtual machine executes
JAVA byte-codes). However, as with other high level languages, the
minimum computing resources and memory requirements for a
device capable of executing a JAVA program would increase the price
of a low-cost device beyond commercial feasibility.

Therefore, a mechanism is necessary to permit a low-cost device
to be controlled by an application program requiring a significant

amount of computing hardware, yet maintaining a relatively low cost
for the device.
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th¥s control, the | ow cost device nmust contain a sufficient anount of
processi ng hardware to comruni cate across the comuni cati on nedi um and
control operation of the device itself. However, this |evel of hardware
may not be sufficient to execute prograns witten in high |evel
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t he device. As discussed above, the addition of hardware sufficient to
execut e such prograns may increase the copl of the device to a point
where the device is not conpetitive. A specific progranm ng

| anguage capabl e of controlling consuner devices is the JAVATM
“programmi ng | anguage envi ronnment devel oped by Sun M crosystensTM I nc.
of Mountain View, California Frgp;he Sun ogo, and
JAVA are trademar ks or regi st® g W'crosystens | nc.
in the United States and other countries. JAVA is an object-oriented
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JAVA program woul d generatesecartirolpsignals for controlling the device. The invention
maintains the low cost of the device while permitting control of the
device by a program incapable of execution by the device itself.
An embodiment of the invention provides a device containing
a program code capable of generating control signals used by the device.
The device then transmits the program code from the device to the
computer. The program code is then executed by the computer to
~ generate control signals for controlling the device.
Another feature of the invention provides a unigque
identification associated with each device. This unique identification
is included in a broadcast message.
A particular embodiment of the invention provides a program
code written in the JAVA programming language environment.



of a | owcost device beyond comercial feasibility. Ther ef or e,
meé¢hani smis necessary to permt a | ow cost device

an application programrequiring a significant anount of conputing
hardware, yet maintaining a relatively | ow cost for the device.

WD 98/ 00788
-3-

PCT/ US97/ 11383

- SUMVARY OF THE | NVENTI ON PCT/US97/11383

WO 98/00788 . . . ! 4
Enbodi ments of the present invention provide a systemfor permtting

| ow- cost devices to be controlled by pr ogr angs_cont ai ned wi thin the
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processing hardware is incapable of executing the program The

invention transmts the program stor
or comuni cation medi umto SRiblEdddky

onth

#i ng the

program The conputer executes the program and

Embodiments of the present invention are illustrated by way of
example in the following drawings in which like references indicate
similar elements. The following drawings disclose various
embodiments of the present invention for purposes of illustration
only and are not intended to limit the scope of the invention.

Figure 1 illustrates an arrangement of multiple computers and
muttiple devices coupled to a network.

Figure 2 is a block diagram of an embodiment of a device as
shown in Figure 1.

Figure 3 illustrates an embodiment of a computer as shown in
Figure 1.

Figure 4 is a flow diagram illustrating a procedure for
initializing a device in accordance with the teachings of the present
invention.

Figure 5 is a flow diagram illustrating operation of a device
according to the teachings of the invention.

Figure 6 is a flow diagram illustrating operation of a computer
in_accordance with the teachings of the inventioh.

Figure 7 illustrates an exemplary network environment
containing multiple computers and multiple devices coupled to one
another.

har dwar e and

a net wor k

a

to be controlled by



generates control signals for controlling the device. The invention
matntains the | ow cost of the device while permtting control of the

devi ce by a program i ncapabl e of execution by the device itself.

An enbodi nent of the invention provides a device containing a program
code capabl e of generating control signals used by the devi ce. The
devi ce then trammmesm@7ashe program code fromthe device to the PCI/USI/11383
conputer. The program code is then executed by the conputer to
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with each device. This unique identification Is included in a
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The following detailed description sets forth numerous specific
details to provide a thorough understanding of the invention.
However, those skilled in the art will appreciate that the invention
may be practiced without these specific details. In other instances, well-
known methods, procedures, components, and circuits have not been
described in detail so as not to obscure the invention.

Embodiments of the present invention provide a system for
permitting low-cost devices to be controlled by programs contained
within the device. Although the low-cost device contains processing
hardware and a program or applet stored in the device, the device's
processing hardware is incapable of executing the program.
Embodiments of the invention transmit the program stored on the
device across a network or communication medium to a computer
capable of executing the program. The computer executes the program
and provides control signals to the device which are received and
implemented by the device's internal processing hardware. Thus, the
low cost of the device is maintained while permitting the device to be
controlled by a program incapable of execution by the device itself.

Figure 1 illustrates an arrangement of multiple computers and
multiple devices coupled to a network. In particular, a first computer
10 and a second computer 12 are coupled to a network (or
communication medium) 14. Similarly, three devices 16, 18, and 20
are coupled to network 14. Throughout this specification, the terms
"network" and "communication medium" are used synonymously to
describe any type of cable, wire, or other transmission medium capable
of transmitting data. Additionally, network 14 may be a radio-
frequency communication system for transmitting signals and data
between various devices and computers. Network 14 may also be a
single point-to-point communication link between a device and a
computer. In a particular embodiment of the invention, network 14
includes the wiring in a building used for the distribution of electrical
power. Additional details regarding this embodiment are provided
below with respect to Figure 7.
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Figure 2 is a block diagram of an embodiment of a device as
shown in Figure 1. The device may be anything containing sufficient
hardware and software resources to perform the operations described
below. Such devices include, but are not limited to, light switches,
televisions, radios, door locks, computers, and the like.

The device shown in Figure 2 includes a processor 22, a read
only memory (ROM) 24, and a random access memory (RAM) 26.
Processor 22 may be an inexpensive processor capable of performing
‘basic control functions and communication functions across the
network. Similarly, ROM 24 and RAM 26 may be relatively small to
reduce the overall cost of the device. ROM 24 and RAM 26 must have
capacity sufficient to store a program or applet, a communication
program for communicating with the network, and a program for
interacting with the various features of the device. Control logic 29 is
coupled to processor 22 and provides control of the features contained
in the device. For example, if the device is a light switch, processor 22
may provide a signal to control logic 29 requesting that the switch be
turned off. In response to this signal, control logic 29 performs the
operations necessary to turn off the light switch.

The device shown in Figure 2 may also include an identification
device 28, such as an electronic serial number chip, coupled to
processor 22. Electronic ID 28 provides a unique identification, or
address, for each device coupled to network 14. This unique
identification provides a mechanism for distinguishing one device
from another when multiple devices are coupled to the same network
14. Alternatively, identification device 28 may be a user-configurable
device such as a DIP switch or similar selection mechanism.
Furthermore, the unique identification may be stored within ROM 24
or incorporated into the software used to control the device.

An input/output interface 30 is coupled between network 14 and
processor 22. 1/0 interface 30 provides the mechanism for transmitting
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executed by processor 22 and, therefore, may be written in the native
language of the processor. The 1/O control program is also capable of
interacting with sensors or controls in the device.

ROM 24 also includes a program or applet containing
information regarding the features of the device and instructions for
providing control signals to the device. The applet contains all
information necessary to describe, control, and communicate with the
device. This applet cannot be executed by processor 22 due to the
inadequate processing resources of the processor. Instead, the applet is
executed by a computer coupled to network 14 having sufficient
computing resources. Additional details regarding the execution of the
applet by a computer are provided below.

In one embodiment of the invention, the applet contained
within ROM 24 is written in the JAVA programming language
environment. By using an architecture-independent language such as
JAVA, the applet may be executed on any type of computer and any
type of processor. Therefore, a single device may be manufactured
without regard to the type of computer or processor to which it will be
connected. Additionally, the device may continue to be supported by
new processors developed in the future.

Figure 3 illustrates a particular embodiment of a computer
capable of executing an applet stored in a device. The computer may be
a general purpose computer or a system specifically adapted to
controlling devices of the tyi:e illustrated in Figure 2. The components
shown in Figure 3 are provided by way of example, and certain
components may be deleted for any particular implementation of the
invention. Figure 3 illustrates a system bus 32 to which the system
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network 14. Throughout this specification, the terns "net wor k" and
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PCT/ US97/ 11383 the processing tasks of the computer. A ROM 36 and a RAM 38 are

CO”pUt ers 10 and Iuplid 86 bab 32! ¥RE provide @ sidtage niehiRisiiOfcr various data.
Alternatively, ROM 36 and RAM 38 may be coupled directly to CPU 34.

An input/output device 40 is coupled to bus 32 along with a
video display 42. Video display 42 is used to display various
information and data to the user of the computer. A disk drive 44 is
provided for long term storage of information by the computer system.
A keyboard 46 and a pointing device 52 are provided for entering
information and commands to the computer system. A printer 48 is
used to create a hard copy of information generated and stored by the
computer. A network .interface 50 is coupled between bus 32 and
network 14, and provides a mechanism for transferring information
between the computer system and other devices and computers
coupled to network 14.

Figure 4 illustrates a flow diagram of the procedure used when
initializing a device. At step 54, the device is attached to the network
or the device is reset. At step 56, the device broadcasts a message
indicating its existence and identity across network 14. This broadcast
includes information regarding the device's unique identification (or
address), as well as the device's availability for accepting commands
and signals from computers coupled to network 14. At step 58, the
computer receives the broadcasted information from the device. If
multiple computers are coupled to the network, then each computer
will receive the device's broadcast.

At step 60 of Figure 4, each computer receiving the device
broadcast determines whether the device applet for the broadcasting
device is already stored on the computer (e.g., on a cache, disk drive or
other storage mechanism). If the applet for the broadcasting device has
already been stored on the ‘computer, then the procedure terminates
without any further action. The applet may already be stored due to a
previous reset and initialization of the device. In this situation, the
initialization procedure terminates because the computer already
contains the necessary applet and associated information for the
broadcasting device.



personal conputer or network conputer, capable of executing prograns or
appl ets stored on devices 16-20. Additional details regardi ng these
appl ets are provided bel ow. Figure 2 is a block diagram of an
enbodi nent of a device as shown in Figure 1. The device may be anything
contai ning sufficient har dwar e and software resources to performthe
operations desc’YQBOT8  pe| ow. Such devices include, but are KETUSYHRIIBA(
to, li'ght switches, tel evi si ons, radios, door |ocks, conputers, and the
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Identification devi E&nﬁgté}ay'l'm ﬁ&ﬁ&ﬁal%ﬁ&k’foﬁ%ﬁy include an icon associated
- with the device for representing the device in a graphical user interface
provided by the computer. Similarly, other graphical information may
be associated with the applet for use by the computer, as well as any
additional information necessary for the computer to execute the
applet and properly control the features of the device.

At step 66, the computer receives and stores the device's applet
and associated information. Once the device's applet has been received
and stored, the computer may execute the applet, thereby providing
control of the device by the user of the computer.

If a device is attached to a network or reset during a period when
no active computers are coupled to the network, then the initialization
procedure of Figure 4 will not be completed. Although the device will
broadcast its identity and existence, no active computer will receive or
respond to the broadcast. If a computer is later activated or coupled to
the network, then the device must be reset or otherwise caused to
broadcast its identity and existence (step 56 of Figure 4). In this
manner, the computer will receive the broadcast from the device and
determine whether to request transmission of the device's applet.

Alternatively, the computer may broadcast a signal across the
network requesting that each device broadcast its identity. In response
to the received device identities, the computer may request the
transmission of device applets not yet stored on the computer.
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-7- Si gnal s between processor 22 and network 14. Although processor

22, ROM 24, RAM 26, ID 28, control |ogd029, and interface 30 are

il lustrated In Figure 2 as separate conponents, several or all of these

conponent s may be contained in a single integrated circuit.

ROM 24 contains various progranms necessary to control and operate the

device. An I/0 control &ﬁo%ggaﬁhgﬁtegf%g%em2ﬂmh§des a ﬁﬁ?ﬁi)}\ é»gg
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. regarding the devices in the network. A user may enter the device
identifications directly into the computer, or the identifications may be
provided from a diskette or other storage medium. The list of
identifications may be provided by an existing computer on the
network or saved during a previous session. Once the computer has
been provided with the list of device identifications, the computer
then generates a request for each device to transmit its applet.

The transmission of data across network 14 between devices and

- computers may be accomplished using various data transmission
protocols. Generally, the amount of data transmitted across network 14
is relatively small. Therefore, a significant bandwidth is not required
on network 14. The peak data flow generally occurs when one or more
new devices are added to the network, thereby requiring transmission
of the applet from the device to the computer. Protocols such as
XModem, Ymodem, and Kermit may be used to transfer data between
the device and the computer.

Figure 5 is a flow diagram illustrating the operation of a device
of the type illustrated in Figures 1 and 2. At step 70, the device is
attached to the network and initialized according to the procedures
described above with respect to Figure 4. At step 72, the device
determines whether a status request has been received by the device.
Status requests are generated by a computer coupled to the network
and request information regarding the device's current status; e.g., ON
or OFF. If a status request has been received at step 72, then the device
transmits the requested device status information to the requesting
computer at step 74.

The procedure then continues to step 76 where the device
determines whether a control request has been received by the device.
Control requests are generated by a computer coupled to the network
and request that the device perform a function or otherwise change its
status (change device status to ON or OFF, change device Volume, etc.)



Interacting with sensors or controls in the device. ROM 24 al so

I nel udes a program or appl et containing I nformati on regarding the
features of the device and instructions for provi ding control signals
to the device. The applet contains all i nformati on necessary to
descr.i be, control, and conmunicate wth the device. This appl et cannot
be executed by WSO8, 22 due to the i nadequat e process 4833 ces
of the processor. Instead, the applet is executed by a conputer
coupled to network 14 having sufficient - 1denput i ng resources.

Addi tional details regarding the execution of the appl et by a conputer
are provi ded bel ow I n one enbodi nent of the invention, the
appl et cont ai ned within ROM24 is witten in the JAVA programmi ng
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system bus 32 to Wygh g0))%heN $t€pB1 updates the device's status in response to the
manual operation.

The procedure of Figure 5 continues to step 82 where the device
determines whether an applet request has been received from a
computer on the network. If an applet request has been received at
step 82, then the device transmits the applet to the requesting
computer at step 83. The procedure then returns to step 72 to test for a
received status request. The procedure of Figure 5 repeats steps 72, 76,
B0, and 82 to continuously identify status requests, control requests,
manual operations, and applet requests.

Figure 6 is a flow diagram illustrating the operation of a
computer of the type illustrated in Figures 1 and 3. At step 84, the
computer is initialized; i.e., powered up or otherwise attached to the
network. At step 86, the computer determines which device applets
are already stored in the computer. At step 88, the computer requests
the status for all known devices coupled to the network. At step 90, the
computer stores the status information received from the devices. At
this point, the computer has "learned” the status of all known devices
attached to the network. However, as discussed above, devices added
to the network while the computer was not actively coupled to the
network must repeat the initialization procedure of Figure 4. This
causes the computer to receive the broadcast from the device and
request the device's applet, if necessary.

At step 91 of Figure 6, the computer generates signals to control
devices and request updated device status, as needed. At step 92, the
computer determines whether a device initialization broadcast has
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-8+ conponents are coupled. A central processing unit (CPU) 34

per f or s t he processing tasks of the conputer. A ROM 36 and a RAM 38
are coupled to bus 32, and provide a storage nechani smfor various

.dat a. Alternatively, ROM 36 and RAM 38 may be coupled directly to CPU
34, W SPHBRIt / out put device 40 is coupl ed to bus 3PCIUSIHIABI h a

video display 42. Video display 42 is used to display various

informati on and data to the user of the caoppter. A disk drive 44 is
provided for long termstorage of information by the conputer system A
keyboard 46 and a pointing device 52 are provided for entering

i nformati on and connands to the conputer system A printer 48 is used

to create a hard Gagy Qleetvabor IR nb0BeiEl HrihGthel HhsShOliC Joltlvdd) Ghen the

conputer. A networ ﬁé&i}iﬁ% ir
14, and provi des ®? %ﬂﬂ‘mﬁr to step; Py thergby repeatadly generating: enirok he
conput er syst em anigrald (if rdeded)s tecuivetifig devicerstatus (ifareded)) ahd testingofdr 14.
Figure 4 illustratgs.a l&%@gy{%ggﬁg}ﬁ%a he procedure used when
initializing a deVice, évice is attached to the network
or the device is reset When gidgyiespinitializationi broadeash ix teceived atestep, g2, the
indicating its exirphififve ccontithuiesl@bistépy 9aabodaterfinkOWheilter thei sppletofsicetet
broadcasting device has already been stored in the computer. If the
device's applet has already been stored, then the routine returns to step
91. If the applet has not yet been stored in the computer, then step 96
transmits a request to the broadcasting device requesting the device
transmit its applet to the computer. At step 98, the computer receives
and stores the device's applet-and returns to step 91.
Figure 7 illustrates an exemplary network environment
containing multiple computers and multiple devices. Specifically, a
first computer 100 and a second computer 102 are coupled to a network
103. In this example, network 103 is the electrical wiring provided
throughout a building, such as a house. The electrical wiring is used to
transmit electricity throughout the house and transmit signals between
computers and devices. Multiple devices are coupled to the house
wiring 103, thereby interconnecting computers.100 and 102 with the
multiple devices. For example, a television 104 and a video cassette
recorder (VCR) 106 are both coupled to wiring 103. Similarly, two light
switches 108 are illustrated in Figure 7 as being coupled to wiring 103.
Additionally, a door lock 110, a telephone 112, a security system 114,
and a coffee maker 116 are coupled to wiring 103. Each device 104-116
contains a processor, ROM, and other components as shown and
described with respect to Figure 2.
After connecting a device to wiring 103, the device broadcasts its
existence and identity across the wiring to be received by computers 100
and 102. Computers 100 and 102 may then request transmission of the
device's applet from the device to the computer if the computer has
not already received and stored the applet. Once the applet has been
received and stored by the computer, the computer may periodically
transmit status requests to monitor the status of each device connected



I ncludes information regarding the device's unique identification (or
address), as well as the device's availability for accepti ng commands
and signals fromconputers coupled to network 14. At step 58, the
conput er receives the broadcasted informati on fromthe device. If

mul tiple conput coupled to the network, then each conputer wi | |
_receise thengev$&§9 'ﬁ?%adcast. At step 60 of Fi gur ECAUSTUHARS
conput er . recei ving the device br oadcast determ nes whether the device
appl et for the broadcasting device is a13ady stored on the conputer
(e.g., on a cache, disk drive or ot her storage mechanism. If the
appl et for the broadcasting device has al ready been stored on the
conputer, then the procedure term nates wi t hout any further action.

The applet may al r eqgyibingS103! CEhcHRvic® 104-116 sHOWRY IPPigurE€ 736 iRMflized and
initialization of the dg‘élge.tnthls situgtion tggh |n|ti h@gtlon
procedur e ter ni nat ePUEALEL I the sarpe anner By, ongor both computers, 100, 102.

necessary appl et and assddtesitbe demices 1844136 have beem initializéxt and ctheiri applets

devi ce. WO nSfted to computers 100 and/or 102, the cgmputers are capable of

PCT/ US97/ 11383 . . - -
controlling each of the devices. For example, computer 100 may sense
the manual unlocking of door lock 110 (by monitoring its status) and,
in response, activate light switch 108 to turn on the lights in the room
adjacent the door being unlocked. Similarly, computer 102 may
activate coffee maker 116 using the coffee maker's applet (stored in
computer 102) to issue the appropriate control signals to the coffee
maker at the appropriate time.

As shown in Figure 7, multiple computers may be coupled to
the same network. In such a system, each computer may monitor and
control each device coupled to the network. Therefore, it is not
necessary to "assign” each.device to a particular computer in the
network.

In the preferred embodiment of the invention, the applets are
written using the JAVA programming language. Therefore, any
computer capable of executing JAVA programs is capable of executing
device applets. Thus, in a network having multiple computers, the
computers may have different computer architectures based on
different microprocessors, yet still execute the same applets.

In an embodiment of the invention, the computers coupled to
the network utilize an operating system providing a graphical user
interface (GUI). As discussed above, each device applet may have an
associated icon and other graphical information for displaying the
device graphically on the computer's video display. Thus, in the
example of Figure 7, the devices 104-116 may be displayed graphically
on the video display of one or both computers 100, 102. The computer
may display a drawing of the house with the various devices
positioned at their respective locations within the house.
Additionally, the status of each device may be determined by its icon
(e.g., light switch ON or light switch OFF) or textual information
adjacent the icon. This graphical representation provides a simple
interface for the user to monitor and control the various devices.



I f thé device applet is not already stored on the conputer at step 60,

then the procedure continues to step 62 where the conputer requests
transm ssion of the device's applet. If nmultiple conputers request
transm ssion of the applet in response to the sane broadcast, t he
device will respond to the first request received. After handling t he
first request, WORB0®WBEi ce nay then transmit the applet to ot hBET/USI711IE3
requesting conputers. At step 64, the device receives the
request fromthe conputer and transm t.g4i-t s appl et and associ at ed
information to the conputer. As di scussed above with respect to Figure
2, the applet may be stored in ROM 24 within the device. In addition
to the applet itself, additional i nformation may be associated with

the applet and transmitged ho Lhse descr@(yéﬂ%ﬂdra ] aﬁ%ﬁ! Bgﬁhpgﬁstood

information may include an i'con assocl a

representing the deythesejskidedin the ath that the Pﬂmﬂfcﬁm o 1mg}t§\§ 2 ¥ t he
conmput er. Si m | ar| Jescfibbéarg@ foPpufpdses Hf dustiation ohly and ard aobhetended t

wi th. the appl et fog?&s&gtg\é?hg%ggm 0 onasl‘m:‘shlskﬁfehdaﬂythe art vﬁﬂ@&%ﬁﬂ

i nformati on necess 0, execut
properly control tﬂ'@t fthe dpvention mﬁé bgeembedied in other sPeﬂ&ﬁCsﬁ’éB‘SG‘G"thPHb

conput er receives r$ing’ Hont fits itcor essantlabicharacteristiesas Refereness to

i nformation. Once e C 0

t he conputer may e§%§b‘g X ﬁ?"‘iﬁgf)‘& 3&}%@5@3 (%gl ?Rtended ?&nﬁ %ﬁ]ﬁt (‘)&gth
devi ce by the userumnumaedeﬁmérby the appended Chmﬁ lﬁéK}Perltb‘eEtP éRePe to a
network or reset dyf bfgivalepeel od when no active conputers are coupl ed
to the network, then the initialization - procedure of Figure 4 will not
be conpl eted. Al though the device wll broadcast its identity and

exi stence, no active conputer will receive or respond to the
broadcast. If a conputer is later activated or coupled to t he networKk,
t hen the device nust be reset or otherw se caused to



broadcast its identity and exi sten:m,é%pg@rﬁﬁsﬁgﬁdz gure 4). In this
manner, the conputer wll receive {he bg rpmthe device and

determ ne whether to request transk-ssi@u.af fhe.dbvice' s applet.

Al ternatively, the conputer nmay broadcast a signal across the net wor k
requesting that_each device broadcast its identity. In response to the
recei ved devi ce™OPBMP®8i es, the conputer may request the PEHHSIHIES? on
of device appl ets not yet stored on the conputer. WO 98/ 00788

PCT/ US97/ 11383 —-15- -10-
enbodi nent of the invention includes a nechanlsn1for prOV|d|ng deV|ce

i dentifications to the conputer directly. Thi 1 Replac eda
new conputer is added to the network or an exi stl ng co
:mai ntain previously stored information _ |ngthed

‘network. A user may enter the device nel |cat|ons directly into
conputer, or the identifications may be provided froma di skette or

ot her storage nedi uMhatisclaimed ds: i dentifications nmay be provided by an
‘exi sting conputer on the

1. A method executed on a processor for providing control of a
device using a computer coupled to said device through a
communication medium, said device containing a program code
capable of generating control signals for use by said device, said method
comprising the steps of:

transmitting said program code under control of said device
from said device to said computer; and

executing said program code on said computer to generate
control signals for controlling said device.

2. The method of claim 1 further including the step of
broadcasting a message for determining the existence of devices
coupled to said communication medium.

3. The method of claim 2 wherein said broadcast message
includes a unique identification associated with said device.

4. The method of claim 1 further including the step of
requesting transmission of said program code across said
communication medium, said request transmitted across said
communication medium by said computer.

5. The method of claim 1 wherein said device is incapable of
executing said program code contained therein.

6. The method of claim 1 wherein a plurality of devices are
coupled' to said computer through said communication medium,
wherein each device contains an program code capable of generating
control signals for controlling the device.

A



generates a request for each device tO"'t-I‘-a-H'S'H‘i—t-—i—t—S—a-pm et

network or saved during a previous SespErHISHERTHAS BrEnCcpMpUt Eﬁlsﬁ&&HaSBeebRﬁ
transm ssion of data across network 14 between devi ces |

provided with the |ist of device ident]fi ceREPOACED t he corrput TIII ||| II||

may .be acconplished using various data transm ssion prot ocol s
General |y, theWsHa3@At88of data transmitted across network 14 PCT/U$93/11383
relatively small. Therefore, a significant bandwi dth is not required

on network 14. The peak data fl ow generally jgccurs when one or nore

new devi ces are added to the network, thereby requiring transm ssion

of the applet fromthe device to the conputer. Protocols such as

XModem Ynodem and Kernmit may be used to transfer data between t he

device and the conputers, The meth?dtoﬁ'giﬁq}hrf ‘?ﬁq‘ @cfwﬁ/g%gg{egwy ﬁﬁahf ti ng

the operation of a device ype ures

At step 70, the deoperating said device i puerride said cantrolsignals gepgrated b V;_Sétli
-according to the pé&ﬁpdwr,es descri bed above with respect to Figure 4.
At step 72, the device determ nes whet her a status request has been
recei ved by t he devi ce. Status requests are generated by a conputer
coupl ed to the network 8 Thenthethedcef qimmafurgwrrmmdinm theestgpyvpte’ s

current status; e.gansrhliting stafiis esﬂsffranﬁﬁﬂa%di So 8 A, Isarei ved

at step 72, then t ues ed devi ce st atus
i nfor mation to thea?‘ggﬁﬁef'?%“mg 4 a8y %}ég%ngfgbsa} computer in respppse
procedure then conta saidstatus requesty o Wnere t he device det er i nes

whet her a control request has been received by t he devi ce. Cont r ol

requests are generated Yy ut.er. cqu Q. the
request that the devic Eﬁf” gdf‘ﬁrf‘ﬁ? hlvb Ty lcfhcgﬁﬂgesf jts § Sarus
status (change devircespommgmml mlsgmg@ddavsa; copipwier. etc.)

10. The method of claim 1 wherein said program code includes
information regarding device features and operation of said device.

11. The method of claim 1 wherein said program code is written
in the JAVA programming language environment and said computer
is capable of executing JAVA program codes. 12. The method of claim
1 wherein said program code is an applet.

13. An apparatus for providing control of a device using a
computer coupled to said device through a communication medium,
said device containing a program code capable of generating control
signals for use by said device, comprising:

a mechanism configured to transmit said program code from
said device to said computer; and

a mechanism configured to execute said program code on said
computer to generate control signals capable of controlling said device.

14. The apparatus of claim 13 wherein said program code is
written in the JAVA programming language environment and said
computer is capable of executing JAVA program codes.

15. The apparatus of claim 13 wherein said device includes a
unique identification mechanism.

NI
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-12%- If a control request has| beemepexcipye step 76, then the
devi ce performs the requested co | nd updates its device

stat us at step 78. The procedure then continues to step 80
wher e. t he devi ce determ nes whet her a manual operation of the device
'has occurred. AWOBBMBRIal operation may override the status ofPCINISIHUEISCe

set by the conput er. For exanple, the conmputer nmay reguest-that the — —

devi ce turn itself off. Later, a user mayqymnual ly turn the device on,

t her eby overriding the conputer's request. |If a manual Tb laced
detected at . step 80, then step 81 updates the device's s l “'i'
response to the manual operati on. The proced i

continues to step 82 where the devi ce det er mi nes whet her an appl et

request has been received froma uter on the network. If an applet
request has been recei vedf-atThe aPBQf@Eﬂ% of claian13 ffurthes, includingna mmechanigm

applet to the reque&bnﬁgured te bivadcist at nfers eSfor déterminiagdihecexisefce of
returns to step 72 tdg g?tcc?léﬁfquo said cg&%“& aﬁ&?tnk'esdmﬁ\queSt The procedure

of Figure 5 repeats

17. The apparatus of claim 13 further including a mechanism
configured to request transmission of said program code across said
communication medium.,

18. A computer software product including a medium readable
by a processor, the medium having stored thereon:

a first sequence of instructions which, when executed by a
processor, causes said processor to receive a program code stored on a
device coupled to said processor; and

a second sequence of instructions which, when executed by a
processor, causes said processor to execute said program code to
generate control signals for controlling said device.

19. The computer software product of claim 18 wherein said
program code is written in the JAVA programming language
environment and said processor is capable of executing JAVA program
codes.

-
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80, and 82 to continuously identify'étatus requests, control requests,

manual operations, and appl et requests. . ' Figure 6 is a flow
diagramillustrating the operation of a conput er of the type
illustrated in Figures 1 and 3. At step 84, the conputer is
initialized; i.e., powered up or otherw se attached to the net wor k. At
step 86, the comnpobsmeo7sbet er mi nes whi ch device applets ar e FCTATSS/11383
stored in the conputer. At step 88, the conputer requests t he status
for all known devices coupled to the netwoyrlk. At step 90, the conput er
stores the status information received fromthe devices. At this point,
the conmputer has "learned" the status of all known devices attached to
t he network. However, as discussed above, » cep added to the network
whil e the corputer was not actively coupl &d the net wor k must repeat
the initialization procedure of Figure 4. This causes the conputer to

recei ve the broadcast from nd request th 16evi ce' s appl et
i f necessary. Al step 91 of |Figgre 6, the conguter gener at es

signal's to control devijces ﬁltﬁg St updat ed flevice status, as
needed. At step 92, the EE”SE t
LS

erm nes whet REVIGEdRvi ce

initialization broadcast ha 98/ 00788
PCT/ US97/ 11383 -12¢
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been received. If no device broadcast has
procedure returns to step 91, thereby rep
signals (if needed), requesting device st
device initialization broadcasts.
broadcast is received at step 92, the
det er m_ne whet hewowsie788pl et for the
been stored in the conputer. If the
stored,
been stored in the conputer, then step 96
broadcasti ng devi ce requesting the device
conputer. At step 98, the conputer receiv
appl et and returns to step 91.

net wor k envi r onnent containing nultip

d

then the routine returns to step2/6 91

been received, then the
eatedly generating contro
atus (if needed), and testing for
Wien a device initialization
routine continues to step 94 to
broadcasti ng devi ce hagcrasogadys
evice's appl et has already been
If the applet has not yet
transmts a request to the
transmt its applet to the
és and stores the device's
Figure 7 ilgu,tra es an exenpl ary
lle conputers dunultlple devi ces.

Specifically, a first conputer 100 and a second clo 102 are

coupl ed to a network 103. In this exafple, network E §he

el ectrical wiring provided t hr oughout {a bui | di ng, AS house. The
electrical wiring i s usedteo transmt |el ectricity<t ,rnughout t he house
and transmt signals betmgfgg conputer$ and devices. Miltiple devices
are coupled to the hgﬁ@e wring 103, {hereby intergonnecting conputers
100 and 102 with the i pl e devices} For exanpl a television 104
and a video cassette eerfler (VCR) 106 are both coupled to wiring 103.
SSmlarly, two |ight swiches 108 arefillustrated inui pur& 7 as bei ng
coupled to wiring 103. Addi tionally, door | ock |1 &ga teEephone 112,
a security system 114, and a coffee ker 116 ar 3 jring

103. Each device 104-116 ocessor, RQ ot her

contains-a pt

g?
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conponents as shown and
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described with respect to Figure 2. After connecting a device to

W riing 103, the device broadcasts its exi stence and identity across
the wiring to be received by conputers 100 and 102. Conputers 100 and
102 may then request transm ssion of the device's applet fromthe
device to the conputer if the conputer has not already received and
stored the appl s#o9sioess t he appl et has been recei ved and ptossrnisgst he
conputer, the conputer may periodically transnmit status requests to
nmoni tor the status of each device connect®dg WD 98/ 00788

PCT/ US97/ 11383 -13- to wiring
103. Each device 104-116 shown in Figure 7 is initialized and noni t or ed
in the sane manner by one or both conputers 100, 102. After the
devi ces 104-116 have beeg=jgtigli zed and their applets transmtted to
conputers 100 and/ or 102FI& ca'rputers a | e of control ling each
of the devices. For exanple, conputer 100 erjse t he manual

unl ockj ng of door |ock 110 (by nonitoringN tus) and, i n response,

activate light switch 108 to turn on the lighis in the room

54 ATTACH DEVICE TO NETWORK OR
RESET DEVICE

v

55 . | DEVICE BROADCASTS ITS
] EXISTENCE AND IDENTITY

v

58 COMPUTER RECEIVES
~] DEVICE BROADCAST

60

DEVICE APPLET ALREADY
STORED ON COMPUTER?

62 ~ COMPUTER REQUESTS
TRANSMISSION OF DEVICE'S APPLET

v

64\ DEVICE RECEIVES. REQUEST AND
TRANSMITS APPLET TO COMPUTER

Y

66 COMPUTER RECEIVES AND STORES
o DEVICE’S APPLET

END
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adj acent the door being unlocked. Simlarly, conputer 102 may activate
cofif ee maker 116 using the coffee nmaker's applet (stored in conput er
102) to issue the appropriate control signals to the coffee maker at
the appropriate tine. As shown in Figure 7, nultiple conputers
may be coupled to the sane network. In such a system each conputer may
nmoni t or and wWbHdosds €ach device coupled to the network. Theggigifiisgst
i's not’ necessary to "assign" each device to a particular conmputer in

t he net wor k. In the pref erl'gcg enmbodi nrent of the invention,
the applets are witten using the JAVA programm ng | anguage. Therefore,

any conput eF'\lﬁ $e of exgCu mg AVA prograns is capable of executing
0 \Y

devi ce appl ets n a net ng multiple conputers, the
conputers may have dlfferent cCOomp architectures based on di fferent
nicroprocessors% et_still executeythe sane applets. In an

enbdodi nent of t %\[VBEVIGE AtTECREDPHOE'N to t he network

utilize an operati ng systemom ZE[grap | cal {user interface (GUJ).
As di scussed above, ‘'each—dev+ee—apptet—ray—have—ah associ ated i con and.
.ot her graphical information for di§praying the device graphically on
the conputer's video di sgRayy ThusY in the exanpl e of Figure 7, the
idevi ces 104-116 may be di spl Qyed gr apkical | y on the video display of

one or both conputers 100—&3 2+ ;& - Ry di splay a draging of}
the house with the vago ~‘5 (k 7 il ONed =Rt hei espec?#ve
| ocations within the house dBYt |D a’y—the status of¥each device nmy

be deternined by its icon e. 9., _Lght switic [ Wi H)
or textual information adj acen Nﬁe i con. 'Ihri ' ion
provi des a sinple Interface fo e user td i@ o i

I

vari ous devi ces.

76
CONTROL REQUEST YES 78
RECEIVED BY DEVICE T
DEVICE PERFORMS
NO REQUESTED CONTROL
OPERATION AND UPDATES
DEVICE STATUS
.
80
MANUAL OPERATION YES 81
OF DE\V ¢ Y
NG DEVICE STATUS UPDATED
IN RESPONSE TO MANUAL
OPERATION
[
o
82

APPLET REQUEST
RECEIVED BY DEVICE?

YES 83
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TO REQUESTING COMPUTER
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- 14- From t he above description and drawings, it wll be
under st ood by those skilled in the art that the particul ar enbodi nments
shown and described are for purposes of illustration only and are not
I ntended to limt the scope of the invention. Those skilled in the art
w Il recognize wooesigoass t he i nventi on may be enbodi ed i n ot her pepessiinsss
fornms wi thout departing fromits spirit or essential characteristics.
References to details of particular €ybgdinments are not intended to
limt the  invention as defined by the appended claims in view of their
full scope of FiG\./aI@\ce. '
o 84 ~_
INITIALIZE COMPUTER
Y
86

™\, DETERMINE WHICH DEVICE APPLETS
ARE ALREADY STORED ON COMPUTER

]

88 < REQUEST STATUS OF ALL KNOWN
DEVICES COUPLED TO NETWORK

]

90 - STORE RECEIVED . STATUS
| INFORMATION

l%

91 ~_ CONTROL DEVICE(S) AND REQUEST
UPDATED STATUS, AS NEEDED

RECEIVE DEVICE
INITIALIZATION
BROADCAST?

94

DEVICE APPLET ALREADY
STORED ON COMPUTER?

96 .
] REQUEST APPLET FROM DEVICE

!

08 -
"\ RECEIVE AND STORE DEVICE APPLET
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- 15 - AVENDED CLAIMS 1 1.

A met hod of providing control of a device using a conputer coupled 2 to
sai d device through a comuni cation nedium said device containing a
program 3 code, said nethod conprising the steps of: 4

transmitting said program code under control of said device fromsaid
device, 5 to savoesigavgsiter, wherein said device is unable to @¢galshh1se d
program code, said 6 programcode is able to control said device; and 7
executing said program code on said corrpLsyrﬁto generate control signals
for 8 controlling said device. 1 . The nethod of claim1
further including the step of broadcasting a 2 nmessage for determ ning the
exi stence of devices coupled to said comrunication 3 nedium

FIG. 7

100 104 106
N\l / )
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= ' ] IBOI1887.
1 - ’ 3. - Thg ILAGEMB’}!TCSIHan 2 wherein said broadcast nessage
includes a 2 unjqpe identificatjgn associated with said device. 1
4. The' met hod of El 8iMMARTP99 her i nTl uding the step of requesting 2
transm ssi on of shi f§ program cadeg gcross said conmuni cation medium said
request 3 transnftred across sard jconmuni cati on nmedi um by said conputer.
1 6. The_nethod of claimll2 wherein a plurality of devices are
coupled to 2 said conputer through said conmuni cation nedium wherein
each device contains 3 a program code capd® e of controlling the device.

1 7. The nmethod of claim11 further including the step of manual ly
2 operating said device to override said control signals generated by said
conputer. 1 8. The nethod of claim1 further including the step of
transnitting status AMENDED CLAIMS
1 1. A method of providing control of a device using a computer coupled
2 tosaid device through a communication medium, said device containing a program
3  code, said method comprising the steps of:
4 transmitting said prdgram code under control of said device from said device
U 5 tosaid computer, wherein said device is unable to execute said program code, said
6 progfam code is able to control said device; and
7 executing said program code on said computer to generate control signals for
-8 controlling said device.
1 2. The method of claim 1 further including the step of broadcasting a
2 message for determining the existence of devices coupled to said communication
3 mediufn.
1 3. The method of claim 2 wherein said broadcast message includes a
2 unique identification associated with said device.
~ 1 4. The method of claim 1 further including the step of requesting

2  transmission of said program code across said communication medium, said request

3  transmitted across said communication medium by said computer.

1 6. The method of claim 12 wherein a plurality of devices are coupled to
2 said computer through said communication medium, wherein each device contains

3  aprogram code capable of controlling the device.

1 7. The method of claim 1 further including the step of manually

2 operating said device to override said control signals generated by said computer.

1 8. The method of claim 1 further including the step of transmitting status
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- 16 -° 2 reque ter to said device, said device
transmtting a devige|status 3 sipnpal to said conputer in response to
said status request} |107 MAR 1999. he method of claim1 wherein said
device changes its gtatus in responkel 2 to said control signals generated
by said conputer. 3 10. The|l nethod of claim1 wherein said
program code includds_jnformatian_4.Jregardi ng device features and
operation of said device. 1 1. The method of claim1l wherein

said programcode is witten in the JAVA 46 progranmm ng | anguage

envi ronment and said conputer is capable of executing JAVA 3 program
codes. 1 12. The nethod of claim 1 wherein said programcode is
an applet. 1 13. An apparatus for providing control of a device
using a conputer couple to 2 said device through a comunication nedium

said devicg Cl%ﬂh@gtgl F/Oth il 8&5@[@&8 84 de%uce i adnee 8RR ngg dev1ce ¢ ¥tatus

3  signal to said computer in response to said status request.

1 9. The method of claim 1 wherein said device changes its status in response

2 tosaid control signals generated by said computer.

— 3 10.  The method of claim 1 wherein said program code includes information

4 regarding device features and operation of said device.

"

1 11.  The method of claim 1 wherein said program code is written in the JAVA
2  programming language environment and said computer is capable of executing JAVA

3. program codes.
1 12.  The method of claim 1 wherein said program code is an applet.

13.  An apparatus for providing control of a device using a computer couple to
said device through a communication medium, said device containing a program code,
said apparatus comprising:

a mechanism configured to transmit said program code from said device to said
computer, wherein said device is unable to execute said program code, said program
code is able to control said device; and

a mechanism configured to execute said program code on said computer to

0 NN G oW N e

generate control signals capable of controlling said device.

ot

14.  The apparatus of claim 13 wherein said program code is written in the
JAVA programming language environment and said computer is capable of executing

3 JAVA program codes.

1 15.  The apparatus of claim 13 wherein said device includes a unique
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4

device-to said 5 ¢
pr ogr am code,
a mechani sm confi guf e
generate control sign

a mechani rﬁE@éﬁ%WTeéHEg tiransmt said program code from said

uter, wherein d4aid device is unable to execute said
gﬂafﬁiﬁ? 199gle {i4 able to control said device; and™ 7
to execute daijd program code on said conputer to 8
dontrolling said device. 1 14.

sai d Jor

The apparatus of clipim 13 wherein saild programcode is witten in the 2
JAVA programm ng | anguage environment and.sgi d conputer is capable of
executing 3 JAVA program codes. 1 15. The apparatus of claim 13
wherein said device includes a uni que

- 17 -
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2 identification nmechani sm

identification mechanism.

16.  The apparatus of claim 13 further including a mechanism configured to
broadcast a message for determining the existence of devices coupled to said

communication medium.

17.  The apparatus of claim 13 further including a mechanism configured to

request transmission of said program code across said communication medium.

18. A computer software product including a medium readable by a
processor, the medium having stored thereon:

a first sequence of instructions which, when executed by a processor, causes said
processor to receive a program code stored on a device coupled to said processor,
wherein said processor is coupled to said device through a communication médium
said device is unable to execute said program code, said program code is able to control
said device; and

a second sequence of instructions which, when executed by a processor, causes
said processor to execute said program code to generate control signals for controlling
said device.

19.  The computer software product of claim 18 wherein said program code is
written in the JAVA programming language environment and said processor is capable

of executing JAVA program codes.
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16. The apparatus of claim 13 further including a nechanism
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JAVA pr ogr@wc@)g@'gss the commumcatlon medium indicating the existence of the device on

J

the communication medium (56, 58). The computer requests transmission of the
device program code across the communication medium (62). The device then
transmits the program code from the device to the computer (66). The program
code is executed by the computer to generate control signals for controlling the
device.
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