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DATA TRANSFER SYSTEM, DATA TRANSFER APPARATUS, DATA-

RECORDING APPARATUS AND DATA TRANSFER METHOD

Technical Field

The present invention relates to a data transfer
system, a data transfer apparatus, a data-recording
apparatus and a data transfer method that are well
suitable for transferring and/or recording content data

such as music.

Background Art

In typical usage of content data such as music, the
data stored in a primary recording medium such as an HDD
(hard disk drive) of a personal computer is transferred
to another recording medium used as a secondary recording
medium so as to allow the data reproduced from the
secondary recording medium to be enjoyed. It is to be
noted that the content data includes musical data, video
data, game data and computer software, which are provided
mainly for distribution, transfer and utilization
purposes.

In this case, the HDD employed in the personal



data, gane data and conputer software, which are provided mainly for

distribution, transfer and utilization purposes. In this case, the HDD

enpl oyed in the personal 1 conputer is used for storing content data such

as nusic reproduced froma package recordi ng nmedi um such as a CDO- DA

(Conpact Disc Digital Audio) and a DVD (Digital Versatile D sc) or used for

storing content data downl oaded from an external nusical server or the

li ke by way of a conmunication network to the personal conputer, which is

connected to the network. Then, the user connects the personal conputer to

a recording apparatys for, recording data onto the secondary recording

medi um a%&“@’é‘ﬂfieés 15r %ﬁesfoforﬁt&ﬁ%n@atcé’nf% R HIY o ahduecondar y

recording medium In order to enjoy the content data, a reproduction

appar at us FSPFSEYRCES P dudR g e FaceTdisd med il Gty B 5 e &t ng

medi um Concei vabl e exanpl es of the secondary recording nediumare a

menory car @PerffloBpasy ®isenildsidadt dudisnompd sudVas(gitEsh menory, a

m ni disc used as a nagneto- optical disc, a CO-R (CD Recordable), a CD-RW

(CD- Rew i Vglisls@)tile DNVBRAMT asBYD-fRramsd o iDdD-RWtesst alatecor di ng appar at us

and a reproduction apparatus for the secondary recordi ng nedi um
downloaded from an external musical server or the like by

way of a communication network to the personal computer,
which is connected to the network. Then, the user
connects the personal computer to a recording apparatus
for recording data onto the secondary recording medium,
and copies or moves content data from the HDD to the
secondary recording medium. In order to enjoy the content
data, a reproduction apparatus is used to reproduce the
data from the secondary recording medium.

Conceivable examples of the secondary recording
medium are a memory card employing a semiconductor memory
such as a flash memory, a mini disc used as a magneto-
optical disc, a CD-R (CD-Recordable), a CD-RW (CD-
Rewritable), a DVD~-RAM, a DVD-R and a DVD-RW.

As a recording apparatus and a reproduction
apparatus for the secondary recording medium,
respectively, a recorder and a player for these recording
mediums including the semiconductor memory, the mini disc,
the CD-R, the CD-RW, the DVD-RAM, the DVD-R and the DVD-

RW have been becoming very popular. The recorder and the



respectively, a recorder and a player for these recording nediuns

i ncl udi ng the sem conductor nenory, the mni disc, the CD-R the CDRW
the DVD-RAM the DVD-R and the DVD- RW have been becom ng very popul ar.
recorder and the 2 player are designed into a variety of

such as a stationary recording/reproduction apparatus and a portable
recordi ng/ reproduction apparatus. The user can thus record and reproduce

content data by using an

that is a
t he user.

data, for @)léﬂﬁlrearﬁr@teééﬂn&@ St By MRgHES Yo f P 1EHIRNERTIPA% nust be

i npl ement ati ons

i npl enentation of the recorder and the player

The

favorite with the user or matches an apparatus already owned by
is to be noted that, when con5|der|ng such usage of content

taken into account. Assunme for exanple that the user obtains content data
by using asusérgisc@ ¢ adileonamyu e qord iaaramnr ogmct ion ppRaEdissiany a

package nedi um containing the content data and, after

data into anpebbabillee n@sv@lrdi@gaflriecmm@@ucttdoclompptah:@twm efflhedasart gan

secondary recording mediuns wthout any limtation. In this case, such
usage of tHéauscaricontd daida regeuldusd woa teorididaten byn ushingh arhe owner of
is not properly protected. In order to solve this problem
t her e have impdremendpadec @ fvaheetne cofrdeagreeritedties pdra drectdhad] dgi es f or

t he copyri ght

assuring protection of

favorite with the user or matches an apparatus already
owned by the user.

It is to be noted that, when considering such usage
of content data, for example, protection of copyrights of
the content data must be taken into account. Assume for
example that the user obtains content data by using a
service to distribute the content data or by purchasing a
package medium containing the content data and, after
storing the content data into an HDD, the user is allowed
to copy the content data to secondary recording mediums
without any limitation. 1In this case, such usage of the
content data results in a condition in which the owner of
the copyright is not properly protected. 1In order to
solve this problem, there have been proposed a variety of
agreements and technologies for assuring protection of
copyrights in handling content data as digital data. One
0f the agreements is a standard called an SDMI (Secure
Digital Music Initiative).

A data path prescribed in the SDMI standard will be

storing the content



copyrights in handling content data as digital data. One of the agreenents
is a standard called an SDM (Secure Digital Music Initiative). A data
path prescribed in the SDM standard will be 3 described later. At any
rate, a content stored in an HDD enployed in a personal conputer as a
primary recording nediumcan be properly transferred to or recorded onto a
secondary recording nedium after protection of a copyright and benefits of
general users are taken into consideration. The benefits include a right
to privately copy the content. Exanples of the content stored in the HDD
include a network content and a disc content. The n%tmork,conte

nt._is
content dat¥eSfistsdh Yy &f 2BYt EPAEl 8eF9BLeRG SHETSEr 40naR @bﬁputer by
way of typically a network to be stored in the HDD. On the other hand, a

di sc cont efMAlOYRshd Todt HEISHATR Ip KITRFE S &t i iy 1MEd BRI F 'St ored in
the HDD. As described above, exanples of the package recording nediumare
a CD- DA andrediupvpanme peeksye Y damrd iRy 1astiiimd s TRaamdss ot & sc
drive for reproducing the disc content. ~ Typically, the disc drive is
enbedded i rsedvandaarys arealo whimuutead iom  edgrere ik aar itdre qferasonal conput er.
Exanples of the disc drive include a CO-ROM drive. By the way, when
cont ent datmpyxitghansirel retheflites of general users are taken into

consideration. The benefits include a right to privately

copy the content. Examples of the content stored in the

HDD include a network content and a disc content. The

network content is content data distributed by an

external server to the personal computer by way of

typically a network to be stored in the HDD. On the other

hand, a disc content is read out from a package recording

medium to be stored in the HDD. As described above,

examples of the package recording medium are a CD-DA and

a DVD. The package recording medium is mounted on a disc

drive for reproducing the disc content.: Typically, the

disc drive is embedded in the personal computer or

connected to the personal computer. Examples of the disc

drive include a CD-ROM drive.

By the way, when content data is transferred in a
copy operation from a primary recording medium such as an
HDD to a secondary recording medium such as a mini disc

or a memory card, measures are taken to satisfy

protection of both a copyright and a private copying



copy operation froma primary recordi ng mediumsuch as an HDD to a
secondary recordi ng nedium such as a mni disc or a nenory card, mneasures
are taken to satisfy protection of both a copyright and a private copying
4 right. In order to satisfy such protection, data is transferred froma
secondary recording nmediumconformng to the SDM standard as follows. A
secondary recordi ng nediumconformng to the SDM standard is assuned to
be a recording nmediumincluding a nenory card enpl oying a sem conduct or
menory such as a flash nenory in conformty with the SDM standard. Such a
secondary recqrding mediumis used for storing a content in an encrypted
state. In F ry recording nediumlike an HDD, for exanple, a content
conformng to the SDM _standard is stored in an encrypted state so that
such a content wl® OB&eEopicedatd s Ys SteHd LR tesddradi nglafddidfm al so in the
encrypted state as it is. It is needless to say that a reproduction
apparatus ‘Prenaferabrirame & ek yacstidigredidinurgdrefo mnimdecr ypt i on
function allowi ng content data copied to the secondary recording nmediumin
an encrypt € sthet SIMI Isfandeprdodusceiblllavsa secondary recordi ng nedi um
conformng to the
A secondary recording medium conforming to the SDMI
standard is assumed to be a recording medium including a
memory card employing a semiconductor memory such as a
flash memory in conformity with the SDMI standard. Such a
secondary recording medium is used for storing a content
in an encrypted state. In a primary recording medium like
an HDD, for example, a content conforming to the SDMI
standard is stored in an encrypted state so that such a
content will be copied to a secondary recording medium
also in the encrypted state as it is.
It is needless to say that a reproduction apparatus
provided for such a secondary recording medium has a
decryption function allowing content data copied to the
secondary recording medium in an encrypted state to be
reproduced.
In a secondary recording medium conforming to the
SDMI standard, a recording format includes an area for
recording a content ID used as an identifier for

identifying each piece of content data.

A content ID is generated for each piece of content



SDM standard, a recording format includes an area for recording a content
I D used as an identifier for identifying each piece of content data. A
content IDis generated for each piece of content 5 data stored in the
primary recordi ng nedium such as an HDD enployed in an apparatus for the
primary recording nediumand is stored along with the piece of content
data. When content data is copied to a secondary recording nedium a
content ID identifying the content data is also stored in the secondary
recording medium Content |IDs are used for managi ng content rights in
primary and secondary recording nediuns. A content right _of a content in a
primary ref8tdi SGoredi dm it&ea PRI Yt & eCOFSSLe MECHETE SN ESF A8m t he
primary recording nmediumto a secondary recording mediumin an operation
to copy th&DDceAPRyedo inhans eppadanysr 06t diheg PrEaFY rOFKEét her  hand,
a content right of a content in a secondary recording nmediumis a right to
reproduce mediconteaust ifs grhondre skahdakyh rekcordingenedi gententi sattg .be
noted that, in the followng description, a transfer of content data (a
transfer ofhan cioghtentf darnaa ijsr icopiedr oo rdisegomsdinymresoxrdsiagondar y
recording nediumis referred to as a check-out. On the other hand, a
transfer omeddnirenta dahaepnitn I&Ctdenttiyfyimg the content data is also

stored in the secondary recording medium.

Content IDs are used for managing content rights in

primary and secondary recording mediums. A content right

of a content in a primary recording medium is a right to

transfer the content from the primary recording medium to

a secondary recording medium in an operation to copy the

content to the secondary recording medium. On the other

hand, a content right of a content in a secondary

recording medium is a right to reproduce the content from

the secondary recording medium.

It is to be noted that, in the following

description, a transfer of content data (a transfer of a

right) from a primary recording medium to a secondary

recording medium is referred to as a check-out. On the

other hand, a transfer of content data (in actuality, a

transfer of a right only) from a secondary recording

medium to a primary recording medium is referred to as a

check-in.

In accordance with the SDMI standard, transfer



transfer of a right only) froma secondary recording nediumto a primary
recording nediumis referred to as a check-in. In accordance with the SDV
standard, transfer 6 usage rules are established for check-outs and
check-ins. For exanple, for a piece of content data, only up to three
check-outs froma primary recording nediumto a secondary recordi ng nmedi um
are allowed. Thus, a transfer right allows the piece of content data to be
transferred up to three times. In a check-out, a right is also transferred
froma primry recording mediumto a secondary recordi ng nmedium  Thus,

the transfer rig n the prr ecordin unr now al | ows the prece of
lata 1o be CRIRORELERA 3R ooy o formede S e L s

reproduction right is grven tao the secondary recordrn medium In a
check-in, on the 5PﬁePXﬁQﬁderafPFgﬁtPF§CerQFuFﬁédePFoﬁﬁéaseedndaPP
recordrng mediumto a primary recording nedium Thus, the secondary
recordi ng ﬁ@dt@#ﬁel§§€§kaoﬂéﬁréd@@tﬁo@nﬁmﬂﬂy\M%QQ§@¥ngM%hémeﬁKE@-rlght is
restored to the primary recordi ng medium Such check-outs and such
check-i ns aeesomdaayedefcordiagcmegiiope agfe @ditoerd.daThuby asitmgnafeontent 1D
for identifying the piece of content data.

right allows the piece of content data to be transferred

up to three times.

In a check-out, a right is also transferred from a
primary recording medium to a secondary recording medium.
Thus, the transfer right in the primary recording medium
now allows the piece of data to be transferred only up to
two times. On the other hand, a reproduction right is
given to the secondary recording medium.

In a check-in, on the other hand, a right is
returned from a secondary recording medium to a primary
recording medium. Thus, the secondary recording medium
loses a reproduction right while one transferred right is
restored to the primary recording medium.

Such check-outs and such check-ins are managed for
each piece of content data by using a content ID for
identifying the piece of content data.

In addition, in a check-out, a piece of content
data and a content ID for identifying the piece of

content data are recorded onto a secondary recording

medium. The secondary recording medium is given a



In addition, in a check-out, a piece of content data and a content ID for
identifying the piece of content data are recorded onto a secondary
recording nedium The secondary recording mediumis given a 7 reproduction
right to reproduce the piece of content data. On the other hand, the
primary recording nediumis considered to have transferred one content ID
and | ost one transfer right in accordance with the usage rules. 1In a
check-in, on the other hand, no content data is actually returned.

I nstead, the content data is nerely erased fromthe secondary recording
medium and the  content ID s return%glto t he grinarggrecording medi um t o

i ncrement TRETRANGEF OB THEATsTEr TSRIIRAGH 5% i BECHyCf heOnGERGe FPlPes by
one. The secondary recording medium|oses the reproduction right to
reproduce PRetBEnPERETIRERD AShGeREAMEEY F56PEAIRInFERLYTatl® is copied to a
secondary recordi ng nmediumconformng to the SDM standard in an encrypted
state to b&ogsddegepnte hp¥e tEedsdierd e MEmCANSENitn I¥n ad@scdpsited st at e,
and content rights are managed in the event of a check-out or a check-in
in order teongra&vensfegnreghtddnaacgoycapggi &d tin thenlisgigeedvdwsber of tines
and to protect copyrights as well as to assure the private-copy right of
the user at the $ane theek-in, on the other hand, no content data

is actually returned. Instead, the content data is merely

erased from the secondary recording medium, and the

content ID is returned to the primary recording medium to

increment the number of transfer rights prescribed by the

usage rules by one. The secondary recording medium loses

the reproduction right to reproduce the content data.

As described above, content data is copied to a

secondary recording medium conforming to the SDMI

standard in an encrypted state to be stored into the

recording medium also in an encrypted state, and content

rights are managed in the event of a check-out or a

check—-in in order to prevent content data to be copied an

unlimited number of times and to protect copyrights as

well as to assure the private-copy right of the user at

the same time.

It is to be noted that content data downloaded from
typically an external server to an HDD serving as a

primary recording medium 1s stored in the HDD in a state

of being encrypted by using a content key CK.



It is to be noted that content data downl oaded from typically an externa
server to an HDD serving as a primary recording nediumis stored in the
HDD in a state of being encrypted by using a content key CK. 8 In this
specification, content data stored in the HDD is assuned to have been
obtained as a result of conpressing original content data by adoption of
an ATRAC3 techni que or another conpression technique and encrypting the
conpressed data A3D by using the content key CK In this specification,
notation E (x, y) denotes encrypted data obtained as a result of
encrypting data y u5|n Xx.. On the other hand, notation D Jx, E

(x, y)) denoted 58c¥96Fe8 &ﬂglﬁﬁﬁépﬁedc8§t§nFe§GFﬁ 6F°6@9r96t¢ﬁ§
encrypted data E (x, y) by using the key x. Thus, the content data obtained
as a resul D& 1Sc@r$|§ru§’§§1| ¢ &RVG wEeTe t@inedat® andesidryBth ng t he
conpressed data A3D by using the-content key CK can be expressed by
not ati on: EOoMEKesAIDY OF igHaadt ivem tieatd dadec iyp ea@rddios &Mmed as a
result of the decrypting encrypted data E (CK, A3D) by using the key CK
i s express@dRA 3ndeathindigueD ofrCKnoE he@K con@ifjgssion technique and
encrypting the compressed data A3D by using the content
key CK. 1In this specification, notation E (x, y) denotes
encrypted data obtained as a result of encrypting data y
by using a key x.

On the other hand, notation D {x, E (x, y)} denoted
decrypted data obtained as a result of decrypting
encrypted data E (x, y) by using the key x.

Thus, the content data obtained as a result of
compressing original content data and encrypting the
compressed data A3D by using the content key CK can be
expressed by notation:

E (CK, A3D)

On the other hand, decrypted data obtained-as a result of
the decrypting encrypted data E (CK, A3D) by using the
key CK is expressed by notation:

D {CK, E (CK, A3D)}

'In addition to the encrypted content data E (CK,
A3D), the HDD serving as the primary recording medium is

also used for storing E (KR, CK), which is the content

key CK in a state of being encrypted by using a root key



.In addition to the encrypted content data E (CK, A3D), the HDD serving as
the primary recording nediumis also used for storing E (KR, CK), which is
the content key CK in a state of being encrypted by using a root key 9 KR
Thus, in the case of encrypted content data E (CK, A3D) downl oaded from an
external server, for exanple, the encrypted content key E (KR, CK) is also
downl oaded from the server. In this case, in a check-out of the encrypted
content data E (CK, A3D) to a secondary recording nmedium the encrypted

content data E (CK, A3D) and the encrypted content key E (KR, CK) need to
be transferred fromthe HDD serving as the primary recording nediumto the

secondary E&cor dMRY- neli the FRESaphparaAFHEPEer FABTEREOABLRYEr EBrdi ng
medi um hol ds the root key KR for decrypting the encrypted content key E
(KR, CK) t63|5’r)0@l9@’@ltoﬁéle§1r ifgiomalanc eatterma lk e rEer  THe o Ge@ml €GK the t hen
used for decrypting the encrypted content data E (CK, A3D) to produce the
ori gi nal cemcanyptégt £oAIBNY keycor(E@ncER)o itshelwid [doph lideslesh fyrdmyht  owner
or for a variety of reasons, however, the root key KR can be changed.
That is totdayseaxvieaot key KR can be set for each piece of content data. In
addition, there is
In this case, in a check-out of the encrypted
content data E (CK, A3D) to a secondary recording medium,
the encrypted content data E (CK, A3D) and the encrypted
content key E (KR, CK) need to be transferred from the
HDD serving as the primary recording medium to the
secondary recording medium.
The apparatus for the secondary recording medium
holds the root key KR for decrypting the encrypted
content key E (KR, CK) to produce the original content
key CK. The content CK is then used for decrypting the
encrypted content data E (CK, A3D) to produce the
original content data A3D.
In accordance to the will of the copyright owner or
for a variety of reasons, however, the root key KR can be
changed. That is to say, a root key KR can be set for
each piece of content data. In addition, there is
provided a function for imposing restrictions on targets
of content distribution by processing of the root key KR.

This function will be described later concretely.

Thus, in some cases, data called an EKB (Enabling

10



provided a function for inposing restrictions on targets of content
di stribution by processing of the root key KR  This function will be
described | ater concretely. Thus, in sone cases, data called an EKB
(Enabling 10 Key Block) is distributed. In addition, in sone cases, a

regul ar term nal

for receiving transferred content data adopts a technique

for confirmng a root key by using an EKB. That is to say, an EKB is
distributed froma server to be stored in an HDD along with encrypted
content data and an encrypted content key. Consider a case in which a mni
disc (or a_magneto- optical disc), which has been becom ng very popular, is
used as a SEYoRARCF)r écofdisidg 1heideGm i Ara2APhEL8Rscinr BEBFIFA§Eppar at us
conformng to the SDM standard. In this case, enzgﬁpted content data E

(CK, A3D) EPSNIREr tegmipgli Korningcedvi®d ransfeak

contextodadd n t he

mni disc in an encrypted state as it is. Then, in a reproduction

oper at i on, adRetEi A teichaiquecdodi sgrdpFraiacus cortoMendn astifg DM
standard decrypts the encrypted content data E (CK, A3D) to produce the
content daEXBD (TRatEL$CKe A_D)jam BBPB, ishiltatrsbuhedcénomne daryer
conpressed by adoption of the ATRAC3 conpression technique. Then, the

m ni - di sc rtecoedistgreadppar anusiDDarlioay eittha emoegettedmnarvedtesdc adittag pr ocess

on

and an encrypted content key.

Consider a case in which a mini disc (or a magneto-—

optical disc), which has been becoming very popular, is

used as a secondary recording medium in a mini-disc

recording apparatus conforming to the SDMI standard. 1In

this case, encrypted content data E (CK, A3D) transferred

to the mini disc in a check-out is stored in the mini

disc in an encrypted state as it 1is.

Then, in a reproduction operation, the mini-disc

recording apparatus conforming to the SDMI standard

decrypts the encrypted content data E (CK, A3D) to

produce the content data D {CK, E (CK, A3D)} = A3D, which

is the content data compressed by adoption of the ATRAC3

compression technique. Then, the mini-disc recording

apparatus carries out a predetermined decoding process on

the compressed content data A3D to output reproduced data

such as music.

In a mini disc used in an ordinary mini-disc system,

which has been becoming popular too, on the other hand,

11



t he conpressed content data A3D to output reproduced data such as nusic.
In a mni disc used in an ordinary mni-disc system which has been
becom ng popul ar too, on the other hand, 11 data is stored not in an
encrypted state. Thus, as a mni-disc reproduction apparatus, the

m ni-di sc system naturally does not have a decryption function. As a
result, content data recorded in a mni disc by the mni-disc recording
apparatus conformng to the SDM standard cannot be reproduced by nost of
m ni -di sc players, which do not conforn1to the SDNI standard That is to
say, the cqntent data recorded in a mni -di sc recording

appar at us BﬁﬁoﬁﬁlﬁﬁofsdtHBtsbﬁlans?&ﬁ&ﬁ?&eﬁssﬁBFerepT%H%ct?%n conpati bl e
with the mni- disc players. This nmeans that correct use of an SDM content
pur chased ByRinel§ensPRIOGYELIPE RPRAEEE SN thReMALTE1SC SYRESEer vice to
provide an SDM content to the ordinary wuser as well as the |level of user
sati sfact i bAtWrahlyhdoeserpitcbagreahdresypédgoedussitdioderably. In order to
sol ve the probl em descri bed above, in a recording operation to copy an
SDM content to aASSeCDﬁdHMZ,reQDItdi’lhgdﬁ‘édi uaceudhdasnaanimanidddecnount ed
on a mni-disc recording apparatus not conformng to the

by the mini~disc recording apparatus conforming to the

SDMI standard cannot be reproduced by most of mini-disc

players, which do not conform to the SDMI standard. That

is to say, the content data recorded in a mini disc by

the mini-disc recording apparatus conforming to the SDMI

standard is not reproduction-compatible with the mini-

disc players.

This means that correct use of an SDMI content

purchased by the general user is limited and the value of

the service to provide an SDMI content to the ordinary

user as well as the level of user satisfaction with the

service are hence reduced considerably.

In order to solve the problem described above, in a

recording operation to copy an SDMI content to a

secondary recording medium such as a mini disc mounted on

a mini-disc recording apparatus not conforming to the

SDMI standard, the SDMI content is decrypted so that the

content can be stored in the mini disc in an unencrypted

state as it is.

If such a copy operation can be carried out,

12



SDM standard, the SDM content is decrypted so that the content can be
stored in the mni disc in an unencrypted state as it is. If such a copy
operation can be carried out, 12 however, it is possible to copy content
data with ease. Such a copy operation also | eaves roomfor possible
illegal copies, resulting in a fear of inpossibility to inplenent
copyright protection, which is the original objective of the SDM
standard. In order to solve the problem descri bed above, as a nethod of
transferring content data, the applicant of a patent for the present

i nvention has ﬁroposed_a content transfer technique described as follows.

€
In an oper 3PF6XSFo tFansf BPSESRLENTCISPRY S°BAEARAT FR&AsHerNaffifat us
serving as _a primary-recordi ng-nedi um apparatus authenticates a
dat a- r ecor 8PAf BppaPHt GBCLIEACNad1§0s 68N Er FOPBC 6P RGSHAYILEM apparatus to
serve as a__transfer destination. If the result of the authentication is
K, the trahsPegrlofophesconeent tdagainsaafearedfonmpResibdndityi &@ t hat t he
content provider (such as the copyright owner). approves the transfer.
Then, the ¢opiementdappyir§ghtapseitecsdonn ahiehchygpttée oragenadr ough a
transm ssion line and the encrypted content data is decrypted before being
stored i n abgecondar pfr ¢ber 8ONFJ standard.
In order to solve the problem described above, as a

method of transferring content data, the applicant of a

patent for the present invention has proposed a content

transfer technique described as follows.

In an operation to transfer content data, a data

transfer apparatus serving as a primary-recording-medium

apparatus authenticates a data-recording apparatus used

as a secondary-recording-medium apparatus to serve as a

transfer destination. If the result of the authentication

is OK, the transfer of the content data is allowed on the

condition that the content provider (such as the

copyright owner) approves the transfer. Then, the content

data is transmitted in an encrypted state through a

transmission line and the encrypted content data is

decrypted before being stored in a secondary recording

medium. In addition, rights are managed for check-outs

and check-ins.

In this way, since an operation to copy and record

content data in an unencrypted state is permitted, more
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medium In addition, rights are managed for check-outs and check-ins.
this way, since an operation to copy and record content data in an
unencrypted state is permtted, nore 13 convenience is offered to the user
wi thout losing the function to protect a copyright. By adoption of such a
technique in a system including a personal conputer used as the data
transfer apparatus and a mni-disc recorder used as a data- recording
apparatus, a transfer of a content froma primary recordi ng nmedi um

i npl enented by an HDD enployed in the personal conputer to a secondary

recordi ng nmedium, inp

l g
recorder | SCRVERALRFewer OLeERtl & e dshTt Me ohte

user. By using

mented by a m.ni di sc mount ed ﬁg t.he m ni-disc

popul ar i nI§SRELER, tes PrREeddsti FRPYEH IS -a check-out described above,
useful ness of the mni disc in practical use is increased. However, there
are cases in whi BN fHer#ipa pfasyrér aappahatgsesdehaasyateper sonal
conput er may not be capable of recognizing the condition or other
attri but es iofcladiedi ampadepniadg computewn usridgee ddtca dadraderdmiaret hod. An

exanpl e of the

medi um adopting its own unique data managenent nethod is

apparatus and a mini-disc recorder used as a data-

recording apparatus, a transfer of a content from a

primary recording medium implemented by an HDD employed

in the personal computer to a secondary recording medium

implemented by a mini disc mounted on the mini-disc

recorder 1is actually well suitable for both the content

provider and the user.

By using a medium such as a mini disc, which has

been becoming popular in general, as the destination of a

check-out described above, the usefulness of the mini

disc in practical use is increased. However, there are

cases in which the data transfer apparatus such as a

personal computer may not be capable of recognizing the

condition or other attributes of a medium adopting its

own unique data management method. An example of the

medium adopting its own unique data management method is

a mini disc.

For instance, content data recorded in a memory

card given as an example of a medium conforming to the

SDMI standard is managed by using a FAT so that the

14

n

SiDGoilfer and the

a medi um such as a mni disc, which has been becom ng
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a mni disc. For instance, content data recorded in a nenory card given as
an exanple of a nmediumconformng to the SDM standard is nmanaged by using
a FAT so that the 14 nenory card is well conpatible with a personal
conputer. That is to say, the personal conputer serving as a data

transfer apparatus is capable of obtaining information on the state of the
menory card connected as a renovable nediumused as a destination in a
check-out by nerely reading out a FAT fromthe card. The state of the
menory card typically includes the storage capacity of the card and the
nunber of contents recqrded _qon the card. Ipu when it i.s desired to

transfer offf"O&M §3FY ont"Eit FARATH Ay RERSPRAT £SO ut, it is
possible to forma judgnent as to whether or not the  content data can be
transf erred 8t S0 toh&a¥endhP EHTFB:L ORI FFeRNE ST fgdaddhacity of
the card and other information. In the case of a nedi um devel oped as a
medi um addFENSS St LRPATaAISqUS R v &fe i iia indiieb d ffermatisine 1 y
audi o-data applications as is the case with a mni disc, however, the
per sonal cdmsutsdraties ofottheapeticry afamdi reginec t@st @siangremefvainiet i on on t he
state of the nediumso that the judgnent cannot be fornmed in a check-
medium used as a destination in a check-out by merely
reading out a FAT from the card. The state of the memory
card typically includes the storage capacity of the card
and the number of contents recorded on the card.
Thus, when it is desired to transfer out certain
content data to the memory card in a check-out, it is
possible to form a judgment as to whether or not the
content data can be transferred out to the memory card on
the basis of the storage capacity of the card and other
information.
In the case of a medium developed as a medium
adopting its own unique data management method for
typically audio-data applications as is the case with a
mini disc, however, the personal computer is not capable
of directly obtaining information on the state of the
medium so that the judgment cannot be formed in a check-
out or other operations.
Thus, when the use of a mini disc or another medium

as a secondary recording medium at the destination of a

check-out is assumed, the personal computer serving as a

15



out or other operations. Thus, when the use of a mni disc or another
medi um as a secondary recording nediumat the destination of a check-out
i s assuned, the personal conputer serving as a 15 data transfer apparatus
is required to have a nethod allowing the state of the mni disc or the
other medium to be recognized. D sclosure of Invention It is thus an
obj ect of the present invention addressing the problens described above to
provide a data transfer apparatus with a capability of properly
recogni zing a state of a secondary recording nediumfor recording content
data in an unenc%y%ted staterprior,to a transfer of content data in an

=t

unencr ypt e§2&BatE PELFEe APPR TG Fary FEA TSy Fediadih énpl d in the data

transfer apparatus and the secondary recording nedium In order to achieve
the obj ect 2deS¥drBedhgnsFéte Peddf MiMdte fiseh O SNSd &S e ML 1 hns T er
system including the data transfer apparatus and a data-7 recording
appar at us, ténbghirelfoomd z6€condary recordi ng mediumis mounted. The data
transfer apparatus provided by the present invention includes
pri mary-recordi ng-nediumdrive neans for recording and reproduci ng data
onto and froma

Disclosure of Invention

It is thus an object of the present invention
addressing the problems described above to provide a data
transfer apparatus with a capability of properly
recognizing a state of a secondary recording medium for
recording content data in an unencrypted state prior to a
transfer of content data in an unencrypted state between
a primary recording medium employed in the data transfer
apparatus and the secondary recording medium.

In order to achieve the object described above,
present invention provides a data transfer system
including the data transfer apparatus and a data-
recording apparatus, on which the secondary recording
medium is mounted.

The data transfer apparatus provided by the present
invention includes primary-recording-medium drive means
for recording and reproducing data onto and from a
primary recording medium, storage control means for
controlling the primary-recording-medium drive means to

store content data onto the primary recording medium in

16



primary recording nedium storage control neans for controlling the
primary-recordi ng-nmediumdrive neans to store content data onto the
primary recording nediumin 16 an encrypted state, conmunication nmeans for
carrying out a variety of data conmunications including a transfer of
content data between the data transfer apparatus and an external

dat a-recordi ng apparatus for recording and reproducing data onto and froma
secondary recording nedi um command-transm ssion control means for
controlling the comunication neans to transmt a conmmand making a

request for infornatign on the secondary,.recording_nedium to the

dat a- r ecor 8Pn§REPFRIFGEUETAARd FPRFBFRACAGACRal§aPSi £P6Nn CREANSFoP Ybbt ai ni ng
the information on the secondary recording nediumtransmtted by the data-
recordi ng @pBaraety. ofhdadat SOMFRRIFEL1QpFar a8t ame Apadd®Enttas to
whet her or not content data stored in the primary recording nediumis to
be transfefpB@ens frsadhesveeacshg AgtapsaracdsroAPPR& aBasi nef athe
information on the secondary recordi ng medi um obtained by the information
acqui si ti orxtreansl Fhsadaegorddiogdieppazppasatfes peoeirdédobynche present
i nvention includes communi cati on means for carrying out a variety of data
communi cat repgsoduthngndata onto and from a secondary recording

medium command-—-transmission control means for controlling

the communication means to transmit a command making a

request for information on the secondary recording medium

to the data-recording apparatus, and information

acquisition means for obtaining the information on the

secondary recording medium transmitted by the data-

'recording apparatus.

The data transfer apparatus forms a judgment as to

whether or not content data stored in the primary

recording medium is to be transferred to the data-

recording apparatus on the basis of the information on

the secondary recording medium obtained by the

information acquisition means.

The data-recording apparatus provided by the

present invention includes communication means for

carrying out a variety of data communications with an

external data transfer apparatus, which include reception

of content data from the data transfer apparatus,

secondary-recording-medium drive means for recording and

17



external data transfer apparatus, which include reception of content data
fromthe data transfer apparatus, secondary-recording-nmediumdrive neans
for recording and 17 reproduci ng data onto and froma secondary recordi ng
medi um decryption means for decrypting encrypted content data received
fromthe data transfer apparatus into content data in an unencrypted
state, recording control neans for controlling the
secondary-recordi ng-nmedi um drive neans to store the encrypted content data
decrypted by the decryption nmeans onto the secondary recording nediumin
an unencrypted state, and command-transm ssion control neans for

control | i n§SPREILGARENFAELRI SREReERY £5°™ PafERPPIPRY oFRELESHTEN t he
secondary recording medium which is information requested by the data
transfer BBP&REL uSSCrYPLRERJBRESTEr 4RST SLCEYPALROUSTCAYRECS FRREEN i th a
command recei ved fromthe data-recording apparatus naking a request for

t he infor ndeitenrerpiyadi firem, theedpitas&renisheantPea rpitowi dédoa dat a
transfer apparatus having a primary recording nmediumfor storing encrypted
content datanwetli dadat ant ranshencrypttledd statlee iregleddngedonttawlt he dat a
transfer apparatus 1is connected to a data-recordi ng apparatus capabl e of
recor di ng apdneefibadaeonngofllhengonhent edahaaayt-aeanddingrmealisecondar y
recording mediumin an unencrypted state to

drive means to store the encrypted content data decrypted

by the decryption means onto the secondary recording

medium in an unencrypted state, and command-transmission

control means for controlling the communication means to

transmit information on the secondary recording medium,

which is information requested by the data transfer

apparatus, to the data transfer apparatus in accordance

with a command received from the data-recording apparatus

making a request for the information.

In addition, the present invention provides a data
transfer apparatus having a primary recording medium for
storing encrypted content data with a data transfer
method to be implemented when the data transfer apparatus
is connected to a data-recording apparatus capable of
recording and reproducing the content data onto and from
a secondary recording medium in an unencrypted state to
make the data transfer apparatus and the data-recording

apparatus capable of communicating with each other in

order to execute a confirmation procedure for confirming

18



make the data transfer apparatus and the data-recording apparatus capable
of communicating with each other in order to execute a confirmation
procedure for confirmng 18 that the secondary recordi ng nmedi um has been
nounted on the data-recording apparatus, an information acquisition
procedure for acquiring information on the secondary recordi ng nedi um
nmounted on the data-recordi ng apparatus, an authentication procedure for
authenticating validity of the data-recording apparatus as an apparatus to
serve as a destination of a transfer of content data stored in the
primary recording nedium_a judgnment procedure for fornigg¥a j udgnent as
t o whet her thgtnéfieppgcessdery teCFdiBg BeClugy st beg™ Mg 9%3 % cont ent
data stored in the primary recording nediumto the data-recording
appar at us tHf CR&EDESICSTELNOhEPPRESELi 67 AEFEFEF Y AFEVisiftdFat i on
acquisition procedure, and a transfer procedure for transferring the
cont ent daPZocedaECof@Enecquiirinds indouma tgon: i@ jtldyP@se G iYed by t he
judgnment procedure. In the data transfer system the data transfer
appar at us, rekerdang- meddudi mguapear anushendatiae ratoa d inda eeioarr atatshod, t he
information on a secondary recording nmedi umincludes information indicating
whet her or amotutthentdeadidar proeedudien d ore diutmends dagemgrowitied ton t he
dat a-

of the data-recording apparatus as an apparatus to serve

as a destination of a transfer of content data stored in

the primary fecording medium, a judgment procedure for

forming a judgment as to whether or not processing is to

be carried out to transfer the content data stored in the

primary recording medium to the data-recording apparatus

on the basis of the information acquired by the

information acquisition procedure, and a transfer

procedure for transferring the content data in accordance

with a result of the judgment formed by the judgment

procedure.

In the data transfer system, the data transfer

apparatus, the data-recording apparatus and the data

transfer method, the information on a secondary recording

medium includes information indicating whether or not the

secondary recording medium has been mounted on the data-

recording apparatus, information on the name of the

secondary recording medium mounted on the data-recording

apparatus, information on the names of pieces of content

19



recordi ng apparatus, information on the nane of the secondary recording
medi um nount ed on the data-recording apparatus, information on the nanes
of pieces of content 19 data stored in the secondary recordi ng nedi um
nounted on the data-recording apparatus, information on the storage
capacity of the secondary recordi ng nedium nounted on the data-recording
apparatus, information on the nunber of pieces of content data stored in

t he secondary recording medium nounted on the data-recordi ng apparatus and
information on attributes of pieces of content data stored in the

secondary recordin di um nount ed on the dafa-recording apparatus. In
accor dance qﬁ%ra‘n Sttr?g"e%ree@e § r‘ﬁ?&%d&fydéfse&qrﬁgdlg é't%{i'é{m %ﬁkﬁ&% @
check-out of content data fromthe data transfer apparatus to the
dat a- r ecor di'fg EFFAFRRE A inte ARPATS tUSan SO HFERSt B i & s of
acquiring information on a secondary recording nedi umused as the
desti nat i of3PPERY SHedboRecorsiaiy mnce iy Madiumaoudisd tQmardieer
apparatus i s capable of obtaining information on the secondary recording
medi um sucliadg-recpngdingi sepamsitets i $nifefryatktdroprotheh e wrson del v
recordi ng nedium s nane, storage capacity, track count (content count) |,
track nanepiseesattfr idomtent Taisy, stirereddadtma thearsfaamdmpparatassrdinngapabl e
of form ng a proper

medium mounted on the data-recording apparatus and

information on attributes of pieces of content data

stored in the secondary recording medium mounted on the

data-recording apparatus.

In accordance with the present invention described
above, prior to a check-out of content data from the data
transfer apparatus to the data-recording apparatus, the
data transfer apparatus is capable of acquiring
information on a secondary recording medium used as the
destination of the check-out. To be more specific, the
data transfer apparatus 1s capable of obtaining
information on the secondary recording medium such as a
mini disc, which is information on the secondary
recording medium’s name, storage capacity, track count
(content count), track names and attributes. Thus, the
data transfer apparatus is capable of forming a proper
judgment as to whether or not the check-out is to be

accomplished on the basis of the condition of the

secondary recording medium.
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judgnment as to whether or not the check-out is to be acconplished on the
basis of the condition of the secondary recording nmedium 20 Brief
Description of Drawings Fig. 1 is an explanatory diagram showing a tree
structure of an encryption techni que adopted by an enbodi nent of the
present invention; Figs. 2A and 2B are each an expl anatory di agram show ng
an EKB of the encryption techni que adopted by the enbodinent; Fig. 3 is an
expl anat ory di agram showing the structure of the EKB of the encryption
techni que adopted by the enbodinent; Fig. 4 is a block diagram show ng the
structure of a data transfer systeminplenmented by the enbodinment; Fig. 5
is an explanatory di agram showi ng typi cal data paths of an SDM content
according to the enbodinment; Fig. 6 is a block diagram showi ng a prinmary-
recor di ng- AEdiSIMPEFrF RSy iFEX 1P% he enbodi ment; Fig. 7 is a bl ock
di agram showi ng a_secondary recordi ng- medi um appar atus provided by the
embodi nent; Fi g. F89i staAseRpl §XRL PG tArdgaRosRBWShGYA NGl @stt&ee for mat of
a mni-disc system
structure of an encryption technique adopted by an
embodiment of the present invention;
Figs. 2A and 2B are each an explanatory diagram
showing an EKB of the encryption technique adopted by the
embodiment;
Fig. 3 is an explanatory diagram showing the
structure of the EKB of the encryption technique adopted
by the embodiment;
Fig. 4 is a block diagram showing the structure of
a data transfer system implemented by the embodiment;
Fig. 5 1s an explanatory diagram showing typical
data paths of an SDMI content according to the
embodiment;
Fig. 6 is a block diagram showing a primary-
recording-medium apparatus provided by the embodiment;
Fig. 7 is a block diagram showing a secondary-
recording-medium apparatus provided by the embodiment;
Fig. 8 is an explanatory diagram showing a cluster
format of a mini-disc system;

Fig. 9 is an explanatory diagram showing an area

structure of a mini disc;
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Fig. 9 is an explanatory diagram showi ng an area structure of a mni disc;
21 Fig. 10 is an explanatory diagram showi ng U-TOC (user table of
contents) sector O of a mni-disc system Fig. 11 is an explanatory diagram
showing linking in U TOC sector O of a mni-disc system Fig. 12 is an
expl anatory di agram showi ng U-TOC sector 1 of a mni-disc system Fig. 13
shows a flowchart representing an authentication process according to the
enbodi ment; Fig. 14 is an explanatory di agram showi ng distributed content
data to be transferred and a process to encrypt the data; Figs. 15A and
15B are expl anatory di agrans shomﬁn% a typical encryption technique
adopted by the enf Hrnéﬂtlsaﬁ& BRRL 2Pa&or edﬁéaéaﬁefgfw&§€dUTﬁthe
technique;, Fig. 16 is an explanatory di agram show ng a _procedure adopted
by the enbddisfEnttabdededr Fonteaisdntsecdaral Fifya Mindheliss ca sMsdiEhar t
representing check-out operations carried out by the enbodi nent; Fig. 18
shows a continuat Féf-f LdwiBapn e&plesenorygdieleer slovwdper atiinddgigcarri ed

out by the enbodinment; Fig. 19 is an explanatory di agram showi ng a record-
in U-TOC sector 0 of a mini-disc system;

Fig. 12 is an explanatory diagram showing U-TOC
sector 1 of a mini-disc system;

Fig. 13 shows a flowchart representing an
authentication process according to the embodiment;

Fig. 14 is an explanatory diagram showing
distributed content data to be transferred and a process
to encrypt the data;

Figs. 15A and 15B are explanatory diagrams showing
a typical encryption technique adopted by the embodiment
and DNKs (device node keys) used in the technique;

Fig. 16 is an explanatory diagram showing a
procedure adopted by the embodiment to decrypt content
data;

Fig. 17 shows a flowchart representing check-out
operations carried out by the embodiment;

Fig. 18 shows a continuation flowchart representing
check-out operations carried out by the embodiment;

Fig. 19 is an explanatory diagram showing a record-
object control command used in the embodiment;

Fig. 20 is an explanatory diagram showing a record-
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obj ect control command used in the enbodinent; Fig. 20 is an explanatory

di agram showi ng a record 22 object response command used in the enbodi nent;
Fig. 21 is an explanatory di agram showi ng a check- out control command used
in the enbodinment; Fig. 22 is an explanatory di agram showi ng a check- out
response conmand used in the enbodinment; Fig. 23 shows a flowchart
representing check-in operations carried out by the enbodinent; Fig. 24 is
an expl anatory di agram showi ng a check- in control comand used in the
enbodi ment; Fig. 25 is an explanatory diagranlshomjng sub- functions of the

check-in control command used in the enbodinent; . 26 is an explanatory
dlagran1sh8Rﬂﬁ§t r@ﬁBEP3e|HOP@§BSn§§e@oﬁﬁaﬁﬁeu§@@°@ﬁmﬁﬁérenbodlnent Fig.

27 is an explanatory diagramshowing generation of a content IDin the
enbodi nent; Fig. P8Ishdhsis BBLPEPA3BBEPAYI AdagsatertorDEd B chiek-
enbodinent; Fig. 29 shows a flowhart representing operations carried out
by the enbeditneantrelacqguimpadnugiedmini iher embiodimeRity. 30 shows a
continuation flowhart representing

Fig. 22 is an explanatory diagram showing a check-
out response command used in the embodiment;

Fig. 23 shows a flowchart representing check-in
operations carried out by the embodiment;

Fig. 24 is an explanatory diagram showing a check-
in control command used in the embodiment;

Fig. 25 is an explanatory diagram showing sub-
functions of the check-in control command used in the
embodiment;

Fig. 26 is an explanatory diagram showing a check-
in response command used in the embodiment;

Fig. 27 is an explanatory diagram showing
generation of a content ID in the embodiment;

Fig. 28 shows a table associating content IDs in
the embodiment;

Fig. 29 shows a flowchart representing operations
carried out by the embodiment to acquire medium
information;

Fig. 30 shows a continuation flowchart representing

operations carried out by the embodiment to acquire

medium information;
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operations carried out by the enbodi nent to acquire mediuminformation; 23
Fig. 31 is an explanatory diagram showing an inclusive log-in control
command used in the enbodinment; Fig. 32 is an explanatory di agram show ng
an inclusive | og-out control conmand used in the enbodinment; Fig. 33 is
an expl anatory di agram showi ng a get disc-status control command used in
the enbodinent; Fig. 34 is an explanatory di agram showi ng a get -

di sc-status response conmand used in the enbodinent; Fig. 35 is an

expl anatory di agram showi ng a get- di sc-name control conmand used in the
enbodinment; Fig. 36 is an,explanato%é diagran1shomﬁng a,%et- di sc- nane
response command B38d Ph tReBnBSBLABALOTE §1agFaMs SRRVaRAl 4Rat ory di agr am
showi ng a get- disc-capacity information control comrand used in the

enbodi ment 1PFLES1iYe 1Iad neSrdFLloCPHIRAGT APeShdwi ridiea sgBrCdigied&icapaci ty
information response command used in the enbodinent; Fig. 39 is an

expl anat ory di agr 8k9shéki A§ angerprlansdosapsddreyam ShewdfiSod T esponse
command used in the enbodinent; Fig. 40 is an explanatory di agram show ng
a get- inclusive log-out control command used in the embodiment;

Fig. 33 is an explanatory diagram showing a get-
disc-status control command used in the embodiment;

Fig. 34 is an explanatory diagram showing a get-
disc—-status response command used in the embodiment;

Fig. 35 is an explanatory diagram showing a get-
disc-name control command used in the embodiment;

Fig. 36 is an explanatory diagram showing a get-
disc~-name response command used in the embodiment;

Fig. 37 1s an explanatory diagram showing a get-
disc-capacity information control command used in the
embodiment;

Fig. 38 is an explanatory diagram showing a get-
disc-capacity information response command used in the
embodiment;

Fig. 39 is an explanatory diagram showing a get-—
disc-capacity information response command used in the
embodiment;

Fig. 40 is an explanatory diagram showing a get-

audio-track-count control command used in the embodiment;

Fig. 41 is an explanatory diagram showing a get-
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audi o-track-count control command used in the enbodinent; Fig. 41 is an
expl anat ory di agram showi ng a get 24 audi o-track-count response comrand
used in the enbodinent; Fig. 42 is an explanatory di agram show ng a get -
audi o-track-names control command used in the enbodinent; Fig. 43 is an
expl anatory di agram showi ng a get audi o-track-nanes response command used
in the enbodinent; Fig. 44 is an explanatory di agram show ng a read-
i nfo-bl ock-for-track-attributes control conmand; Fig. 45 is an explanatory
di agram showi ng a read- info-block-for-track-attributes response conmand;
Fig.. 46 is an expl anatory di agram showi ng a read- .
i nf 0- bl ock MO EFACkTERE Nt HESHONSEMARTIRaNE s 4T Tif expl anat ory
di agram showi ng a read- info-Dblock-for-track-node response conmand; Fig. 48
is an expl &oskyneditagr am showi ng a read- info-bl ock-for-track-size control
command; and Fig. 49 is an explanatory di agram show ng a read-
i nf o- bl ock-f or -t r &4k~ siéZe isegporse leomrany. dBestr awbaddoWdmaCar 9ty out t he
I nvention A preferred enbodi nent of the present invention is explained in
par agr aphs aadiangec dka nialme sf @ldndwiolg comtemd used in the embodiment;
Fig. 43 is an explanatory diagram showing a get-
audio-track—-names response command used in the

embodiment;

Fig. 44 is an explanatory diagram showing a read-
info-block-for-track-attributes control command;

Fig. 45 is an explanatory diagram showing a read-
info-block-for-track—-attributes response command;

Fig. 46 is an explanatory diagram showing a read-
info-block—~for-track-mode control command;

Fig. 47 is an explanatory diagram showing a read-
info-block-for-track-mode response command;

Fig. 48 is an explanatory diagram showing a read-
info-block-for—-track-size control command; and

Fig. 49 is an explanatory diagram showing a read-

info-block-for-track-size response command.

Best Mode for Carrying out the Invention
A preferred embodiment of the present invention is
explained in paragraphs arranged in the following order,

1. Tree Structure of Encryption Keys and EKB

25



1. Tree Structure of Encryption Keys and EKB 25 2. System Configuration 3.
Data Paths of SDM Contents 4. Typical Configuration of Data Transfer
Apparatus (Primary-Recordi ng- Medi um Apparatus or PC) 5. Typica
Configuration of Data-Recording Apparatus (Secondary-Recordi ng- Medi um
Apparatus or Recordi ng/ Reproduction Apparatus) 6. Managenent Techni que of
Mni Disc 7. Authentication Process 8 Content Encryption Technique 9.
Cont ent Check- Qut s/ Check-Ins 10. Generation and Managenent Techni que of
Content IDs 11. Acquisition of MediumInformation 1. Tree Structure of
Encryption Keys and EKB _First of all, before the transfer system

i npl ement ed b§y§ﬁQEﬂ&ﬂﬂQﬁ9ﬂr§H“¥he present invention is explai ned
concretely, an organization of encryption keys wused in distribution of
contents i s -d&dA BeFhsTOIHSHM Wattentfe fol |l owi ng description expl ai ns
an encryption-key ownership schene for devices and a data distribution

schene, whi4ch TaPd cadoSoad igvers téirey |t &ptaddinansfadi ARRBATEH from a

content distributor to the devices each serving as a.content recipient, by
referring (Primary-Recording—-Medium Apparatus or PC)

5. Typical Configuration of Data-Recording Apparatus
(Secondary-Recording—-Medium Apparatus or
Recording/Reproduction Apparatus)

6. Management Technique of Mini Disc

7. Authentication Process

8. Content Encryption Technique

9. Content Check-Outs/Check-Ins

10. Generation and Management Technigque of Content IDs

11. Acquisition of Medium Information

1. Tree Structure of Encryption Keys and EKB

First of all, before the transfer system
implemented by an embodiment of the present invention is
explained concretely, an organization of encryption keys
used in distribution of contents is described.

To begin with, the following description explains
an encryption-key ownership scheme for devices and a data
distribution scheme, which are adopted when encrypted
data is distributed from a content distributor to the

devices each serving as a content recipient, by referring
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26 to Figs. 1, 2A, 2B and 3. Fig. 1 is an explanatory diagram showi ng a
tree structure of encryption keys. Reference notations DVO to DV15 at the
bottom | ayer of the hierarchical tree structure shown in Fig. 1 each
denote a device on the content-recipient side. Thus, each |eaf of the

hi erarchical tree structure corresponds to such a device. Each of the
devices DVOto DV15 is given a set of keys at a manufacturing tine, at a
shipping time or thereafter. Stored in a nmenory enployed in each of the
devi ces, the set of keys given to a device includes a |eaf key assigned to
a | eaf repres nting deV|ce in_the hierarchical tree structure shown in
Fig. 1 and™fo égsker 28s&MGhéd to a node between the |eaf and the

root in the hlerarchlcal tree structure. Keys included in this key set are

referred to as DNR%g(DevﬁéeaNoGépkéFéForYeQéﬁﬂF§§ SHA"Gh 2arte €& pl ai ned as
foll ows. KOOOO to K1111 at the bottom |l ayer of the hierarchical tree
structure SAEWFLUFeFiod. encavetiear keyys Brierenset Retaédress DBOtPo DVI5
respectively. KRis the root key assigned to the root on the top of the
hi er ar chi c&V1tsr é& $heuborteom REYert ¢ iKthe driensord iicads tressi gned t o nodes
on a second hierarchical layer fromthe bottomlayer. In the follow ng
descri pti ostruceuredehloeys in Fig. 1 each denote a device on the

content-recipient side. Thus, each leaf of the

hierarchical tree structure corresponds to such a device.

Each of the devices DV0 to DV15 is given a set of

keys at a manufacturing time, at a shipping time or

thereafter. Stored in a memory employed in each of the

devices, the set of keys given to a device includes a

leaf key assigned to a leaf representing the device in

the hierarchical tree structure shown in Fig. 1 and node

keys each assigned to a node between the leaf and the

root in the hierarchical tree structure. Keys included in

this key set are referred to as DNKs (Device Node Keys),

examples of which are explained as follows.

KOO0O0 to K1111 at the bottom layer of the

hierarchical tree structure shown in Fig. 1 are leaf keys

given to the devices DV0 to DV15 respectively. KR is the

root key assigned to the root on the top of the

hierarchical tree structure. K000 to K11l are node keys

assigned to nodes on a second hierarchical layer from the

bottom layer. 1In the following description, the node keys
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27 may nean node keys including root key KR assigned to the root. In the

hi erarchical tree structure shown in Fig. 1, DNKs given to device DVO

i nclude a | eaf key KOOOO, node keys KOOO KOO and KO as well as a root key
KR. The node keys KOOO, KOO and KO and the root key KR, which are

included in the DNKs, are each held by device DVOin a state of being
encrypted by using the | eaf key KOOOO. By the sane token, DNKs given to
device DV5 include a |leaf key KO101, node keys K010, KOl and KO as well as
the root key KR In the sanme way, DNKs given to device DV15 include a | eaf
key K1111, node keys KIll, K11 and Kl and the root key KR iS to be
no?ed thatma%hWFénoﬁPgeléeﬁév98€§u5W@9 FEBVESYaFE SFGwIned Fﬁetﬁfb

structure shown in Fig. 1 and the tree structure is designed as a
bal anced. FP§kt- |eft symretrical structure having 4 hierarchical |ayers,
the tree structure may include nore devices and has a configuration with a
| ayer count varyi by Hhenhpererenical poeei shrurhuaddshpen, ia Fagiely of
i nformation-processing apparatus included in the tree structure shown in
Fig. 1 hab¥Ks gavest yooflevécer ®Vg imediudies 2 Tlea fi idegr F&@t0i0dn- n@decessi ng
apparatus are devices of a variety of types.
keys K000, KOO and KO as well as a root key KR. The node
keys K000, K00 and KO and the root key KR, which are
included in the DNKs, are each held by device DV0 in a
state of being encrypted by using the leaf key K0000.
By the same token, DNKs given to device DV5 include
a leaf key K0101l, node keys K010, K01l and KO as well as
the root key KR. In the same way, DNKs given to device
DV15 include a leaf key K111l1, node keys K111, K11 and Kl
and the root key KR.
It is to be noted that, while only 16 devices DV0
to DV15 are shown in the tree structure shown in Fig. 1
and the tree structure is designed as a balanced right-
left symmetrical structure having 4 hierarchical layers,
the tree structure may include more devices and has a
configuration with a layer count varying from portion to
portion.
In addition, a variety of information-processing
apparatus included in the tree structure shown in Fig. 1

have a variety of recording mediums. The information-

processing apparatus are devices of a variety of types.
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28 The devi ces have recordi ng nediuns such as a DVD, a CD, an MD and a
flash nmenory, which are either enbedded in the devices or can be nounted
on and di snounted fromthe devices with a high degree of freedom In
addition, a variety of application services nmay be rendered for the
i nformation-processing apparatus. The tree structure shown in Fig. 1 is
used for distributing contents and keys to the devices carrying out a
variety of applications. In a systemwherein these various infornation-
processing apparatus (or devices) and application exist, let a group be
set to include devices DVO DVi, DV2 and 6 DV3 using the same recording
medi um | nThRe deVdEeSs hAYEt GESCIRGRT MEdRiugs fucphésdévP@@rgﬁoﬁﬁhls
encl osed by a dashed line. Assune for exanple that, for all the devices,
a content proYPdendedcfyped Feperventhighhare eanden eapedsiachd idevi ces
pertaining to the group enclosed by the dashed Iine to be used as a
content cd&feoAerVdcelse oderiddede meuiies oasand e sewmndied v ddre  al so
transmts contents keys to the devices to be used by the devices as keys
common to tevidesi wésh @ hédgh gegressiofg fireedom.sySheaddatiadesa
transm ssion of encrypted paynent data of content fees fromthe devices
to the contentiepyovifdapplad chitiamncisalrvieiesl amgntbe rendered for the

information-processing apparatus. The tree structure

shown in Fig. 1 is used for distributing contents and

keys to the devices carrying out a variety of

applications.

In a system wherein these various information-

processing apparatus (or devices) and application exist,

let a group be set to include devices DV0O, DV1, DV2 and

DV3 using the same recording medium. In the tree

structure shown in Fig. 1, the device group is enclosed

by a dashed line. Assume for example that, for all the

devices, a content provider encrypts a content to be

transmitted to the devices pertaining to the group

enclosed by the dashed line to be used as a content

common to the devices. In this case, the content provider

also transmits contents keys to the devices to be used by

the devices as keys common to the devices. Other

processing in the system includes transmission of

encrypted payment data of content fees from the devices

to the content provider, a financial settlement
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29 institution or another enterprise. The enterprise such as the content
provider or the financial settlenment institution carries out processing to
transmt collectively data to the devices enclosed by the dashed |Iine,
nanely, DVO, DvVl1l, DV2 and DV3. The enterprise exchanges data with the
devices, which formthe aforenentioned group. A plurality of such groups
exists in the tree structure shown in Fig. 1. The enterprise such as the
content provider or the financial settlenent institution, which exchanges
data with the devices, functions as nessage-data distribution neans. It is
to be noted that that node keys and | eaf keys can also be nanaged by a
si ngl e key WSiadddrrdon Cent@rther anteinagisst-edThEnABLESTRE 18R SMCEr A&t i ve,
the keys can also be managed by the nessage-data distribution nmeans,
whi ch exchafgesordenduPaavide rofordgthe Viirngrigupsatitlanerdbove, in group
units. As mentioned above, the nessage- data distribution means is an
ent er pri se 1§1$¢H tag- 190 camrass Pudy ird@cess iad itmartgisaissiat t | enent
institution. A node key and/or a |eaf key are renewed when one of them
has been | eakdedctRvedgssiatg tto rdrewdveyes srodrasest] putthebydass Head/
managenment center, a provider, a financial settlenment institution or
anot her entlémer,i sameAy ,i DVohvibaus Drvemaridy.DV3 . | Theheateeerikeuct ur e,

exchanges data with the devices, which form the

aforementioned group. A plurality of such groups exists

in the tree structure shown in Fig. 1. The enterprise

such as the content provider or the financial settlement

institution, which exchanges data with the devices,

functions as message-data distribution means.

It is to be noted that that node keys and leaf keys

can also be managed by a single key management center in

an integrated manner. As an alternative, the keys can

also be managed by the message-data distribution means,

which exchanges various kinds of data with groups cited

above, in group units. As mentioned above, the message-

data distribution means is an enterprise such as a

content provider or a financial settlement institution. A

node key and/or a leaf key are renewed when one of them

has been leaked. Processing to renew keys 1s carried out

by a key management center, a provider, a financial

settlement institution or another enterprise.

As is obvious from Fig. 1, in this tee structure,
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30 the 4 devices, nanely, DVO, DV1l, DV2 and DV3, which are included in the
group, have commobn keys: node keys KOO and KO and the root key KR By
assigning these node and root keys to the devices DVO Dvl, DV2 and DV3 in
the group as keys conmon to the devices, a combn content can be provided
to only the devices. By setting the shared node key KOO itself as a

content key, for exanple, a content key common to the devices DVO, DVl

Dv2 and DV3 can be set for only the devices without transmtting a new
key. As an alternative, a new content key CK is encrypted by using the node

key KOO tq, produce an encr ed ke ), then
di stri but e%hteol’t Vd&Fisced Y D0 é%n@‘%ﬁ?% D\Way P fHSwork, or

by using a recordlng medi um f or recordlng the encrypted key and supplylng
the medi umGLUdRE dévitdes INowR hihe VigaromiIny kays déAde Ko XABv1, DV2
and DV3 are capable of decrypting the encrypted key E (KOO, CK) by using
the node k&pPKEO smar d&dher FOdbkeds KR cBHmBASkeping phedecaocdreandnt ent key
CK. Assune that it is discovered at a tine t that keys KO0011l, K001, KOO
KO and KR, r@lvitc kease towidg devtitees ddii,c @VIIV3 DWaveerch dBis aﬁﬂal‘tyzaed by a
hacker and hence exposed to the hacker. In this case, it is necessary to
det ach t he gadewpc @ sD¥2yfsr aontrion Systtédra arevisyesci fa cadnimon content can

be provided to only the devices.

By setting the shared node key K00 itself as a

content key, for example, a content key common to the

devices DV0O, DV1l, DV2 and DV3 can be set for only the

devices without transmitting a new key. As an alternative,

a new content key CK is encrypted by using the node key

K00 to produce an encrypted key E (K00, CK), which is

then distributed to the devices DV0, DV1l, DV2 and DV3 by

way of a network, or by using a recording medium for

recording the encrypted key and supplying the medium to

the devices. In this way, only the devices DV0, DV1, DV2

and DV3 are capable of decrypting the encrypted key E

(KOO, CK) by using the node key K00 shared thereby as a

common key to produce the content key CK.

Assume that it is discovered at a time t that keys
K0011, K001, K00, KO and KR, which are owned by the
device DV3, have been analyzed by a hacker and hence

exposed to the hacker. In this case, it is necessary to

detach the device DV3 from the system or, specifically,
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up including the devices DVO, Dvl, DV2 and DV3, in order to
protect data exchanged with the system thereafter. In addition, it
to renew the keys K001, KOO KO and KR to keys K(t)001, K(t) QOO

K(t)R respectively and to transmt the renewed keys K(t)
t)Oand K(t)Rto the devices DVO, Dv1 and DV2. It is to b
ion K (t) aaa denotes a key Kaaals renewed key of at
It is needless to say that, in a distribution of a cont
and the root key KR may al so be renewed in sone cases for

reasons includin a_desire of the copyright owner _and a
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REFESINERt PTPIEEEs kg ©F irsasdowidhr hewsySKéPs is  expl ai ned.

ys are organized and transmtted by wusing a table like one shown
in Fig. 2Athegeafilsire is transnitted to a device by way of a networ

g the table in a recording nmedium and providing the nediu
The t &bl eddbhiannsit bkosksdaracesabkedtanrEKBw( EhebkeNg
f the device DV3 is

K001, KO0, KO and KR to keys K(t)001l, K(t)00, K(t)0 and
K(t)R respectively and to transmit the renewed keys
K(t)001l, K(t)00, K(t)0 and K(t)R to the devices DV(Q, DV1
and DVZ2. It is to be noted that notation K(t)aaa denotes
a key Kaaa’s renewed key of a t generation.

It is needless to say that, in a distribution of a
content, node keys and the root key KR may also be
renewed in some cases for a variety of reasons including
a desire of the copyright owner and a state of
transmission to the system.

Thus, when a key is renewed, it is necessary to
transmit the renewed key to regular devices owning the
pre-renew key.

Next, processing to distribute renewed keys is
explained. Updated keys are organized and transmitted by
using a table like one shown in Fig. 2A. The table is
transmitted to a device by way of a network, or by
storing the table in a recording medium and providing the

medium to the device. The table contains a block data

called an EKB (Enabling Key Block). If the device DV3 is
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32 detached fromthe system as descri bed above, for exanple, the EKB.is
supplied to the devices DVO, DVI and DV2. It is to be noted that the EKB
contai ns encrypted keys obtained as results of encrypting new keys to be
di stributed to sone devices at |eaves of a tree structure |ike the one
shown in Fig. 1. The EKBis also referred to as a KRB (Key Renewal Bl ock).
The bl ock data of the EKB shown-in Fig. 2A includes encrypted renewed node
keys that can be decrypted by devices needing the renewed node keys. The
typical EKBs shown in Figs. 2A and 2B are each bl ock data created for the

pur pose of di st iggt'n renewed node keys of, the eneration to the
devi ces DVEStBYLe nékﬁ%?tﬁﬁ £HE e &S ééﬁﬁﬁ%ﬂ%? it §XPIssune
that the keys KO011l, K001, KOO KO and KR have been illegally exposed to
unaut hor i z&@€p&KEorS PRPPHES ¢tosdhea Kevdarse &Y pvAVAn@nVPYequire renewed
keys K(t)OO K(t)O and K(t)R whereas the device DV2 requires renewed keys
K(t) 001, KTOO, K(fy¥COtantiokbe)motad thatintha EKB. contaihe EKRBrivptleddes a
plurality of encrypted renewed keys. An encrypted renewed key at the
bot t om of tkie&sSERBtiag nEd( KE0 XY@ s UKk(tts) @F1 en oxtyipdhi nigs new rkegid ttoofbeencrypting a
renewed key K(t)001 by using the |eaf key KO0O10 owned by the device DV2.
Thus, the déwiteébuted to some devices at leaves of a tree structure
like the one shown in Fig. 1. The EKB is also referred to
as a KRB (Key Renewal Block).
The block data of the EKB shown in Fig. 2A includes
encrypted renewed node keys that can be decrypted by
devices needing the renewed node keys. The typical EKBs
shown in Figs. 2A and 2B are each block data created for
the purpose of distributing renewed node keys of the t
generation to the devices DV0, DV1 and DV2 in the tree
structure shown in Fig. 1.
Assume that the keys K0011, K001, KOO, KO and KR
have been illegally exposed to unauthorized person. In
this case, the devices DV0 and DV1 require renewed keys
K(t)00, K(t)0 and K(t)R whereas the device DV2 requires
renewed keys K(t)001l, KT00, K(t)0 and K(t)R.
As shown in Fig. 2A, the EKB includes a plurality
of encrypted renewed keys. An encrypted renewed key at
the bottom of the EKB is E (K0010, K(t)001l), which is a

result of encrypting a renewed key K(t)001 by using the

leaf key K0010 owned by the device DV2. Thus, the device
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33 .DV2 is capable of decrypting the encrypted renewed key E (KO010,
K(t)001) by using the | eaf key owned by the device itself to get the
renewed node key K(t)001. In addition, an encrypted renewed key E (K(t)O001,
K(t)00) on the second |line fromthe bottomof the EKB shown in Fig. 2A can
be decrypted by using the renewed node key K (t) 001 to get a renewed node
key K (t) 00. Then, an encrypted renewed key E (K(t)00, K(t)O on the
second line fromthe top of the EKB can be decrypted by using the renewed
node key K(t)00 to get a renewed node key K (t) 0. Finally, an encrypted

renewed ke gr %@%ﬁlliégg%ég on the top line of the EKB can be
decr ypt ed i%n & SfeisF WWade Nk y-hg Pt ensRdhekey dot  key
K(t)R As for the devices DVO and DVI, the | eaf keys KOOOO and KOOOl as
vel | as t hdB¥P0dd k& tREED aty tineidifed cafThRY, IS thie tehewed keys
K(t)00, K(t)O and K(t)R are needed. Therefore, in the case of the devices
DVO and DVEEVi&® diénift &@ eteide KepewqKmookew® §0®0on the third
line fromthe top of the EKB shown in Fig. 2A can be decrypted by using the
renewed node key Kpt3ddbOtiongednaenceppied medewkdy kKt FOAK (EhéA1,an
encrypted renewed key E (K(t)00, K(t)O on the second line fromthe top of
the EKB c&1lthéOdeomny ithed scomsi rig nehef moemebked ootk eyf K(tte KB

shown in Fig. 2A can be decrypted by using the renewed

node key K(t)00l1] to get a renewed node key K(t)00. Then,

an encrypted renewed key E (K(t)00, K(t)0) on the second

line from the top of the EKB can be decrypted by using

the renewed node key K(t)00 to get a renewed node key

K(t)0. Finally, an encrypted renewed key E (K(t)0, K(t)R)

on the top line of the EKB can be decrypted by using the

renewed node key K(t)0 to get a renewed root key K(t)R.

As for the devices DV0 and DV1, the leaf keys K0000

and K000l as well as the node key K000 are not renewed.

Thus, only the renewed keys K(t)00, K(t)0 and K(t)R are

needed.

Therefore, in the case of the devices DV0O and DV1,

an encrypted renewed key E (K(t)000, K(t)00) on the third

line from the top of the EKB shown in Fig. 2A can be

decrypted by using the renewed node key K(t)000 to get a

renewed node key K(t)00. Then, an encrypted renewed key E

(K(t)00, K(t)0) on the second line from the top of the

EKB can be decrypted by using the renewed node key K(t)00
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34 to get a renewed node key K(t)O0. Finally, an encrypted renewed key E
(K(t)O, K(t)R) on the top line of the EKB can be decrypted by using the
renewed node key K(t)Oto get a renewed root key K(t)R As described
above, the devices DVO, DV1 and DV2 are capable of obtaining the renewed
root key K(t)R It 1is to be noted that indexes included in the EKB shown
in Fig. 2A are each an absolute address of a |eaf or node key used as a
decryption key for decrypting an encrypted key on the sanme |line as the

i ndex. As anot her exanple, assune that the renewed root key K(t)R and the

renewed node key K(t)O on the high jerarchical .layer of the tree
structure gﬁ’oﬁr&i 5 iegﬁl.e""fdt é’roépeng‘teyr ggﬁﬁ)?oed, %éﬁalgﬁl'yaphgnﬁé‘éfé’tﬁé]y KOO
needs to be renewed. In this case, the EKB shown in Fig. 2B can be used
for distri BFESHEh keandndd idde Ke\E)Rt YO the thep Mdeva &fs B ERR/1 and

DV2. The EKB shown in Fig. 2B can be used typically for distributing a new
content kefaFomfoRacE YROAT LY UsdmGithieng aneved peds ikewyrfollp.0 TeP put it
concretely, the devices DVO, Dvl, DV2 and DV3 pertaining to the group
encl osed b@gethe dedisegd insot ikeyFiKft)R.share a recordi ng nedi um and need a
new common content key CK (t) . In this case, encrypted data E (K

As described above, the devices DV0, DVl and DV2

are capable of obtaining the renewed root key K(t)R. It
is to be noted that indexes included in the EKB shown in
Fig. 2A are each an absolute address of a leaf or node
key used as a decryption key for decrypting an encrypted
key on the same line as the index.

As another example, assume that the renewed root
key K(t)R and the renewed node key K(t)0 on the high
hierarchical layer of the tree structure shown in Fig. 1
are not required, and only the node key K00 needs to be
renewed. In this case, the EKB shown in Fig. 2B can be
used for distributing a renewed node key K(t)00 to the
devices DV0O, DV1 and DV2.

The EKB shown in Fig. 2B can be used typically for
distributing a new content key common to devices
pertaining to a specific group.

To put it concretely, the devices DV0O, DV1, DV2 and
DV3 pertaining to the group enclosed by the dashed line
in Fig. 1 share a recording medium and need a new common

content key CK (t). In this case, encrypted data E (K
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35 (t)0OO CK (t)) and the EKB shown in Fig. 2B are transmtted to the

devi ces DVO Dvl, DV2 and DV3. The encrypted data E (K (t)00, CK (t)) is a
result of encrypting the new common content key CK (t) by using a renewed
node key K(t)OO, which is a result of renewing the node key KOO comon to
the devices DVO Dvl, DV2 and DV3. By distributing only the encrypted data
E (K (t)00, CK (t)) and the EKB, no data can be decrypted by other

devi ces such as the device DV4 pertaining to other groups. The devices DVO,
Dv1l and DV2 process the EKB shown in Fig. 2B in the sane way as the

pr ocessi ng 1che EKB in Fi 2A to get _the renewed node key K (t) QO
which is ug do orcéecﬁ)é a\rlﬁ\%l g%?rfﬂoé“ﬂ’gﬁ‘tgl@(lg @500, CK (t)) to
obt ai n the new cqomon cont ent ke gé) of the t generation. As described
above, keydTAPeMditd&s Fod the ﬂ@l"r%lc&s Ve HVluc¥ide 2rgh®PVidys Thee renewed
to be distributed to devices by using EKBs |ike the ones described above.
By using sGosrapkef eleganifzdii dit) Othe GRodit)ReyisKR rasdtlfodf keys can be
renewed with ease for a variety of reasons and a content in a nornmal state
can be di sncirypttéad rihe flepx idomaomamoerteni gey3 dks & )ditagnemrshani ng a
typical format of an
renewed node key K(t)00, which is a result of renewing
the node key K00 common to the devices DV0O, DV1, DV2 and
DV3.
By distributing only the encrypted data E (K (t)00,
CK (t)) and the EKB, no data can be decrypted by other
devices such as the device DV4 pertaining to other groups.
The devices DV0O, DV1 and DV2 process the EKB shown
in Fig. 2B in the same way as the processing of the EKB
shown in Fig. 2A to get the renewed node key K (t)00
which is used for decrypting the encrypted data E (K
(t)00, CK (t)) to obtain the new common content key CK
(t) of the t generation.
As described above, keys are organized to form a
tree structure, and keys are renewed to be distributed to
devices by using EKBs like the ones described above.
By using such a key organization, the root key KR
and node keys can be renewed with ease for a variety of
reasons and a content in a normal state can be

distributed in a flexible manner.

Fig. 3 is a diagram showing a typical format of an
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36 EKB. The nunber of node keys has a length of 4 bytes. A node-key depth
al so has a size of 4 bytes. The node-key depth is the nunber of
hi erarchical layers in the hierarchical tree for a device serving as a
destination of the distribution of the EKB. An EKB version al so has a size
of 4 bytes. It is to be noted that an EKB version has a function
identifying a nost recent EKB and a function indicating a relation with a
content. A reserved field is an available area. A field starting from an
of fset of 16 bytes is a field for storing the EKB's actual data having a
size of 16_Moyte. The actual data js an_encrypted node key or a lurality
. 524 kepechr et Acbuherypth

of encrypt E&PnodEPReYe™PThelE BAAFYHEEE RBde2 kE)ET hEPyptRd keys
expl ained earlier by referring to Figs. 2A and 2B. In additionk t he format
i ncl udes aRCE8FcKEHt B@PERBaLFEr 36N 2afd 28n Ol éctWdfisc sTHRaPaFE kTHe
electronic  signature is put by an EKB-issuing office issuing the EKB.
Exanpl es ofePié ERBLhEsBuAyest Pifc 8igrareiep lmdRy§aeri™ Weénter, a content
provider and a financial settlement institution. A device receiving an EKB
verifies thiaerefehlErB- itgeg g roff idey licss wiemy inige aBKB  ids sitdiniat ipn
aut hentication of the signature.
of the distribution of the EKB.
An EKB version also has a size of 4 bytes. It is
to be noted that an EKB version has a function
identifying a most recent EKB and a function indicating a
relation with a content. A reserved field is an available
area.
A field starting from an offset of 16 bytes is a
field for storing the EKB’s actual data having a size of
16 Mbyte. The actual data is an encrypted node key or a
plurality of encrypted node keys. These encrypted node
keys are the encrypted keys explained earlier by
referring to Figs. 2A and 2B.
In addition, the format includes an encrypted EKB
version and an electronic signature. The electronic
signature is put by an EKB-issuing office issuing the EKB.
Examples of the EKB-issuing office are a key management
center, a content provider and a financial settlement
institution. A device receiving an EKB verifies that the

EKB-issuing office issuing the EKB is valid by

authentication of the signature.
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37 2. System Configuration The follow ng description explains an enbodi nent
according to the present invention adopting the key organization descri bed
above. Fig. 4 is a diagram showi ng a typical system configuration. A
pri mary-recordi ng- medi um apparatus 1 corresponds to the data transfer
apparatus provided by the present invention. On the other hand, a
secondary- recordi ng- nedi um appar at us 20A corresponds to the data-
recordi ng apparatus provided by the present invention. The
pri mary-recordi ng- nedi um apparatus 1 and the secondary-recordi ng- medi um
apparatus 20A forma data transfer system The primary-recordi ng-nedi um
apparatus 1 is inplenented by typically a personal conputer. For the sake
of convenience, in the follow ng explanation, by a personal conputer, the
pri mary-r ecor Givig-sfefihiapyatdians 1 is meant. However, the
prinary-recordi ng-nedium apparatus 1 is not necessarily a personal
conputer. In ordeFheofedioyinatdeperaptops ekpiaéngdasn embadimentappar at us
provi ded by the present invention, the personal conputer functioning as
t he pri mar gpeccecdidiongo mbei pmeappar Ahvent iexeadioes ingf thhar &efyor
i npl ementing 38
organization described above.
Fig. 4 is a diagram showing a typical system
configuration. A primary-recording-medium apparatus 1
corresponds to the data transfer apparatus provided by
the present invention. On the other hand, a secondary-
recording-medium apparatus 20A corresponds to the data-
recording apparatus provided by the present invention.
The primary-recording-medium apparatus 1 and the
secondary-recording-medium apparatus 20A form a data
transfer system.
The primary-recording-medium apparatus 1 is
implemented by typically a personal computer. For the
sake of convenience, in the following explanation, by a
personal computer, the primary-recording-medium apparatus
1 is meant. However, the primary-recording-medium
apparatus 1 is not necessarily a personal computer.
In order to carry out operations of the data
transfer apparatus provided by the present invention, the

personal computer functioning as the primary-recording-

medium apparatus 1 executes software for implementing
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accunul ati on and transfers of SDM content data, which are initiated in

t he personal conputer 1. An HDD 5 enbedded in or externally added to the
personal conputer 1 serves as the primary recording nedium (and
primary-recordi ng-nediumdrive neans). It is to be noted that, while the
HDD5 is used as the primary recording nmediumin the explanation of the
enbodi nent, a recording nmediumfunctioning as the primary recording
mediumis not necessarily an HDD. The primary recording nediumcan be one
of a variety of conceivable recording mediuns such as an optical disc, a
magnet o- opti cal em conduct or ry edded in th

primary- reéGFHWHga%ﬁﬂﬂl appars §§51°§n§n§ ngﬁ g@ﬁﬁco %&6?br menory
such as a nenory card. The rlnary-recordlng nedlun1apparatus 1 is capable
of conmuni EX€i ngikiekes &Bnﬁéﬁtp?éFP@FlQFOPﬁwﬁﬁﬁh a conmmuni cation network
110. Content data such as nusic can, be downl oaded fromthe content server
91 to the prinmary3nr2RBrdi apeeddedninpphr axtigrnaliy addpdelire§Beto say that
a plurality of content servers 91 nay be connected to the comunication

net wor k 11@erfhaadseomphitee lpsieryep- aseddedprgmagdi meceyddngt us 1 can
receive a service to downl oad various kinds of data fromany arbitrary one
of the comediumsdawndr prifary9drecording-medium drive means). It is
to be noted that, while the HDD5 is used as the primary
recording medium in the explanation of the embodiment, a
recording medium functioning as the primary recording
medium is not necessarily an HDD. The primary recording
medium can be one of a variety of conceivable recording
mediums such as an optical disc, a magneto-optical disc,
a semiconductor memory embedded in the primary-recording-
medium apparatus 1 and a portable semiconductor memory
such as a memory card.
The primary-recording-medium apparatus 1 is capable
of communicating with a content server 91 through a
communication network 110. Content data such as music can
be downloaded from the content server 91 to the primary-
recording-medium apparatus 1. It is needless to say that
a plurality of content servers 91 may be connected to the
communication network 110. The user of the primary-
recording-~medium apparatus 1 can receive a service to

download various kinds of data from any arbitrary one of

the content servers 91.
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Content data downl oaded fromthe content server 91 to the persona
conputer 1 can be content data conformng to the SDM standard or content
data not conformng to the SDM standard. A transmission |ine formng the
comruni cation network 110 is a wire or radi o public conmunication |ine.
As an alternative, a transmssion line formng the comunication network
110 can be a dedicated line connecting the personal conputer 1 to the

content server

91. To put it concretely, the comruni cation network 110

can be the Internet, a satellite comunication network, an optical fiber
network or any other communication_|ine. The HDD 5 of the personal conputer
1 can be an enbelAB4SBE Exter AQFPyoedRfeler dhe&c caritedts SEXdRTtVIPRg a

package medi um 90 such as a CD-DA or. a DVD, fromwhich content data such

as nusic i &9

&R0 AFEEPR AN qamRuted |loviialy Rfe S s torfla tiah & PHA@E e dredi um

90 is al so

referred to as a disc 90 or a renovabl e recordi ng nmedi um 90.
The persondl® d&fp M Fhahdagithedt ewnterd Sdeomddr yeardesmding -teedi um
apparatus 20A or 20B, to which content data stored in the HDD 5 can be
t ransf er r edheTiFdMIs sdemd@nd .r ecor di ng- medi um appar atus 20A or 20B is a
recordi ng apparatus or a recording/reproduction apparatus 40

A transmission line forming the communication
network 110 is a wire or radio public communication line.
As an alternative, a transmission line forming the
communication network 110 can be a dedicated line
connecting the personal computer 1 to the content server
91. To put it concretely, the communication network 110
can be the Internet, a satellite communication network,
an optical fiber network or any other communication line.

The HDD 5 of the personal computer 1 can be an
embedded or externally connected disc drive for driving a
package medium 90 such as a CD-DA or a DVD, from which
content data such as music is reproduced. In the
following description, the package medium 90 is also
referred to as a disc 90 or a removable recording medium
90.

The personal computer 1 is connected to a
secondary-recording-medium apparatus 20A or 20B, to which
content data stored in the HDD 5 can be transferred. The
secondary-recording-medium apparatus 20A or 20B is a

recording apparatus or a recording/reproduction apparatus
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for recording data onto a secondary recording nedium Thus, content data
received fromthe personal conputer 1 can be recorded onto the secondary
recording mediumin a copy operation. There are a variety of conceivable
exanpl es of the secondary-recordi ng-nmedi um apparatus 20A or 20B. In the
foll ow ng description, however, the secondary-recordi ng- nmedi um appar at us
20B is a recording apparatus conformng to the SDM standard. In the
secondar y-recordi ng- medi um apparatus 20B conformng to the SDM standard,
the secondary recording mediumis assuned to be a nenory card conform ng
to the SDM standard. Such a nmenory card enpl oys a sem conductor mnenory
such as a FCISHSRAFSNY ARfe e e SHFPRARALY e HHGTERdiH B ppar at us 20B
is a recording/reproduction apparatus for recording and reproducing data
onto and f riémsSa RETHap tc&lad-ac aiEamiviasy from ttihe $EMIsStadndmmbutier this case,
an SDM content is recorded on the secondary recording nmediumin an
encrypt ed B de Temoardesl omdat ddearssavinglamt imacamtiage metidroritata
including a content ID stored in the secondary recording nedium conform ng
to the SDMcogtvamgeratifme content IDis wused as an identifier for.
identifying an SDM content. 41
There are a variety of conceivable examples of the
secondary-recording-medium apparatus 20A or 20B. In the
following description, however, the secondary-recording-
medium apparatus 20B is a recording apparatus conforming
to the SDMI standard.
In the secondary-recording-medium apparatus 20B
conforming to the SDMI standard, the secondary recording
medium is assumed to be a memory card conforming to the
SDMI standard. Such a memory card employs a semiconductor
memory such as a flash memory. Thus, the secondary-
recording-medium apparatus 20B is a
recording/reproduction apparatus for recording and
reproducing data onto and from a memory card conforming
to the SDMI standard. In this case, an SDMI content is
recorded on the secondary recording medium in an
encrypted state.
There is created an information management format
including a content ID stored in the secondary recording

medium conforming to the SDMI standard. The content ID is

used as an identifier for identifying an SDMI content.
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When content data is stored in the HDD 5 of the personal conputer 1, a
content IDis generated by an application for the content data and stored
inthe HOD 5 along with the content data. In addition, check-outs and
check-ins are managed by using content IDs. It is assumed that, when
content data is recorded onto the secondary recording mediumconformng to
the SDM standard, the content ID of the content data can al so be recorded
onto the secondary recording nediumalong with the content data. On the
ot her hand, the secondary-recordi ng-nedium apparatus .20A is a
data-recordi n %ggaratus not ., conformng to the SDM standard. Details of

the secon¥8fy- St Ger8diiEmSIFFafatts EARRD P B¢ THEsasHEFAater. The
secondary recordi ng_nmedi um of the secondary-recordi ng- medi um appar atus 20A
i s used foFoMPUSETNG af SERItEESNIEnt s WFPER tequite S NprERIAIGASH BY its
copyright, in an unencrypted state. An exanple of this .
secondar y- £@&oithien §orEgniimigigaradustioyed mimithg @D Phad ondaiwidhanpl e of
the secondary-recording-medi um apparatus 20A is a mni-disc _
recor di ng/ tépr contendn dappar alnsadiihtiohe €bhetbwPngsdasdr cperckninshe
secondary-recordi ng-nmedi um apparatus 20A is also referred to sinply as a
recor di ng/ eepr odneagiedn bgp paiaibusocddAnitn IPene Tases. ad2umed that,

when content data is recorded onto the secondary

recording medium conforming to the SDMI standard, the

content ID of the content data can also be recorded onto

the secondary recording medium along with the content

data.

On the other hand, the secondary-recording-medium

apparatus 20A is a data-recording apparatus not

conforming to the SDMI standard. Details of the

secondary-recording-medium apparatus 20A will be

described later. The secondary recording medium of the

secondary-recording-medium apparatus 20A is used for

storing an SDMI content, which requires protection of its

copyright, in an unencrypted state. An example of this

secondary-recording-medium apparatus is a mini disc. Thus,

an example of the secondary-recording-medium apparatus

20A is a mini-disc recording/reproduction apparatus. 1In

the following description, the secondary-recording-medium

apparatus 20A is also referred to simply as a

recording/reproduction apparatus 20A in some cases.
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In this case, in order not to lose a function to protect a copyright even
if an SDM content is recorded in an unencrypted state, successful
aut hentication to be described later is taken as a condition for an
operation to copy the SDM content. A secondary recordi ng nmedi umof the
secondary- recordi ng-nedi um apparatus 20A is a conventional medium which
has been becom ng popul ar. An exanple of the secondary recording nediumis
a mni disc. However, the secondary recordi ng nedi um of the
secondary-recordi ng- nedi um apparatus 20A does not include an area for
storing a content ID. For this reasqQn, a special managenent technique is
adopted for conteh® FBiSaSasfr|iBeCHeSEr PBEJTOl 4PEF. 2] EUNSTEBNpECNOL ed t hat
a nmedium which data is recorded onto and reproduced from by the
secondar y- PFEEEFE Agcrpdrdmhipsaeat i 20ASDM gontend tied nesogdeichi  di sc.
Q her secondary recording nedi unms of the secondary- recording-nmedi um
appar at us 20AagonRaen¢alPyednsitade . a surmessy uda g tévepitdyakg o denibeonduct or
menmory such as a flash nmemory, a mini disc functioning as a magneto-
optical di descaibpdRlgCerRésortdileners a CONRLIOD fReweint apelratd ddvD- RAM a
DVD-R and a DVD-RW Thus, the secondary-recordi ng-nedi um apparatus 20A can
be any 43 to copy the SDMI content.
A secondary recording medium of the secondary-

recording-medium apparatus 20A is a conventional medium,

which has been becoming popular. An example of the

secondary recording medium is a mini disc. However, the

secondary recording medium of the secondary-recording-

medium apparatus 20A does not include an area for storing

a content ID. For this reason, a special management

technique is adopted for content IDs as will be described

later.

It is to be noted that a medium, which data is

recorded onto and reproduced from by the secondary-

recording-medium apparatus 20A, is not limited to a mini

disc. Other secondary recording mediums of the secondary-

recording-medium apparatus 20A conceivably include a

memory card employing a semiconductor memory such as a

flash memory, a mini disc functioning as a magneto-

optical disc, a CD-R (CD Recordable), a CD-RW (CD

Rewritabe), a DVD-RAM, a DVD-R and a DVD-RW. Thus, the

secondary-recording-medium apparatus 20A can be any
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recordi ng apparatus as long as the recording apparatus is capable of
recordi ng data onto any one of these recording nediuns. The personal
conputer 1 is connected to the secondary-recording-nmedi um apparatus 20A or
20B by Iine conformng to a transm ssion standard such as the USB
(Universal Serial Bus) or |IEEE-1394 standard. It is needless to say that
anot her kind of transm ssion line can also be used as |long as the other
transmission line is capable of transmitting content data or the |iKke.
Exanpl es of the other transmssion |ine are a wire transmssion line and a
radio transm ssign line. 3. Data Paths of SDM Contents Assune for, exanple

a system | FREFHETShGRR TR HWiSg 35 49T &% C FEE O FHRFE 5 bed by
the SDM standard are shown in Fig. 5. It is to be noted that a nusical
cont ent go&ePaCo@h HaFOrddrd St IOt o Sinfy dartias® FrcHE e
personal conputer 1, which is provided with the HDD 5 as the primary
recordi ng medilms.to store the nusical content onto the HDD 5 or to
transfer the content to an external apparatus such as the
secondary-recor di ijenpdranpmaappamptiter20Aier c20Beckrdothetheor ds, the data
paths are 44 inplenented by software executed by the personal conputer

secondary-recording-medium apparatus 20A or 20B by line

conforming to a transmission standard such as the USB

(Universal Serial Bus) or IEEE-1394 standard. It is

needless to say that another kind of transmission line

can also be used as long as the other transmission line

is capable of transmitting content data or the like.

Examples of the other transmission line are a wire

transmission line and a radio transmission line.

3. Data Paths of SDMI Contents

Assume for example a system like one shown in Fig.
4. In this case, data paths prescribed by the SDMI
standard are shown in Fig. 5f

It is to be noted that a musical content goes
through the data path in processing carried out by the
personal computer 1, which is provided with the HDD 5 as
the primary recording medium, to store the musical
content onto the HDD 5 or to transfer the content to an
external apparatus such as the secondary-recording-medium

apparatus 20A or 20B. In other words, the data paths are
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1 to carry out processing to store the nmusical content onto the HDD 5 or
to transfer the content to the external apparatus. Procedures and
processing to store a nusical content onto the HDD 5 or to transfer the
content to an external apparatus through the data paths shown in Fig. 5
are denoted by reference notations DP1 to DP9. In the follow ng
description, reference notations DP1 to DP9 are wused to refer to their
respective procedures. In a procedure DPl, content data distributed by the
external content server 91 to the personal conputer 1 by way of the
communi cation_network 110 shown in Fi [ exam ned to forn1at%ngnent

as to whet RBPLEPeR&ES Ry gativars &xégﬁﬁéﬁtbﬁe&ﬁﬁrpﬁésﬁ Péthe COFRR its
copyright in conformty with the SDM standard. Content data distributed
by the extérﬁ&lCééﬁﬂeﬁPts@F9€ﬁ591nﬂotPhétoﬁér§8ﬁamu§dﬁﬁ&téPnfe@} way of the
comruni cation network 110 is referred to as a network content. A network
content di spitpbithedHBP Bherekrcetiansfegnttdst coateat $p ttde Iggternal
secondary-recordi ng- medi um apparatus 20A or 20B can be a content
conf or m ngaprpatrhgusSDM standard or a content having nothing to do with the
SDM standard. A content conformng to the SDM standard 45 and a content
havi ng not hi ng t oPdocadthe$ heandDMoséasilagdto store a musical

content onto the HDD 5 or to transfer the content to an

external apparatus through the data paths shown in Fig. 5

are denoted by reference notations DP1l to DP9. 1In the

following description, reference notations DPl to DP9 are

used to refer to their respective procedures.

In a procedure DPl, content data distributed by the

external content server 91 to the personal computer 1 by

way of the communication network 110 shown in Fig. 4 is

examined to form a judgment as to whether or not the data

is a content requiring protection of its copyright in

conformity with the SDMI standard. Content data

distributed by the external content server 91 to the

personal computer 1 by way of the communication network

110 is referred to as a network content.

A network content distributed by the external
content server 91 to the secondary-recording-medium
apparatus 20A or 20B can be a content conforming to the

SDMI standard or a content having nothing to do with the

SDMI standard. A content conforming to the SDMI standard
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are referred to as an SDM -conform ng content and a non- SDM content
respectively. An SDM -conform ng content has been encrypted by using a
content key CK in a key encryption process such as a DES process.
Typically, the pre-encryption data of an SDM-conform ng content is
encoded data A3D conpressed by using a conpression technique such as
ATRAC3. In this <case, the encrypted SDM -conform ng content is expressed
by reference notation E (CK, A3D). If the distributed network content is an
SDM - conform ng content, the data path continues fromthe procedure DP1l
to a procedure DP2, in which the network content is stored as an SDM

cont ent i n23Mfe 3HEOMS o0y Vidwg Rad otk N itPadp Meddr divty SRRV &andfadhi s
case, the content data is witten into the HDD S5 in the distributed state
E (CK, A3DpT&s refergedado as ain SOYHropa formd ngomoariendardd @ avde
decrypted before Dbeing encrypted again by using another content key CKI to
gener at e efOMJpcon teatta rEspeektiva3l). to be stored onto the HDD 5. That is
to say, the content key is changed fromCK to CKI. If the distributed
network content i3naSh¥h-SOhvEcrmdongenbntentt hesobhen handyptkd dagta path
continues from46 the procedure DP1 to a procedure DP3, in which a

using a content key CK in a key encryption process such

as a DES process. Typically, the pre—-encryption data of

an SDMI-conforming content is encoded data A3D compressed

by using a compression technique such as ATRAC3. In this

case, the encrypted SDMI-conforming content is expressed

by reference notation E (CK, A3D).

If the distributed network content is an SDMI-

conforming content, the data path continues from the

procedure DPl to a procedure DP2, in which the network

content is stored as an SDMI content in the HDD 5 serving

as the primary recording device.

In this case, the content data is written into the

HDD 5 in the distributed state E (CK, A3D) as it is. As

an alternative, the content data is once decrypted before

being encrypted again by using another content key CK’ to

generate encrypted data E (CK’, A3D) to be stored onto

the HDD 5. That is to say, the content key is changed

from CK to CK’.

If the distributed network content is a non-SDMI

content, on the other hand, the data path continues from
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wat er mar k- check process is carried out. The watermark- check process is a
screeni ng process based on a watermark. Also in the procedure DP3, a

wat er mar k- check process is carried out on a disc content w thout
executing the procedure DP1. A disc content is a content read out froma
package nmedi um nounted on a drive enbedded in the personal conputer 1 or
nmounted on a disc drive connected to the personal conputer 1. An exanple
of the enbedded drive is a ROMdrive. Exanples of the package nedi um
include a CD-DA and a DVD. That is to say, for a disc content, which is
cont ent datganot conforning to the SDM standgrdh a_ _wat er mar k- check

process istB§rPragegure PFLthe &i BECEEALERt Pddes tRot'"p&8s 2t he wat er mar k-
check process, the data path continues fromthe procedure DP3 to a
procedure PRPESERaRki EhefkePdPSesSonteRtrdedyetér ni heE YotBEMArEont ent t hat
cannot be copied in the data paths. A variety of conceivable concrete
handl i ngs CéaﬁkarPﬁﬁﬁénéﬁtéﬁ‘%QFQﬁRﬂPQfﬁ?Qﬁﬁﬁiﬁp%ﬁego@FmarH?tﬁémaréxanple,
such a disc content is stored into the HDD 5 but treated |ike content data
t hat cannot be tr&hséeinethé gprocéduperpbse af webpyhagkoecheaoki ng t he data
to another nmedium As an alternative. conceivable handling, such a 47 disc
content i|ispmotestoiedciemrtiird HDD bni B tiheccophérnt without

executing the procedure DPl. A disc content is a content

read out from a package medium mounted on a drive

embedded in the personal computer 1 or mounted on a disc

drive connected to the personal computer 1. An example of

the embedded drive is a ROM drive. Examples of the

package medium include a CD-DA and a DVD.

That is to say, for a disc content, which is
content data not conforming to the SDMI standard, a
watermark—-check process is carried out.
If the disc content does not pass the watermark-

check proéess, the data path continues from the procedure

DP3 to a procedure DP5 in which the disc content is

determined to be a content that cannot be copied in the

data paths. A variety of conceivable concrete handlings

can be implemented through the design of software. For

example, such a disc content is stored into the HDD 5 but

treated like content data that cannot be transferred for

the purpose of copying or moving the data to another

medium. As an alternative conceivable handling, such a
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processing conformng to the SDM standard. If the content passes the

wat er mar k- check process, that is, if an electronic watermark exi sts and a
copy control bit is confirmed to indicate that a copy operation is
permtted, on the other hand, the content is determned to be content data
that can be copied legally. 1In this case, the data path continues to a
procedure DP4 to forma judgnent as to whether or not the content is to

be handled in conformty with the SDM standard. Wether or not a content
is to be handl ed as data conformng to the SDM standard is dependent on

t he software desi user setting or the like. If the content is not to

n, a . .

be handleddFﬁccﬁﬁ%GFHFtﬁs BPth SEREC8DNP SPEnERPd> the T8&t §OP&R Tcont i nues
to a procedure DP6 in which the content is treated as a non- SDM content
and excl ud@doFresMmitHe CEBAPERLNGatts pheh SPMInféARAgY 0 t he SDM st andar d.
For exanple, a transfer of the content to a recording apgaratus not
conforming to thefSBM eerbeREdrassepabhedvaternpekceheekt Precesshe
handl ed in conformty with the SDM standard, on the other hand, the data
pat h cont ithaés i, omft be phlecédond cDR4 tegmahidk exdcdduradDR2 copy whi ch t he
content data is encrypted and stored into the 48 HOD 5 as an SDM content.
To be norecspecofli bitt he confirmed to indicate that a copy

operation is permitted, on the other hand, the content is

determined to be content data that can be copied legally.

In this case, the data path continues to a procedure DP4

to form a judgment as to whether or not the content is to

be handled in conformity with the SDMI standard. Whether

or not a content is to be handled as data conforming to

the SDMI standard is dependent on the software design, a

user setting or the like.

If the content is not to be handled in conformity

with the SDMI standard, the data path continues to a

procedure DP6 in which the content is treated as a non-

SDMI content and excluded from the content-data path

conforming to the SDMI standard. For example, a transfer

of the content to a recording apparatus not conforming to

the SDMI standard is enabled.

If the content is to be handled in conformity with
the SDMI standard, on the other hand, the data path

continues from the procedure DP4 to the procedure DP2 in

which the content data is encrypted and stored into the
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content data is stored into the HDD 5 typically in an E (CK, A3D) or E
(CK1, A3D) state. In accordance with the data paths described above, an
SDM network content or an SDM disc content is stored into the HDD 5,
which is used as a primary recording nedium An SDM network content is a
content, which is received fromthe communi cati on network 110 and to be
handled in conformty with the SDM standard. on the other hand, an SDM
disc content is a content, which is read out froma disc such as a CD DA
or another medium and to be handled in conformty with the SDM standard.

In addition n SDM content, a content |ID unique.to e SDM content
is generat@g aﬁda§tBFeéDMﬁtﬁonFﬁgtHDdD@ B?Oﬂ%rﬁﬁ?ﬂegﬁgl DN%Qﬁontent. The

content IDis wused in nmanagenent of usage rules, which_is executed for
each SDM E6REERE 88thi BF B&odescinted that 8PP Pn ta@iGrdddcd™widkh Ea
predeterm ned rule, an SDM content stored in the HODD 5 is transferred to
the recordCig/ P@Qﬁo@ﬁcﬂ dkKdppaBRust20B -conforning to the SDM standard
so that the content can be copied to a secondary recordi ng nedi um al so
conform ng to thelSDMcosdandarditihstdesdarbedathovdesanilspiyl aboveent can
be an SDM network content or an SDM disc content. In addition, 49 in the
case of thies epNadneembrkbesndesntt lbeg an SDMI disc content is stored

into the HDD 5, which is used as a primary recording

medium. An SDMI network content is a content, which is

received from the communication network 110 and to be

handled in conformity with the SDMI standard. On the

other hand, an SDMI disc content is a content, which is

read out from a disc such as a CD-DA or another medium

and to be handled in conformity with the SDMI standard.

In addition, for an SDMI content, a content ID

unique to the SDMI content is generated and stored into

the HDD 5 along with the SDMI content. The content ID is

used in management of usage rules, which is executed for

each SDMI content as will be described later.

In accordance with a predetermined rule, an SDMI

content stored in the HDD 5 is transferred to the

recording/reproduction apparatus 20B conforming to the

SDMI standard so that the content can be copied to a

secondary recording medium also conforming to the SDMI

standard. As described above, an SDMI content can be an

SDMI network content or an SDMI disc content. In addition,

49



recordi ng/ reproduction apparatus 20B conform ng to the SDM standard, the
SDM content stored in the HDD 5 can also be transferred to the

recordi ng/ reproducti on apparatus 20A not conformng to the SDM standard
under a predetermned condition. First of all, assune that the personal
conputer 1 enploying the HDD 5 is connected to the recording/reproduction
apparatus 20B conformng to the SDM standard. In this case, an SDM
content stored in the HDD 5 is transferred to the recordi ng/reproduction
apparatus 20B as follows. In the case of an SDM disc content, a usage rule
for transferring the content is determned_ in advance. In a procedure DP8,

the transféR &Pet kesepRt dinde eBRosimentec HeFiingst &ehe usage rule to the
recordi ng/ reproducti on apparatus 20B confornmng to the SDM standard for
t he purp0§€C@Fdé@SVFﬁ§rPﬁ@C@GﬁFeﬁPP@Ga¢W§ 2@€b6¥ﬂﬂﬁﬁwwé%W66Ud?ﬁbn
apparatus 20B is recognized. It is to be noted that these data paths are
paths of &DMieskasgierdr &heoSOMdt conteatt shvsfesk ia ddvet &PD f @@n t he HDD 5
serving as a primary recording nmediumto a secondary recording nedi um such
as a nmenor plsar dentumansderged e rtdeonrdiceg/diag/odpatadus tdemar at us 20B
conformng to 50 the SDM standard or the recording/reproduction apparatus
apparatus 20A not conforming to the SDMI standard under a
predetermined condition.
First of all, assume that the personal computer 1
employing the HDD 5 is connected to the
recording/reproduction apparatus 20B conforming to the
SDMI standard. In this case, an SDMI content stored in
the HDD 5 is transferred to the recording/reproduction
apparatus 20B as follows.
In the case of an SDMI disc content, a usage rule
for transferring the content is determined in advance. 1In
a procedure DP8, the transfer of the SDMI disc content
according to the usage rule to the recording/reproduction
apparatus 20B conforming to the SDMI standard for the
purpose of copying the content to the
recording/reproduction apparatus 20B is recognized.
It is to be noted that these data paths are paths
of a check-out or an operation to transfer a content from
the HDD 5 serving as a primary recording medium to a

secondary recording medium such as a memory card mounted

on the recording/reproduction apparatus 20B conforming to
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20A conformng to the SDM standard to copy the content to be reproduced
by the recordi ng/ reproduction apparatus 20B or 20A. An operation opposite
to a check-out is a check-in, which is an operation to transfer or nove a
content fromthe secondary recordi ng medium back to the primary recording
medium It is worth noting that, in such a nove operation to transfer a
content fromthe secondary recording nedium back to the primary recording
medium the content data is erased fromthe secondary recording nmedium As
a usage rule of a transfer of an SDM disc content, an upper limt is

i nposed on the nunber of allowable check-outs. For exanple, up to three

check- out s t8fe SPEIrStRSGafrs OF Finec & o5 T3 MELFePFdalc thols 2PRATedMSent can
be copied to up to three secondary recording nediuns conformng to the
SDM st anddfd cenépesinguito dher SOMInstangarda teomoat the mend@™Mack from a
secondary recording mediumto the primary recording mediumin a check-in,
t he nunber tof beheekrodusedaibwi ddhcoute con diang /frep rodve tdom @ppadattals s
decrenented by 1. Thus, even after a content has been copied to three
secondary EéBoprdi 3§A.neAhuaperahionnbpposdtehtoSBMhethandatdist ke cont ent
can be copied again to a secondary recordi ng nedium 51 conformng to the
SDM st andahe cpr-dwi, dedhitchati st lae opeirention to transfer or move a

content from the secondary recording medium back to the

primary recording medium. It is worth noting that, in

such a move operation to transfer a content from the

secondary recording medium back to the primary recording

medium, the content data is erased from the secondary

recording medium.

As a usage rule of a transfer of an SDMI disc

content, an upper limit is imposed on the number of

allowable check-outs. For example, up to three check-outs

are permitted for a piece of content data. Thus, a

content can be copied to up to three secondary recording

mediums conforming to the SDMI standard in check-out

operations. When a content is moved back from a secondary

recording medium to the primary recording medium in a

check—-in, the number of check-outs carried out so far for

the content data is decremented by 1. Thus, even after a

content has been copied to three secondary recording

mediums conforming to the SDMI standard, the content can

be copied again to a secondary recording medium
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has been noved fromone of the three secondary recording nediuns in a
check-in back to the primary recording nedium That is to say, content data
is permtted to exist in up to three secondary recordi ng nedi uns
conformng to the SDM standard. Also in the case of an SDM network
content, a usage rule for transferring the content is determned in
advance. In a procedure DP7, the transfer of the SDM network content
according to the usage rule to the recording/reproduction apparatus 20B
conformng to the SDM standard for the purpose of copying the content to

t he recordi nglreproducti on apparatus 508 is rec i zed. a usage rul e of
a transferCBgfaﬁBSBWItﬁeFRBrEBMEoﬁF@H ?rgnpﬁﬁﬁégggiﬁﬁ?tiAﬁﬁnﬁBEEgnﬁn t he
nunmber of _allowabl e check-outs as is the case with an SDM dis¢ content.
The upper P#fi PeeBnMBECENETSBNBNEsOSr THET FBFERt SSFPBRATHe FEFPEAPNi t set
for an SDM disc content. For exanple, an upper limt of 1 inposed on the
nunber of mafiipRebia aheBrRchuls PacéofieeithgbPEIMRRYL KESOEHIBTI each piece
of content data can be copied only to one secondary recording medium
conf or mi ngmeditme SDMtsiandarsky) fcombentomreatigdaparnsthedetioback from
the secondary recording nmediumto the primary recording nediumin a
check-in, tkésb2iconpend daraecarcbedeopi edcagdingt medismsondary recordi ng

conforming to the SDMI standard.

Also in the case of an SDMI network content, a

usage rule for transferring the content is determined in

advance. In a procedure DP7, the transfer of the SDMI

network content according to the usage rule to the

recording/reproduction apparatus 20B conforming to the

SDMI standard for the purpose of copying the content to

the recording/reproduction apparatus 20B is recognized.

As a usage rule of a transfer of an SDMI network

content, an upper limit is imposed on the number of

allowable check-outs as is the case with an SDMI disc

content. The upper limit can be the same as or different

from the upper limit set for an SDMI disc content. For

example, an upper limit of 1 imposed on the number of

allowable check-outs is conceivable. In this case, each

plece of content data can be copied only to one secondary

recording medium conforming to the SDMI standard. If the

content data is moved back from the secondary recording

medium to the primary recording medium in a check-in, the
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medi um conformng to the SDM standard. An SDM content copied in
accordance with these wusage rules froma primary recording nediumto a
secondary recordi ng mediumconformng to the SDM standard in a check-out
is transferred through a transmission line in an encrypted state. To be
nore specific, the SDM content is transferred through a transm ssion |ine
inan E (CK, A3D) or E (CKI , A3D) state. Then, the SDM content
transferred in an encrypted state is received by the recordi ng/ reproduction
apparatus 20B conformng to the SDM standard to be copied to the
secondary recordi n%arredi umin the encrypted state as it is. In ami{g;perati on

carried oufOByephedatacErdi RG FORLEGuEERIR &Ppar SCTONIGE Yc 5FCOM to the
SDM standard to reproduce the SDM content copied and recorded to the
secondary FeEdbBi ggnFedMing tive thenSOMI siténdazd-out from the secondary
recording medi um and decrypted to reproduce the content. To put it in
detail, the cont®ntSHM4Iaceetenrtedophedhensecontdapceeddtti Kgesaedi umin
the E (CK, A3D) or E (CK, A3D) state is decrypted by using the content
key CK or GKkRgeorgérer dtrem eeppdoiinyelrngcaraddmgemedduCo B (CK, A3D)} = A3D
or D53 {CK', E(CK, A3D)} = A3D, which is the original

secondary recording medium conforming to the SDMI

standard in a check-out is transferred through a

transmission line in an encrypted state. To be more

specific, the SDMI content is transferred through a

transmission line in an E (CK, A3D) or E (CK’, A3D) state.

Then, the SDMI content transferred in an encrypted

state is received by the recording/reproduction apparatus

20B conforming to the SDMI standard to be copied to the

secondary recording medium in the encrypted state as it

is.

In an operation carried out by the

recording/reproduction apparatus 20B conforming to the

SDMI standard to reproduce the SDMI content copied and

recorded to the secondary recording medium, the content

is read out from the secondary recording medium and

decrypted to reproduce the content. To put it in detail,

the content data recorded in the secondary recording

medium in the E (CK, A3D) or E (CK’, A3D) state 1is

decrypted by using the content key CK or CK’ to generate

respectively a content D {CK, E (CK, A3D)} = A3D or D
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unencrypted content data conpressed by using the ATRAC3 conpression

techni que. The original unencrypted conpressed content A3D is subjected to
processi ng such as a deconpression process opposite to the ATRAC3
conpressi on process to carry out denodul ati on processing to produce out put
audi o data such as nusic. As described above, a copyright for content data
conformng to the SDM standard can be properly protected by the encrypted
state of the content data along the data paths for a check-out of the
content data to the recording/reproduction apparatus 20B conformng to the
SDM standa\rggﬁ,and the encrypted state of the content data in the secondary
recordi ng i 'umast el - )or 6pédRr WHdthedted iy @A tfenagenent execut ed
by checking the wusage rules set for content transfers. If the

recor di ng/ UESIEIYRLESh capyfardt ¢ 2o Aampresdiftbdied iaa HOpHFA conput er

1, on the other hand, the follow ng processing is carried out. It is to be
not ed t hat coxprgssdarbdecdirdwe .unlChkeortipénrécondnegipéepdoduct i on
apparatus 20B conformng to the SDM standard, the recording/reproduction
appar at us c2okrescEdds car teorit 3D dt 6w jsectlaroy prresersth ingy nadiiuas such as
a mni disc in an unencrypted state. Since a 54 content is recorded onto a
m ni di sc ian decompercsipnedrocess opposite to the ATRAC3
compression process to carry out demodulation processing
to produce output audio data such as music.
As described above, a copyright for content data
conforming to the SDMI standard can be properly protected
by the encrypted state of the content data along the data
paths for a check-out of the content data to the
recording/reproduction apparatus 20B conforming to the
SDMI standard and the encrypted state of the content data
in the secondary recording medium as well as properly
protected by copy management executed by checking the
usage rules set for content transfers.
If the recording/reproduction apparatus 20A is
connected to the personal computer 1, on the other hand,
the following processing is carried out.
It is to be noted that, as described above, unlike
the recording/reproduction apparatus 20B conforming to
the SDMI standard, the recording/reproduction apparatus

20A records a content onto a secondary recording medium

such as a mini disc in an unencrypted state. Since a
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state, the content data copied to and recorded on the mni disc can be can
be reproduced by an ordinary mni- disc reproduction apparatus, which has
been becom ng popular in general so that nore convenience can be offered
to the user. Since a content is recorded onto a mni disc in an

unencrypted state, however, a problemis raised in the protection of the
copyright for the content. In order to solve this problem it is necessary
to satisfy predeterm ned conditions for transferring content data to the
recordi ng/ reproduction apparatus 20A. In order to transfer an SDM network
content to th recordln [ reproduction app%ratus 20A and record the

content onf8" eEécéﬁdéFﬁ FEEST GPhG Aelittm CASEn T PuREnEFYECEdPH S e in a
copy operation, it is necessary to satisfy the followng three transfer
condi t i onsSE8itet h éhec669t85§rgPFBnCOPiFdTﬁé PEErEICRGPFEP PEAIEE o

apparatus 20A shall pass_ an authentication process, giving an CK

aut henti cafiiBh digs§uFen pg) CiRebEoFePIrgRUCSINEY $RalPrHEedgnMEeithe copy
operation to transfer the content data to the recording/reproduction

appar at us 29Acangprredvcd ivhe aprezasssonwd iche hasc bedar pecesdndi ng nmedi um

popular in general so that more convenience can be
offered to the user.

Since a content is recorded onto a mini disc in an
unencrypted state, however, a problem is raised in the
protection of the copyright for the content. 1In order to
solve this problem, it is necessary to satisfy
predetermined conditions for transferring content data to
the recording/reproduction apparatus 20A.

In Qrder to transfer an SDMI network content to the
recording/reproduction apparatus 20A and record the
content onto a secondary recording medium in an
unencrypted state in a copy operation, it is necessary to
satisfy the following three transfer conditions for the
copy operation:

(1) The recording/reproduction apparatus 20A shall pass
an authentication process, giving an OK authentication
result.

(2) The copyright owner shall recognize the copy
operation to transfer the content data to the

recording/reproduction apparatus 20A and record the data
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(3) The transfer of the content data shall abide by usage rules set for
check-outs and check-ins. It is not possible to carry out a copy operation
to transfer the content data to an apparatus other than the
recordi ng/ reproduction apparatus 20B conformng to the SDM standard in an
unrestricted manner even if above transfer conditions (1), (2) and (3) are
satisfied. In this way, the function to protect a copyright is preserved.
In addition, the function to protect a copyright function due to the fact
that content data is transferred through a transmssion line in an
encrypted state and it is not until the content data is received by the

recor di ng/ PRpPobiiet FBROBPPAY at GSOPBARENAEILHB data is decrypted by the
recording/regroduction apparatus 20A. In a procedure DP9, above transfer
condi ti ons (g1) The(pyranpferspfatbecRerkentpepsreshALSDRPIASt RYr KS@ER/tent is
transferred to the recording/reproduction agparatus 20A. To put it in
detail, theutegosdinfprephedkcerhds anPpaharlsineA is subjected to a
predeterm ned authentication process. In addition, flag information or
the like includedt nig heotaonentblatto i caexandweda t copyespéyatihencopyri ght
owner's intention as to whether or not the copy operation is allowed.
Furt her norerahb€eb6thbecknouhtaddtaheokahnappagaetusl eshare thianphtaeent ed.

recording/reproduction apparatus 20B conforming to the

SDMI standard in an unrestricted manner even if above

transfer conditions (1), (2) and (3) are satisfied. 1In

this way, the function to protect a copyright is

preserved. In addition, the function to protect a

copyright function due to the fact that content data is

transferred through a transmission line in an encrypted

state and it is not until the content data is received by

the recording/reproduction apparatus 20A that the data is

decrypted by the recording/reproduction apparatus 20A.

In a procedure DP9, above transfer conditions (1),
(2) and (3) are checked before an SDMI network content is
transferred to the recording/reproduction apparatus 20A.
To put it in detail, the recording/reproduction

apparatus 20A is subjected to a predetermined

authentication process. In addition, flag information or

the like included in the content data is examined to

verify the copyright owner’s intention as to whether or

not the copy operation is allowed. Furthermore, the

56



An SDM network content copied to the recording/reproducti on apparatus 20A
under the conditions described above is transmtted through a transm ssion
line in an encrypted state as it is. To be nore specific, the SDM network
content is transmtted through the transmssion line in an E (CK, A3D) or
E (CKI , A3D) state. The encrypted SDM network content is received by the
recordi ng/ reproduction apparatus 20A having a configuration shown in Fig.
7 and then decrypted by a decryption processing unit 28 to generate the
original data A3D conpressed by using the ATRAC3 conpression technique.
Then, the encrypted content data ASBDis subjected tqo an encodi ng process
carried out® 3P Y EEMCAGTRE Keidh IR ABHES XS AdIIEEET e d he
configuration shown in Fig. 7 before being supplied to a
recor di ng/ r epr oduBti 8RMANPELYSTKoFOREEBILACAGIERe t8athe onto a nmini disc
100. Thus, in an operation to reproduce the SDM content copied to and
recorded off 9A9& NG/ rEPIFE G- amhepRagedidl PR emdstuctiorcapbarians 20A
needs to carry out the same decoding processes as an ordinary m ni-disc
system on @@S£nidsd @dovier dra thy@namiit i chremghTise t whaoudi S| QT ocesses
i ncl ude an EFM denodul ati on process, 57 an ACIRC error correction process
and a decolimessinomn encrypted state as it is. To be more specific, :

the SDMI network content is transmitted through the

transmission line in an E (CK, A3D) or E (CK’, A3D) state.

The encrypted SDMI network content is received by
the recording/reproduction apparatus 20A having a
configuration shown in Fig. 7 and then decrypted by a
decryption processing unit 28 to generate the original
data A3D compressed by using the ATRAC3 compression
technique. Then, the encrypted content data A3D is
subjected to an encoding process carried out by an
EFM/ACIRC encoder/decoder 24 included in the
configuration shown in Fig. 7 before being supplied to a
recording/reproduction unit 25 for recording the data
onto a mini disc 100.

Thus, in an operation to reproduce the SDMI content
copied to and recorded on the mini disc 100, the
recording/reproduction apparatus 20A needs to carry out
the same decoding processes as an ordinary mini-disc

system on data read out from the mini disc 100. The

decoding processes include an EFM demodulation process,
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process adopting a deconpression technique as a counterpart of the ATRAC
conpression technique. It neans that the copied content data recorded on
the mni disc 100 can be reproduced nornmally by an ordinary m ni-disc
reproducti on apparatus when the mni disc 100 is nounted on the apparatus.
That is to say, the wuser can enjoy the SDM network content copied to and
recorded on the mni disc 100 by reproduction of the content by neans of
an ordinary mni-disc reproduction apparatus not conformng to the SDM
standard. It is to be noted that, if the transfer of- a content is not
permtted in accordance with results of checking usage rules in the

procedur es2PPACIRPgeERAYDPOT TRALLAB BAPSCHAL ARIsROARCPRPERGSIST t he cont ent
is of course not transferred to the recording/reproduction apparatus 20A
or 20B. 4.PT¥9ppeal adeRtipdr at F6ROPPIrPECACTr 4RSPBEIAGpALatus
(Primary-Recordi ng- Medi um Apparatus or PC) Fig. 6 is a block diagram
showi ng t heovohekparat pénthef AZRPEI pampressspdi hgchdiaum-apparatus 1
functioning as a data transfer apparatus. The foll ow ng description
expl ains a personkt nwampsit Erauselle asophed pcombeyt 58atacoedpndedednum
apparatus 1. By building special-purpose hardware with a configuration for
executing the sane disc 100 can be reproduced normally by an

ordinary mini-disc reproduction apparatus when the mini

disc 100 is mounted on the apparatus. That is to say, the

user can enjoy the SDMI network content copied to and

recorded on the mini disc 100 by reproduction of the

content by means of an ordinary mini-disc reproduction

apparatus not conforming to the SDMI standard.

It is to be noted that, if the transfer of a

content is not permitted in accordance with results of

checking usage rules in the procedures DP7, DP8 and DP9

in the data paths shown in Fig. 5, the content is of

course not transferred to the recording/reproduction

apparatus 20A or 20B.

4., Typical Configuration of Data Transfer Apparatus
(Primary-Recording-Medium Apparatus or PC)

Fig. 6 is a block diagram showing the configuration
of a primary-recording-medium apparatus 1 functioning as
a data transfer apparatus. The following description

explains a personal computer used as the primary-
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functions as the primary-recordi ng-nmedi um apparatus 1, however, it is also
possible to create an apparatus specially used for data transfers. In this
enbodi ment, software prograns to be executed for carrying out functions of
the data transfer apparatus are installed on the personal conputer 1 to

i npl ement a prinmary-recordi ng- nedi um apparatus as the data transfer
apparatus. It is to be noted that, in this specification, a personal
conputer or a conputer has a broad neaning of the so-called

general - purpose conputer. A software program can be stored in advance in a

recordi ng nedi um.enbedd in_the co er |l es of the_enbedded
recor di ng mediut ;alé’rge“t %rad)pﬁr%ucnf:rolﬁv B@Egﬁnqglgﬁ‘d SReRERIIPUADOSE
alternativ softwar progr can be stored (or recorded) tenporarily or
per nanent | 3“81 nwa Iae c Watg e di Um BE U BsEhE 938y disc, a
CD- ROM  ( Conpact D sc Read-Only anDry) an MO (Magneto Opti cal dISC a
DVD (Di gi taflur\?érlsoé’ﬁ |5 G%Prlalwmq%r%r&-wwe aAEsuct or  menory.
A program stored in the renovable recording nmedium90 is presented to the
user as théokwvedal lidd isackage psoftilre . to BSdte jan tapdeeratotsed that, in
addition to the installation of a programfromthe renovable recordlng
specially used for data transfers.

In this embodiment, software programs to be
executed for carrying out functions of the data transfer
apparatus are installed on the personal computer 1 to
implement a primary-recording-medium apparatus as the
data transfer apparatus. It is to be noted that, in this
specification, a personal computer or a computer has a
broad meaning of the so-called general-purpose computer.

A software program can be stored in advance in a
recording medium embedded in the computer. Examples of
the embedded recording medium are the hard disk drive
(HDD) 5 and a ROM 3.

As an alternative, a software program can be stored
(or recorded) temporarily or permanently in a removable
recording medium 90 such as a floppy disc, a CD-ROM
(Compact Disc Read-Only Memory), an MO (Magneto Optical)
disc, a DVD (Digital Versatile Disc), a magnetic disc and
a semiconductor memory. A program stored in the removable
recording medium 90 is presented to the user as the so-

called package software.
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medi um 90 into the conputer, a programcan also be downl oaded into the
conputer froma download site by way of an artificial satellite for

digital satellite broadcasting by radi o conmunication or by way of a
network such as a LAN (Local Area Network) or the Internet by wire

comuni cation. In the conputer, the downloaded programis received by a
comuni cation unit 8 to be installed in the enbedded HDD 5. The conputer 1
shown in Fig. 6 includes an enbedded CPU (Central Processing Unit) 2. The
CPU 2 is connected to an input/output interface 10 by a bus 12. The CPU 2
executes a programstored in a ROM (Read-Only Menpry) 3 in advance in

accordance with altohiraiRl Rt ERA t'dahe 1P BiOHAYC oFRe he i nput/ out put

interface 10 by the user Dby operating an input unit 7 such as a keyboard,
a nouse otnatalépdphaBnef AsraAJARMefRaN tBe rREOUPDLZ FE688F9A™9pr ogr am
fromthe HDD 5 into the RAM (Random Access Menory) 4 for execution. The
program i smeddreddPninke EHDD cembpsarthe begomamnganr edépPveg by a
conmmuni cation unit 8 froma satellite or a network and installed in the
HDD 5 or dewdloatlefir omtbheéheemompblterr écomdangowedpam 80 tsubly way an
optical disc nounted on a drive 9 and installed in 60 the HDD 5. By
executing sfichnaaptogiatmlt beatEPUi2Zec@bli digiadl paaeédditeg of a data
transfer apparatus for an 8DM

broadcasting by radio communication or by way of a

network such as a LAN (Local Area Network) or the

Internet by wire communication. In the computer, the

downloaded program is received by a communication unit 8

to be installed in the embedded HDD 5.

The computer 1 shown in Fig. 6 includes an embedded

CPU (Central Processing Unit) 2. The CPU 2 is connected

to an input/output interface 10 by a bus 12. The CPU 2

executes a program stored in a ROM (Read-Only Memory) 3

in advance in accordance with a command entered to the

CPU 2 by way of the input/output interface 10 by the user

by operating an input unit 7 such as a keyboard, a mouse

or a microphone. As an alternative, the CPU 2 loads a

program from the HDD 5 into the RAM (Random—-Access

Memory) 4 for execution. The program is stored in the HDD

5 from the beginning, received by a communication unit 8

from a satellite or a network and installed in the HDD 5

or read out from the removable recording medium 90 such

as an optical disc mounted on a drive 9 and installed in
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content. The CPU 2 outputs a result of the processing to an output unit 6
or the communication unit 8 for transm ssion by way of the input/output
interface 10 for exanple, or records the result into the HDD 5 as
required. In this case, the conmunication unit 8 is capable of

communi cating with a variety of servers through the comunication network
110 shown in Fig. 4. To be nore specific, the conputer 1 is capabl e of
downl oading a network content such as a nusical content froman externa
content server 91. The downl oaded network content is subjected to
processing for_a content conformng to the SDM standard or processing not

conf or mi ngtR® FMNe TOMBYstHFEIdRY HER 1fe REAFH 35 Hde d&trd p&tF Ve, The
downl oaded network content conpleting the processing for a content
conf or mi ngP%e RIRCESOMII st hintladiaitd ste@dns bastarpPareiuasian SOMPDPMent ent into
the HDD 5. The SDM content stored in the HDD 5 is a content to be
transferrethnieentie recordi ng/ reproducti on apparatus 20B confornmng to the
SDM standard or the recording/reproduction apparatus
(recordi ng/ reprodinct iQAV Zappeiratis)a 2% Pas sihghen rauddesdimgatiomid est. 61
A connection unit 11 is a nenber connected between the
recor di ng/ seppwductioné appatiat usoRdn bodtidbe unit 8 for

transmission by way of the input/output interface 10 for

example, or records the result into the HDD 5 as required.

In this case, the communication unit 8 is capable

of communicating with a variety of servers through the

communication network 110 shown in Fig. 4. To be more

specific, the computer 1 is capable of downloading a

network content such as a musical content from an

external content server 91. The downloaded network

content is subjected to processing for a content

conforming to the SDMI standard or processing not

conforming to the SDMI standard along the data paths

described above. The downloaded network content

completing the processing for a content conforming to the

SDMI standard is at least stored as an SDMI content into

the HDD 5. The SDMI content stored in the HDD 5 is a

content to be transferred to the recording/reproduction

apparatus 20B conforming to the SDMI standard or the

recording/reproduction apparatus (recording/reproduction

apparatus) 20A passing an authentication test.
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recordi ng/ reproduction apparatus 20B so that data can be conmuni cated
between the primary-recording apparatus 1 and the recording/reproduction
apparatus 20A or the recording/reproduction apparatus 20B. Concei vabl e
exanpl es of the connection unit 11 are a USB interface and an | EEE-1394
interface. It is needless to say that a wre interface conformng to other
standards and a radio interface using an infrared ray or a wave can be
used as the connection unit 11. It is to be noted that the various kinds
of processing for inplenenting the data paths described earlier by

referring to Fig. 5 do not  have to .sequentjal processing along the tine
axis, but the précgggpﬁ§%ﬁ8p PﬁﬁFeﬁgnﬂan PREbEL: SopackRS eRaPeitiertide
pi eces of processing to pe carried out concurrently or individually
(Exanpl es of'& K&~ iR AN 1T ARRP LS e wrets or i ndi vidual Iy
are concurrent processing and object oriented processing). A program can
be carri ed F&FOIEY RY/SERFIOS USSR @PPagia tal sl 2RBalSa yeheft @lsrputaats Ben t he
di stributed processing. |In addition, a programcan be transferred to a
renpte cofPIERLCE tsel dedeigesd tthee maliyna 872 % cobgdingnlapPerfatgur dt i on of
Dat a- Recor di ng Apparatus (Secondary- Recordi ng- Medi um Appar at us or

and the recording/reproduction apparatus 20A or the

recording/reproduction apparatus 20B. Conceivable
examples of the connection unit 11 are a USB interface
and an IEEE-1394 interface. It is needless to say that a
wire interface conforming to other standards and a radio
interface using an infrared ray or a wave can be used as
the connection unit 11.

It is to be noted that the various kinds of
processing for implementing the data paths described
earlier by referring to Fig. 5 do not have to be
sequential processing along the time axis, but the
processing for implementing the data paths may include
pieces of processing to be carried out concurrently or
individually (Examples of the processing to be carried
out concurrently or individually are concurrent
processing and object oriented processing).

A program can be carried out by a single computer
or a plurality of computers in the distributed processing.
In addition, a program can be transferred to a remote

computer to be executed thereby.
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Recor di ng/ Reproducti on Apparatus) Fig. 7 is a block diagram show ng a
typical configuration. of the recording/ reproduction apparatus 20A. 1In
this case, the recording/reproduction apparatus 20A is configured by a mni
di sc recorder, for exanple. A secondary recording medium 100 is a mni
disc (or a magneto-optical disc) . The secondary recording nedium 100 is
also referred to hereafter as the mini disc 100. It is to be noted that
Fig. 7 shows the configuration of the recording/reproduction apparatus 20A
including only a systemfor processing data to be recorded onto or
reproduced fromthe mni disc used as the secondary recordi ng nmedi um 100
and a systemfor processing data transferred fromthe primary-recording-
medi um apparatus 1. Since other systens such as the driving system the

servo syst em avPiddd Hideraatden afi AatasRaeamdime Anndratuo their
respective counterparts enployed in the ordinary mni-disc
recor di ng/ éFreadéryoResppaiagudedine Appeatraitived odi agrans are onmitted. In
the recording/reproduction apparatus 20A, an MD 63 control unit (CPU) 21
serves as &e€omeisp/Berroductdnnr dbbiemgtoser ati ons to record and reproduce
data onto and fromthe mni disc 100. To put it concretely, the MD
Fig. 7 is a block diagram showing a typical
configuration. of the recording/reproduction apparatus 20A.
In this case, the recording/reproduction apparatus
20A is configured by a mini disc recorder, for example. A
secondary recording medium 100 is a mini disc (or a
magneto-optical disc). The secondary recording medium 100
is also referred to hereafter as the mini disc 100.
It is to be noted that Fig. 7 shows the
configuration of the recording/reproduction apparatus 20A
including only a system for processing data to be
recorded onto or reproduced from the mini disc used as
the seCondary recording medium 100 and a system for
processing data transferred from the primary-recording-
medium apparatus 1. Since other systems such as the
driving system, the servo system and the reproduction
output system are similar to their respective
counterparts employed in the ordinary mini-disc
recording/reproduction apparatus, their detailed diagrams

are omitted.

In the recording/reproduction apparatus 20A, an MD
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control unit 21 controls a rotation driving nmechanism a spindle servo, a
focus servo, a tracking servo, a thread servo, operations to apply a | aser
beam and a nmagnetic field to an optical head and a magnetic head
respectively and processing to encode data to be recorded and decode
reproduced data. A recording/reproduction unit 25 includes an optical
head, a magnetic head, a disc-rotation-driving systemand a servo system
In actuality, the recording/reproduction unit 25 serves as a nenber for
recordi ng and reproducing data onto and fromthe mni disc 100. . An
EFM ACI RC encoder/ decoder_24 encodes data to be fford d onto the m ni
di sc 100 &FRPHRbIB Hat@FUk ebt oRRACERS 17O t HEP M P~ st°100. As is
generally known, in the case of a mni-disc system data to be recorded is
subj ect ed TP re bhingli PRE PR bEeRS Forr P TR 274 oFePERENERt #3R2 cORES and an
EFM nodul ati on process. The EFM ACI RC encoder/decoder 24 carries out an
ACI RC encoui nfr gm ocles smimt @hs EFM @ncddi my tride expn e tdtye t61@ B recor ded
before supplying the data to the 64 recording/reproduction unit 25 1In a
repr oduct i conopel atndn, 21 heoEEM AEl KOrobatbder ddeebngrmedhani #nesaout
decodi ng processes on data

spindle servo, a focus servo, a tracking servo, a thread

servo, operations to apply a laser beam and a magnetic

field to an optical head and a magnetic head respectively

and processing to encode data to be recorded and decode

reproduced data.

A recording/reproduction unit 25 includes an

optical head, a magnetic head, a disc-rotation-driving

system and a servo system. In actuality, the

recording/reproduction unit 25 serves as a member for

recording and reproducing data onto and from the mini

disc 100.

An EFM/ACIRC encoder/decoder 24 encodes data to be

recorded onto the mini disc 100 and decodes data

reproduced from the mini disc 100. As is generally known,

in the case of a mini-disc system, data to be recorded is

subjected to an encoding process for ACIRC error

correction codes and an EFM modulation process. The

EFM/ACIRC encoder/decoder 24 carries out an ACIRC

encoding process and an EFM encoding process on data to

be recorded before supplying the data to the
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(RF signal) read out fromthe mni disc 100 and supplied to the EFM ACI RC

encoder/ decoder

processes

processing and error correction processing adopting the
buffer menory 30 buffers data to be recorded onto

i ncl ude binary conversion processing, EFM denodul ati on

24 by the recording/reproduction unit 25. The decodi ng

ACI RC techni que. A
the mni disc 100 and

data reproduced fromthe mni disc 100. That is to say, the buffer nenory
30 has a buffering function commonly known as a shock-proof function.

an operation to record data, data conpressed and

encoded by using the

In

ATRAC/ ATRAC3 technique is stored tenporarily in the buffer nmenory 30. The

data is théFCoOrEdRHFHEPRINEd N erRiteddata units intermttently from

t he

buffer nmenory 30 and supplied to the EFM ACI RC encoder/decoder 24 to be
recorded onto thelRi Ai Tf@PFEINGHFLioNn oRerefdrati dhe FEMHIRice data, data is

read out

fromthe mni disc 100 and decoded by the EFM ACI RC

encoder / de€dgedexrq deTodede 2dd @ rddtes i3 tstdmaadl ine mymreasdes ian tdetauf f er

menory 30. The stored data is

menory 30 dRF 653 gn@dpl iredd oud doer 2@ frdmicatirsd A bwnda supplied

deconpr essi on/ decodi ng process.

to the EFM/ACIRC encoder/decoder 24 by the
recording/reproduction unit 25. The decoding processes
include binary conversion processing, EFM demodulation
processing and error correction processing adopting the
ACIRC technique.

A buffer memory 30 buffers data to be recorded onto
the mini disc 100 and data reproduced from the mini disc
100. That is to say, the buffer memory 30 has a buffering
function commonly known as a shock-proof function.

In an operation to record data, data compressed and
encoded by using the ATRAC/ATRAC3 technique is stored
temporarily in the buffer memory 30. The data i1s then
read out in predetermined data units intermittently from
the buffer memory 30 and supplied to the EFM/ACIRC
encoder/decoder 24 to be recorded onto the mini disc 100.

In an operation to reproduce data, data is read out
from the mini disc 100 and decoded by the EFM/ACIRC
encoder/decoder 24. The decoded data is stored
temporarily in the buffer memory 30. The stored data is

then read out continuously from the buffer memory 30 and
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The codec 23 is a nmenber for carrying out



conpressi on processi ng and deconpressi on processing based on respectively
encodi ng and decodi ng processes adopting the ATRAC/ ATRAC3 techni que. Data
to be recorded onto the mni disc 100 is conpressed by using the

ATRAC/ ATRAC3 techni que before being subjected to the encodi ng process.
Thus, when the recording/reproduction apparatus 20A receives data, PCM
audi o data for instance, not conpleting conpression and encoding
processes, the codec 23 carries out the conpression and encodi ng processes
by adopting the ATRAC or ATRAC3 technique on the data to be recorded, and

supplies the cgﬂg§essed qiia t B@g EFM ACl RC encoder/ decoder 24. Data
read out FHHRRIME Fhid FRED T HRATTECYF W/ % eproduction unit 25 and

decoded by the EFM ACI RC encoder/decoder 24 in a reproduction operation is
a data i n LREETT 1P IRELGMY REFLEHd encoded by adoption of the
ATRAC/ ATRAC3 techni que. The data is supplied to the codec 23 by way of the
buf fer menory 30.TheTmodssted3 235 e deATRES sk tFRr et P usi ng a
deconpression technique as a counterpart of the 66 ATRAC/ ATRAC3 techni que
to generaleomﬁ¢¢ﬁ$iqnunm¢Q%§Bim@gﬁm@Jd%@@ﬁ@ﬁ@%ﬁh@%aﬂ¥%§eﬁs*?@qﬁéﬁ%? of 44.1
KHz. The digital audio data is subjected to processing including a

on respectively encoding and decoding processes adopting

the ATRAC/ATRAC3 technique.

Data to be recorded onto the mini disc 100 is

compressed by using the ATRAC/ATRAC3 technique before

being subjected to the encoding process. Thus, when the

recording/reproduction apparatus 20A receives data, PCM

audio data for instance, not completing compression and

encoding processes, the codec 23 carries out the

compression and encoding processes by adopting the ATRAC

or ATRAC3 technique on the data to be recorded, and

supplies the compressed data to the EFM/ACIRC

encoder/decoder 24.

Data read out from the mini disc 100 by the

recording/reproduction unit 25 and decoded by the

EFM/ACIRC encoder/decoder 24 in a reproduction operation

is a data in a state of being compressed and encoded by

adoption of the ATRAC/ATRAC3 technique. The data is

supplied to the codec 23 by way of the buffer memory 30.

The codec 23 decompresses the data by using a

decompression technique as a counterpart of the
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D) A conversion process, an anal og signal process and an anplification
process in an output circuit not shown in the figure to generate a speaker
out put signal representing reproduced nusic or the like. As an
alternative, the reproduced signal is output to another apparatus as
digital audio data. The configuration described above includes conponents
of a recording/reproduction apparatus of the ordinary mni-disc system
However, the recording/re~production apparatus 20A i nplenented by the
enbodi ment has additional nenbers enployed in a personal conputer to serve

as the prlna e med| um paratu nore,s ific, used for
carrying ob RX %ﬁ%@€$ ge%%%hqﬁg gogﬁggﬁgt?olge%égvgu?PBﬁgﬁﬁtted cont ent
data and decode t he data, the nmepbers include a comunication unit 26, a
DVA 27, a @&@ydtidndhe odatai Rvindi & 5B5CIRCRE¥heL nbfot yKBE: aTH% ow cont r ol
uni t 31 and a stemcontrol unit 32. The systemcontrol unit 32 (CPU) is
a menber f@igiEQﬁt¢®¢i@n@athelﬂhévbj?@E@@dFﬁgPF@ﬁ?%EEEEibﬁCéBHéPgtas 20A.
67 Typically, the systemcontrol unit 32 controls processing such as

i ssuance ob/A cenvessiénrpygenesati an apdlddt aiandlapteanafi eadi 8R for

aut henti cati on between
amplification process in an output circuit not shown in

the figure to generate a speaker output signal
representing reproduced music or the like.

As an alternative, the reproduced signal is output
to another apparatus as digital audio data.

The configuration described above includes
components of a recording/reproduction apparatus of the
ordinary mini-disc system. However, the
recording/reproduction apparatus 20A implemented by the
embodiment has additional members employed in a personal
computer to serve as the primary-recording-medium
apparatus 1. To be more specific, used for carrying out
processing such as pfocesses to receive transmitted
content data and decode the data, the members include a
communication unit 26, a DMA 27, a decryption processing
unit 28, a cache memory 29, a flow control unit 31 and a
system control unit 32.

The system control unit 32 (CPU) is a member for
controlling the whole recording/reproduction apparatus

20A.
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t he personal conputer 1 and the recordi ng/reproduction apparatus 20A,
processing to exchange a variety of comands with the personal conputer 1
and processing of content data received fromthe personal conputer 1. In
addition, in accordance with the various kinds of control, a command is
given to the MD control unit 21 and operations to record and reproduce
content data onto and fromthe mni disc 100 as well as operations to read
out and update nanagenent information are controlled. Not shown in the
figure, an operation unit and a display unit are provided as a user
interface. The system control unit 32 controls processing to _nonitor
oper ati ons carrlgﬁpbﬁﬁlﬁy t RBCuS¥ETER CRETEPdr AFilén 3dnicPR §5i%dEessi ng
carried out in accordance with the operations and display processing of
t he d|spIa?rﬁﬁﬁ§51eﬁhﬁ@@@eéstGS§W@n§@hﬁ€%ﬁ%GWQMﬁ3¢ ﬁPRﬂ63ﬂﬁ¥qE%%bnal
conputer 1 shown in Fig. 6, the conmunication unit 26 is a nenber for
exchangi ng °dadati B8Rt Re coareriaia tdemp foar anthemd codrhamibsdtviesn unit 26
processes signals conformng to a comunication technique as the USB or
| EEE- 1394 thecbrirgoaalégobpuderedeianed tine tree cowiimgniregtricgivatriidn 26 from
the personal conmputer 1 includes a variety of commands and an SDM
content. apparatus 20A, processing to exchange a variety of

commands with the personal computer 1 and processing of

content data received from the personal computer 1. 1In

addition, in accordance with the various kinds of control,

a command is given to the MD control unit 21 and

operations to record and reproduce content data onto and

from the mini disc 100 as well as operations to read out

and update management information are controlled.

Not shown in the figure, an operation unit and a
display unit are provided as a user interface. The system
control unit 32 controls processing to monitor operations
carried out by the user on the operation unit, processing
carried out in accordance with the operations and display
processing of the display unit.

Connected to the connection unit 11 of the personal
computer 1 shown in Fig. 6, the communication unit 26 is
a member for exchanging data with the personal computer 1.
The communication unit 26 processes signals conforming to

a communication technique as the USB or IEEE-1394

technique.
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The SDM content received by the comrunication unit 26 is stored in the
cache nenory 29 by control executed by a DVA (Direct Menory Access) 27. It
is to be noted that such a content can of course be stored in the cache
menory 29 under control executed by the CPU in place of the DVA 27. The
decryption processing unit 28 is a nenber for carrying out counterpart
processing of the process to encrypt an SDM content. That is to say, the
decryption processing unit 28 decrypts content data stored in the cache
menory 29. The unencrypted content data is then stored in another area of

the cache nenory 29. Since the SDM content .data has hee rypted by
usi ng a content KR&FacReseiEed 9$ﬁﬁﬂﬁnﬁﬂqﬂ¥qkﬁﬂﬁﬁ?ﬁ(ﬂnrgg%ggﬁ$%$ﬁ§1at | east
the content key CK or CKI is stored. As wil]| be described Iatqi
concr et el penstPBNeODRA e Nlddey s BHtaih&f £MPaRdH 21L& ring to
Fig. 1 are stored. The recording/reproduction unit 25 corresponds to a
devi ce (DWOMLhowtent Fig. 1. DNKs stored in the Dvx include a | eaf key as
wel | as node keys and a root key, which have been encrypted by using the
| eaf key. The 69 TentSEMI keyn tE tcare dssi vest dgni Aead dymusi igp Siedh ONKS  or
in some cases, an EKB received as described earlier. Thus, DNKs are stored
i nfor mat i are thatstaredeinsEgie cache memory 29 by control executed

by a DMA (Direct Memory Access) 27. It is to be noted

that such a content can of course be stored in the cache

memory 29 under control executed by the CPU in place of

the DMA 27.

The decryption processing unit 28 is a member for

carrying out counterpart processing of the process to

encrypt an SDMI content. That is to say, the decryption

processing unit 28 decrypts content data stored in the

cache memory 29. The unencrypted content data is then

stored in another area of the cache memory 29.

Since the SDMI content data has been encrypted by

using a content key CK or CK’, information usable for

recognizing at least the content key CK or CK' is stored.

As will be described later concretely, the DNKs (Device

Node Keys) explained earlier by referring to Fig. 1 are

stored. The recording/reproduction unit 25 corresponds to

a device (DVx) shown in Fig. 1. DNKs stored in the DVx

include a leaf key as well as node keys and a root key,

which have been encrypted by using the leaf key. The
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for recognizing a content key CK for an SDM content. By using the content
key CK, the decryption processing unit 28 is capable of decrypting an
encrypted SDM content received in an encrypted state. The encrypted SDM
content is E (CK, A3D) , for exanple. The result of the decryptionis D
{CK, E (CK, A3D)) = A3D, which is decrypted data conpressed by using the
ATRAC3 techni que. The decrypted data conpressed by using the ATRAC3
techni que i s encoded by the EFM ACI RC encoder/decoder 24 before being
stored by the recording/reproduction unit 25 onto the mni disc 100. It is
to be noted that the SDM content is not _always data conpressed by using
the ATRACFREMHE (fRY Horcamxafipf @C0TRhesy Wﬂh‘?% ek yIRRY BY-a cont ent
key is conceivable. Thus, there is also a nmethod of inputting transferred
content inin h%OIEe(@@e$>CMn F¥B t Fecetee, aasdeschilpedredf L £®tirse, the
decryption processing unit decrypts the encrypted content in the E (CK
PCM to generat I'ig CRONES (ke Famed =Lippmahi b thadetryppedisednear PCM
data. In this case, the PCMdata is conpressed by the codec 23 by using
t he ATRAC3f¢echecogel befgora donbenngkeyncoliefiobyabh h@DEFMACERCL. By
encoder/decoder 24 and recorded onto the mni disc 100 by the
recordi ng/ i€pi@dticé | Ontht RSy CK, the decryption processing unit

28 is capable of decrypting an encrypted SDMI content

received in an encrypted state. The encrypted SDMI

content is E (CK, A3D), for example. The result of the

decryption is D {CK, E (CK, A3D)} = A3D, which is

decrypted data compressed by using the ATRAC3 technique.

The decrypted data compressed by using the ATRAC3

technique is encoded by the EFM/ACIRC encoder/decoder 24

before being stored by the recording/reproduction unit 25

onto the mini disc 100.

It is to be noted that the SDMI content is not

always data compressed by using the ATRAC3 technique. For

example, linear PCM data encrypted by a content key is

conceivable. Thus, there is also a method of inputting

transferred content in the E (CK, PCM). In this case, as

a matter of course, the decryption processing unit

decrypts the encrypted content in the E (CK, PCM) to

generate D {CK, E (CK, PCM)} = PCM, which is decrypted

linear PCM data. In this case, the PCM data is compressed

by the codec 23 by using the ATRAC3 technique before
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A key may be stored in the decryption processing unit 28 in sone cases to
be used in an authentication process. In a typical authentication process
to be described |ater, the recording/reproduction apparatus 20A uses a
stored public key P and a stored secret key S. In this case, the public
key P and the secret key S are both stored in the decryption processing
unit 28. The secret key S is also used in an encryption process. In
addition, the decryption processing unit 28 includes an enbedded hash

engi ne for carrying out the so- called hash-function processing in order to
generate a_ content is to be noted that generatlon of the content 1D

will be de?@ﬂpﬁeﬁnpﬁﬁéﬁ théhGe@FVﬁﬁgéRén@PVﬁ@@@ devrdegntiédntansuch as data
conpressed by the ATRAC3 technique or PCMdata is transferred fromthe

cache nmenoFgc2gded ehé&of itd® adntr diiscudif® Y. thige flow control unit 31 is a
menber for transferring the decrypted encrypted SDM content to an M
contr ol unwﬁczrdsagV¢ﬁ@r@§ugtn@®om@nﬁg2§rocess system 71 for recording the
data onto the mini disc 100 (The recording process systemincludes the
codec 23, the EFM R€yRGagnbedetbdedoder tB4, dekeypedondpmglessiaduct i on
unit 28 in some cases to be used in an authentication
process. In a typical authentication process to be
described later, the recording/reproduction apparatus 20A
uses a stored public key P and a stored secret key S. 1In
this case, the public key P and the secret key S are both
stored in the decryption processing unit 28. The secret
key S is also used in an encryption process.
In addition, the decryption processing unit 28
includes an embedded hash engine for carrying out the so-
called hash—-function processing in.order to generate a
content ID.
It is to be noted that generation of the content ID
will be described later.
The decrypted encrypted SDMI content such as data
compressed by the ATRAC3 technique or PCM data is
transferred from the cache memory 29 to the flow control
unit 31.
The flow control unit 31 is a member for

transferring the decrypted encrypted SDMI content to an

MD control unit 21 serving as a recording process system
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unit 25 and the buffer nenory 30). The flow control unit 31 transfers the
decrypted encrypted SDM content upon a request (XARQ nade by the M
control unit 21. The flow control unit 31 adjusts timngs of reception of
content data, decryption processing and processing to record data onto the
mni disc 100. A bus line 22 is a conmunication line allow ng various

ki nds of data to be exchanged anong the MD control unit (CPU) 21, the codec
23, the buffer nmenory 30, the EFM ACI RC encoder/decoder 24, the flow
control unit 31, the DVA 27, the cache nmenory 29, the comrunication wunit
26, the decryption processing unit 28 and the system control unit 32. In

the above EGRf FGEPECEGN, the eaterthed iRl Fi&es %0 NSy t he personal
conputer 1, data in the E (CK, A3D) state or data in the E (CK, PCM state
i s decrypt E&COXRARENPEOEE SISy SUIFE SPFNNAGIURE setded @odgsc @dor t2% by using the
ATRAC3 conpressi on techni que before being recorded by the
recor di ng/ EEYY/BEIBCI encodier /2o codier Rie rihe reicoedioQ./ BprodeatEdyon i n a
check-in and a check-out of 72 content data between the personal conputer 1
and the ra&aodrtdi2ngendprtbgubuifde rapeacatyusS020A and in other communi cation
sessions, a variety of conmands are al so
The flow control unit 31 transfers the decrypted
encrypted SDMI content upon a request (XARQ) made by the
MD control unit 21. The flow control unit 31 adjusts
timings of reception of content data, decryption
processing and processing to record data onto the mini
disc 100.
A bus line 22 is a communication line allowing
various kinds of data to be exchanged among the MD
control unit (CPU) 21, the codec 23, the buffer memory 30,
the EFM/ACIRC encoder/decoder 24, the flow control unit
31, the DMA 27, the cache memory 29, the communication
unit 26, the decryption processing unit 28 and the system
control unit 32,
In the above configuration, as SDMI content data
transmitted by the personal computer 1, data in the E (CK,
A3D) state or data in the E (CK, PCM) state is decrypted
and encoded by the EFM/ACIRC encoder/decoder 24 by using
the ATRAC3 compression technique before being recorded by

the recording/reproduction unit 25 onto the mini disc 100.

By the way, in a check-in and a check-out of
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transmtted. These conmands are received by the communication wunit 26 and
passed on to the systemcontrol unit 32. The systemcontrol unit 32
carries out various kinds of processing in accordance with these commands,
and transmts a response to each of the commands fromthe conmunication
unit 26 to the personal conmputer 1. 6. Managenent Technique of Mni D sc
The follow ng description explains data to be recorded onto the mni disc
100 and managenent information. In a digital recording/reproduction system
such as a mni-disc system a TOC (Table of Contents) is recorded on a
recordi ng nedi_ um as, managenent information for controlling operations to

record and SPEFFEFuCE tRalLRHRES ThiRd PEESAEHe SRBIURATs dc sk tdedi sc. The
recordi ng/reproduction apparatus reads out the TOC information fromthe
recordi ng FEFOFHLIRI reRFOSUCHd o pPPaFaituen 204 anferddy ptheradvance. |n
recording and reproduction operations, the TOC information is referred 73
.to to obt &PAMMENMCRLA o8 Sesgd opssi B vierdetas ofo canmandsn arec@ds® oper ati on
for the recording or reproduction operation to be carried out. In the case
of a mni &re@smifgedoC i nfornation
These commands are received by the communication

unit 26 and passed on to the system control unit 32. The

system control unit 32 carries out various kinds of

processing in accordance with these commands, and

transmits a response to each of the commands from the

communication unit 26 to the personal computer 1.

6. Management Technique of Mini Disc

The following description explains data to be
recorded onto the mini disc 100 and management
information.

In a digital recording/reproduction system such as
a mini-disc system, a TOC (Table of Contents) is recorded
on a recording medium as management information for
controlling operations to record and reproduce data onto
and from the medium such as a disc. The
recording/reproduction apparatus reads out the TOC
information from the recording medium and saves the
information in a memory in advance. In recording and

reproduction operations, the TOC information is referred
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includes a P-TOC (pre-mastered TOC) and a U-TOC (a user TOC). The P-TOC is
unchangeabl e i nformation recorded as pits. The UUTOC is information
recorded by adopting a nagneto-optical technique. The U-TOC is changed to
acconpany operations such as processing to record and delete mnusical data.
To put it in detail, when nusical data is recorded or deleted, the U TCC
stored in a nenory is first of all updated and the updated U - TOC copy is
then stored in a UTOC area on a disc with a predetermined timng. It is
to be noted that, by using the U-TOC, content data such as audio data
recorded onto the disc is managed in units each called a track. Typically,

1 track cdor dspEREs i 2 Wiild@e O3F TARS POSHILIGR 610 A3 Th W f#it called a
cluster is explained as data stored in the mni disc 100. In the
m ni - di sc asyrsisemorey atdeay do ddten, refaatin st HRAPIRGEfed for each unit
called the cluster. The format of the cluster used as the unit of a
recor di ng opeEeraetiioon tics beshmamried Eiuk. 8. 74 A recorded track in the
mni-di sc systemis a continuous sequence of clusters CL shown in Fig. 8.
A cluster is a mhnithencasiet ofsedminiadiecor diheg TOFeriatfiogmatAorl ust er
i ncludes three sector-Ilinking sectors

includes a P-TOC (pre-mastered TOC) and a U-TOC (a user

TOC). The P-TOC is unchangeable information recorded as

pits. The U-TOC is information recorded by adopting a

magneto-optical technique. The U-TOC is changed to

accompany operations such as processing to record and

delete musical data. To put it in detail, when musical

data is recorded or deleted, the U-TOC stored in a memory

is first of all updated and the updated U-TOC copy is

then stored in a U-TOC area on a disc with a

predetermined timing.

It is to be noted that, by using the U-TOC, content

data such as audio data recorded onto the disc is managed

in units each called a track. Typically, 1 track

corresponds to a piece of music.

First of all, a data unit called a cluster is

explained as data stored in the mini disc 100. In the

mini-disc system, as recorded data, a data stream is

created for each unit called the cluster. The format of

the cluster used as the unit of a recording operation is

shown in Fig. 8.
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SCFC to SCFE, a sub-data sector SCFF and 32 main sectors SCOO to SCILF.
Thus, a cluster includes a total of 36 sectors. A sector is a data unit
having a size of 2,352 bytes. The sector-linking sectors SCFC to SCFE are
used as a buffer area, a break between two consecutive recording
operations, and an adjustnent area for a variety of operations. The
sub-data sector SCFF is used for recording information set as sub-data.
The 32 main sectors SCOO to SCLF are used for recording various kinds of
data such as the TOC data and audio data. A sector is further divided
finely into units, calle ound group To,be npre specific¢, two sectors
/ §3gFBap8. SFnape

are divided into”11°§80 1RhEPe B1Py~E35C S¥SERBWASI A the figure,
two consecutive sectors, nanely, an even-nunbered sector such as a sector
SC00 and af CEFd T e SEFUEEC0 0 fs Gdfisde s esh@rns@n Flithcl8udeRsound
groups SGOO.to SGOA. Each 75 sound group has a size of 424 bytes for
storing audileSt@dt & Swidt M1 ™o Wit tc sisess fandi e o ding Presedidbat a i s
recorded in one sound group SG being split into L and R channels. For
exanpl e, data recbr@édstart hacludes three sector-linking sectors

SCFC to SCFE, a sub-data sector SCFF and 32 main sectors

SCOQ to SC1F. Thus, a cluster includes a total of 36

sectors.

A sector is a data unit having a size of 2,352
bytes.

The sector-linking sectors SCFC to SCFE are used as
a buffer area, a break between two consecutive recording
operations, and an adjustment area for a variety of
operations. The sub-data sector SCFF is used for
recording information set as sub-data.

The 32 main sectors SC00 to SC1F are used for
recording various kinds of data such as the TOC data and
audio data.

A sector is further divided finely into units
called sound groups. To be more specific, two sectors are
divided into 11 sound groups.

That is to say, as shown in the figure, two
consecutive sectors, namely, an even-numbered sector such

as a sector SCO00 and an odd-numbered sector such as a

sector SCO0l1l, include sound groups SG00 to SGOA. Each
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sound group SGOO i ncludes data LO and data RO On the other hand, data
recorded in the sound group S&1 includes data L1 for the L channel and
data RL for the R channel. It is to be noted that 212 bytes used as a data
area for the L or R channel are referred to as a sound frame. Fig. 9 is
di agrans show ng the area structure of the mni disc 100. To be nore
specific, Fig. 9 (a) is a diagram showi ng areas stretched fromthe disc
i nnermost  circunference side to the disc outernpost circunference side.
The m ni disc 100 used as a nagneto-optical disc has a pit area on the
i nnernost circunference side. The pit area is a reproduction-only area
used for cF@&Pﬁn@rOHEtQaésaeﬁ56§s°5|ﬁ§4 Prteri Sopi ftoréRI AHELS- TOC i s
recorded. Circunferences on the outer side of the pit area are a
magnet o- opBp&al WiEhoAdi AEPHESr 6QYEespANaiag. tol Al .6Ri §sgCea, grooves are
created as gui de grooves of 76 recording tracks. A segnent fromcluster O
to cluster 49 on Paka isneenosdedi inumher epeedsydeubf SEhebahgaesblopti cal
area 1is used as a managenent area. Cluster 50 to cluster 2,251

into L and R channels. For example, data recorded in the

sound group S$SG00 includes data LO and data RO. On the
other hand, data recorded in the sound group SGO1
includes data L1 for the L channel and data Rl for the R
channel.

It is to be noted that 212 bytes used as a data
area for the L or R channel are referred to as a sound
frame.

Fig. 9 is diagrams showing the area structure of
the mini disc 100.

To be more specific, Fig. 9 (a) is a diagram
showing areas stretched from the disc innermost
circumference side to the disc outermost circumference
side. The mini disc 100 used as a magneto-optical disc
has a pit area on the innermost circumference side. The
pit area is a reproduction-only area used for creating
data as emboss pits. In this pit area, the P-TOC is
recorded.

Circumferences on the outer side of the pit area
are a magneto-optical recording/reproduction area. . In

this area, grooves are created as guide grooves of
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are a program area used for storing each piece of nusical data as a track.
An area on the outer side of the program area is used as a | ead-out area.
On the other hand, Fig. 9 (b) is a diagramshowing details of the
managenent area. In the nanagenent area, a horizontal |ine represents
sectors and |lines arranged vertically each represent a cluster. In the
managenent area, clusters O and 1 serve as a buffer area with the pit
area. Cluster 2 is used as a power calibration area (PCA) for adjusting
the output power of a |laser beam Custers 3, 4 and 5 are used for
recording a U-TOC, the contents of which will be described later in
detail. Aspardimst Fet2 G5 prescribed in each of the 32 main sectors (SCOO
to SCF) in one cluster, and managenent information is included in each of
the sectors. Tha® segmedtsfyoms€dugiterol e chMPterafd FreddE bed so that
the address of each track recorded in the programarea and the address of
a free aremmsrmwet cisrdunffrmenders g pfasthe meagnaoviPeRN t3%% and
recording times can be 77 recorded in the U-TOC. Three identical clusters
3, 4 and & wsah dnd udimrageesoiraresed Cdsistles GOTOC sdatsdrey, Zarddl
consecutively recorded. Clusters 47, 48 and 49 are a buffer area with the
are a program area used for storing each piece of musical
data as a track. An area on the outer side of the program
area is used as a lead-out area.
On the other hand, Fig. 9 (b) is a diagram showing
details of the management area. In the management area, a
horizontal line represents sectors and lines arranged
vertically each represent a cluster.
In the management area, clusters 0 and 1 serve as a
buffer area with the pit area. Cluster 2 is used as a
power calibration area (PCA) for adjusting the output
power of a laser beam.
Clusters 3, 4 and 5 are used for recording a U-TOC,
the contents of which will be described later in detail.
A data format is prescribed in each of the 32 main
sectors (SCO00 to SC1F) in one cluster, and management
information is included in each of the sectors. That is
to say, sectors of the U-TOC are prescribed so that the
address of each track recorded in the program area and

the address of a free area as well as information such as

the name of each track and recording times can be
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programarea. It is to be noted that a hatched portion PDis an area in
whi ch pre-paid information to be described later 1is set. In the program
area starting at cluster 50 (or cluster 32h if expressed in the
hexadeci mal format), 32 main sectors (SCOOto SCIF) in each cluster are
used for storing audio data such as nmusic in a conpressed form known as
the ATRAC form Each recorded track (or content data) and free areas are
managed by using the U-TOC. It is to be noted that the sector SCFF in each
cluster in the program area can be used for recording information serving
as sub-data as ge%pnib%gﬁearlier. The sectors of the U TOC are expl ai ned by
referring “€§°FC§Y 16, Vs TO6 -beTHEERAIERAELCAL EkpFaPREd3eafkl RBA by
referring to Fi 9, the P-TOC is read-only information created in a pit
area on th 'iﬁﬁgpn6§FlBFFEGnF€Féﬁ6é 3is@e agt thige UtiTOE SGCtPrs PAFEC i s used
for nanagin% | ocations 1in areas such as a recordable area of the disc 78
(recor dabl ECHSEFUAL¥E)Y Zerezdedut area and a U-TOC area. It is worth
noting that, in a reproduction-only optical disc where all data has been
recorded in a pitCieshershe7, PAEOMAah? ahse bebuStdrfarecannaghnghpi eces of
nmusi c

program area.

It is to be noted that a hatched portion PD is an
area in which pre-paid information to be described later
is set.

In the program area starting at cluster 50 (or
cluster 32h if expressed in the hexadecimal format), 32
main sectors (SC00 to SC1F) in each cluster are used for
storing audio data such as music in é compressed form
known as the ATRAC form. Each recorded track (or content
data) and free areas are managed by using the U-TOC. It
is to be noted that the sector SCFF in each cluster in
the program area can be used for recording information
serving as sub—data.as described earlier.

The sectors of the U-TOC are explained by referring
to Fig. 10.

It is to be noted that, as explained earlier by
referring to Fig. 9, the P-TOC is read-only information
created in a pit area on the innermost circumference side
of the disc 90. The P-TOC is used for managing locations

in areas such as a recordable area of the disc
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recorded in a manner like a ROM In this case, the U-TOC is not created.
No detail ed description of the P-TOCis given. Fig. 10 is an explanatory
di agram showi ng the format of U TOC sector 0. Sectors 0 to 32 can be used
as U-TOC sectors. In a cluster described above, U TOC sectors are main
sectors 5000 to SC1F. U TOC sector O is a data area for recording
managenent i nformation for managing free areas in which content data (or
tracks) such as recorded pieces of nmusic and new content data can be
recorded. In an operation to record a piece of nusic onto-the mni disc
100, for e anplea'kge MD control unit 21 searches U-TOC sector O for a
TCRECEPSE, UERT AR es & HEaS @0 dramusing ientlo TaSe aega. I n a

free area on
reproductign gperation, on the other hand, the MD control wunit 21 searches

U TOC sect o 65f 8PTER RPddnFothadeoddi g repnsdecd iohemdiye opd ifve 1
reproduced, and nakes an access to the area to read out the piece of
nusi c. 79 BfSCh¥hersr lgosdetirohssobegndaesoaded (2, 35D illytfesm,4 thyt es X
588) in U TOC sector 0 shown in Fig. 10, a string of pieces of 1-byte data
i s recor def—49Cacasyadsrohiez asedn fpat enagiBacpipicese odf mlshyt e dat a

recorded in a manner like a ROM. In this case, the U-TOC

is not created. No detailed description of the P-TOC is

given.

Fig. 10 is an explanatory diagram showing the
format of U~TOC sector 0.

Sectors 0 to 32 can be used as U-TOC sectors. In a
cluster described above, U-TOC sectors are main sectors
SCO00 to SCI1F.

U-TOC sector 0 is a data area for recording
management information for managing free areas in which
content data (or tracks) such as recorded pieces of music
and new content data can be recorded,

In an operation to record a piece of music onto the
mini disc 100, for example, the MD control unit 21
searches U-TOC sector 0 for a free area on the disc, and
writes the piece of music into the area. TIn a
reproduction operation, on the other hand, the MD control
unit 21 searches U-TOC sector 0 for an area for recording

a plece of music to be reproduced, and makes an access to

the area to read out the piece of music.
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includes a string of all Gs or all |Is. The synchronization pattern is

followed by an address with a length of 3 bytes. The first 2 bytes

(nanely Cluster Hand Cluster L), are a cluster address and the third byte

is a sector address (Sector). The 3 bytes are followed by a byte (MODE)

for storing a nmode. The synchronization pattern and the 4 bytes formthe

header. The 3-byte address is the address of the sector itself. It is to

be noted that the configuration of the header including the

synchroni zation pattern and the address applies not only to U-TOC sector

O, but also to a P-TOC sector and sectors in the Erogrgn1sre§. The address
(éedrde -

of a sector itsePt &h8 &LaFHcRPEATIEPSoREpEL PELEA BFES ¢ Y585t he
header to each sector. Predeterm ned follow ng byte positions are used for
recor di ng =dat &yhiech 45588 nakerUcBee, sechoded eboewn imeFigunb@r &f the first
track (First TNO, the nunber of the last track (Last TNO, a condition of
the used seotiors off WseterahbrishytTdatiad saree@rdrhtat and the disc | D
80 An area following the disc IDis a pointer portion for storing a
vari ety ofsypaihderisamare|pstRmBFA, ERCEVPTEce PLFRAbart¢ BatROL to P- TNO255)
. These pointers each point to a part descriptor in a table to be
descri bed irdeidesAa string of all Os or all 1ls.
The synchronization pattern is followed by an
address with a length of 3 bytes. The first 2 bytes
(namely Cluster H and Cluster L), are a cluster address
and the third byte is a sector address (Sector). The 3
bytes are followed by a byte (MODE) for storing a mode.
The synchronization pattern and the 4 bytes form the
header. The 3-byte address is the address of the sector
itself.
It is to be noted that the configuration of the
header including the synchronization pattern and the
address applies not only to U-TOC sector 0, but also to a
P-TOC sector and sectors in the program area. The address
of a sector itself and a synchronization pattern are
recorded in the header to each sector.
Predetermined following byte positions are used for
recording data such as a maker code, a model code, the
number of the first track (First TNO), the number of the

last track (Last TNO), a condition of the used sectors

(Used sectors), the disc serial number and the disc ID.
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part descr
the like)

associated with the pointers (P-DFA to P- TN0255)

tabl e incl
i ncl udes t

part, the
descri ptor
part, the

iptor is a descriptor of an area for storing a track (music and
recorded by the user or a descriptor of a free area. The table

udi ng 255 part descriptors (Oh to FFh) A part descriptor

he start address of a part, the end address of the part and
node of the part (track node) . If a specific part is continued to another
descriptor of the specific part also includes a |ink indicating
the part descriptor of the other part. By the sanme token, the part

of the other part includes the start address of t he ot her

end addhes3ret tPELRYHRY PAPtdaRE THelfolePottehePBTheP part .

is to be noted that a track is a portion in the track for recording
data, whi chors s¢gertinfuduyaigty ahereinenxi snanaly, pRyBFdal PyEMBAY - nuous

state. The start and end addresses are the start and end addresses of a

part or eaEhFBA angl BraNPily tef PpadNOZ55¢onpBRépg BOpREEEs ofaplisPeipdr

track). 81 Addresses are each recorded in a shortened form

t he

is a 255-part-descriptor

t he

It

i ndi cating the

| ocati on oftcaacbastedesardptber ior aatebird togbeupgesErdbed lddea .of Aa pi ece

of nusic (

track) is
part descriptor is a descriptor of an area for storing a

track (music and the like) recorded by the user or a
descriptor of a free area.

The table associated with the pointers (P-DFA to P-
TNO255) is a 255-part-descriptor table including 255 part
descriptors (0lh to FFh). A part descriptor includes the
start address of a part, the end address of the part and
the mode of the part (track mode). If a specific part is
continued to another part, the descriptor of the specific
part also includes a link indicating the part descriptor
of the other part. By the same token, the part descriptor
of the other part includes the start address of the other
part, the end address of the other part and the mode of
the other part.

It is to be noted that a track is a portion in the
track for recording the data, which is continuous along
the time axis, in a physically continuous state.

The start and end addresses are the start and end
addresses of a part or each of a plurality of parts

composing a piece of music (or track).
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recorded in a physically discontinuous manner, that is, recorded over a
plurality of parts, a recording/reproduction apparatus of this type is
capabl e of reproducing the piece of nusic by nmaking accesses to the parts
sequentially, one part after another, wi thout causing a reproduction

probl em Thus, data such as a piece of nusic recorded by the user is
stored by being split over a plurality of parts for the purpose of using

a recordable area with a high degree of efficiency. For the above reason, a

part descriptor includes a I|ink. As described above, if a specific part is
continued to another part, the descri tor of, the %ﬁg?lflc part al so
includes a |ink iAMfi%esseRy ate Gbaaﬁli A A § &t The link

indicating the part descriptor is a nunber (in the range 01h to FFh)
assi gned tbndheaphrg thestprptdpnoPLit AeCbBRERT paft SCFRAE PE £0S84Pd in the
tabl e portion of U-TOC sector 0O, each part descriptor describes a part. If
a piece ofrousic is recorded over three parts, for exanple, the part
descriptor of the first part includes a link to 82 the part descriptor of
the second part dwkr hief piata adestrpiror of nmwicetorriclparisincl udes a |ink
to the part descriptor of the third part. In this way, the |locations of
parts are paseg@dd in a physically discontinuous manner, that is,

recorded over a plurality of parts, a

recording/reproduction apparatus of this type is capable

of reproducing the piece of music by making accesses to

the parts sequentially, one part after another, without

causing a reproduction problem. Thus, data such as a

piece of music recorded by the user is stored by being

split over a plurality of parts for the purpose of using

a recordable area with a high degree of efficiency.

For the above reason, a part descriptor includes a

link. As described above, if a specific part is continued

to another part, the descriptor of the specific part also

includes a link indicating the part descriptor of the

other part. The link indicating the part descriptor is a

number (in the range 0lh to FFh) assigned to the part

descriptor of the other part.

That is to say, in the table portion of U-TOC
sector 0, each part descriptor describes a part. If a

piece of music is recorded over three parts, for example,

the part descriptor of the first part includes a link to
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It is to be noted that the actual byte location (in U TOC sector 0) of a
part descriptor pointed to by a link is expressed nunerically by the
foll ow ng equation: Actual location = 304 + link X 8 (= the size of a part

descriptor expressed in terns of bytes).

by a part

nunber in the range A h to FFh) are determ ned by which
(P-DFA, P-EMPTY, P-FRA and P-TNQO1l to P- TNO255)
part descriptor as follows. The pointer

descriptor of the table portion in U TOC sector O (wth a

The contents of a part described

of the pointers
is associated with the
P-DFA refers to a defective area on

the magneto-optical disc 90. That is to say, the ggiﬂ%er P- DFA points to

a part desets RaFt RTFTHRRE L hHcthR 159e°RA R ?

caused by an injury or

§ 2T Ve track part)

the like or points to the first one of a plurality

of part diseeiinies efsthe bieePRUMAEE dbpetifee arbinbrteuthe B2bkfective

track part. To be nore specific, the pointer P-DFA has a value in the
range 01h des@&ERptdhist vatheiethsrd spaxiberIragsiighedt.o W gparacatess pt or

including the start and end addresses of the defective part. If another 83

def ective pairpaeks sise ndmagadt descriptor includes a

i nk to anot her

part

descriptor describing the other defective part. If no nore defective part
exists, the |inkt ndghe tcearoteat ttidasculieptaortussl dntteatl @Bt ipmi ntimg

U-TOC sector 0) of a part descriptor pointed to by a link
is expressed numerically by the following equation:

Actual location = 304 + link X 8 (= the size of a
part descriptor expressed in terms of bytes).

The contents of a part described by a part
descriptor of the table portion in U-TOC sector 0 (with a
number in the range 0lh to FFh) are determined by which
of the pointers (P-DFA, P-EMPTY, P-FRA and P-TNOOl to P-
TNO255) is associated with the parﬁ descriptor as follows.

The pointer P-DFA refers to a defective area on the
magneto-optical disc 90. That is to say, the pointer Pf
DFA points to a part descriptor describing a defective
area (or a defective track part) caused by an injury or
the like or points to the first one of a plurality of
part descriptors describing such a defective area or such
a defective track part. To be more specific, the pointer
P-DFA has a value in the range 0lh to FFh. This value is
a number assigned to a part descriptor including the

start and end addresses of the defective part. If another
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to no part descriptor. The pointer P-EMPTY points to an unused part
descriptor or the first one of a plurality of unused part descriptors. To
be nore specific, the pointer P-EMPTY has a value in the range O h to FFh
This value is a nunber assigned to an unused part descriptor or the first
one of a plurality of unused part descriptors. If a plurality of unused
part descriptors exists, the first one pointed to by the pointer P-EMPTY
includes a link pointing to the second one, which includes a |ink
pointing to the third one and so on. In this way, all unused part
descriptors are put on a linked list. The pointer P-FRA refers to a free
area on t hdeifsidto TRt CHishissc e PRYY desHePiYT aP¥ed o which
data can be recorded (including an area fromwhich data has been del et ed)
That is tldHayko e PEhiar PARAriggiat desrw g s Gtitr descri bi ng
a free area (or a free track part) or points to the first one of a
plurality ofefartivdesetitpt ol deswprirki Agfegthive Pread axdatsor thech a free
track part. To be nore specific, the 84 pointer P-FRA has a value in the
range O h tldrihn Tihes ottemgarst aleaoigrtassigrest tat D Pargo desiorg pt or
including the start and end addresses of the free area. If another free
area exi st o trhe geart dbeseriigtaar. i ncludes a link to
The pointer P-EMPTY points to an unused part
descriptor or the first one of a plurality of unused part
descriptors. To be more specific, the pointer P-EMPTY has
a value in the range 0lh to FFh. This value is a number
assigned to an unused part descriptor or the first one of
a plurality of unused part descriptors.
If a plurality of unused part descriptors exists,
the first one pointed to by the pointer P-EMPTY includes
a link pointing to the second one, which includes a link
pointing to the third one and so on. In this way, all
unused part descriptors are put on a linked list.
The pointer P-FRA refers to a free area on the
magneto-optical disc 90. A free area is an area into
which data can be recorded (including an area from which
data has been deleted). That is to say, the pointer P-FRA
points to a part descriptor describing a free area (or a
free track part) or points to the first one of a

plurality of part descriptors describing such a free area

or such a free track part. To be more specific, the
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anot her part descriptor describing the other free area. |If
area exists, the link in the other part descriptor is set

no nore free
at 00h pointing

to no part descriptor. Fig. 11 is an explanatory di agram show ng a node
of managenment of parts each available as a free area. Assune that part

descriptors having nunbers 03h, 18h, 1Fh, 2Bh and E3h are
as a part descriptor describing a free area. In this case,
P-FRA is set at 03h pointing to the first part descriptor.

each desi gnated
t he pointer
The 1link in the

first part descriptor is set at 18h pointing to the second descriptor
whereas th éink irklgﬁ%second gfrt descriptor is set at 1Fh pointing to
0

the third desct Tt RS oh.V

descriptor is set,at 00h pointing to no part descriptor. |

2l 1Y, ther#RgR Rhthe FFiRt h e

t is to be noted

that defect{3A Grkas® SMleftis2es Haned telesd bt olesenipber nimaleding t he

same way. The pointers P-TNOL to P-TNO255 each refer to a

track such as a

pi ece of Mgt FE0r dsr nd ddicessem of heherafpee caopa | calf dirsctY:  For
exanpl e, the pointer P- TNOL points to a part descriptor describing a first
track 85 orfiRf mzea coietof thelpamt idesof ipart destudes of S1inkhish

describes the first track's leading part on the tine axis.

Assune for

exanpl e t hanqther ipatt tdemdrister pdeeribing the other free area.

If no more free area exists, the link in the other part

descriptor is set at 00h pointing to no part descriptor.

Fig. 11 is an explanatory diagram showing a model

of management of parts each available as a free area.

Assume that part descriptors having numbers 03h,

18h, 1Fh,

2Bh and E3h are each designated as a part descriptor

describing a free area. 1In this case, the pointer P-FRA

is set at 03h pointing to the first part descriptor. The

link in the first part descriptor is set at 18h pointing

to the second descriptor whereas the link in the second

part descriptor is set at 1Fh pointing to the third

descriptor and so on. Finally, the link in the fifth part

descriptor is set at 00h pointing to no part descriptor.

It is to be noted that defective areas and unused parts

descriptors can be managed in the same way.

The pointers P-TNOl to P-TNO255 each refer to a

track such as a piece of music recorded by the user on

the magneto-optical disc 90. For example, the pointer P-

TNOl points to a part descriptor describing a first track
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of music not divided into a plurality of parts on the disc, that is, the
track is recorded as a single part. In this case, the pointer P-TNOL is
set at a nunmber pointing to a part descriptor describing the start and end
addresses of an area for recording the first track. As another exanple,
assune that a second track is a piece of nusic divided into a plurality of
parts on the disc, that is, the track :i:-s recorded as a plurality of
discrete parts. In this case, the pointer P-TNO2 is set at a nunber
pointing to the first one of part descriptors each describing the start
and end addresses of an area_ for_recording_one of the parts of the second
track. Theorp%@%nﬁ%s%9i%ﬁ%r%fa?epbﬁfa%ht%.gfh%%ﬁt|?%%06£%€?F%ed above in
the chronol ogi cal order of the parts. To put it  concretely, the pointer
P-TNO2 i s weichtdesexiipes thei htTeg ‘Péa@ﬁeSf%?%@llb%rPa’aEs%gi bEBr descri bing
the first part on the time axis. The link in the first part descriptor is
set at a nuirherapbsnting to the second descriptor describing the second
part on the time axis whereas the link in the second part descriptor is
set at 86 a nunmbexsponetfog ¢xampbe tthad tescfiptortueskripi agPidee third
part on the tine axis and so on. Finally, the link in the |ast part

descri pt orof smeeicaho00bipdiati bntboanplupatitestrppros. opstheresult, the

part descriptors are
disc, that is, the track is recorded as a single part. 1In
this case, the pointer P-TNOl is set at a number pointing
to a part descriptor describing the start and end
addresses of an area for recording the first track.

As another example, assume that a second track is a
piece of music divided into a plurality of parts on the
disc, that is, the track is recorded as a plurality of
discrete parts. 1In this case, the pointer P-TNO2 is set
at a number pointing to the first one of part descriptors
each describing the start and end addresses of an area
for recording one of the parts'of the second track. The
part descriptors are put on a linked list described above
in the chronological order of the parts. To put it
concretely, the pointer P-TNO2 is set at a number
pointing to the first part descriptor describing the
first part on the time axis. The link in the first part
descriptor is set at a number pointing to the second
descriptor describing the second part on the time axis

whereas the link in the second part descriptor is set at
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put on a linked list (simlar to the one shown in Fig. 11). As described
above, data of the second piece of nusic is recorded on parts described by
part descriptors arranged in the chronol ogical order of the parts. In an
operation to reproduce the second piece of nusic by using data of U TCC
sector 0, the nunber set in the pointer P- TNO2 is used to make an access
to the first part descriptor including the start address of a first part.
The recording/ reproduction head is then brought to the start address.

After the operation to read out data of the first part is conpleted, the

link in the first part descriptor is used to ke an access to _the second
part desctiBtEeT RGP tHR %W%r?h%%rcg%%cﬁn&éogeg%%%r 119 Hfe

recordi ng/reproduction head is then brought to the,K start anr ss ,and so
on. In thithyid pachtehudi’ wiRe cfis A TarPhe Fedd f eitlﬁ’é‘ di screte
parts. In addition, it is possible to carry out a recording operation by
utilizi ng tthethecost mpat Resdriptohi ih rfrae ofh REIFEIRACYS BY By the
way, a track node with a size of 1 byte is also recorded in each part

descri pt orpafhelé¢sackotode Adescmidses tat thhieh ey sfeseenitdeisdes® i bed by
the part descriptor.

put on a linked list (similar to the one shown in Fig.
11) .

As described above, data of the second piece of
music is recorded on parts described by part descriptors
arranged in the chronological order of the parts. In an
operation to reproduce the second piece of music by using
data of U-TOC sector 0, the number set in the pointer P-
TNO2 is used to make an access to the first part
descriptor including the start address of a first part.
The recording/reproduction head is then brought to the
start address. After the operation to read out data of
the first part is completed, the link in the first part
descriptor is used to make an access to the second part
descriptor including the start address of a second part.
The recording/reproduction head is then brought to the

. start address and so on. In this way, continuous musical
data can be read out from the discrete parts. In addition,
it is possible to carry out a recording operation by
utilizing the recording area with a high degree of

efficiency.
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Let dl (MSB) to d8 (LSB) be 8 bits conposing the byte of the track node.
In this case, the track node is defined as follows: dl ... 0: Wite
permtted; 1: Wite protected (Overwiting and editing are prohibited) d2
... 0: A copyright exists; 1: No copyright exists. d3 ... 0: Oiginal; 1:
first or later generation d4 ... 0: Audio data; 1: Undefined d5 and d6 ..
01: Normal audio; OQhers: undefined d7 ... 0: Mpnophonic; 1. Stereo d8 ..
0: Enphasis off; 1. Enphasis on Fig. 12 is an explanatory di agram show ng
the format of U TOC sector 1. U TOC sector 1 is a data area for storing
characters describing the nanme of each track . managed b¥ U TOC sector 0 and
the name of the dP¥cthesEry. a pBRAKCFOPSrYibR Bf SEETREsécPBFe11Pncl udes
pointers P-TNAL to P-TNA255 associated with the recorded tracks. The
poi nters Pa¥aplregopdgfiAdgseagbhprpsintessrantog- byfhe st ck mede| ot
portion. Thus, the slot portion includes 255 slots A h toFFh. In addition
the sl ot 88eporfibea attovibntkadef a sketk0OOkshaibrd Rysihe pBrg bytes too.
U- TOC sector 1 is used to nanage character data in about the sane way as
U TOC sect desOrdpsori.bed above. Each of the slots O h to FFh is used for
recordi ng
Let d1 (MSB) to d8 (LSB) be 8 bits composing the
byte of the track mode. In this case, the track mode is
defined as follows:
dl .. 0: Write permitted; 1: Write protected (Overwriting
and editing are prohibited)
d2 .. 0: A copyright exists; 1: No copyright exists.
d3 .. 0: Original; 1: first or later generation
d4 .. 0: Audio data; 1: Undefined
d5 and d6 .. 01: Normal audio; Others: undefined
d7 .. 0: Monophonic; 1: Stereo
d8 .. 0: Emphasis off; 1l: Emphasis on
Fig. 12 is an explanatory diagram showing the
format of U-TOC sector 1. U-TOC sector 1 is a data area
for storing characters describing the name of each track
managed by U-TOC sector 0 and the name of the disc itself.
A pointer portion of U-TOC sector 1 includes
pointers P-TNAl to P-TNA255 associated with the recorded
tracks. The pointers P-TNAl to P-TNA255 each point to an
8-byte slot in a slot portion. Thus, the slot portion

includes 255 slots 0lh to FFh. In addition, the slot
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a disc title and a track nane as character information witten in ASCl
codes. For exanple, a slot pointed to by the pointer P- TNAl is used for
recording a string of characters entered by the user for the first track.
In addition, a slot may include a link pointing to another slot. Thus, if
a string of characters entered by the user for a track exceeds 7 bytes
(or seven characters), the string of characters is stored in a plurality
of slots linked with each other by such links. It is to be noted that the
8 bytes of the slot 00h are used as a special area for recording the nane
of the disc. This slot is_paqinted Eo b Ogoge of the point%r E— TNA (X).
The poi nt ePOPLENPTYISP LPFdEdSEcfor2ti 8081 §8VdE8d2 £drnd aéi 8 tRused
slots. It is worth noting that, nuch | ike U TOC sector 1, U TOC sector 4
is al so us&@%as W TR aSSF AL f brigt BPeRgto CHaRage eF R R 6FREL FdR2ehber ed by
the user. The character information may be a nanme assigned to a piece of
musi ¢ 89 rebebdedhbysemne wser asr VaT@Cseecitore 0 degea iBeHoPO¥E-or 4 has a
format simlar to that of U-TOC sector 1, U-TOC sector 4 is not shown in a
figure. However, EatCofether sdoics 03bdtboFFbt dsi ngedoder recording
a disc title and a track name as character information
written in ASCII codes.
For example, a slot pointed to by the pointer P-
TNAl is used for recording a string of characters entered
by the user for the first track. In addition, a slot may
include a link pointing to another slot. Thus, if a
string of characters entered by the user for a track
exceeds 7 bytes (or seven characters), the string of
characters is stored in a plurality of slots linked with
each other by such links.
It is to be noted that the 8 bytes of the slot 00h
are used as a special area for recording the name of the
disc. This slot is pointed to by none of the pointers P-
TNA (x).
The pointer P-EMPTY of U-TOC sector 1 is also used
for managing unused slots.
It is worth noting that, much like U-TOC sector 1,
U-TOC sector 4 is also used as a data area for storing

character information entered by the user. The character

information may be a name assigned to a piece of music
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data of Kanj i characters or European characters. Thus, U TOC sector 4
includes the attribute of character codes in addition to data stored in

U- TOC sector 1 shown in Fig. 12. The attribute is recorded at a
predeterm ned byte position. Character information recorded in U TOC
sector 4 is nmanaged by using a character-slot-indicating data portion in
the same way as U-TOC sector 1. The character-slot- indicating data portion
i ncl udes slot pointers P-TNA1 to P-TNA255 and 255 slots 0lh to FFh pointed
to by the slot pointers P-TNAL to P-TNA255. U- TOC sector 2 is used as a
data area for storing mainly a recording date for each piece of nusic

recorded bSPTIRy Hhe ¥Hghreror dhecCdeibies oiineeardEBEtIvCOri s
omtted. As described above, for the rewitable nmagneto- optical disc 90,
di sc areas ar2semafRimay sshhba ¥ heo Pthaoof GA-TBE sehberhandy-B08er ar eas
such as recordable user areas for storing pieces of nusic and free areas
are managed§oust nks RTOGRewr oin0a HOgutei s thus obvious that, by
providing U-TOC sector O with such a configuration, for tracks recorded on
the mni disc 100owkwes) dh-TOC asdatank 4 o wsqd ufat | §yooing pasds, |inking
of a part to another part and track
data of Kanji characters or European characters. Thus, U-
TOC sector 4 includes the attribute of character codes in
addition to data stored in U-TOC sector 1 shown in Fig.
12. The attribute is recorded at a predetermined byte
position.
Character information recorded in U-TOC sector 4 is
managed by using a character-slot-indicating data portion
in the same way as U-TOC sector 1. The character-slot-
indicating data portion includes slot pointers P-TNAl to
P-TNA255 and 255 slots 0lh to FFh pointed to by the slot
pointers P-TNAl to P-TNA255.
U-TOC sector 2 is used as a data area for storing
mainly a recording date for each piece of music recorded
by the user. The figure or the details of U-TOC sector 2
is omitted.
As described above, for the rewritable magneto-
optical disc 90, disc areas are managed by using the P-
TOC. On the other hand, other areas such as recordable

user areas for storing pieces of music and free areas are

managed by using U-TOC sector O.
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editing including deletion can be carried out by nmerely wupdating U TOC
sector 0. In addition, by providing U TOCC sectors 1 and 4, it is possible
to carry out an editing operation of cataloging a string of characters
representing a disc title and a string of characters representing the nane
of each track. In the recording/reproduction apparatus 20A, when the mni
disc 100 is nounted on the recording/reproduction unit 25, first of all,
the MD control unit 21 reads out TOC information fromthe mni disc 100
and stores the information in a specific area in the buffer menory 30.
Thereafter, the TOC information in the buffer nenory 30 is referred to in
recordi ng, reproHucts oRNahdOREFPRRgtoPEr APY oPECEAF+RBdVDHPC oREFRBT ni ni
disc 100. It is to be noted that, in operations to record content data (or
a track) ofteitheswchiadrenfigorandond foratragkR apfFeadgdr eBot8Ed on the
mni disc 100, the U TOC sectors are updated by updating the U TOC
informati oni®l diseatlQOstdiwdsiant hEé butfarkndnbpyal3pluThéatyaprfa
predeterm ned point of time, the (updated) U-TOC information stored in the
buf fer nmenpayts30liskingt b€nabpektonboatheéharnpaditsend0@rtokupdate the
editing including deletion can be carried out by merely
updating U-TOC sector 0.
In addition, by providing U-TOC sectors 1 and 4, it
is possible to carry out an editing operation of
cataloging a string of characters representing a disc
title and a string of characters representing the name of
each track.
In the recording/reproduction apparatus 20A, when
the mini disc 100 is mounted on the
recording/reproduction unit 25, first of all, the MD
control unit 21 reads out TOC information from the mini
disc 100 and stores the information in a specific area in
the buffer memory 30. Thereafter, the TOC information in
the buffer memory 30 is referred to in recording,
reproduction and editing operations carried out on the
mini disc 100.
It is to be noted that, in operations to record
content data (or a track) onto the mini disc 100 and edit

a track already recorded on the mini disc 100, the U-TOC

sectors are updated by updating the U-TOC information
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U-TOC on the mni disc 100. 7. Authentication Process As a condition for
transfer/recording (check-out) of content data to the
recordi ng/ reproducti on apparatus 20A and into the mni disc 100 in an
unencrypted state as described earlier in the explanation of the SDM data
paths, the result of an authentication process carried out by the personal
conputer 1 for the recording/reproduction apparatus 20A nust be OK. The
aut henti cati on process is processing to verify that the

recordi ng/ reproduction apparatus 20A is a valid apparatus permtted to
carry out an o%)ecé’ati on to recqrd the content data in an unencrypted state.
The aut hentd datdoh $r s heau e nurenesry a30 y ecor di ng/ r epr oduct i on
apparatus connected to the connection unit 11 of the personal conputer 1
besi des the recortditRy/ Pépro@FeSes® rappmdatngs OB fo drifrer nithge t 0 the  SDM
standard. It is to be noted that the connected .recording/reproduction
appar at us 20®RHs S 1S darfisimatdn ¢ ttdredSOM  tStearmai b sneaicoy subj ect ed
to a process to confirmthat the connected recording/reproduction

appar at us 208 liss v irtdear diang roeproodiist imom iaphiaratied 2B ugdadey anf or mi ng
to the SDM standard. |If the connected recording/reproduction apparatus
20B suppos&dTO§ conftdvremmini disc 100.

7. Authentication Process

As a condition for transfer/recording (check—-out)
of content data to the recording/reproduction apparatus
20A and into the mini disc 100 in an unencrypted state as
described earlier in the explanation of the SDMI data
paths, the result of an authentication process carried
out by the personal computer 1 for the
recording/reproduction apparatus 20A must be OK. The
authentication process is processing to verify that the
recording/reproduction apparatus 20A is a valid apparatus
permitted to carry out an operation to record the content
data in an unencrypted state.

The authentication process is carried out for a
recording/reproduction apparatus connected to the
connection unit 11 of the personal computer 1 besides the
recording/reproduction apparatus 20B conforming to the
SDMI standard. It is to be noted that the connected

-recording/reproduction apparatus 20B supposed to conform
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to the SDM standard is not confirnmed as a recording/reproduction
apparatus 20B truly conformng to the SDM standard, the authentication
process described belowis carried out to verify that the connected
recordi ng/ reproduction apparatus 20B is a valid recording/reproduction
apparatus 20A. The authentication process provided by the enbodinent is
carried out by adoption of an authentication techni que based on
unsymmetrical encryption (or public-key encryption) . In the
unsymetrical encryption process, an encryption key is different froma
decryption key. Let reference notation Db denote data before the
encr ypt i offFPpridCesPMYy sftenelfcd IfotdatS Uk afdiist &2 He RIRISH iteh key,
reference notation Kd denote the decryption key and reference notation C
denot e encopftiden ddtad giteaigrsmested reaaandigigAtepratitdyinn on process. In
this case, the encryption process is expressed by reference notation C = E
(Ke, Db) a&mpaxatdecrd® iion grosessligfy/depygtigigiathepparypie®@ita C to 93
obtain the pre-encryption data Db is denoted by reference notation Db = D
(Kd, C). Hendy tdvenfenmriyygt iton they SMIarctarviadecr it ithe keynekdear e
referred to as a pair of keys. one of the keys is disclosed as a public
key wher eaddreiioigraregdeyduct ikaptapparatus 20B supposed to conform

to the SDMI standard is not confirmed as a

recording/reproduction apparatus 20B truly conforming to

the SDMI standard, the authentication process described

below is carried out to verify that the connected

recording/reproduction apparatus 20B is a valid

recording/reproduction apparatus 20A.

The authentication process provided by the

embodiment is carried out by adoption of an

authentication technique based on unsymmetrical

encryption (or public-key encryption). In the

unsymmetrical encryption process, an encryption key is

different from a decryption key. Let reference notation

Db denote data before the encryption process, reference

notation Ke denote the encryption key, reference notation

Kd denote the decryption key and reference notation C

denote encrypted data obtained as a result of the

encryption process. In this case, the encryption process

is expressed by reference notation C = E (Ke, Db) and a

decryption process of decrypting the encrypted data C to
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in a predeterm ned nenber as a secret key. In the authentication process
descri bed below, the public key, which is one of the encryption key Ke and
the decryption key Kd, is denoted by reference notation P whereas the
ot her decryption key used as the secret key is denoted by reference
notation S. For the case described above, in the recording/reproduction
apparatus 20A, the decryption processing unit 28 (or the system control
unit 32) is holding the encryption key Ke and the decryption key Kd as a
public key P and a secret key S. The authentication process is typically
started by % (of0) nd transmitted by the CPU 2 of the primary-
recor di ng- RBACIR APFaPEEISPCFEPSIRE edRpierd)s dang bys e f@Hansift r ol
unit 32 of the recording/reproduction apparatus 20A to make a request for
an aut hent PEARIRT PPoceds.(Kfhek) -i n accordance with the command,
processing |ike one shown in Fig. 13 is carried out between the CPU 2
(primary-recordi nfekedi thrapparaptsoppseyokel andnpheeder rapd ibhe keyst em
control unit 32 94 (recording/reproduction apparatus 20A). The
aut hent i caKPoprgr sedssried $papsed wiatir af eysessong &f thewkegb ke system
control unit 32 of the recording/reproduction apparatus 20A transmts the
public kegiPchebgdbyst hepdbdiygpkiegn wheaeessithg witihter2&elyo itsh&ept

in a predetermined member as a secret key.

In the authentication process described below, the
public key, which is one of the encryption key Ke and the
decryption key Kd, is denoted by reference notation P
whereas the other decryption key used as the secret key
is denoted by reference notation S. For the case
described above, in the recording/reproduction apparatus
20A, the decryption processing unit 28 (or the system
control unit 32) is holding the encryption key Ke and the
decryption key Kd as a public key P and a secret key S.

The authentication process is typically started by
a command transmitted by the CPU 2 of the primary-
recording-medium apparatus (personal computer) 1 to the
system control unit 32 of the recording/reproduction
apparatus 20A to make a request for an authentication
process. Then, in accordance with the command, processing
like one shown in Fig. 13 is carried out between the CPU

2 (primary-recording-medium apparatus (personal

computer)) and the system control unit 32
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per sonal
that the public key Pis a key known by the primry-recordi ng-nedi
apparatus 1. Thus, if the recording/reproduction apparatus 20A and
primary-

key P,

nunber

conputer 1 by way of the communication unit 26. It is to

recor di ng- medi um apparatus 1 recogni ze the sane key as th

the processing 1 does not have to be carried out. When the
the primary-recordi ng-nmedi um apparatus 1 receives the public key,
aut hentication process is continued to processing S2 to generate a

r.

Then, in the next processing S3, the random nunber r is

transmtted to the recording/reproduction gﬁyaratus 20A. Then, in

processi ngl IF O BHNFAARIARHHI Y aRR]Tr s

RAhe recordi ng/ reprodu

apparatus 20A encrypts the random nunber r by using the secret key

by the

decr ypt | deproddssitigaldian Xgacesferndr @RI yhitdd at a
. Subsequently, in processing S5, the encrypted data E (S, &% IS
transm tt geraaesdiengrd Ivaity -wheictr dilvey 96s tali eoneppareniis 32

erhe|

processing S6, by using the public key P, the CPU 2 of the
pri mary- r ecarai digrgveci prodppaiat lEpdaratecs YA thensmttyptlee plabbi€ (S, r)
received fromthe recording/reproduction apparatus 20A. The proces

key P held by the decryption processing unit 28 to the
personal computer 1 by way of the communication unit 26.
It is to be noted that the public key P is a key known by
the primary-recording-medium apparatus 1. Thus, if the
recording/reproduction apparatus 20A and the primary-
recording-medium apparatus 1 recognize the same key as
the public key P, the processing 1 does not have to be
carried out.

When the CPU 2 of the primary-recording-medium
apparatus 1 receives the public key, the authentication
process is continued to processing S2 to generate a
random number r. Then, in the next processing S3, the
random number r is transmitted to the
recording/reproduction apparatus 20A.

Then, in processing S4, the system control unit 32
of the recording/reproduction apparatus 20A encrypts the
random number r by using the secret key S.held by the
decryption processing unit 28 to generate encrypted data
E (S, r). Subsequently, in processing S5, the encrypted

data E (S, r) is transmitted to the primary-recording-
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is thus a decryption process expressed by D {P, E (S, r) Subsequently,
processing S7, the ransom nunber r generated in the processing S2 is

conpared with the decryption result D (P, E (S, r)) obta

processing S6. If the public key P and the secret key S are a

ned in the

of keys, the result of the conparison should show that the decryption

result D{P, E(S, r)) is equal to the random nunber r. Thus,

result indicating that the decryption result D {P, E (S,
random nunber r confirms that the recording/reproduction

aut hent i caPFEHYPr BEREEAGY

in

r)y) matches the

. apparatus 20A

hol ds a correg¢t secret keé % for the public key P. In this case, the
S

whi ch the recording/reproduction apparatus 20A is authenticated as

val i d connection PafBnein PFOCRESEBHPAPi sBH P&s0Pt thRdPERLES KRt Prhe
decryption result D JP, E (S, r)) does not match the 96 random nunber r,
t he ot her hBhAadCPPh& aft bt Peampol -rprocddsggoedion ppearefdsplocessi ng S8
to processing S9 in which the secondary-recording-nedi um apparatus is
det er m neddeorppteothe eakirgptedndettroR {d&rt mwer regetived fagpartdmeus al | owed

to receive an SDM content), generating

recording/reproduction apparatus 20A. The processing Sé6

is thus a decryption process expressed by D (P,

E (S, r)}.

Subsequently, in processing S7, the ransom number r

generated in the processing S2 is compared with

the

decryption result D {P, E (S, r)} obtained in the

processing S6.

If the public key P and the secret key S

are a

correct palr of keys, the result of the comparison should

show that the decryption result D {P, E (S, r)}

to the random number r.

is equal

Thus, a comparison result indicating that the

decryption result D {P, E (S, r)} matches the random

number r confirms that the recording/reproduction

apparatus 20A holds a correct secret key S for the public

key P. In this case, the authentication process goes on

from the processing S8 to processing S9 in which the

recording/reproduction apparatus 20A is authenticated as

a valid connection partner.

If the comparison result indicates that the

decryption result D {P, E (S, r)} does not match the

96

a

correct pair

a conpari son

on fromthe processing S8 to processing S9 in
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an NG authentication result. If the result of the authentication process
descri bed above indicates that the connected apparatus is a valid
recordi ng/ reproducti on apparatus 20A, on the other hand, the
primary-recordi ng- nedi um apparatus 1 recognizes that one of conditions for
allowing a transfer of an SDM content to the connected apparatus is
satisfied. 8 Content Encryption Techni que The recordi ng/ reproducti.on
apparatus 20A and the recording/reproduction apparatus 20B in the data
transfer system provided by the enbodinent each correspond to a device at

the bottomof the tree structur sho F|g 1.
descriptioﬁaQQBWaPH?bSrtﬁpiSQIt et ﬁEn ntOF ehé %gﬁgﬁfﬁﬁﬁﬁﬁlstructure
| i ke the one shown in Fig. 1 in the data transfer system Fig. 14 is an
expl anat or Pr@F&§PaRPERoRPNG FATY (5% BF 0SSt Sat® REQREFS T F Mhen
content data CTl is distributed fromthe external content server 91 to the
per sonal cémpuhéchl thien segendaryry ece roiagsiesd e apparaftgs tife cont ent
data CT1l includes E (CK, A3D), E (KR, CK) and an EKB. The transm ssion
unit is di sertiebmieddt got be p@ts@nyblddnp@m@ectiomopb@tgmard@dhﬁaﬂue HDD 5.

apparatus allowed to receive an SDMI content), generating

an NG authentication result.

If the result of the authentication process

described above indicates that the connected apparatus is

a valid recording/reproduction apparatus 20A, on the

other hand, the primary-recording-medium apparatus 1

recognizes that one of conditions for allowing a transfer

of an SDMI content to the connected apparatus is

satisfied.

8. Content Encryption Technique

The recording/reproduction apparatus 20A and the
recording/reproduction apparatus 20B in the data transfer
system provided by the embodiment each correspond to a
device at the bottom of the tree structure shown in Fig.
1. The following description explains a typical
implementation of the encryption structure like the one
shown in Fig. 1 in the data transfer system.

Fig. 14 is an explanatory diagram showing a flow of

content data and keys.
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E (CK, A3D) is aresult of encryption of content data A3D by using a
content key CK. The content data A3D is data conpressed by the ATRAC3
techni que. Thus, E (CK, A3D) is the piece of nusic to be actually
distributed. E (KR, CK) is a result of encryption of the content key CK
for decrypting the encrypted content data by using the root key KR
explained earlier by referring to Fig. 1. The EKB is an enabling key bl ock
explained earlier by referring to Figs. 1 to 3. As is obvious fromthe
description of this enbodinent, the EKB is information wused for updating

the root key KR Pieces of content a,Cr 2. and .s n each
distributed as a @%?niﬁ%?%ﬁpﬁgdﬁg?cg?&AéE»%iﬁg%kﬁPgER)9r ﬁd%éﬁ EKB, and
each stored in thg HDD 5 also as a ge ag shown iani .14, C?ntent dat a

i s transf ePFEGTRRONFPRESREr S6RYFT @ n%ﬁt Pe1PPESPRE rEgEP8Fﬁ§/ eprB8duct i on
apparatus 20A or , the recording/reproduction aﬁparatus 20B al sg as a set 98
i ncl udi ng ECteR11A¥P) 8 ETpRROIBRIOANYNAL ERB the 508&~PB4&NEE LRI CAla
predeterm ned_procedure. As described above, the recording/reproduction
appar at us 20Alugast Re (FEecoPdPhg/ EepKBdubkd oandppar EXBs BOBB each correspond

to a device (or a termnal) explained earlier by referring to Fig. 1. A
| eaf | D untgeesmdsshen unit is distributed to the personal computer

1 to be stored in the HDD 5.

E (CK, A3D) is a result of encryption of content
data A3D by using a content key CK. The content data A3D
is data compressed by the ATRAC3 technique. Thus, E (CK,
A3D) is the piece of music to be actually distributed.

E (KR, CK) is a result of encryption of the content
key CK for decrypting the encrypted content data by using
the root key KR explained earlier by referring to Fig. 1.

The EKB is an enabling key block explained earlier
by referring to Figs. 1 to 3. As is obvious from the
description of this embodiment, the EKB is information
used for updating the root key KR.

Pieces of content data CT1l, CT2 and so on are each
distributed as a set including E (CK, A3D), E (KR, CK)
and an EKB, and each stored in the HDD 5 also as a set as
shown in Fig. 14.

Content data is transferred from the personal
computer 1 to the recording/reproduction apparatus 20A or

the recording/reproduction apparatus 20B also as a set

98



recordi ng/ reproduction apparatus 20A is assigned to the
recordi ng/ reproduction apparatus 20A whereas a leaf ID wunique to the
recordi ng/ reproducti on apparatus 20B is assigned to the
recordi ng/ reproduction apparatus 20B. In each of the
recordi ng/ reproducti on apparatus 20A and the recording/reproduction
appar atus 20B, DNKs (Device Node Keys) are stored. Wen the
recordi ng/ reproducti on apparatus 20A or the recording/reproduction
apparatus 20B receives a content-data set frontthe personal conputer 1,

the content data is decrypted bef ore bein stored#K&hthe secondary
r ecor di ng iRsdivdin@of (& c@ﬁF@ntEddﬁgﬂrgRQ é‘secondary recordi ng

medi umin the unencrypted state) In the case of the recording/

reproductﬁ@@onﬂ@@@ﬁaﬁd§h2@8RﬁﬁﬂQﬁQﬁmﬁ? HACESHAC st andard, the encrypted
content data is decrypted when the content data is reproduced In the case
of the recordrngﬂﬁedﬁ@dmebﬁdnab@ﬁﬁaréﬁﬁsIE@ﬁrdFW@'éﬁ@ﬁﬂﬂﬂ%?%%htent data is
decrypted 99 when the content data is recorded onto the secondary

recor di ng appainatusAL (dhewd itthet heeddnglime/ dep s RRA Rty pt  t he
encrypted content data, first of all, a decryption process is carried out
by using tJdos sfaereddNsandl tie a rdeoesi avee o KR te el lat eexpkaiotekey KR

earlier by referring to Fig. 1. A leaf ID unique to the
recording/reproduction apparatus 20A is assigned to the
recording/reproduction apparatus 20A whereas a leaf ID
unique to the recording/reproduction apparatus 20B 1is
assigned to the recording/reproduction apparatus 20B. In
each of the recording/reproduction apparatus 20A and the
recording/reproduction apparatus 20B, DNKs (Device Node
Keys) are stored.

When the recording/reproduction apparatus 20A or
the recording/reproduction apparatus 20B receives a
content-data set from the personal computer 1, the
content data is decrypted before being stored in the
secondary recording medium (or the content data 1is stored
in the secondary recording medium in the unencrypted
state). In the case of the recording/reproduction
apparatus 20B conforming to the SDMI standard, the
encrypted content data is decrypted when the content data
is reproduced. In the case of the recording/reproduction

apparatus 20A, the encrypted content data is decrypted
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Then, the root key KR obtained as a result of the decryption process is
used to decrypt E (KR, CK) to generate the content key CK. Then, the
content key CK obtained as a result of the process to decrypt E (KR, CK)
is used to decrypt E (CK, A3D) to generate the content data A3D. For the
recordi ng/ reproduction apparatus 20A, the DNKs and a procedure for
decrypting the encrypted content data are explained concretely by
referring to Figs. 15A and 15B as well as Fig. 16. Assune a key tree
structure shown in Fig. 15A. A leaf ID of SETO and a | eaf key of KOOO are

assigned to_ the recording/reproduction apparatus 20A. In this case, the
DNKs st or ed™}§R tHeE FIERTF i o pt DRREP T A DAFAL HRe 29RCPRIRT Hi eces of

information shown in Fig. 15B. First of all, the DNKs include the leaf 1D
SETO  The I@r&IRD WedlWde the | eaf key KOOO 100 The ot her pieces of
information included in the DNKs are information on node keys on a path
bet ween the | eaf Ae\ysKO00 iandtheef Ymote kein KR e stiovn te deogrydSA. That
is to say, the other pieces of information are information on node keys KOO
and KO as vigi¢ asciywtedotonkeyt Kiutd seffrsfoopuall) andeetwptionhe node
keys KOO and
process is carried out by using the stored DNKs and the
received EKB to generate a root key KR.
Then, the root key KR obtained as a result of the
decryption process is used to decrypt E (KR, CK) to
generate the content key CK.
Then, the content key CK obtained as a result of
the process to decrypt E (KR, CK) is used to decrypt E
(CK, A3D) to generate the content data A3D.
For the recording/reproduction apparatus 20A, the
DNKs and a procedure for decrypting the encrypted content
data are explained concretely by referring to Figs. 15A
and 15B as well as Fig. 16.
Assume a key tree structure shown in Fig. 15A. A
leaf ID of SETO and a leaf key of K000 are assigned to
the recording/reproduction apparatus 20A.
In this case, the DNKs stored in the
recording/reproduction apparatus 20A have pieces of
information shown in Fig. 15B.

First of all, the DNKs include the leaf ID SETO.

The DNKs also include the leaf key K000.
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KO as well as the root key KR have been encrypted by using the |eaf key
KOOO before being stored. As shown in the figure, the encrypted node keys
KOO and KO as well as the encrypted root key KR are listed as follows: E
(KOO0, KOO E (K000, KO and E (K000, KR) By using the information
included in the stored DNKs, the recording/reproduction apparatus 20A
decrypts the encrypted content key E (KR, CK) and the encrypted content
data E (CK, A3D), which are received fromthe personal conputer 1. To put

it in detail, the recor di ng/ reproduction apparatus 20A first decrypts E
(KOO0, KR) by usin Ieaf key KOOO to produce D {KO0O, E (K000, KR)},
which is the root r'ﬁfé‘rFescﬁéf robtOIRAL GR | N Glided ot pt t he

encrypted content key E (KR, CK) to produce D (KR, E (KR, 101 CK)J, which
i s the contRHts k@gﬁa@fcmmﬁaucgp Q%@Qﬁﬁltwsk@y THPa BN UseEween deke ypt t he
encrypted content data E (CK A3D) to produce D ICK E (CK, A3D)J, which
is the contl&aaf degva BB awd deserided key | KRras helwewrerin thigr obfAkey KR and

t he node keys are not fixed all the time. For a variety
That is to say, the other pieces of information are

information on node keys K00 and KO as well as the root
key KR itself. To put it in detail, the node keys K00 and
KO0 as well as the root key KR have been encrypted by
using the leaf key KOO0 before being stored. As shown in
the figure, the encrypted node keys K00 and KO as well as
the encrypted root key KR are listed as follows:

E (K000, KO00)

E (K000, KO) and

E (K000, KR)

By using the information included in the stored
DNKs, the recording/reproduction apparatus 20A decrypts
the encrypted content key E (KR, CK) and the encrypted
content data E (CK, A3D), which are received from the
personal computer 1.

To put it in detail, the recording/reproduction
apparatus 20A first decrypts E (K000, KR) by using the
leaf key KOOO to produce D {K000, E (K000, KR)}, which is
the root key KR.

Then, the root key KR is used to decrypt the

encrypted content key E (KR, CK) to produce D {KR, E (KR,
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of reasons, they are changed. In the case of a data transfer systemin
which the content key CKis transmtted in a state of being encrypted by
using the root key KR as described above, the root key may be changed for
each content data. For exanple, a nusic distribution enterprise changes
the root key KR fromcontent to content to strengthen protection of
copyrights in sone cases. Since the root key KRis variable, an EKB is
also transmtted at the sanme tine as described earlier so that an
aut hori zed device is capable of obtaining the changed root key KR Assune
that, for encrypted content data E (CK, A3D), a content key E (KR, CK)
encrypt ed O Ya ohdeded sr ddre IkoptaR k&¥d & EKB are recei ved as shown in
Fig. 16. The EKB includes E (KO KRI), which is the updated root key KRI
encrypted by a n&deakdy Kohel condend Fevnsfed st ML (1O ASFYEF r key KR
102 encrypted by a node key KO can be decrypted only by devices owning the
node key KAcrgtshtbwonter gatalFA @Hd A3B, tohIBr ¢ds Wkh Feaf 1Ds
SETO to SET3 are capable of obtaining the updated root key KR . If only
the devi cex hadmg | eafidrDsi SSEHe arehtSER] deeed A3 know t he updat ed root
key KRI, the EKB needs to include E (KOO
As described earlier, however, the root key KR and
the node keys are not fixed all the time. For a variety
of reasons, they are changed. 1In the case of a data
transfer system in which the content key CK is
transmitted in a state of being encrypted by using the
root key KR as described above, the root key may be
changed for each content data.
For example, a music distribution enterprise
changes the root key KR from content to content to
strengthen protection of copyrights in some cases. Since
the root key KR is variable, an EKB is also transmitted
at the same time as described earlier so that an
authorized device is capable of obtaining the changed
root key KR.
Assume that, for encrypted content data E (CK, A3D),
a content key E (KR’, CK) encrypted by a changed root key
KR’ and an EKB are received as shown in Fig. 16. The EKB
includes E (KO, KR’), which is the updated root key KR’
encrypted by a node key KO.

It is to be noted that the updated root key KR’
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KRI'), which is the updated root key KR encrypted by using a nod key KOO
As explained earlier by referring to Fig. 15B, the DNKs stored in the
recording/ reproduction apparatus 20A include E (KOOO, KOO and E (KOOO
KO, which are respectively the node keys KOO and KO encrypted by using
the | eaf key KOOO The DNKs al so include E (KOOO, KR) , which is the root
key KR encrypted by using the |eaf key KOOO In the above-described state,
the procedure to decrypt content data A3D is described in steps (1) to (4)
which are shown in Fig. 16. Step (1) Since the received EKB is the _
encrypted updated root key E (KO KRI), the node key KOis first obtained
from the TR iRY 13 > ke EhiapiRel demep i@y ®IKAO, KO is
decrypted by using the |eaf key KOOO to produce D {E (KOOO, KO), which is
t he node kéi)lemesl%’”g‘t% % nede kahhod@skepono ile Fsers .f A5A éecr ypt i ng
the encrypted updated root key E (KO, KR ) included in the EKB to produce
D {E (KO, KRB} ondh devises hd tipdazafl FootSKRY KR SETR eprd Papalihe updat ed
root key KR obtained as a result of the decryption process of the step
(2) is usedf obtaining the updated root key KR’. If only the
devices having leaf IDs SETO and SET1 need to know the
updated root key KR’, the EKB needs to include E (KOO,
KR'), which is the updated root key KR’ encrypted by
using a nod key K00.
As explained earlier by referring to Fig. 15B, the
DNKs stored in the recording/reproduction apparatus 20A
include E (K000, KO00) and E (KOO0, KO), which are
respectively the node keys K00 and K0 encrypted by using
the leaf key K000. The DNKs also include E (KOO0, KR),
which is the root key KR encrypted by using the leaf key
K000.
In the above-described state, the procedure to
decrypt content data A3D is described in steps (1) to (4)
which are shown in Fig. 16.
Step (1): Since the received EKB is the encrypted
updated root key E (KO, KR’), the node key KO is first
obtained from the DNKs. That is to say, the encrypted
node key E (K000, KO) is decrypted by using the leaf key
KOO0 to produce D {E (K000, KO)}, which is the node key

KO.
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for decrypting the encrypted content key E (KR, CK) to produce D {E (KR,
CK)}, which is the content key CK. Step (4) : The content key CK obtai ned
as aresult of the decryption process of the step (3) is used for
decrypting the encrypted content data E (CK, A3D) to produce D {E (CK,
A3D)}, which is the content data A3D. In accordance with the procedure
descri bed above, the recording/reproduction apparatus 20A is capabl e of
decrypting the encrypted content data and storing the content data onto
the mni disc 100. In the case of the recording/reproducti on apparat us
20B, on the other hand, 2i n an oEer ation to reproduce content data recorded
on the secondary récd didlg nd8Fbm the BRdenkeypKedist ased the procedure
descri bed apove is executed to decrypt the encrypted content data to
enerate réprdk i BrerwrEed pipdatedomantkeahetkekut skrcheck- | ns 104
9 . LR . . ;
The follow,ng description explains processing carried out by the personal
conputer 1 Ydsre lr”eéﬁ}etlim%/ repritde P afpalkl UKR0A t avHi@mnsier
content data fromthe HDD 5 of the personal conputer 1 to the
recor di ng/ &S dRFEtesh raetakeyukR0A in a check-out and to return the
content data checked out to the recording/reproduction apparatus 20A back
to the HDD 5 in Step (3): The updated root key KR’ obtained as a
result of the decryption process of the step (2) is used
for decrypting the encrypted content key E (KR’, CK) to
produce D {E (KR’, CK)}, which is the content key CK.
Step (4): The content key CK obtained as a result
of the decryption process of the step (3) is used for
decrypting the encrypted content data E (CK, A3D) to
produce D {E (CK, A3D)}, which is the content data A3D.
In accordance with the procedure described above,
the recording/reproduction apparatus 20A is capable of
decrypting the encrypted content data and storing the

content data onto the mini disc 100.

In the case of the recording/reproduction apparatus
20B, on the other hand, in an operation to reproduce
content data recorded on the secondary recording medium
;n an encrypted state, the procedure described above is

executed to decrypt the encrypted content data to

generate reproduced music or the like.

9. Content Check-Outs/Check-Ins
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a check-in. In actuality, a plurality of check-outs and check- ins of
content data is carried out in a comunication session. It is to be noted,
however, that only flows in one check-out of content data and one check-in
of the content data are described for the sake of explanation sinplicity.
Figs. 17 and 18 are a di agram show ng processing of a check-out. In the
processi ng shown in Figs. 17 and 18, control executed by the CPU 2

enpl oyed in the personal conputer 1 includes steps F101 to F112. On the

ot her hand, control executed by conponents such as the system control

unit 32 and the decryption processing ynit 28, which are enployed in the
recor di ng/ r epr od¥&Ei SR 1APWANG: AESSFAP 1O G HeG e pE FSFT NS F215. It is

to be noted that a conmuni cation session is inplenented by executing a
vari ety ofcaguritacolowdomvarids T sofd l SORBFSespiibshi® the control
commands. The check-out of content data stored in the HDD 5 begins wth a
st ep F101 rshowdiing Feprodiicthton RORAEEUF IR the P BT CREEHE r equest
for the start of an authentication process to the recordi ng/reproduction

appar at us da¥A fhhat tirse tHDIS &y o fartheutdraradrost i oamettet 1 ceht¥® command is
transmtted to the

recording/reproduction apparatus 20A in a check-out and
to return the content data checked out to the
recording/reproduction apparatus 20A back to the HDD 5 in
a check-in.

In actuality, a plurality of check-outs and check-
ins of content data is carried out in a communication
session. It is to be noted, however, that only flows in
one check-out of content data and one check-in of the
content data are described for the sake of explanation
simplicity.

Figs. 17 and 18 are a diagram showing processing of
a check-out. In the processing shown in Fiés. 17 and 18,
control executed by the CPU 2 employed in the personal
computer 1 includes steps F101 to F112. On the other hand,
control executed by components such as the system control
unit 32 and the decryption processing unit 28, which are
employed in the recording/reproduction apparatus 20A,
includes steps F201 to F215.

It is to be noted that a communication session is

implemented by executing a variety of control commands
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recordi ng/ reproduction apparatus 20A. In response to t he
aut hentication-start control command, the recordi ng/reproduction apparatus
20A inforns the personal conputer 1 of an approval of the start of the
aut henti cation process at a step F201. That is to say, an
aut hentication-start response conmand is transmtted to the personal
conputer 1. Then, at a step F102, the personal conputer 1 nakes a request
for aleaf ID. At this request, the recording/reproduction apparatus 20A
transmts a stored leaf IDat a step F202. It is to be noted that the
personal conputer | examnes the leaf ID of the recording/reproduction
appar at us EOPHERY e $POR RS pk? sHhal CeBhpat efFCAMERASthis way to
determ ne whether or not the recording/reproduction_apparatus 20A is an
apparatus havi ngke veltéckteat oD cameemhedatatstose@plr| the, HPReSpersona
conputer 1 transmts an EKB for content data, which is to be transferred
her eaf t er ,bé¢githewitloads hgprBpd bdsicovoninabpar al s ZOA thehesitehe
recordi ng/ reproducti on apparatus 20A receives the EKB, first of all, at a
step F203,Fibe, tlkeeoCHUNy/ iepuedust requappafatrush@04tsrores &he version
authentication process to the recording/reproduction
apparatus 20A. That is to say, an authentication-start
control command is transmitted to the
recording/reproduction apparatus 20A.
In response to the authentication-start control
command, the recording/reproduction apparatus 20A informs
the personal computer 1 of an approval of the start of
the authentication process at a step F201. That is to say,
an authentication-start response command is transmitted
to the personal computer 1.
Then, at a step F102, the personal computer 1 makes
a request for a leaf ID. At this request, the
recording/reproduction apparatus 20A transmits a stored
leaf ID at a step F202.
It is to be noted that the personal computer 1
examines the leaf ID of the recording/reproduction
apparatus 20A connected to the personal computer 1 in
this way to determine whether or not the

recording/reproduction apparatus 20A is an apparatus

having a valid leaf ID.
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nunber of the EKB (refer to Fig. 3) . Then, at the next step F204, the
recordi ng/ reproducti on apparatus 20A uses the received EKB and the stored
DNKs for executing the steps (1) and (2) of the procedure shown in Fig. 16
to obtain a root key KR for the content data, and stores the root key KR
Subsequently, at the next step F205, the recording/reproduction apparatus
20A informs the personal conputer 1 that the root key KR has been
obtained. Informed that the processing to obtain the root key KR has been
conpl eted, at a step F104, the personal conputer 1 issues a control
command maki ng a request for a start of the actual checg{ou session to
the recording/r&pedduéti énS&spafatds 388 PACSORCY FEFRESTT the
recordi ng/ reproduction apparatus 20A transmts a_response conmand
i ndi cat i ng-ramsappsoval BB tier qeqfent dag@ a "high 6t thP%ctual check- out
session at a step 107 F206. It is to be noted that this response command is
i ssued i n trresydiese ed heye addrer ol ta dthrame dnr HOFATIRF SIRC LR
aut henti cati on processing explained earlier by referring to Fig. 13. As
descri bed egardraans i20K.he processing showmn in Fig. 13, the
recordi ng/ reproducti on apparatus 20A not
When the recording/reproduction apparatus 20A

receives the EKB, first of all, at a step F203, the

recording/reproduction apparatus 20A stores the version

number of the EKB (refer to Fig. 3). Then, at the next

step F204, the recording/reproduction apparatus 20A uses

the received EKB and the stored DNKs for executing the

steps (1) and (2) of the procedure shown in Fig. 16 to

obtain a root key KR for the content data, and stores the

root key KR.

Subsequently, at the next step F205, the
recording/reproduction apparatus 20A informs the personal
computer 1 that the root key KR has been obtained.

Informed that the processing to obtain the root key
KR has been completed, at a step F104, the personal
computer 1 issues a control command making a ;equest for
a start of the actual check-out session to the
recording/reproduction apparatus 20A. At this request,
the recording/reproduction apparatus 20A transmits a
response command indicating an approval of the request

for a start of the actual check-out session at a step
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conformng to the SDM standard is authenticated to determ ne whether or
not the recordi ng/reproduction apparatus 20A is an apparatus allowed to
decrypt the encrypted content data and store the content data onto the
secondary recording mediumin an unencrypted state. |If the result of the
aut hentication process is NG the check-out session is of course aborted,
t hough the abortion of the check-out session is not shown in Fig. 17.

Next, at a step F105, the personal conputer 1 transmts an encrypted
content key E (KR, CK), which is related to the content data to be
transmtted thereafter, to the recording/reproduction apparatus 20A

Recei vi ng Fﬁgn%ncrypted content key E (KR, CK), the recording/reproduction
appar at us 20A executes the step (3) of the procedure shown in Fig. 16 at a
step F207. At thétstidp tRpbe mipdest ghed riduts kesHdRSes ammwhrfdris decrypti ng
the encrypted content key E (KR, CK) to 108 produce the content key CK
Then, at tH&EW®E gt geR0Se tchethperaonatolcarmpuiard by scd mfyimeddthat t he
decryption process to produce the content key CK has been conpleted. At a
step F106, thee aperteorizlcaoonputerode dsians réAs i ngdecarsl-ioh gt cont r ol

command to the recording/reproduction apparatus 20A to provide
i nf or mat i orediera icanttentr it 8 .checked out hereafter to
As described earlier, in the processing shown in
Fig. 13, the recording/reproduction apparatus 20A not
conforming to the SDMI standard is authenticated to
determine whether or not the recording/reproduction
apparatus 20A is an apparatus allowed to decrypt the
encrypted content data and store the content data onto
the secondary recording medium in an unencrypted state.
If the result of the authentication process is NG, the
check-out session is of course aborted, though the
abortion of the check-out session is not shown in Fig. 17.
Next, at a step F105, the personal computer 1
transmits an encrypted content key E (KR, CK), which is
related to the content data to be transmitted thereafter,
to the recording/reproduction apparatus 20A.
Receiving the encrypted content key E (KR, CK), the
recording/reproduction apparatus 20A executes the step
(3) of the procedure shown in Fig. 16 at a step F207. At

the step (3), the stored root key KR is used for

decrypting the encrypted content key E (KR, CK) to
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the recording/reproduction apparatus 20A. The format of the record-object
control command is shown in Fig. 19. The size of the record-object control
comand is 30 bytes. The record-object control conmand is a comand issued
by the personal conputer 1 to informthe recording/reproduction apparatus
20A (or 20B) of information on actual content data to be transferred in a
comuni cation session of a check-out. As shown in Fig. 19, the format of
the record- object control command includes "Record object' as an _
operation code. In addition, the format also includes information bits

such as a ni cation result (result), an identification code of the
connunicat%%%ﬁy fé%?e éﬁﬁgFﬁ?hé“%ﬁégYingbﬁam RiEsthpDpexa sitapk Fa@Bber for a
check- out ntent on the secondary recording medi um (new objeqt position
nunber), a %@np&’r‘ts-oﬂ’é’tla A (Eorkt et infipraied tihe tf drheatd esfr iyt coont ent
data in the primary 109 recordi ng medi um (downl oad format track attribute),
the attri BECEESSH toh@rescentthien comd exdc dredaiOK hecotadieng comediatsd .t r ack
node), a content-data length (content size) and a bulk data length of the
content data (bul Rtdat &tesi ¥éY6, Thoef pemabnafll thepagetent tdahamifst he
primary recordi ng medium (downl oad format track attribute) is a

record-object control command to the

recording/reproduction apparatus 20A to provide

information on a content to be checked out hereafter to

the recording/reproduction apparatus 20A.

The format of the record-object control command is

shown in Fig. 19. The size of the record-object control

command is 30 bytes. The record-object control command is

a command issued by the personal computer 1 to inform the

recording/reproduction apparatus 20A (or 20B) of

information on actual content data to be transferred in a

communication session of a check-out.

As shown in Fig. 19, the format of the record-

object control command includes ‘Record object’ as an

operation code. 1In addition, the format also includes

information bits such as a communication result (result),

an identification code of the communication object

apparatus (destination list ID), a track number for a

check-out content on the secondary recording medium (new

object position number), a content-data type (content

type), the format of the content data in the primary
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conpression technique of content data to be transmtted fromthe HDD 5 and
its bit rate as well as content data's conpression technique, which is
adopted when the content data is output to a transmssion line, and its
bit rate. The attributes of a content in the secondary recording nedi um
(track node) is a specification of a conpression technique, which is to be
adopt ed when the content is recorded onto the mni disc 100 and ot her
attributes such as an attribute specifying nonophonic or stereo. The
speci fied conpression technique is typically either ATRAC, ATRAC3 at 132
kbps or ATRAC3 at 66 kbps. It is to be noted that, qggh qo hown in Fig.
Le ,esxéb

17, the resesding masHoduc q%]ﬂ?&rfﬁﬁ?tzdﬁaﬁ]%\r%% hse conmmand
to the personal conputer 1 in response to the record-object control comand
transmitt et tyibutes puf sorealcadigit e 1the $9rORIY PSR TER t he noti ce
transmtted at the step F208 to 110 indicate conpletion of the decryption
process t anaahitvi n(tradek oodednt &eyorGlerndid o ehEth e spRHERN € ohhEdd
transmtted in response to the record-object control command, the personal
conput er lan®cogniZesddtatlepreparfattlonscdmremecdptd ofbwhkl drer yption of
content data have been conpleted at the recordi ng/reproduction apparatus
20A. Thus,sihe flow of the check-out goes on to
The format of the conteﬁt data in the primary
recording medium (download format track attribute) is a
compression technique of content data to be transmitted
from the HDD 5 and its bit rate as well as content data’s
compression technique, which is adopted when the content
data is output to a transmission line, and its bit rate.
The attributes of a content in the secondary
recording medium (track mode) is a specification of a
compression technique, which is to be adopted when the
content is recorded onto the mini disc 100 and other
attributes such as an attribute specifying monophonic or
stereo. The specified compression technique is typically
either ATRAC, ATRAC3 at 132 kbps or ATRAC3 at 66 kbps.
It is to be noted that, though not shown in Fig. 17,
the recording/reproduction apparatus 20A transmits a
response command to the personal computer 1 in response
to the record-object control command transmitted by the

personal computer 1 at the step F106.

From the notice transmitted at the step F208 to
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Pl representing a step F107 shown in Fig. 18. At this step, the content
data is transferred to the recording/reproduction apparatus 20A. To be
nore specific, content data E (CK, A3D) encrypted by the content key CK
is transmtted. On the other hand, the flow of the check-out in the
recordi ng/ reproducti on apparatus 20A goes on to RL representing a step
F209 shown in Fig. 18. At this step, the content data E (C K, A3D) which
has been transferred fromthe personal conputer 1 is received. Then, the
step (4) of the procedure shown in Fig. 16 is executed to decrypt the
encrypted content data E (CK, A3D) by using  the content key CK and to
store the t®AtentedaPEPASDLIOBLPAI FRE A8CAYPELORt PEPCERE BECPPHELBN process
onto the mni disc 100. Furthernore, a content IDis generated fromthe
unencr ypt efib@orerkentakay GH12nHehroRethroEeSBRBSEOCPTAABHer a pi ece of
content data (such as a piece of nusic) fromthe personal conputer 1 and
to record thensmhteed Hatwnespovsehtonthe redcecdiobjarct conpreied, it is
necessary to update the U- TOC on the mni disc 100 right away. As
descri bed eamhared, the peFfthatcoompdten lheecognéresi thanference portion
of the mni disc 100 is used

preparations for reception and decryption of content data

have been completed at the recording/reproduction

apparatus 20A. Thus, the flow of the check-out goes on to

Pl representing a step F107 shown in Fig. 18. At this

step, the content data is transferred to the

recording/reproduction apparatus 20A. To be more specific,

content data E (CK, A3D) encrypted by the content key CK

is transmitted.

On the other hand, the flow of the check-out in the

recording/reproduction apparatus 20A goes on to Rl

representing a step F209 shown in Fig. 18. At this step,

the content data E (CK, A3D) which has been transferred

from the personal computer 1 is received. Then, the step

(4) of the procedure shown in Fig. 16 is executed to

decrypt the encrypted content data E (CK, A3D) by using

the content key CK and to store the content data A3D

obtained as a result of the decryption process onto the

mini disc 100.

Furthermore, a content ID is generated from the

unencrypted content data.
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for managing the start and end addresses of each track such as each piece
of nmusic and other information. In an operation to reproduce a track, the
track’'s addresses on the mni disc 100 are obtained fromthe U- TCC. In
this enbodi nent, however, at the point of time the process to record the
content data onto the mni disc 100 is conpleted, only the U TOC stored in
the buffer nmenory 30 is updated at a step F210. That is to say, the U TCC
on the mni disc 100 is not updated right away. When the process to update
the UTOC in the buffer menory 30 is conpleted, a record-object response
command is transmtted to the personal conguter 1 at the_next step F211.
At this point of YheR tRRPHPERESLT nECt bBraRTter t AePHFBCRE of °LbAtENt data
is conpleted and the content ID generated for the content data at the step
F209 is r@pbatégueb eheapBis6RaPicBRplEer fIOM1EDeTRETFBRARt of the
record-obj ect response command is shown in Fig. 20. As shown in Fig. 20,
t he formatcofprherrécerd- tobreeprdespensentenimfatai PAta s§hegemMéPi62 byt es
i ncludes 'Record object' as an operation code. In addition, the fornat
al so i ncl udésci hf0r amei combleseduchtassanecemmanycapi vndeassulthe(Pesult), an
identification code of
TOC on the mini disc 100 right away.
As described earlier, the U-TOC recorded on the
inner circumference portion of the mini disc 100 is used
for managing the start and end addresses of each track
such as each piece of music and other information. In an
operation to reproduce a track, the track’s addresses on
the mini disc 100 are obtained from the U-TOC.
In this embodiment, however, at the point of time
the process to record the content data onto the mini disc
100 is completed, only the U-TOC stored in the buffer
memory 30 is updated at a step F210. That is to say, the
U-TOC on the mini disc 100 is not updated right away.
When the process to update the U-TOC in the buffer
memory 30 is completed, a record-object response command
is transmitted to the personal computer 1 at the next
step F211.
At this point of time, the processing to write the
piece of content data is completed and the content ID

generated for the content data at the step F209 is

reported to the personal computer 1.
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t he communi cati on object apparatus (destination list ID), a track nunber
for a check-out content on the secondary recording nmedi um (new object
position nunber), a content- data type (content type), the format of the
content data in primary recording nmedi um (downl oad format track
attribute), the attributes of the content in the secondary recording
medi um (track node), a content-data |length (content size) and a bul k data
|l ength of the content data (bulk data size). In the case of the
record- obj ect response command, the format al so includes a session-data

field with a size, ,of éﬁi bytes. This field is used as an area for reporting
the content |D gerdfat "baijlt tHe T Frefi g Tdprasiu dig PR s pomenarsd 204 t o

t he personal, conputer. 1. Thus, such a record-object response conmand is
used by t HPBEOMifig r & oducti on apparatus 20A to report the conpletion
of the transfer of the content data and the 113 content ID to the personal
computer 1. At a $€epfhpyogint FégpeRSondhec fopuer of ¢her resoad- processi ng
on a content-1D table in accordance with the notice of the content ID. As
will be dejiesdd deframse pmmaTot esisima isimardf 6P ayttdd AsSNad e a
content ID generated by the personal conmputer 1 and appended to the
content dat'Restordedhijectiite 4dDArb opddativh awient thDaddition, the

format also includes information bits such as a

communication result (result), an identification code of

the communication object apparatus (destination list ID),

a track number for a check-out content on the secondary

recording medium (new object position number), a content-
data type (content type), the format of the content data
in primary recording medium (download format track
attribute), the attributes of the content in the
secondary recording medium (track mode) , a content-data
length (content size) and a bulk data length of the
content data (bulk data size).

In the case of the record-object response command,
the format also includes a session-data field with a size
of 32 bytes. This field is used as an area for reporting
the content ID generated by the recording/reproduction
apparatus 20A to the personal computer 1.

Thus, such a record-object response command is used

by the recording/reproduction apparatus 20A to report the

completion of the transfer of the content data and the
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generated by the recording/reproduction apparatus 20A at the step F209.
Next, at a step F109, the personal conputer 1 transmts a check-out
control command to the recording/reproduction apparatus 20A. At the next
step F110, the personal conputer 1 updates the usage rule for the content
data because of the check-out of the content data. To be nore specific, a
content right is changed by decrenenting the nunber of allowable
check-outs for the content data by 1. At a step F212, the
recordi ng/ reproduction apparatus 20A carries out processing of an actual
check- out requested by the check-out control comand. To be nore

speci fic, conseptT@D &9 tthe Wexisomadc CPOPY S Tugdated to put the recorded
content data in a reproducible state. In this way, a right to reproduce
content data is @itvenstep FRO8setbsdReyscacdr FOAGUFRSH dmCaftaest 9% to be
noted that, at that time, in the content data's track node in U TOC sector
0, the bi prdicessdndhesn aseatondtent+I® puab tehd rc rrcadadeisa it W8 te-
protected state. When the processing to update the U-TOC for the check-out
is conpl etmehickt of sirep deditenta Ithecksoutillr bepdrserébefnpates  t thesmitt ed

to the personal conputer
processing is carried out to associate a content ID
generated by the personal computer 1 and appended to the
content data stored in the HDD 5 with the content ID
generated by the recording/reproduction apparatus 20A at
the step F209.

Next, at a step F109, the personal computer 1
transmits a check-out control command to the
recording/reproduction apparatus 20A.

At the next step F110, the personal computer 1
updates the usage rule for the content data because of
the check-out of the content data. To be more specific, a
content right is changed by decrementing the number of
allowable check-outs fof the content data by 1.

At a step F212, the recording/reproduction
apparatus 20A carries out processing of an actual check-
out requested by the check-out control command. To be
more specific, the U-TOC on the mini disc 100 is updated
to put the recorded content data in a reproducible state.
In this way, a right to reproduce content data is given

to the secondary recording medium.
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1 toinformthat the processing to update the U-TOC for the check-out has
been conpleted. At this point of tinme, the check-out or the transfer of a
content right is conpleted. Fig. 21 is an explanatory di agram show ng the
format of a check-out control command and Fig. 22 is an explanatory

di agram showi ng the format of a check-out response command. The check- out
control command has a size of 25 bytes and the check-out response comrand
has a size of 17 bytes. As shown in Fig. 21, the check-out control conmmand
i ncludes information bits such as 'Check-out' as an operation code, a

communi cati on resq#tnﬁreSLngg, an identification code of the communication
obj ect apparatus {1ist 1DPC tHF§d &l urberthat wifdedkd dilte cont ent on

the secondary recordi ng nmedi um (object position nunber) 115 and an
encrypted SE8LiTH lég@t‘?g$§% (W@ée Ay . UAOGheemten i gthe2bibndihe ot her
hand, the ﬁpeck- out response command i ncludes information bits such as

' Check- out '3 REPHR{ At clrivt dneentent datesinta Yrosedtt), an

identification code of the conmunication object apparatus (list ID) and a
track numb&TF L St k- out content on the secondary recording medi um

When the processing to update the U-TOC for the
check-out is completed, at a step F213, a check-out
response command is transmitted to the personal computer
1 to inform that the processing to update the U-TOC for
the check-out has been completed.

At this point of time, the check-out or the
transfer of a content right is completed.

Fig. 21 is an explanatory diagram showing the
format of a check-out control command aﬁd Fig. 22 is an
explanatory diagram showing the format of a check-out
response command.

The check-out control command has a size of 25
bytes and the check-out response command has a size of 17
bytes.

As shown in Fig. 21, the check-out control command
includes information bits such as ‘Check-out’ as an
operation code, a communication result (result), an
identification code of the communication object apparatus
(list ID), thé track number for a check-out content on

the secondary recording medium (object position number)
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(obj ect position nunber). As described above, the check-in control comrand
is transmtted by the personal conputer 1 to the recording/reproduction
apparatus 20A and, as the check- out response comand is transmtted from
the recording/reproduction apparatus 20A to the personal conputer | to

i ndi cate conpl etion of the check-out, at a step FlIIl, the personal

conputer 1 transmts a control conmmand requesting an end of the session to
the recording/reproduction apparatus 20A. At a step F214, the
recordi ng/ reproduction apparatus 20A transnmits a response conmmand
approving the end of the session to.t @ﬁ{sonal conmpyter 1. At a step

he

F112, the F&sGTaC TR SESS s Ai&Ys S 6t of¥Scorfdid to end the
authentication state to the recording/reproduction_apparatus 20A. In
response to this PEoARPHP &Bnfafd, 2€heCPetBrdPREFFepRrBductttSn CAEFETat us 20A
116 transmts a response conmmand to approve the end of the authentication
state to tRatparesmease egimand Englugens dnfomesion ki sitmtasf tinme, a
sequence of communications for inplementing the check-out is ended. It is
t o be not ed Qhiesk—ouft 'a g8 Wwraldperagficgomagist,s a ormipizatommriraodtt key are
checked out by carryi ng out

(result), an identification code of the communication

object apparatus (list ID) and a track number for the

check-out content on the secondary recording medium

(object position number).

As described above, the check-in control command is
transmitted by the personal computer 1 to the
recording/reproduction apparatus 20A and, as the check-
out response command is transmitted from the
recording/reproduction apparatus 20A to the personal
computer 1 to indicate completion of the check-out, at a
step F111, the personal computer 1 transmits a control
command requesting an end of the session to the
recording/reproduction apparatus 20A. At a step F214, the
recording/reproduction apparatus 20A transmits a response
command approving the end of the session to the personal
computer 1.

At a step Fl1l2, the personal computer 1 transmits a
control command to end the authentication state to the

recording/reproduction apparatus 20A. In response to this

controel command, the recording/reproduction apparatus 20A
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t he communi cati ons descri bed above, it is necessary only to repeat the
steps F105 to F108 and the steps F207 to F211 for each of the second and
subsequent contents. If successive contents with different EKB versions
must be transferred continuously, an EKB al so needs to be transferred
along with each of the contents. Next, the check-in processing is explained
by referring to Fig. 23. In the processing shown in Fig. 23, control
executed by the CPU 2 enployed in the personal conputer 1 includes steps
F101 to F156. On the other hand, control executed by conponents such as
the system,contral unit 32 and the decryption processing unit 28, which

are enpl oyed 21 & SEHRANRS (SPFERE i PRRRS e 208 qfcihrles st eps

F201 to F257. . _Alsg in this case, a conmunication session is inplenented by
using a vadUthPrdR CFrroIS tedmnditd L henPar spre v iamut et I estpensetamnmands
generated in response to the control commands. Also in the case of a
check-in, ﬁﬁﬁébssing including the start of an authentication process, a
transfer of an EKB and a search for a root key is carried out in the sanme
way as the check-dtit théscprpbatl alfovtémeToa beameneespéccbmmunpicatésnaf
processing carried out at
for implementing the check-out is ended.
It is to be noted that, if a plurality of contents
having a common root key are checked out by carrying out
the communications described above, it is necessary only
to repeat the steps F105 to F108 and the steps F207 to
F211 for each of the second and subsequent contents.
If successive contents with different EKB versions
must be transferred continuously, an EKB also needs to be
transferred along with each of the contents.
Next, the check-in processing is explained by
referring to Fig. 23.
In the processing shown in Fig. 23, control
executed by the CPU 2 employed in the personal computer 1
includes steps F10l1 to F156. On the other hand, control
executed by components such as the system control unit 32
and the decryption processing unit 28, which are employed
in the recording/reproduction apparatus 20A, includes
steps F201 to F257,

Also in this case, a communication session is

implemented by using a variety of control commands and a
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steps F101 to F103 and F201 to F205 are the sane as their counterparts
shown in Fig. 17, making it unnecessary to repeat their explanation. At a
step F150, the personal conputer 1 transmts a control conmand nmeking a
request for the start of a check-in session to the recording/reproduction
apparatus 20A. In response to this control command, the
recordi ng/ reproduction apparatus 20A transnmts a response command at a
step F250. It is to be noted that, also in this case, the authentication
processi ng expl ained earlier by referring to Fig. 13 is carried out. If
the result of the authentication processin carried out an theth

r ecor di ngieepesducti 58 SREPECaCOFIAOAS IENEK2 1o FGEPCEF S S K% sessi on
is started. In this case, the personal conputer 1 nakes a request for the
| D 118 of coantredt cdatrands .be checked in at a step F151. For exanple, the
personal conputer 1 transmts a track nunber of the content data to be
checked in on thelgsbnindtbe &686e 6 theheebkoidi nBFPERFEATEL i on appar at us
20A, nmaking a request for the content ID. At this request, first of all,
at a step im8Ldite theeeaiaditng/fr epr aouttdrdn crppama U ES f & s a j udgnent

" transfer of an EKB and a search for a root key is carried
out in the same way as the check-out described above. To
be more specific, pieces of processing carried out at
steps F101 to F103 and F201 to F205 are the same as their
counterparts shown in Fig. 17, making it unnecessary to
repeat their explanation.

At a step F150, the personal computer 1 transmits a
control command making a request for the start of a
check-in session to the recording/reproduction apparatus
20A.

In response to this control command, the
recording/reproduction apparatus 20A transmits a response
command at a step F250.

It is to be noted that, also in this case, the
authentication processing explained earlier by referring
to Fig. 13 is carried out.

If the result of the authentication processing
carried out on the recording/reproduction apparatus 20A
is OK, the requested check-in session is started. In this

case, the personal computer 1 makes a request for the ID
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to whether or not the specified content data (or the specified track) is
content data that can be checked in. The judgnment can be fornmed by

exam ning the wite-control flag (or the dl bit of the track node)
recorded in the U TOC for the track. Content data is determ ned to be
content data that can be checked in if the content data has been recorded
on the mni disc 100 as a result of a check-out and has not been edited on
the mni disc 100. Wen a check-out shown in Figs. 17 and 18 is carried
out, the dl bit of the track node recorded in U- TOC sector 0 of the mni

di sc 100 for the content recorded on the mni disc %_.qt%las 8 result of the
check- oubfi sosdenst datas teHEr CHEFKES et Phé TP Bitt i 88d as a wite
control flag for the content recorded on the mni disc 10Q as result of
the checlexemplell3hfopsaspmed spaEUter, It HERSTHES i TRESHELTEN9ed wite
protect flag in the mni-disc system To put it concretely, an editing
process such tds deingtendn dadiavitsi dre chetkashd@ @Tattiheh “l%uprciﬂﬁooilt()@d for a
track with the dl bit set at 1. That is to say, no editing process such as
del eti on, @& whsd arecand iceyyaaipeahicri ccaaime edus & outmaksma arack with

the dl bit set at 1 without regard to
request for the content ID.

At this request, first of all, at a step F251, the
recording/reproduction apparatus 20A forms a judgment as
to whether or not the specified content data (or the
specified track) is content data that can be checked in.
The judgment can be formed by examining the write-control
flag (or the dl bit of the track mode) recorded in the U-
TOC for the track.

Content data is determined to be content data that
can be checked in if the content data has been recorded
on the mini disc 100 as a result of a check-out and has
not been edited on the mini disc 100.

When a check-out shown in Figs. 17 and 18 1is
carried out, the dl bit of the track mode recorded in U-
TOC sector 0 of the mini disc 100 for the content
recorded on the mini disc 100 as a result of the check-
out is set at 1 as described earlier.

The dl bit is used as a write control flag for the

content recorded on the mini disc 100 as a result of the

check-out.
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whet her the secondary-recording-nmedi um apparatus is the conventional

m ni -di sc recorder, that has been becom ng popular at the present tine, or
a mni-disc recorder used as the recording/reproduction apparatus 20A. In
actuality, however, the dl bit for a track recorded on the mni disc 100
mounted on a mni-disc systemis not set at 1 automatically. Thus, the dl
bit is information clearly indicating not only prohibition of an editing
process for the track, but also a content checked out fromthe personal
conputer 1 . If the dl bit indicates that the content data to be checked

inis content dat oQ%gined as a result of a check-out or content data
that can be checked it "fiT% SRREP Fo52the HEl |IHbfis icheontemlbada i s
prepared. To t it concretely, a content IDis conputed at this point of
time, or anwﬁfgﬁaﬂﬁoE%ﬁBuféﬂgahﬂ thermintodient syStem. 12b rpar put . A
technique for generating a content IDw Il be described |ater. Then, at

t he next st%%n%Q%é?lYhea%oﬁdéhingtprgce$saﬂsuhtasddébethenpeﬁﬁeﬂghoﬁonDUter
1. It is to be noted that, if the content data to be checked in is not
content dat34 he@nearemet ttrckedprohibhted heoot hetrhandyi therper gpnal

conputer 1 is inforned of
bit set at 1. That is to say, no editing process such as
deletion, division and concatenation can be carried out
on a track with the dl bit set at 1 without regard to
whether the secondary-recording-medium apparatus is the
conventional mini-disc recorder, that has been becoming
popular at the present time, or a mini-disc recorder used
as the recording/reproduction apparatus 20A.

In actuality, however, the dl bit for a track
recorded on the mini disc 100 mounted on a mini-disc
system is not set at 1 automatically.

Thus, the dl bit is information clearly indicating
not only prohibition of an editing process for the track,
but also a content checked out from the personal computer
1.

If the dl bit indicates that the content data to be
checked in is content data obtained as a result of a
check-out or content data that can be checked in, at a
step F252, the ID of the content data is prepared. To put
it concretely, a content ID is computed at this point of

time, or an already computed and stored content ID is
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the fact that the content data to be checked in is not content data that
can be checked in, and an error handling process is carried out
thereafter. At a step F152, the personal conputer 1 collates the content

I D received fromthe recording/reproduction apparatus 20A. To be nore
specific, the content ID received fromthe recording/reproduction
apparatus 20A is conpared with a saved content I D, which was generated by
t he recording/ reproducti on apparatus 20A and transmtted to the personal
conputer 1 in a check-out. The saved ID was then stored in the per sonal

conputer 1 as table data associated with a content qég t he
personal %SAHAWE. 1A Fﬁ@h@éﬂu@ntfolrw%%?&arae&%tt €to

assure that the content data to be checked in is the correct content dat a.
I f the resigscofbehela®fation is OK at a step F153, an actual check-in
is requested. If the result of the collation is NG on the other 121 hand,
error processing Thencarmrt gdeoumextA sgieac F453 i Shee qresteas- atP tife step F153
by issuing a check-in control command shown in Fig. 24. Fig. 24 is an
expl anat oryr&h &g e d hioov tige t her s e hatorgpuechkck-i n control conmmand and
Fig. 26 is an explanatory diagram showi ng the format of a check-in
response command.rt is to be noted that, if the content data to be

checked in is not content data that can be checked in, on

the other hand, the personal computer 1 is informed of

the fact that the content data to be checked in is not

content data that can be checked in, and an error

handling process is carried out thereafter.

At a step F152, the personal computer 1 collates

the content ID received from the recording/reproduction

apparatus 20A. To be more specific, the content ID

received from the recording/reproduction apparatus 20A is

compared with a saved content ID, which was generated by

the recording/reproduction apparatus 20A and transmitted

to the personal computer 1 in a check-out. The saved ID

was then stored in the personal computer 1 as table data

associated with a content ID generated by the personal

computer 1. The content IDs are compared with each other

to assure that the content data to be checked in is the

correct content data. If the result of the collation is

OK, at a step F153, an actual check-in is requested.

If the result of the collation is NG, on the other

121



The check-in control command is 17 bytes in length and the check-in
response command is 25 bytes in length. The check-in control command shown
in Fig. 24 has information bits including 'Check-in, as an operation code,
a comuni cation result (result), a sub-function, an identification code of
t he communi cati on object apparatus (list ID) and a track nunber for a
check-in content on the secondary recordi ng nmedi um (object position
nunber). Sub-functions are defined as shown in Fig. 25. The definitions
descri be processing requested by the check-in control command. A
sub-function value of 00h indicates that the check-in control commmand
makes a r dfEbt 1010 RIMSTRIND.1s FrRIEEREKRYH control command is thus a
command nmaking a request for an actual check-in to return a reproduction

right granted toX hesdkecomdary remmstian afedinfms ¥R IRy i b Wi Ue of
Olh is reserved. However, 122 this value can be used in a command during an
actual chechdeakprooesstrdl chmwkand shoewn oin cogrand? havi ng anot her sub-
function val ue nakes a request for peculiar information such as pre-paid
i nformation recorrded o tihe smsecondanatorcatidgmpmediammndihse a check-in
control command having another sub-function value nerely requests that
pre-paid format of a check-in control command and Fig. 26 is an
explanatory diagram showing the format of a check-in
response command.
The check-in control command is 17 bytes in length
and the check-in response command is 25 bytes in length.
The check-in control command shown in Fig. 24 has
information bits including ‘Check-in’ as an operation
code, a communication result (result), a sub-function, an
identification code of the communication object apparatus
(list ID) and a track number for a check-in content on
the secondary recording medium (object position number).
Sub-functions are defined as shown in Fig. 25. The
definitions describe processing requested by the check-in
control command.
A sub-function value of 00h indicates that the
check—-in control command makes a request for a content ID.
The check-in control command is thus a command making a
request for an actual check-in to return a reproduction

right granted to the secondary recording medium.

A sub-function value of 0lh is reserved. However,
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i ion and the |like be read out and does not nake a request for a
LRLgL??; (or the return of the reproduction right). On the other hand, the
check-in response command shown in Fig. 26 has information bits including
' Check- in" as an operation code, a communication result (result), a
sub-function, an identification code of the communication object apparatus
(list 1D and a track nunber for the check-in content on the secondary
recording medi um (object position nunmber). In addition, the check-in ]
response conmand al so i ncludes an 8-byte field (hash MAC) for reporting the

t he
content |D gener al ed b ry out HASH function processing to
per sonal coﬂnlpu erc %alfﬁ% Lh%écg@ it & FRANG hweieg tamnseieakd at t he

"5 Bt at GO fm“&?rioée@ssiﬂ‘)iﬂt ual 193 check-in. The list ID 16 set at a.
val ue specifying the recording/reproduction apparatus 20A. The object
position nunber A @ckaring apalte ls pesinfarichravhiend reackt unmhamb-of  t he
check-in content on the mni disc 100. At the next step F154, a usage rule
for the corftéifttidatvalive updeted imequoor danc e h dhe rhesket fbeont r ol
such as pre-paid information recorded on the secondary
recording medium. Thus, a check-in control command having
another sub-function value merely requests that pre-paid
information and the like be read out and does not make a
request for a check-in (of the return of the reproduction
right).
On the other hand, the check-in response command
shown in Fig. 26 has information bits including ‘Check-
in’ as an operation code, a communication result (result),
a sub-function, an identification code of the
communication object apparatus (list ID) and a track
number for the check-in content on the secondary
recording medium (object position number) .
In addition, the check-in response command also
includes an 8-byte field (hash MAC) for reporting the
content ID generated by carrying out HASH function
processing to the personal computer 1.
In the check-in control command transmitted at the

step F153 of the check-in shown in Fig. 23, the value of

the sub-function is set at 00h to indicate an actual
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command. To be nore specific, the nunber of permtted transfers is
incremented by 1. At a step F254, the recording/reproduction apparatus 20A
updates the U-TOC data. To put it in detail, the contents of U TOC sector
O are updated to delete the track used as a check-in object fromthe m ni
disc 100. That is to say, the track is put in an irreproducible state or
a state of losing a reproduction right. Then, at the next step F255, the
check-in response conmmand shown in Fig. 26 is transmtted. At this point
of time, the check-in or the operation to return the content right is
conpl eted. . Upon conpl etion of the check-in, at a step F155, the personal
conput er Fh&FTEMA t s TRecOAEFOEPcdinBRE aifaRi NGlaer §GSi Yol &heend of the
session to the recording/reproduction apparatus 20A. In response to this
control cORARTE LN qREasH g ety o YppaTheusbdeat pesisdons a
response command approving the end of the 124 session to the personal
conput er numberx SitsePeA256. aAtvadl ust gpalisy inthetlperymelt oormn e f 1
transmts a control command maki ng a request for an end of the
aut hent i catheorrhstct-e it ccdriteenrtecor dibey/midepr atfieot i 100 . apparatus 20A. I n
response to this control conmand, the recording/reproduction apparatus 20A
transmts a respamseéhe next step F154, a usage rule for the content
data is updated in accordance with the check-in control
command. To be more specific, the number of permitted
transfers is incremented by 1.
At a step F254, the recording/reproduction
apparatus 20A updates the U-TOC data. To put it in detail,
the contents of U-TOC sector 0 are updated to delete the
track used as a check-in object from the mini disc 100.
That is to say, the track is put in an irreproducible
state or a state of losing a reproduction right.
Then, at the next step F255, the check-in response
command shown in Fig. 26 is transmitted.
At this point of time, the check-in or the
operation to return the content right is completed.
Upon completion of the check-in, at a step F155,
the personal computer 1 transmits a control command
making a request for an end of the session to the
recording/reproduction apparatus 20A. In response to this

control command, the recording/reproduction apparatus 20A

transmits a response command approving the end of the
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command approving the end of the authentication state to the personal
conputer 1 at a step F257. At this point of tine, the sequence of
conmmuni cations for the check-in is ended. It is to be noted that, if a
plurality of contents nust be checked in by carrying out the
communi cations described above, the operation to verify the content ID
and the operation to request the check-in, that is, the steps F151 to F154
and F251 to F255, need to be repeated for each of the contents. 10.
Gener ati on and Managenent Techni que of Content IDs Usage rules followed in
check-ins and check-outs are managed by using content I% for each
content. ALESiBedRMAESONH LFERGHRIArY Fecdrii®y Fm8i um conf or ni ng
to the SDM standard, a format allowing content IDs to be recaorded is
adopted. Thus, iRAtaaclkdesk FA®6 orthe @eedionad, oo tfe lperSAtaii ofputer 1
and the 125 recording/ reproduction apparatus 20B conformng to the SDM
format ar ecaoapabl ecaoimam@malinneg coedestt déen arednd a’f af®bj ect of the
check-out or the check-in by using a content ID generated by the personal
conput er Jlautosveviergtide sexoe dingthepreocorcding/ aeppeedResionA for a
secondary recordi ng medi um such as the mni disc 100, which has been
beconmi ng popdedtior20he mastresgmrse to this control command, the

recording/reproduction apparatus 20A transmits a response

command approving the end of the authentication state to

the personal computer 1 at a step F257.

At this point of time, the sequence of
communications for the check—-in is ended.
Tt is to be noted that, if a plurality of contents

must be checked in by carrying out the communications

described above, the operation to verify the content ID

and the operation to request the check-in, that is, the

steps F151 to F154 and F251 to F255, need to be repeated

for each of the contents.

10. Generation and Management Technique of Content IDs
Usage rules followed in check-ins and check-outs
are managed by using content IDs for each content.
As described before, in a secondary recording
medium conforming to the SDMI standard, a format allowing
content IDs to be recorded is adopted. Thus, in a check—

out or a check-in, both the personal computer 1 and the
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is not capable of identifying content data by using a content |D generated
by the personal conmputer 1. This is because, as a result of a check-out,
content data is recorded on the mni disc 100 including no area for
storing a content ID. Even if such an area is newwy prescribed in the
U-TOC or the like and a content IDis recorded on the mni disc 100, the
content IDw Il be inadvertently erased in an operation carried out by a
m ni -di sc recorder of the old type to update the U-TOC. Thus, content |Ds
cannot be managed in the mni disc 100. If content |IDs cannot be managed in

the secondary recording medium a check-in is i ssi bl e becgquse content
dat a canndﬁQQfdﬁﬂq4ﬂﬁaququﬂ93ﬂﬁRH@4%FWﬁ(ﬁﬁﬁﬁ?gqghﬁW%qﬁnﬁﬁl Theck-out is

possible. To solve this problem the recording/reproduction %F arat us 20A
i s provi dE&PMA the rnaftursats crrHarl gerferidenig f ¥ Db M AHe D 43t EEFeécontent
data itself. 126 In addition, table data is provided in the personal
conput er hssarnt hdtj extf igSttloomhatkiMyaerdiedchgckhias persoiRg onputer 1
can be conpared with a second content |D generated by the
recor di ng/deapreaduiciD arerappated Usy 20fe gersinaf ednmpuiel echni que adopt ed by
the recording/reproduction apparatus 20A to generate a content IDis
expl ai ned. However, the recording/reproduction apparatus 20A

for a secondary recording medium such as the mini disc

100, which has been becoming popular for the past years,

is not capable of identifying content data by using a

content ID generated by the personal computer 1. This is

because, as a result of a check-out, content data is

recorded on the mini disc 100 including no area for

storing a content ID. Even if such an area is newly

prescribed in the U-TOC or the like and a content ID is

recorded on the mini disc 100, the content ID will be

inadvertently erased in an operation carried out by a

mini-disc recorder of the old type to update the U-TOC.

Thus, content IDs cannot be managed in the mini disc 100.

If content IDs cannot be managed in the secondary

recording medium, a check—-in is impossible because

content data cannot be collated in the check-in process

even though a check-out is possible.

To solve this problem, the recording/reproduction

apparatus 20A is provided with a function for generating

a content ID from the content data itself.
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For generation of a content ID of content data, there is provided neans
for carrying out a CBC-MAC process by sanpling particular data in a
content-data streamin addition to track information and a content |ength
(content size) of the content data. Fig. 27 is an explanatory diagram
showi ng a nodel representing the entire content data such as nmusic. This
content data is a data streamin a state of being conpressed by adoption
of the ATRAC or ATRAC3 technique. The content data has been transmtted by
t he personal conmputer 1 in a check-out in an encrypted state, and
decrypted to produce the data stream Assunme for exanple that points Pl and
P2 are set as saﬁﬁl?ﬂﬂlﬁbPﬁtstFBPetﬁétéoh§eHF°Hl§?§,l&naheapﬁrépnééund
units (each represented a hatched rectangle) is extracted. Data of a sound
unit has aCCYRUCEr Hed§t Fheft &£ igpteson d& gesferatasumy diia t hus
corresponds to the sound 127 unit explained earlier by referring to Fig. 8.
However, PRESGRLE SP™®USeInd @aint bgoesmpetr ddavd tho ac srecessbrmdrttentt he
sound unit explained earlier. A content IDis then generated by using part
of the sadpl g¢ngeredseld bonttdwet rewmoadiTigy refparoiduarid drhea pgrac adfusa 200t ent
shoul d be avoided as a location at which a sanpling point is set

First of all, a technique adopted by the
recording/reproduction apparatus 20A to generate a
content ID is explained.

For generation of a content ID of content data,
there is provided means for carrying out a CBC_MAC
process by sampling particular data in a content-data
stream in addition to track information and a content
length (content size) of the content data.

Fig. 27 is an explanatory diagram showing a model
representing the entire content data such as music. This
content data is a data stream in a state of being
compressed by adoption of the ATRAC or ATRAC3 technique.

The content data has been transmitted by the personal
computer 1 in a check-out in an encrypted state, and
decrypted to produce the data stream.

Assume for example that points Pl and P2 are set as
sampling points for the content data, and data of sound
units (each represented a hatched rectangle) is extracted.

Data of a sound unit has a typical length of 424 bytes.

The data of a sound unit thus corresponds to the sound
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since it is quite within the bounds of probability that the start and the
end of a content are each a silent data. |In addition, by setting sanpling
points at two locations as is the case with the sanpling points Pl and P2
descri bed above, the probability of extracting unique data can be

i ncreased. Fromunique data, it is possible to generate a content ID
having a sufficiently effective function as a content descriptor. It is
needl ess to say that sanpling points can be set at three or nore

| ocations. Moreover, one sanpling point at a location other than the start
and the end of a content is_sufficient. Furthermare, jf hhe sanpl i ng

poi nts Pluaid PXrapdnegeeaad legch Ged efdtiddited 1% docof G4R¥E Wi th t he
data length (or data size), instead of being set at Iocatioqiﬂiselected at

random f dtheparttiacwifar somwnehunddt dogshacdaf@ Ve dit SATHIFRE DBt %I ned
wi thout regard to the nunber of 128 tinmes the calculation of a content ID
i s repeat ethe sdhunkbugh tt lkexpderitne®t da¥lilsmot saved on the secondary
recording medium if the content data itself is recorded on the secondary
recordi ng nedi unp tbetsameIDodsenhehDgenamatiedc dlycwsanad pattt #E dhef er ent
point of tinme. This phenomenon nakes it unnecessary to record such a
content IdAmpddedival dcrcek) dested. as a secondary recording
The start and the end of a content should be

avoided as a location at which a sampling point is set

since it is quite within the bounds of probability that

the start and the end of a content are each a silent data.

In addition, by setting sampling points at two locations

as is the case with the sampling points Pl and P2

described above, the probability of extracting unique

data can be increased. From unique data, it is possible

to generate a content ID having a sufficiently effective

function as a content descriptor. It is needless to say

that sampling points can be set at three or more

locations. Moreover, one sampling point at a location

other than the start and the end of a content is

sufficient.

Furthermore, if the sampling points Pl and P2 are
set at locations determined in accordance with the data
length (or data size), instead of being set at locations

selected at random, for particular content data, the same

content ID is obtained without regard to the number of
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medium To put it concretely, the sanpling points Pl and P2 are set at
| ocations at distances of 1/3 and 2/3 of the data size (or the data
length) fromthe end of the content. O course, the locations are not
limted to the |locations at distances of 1/3 and 2/3 of the data | ength
fromthe end of the content. For exanple, the locations can be |ocations
at distances of the data length's any fractions such as 1/2, 1/4, 3/4,
1/~, 2/5, 3/5, 4/5, 1/6, 5/6 and so on of the data length fromthe end of
thﬁ (r:]o][ltent_. A technique to find a content 1D fromcontent data by using
a has unction is expressed by using Eq. (1)_as, follows: Content ID =
CBC- MAC ( Reynemasthe |62 1 S ra=RT A1 %t?%réq?ﬁr%?)zﬁlj.l.s. 198°31°%he above
equation, Key hash is intrinsic key 129 data having a size of 8 bytes.
Stream ( PHlikoush athd eomermd B obd fﬁtt%"e%a‘?ﬂbl’g‘h"g PRFPRAPAY Stream (P2)
is data of a sound group at the sanpling point P2, notation denotes an
operat or wfcaohivey erediwn, Thushe neertsoh SrrxahtIELS SF r 2P THRY
represents a concatenation of the data of the sound group

on the secondary recording medium, the same content ID

can be calculated at the different point of time. This
phenomenon makes it unnecessary to record such a content
ID on the mini disc 100 used as a secondary recording
medium.

To put it concretely, the sampling points Pl and P2
are set at locations at distances of 1/3 and 2/3 of the
data size (or the data length) from the end of the
content. Of course, the locations are not limited to the
locations at distances of 1/3 and 2/3 of the data length
from the end of the content. For example, the locations
can be locations at distances of the data length’s any
fractions such as 1/2, 1/4, 3/4, 1/5, 2/5, 3/5, 4/5, 1/6,
5/6 and so on of the data length from the end of the
content.

A technique to find a content ID from content data
by using a hash function is expressed by using Eq. (1) as
follows:

Content ID

CBC_MAC (Key hash, IV, Stream (Pl) //
Stream (P2) .. (1)

In the above equation, Key hash is intrinsic key
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at the sanpling point Pl and the data of the sound group at the sanpling
point P2. The concatenated data has a length of 424 X 2 bytes. Notation IV
is an initial value of a CBC node having a length of 8 bytes. The initial
value IV is expressed by Eq. (2) in terns of a content length (Iength)
with a size of 4 bytes and 1-byte track information TrackMbdeByte as
follows: IV = {length // TrackMddeByte // 32 bits padding wth zero}

(2) In this case, the 4-byte content size and the 1- byte track node
included in the record-object control comand shown in Fig. 19 can be used

as the conten | ength (Lenpgth) _with a size of 4 bytes and 1-byte track
infornatioﬁg %? Kgﬂ%sét%}g?n %q? ?QF?SSuch a content IDis generated by a
HASH engi ne nounted typically on the decryption processing unit 28 of 130
the recordi ng/ reprddifi@® off Hppar fats 2fA.2 Frundigyielp amltdes | V conput ed by
usi ng Eq. é%g IS substjtuted into Eq. (1) for the termIV. The recording/
repr oduct i PP AIRRINDORL | sSeapam| POF tonpata ngft aeséundi groupl ue |V
from information included in the record-object control command (received
at the stePF1UBe otammkl eheekimut P2 essd bat stwwh/ dendtgs 47)operator

of concatenation.

Thus, notation Stream (Pl) // Stream (P2)
represents a concatenation of the data of the sound group
at the sampling point Pl and the data of the sound group
at the sampling point P2. The concatenated data has a
length of 424 X 2 bytes.

Notation IV is an initial value of a CBC mode
having a length of 8 bytes. The initial value IV is
expressed by Eg. (2) in terms of a content length
(length) with a size of 4 bytes and l-byte track
information TrackModeByte as follows:

1V = {length // TrackModeByte // 32 bits padding
with zero} .. (2)

In this case, the 4-byte content size and the 1-
byte track mode included in the record-object control
command shown in Fig. 19 can be used as the content
length (Length) with a size of 4 bytes and l-byte track
information (TrackModeByte) in Ea. (2).

Such a content ID is generated by a HASH engine

mounted typically on the decryption processing unit 28 of
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In addition, prior to a transfer of content data, the length of the
content data can be identified fromthe content size included in the
record-object control command. Thus, the distances of 1/3 and 2/3 of the
content length for locations of the sanpling points P1 and P2 can al so be
determ ned prior to a transfer of the content data. Therefore, after

pi eces of data of the sound groups at the sanpling points P1 and P2 are
extracted following the start of the actual transfer of the content data,
a content 1D can be conputed by using Eq. (1). For content data recorded
on the mni _disc 100, the size of the content data can of course be found

fromthe #hGar8Fonding/EeprerAustiPRuePPekétiscalPonsTBE tRat1&4nmling
points P1 and P2 can be determined. In addition, a track node included in
the recor dvagbpedV compudiede iymarding fidni {4kedi§ nsubeheErtedt ipso1849.
recorded as a track node in U-TOC sector 0 so that the initial value IV
can be fourd)f fom dheatefrmUIVOC Thet necOrdbpglsenyodyction. aPhasather
content data recorded on the mni disc 100, a content |ID can be found at
any poi nt @DAt isecabablexarfplceompuite ngechediing/riejr oducte AV ppar at us  20A
is capable of generating a content ID of its own for
information included in the record-object control command
(received at the step F106 of the check-out session shown
in Fig. 17).
In addition, prior to a transfer of content data,
the length of the content data can be identified from the
content size included in the record-object control
command. Thus, the distances of 1/3 and 2/3 of the
content length for locations of the sampling points P1
and P2 can also be determined prior to a transfer of the
content data.
Therefore, after pieces of data of the sound groups
at the sampling points Pl and P2 are extracted following
the start of the actual transfer of the content data, a
content ID can be computed by using Eq. (1).
For content data recorded on the mini disc 100, the
size of the content data can of course be found from the
data of U-~TOC sector 0. Thus, the locations of the
sampling points Pl and P2 can be determined.

In addition, a track mode included in the record-

object control command transmitted in a check-out is
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content data used as an object of a check-out as described above. Unless
the content I D generated by the recording/reproduction apparatus 20A is
associated wwith a content ID generated by the personal conputer 1 and
stored in the HDD 5, however, the content |ID generated by the
recordi ng/ reproducti on apparatus 20A cannot be wutilized properly. The
content ID stored in the HDD 5 as descri bed above is generated for content
data by an application running on the personal conputer 1 . The content 1D
found in advance by this application includes information unique to the

apparatus (personal conputer 1) having a rimary recordin di um such as
t he HDD 5redomsied misorndibestk sosteedn a’ﬂ%pm:?@%r?d P r%r?gbrﬁ nber. An

exanple of the information unique to the personal conmputer 1 is an ID

uni que t o it iadpivadate diV iqest &9 dpursd e K2 tge ot TROMRART © A
(second) content |ID generated by the recording/reproduction apparatus 20A
i s associ atyedisiyng Wy. pérlsonal conputer 1 with a (first) content ID
generated by the personal conmputer 1 as described above as table data
shown in Fig. 28Thuk,i $otrocbeteatedatthatrecioerdedbloa détea miayr shiemt s

100, a content ID can be found at any point of time.

For example, the recording/reproduction apparatus
20A is capable of generating a content ID of its own for
content data used as an object of a check-out as
described above.

Unless the content ID generated by the
recording/reproduction apparatus 20A is associated with a
content ID generated by the personal computer 1 and
stored in the HDD 5, however, the content ID generated by
the recording/reproduction apparatus 20A cannot be
utilized properly.

The content ID stored in ﬁhe HDD 5 as described
above is generated for content data by an application
running on the personal computer 1? The content ID found
in advance by this application includes information
unique to the apparatus (personal computer 1) having a
primary recording medium such as the HDD 5, time
information stored in the HDD 5 and a random number. An
example of the information unique to the personal

computer 1 is an ID unique to the application installed
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associ ations unique to the apparatus using a prinmary recording medi um such
as' the HDD 5. At the step F211 of a check-out session shown in Fig. 18, a
record- obj ect response command is used by the recording/reproduction
apparatus 20A to informthe personal conputer 1 of the second content ID
generated by the recording/reproduction apparatus 20A. Then, the personal
conputer 1 carries out processing on the table data at the step F108. In
this processing, an elenent of the table data (shown in Fig. 28) is
created for the content data transferred in the check-out. The el enent

associates the first content |ID generated by the personal conputer 1 for
the cont enttddt® MY AR SBHESontent | D generated by the

recordi ng/ reproducti on apparatus 20A for the sane content data. The
typi cal table datd SE6RADFAN Frgtepg dbngesesased bhr ébeel enents, nanely,
first, second and third elenents, 133 each associating a first content |ID
with a secdi®FEsHNeHr 9oy odus timtagamana ufs 4R tishlas statia {ddrbexdml e,
record/update in the HDD 5) by the personal conputer 1, content data
checked outrersonzad maonipudiest 1100 tWark bef i memagech tentusingyertesratosd ent | D.
Thus, check-outs and check-ins can be managed.

by the personal computer 1 as described above as table

data shown in Fig. 28.

It is to be noted that the table data represents
associations unique to the apparatus using a primary
recording medium such as 'the HDD 5.
At the step F211 of a check-out session shown in

Fig. 18, a record-object response command is used by the

recording/reproduction apparatus 20A to inform the

personal computer 1 of the second content ID generated by

the recording/reproduction apparatus 20A. Then, the

personal computer 1 carries out processing on the table

data at the step F108. In this processing, an element of

the table data (shown in Fig. 28) is created for the

content data transferred in the check-out. The element

associates the first content ID generated by the personal

computer 1 for the content data with the second content

ID generated by the recording/reproduction apparatus 20A

for the same content data.

The typical table data shown in Fig. 28 consists of

three elements, namely, first, second and third elements,
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As described above, the mni disc 100 does not include an area for storing
content | Ds. However, the recording/reproduction apparatus 20A is capable
of finding a content ID for content data stored in the mini disc 100.
Thus, when it is desired to check in content data back to the personal
conputer 1, the personal conputer 1 requests that the
recordi ng/ reproduction apparatus 20A transmt the (second) content |ID of
the content data. The personal conputer 1 then confirns that the (second)
content ID received fromthe recordi ng/reproduction apparatus 20A matches
the (second) content, ID stored as an el enent of .t he tabl%idat %ﬂgmn in
Fig. 28 (TiehessFiatomedt Hi5sh ST 4P &bt SH°e oar%ee dat a was
received fromthe recording/reproduction apparatus 20A in the check-out of
the conterfiP.data). If the second content ID received fromthe
recordi ng/ reproducti on apparatus 20A 134 matches the second content ID
stored as an el edBnmapkoenentt gifl hg@atablendaper 80% e&GMpPdCer 1 carries
out a check- in process for the content data nanaged by the (first)

content | Redthel /aipsiet edagT rilpt iHRID éplky nzhe Hee e hgzoredutdie 1 pi eces of
processing carried out at the steps F151, F152, F252 and F253 shown in
Fig. 23. content data checked out to the mini disc 100 can be

managed by using its content ID. Thus, check-outs and
check-ins can be managed.

As described above, the mini disc 100 does not
include an area for storing content IDs. However, the
recording/reproduction apparatus 20A is capable of
finding a content ID for content data stored in the mini
disc 100.

Thus, when it is desired to check in content data
back to the personal computer 1, the personal computer 1
requests that the recording/reproduction apparatus 20A
transmit the (second) content ID of the content data. The
personal computer 1 then confirms that the (second)
content ID received from the recording/reproduction
apparatus 20A matches the (second) content ID stored as
an element of the table data shown in Fig. 28 (The second
content ID stored as an element of the table data was
received from the recording/reproduction apparatus 20A in
the check-out of the content data). If the second content

ID received from the recording/reproduction apparatus 20A
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By adoption of such a content-ID nmanagenent technique, even for a
secondary recordi ng nediumnot conformng to the SDM standard (m ni disc
100 and the |ike), it is possible to properly execute nmanagenent of
check-outs and check-ins, that is, managenent of content rights, in the
data transfer system 11. Acquisition of MediumInformation So far, a
check-out and a check-in fromand to a mni disc 100 used as a secondary
recordi ng medi um have been expl ai ned. Wien a check-out froma mni disc
100 used as a secondary recording nediumis carried out, it is necessary
for the per opputer 1 to acquire__information on the mni disc 100
nount ed on @%E?%?ecgﬁ%i%%7?% r OAUEERF bl Rpphr Getis2 202N cehr@erEdofothhe

per sonal cqggﬁier 1 in advance. 135 In this enbodinment, at a point of tine
prior to exctttt o ot afQdeeas Ok ckomRlE FeRek kKCR AT 1 ¢r ovkaaptkeckat a
point of tiye the recording/reproduction apparatus 20A is connected to the
personal cotfplREICAS Hyt 25 priea F3ten Usr ¢z drapased opy | the, (£hesper sonal
conputer 1 carries _out comruni cation processing to acquire information on
the mni diSPUYP "fint ed on the recording/reproduction apparatus 20A.

This processing to acquire information on
The above description explains the meanings of the

pieces of processing cérried out at the steps F151, F152,
F252 and F253 shown in Fig. 23.

By adoption of such a content-ID management
technique, even for a secondary recording medium not
conforming to the SDMI standard (mini disc 100 and the
like), it is possible to properly execute management of
check-outs and check-ins, that is, management of content

rights, in the data transfer system.

11. Acquisition of Medium Information

So far, a check-out and a check-in from and to a
mini disc 100 used as a secondary recording medium have
been explained.

When a check-out from a mini disc 100 used as a
secondary recording medium is carried out, it is
necessary for the personal computer 1 to acquire
information on the mini disc 100 mounted on the
recording/reproduction apparatus 20A connected to the

personal computer 1 in advance.
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the mni disc 100 is referred to as nmediuminformation acquisition
processi ng. The nediuminformation acquisition processing is explained by
referring to Figs. 29 and 30. In Figs. 29 and 30, pieces of processing of
steps F180 to F188 are carried out by the personal conputer 1 by execution
of application software driving the personal conputer 1 to function as a
data transfer apparatus. On the other hand, pieces of processing of steps
F280 to F286 are carried out by the systemcontrol unit 32 enployed in the
recordi ng/ reproduction apparatus 20A. Wien the nediun}infornation

acqui sition processing is_ carried out at oi nt me .t he
recordlng/reprod@@tFBhSaSB§P§?W§n§@AanacBﬁﬁgét85 t&th@rlﬁgrggnal conput er
1, for exanple, at the step F180, the personal conmputer 1 transmts a
request fexesxdliesi vf ¥36 asintarlol chas k1Ru b/ el High « oA appar at us
20A. In this case, an exclusive log-in control comand shown in Fig. 31

i s transmdt ed godrtthe ff eciorali vy repraodiliotd Orep gt bl s FVR T AHES excl usi ve
| og-in control command includes a sub-unit type and a sub-unit I D, which

i ndi cate @0zcan raintejtesd tapparatpes;s o hwetdmpister pk imei‘WPifFaneb’f or
i ndicating the control |evel. The exclusive log-in

a USB transmission line, the personal computer 1 carries
out communication processing to acquire information on
the mini disc 100 mounted on the recording/reproduction
apparatus 20A. This processing to écquire information on
the mini disc 100 is referred to as medium-information
acquisitibn processing.

The medium~information acquisition processing is
explained by referring to Figs. 29 and 30. 1In Figs. 29
and 30, pieces of processing of steps F180 to F188 are
carried out by the personal computer 1 by execution of
application software driving the personal computer 1 to
function as a data transfer apparatus. On the other hand,
pieces of processing of steps F280 to F286 are carried
out by the system control unit 32 employed in the
recording/reproduction apparatus 20A.

When the medium-information acquisition processing
is carried out at a point of time the
recording/reproduction apparatus 20A is connected to the

personal computer 1, for example, at the step F180, the

personal computer 1 transmits a request for exclusive
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control command prevents or restricts the recording/reproduction apparatus
20A fromcarrying out operations such as processing to delete data from
the mni disc 100 used as a secondary recording nmedium edit data on the
m ni disc 100, disnmount the mni disc 100 and control the power supply.
That is to say, the exclusive log-in control command puts the
recordi ng/ reproduction apparatus 20A in a state wherein the operations
descri bed above are carried out by the recording/reproduction apparatus
20A only at a request made by the personal conputer 1. The priority

included in the exclusive log-in fontro copmand i ndi cat es,variQus states
of prohi bi®HOlariP rid ri I T A E?%r%é)‘é?%%?%rﬁppﬁ?u&a e, the
operations of the recording/reproductjon apparatus 20A are confrolled at
137 the fothiehiGRPe evdl LXTomt e 1eFetn 4S0THEC b et i3 A sSBPE" ptbhi bi t ed
conpletely unless there is a command fromthe personal _conputer 1 to nmake
a request Fig. atly of trenuperted obs. toneeprd e rapregeehiP®ns to control
the power supply, eject the secondary recording nmedium divide a track,

link trackspeanhides 2@ a track are prohibited conpletely unless there is a
command from the persona
The exclusive log-in control command includes a

sub-unit type and a sub-unit ID, which indicate a
control-object apparatus, as well as a priority field for
indicating the control level. The exclusive log-in
control command prevents or restricts the
recording/reproduction apparatus 20A from carrying out
operations such as processing to delete data from the
mini disc 100 used as a secondary recording medium, edit
data on the mini disc 100, dismount the mini disc 100 and
control the power supply.

That is to say, the exclusive log-in control
command puts the recording/reproduction apparatus 20A in
a state wherein the operations described above are
carried out by the recording/reproduction apparatus 20A
only at a request made by the personal computer 1.

The priority included in the exclusive log-in
control command indicates various states of prohibition
and restriction of the operations.

For example, the operations of the

recording/reproduction apparatus 20A are controlled at
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conputer 1 to nake a request for any of the operations. Control |evel 2:
Qperations to divide a track, |link tracks and delete a track are

prohi bited conpletely unless there is a command fromthe personal conputer
1 to meke a request for any of the operations. Control level 1. Operations
to edit or delete a track other than a check-out content are permtted.
Control level O: No restrictions are inposed on the operations. It is
needl ess to say that the above control levels are typical. In actuality, a
| arger nunber of various control levels is conceivable. The
recordi ng/ reproducti on apparatus 20A sets a control node in accordance
with the &he foldewigg i¢veddritrol conmand and, at the step F280, transmits

a response indicating an apErovaI of the reguest for the_%38 Xcusi ve
control. It is tGobsrndtdevehat :t hBhetePRr3FLPRE 2%E| BEPUE lESﬁtrol is
continued till the personal conputer 1 transmts an excl usive ] og-out
control corawaric tsHigwurres Fither3? isThH caweindifzon oghoReTHEbl  command
is a conmand given to the recording/reproduction apparatus 20A to

t er m nat e ddugpsicat & afo triekeexc | nsiwes Tofmy ciny Thie flog mperations.

Control level 3: Operations to control the power
supply, eject the secondary recording medium, divide a
traék, link tracks and delete a track are prohibited
completely unless there is a command from the personal
computer 1 to make a request for any of the operations.

Control level 2: Operations to divide a track,
1ink tracks and delete a track are prohibited completely
unless there is a command from the personal computer 1 to
make a request for any of the operations.

Control level 1: Operations to edit or delete a
track other than a check~out content are permitted.

Control level 0: No restrictions are imposed on
the operations.

It is needless to say that the above control levels
are typical. In actuality, a larger number of wvarious
control levels is conceivable.

The recording/reproduction apparatus 20A sets a
control mode in accordance with the exclusive log-in
control command and, at the step F280, transmits a

response indicating an approval of the request for the
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of the exclusive |log-out control command is the sane as the format of the
exclusive log-in control command except that the priority is set at 00h
indicating a control level of a free state. After the personal conputer 1
puts the recording/reproduction apparatus 20A in the state of exclusive
control and a control right is thus transferred to an application running
on the personal conputer 1, descriptors are opened and, at the step F181,
the personal conmputer 1 acquires status of the mni disc 100 nounted on
t he recording/ reproduction apparatus 20A. To put it concretely, the
personal conputer 1 transmts a get-disc-status control command shown in
Fig. 33 toSY&SYEc PG repr oducti on apparatus 20A. In response to the
get-di sc-status control comand t he recording/reproduction apparatus 20A

tfransmits a get 189 #5sEOsPatnetedspbasethsnfhAteshéwhhEnSREuSITet o t he

personal conputer 1 at the step F281. The personal conputer 1 then cl oses

t he descri FP&E LN igc Cordampednitifl thhe gersdingd stoamysaresdponse command.

As shown in Fig. 34, the get-disc-status response command transmtted by

t he. syst emt@gmsmditsuant e321usriyleojod-iontt ltenrtewdr diomglansprsdanot iion

apparatus 20A to the personal conputer 1 includes a "disc.in drive, field
Fig. 32.

This exclusive log-out control command is a command
given to the recording/reproduction apparatus 20A to
terminate the state of the exclusive control. The format
of the exclusive log-out control command is the same as
the format of the exclusive log-in control command except
that the priority is set at 00h indicating a control
level of a free state.

After the personal computer 1 puts the
recording/reproduction apparatus 20A in the state of
exclusive control and a control right is thus transferred
to an application running on the personal computer 1,
descriptors are opened and, at the step F181, the
personal computer 1 acquires status of the mini disc 100
mounted on the recording/reproduction apparatus 20A. To
put it concretely, the personal computer 1 transmits a
get-disc-status control command shown in Fig. 33 to the
recording/reproduction apparatus 20A.

In response to the get-disc-status control command

r

the recording/reproduction apparatus 20A transmits a get-
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at offset byte offset |Ah. If the mini disc 100 has been nounted on the
recordi ng/ reproduction apparatus 20A, the transmtted get-disc-status
response conmand i ncludes an asserted disc in drive, field. Thus, the
personal conputer 1 is capable of determ ning whether or not the mni disc
100 has been nmounted on the recording/reproduction apparatus 20A by
examning the "disc in drive, field included in the get- disc-status
command. If the mni disc 100 has not been nounted on the
recordi ng/ reproduction apparatus 20A, the processing of the personal

conput er 1cgfes back fromthe step F182 to the step F181 to again transmt
a get - di sc-BSHA TS FRASPUGHR IO ST i3y Bttt it f tHE nini di sc
100. Assune for exanple that the mini disc 100 has not been nmounted on the
recor di ng/ MEFSCAFEY i PRI &t &t 2de sitRp 152 &hi s Thes @ensiw@ader sonal

conputer 1 transmts a get- disc-status control command for acquiring
status of tdemputian Wditgwen odases e eteral inlarpriodrtdordappareai tis 20A
at predetermned tinme intervals of typically |I second. As the state of the
mni di sc 10 betrglimaietedcwon radponse arahmegid epr oducti on apparatus 20A is
confirmed, the personal conputer 1 opens descriptors and transmts a
get - di sc- nane confsokhoemmand Filgows 4i,n thieg gedSdatsctH-eatus response

command transmitted by the system control unit 32

employed in the recording/reproduction apparatus 20A to

the personal computer 1 includes a ‘disc in drive’ field

at offset byte offset 1Ah. If the mini disc 100 has been

mounted on the recording/reproduction apparatus 20A, the

transmitted get-disc-status response command includes an

asserted ‘disc in drive’ field.

Thus, the personal computer 1 is capable of

determining whether or not the mini disc 100 has been

mounted on the recording/reproduction apparatus 20A by

examining the ‘disc in drive’ field included in the get-

disc-status command.

If the mini disc 100 has not been mounted on the

recording/reproduction apparatus 20A, the processing of

the personal computer 1 goes back from the step F182 to

the step F181 to again transmit a get-~disc-status control

command for acquiring status of the mini disc 100.

Assume for example that the mini disc 100 has not

been mounted on the recording/reproduction apparatus 20A.
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step F183 in order to acquire the nane of the mni disc 100. Receiving the
get-di sc-nane control command, the systemcontrol unit 32 enployed in the
recordi ng/ reproducti on apparatus 20A obtains a disc name recorded in U TOC
sector 1 of the mni disc 100. Then, at the step F282, the system control
unit 32 creates a get- disc-nanme response command shown in Fig. 36 and
transmts the get-disc-nane response command to the personal conputer 1
in response to the get-disc-nanme control conmand. Receiving the response,

t he personal conputer 1 closes the descriptors. As shown in Fig. 36, the
transmtted geg{disc-nane response conmand i ncludes an 'N-Bytes Disc Title

Text' fiel'd dtP3SF A6 byltss PRIF IR 1PWPW)SF et 9 Title
Text' field is used for storing an N-byte text 141 describing the disc nane
fetched frhGFOE RBECIOPHECL SAMANA §UpracBht Ny tHeatimer 1€ byt es
conposing the disc name is described in a primary field length' field at
of f set byt &7 liged 106h tRcheampan i nhereNRuesi Ol saarrBradtuTe3@A fiel d
of the get-disc-nanme response command, the personal conputer 1 is capable
of know ng athe® nesiet eufmitnesl Miimie dirse Gl sTouhtedbiorelle 1 second.
recordi ng/ reproducti on apparatus 20A.
As the state of the mini disc 100 being mounted on
the recording/reproduction apparatus 20A is confirmed,
the personal computer 1 opens descriptors and transmits a
get-disc-name control command shown in Fig. 35 at the
step F183 in order to acquire the name of the mini disc
100.
Receiving the get~disc-name control command, the
system control unit 32 employed in the
recording/reproduction apparatus 20A obtains a disc name
recorded in U-TOC sector 1 of the mini disc 100. Then, at
the step F282, the system control unit 32 creates a get-
disc-name response command shown in Fig. 36 and transmits
the get-disc-name response command to the personal
computer 1 in response to the get-disc-name control
command. Receiving the response, the personal computer 1
closes the descriptors.
As shown in Fig. 36, the transmitted get-disc-name
response command includes an ‘N-Bytes Disc Title Text’

field at offset bytes 19h to (19 + N)h. The ‘N-Bytes Disc

Title Text’ field is used for storing an N-byte text
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At a step F184, the personal conputer 1 opens descriptors

get-di sc-capacity-information control command shown in Fig.

and transnmits a
37 to the

recordi ng/ reproducti on apparatus 20A in order to acquire the nedia
capacity. Receiving the get-disc-capacity-information control command, the
systemcontrol unit 32 enployed in the recording/reproduction apparatus

20A obtains information recorded in U-TOC sector 0O of the

m ni di sc 100.

Then, at the step F283, the systemcontrol unit 32 creates a get-

di sc-capacity-information response command shown in Figs. 38 and 39,
transmtting the get-disc-capacity-infqQrmation response conjgnd to the
personal SERSFLEAND ithe dsendene & gt et & dadi®SEI mfor mat i on

control command. Receiving the response, the personal conputer 1 closes
the descriSymbod, N AZpASSeGAmg 8 gumbsy ofd byges IROMRHIE 11 get -

di sc-capacity-information response command includes fields named ' Hours',
'M nut es' disSecemds'isagksdiridest'in & “affigearibyitiald BrenethFrEieffese fiel ds

show a total performance tinme expressed in terns of hours,
seconds arntt foffiwes bihtesdiberarof IBtt.es conposing the fiel
"Hours', 'Mnutes', 'Seconds' and 'Franes' s stored in a
capacity | ength, Bfi ekdmahing the *N-Bytes Disc Title Text'’

the get-disc-name response command, the personal

m nut es,
ds naned

"total playback
field of

computer

1 is capable of knowing the name of the mini disc 100

mounted on the recording/reproduction apparatus 2

OA.

At a step F184, the personal computer 1 opens

descriptors and transmits a get-disc—-capacity-information

control command shown in Fig. 37 to the
recording/reproduction apparatus 20A in order to

the media capacity.

acquire

Receiving the get-disc-capacity-information control

command, the system control unit 32 employed in the

recording/reproduction apparatus 20A obtains information

recorded in U-TOC sector 0 of the mini disc 100.

Then, at

the step F283, the system control unit 32 creates a get-
disc-capacity-information response command shown in Figs.
38 and 39, transmitting the get-disc-capacity-information
response command to the personal computer 1 in response
to the get-disc-capacity-information control command .
Receiving the response, the personal computer 1 closes

the descriptors.
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of fset bytes 19h and 1Ah. The nunber of bytes is the data size of the
fields named Hours, M nutes, Seconds and Franes. It is to be noted that
the total performance tinme is the length of time it takes to reproduce the
entire content data fromthe mni disc 100. In addition, fields al so naned
Hours, M nutes, Seconds and Franes are provided at offset bytes 22h to
26h. These fields show a maxi mumrecording tinme expressed in terns of
"Hours', 'Mnutes', 'Seconds' and 'Franes'. The nunber of bytes conposing
these fields naned Hours, M nutes, Seconds and Franmes is stored in a
maxi mum recording capacity length' field at offset bytes 20h and 21h. The
nunber of bytes i t?ﬁP%ﬁu%Psﬁ%%ﬁof3@h%n¢|%?dsth%aﬁﬁﬂn$BhF§e MIRET es,
Seconds and Franmes. It is to be noted that the maximumrecording tine is
the | engt hdésc-erpacityrarésrnatiepr saapengat soneesAndagiEdesrn the total
143 capacity of the mni disc 100. Furthernore, fields also naned Hours,
M nutes, $SéedddsnamddF’Havssare Piovuitesd. at' Setpads bypnds ‘2games’ 2Dh.
These fields show a remaining tine expressed in terns of 'Hours',
"M nut es', atSeconds' bands' EBanes' 1FEhe Thesbefieldbyskeswcanposahg t hese
fields named Hours, M nutes, Seconds and Frames is stored in a remaining
recordi ng papé@icirihgnkengtihe tkpkdsatdofihsekrhyt e Adhrandminutes,

seconds and frames. The number of bytes composing the

fields named ‘Hours’, ‘Minutes’, ‘Seconds’ and ‘Frames’

is stored in a ‘total playback capacity length’ field at

offset bytes 19h and 1Ah. The number of bytes is the data

size of the fields named Hours, Minutes, Seconds and

Frames. It is to be noted that the total performance time

is the length of time it takes to reproduce the entire

content data from the mini disc 100.

In addition, fields also named Hours, Minutes,

Seconds and Frames are provided at offset bytes 22h to

26h. These fields show a maximum recording time expressed

in terms of ‘Hours’, ‘Minutes’, ‘Seconds’ and ‘Frames’.

The number of bytes composing these fields named Hours,

Minutes, Seconds and Frames is stored in a ‘maximum

recording capacity length’ field at offset bytes 20h and

21h. The number of bytes is the data size of the fields

named Hours, Minutes, Seconds and Frames. It is to be

noted that the maximum recording time is the length of

time it takes to reproduce data accommodated in the total
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28h. The nunber of bytes is the data size of the fields named Hours,

M nutes, Seconds and Franes. It is to be noted that the renaining time is
a remaining recording tine during which data can be recorded onto the mni
disc 100. That. is to say, the remaining tine is a difference obtained as
a result of a subtraction of the total performance time fromthe maxi mum
recording time. By examning the fields of the get-disc-capacity-

i nformation response command, the personal conputer 1 is capable of
knowi ng the total performance, the nmaxi mumrecording tinme and the renaining
time as information on the storage capacity of the mni disc 100 nounted
on the reemadiiiy rodpridgudtingn dFFardtQs 20A Then, at a step F185, the
personal conputer 1 opens descriptors and transnmits a

get - nunber - of - auBuothrawkse, cdhedds ednrandmeRofR s - FMGRYAGSiin order to
acquire a 144 track nunber. Receiving the get-nunber-of-audio-tracks
control wommy arkk Bystemamntooivigid B2 ey &y §es thdt to

2Dh. These fields show a remaining time expressed in
terms of ‘Hours’, ‘Minutes’, ‘Seconds’ and ‘Frames’. The
number of bytes composing these fields named Hours,
Minutes, Seconds and Frames is stored in a ‘remaining
recording capacity length’ field at offset bytes 27h and
28h. The number of bytes is the data size of the fields
named Hours, Minutes, Seconds and Frames. It is to be
noted that the remaining time is a remaining recording
time during which data can be recorded onto the mini disc
100. That is to say, the remaining time 1s a difference
obtained as a result of a subtraction of the total
performanceltime from the maximum recording time.

By examining the fields of the get—-disc-capacity-
information response command, the personal computer 1l is
capable of knowing the total performance, the maximum
recording time and the remaining time as information on
the storage capacity of the mini disc 100 mounted on the
recording/reproduction apparatus 20A.

Then, at a step F185, the personal computer 1 opens
descriptors and transmits a get-number-of-audio-tracks

control command shown in Fig. 40 in order to acguire a
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recordi ng/ reproducti on apparatus 20A obtains information recorded in U TOC
sector 0 of the mni disc 100. Then, at the step F284, the system control
unit 32 creates a get- nunber-of-audi o-tracks response command shown in
Fig. 41, transmtting the get-nunber-of-audio-tracks response conmand to
t he personal conputer 1 in response to the get-nunber-of-audio-tracks
control command. Receiving the response, the personal conputer 1 closes
the descriptors. As shown in Fig. 41, the transmtted get-nunber- of -
audi o-tracks response command includes a nunber of itens' field
posi ti oned f eb tes 17h and 18h. This field shows the nunber of
tracks or contents recorded on the mni disc 100. By exam ning the " nunber
of itens' field of the .transmtted get-numnber-of-audi o-tracks response
command, the per $6f&rVeGFpEr B SUBRSADIoE ~sludisotingg ksheomimtodr  of
tracks or contents recorded on the mni disc 100, which is nmounted on the
recor di ng/ rc@ﬁrf“@dlfi'tiw appHreR PN POA. Thieh, 32 rempraesssimgtloé t he per sonal
conputer 1 goes on to the step F186 shown in Fig. 30 to acquire 145
i nf or mat i orf PRI SR adic tgfornldppanta titre ke piRESH) s tief pensoisd
conputer 1 opens descriptors and transmts a get-audi o-

recorded in U-TOC sector 0 of the mini disc 100. Then, at

the step F284, the system control unit 32 creates a get-
number-of-audio-tracks response command shown in Fig. 41,
transmitting the get-number-of-audio-tracks response
command to the personél computer 1 in response to the
get-number~of-audio-tracks control command. Receiving the
response, the personal computer 1 closes the descriptors.

As shown in Fig. 41, the transmitted get-number-of-
audio-tracks response command includes a ‘number of
items’ field positioned at offset bytes 17h and 18h. This
field shows the number of tracks or contents recorded on
the mini disc 100.

By examining the ‘number of items’ field of the
transmitted get-number-of-audio-tracks response command,
_the personal computer 1 is capable of knowing the number
of tracks or contents recorded on the mini disc 100,
which is mounted on the recording/reproduction apparatus
20A.

Then, the processing of the personal computer 1

goes on to the step F186 shown in Fig. 30 to acquire
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track-nane control conmand shown in Fig. 42 to the recording/reproduction
apparatus 20A in order to acquire the nane of track #x. The transmtted
get - audi o-track- nane control command includes an "object position' field
at offset bytes 07h and 08h. The "object position' field specifies the
nunber (#x) of a track on the mni disc 100. Receiving the
get - audi o-track-nane control command, the systemcontrol unit 32 enpl oyed
in the recording/reproduction apparatus 20A obtains the name of track #x
fromU TOC sector 1 and, at the step F285, transmts a
get - audi o-track-nane response conmand shown in Fig. 43 to the personal
conput er EHERIFESIORs O & S-get - audi o-t rack-nane control command. As
shown in Fig. 43, the get-audio-track-nanme__response command i ncl udes an
“obj ect positionFiFpEl Bfapllef REethByEESPOTA8ANdEHBNPEFRE N Edhj ect positi on'
field shows the nunber of the track on the mni disc 100. The
get - audi o-compaitararte OPENFOIRRS CORERTE ANSh HHISRidS #h IemBA &y Audi o
Track Title Text' field at offset bytes 19h to (19 + Mh. The "M Bytes
Di sc Titl| ereek-nafree|apnitsrolyswgnfand sthimg narf g by texth®lescri bi ng t he
track name 146 fetched from U TOC sector 1. Symbol Mrepresenting the
nunber of dedcerslicaypesimgiudie dir egparateis L Wesiar idstey nto acquinrmry field
|l ength' field at offset bytes 17h and

the name of track #x. The transmitted get-audio-track-

name control command includes an ‘object position’ field

at offset bytes 07h and 08h. The ‘object position’ field

specifies the number (#x) of a track on the mini disc 100.

Receiving the get-audio-track-name control command,

the system control unit 32 employed in the

recording/reproduction apparatus 20A obtains the name of

track #x from U-TOC sector 1 and, at the step F285,

transmits a get-audio-track—-name response command shown

in Fig. 43 to the personal computer 1 in response to the

get-audio-track-name control command.

As shown in Fig. 43, the get-audio-track-name

response command includes an ‘object position’ field at

offset bytes 07h and 08h. The ‘object position’ field

shows the number of the track on the mini disc 100. The

get-audio-track-name response command also includes an

‘M-Bytes Audio Track Title Text'’ field at offset bytes

19h to (19 + M)h. The ‘M-Bytes Disc Title Text’ field is

used for storing an M-byte text describing the track name
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18h. By examning the "M Bytes Disc Title Text' field of the get-disc-nane
response command, the personal conputer 1 is capable of know ng the nane
of track #x recorded on the mni disc 100 nounted on the
recordi ng/ reproducti on apparatus 20A. Then, w thout closing the
descriptors, the personal conputer 1 carries out processing to acquire
attributes of a track specified in the 'object position' field. To put it
in detail, at the step F187, the personal conputer 1 transmts a

get -audi o-track-info control command to the recording/reproduction
apparatus 20A in order to acquire attributes of track #x,. The

get - audi o- fFAEREANEEOROHTFRE 86/haAd Li- ncPYARL M representing the

read-i nfo-block-for-track-attributes control command shown in Fig. 44, a
read- i nf o- BPBBRYf 8- PYAER- FOBROSEBAL tBP EEATENA2TRows FFsErgleds 1&nd a
read-info-block- for-track-size control command shown in Fig. 48. In
response té thR&ipazy- farddblearthdr fiedek atartlskilt bytesntr’d a@dhmand, the
read-i nf o- bl ock-for- track-node control command and the read-info-Dbl ock-for
147 track-3Bke control command, the systemcontrol unit 32 enployed in the
recordi ng/ reproduction apparatus 20A transmts respectively a
read-i nf o- bl ock-fRBy -¢xamkning the ‘M-Bytes Disc Title Text’ field of
the get-disc-name response command, the personal computer
1 is capable of knowing the name of track #x recorded on
the mini disc 100 mounted on the recording/reproduction
apparatus 20A.
Then, without-closing the descriptors, the personal
computer 1 carries out processing to acquire attributes
of a track specified in the ‘object position’ field. To
put it in detail, at the step F187, the personal computer
1 transmits a get—audio-track-info control command to the
recording/reproduction apparatus 20A in order to acquire
attributes of track #x.
The get-audio-track-info control command includes a
read-info-block-for-track-attributes control command
shown in Fig. 44, a read-info-block-for-track-mode
control command shown in Fig. 46 and a read-info-block-
for-track-size control command shown in Fig. 48.
In response to the read-info-block-for-track-

attributes control command, the read-info-block-for-

track-mode control command and the read-info-block—-for-
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attri butes response command shown in Fig. 45, a read-

i nfo- bl ock-for-track-node response conmand shown in Fig. 47 and a

read-i nfo-bl ock-for-track-size response conmand shown in Fig. 49 to the

personal conputer 1. The read-info-block-for-track-attributes control

command shown in Fig. 44 is a request for wite protect information for

the track specified in an "object position' field. In response to this

read-info-bl ock-for-track- attributes control command, the system contr ol

unit 32 obtains the track's node from U TOC sector 0 and issues a

read-i nfo-block-for-track-attribute r%§ onse conmmand hown_in, Fig. 45.
=l of

The write WFrAFEe i IH RS brE oM he 1 r RERELPect I HEY | Whh g%bject
position' field is extracted fromthe track pode and incluggd in a disc
sub-unit oBfREIYSA t¥D Hihesred i hat reRr Y St OB ARPEERC U el Der sona
conputer 1 recognizes that track #x is in a |locked state (wite-protect
state) as exdnfenced pESreditiveleld Be3dainBAP P CkhERrTEE®KKEX is in an
unl ocked state as evidenced by this field set at 00h. The
read- i nf o-dtocketdoes traateompelecoomnd| skhowmain Hig. showe i redily. 46 is a
request for information including a sanpling rate of the track specified
in an obj emtfofokdtk-ofdrfirvdck-mode response command shown in Fig.

47 and a read-info-block-for-track-size response command

shown in Fig. 49 to the personal computer 1.

The read-info-block-for-track-attributes control
command shown in Fig. 44 is a request for write protect
information for the track specified in an ‘object
position’ field.

In response to this read-info-block-for-track-
attributes control command, the system control unit 32
obtains the track’s mode from U-TOC sector 0 and issues a
read-info-block-for-track-attributes response command
shown in Fig. 45. The write protect information. for the
track specified in an ‘object position’ field is
extracted from the track mode and included in a ‘disc
sub-unit object attributes’ field at an offset byte OFh.

The personal computer 1 recognizes that track #x is
in a locked state (write—-protect state) as evidenced by
this field set at 0lh or that track #x is in an unlocked

state as evidenced by this field set at 00h.

The read-info-block-for-track-mode control command
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In response to this read-info-block-for-track-node control command, the
systemcontrol unit 32 issues a read-info-block-for-track-node response
command shown in Fig. 47. In the field read-info-bl ock-for-track-node
response conmmand, the sanpling frequency of the track specified in the
‘object position' field is shown in an '"audio recording sanple rate' field
provided at an offset byte 19h. A quantization bit count is shown in an
"audio recording sanple size, field provided at an offset byte |Ah. A
conpression node is set in an audio recording conpression node' field

rovi ded a of.f set. byte 1Bh.. The compressi on node can be the ATRAC or
RTRACS nod%‘.h%%ﬁ‘aﬁne?lfgnf (Slgrrdtsi &n TeRYSEA ITRG dnfR&madigred nel udidrbtshoni ¢ i s
shown in an auQLo recording channel nodel field provided at an offset byte
| Ch. Thus, “tH& 681%6&3@ e m}%leertrfciks sPgFaBEe o nk #&wi 93 Saif or mati on for
track #x fronx%he fields described above. The information includes the
sanmpling fPE§uéneYy, tH&ldguanti zation bit count, the conpression mode and
t he 149 channel node. The read-info-bl ock-for-track-size control command
shown in Fig. 48 IR BesRemestteokhds daeadsingooblohk-for-track-mode

control command, the system control unit 32 issues a
read~info-block-for-track-mode response command shown in
Fig. 47.

In the field read-info-block-for-track-mode
response command, the sampling frequency of the track
specified in the ‘object position’ field is shown in an
‘audio recording sample rate’ field provided at an offset
byte 19h.

A quantization bit count is shown in an ‘audio
recording sample size’ field provided at an offset byte
l1Ah. A compression mode is set in an ‘audio recording
compression mode’ field provided at an offset byte 1Bh.
The compression mode can be the ATRAC or ATRAC3 mode.

Channel information indicating either stereo or
.monothonic is shown in an ‘audio recording channel mode’
field provided at an offset byte 1Ch.

Thus, the personal computer 1 is capable of knowing
information for track #x from the fields described above,
The information includes the sampling frequency, the

quantization bit count, the compression mode and the
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track specified in an 'object position' field. In response to this
read-i nfo-bl ock-for-track-size control conmand, the systemcontrol unit 32
i ssues a read-info-block-for-track-size response comand shown in Fig.
49. The read-info-bl ock-for-track-size response conmand includes fields
naned 'Hours', 'Mnutes', 'Seconds' and 'Franes' at offset bytes 1Ah to
1Eh. These fields show a data size expressed in terns of hours, mnutes,
seconds and franes. The personal conputer 1 is capable of knowing the
data size for track #x fromthese fields. By exchanging the contro
comands a r se commands at the steps F186, F187, F285 and F286,
t he persoE%Fﬁgﬁﬁbﬁﬁgggl i s capabl e of obtaining one track's nanme and
attributes. The oggratio s .of eéﬁhaﬂgin% the control commands and the
response conmmands -are TFefeafdqProrkefon —track-recs: goatanlt kemmamd di sc
100. At the.step . F188, the personal conmputer 1 forns a judgnent as to
whet her or SKWThdmed 1ehd 48 tiS putkegueste ftderd alafif reize faf &e tracks
recorded on the mni disc 100. If names and attributes have not been
acqui red fdraal sPesdifdied He B30 ‘wRucsssinns igoen batileld. the step F186 to
repeat the operations. At the step F186, the track nunber specified in
the 'obj ect positiEBnrespendei tochhhagedend-andbhblock-for-track-size
control command, the system control unit 32 issues a
read-info-block-for-track-size response command shown in

Fig. 49,

The read-info-block-for-track-size response command
includes fields named ‘Hours’, ‘Minutes’, ‘Seconds’ and
‘Frames’ at offset bytes 1Ah to 1Eh. These fields show a
data size expressed in terms of hours, minutes, seconds
and frames. The personal computer 1 is capable of knowing
the data size for track #x from these fields.

By exchanging the control commands and the response
commands at the steps F186, F187, F285 and F286, the
personal computer 1 is capable of obtaining one track’s
name and attributes. The operations of exchanging the
control commands and the response commands are repeated
for each track recorded on the mini disc 100. At the step
F188, the personal computer 1 forms a judgment as to
whether or not names and attributes have been acquired
for all tracks recorded on the mini disc 100. If names

and attributes have not been acquired for all tracks, the
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nunber indicating another track for which a nane and attributes are to be
acquired next. As nanes and attri butes have been acquired for all tracks,
the descriptors are closed to end the sequential processing. The nunber of
tracks for which nanes and attributes are acquired was requested at the
step F185 and obtained at the step F284. It is to be noted that, in the
operations of exchanging the control commands and the response comrands,
descriptors are not opened and closed for each track specified in the
object position' field. Thus, the length of tine it takes to acquire track

nanmes and track .attributes can be ,shortened. descri bed .above, in this
enbodi mentPT IFFST it goreescg’rao‘? 7% gt kSR gEﬂlBaésf)faq HUEEDANS connected to

the personal computer 1, the personal. conputer é i s capabl e .of optaining
i nfor mati PFFE AT BitsENPoF EFBURLES oF Dt & 3F c&PH&’ﬁ&/ PG on
apparatus 20A. The information includes a nedia name, the nedia capacity,
t he nunberitofthe r'fdeqlorresideentLikd outangehe-harP Bierach track,
wite-protect data, the node data of each track and the 151 size of each
track. Thewdpaciindigstivde o thral trade formantech i aenane md num recor di ng
time and a remaining tine. The node data includes a sanpling

attributes are to be acquired next.

As names and attributes have been acquired for all
tracks, the descriptors are closed to end the sequential
processing. The number of tracks for which names and
attributes are acquired was requested at the step F185
and obtained at the step F284.

It is to be noted that, in the operations of
exchanging the control commands and the response commands,
descriptors are not opened and closed for each track
specified in the ‘object position’ field. Thus, the
length of time it takes to acquire track names and track
attributes can be shortened.

As described above, in this embodiment, when the
recording/reproduction apparatus 20A is connected to the
personal computer 1, the personal computer 1 is capable
of obtaining information on a mini disc 100 mounted on
the recording/reproduction apparatus 20A. The information
includes a media name, the media capacity, the number of
tracks (or a content-data count), the name of each track,

write-protect data, the mode data of each track and the
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frequency, a quantization bit count, a conpression node and a channel
node. As descri bed above, by acquiring the information on the mni disc
100 used as a secondary recording nmediumto serve as a check-out/check-in
target fromnow on, an application running on the personal conputer 1 is
capable of carrying out various kinds of processing described below In
the first place, the information on the mni disc 100 used as a secondary
recordi ng medi um can be displayed as an application screen appearing on a
nonitor of the personal conputer 1. Thus, it is possible to display the
title of the mni_ disc 100, a total erformance tine, a maxi mumrecording
tinme, a refdizf o eﬁfﬁbt§ﬁ&krheT Enﬁ@BaSFtYréBE udeyy eh&Odfdpl ay screen,
tracks are displayed as their track names along with the size of each
track and SFECHWRIGEET6n PofMagddM™ LT8G0 rdiRg £imes @nd 3pr oper
informati on can be displayed to the user. In the second_place, when
content datt®"$idied itiMehe The Bofds dpéekéncodutdest Resampéing the content
data is 152 conpared with the remaining time of the mni disc 100 to form
a j udgrment fasauengiyet lfequantiga tilpg foide cpued ofe tasmpPraEsHica ;OO0 can be
used for accommodating the check-out.

and a channel mode.

As described above, by acquiring the information on
the mini disc 100 used as a secondary recording medium to
serve as a check—qut/check—in target from now on, an
application running on the personal computer 1 is capable
of carrying out various kinds of processing described
below.

In the first place, the information on the mini
disc 100 used as a secondary recording medium can be
displayed as an application screen appearing on a monitor
of the personal computer 1. Thus, it is possible to
display the title of the mini disc 100, a total
performance time, a maximum recording time, a remaining
time and the number of tracks. On the display screen,
tracks are displayed as their track names along with the
size of each track and other information for each track.
As a result, proper information can be displayed to the
user.

In the second place, when content data stored in

the HDD 5 is checked out, the size of the content data is
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If the result of the judgnment indicates that the free area of the mni disc
100 can be used for acconmopdating the check-out, the check-out processing
shown in Figs. 17 and 18 is carried out. In the third place, if a
plurality of contents is specified as check-out objects and the free area
of the mni disc 100 cannot be used for accommodating the check- out

obj ects, check-out processing for only sone of the requested contents can
be carried out. It is needless to say that the information displayed on
the nonitor also serves as a guide when the wuser specifies a check-in. In
addition, a check-in, .increases the size of free ,area.i m ni disc

100, Tt CETERER M G ROTRIS TiRe SRS O dX R LSt nlade si 26 to
content data specifjed as a check-out object. That is to say, by obtaining
i nf or mat i ¢RPT8h & AFIBEQIH @ O dEGTdeTg Oﬁ‘!-ed’iq.Ymthﬁr dg&e o’ﬁf&aatQ%ﬁé‘ecan be
carried out in the data transfer system A preferred enbodi nent has been
descri bed M@ if fisc HAkvaan RaeusedpEost 2EREMPPEZEART] Al enGhGF W ot 153
limted to the enbodinment. That is to say, it is possible to provide a
vari ety &ff vdesirgsslwi offi ithe dagmenft dewdmatgss tdfatt Hdrepriczsent
area of the mini disc 100 can be used for accommodating
the check-out, the check-out processing shown in Figs. 17
and 18 is carried out.
In the third place, if a plurality of contents is
specified as check-out objects and the free area of the
mini disc 100 cannot be used for accommodating the check-
out objects, check-out processing for only some of the
requested contents can be carried out.
It is needless to say that the information
displayed on the monitor also serves as a guide when the
user specifies a check-in. In addition, a check-in
increases the size of a free area in the mini disc 100.
It is then nice to allocate the free area with an
increased size to content data specified as a check-out
object.
That is to say, by obtaining information on the
secondary recording medium, proper operations can be
carried out in the data transfer system.

A preferred embodiment has been described so far.

However, the scope of the present invention is not
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invention by changing the data transfer systems operations including the
encryption, the data paths, the check-out/check-in techniques, the
authentication technique, the content-1D generation technique, the _
content-1D managenment techni que and the technique to acquire information
on a secondary recording nedium In addition, the present invention does
not limt the object of the data transfer processing froma primry
recording mediumto a secondary recording nmediumas described above to an
SDM content. Instead, the data transfer processing can be applied w dely

to various . .ki. f ntent data. Furthernore, the primary recording
medi um can lﬁlé{lg%?eg:lou %&ﬁ otdﬁéﬂ?ntthe HDD. It is needles to say that the

i i i i m ini di d the
secondary recordi mediumis not limted to a mni disc and the
recording/reprodu@ﬁ?Bnlﬁp r8f¥is 28AFsPRBEIPLAI tedPrevadenanvadiisty
recording apparatys. Instead, the secondary recording nediumcan be of one
of differeft tVFELC oM I tEENS ¢2ange e onsmntdiade PUO the pressassible to
enpl oy angther nmediumsuch as a CD-R, a CO-RW a DVD-RAV! a DD R a
DVD- RW or GRESGEIQNY BYi ebpngrnge fhey dededsranisder system ishe
recordi ng/reproduction apparatus 20A, a reqordlng apparatus for the other
medi um can®B&TraseqdrsAd nicd udividotibef eomryipe iaingv & hee slartiapipiadhs i Rhe

check-out/check-in techniques, the authentication

technique, the content-ID generation technique, the
content-ID management technique and the technique to
acquire information on a secondary recording medium.

In addition, the present invention does not limit
the object of the data transfer processing from a primary
recording medium to a secondary recording medium as
described above to an SDMI content. Instead, the data
transfer processing can be applied widely to various
kinds of content data. Furthermore, the primary recording
medium can be a medium other than the HDD.

It is needles to say that the secondary recording

medium is not limited to a mini disc and the
recording/reproduction apparatus 20A is not limited to a
mini-disc recording apparatus. Instead, the secondary
recording medium can be of one of different types. For
example, as the mini disc 100, it is possible to employ

another medium such as a CD-R, a CD-RW, a DVD-RAM, a DVD-

R, a DVD-RW or one of a variety of memory cards. Thus, as
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accordance with the present invention, the data transfer apparatus (or the

primary-recordi ng- medi um apparatus) is capable of requesting the

dat a-recordi ng apparatus (or the secondary-recordi ng-nedi um apparatus) to

transmt information on the secondary recording nmediumserving as a

check-out destination and acquiring required information even if, as the

secondary recording nedium a nedium adopting its own uni que managenent

technique as is the case with a mini disc is enployed. In particular, the

information on a secondary recording nediumincludes information

i ndi cating . whet her ..or pot the secondary recordj medi um has been nount ed
i f‘ HRARA e (s

on the dat &SP it ighe Bts et dnta? Y 1%cor di ng
medi um the nanme of each content data stored in the secondary recording
medi um t FPREFFAS VO e O RO MR T &8 FHFFRYI um  the nunber of
contents recorded on the secondary recording nmediumand attributes of
each content dat &Sré€orl¥doss thems&bendRoyer 865 FiiRioMedild®m From the
information on the secondary recording nedium prior to a check-out or a
transfer dcfcaufagme MWEaihe femaienprimentiatordingaeali imrsfer secondary
recording nmedium it is thus possible to accurately form judgnents as to
whet her orapmErathes clecktfmitpciame tpe-recording-medium apparatus) is

capable of requesting the data-recording apparatus (or

the secondary-recording-medium apparatus) to transmit

information on the secondary recording medium serving as

a check-out destination and acquiring required

information even if, as the secondary recording medium, a

medium adopting its own unique management technique as is

the case with a mini disc is employed.

In particular, the information on a secondary

recording medium includes information indicating whether

or not the secondary recording medium has been mounted on

the data-recording apparatus, the name of the secondary

recording medium, the name of each confent data stored in

the seccondary recording medium, the capacity of the

secondary recording medium, the number of contents

recorded on the secondary recording medium and attributes

of each content data recorded on the secondary recording

medium.

From the information on the secondary recording

medium, prior to a check-out or a transfer of content
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i npl enented, the content data to be checked out is proper and the content
data is appropriate for the check-out. As a result, there is exhibited an
effect of inplenmentation of a proper transfer operation. In addition, by
acquiring informati on on a secondary recordi ng nedium an application
running on the data transfer apparatus is capable of presenting the
informati on on the secondary recording nediumto the user as gui dance
information. It is needless to say that, since content data is recorded on
t he secondary recording nmediumin an unencrypted state conpatibility W th
t he convenélonal appar atus _can be 8bta|ne andlt §

copyri ght S&h2bErPPof eRF &2 T YT §PEIBBIANSE LR SUFhSﬁFPE ngn process is
carried out and _a usage rule is, checked for ? check- out . g bove effects
are benefi EPEPTEdNENBEHUR, ahd, 15 RREAIPPRSAPLLEL tPs3FEREPEFEYL §OFPovi de t he
user with a data transfer systen1 which is easy to use. 156 CLAIMS 1. A
dat a transiBegBgBEEnREnEPUNNAGhE T daFanPitatbfeFREFaPHtuS2ANE A

dat a-recording apparatus wherein: said data transfer apparatus conprises:
implemented, the content data to be checked out is proper

and the content data is appropriate for the check-out. As
a result, there is exhibited an effect of implementation
of a proper transfer operation.

In addition, by acquiring information on a
secondary recording medium, an application running on the
data transfer apparatus is capable of presenting the
information on the secondary recording medium to the user
as guidance information.

It is needless to say that, since content data is
recorded on the secondary recording medium in an
unencrypted state, compatibility with the conventional
apparatus can be obtained and, at the same time, a
copyright can be protected. This is because an
authentication process is carried out and a usage rule is
checked for a check-out.

The above effects are beneficial to the user and,
in addition, it is possible to provide the user with a

data transfer system, which 1s easy to use.
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pri mary-recordi ng- nmedium drive neans for recording and reproducing data
onto and froma primary recording nediunm storage control neans for
controlling said primary-recordi ng-nediumdrive nmeans to store content
data onto said primary recording nmediumin an encrypted state;

communi cation neans for carrying out a variety of data conmunications
including transfers of content data with said data-recordi ng appar at us;
command-transm ssion control means for driving said communication neans to
transmt a command for making a request for information on a secondary
recordi ng nmedi um nounted on said dat -Hgﬁprding apparatus to said

dat a-recordi ng apparatus; and infor -obt ai ni ng neans for obtaining

i nformati on on said secondary recording nmed| u fron1saig dat a-recordi ng
appar at us, whereas shi@eHat 5ERREERHI 7Y Eﬁﬁa?ﬁgLEd%Bﬂp?i ate 157

communi cati on neans for carrying out data conmunications including
exchanges tofansfifte mpriatacwi tand ohidp R Ee ¢ ehte A RRA HMs;
secondary-recordi ng-nmedi um drive nmeans for recording and reproduci ng data
onto and fwhemesial d

said data transfer apparatus comprises:

primary-recording-medium drive means for
recording and reproducing data onto and from a primary
recording medium;

storage control means for controlling said
primary-recording-medium drive means to store content
data onto said primary recording medium in an encrypted
state;

communication means for carrying out a
variety of data communications including transfers of
content data with said data-recording apparatus;

command-transmission control means for
driving said communication means to transmit a command
for making a request for informatioﬁ on a secondary
recording medium mounted on said data-recording apparatus
to said data-recording apparatus; and

information-obtaining means for obtaining
information on said secondary recording medium from said
data-recording apparatus, whereas

said data-recording apparatus comprises:
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secondary recordi ng nmedi um decryption neans for decrypting encrypted
content data received fromsaid data transfer apparatus, putting said
content data in an unencrypted state; recording control neans for
controlling said secondary-recording-nmediumdrive nmeans to record said
encrypted content data decrypted by said decryption neans onto said
secondary recordi ng nediunm and information-transm ssion control neans for
requesting said comruni cation nmeans to transmt information on said
secondary recording mediumto said data transfer apparatus in accordance
with a command received fromsaid data transfer a Paratus requesting said
information. 2. A data t?%rﬂ'élfréjrc%%?rérﬁ‘%%%%rg‘?ﬁgc? ¥ P4t 9kRrein said
information on said secondary recordin mediumis information indicating
whet her or R8G90 B CHHGIHESR (h 1988 158 dadentddton sai d
data- recordi,ng apparatus. 158 3. A data transfer system according to claim
1, wherei 7338 @3t% StRasiter epregiadUSecondary recording nediumis a nane
of said secondary recording nedium nounted on said data-recording
apparatus or a nane of SREINGVTH SrrCYednggeed et dnivaineass ofokary

recordi ng .
recording and reproducing data onto and from said

secondary recording medium;

decryption means for decrypting encrypted
content data received from said data transfef apparatus,
putting said content data in an unencrypted state:

recording control means for controliing said
secondary-recording-medium drive means to record said
encrypted content data decrypted by said decryption means
onto said secondary recording medium; and

information-transmission control means for
requesting said communication means to transmit
information on said secondary recording medium to said
data transfer apparatus in accordance with a command
received from said data transfer apparatus requesting
said information.

2. A data transfer system according to claim 1,
wherein said information on said secondary recording
medium is information indicating whether or not said
secondary recording medium has been mounted on said data-

recording apparatus.
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medium 4. A data transfer systemaccording to claiml, wherein said
informati on on said secondary recording nediumis a capacity of said
secondary recordi ng medium nounted on said data-recordi ng apparatus. 5. A
data transfer systemaccording to claim1l, wherein said information on
sai d secondary recording nediumis the nunber of contents stored on said
secondary recording nedi um nounted on said data-recordi ng apparatus. 6. A
data transfer systemaccording to claiml1l, wherein said information on
said secondary recording nediumis attributes of each content data

recorded on saig secondary. recogrdin di um nount ed pn | g data-
recordi ng appara us.Aanﬁéd%f%p?f%ﬁs$%$E§Vs?%ﬁ?5§%%?d?%gé?%g%lafn11,
wherein said data transfer apparatus forns a judgnment as 0 Wwhet her or not
dat a cont ether&aigy @ ich I HTIRE PR 185G cﬁ?flgo M St Pe transnitted
to said data- recording apparatus on the basis of said information on 159
sai d secomatiyn deoradinaeredi iR 1dEIPTIAR THhIRGREG P BHitdiTed by said
i nformation-obtaining nmeans. 8. A data transfer apparatus conprising:
pri mary- r esordiatdy-arediaid did tee-reearding arRaraivy CAam MM dttici ng dat a
onto and froma prinmary recording _
each content data recorded on sald secondary recording
medium.
4. A data transfer system according to claim 1,
wherein said information on said secondary recording
medium is a capacity of said secondary recording medium
mounted on said data-recording apparatus.
5. A data transfer system according to claim 1,
wherein said information on said secondary recording
medium is the number of contents stored on sald secondary
recording medium mounted on said data-recording apparatus.
6. A data transfer system according to claim 1,
wherein said information on said secondary recording
medium is attributes of each content data recorded on
said secondary recording medium mounted on said data-
recording apparatus.
7. A data transfer system according to claim 1,
wherein said data transfer apparatus forms a judgment as
to whether or not data content stored in said primary

recordihg medium should be transmitted to said data-

recording apparatus on the basis of said information on
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medi um storage control neans for controlling said primary-

recordi ng-mediumdrive nmeans to store content data onto said primary
recording mediumin an encrypted state; commrunication means for carrying
out a variety of data conmunications including transfers of content data
wi th an external data-recording apparatus which perfornms recording and
reproduci ng said content data onto and from a secondary recordi ng nmedi um
command-transm ssion control means for driving said comunication neans to
transmt a command for naking a request for information on a secondary
recordi ng nmedium nounted on said data-recording apparatus to said data-

recordi ng Sppar SEGSPYaRY FREGFRAPPoRSERTE nRG Chedds TP6PTBBTEAPRI ng
information on said secondary recording mediumfrom said data-recording
appar at us. ©btaingdt Byt pahsf énfappatacnsoREA4PAPAgMESNEl-ai m 8, wherein said
information on said secondary recording 160 nediumis information
i ndi cating whet he®. oA @t as & bk n ssferso rakrar ataro rafimey ¥eldidsrm has been nount ed
on said data- recording apparatus. 10. A data transfer apparatus according
to claim8, whererimsaydréododimg+oedbunsdr dve egeauar jor ececdrdagng
and reproducing data onto and from a primary recording
medium;
storage control means for controlling said primary-
recording-medium drive means to store content data onto
sald primary recording medium in an encrypted state;
communication means for carrying out a variety of
data communications including transfers of content data
with an external data-recording apparatus which performs
recording and reproducing said content data onto and from
a secondary recording medium;
command-transmission control means for driving said
communication means to transmit a command for making a
request for information on a secondary recording medium
mounted on said data-recording apparatus to said data-
recording apparatus; and
information-obtaining means for obtaining
information on said secondary recording medium from said
data-recording apparatus.

9. A data transfer apparatus according to claim 8,

wherein said information on said secondary recording
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mediumis a nane of said secondary recordi ng nmedium nounted on said

dat a-recordi ng apparatus or a nane of each content data recorded on said

secondary recording nedium 11. A data transfer apparatus according to

claim8, wherein said information on said secondary recording nmediumis a

capacity of said secondary recording nedium nounted on said data-recording

apparatus. 12. A data transfer apparatus according to claim8, wherein

said informati on on said secondary recording mediumis the nunber of

contents stored on said secondary recording nediumnmunted on said

dat a-recordi ng apparatus. 13, ata transfer apparatus according to claim
<8ea ¥ the ;

3, Ad [
8, whereifi® Hf ORhafPBRIBR $RAHCRELBAJURGTREEOPHI ARG FBdFum i s
attributes of each content data recorded on said secondary recordi ng nedi um
nount ed onS8aPRIYEY aT S FRESH AP nPeappRr R GsPeer. mauphed PRafdfer dabpar at us
according to claim8, wherein said data transfer apparatus fornms a
judgment asege1diBIwRBPAEATEE . not data content stored in said prinary
recording medi um should be transmtted to said data- recordi ng apparatus on
t he basis of sai dQnf @ Matticortmans & RpETATis yaceeodhagteediamm &hich is
information obtained by said informati on-obtaini ng neans.
wherein said information on said secondary recording
medium is a name of said secondary recording medium
mounted on sald data-recording apparatus or a name of
each content data recorded on said secondary recording
medium.
11. A data transfer apparatus according to claim 8,
wherein said information on said secondary recording
medium is a capacity of said secondary recording medium
mounted on said data-recording apparatus.
12. A data transfer apparatus according to claim 8,
wherein said information on said secondary recording
medium is the number of contents stored on said secondary
recording medium mounted on said data-recording apparatus.
13. A data transfer apparatus according to claim 8,
wherein said information on said secondary recording
medium is attributes of each content data recorded on
said secondary recording medium mounted on said data-
recording apparatus.

14. A data transfer apparatus according to claim 8,

wherein said data transfer apparatus forms a judgment as
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15. A data-recordi ng apparatus conprising: conmunication neans for
carrying out data comrunications including exchanges of content data with
an external data transfer apparatus; secondary-recordi ng-mnmedi umdrive nmeans
for recording and reproducing data onto and froma secondary recording
medi um decryption nmeans for decrypting encrypted content data received
fromsaid data transfer apparatus, putting said content data in an
unencrypted state; recording control means for controlling said
secondary-recordi ng-nediumdrive nmeans to record said encrypted content
data decrypted by said decryption nmeans onto said secondary recording
medi um  ante | PRSEREY | Oh-R9hrddt 3 sTORLeBRt FEPTRBan: $8+3 PEHUREYing said
comuni cation neans to transmt_information on said secondary recording
medi um t o seferdiey smed s f ehoupPabat tsapsmatted dhacea it B2k2command
received fromsaid data transfer apparatus requesting 162 said information.
16. A dat areccodihagepppeatisisonctbedbagisootl aghd isformetéPn 9ai d
i nformation-transm ssion control nmeans transmts information indicating
whet her orsabd sacondsegondesydiegomddhgmpedhinhhas beéarmethdtad on said
dat a-
obtained by said information-obtaining means.
15. A data-recording apparatus comprising:
communication means for carrying out data
communications including exchanges of content data with
an external data transfer apparatus;
secondary-recording-medium drive means for
recording and reproducing data onto and from a secondary
recording medium;
decryption means for decrypting encrypted content
data received from said data transfer apparatus, putting
said content data in an unencrypted state;
recording control means for controlling said
secondary-recording-medium drive means to record said
encrypted content data decrypted by said decryption means
onto said secondary recording medium; and
information-transmission control means for
requesting said communication means to transmit
information on said secondary recording medium to said

data transfer apparatus in accordance with a command

received from said data transfer apparatus requesting
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recordi ng apparatus to said data transfer apparatus as said information on
sai d secondary recording nmediumas requested by said data transfer
apparatus. 17. A data-recording apparatus according to claim 15, wherein
said information-transm ssion control means transmts a nane of said
secondary recording medium nounted on said data-recordi ng apparatus or a
name of each content data recorded on said secondary recording nediumto
said data transfer apparatus as said information on said secondary
recordi ng nediun1as requested by said data transfer apparatus. 18. A
dat a-recordin E?ratus according to claim 15, wherein said
i nf or mat i of2t E8#BRORontrol neans transmits a capacity of said
secondary recordlng medi um nounted on said data-recording apparatus to
said data transfl- appdpaBusesorsding PFPerRELISOR CERISANG Fec
recording medium as requested by said data transfer apparatus. 19. A
dat a- r ecor P ngwhgpaiat sgidctofdingtionctyansméssisn ghrtepPh BaRES
i nformation-transm ssion control means transmts the nunber of contents
stored on smtussiteontafyrmattondindgineting wbehhed on saikdsdata-recordi ng
apparatus to said data transfer apparatus as said information on said
secondary secondang nedoudinag mequemt Rdsbpesai flodatad on said data-

recording apparatus to said data transfer apparatus as

sald information on said secondary recording medium as

requested by said data transfer apparatus.

17. A data-recording apparatus according to claim

15, wherein said information-transmission control means

transmits a name of said secondary recording medium

mounted on said data-recording apparatus or a name of

each content data recorded on said secondary recording

medium to said data transfer apparatus as said

information on said secondary recording medium as

requested by said data transfer apparatus.

18. A data-~recording apparatus according to claim

15, wherein said information-transmission control means

transmits a capacity of said secondary recording medium

mounted on said data-recording apparatus to said data

transfer apparatus as said information on said secondary

recording medium as requested by said data transfer

apparatus.

19. A data-recording apparatus according to claim
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transfer apparatus. 20. A data-recording apparatus according to claim 15,
wherein said information-transm ssion control neans transmts attributes

of each content data recorded on said secondary recordi ng medi um nount ed

on said data- recording apparatus to said data transfer apparatus as said
information on said secondary recording nediumas requested by said data

transfer apparatus. 21. A data transfer nethod adopted by a data transfer
apparatus formng a transfer systemwherein: said data transfer apparatus
has a primary recordi ng mediumused for storing encrypted content data; a
dat a- recordlng apparatus i s enpl oyed; said data-recording apparatus is

capabl e of 15y et¥BrALHY éﬁadréB?BHH@Fh@ns§F6n€6hﬁéﬁPndﬁPatSHQOmﬁﬁBSfron1 a
secondary recording nmediumin an _unencrypted state; and said data transfer
appar at us F5aBSRMEEt BHet BushPE OfacanteBbFdFigrapparacaids6ecratasyi d dat a
transfer apparatus and said data-recording apparatus are capable 164 of
conmmuni cat Fagowiingemefivnhepunsafdodasaidr dasperecardhnd eppprsing: a
confirmation procedure for confirmng that said secondary recordi ng nmedi um
has been nbanseddodetassrdnsfiaraarpsoativangaappaidt Gsformation on
said secondary recording medium as requested by said data
transfer apparatus.
20. A data-recording apparatus according to c¢laim
15, wherein said information-transmission control means
transmits attributes of each content data recorded on
said secondary recording medium mounted on said data-
recording apparatus to said data transfer apparatus as
said information on said secondary recording medium as
requested by said data transfer apparatus.
21. A data transfer method adopted by a data
transfer apparatus forming a transfer system wherein:
said data transfer apparatus has a primary
recording medium used for storing encrypted content data;
a data-recording apparatus is employed;
said data-recording apparatus is capable of
recording and reproducing said content data onto and from
a secondary recording medium in an unencrypted state; and
said data transfer apparatus is connected to said

data-recording apparatus so that said data transfer

apparatus and said data-recording apparatus are capable
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an information acquisition procedure for acquiring informtion on said
secondary recordi ng nedi um nounted on said data-recording apparatus from
sai d data-recording apparatus; an authentication procedure for confirmng
that said data-recording apparatus is indeed an apparatus serving as a
valid destination of a transfer of said content data stored in said
primary recording nmedium a judgnment procedure for formng a judgnent as to
whet her or not said content data stored in said primary recording nmedi um
shoul d be transferred to said data- recordi ng apparatus on the basis of an
aut hentication result produced by said authentication procedure; and a

transfer pRbceRmPrEnicrtirandith redghsarictonteht dahtaterssry
dat a-recordi ng apparatus in accordance with a result of said judgnent
fornmed by Bekkod veerhisipgbcedure. 22. A data transfer method according to
claim?2l, wherein said information acquisition procedure is 165 executed
to acquire a nang cforsfi mhassicondarocednos diawy canldi umnourtatd snidai d
dat a-recordi ng apparatus or a nane of each content data recorded on said
secondary secondihng reedrdimdroedsandhaat aeercoodnhgdappaoasasdas sai d
information on said secondary recordi ng nedi um

data-recording apparatus;

an information acquisition procedure for acquiring
information on said secondary recording medium mounted on
said data-recording apparatus from said data-recording
apparatus;

an authentication procedure for confirming that
said data-recording apparatus is indeed an apparatus
serving as a valid destination of a transfer of said
content data stored in said primary recording medium;

a judgment procedure for forming a judgment as to
whether or not said content data stored in said primary
recording medium should be transferred to said data-
recording apparatus on the basis of an authentication
result produced by said authentication procedure; and

a transfer procedure for transferring said content
data to said data-recording apparatus in accordance with
a result of said judgment formed by said judgment
procedure.

22. A data transfer method according to claim 21,

wherein said information acquisition procedure is
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23. A data transfer nethod according to claim2l, wherein said information
acquisition procedure is executed to acquire a capacity of said secondary
recordi ng medi um nounted on said data-recordi ng apparatus from said _

dat a-recording apparatus as said information on said secondary recording
medium 24. A data transfer method according to claim21l, wherein said
information acquisition procedure is executed to acquire the nunber of
contents recorded on said secondary recording nmedi um mounted on said data-
recordi ng apparatus from said data-recording apparatus as said information
on sai d secondary .recording nmedium 25. A data transfer nethod according to
claim 21, eﬁﬁ%?égﬂ gaiaCFHEB?nﬁtpﬁﬁea€&uF§FPiéﬁCBPQééHuFécp§dl§ﬁecuted to
acquire attributes of each content data recorded on said secondary
recor di ng WBAi U TPBRLedi an aatd- fetargrrgrappar apnsrasusacd enhemeati on on

said secondary recording nedium 166 . .
of each content data recorded on said secondary recording

medium from said data-recording apparatus as said
information on said secondary recording medium.

23. A data transfer method according to claim 21,
wherein said information acquisition procedure is
executed to acquire a capacity of said secondary
recording medium mounted on said data-recording apparatus
from said data-recording apparatus as said information on
said secondary recording medium.

24. A data transfer method according to claim 21,
wherein said information acquisition procedure is
executed to acquire the number of contents recorded on
said secondary recording medium mounted on said data-
recording apparatus from said data-recording apparatus as
said information on said secondary recording medium.

25. A data transfer method according to claim 21,
wherein said information acquisition procedure is
executed to acquire attributes of each content data
recorded on said secondary recording medium from said
data-recording apparatus as said information on said

secondary recording medium.
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