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| NTELLI GENT VEHI CLE ACCESS CONTRCL SYSTEM FI ELD OF
THE | NVENTI ON The present invention relates to
nonitoring and/or controlling vehicular access to 5
sites, and in particular providing vehicular
under carriage scanning and/or driver recognition
prior tolN HGENTYBHIGE Fs 4 CICESS € ONBROKGROSKDNVOF
THE INVENTION It is necessary to control access of
personnel and vehicles to all sites, both 10 civilian
BHELDIOF (LHR INVENBOMNt decades, notor vehicles have
been gged in the type of terrorist activities that
have CBnRIEEH! prveRHemrrlaies anonigaribigramd/or vbniwolling vekikaar access to
HRve par i 05/ .detopated j.n a particul .
I o\é'ata?gnfdt gﬂggcggg g\/rgg%g ﬁ’o%ﬂlﬁgl?aéoﬁlﬁ(ieqrgagfﬂggep rsgwrfgy.an r driver
Tepognitied puortthe vehisk dntmingaut®bitds. vehi cl e that can
legitimately be brought onto a site can be stolen or
hi jacked by a terrorist group, |oaded with explosives
BACKGROAIND O THE ISVENTOR terrorist or brought in .
unawar es by driver/passengers. 20 SUMVARY OF THE
| NVENFLOMeressay clor ehmtob aptesh f pérsatehapé otehindest tveall sites, both
O?Jiﬁ?r?ﬁfdﬁm’t tion, there is provided a vehicle access
control sSystem conprising: imaging nmeans for capturing
an i mage of the undercarriage of a vehicle as it is
bei ngl driven into a first area; database neans for 25
[

st or i!A&eeRbdreadess mofas vghigtesdave beggewsedfin thettype eftenorishactivities

11t haR etk i the fhrst. areg:. . and neans for . .

conpar i ﬁ%&ttﬁg)ec@%taﬂr%dp aII. %@&‘%’ flﬁ[gto ﬁ&gﬁ%ﬁﬁvﬁé’@@fi explosives

apdh detpaited irea phrticulgr eatintoicatse dditagkits BbrsdhRand biopoR.

or nore of the stored i mages of the wundercarriages o

vehi cl es .on t he dat abase neans. Enbodi nents of the

pr eseints alsd4Be EiR L fillt: ct allow .

for 30 the scan E?{ﬁ%ctg?{o?hggﬁfﬁgg%% g?rl% é}élage?)pge b’é“Hﬁi‘c‘ﬁ Qo a site

capbe stelenawihijaskedrbyod teetorist grioap loadddewitilexplosives and brought onto a
ntity of the driver and

SR b bl Bogi ek & idpassenger.

SUMMARY OF THE INVENTION

In accordance with a first aspect of the present invention, there is provided a
vehicle access control system comprising: imaging means for cépturing an image of
the undercarriage of a vehicle as it is being driven into a first area; database means for
storing images of the undercarriages of vehicles which are permitted into the first
area; and means for comparing the captured image of the undercarriage of the vehicle
being driven into the first area with one or more of the stored images of the
undercarrtages of vehicles on the database means. |

Embodiments of the present invention, according to the first aspect allow for
the scanning of the undercarriage of a vehicle for explosives or other illicit material,
verification of both the identity of the driver and the identity of the vehicle, to

establish ~  that the particular vehicle - is permitted



establish that the particular vehicle is permtted z

into a sensitive site and that it is currently being

driven by a driver who is permtted to - drive it into

that site. In accordance with a second aspect of the

present invention, there is hrovided a vehicle access

control system conprising: database nmeans contai ni ng:

driver identification data identifying drivers who

at™le BEFMY Yeeuteagd dhatvbisvamentls beingtdyivan fbiyr s trivarelay is permitted to -

NEYRREH i BlaEsifiat a 1 dentifying vehicles which are

permtted into the first area; and data identifying

which driver is permtted to bring which vehicle into

the first area; neans for capturing identification

dat a alncagtoranire with a whont sistict ¥T 1€ gr&@nt MOBAtfIne tHefd R provided

t he lIiSt area, nupber plate recognition neans for

chpleitdh Gerrsi@ntrop sytten deamaprigiegit dathlnse eheaisecdngainipg: driver
[ I | c.and _nmeans, f.ar . . .

i Oh Rk Pl ek BAER WAL RN B deive vebiciapnto a fios

capd; uruaber géatt idhiaddéritifing atehicla@bobich tRep&idiM&T indh ehd Srst area;

dri vian%.& he vehi Lﬁ’ri nto the first area and on the

P @Qipt ‘-‘Pﬂé’m%a*é@ &dves Upermigied tie baiag avhioh welielerintethe first

Whet: I f20 ' ' rmytted to drjve that

vehi’(r:lli?1 gari%ntfd(%1 %aﬁgﬂ?}lgr g{ehgﬁéag.ﬁag?qﬁ earbogf A HEF V!%? 18, fgrving the

swbinhal irdte pbc thastnirga;ahdmberf flhte! fREoGHAAN Aot Bturing number
urf ercarri age f a vehicle for explosives or other

i cfata ol ithe | vebisls e dgnefinisotle firsle atede mnilt peans for
Ghteld ' [ tity, of t vehi.cle,..tq. .
esteabg?sr% yﬁ;ctkat gé I?Ig%alfl? :%21 u#haerbé\%é fnf:] 3 -Faéat'brggﬂfl?qq&fauon data
ishvet the sleiver who és diivieg ardvdtielt inth the fifsd bf@NinlYonDBE Basis of the

dri veer:a b‘éng\ dr.i vg{%who is permtted to drive it into

ARG pembenplatedstaiiendaering whether g gt et driver ishpermitted to
raﬁ%éﬁmtvbm\éﬁéﬂgioqﬂeﬁ}é?%eﬁ. I's provided a vehicle access
control nmethod conprising: capturing an i mge of the

undercarriage of a vehicle as it is being driven into
a fi rgt area,; aad conparing the captured i mage of the
under ELFS Sgéheo ryt fedvserord aspsstsnmanraliosn fomthe sdagning of the

bhdarbafhB@oth VohiOR Pt fo it ' MG cIBORES AT\ Ll

under cqrgi gges 01?| \e/ﬁ(g_‘]ﬁlX es@e\ﬁhoﬁﬁeerlrﬂélcgaé"?ﬁ??;{qeﬁer&ﬁtagon of both
theeidontitt of ahealriver and the identity of the vehicle, to establish that the
particular vehicle is permitted into a sensitive site and that it is currently being

driven by a driver who is permitted to drive it into that site.

In accordance with a third aspect of the present invention, there is provided a
vehicle access control method comprising: capturing an image of the undercarriage
of a vehicle as it is being driven into a first area; and compariﬂg the captured image
of the undercarriage of the vehicle being driven into the first area with one or more

 stored images of the undercarriages of vehicles which are permitted into the first

area..



3 In accordance wth a fourth aspect of the present
invention, there is provided a vehicle access contro
nmet hod conprising: capturing identification data about
a driver who is driving the vehicle into the first
area; reading the nunber on the vehicle nunber plate
of the vehicle being driven into a first area; and
based on captured i denti fication data about the
driver who is driving the vehicle into the first
area, on captured nunber plate data, and on driver
i dentédridaativath ddhath dpadti dithegreselttiinmemsonhtberarigprovided
permtted to drive vehicles into the first are
a velliglecici i F0gtiah B1oHad SATRRRTRE @RS dPRTFeadan Cataurhand 2
drivet .W?\Lo Y€ Ph?fn% B Rhide %'I{tb Rk 5€aren? reaithg®he HHME Son the
with a fifth aspect of the present 1nvention, there is
vehighe avintber phateref hind voliicleobding |drivay iveha dustasreq candskased
secure site having at |east qne entrance ith a
captused st Ao Gaizs it fisrimoesh a0 léé’gi‘(“}%fi‘ﬁéf@ﬁfi"[ﬁn%ﬁé first
. i . At | eank . D
B e e e S LR e
drivewd who tane peradtted ts dties vetticleh inte ttho first moday detsrmining whether
permtting a driver to bring a vehicle, attenpting
the s # o RBIHSY sfo adEaet dhant SFBIFkr oo 1 St TBile Bree
the inspection zones; conducting at |east one
I nspection process on the vehicle in the first
I nspection zone; wherein the allowabl e outcones of
the at | east one inspection process in the first
i nspection zone conprise: (i) the vehicle failing the
or at |least one inspection process and: (a) the
vehicle not being permtted to nove out of the first
i nspection zone; or (b) the vehicle being allowed to
| eave wi thout proceeding into the first area; and (ii)
the vehicle passing the or all the inspection
processes and being permtted to nove out of the
first inspection zone into a second one of the
i nspection zones; and if the vehicle has entered the
second i nspection zone conducting at |east one
I nspection process on the vehicle in the second
i nspection zone; wherein the all owable outcones of
the at | east one inspection process in the second
i nspection zone conprise: (iii) the vehicle failing
the or at |east one inspection process and: (c) the



vehicle not being permtted to nove out of the second
i nspection zone; or (d) the vehicle being allowed to
| eave wi thout proceeding into the first area; and (iv)
the vehicle passing the or all the inspection
processes and being permtted to nove out of the
second i nspection zone. BRI EF DESCRI PTI ON OF THE

DRAW NGS The invention is further described by way of
non-limtative exanple with reference to the

aGH QPN Q‘Hf{?lga%peétrbf*’t{gé ﬁ%serﬁiigwnﬁo& tﬁg&"ﬁ %’vi?ed a
overvi ew of apparatus accordi hg fo one enbo imeht o
methblef contreliihp orhictaguc@s2tad 8 sacirt aite havihg iat laast 6@t entgpnee

.. the operatjon of the apparatus of Figure 1; Figure,
with §‘H§W§‘ﬁf}h%} SPFLAN Z9Pesh ieﬁgttrl}P%CtH’Fl 30HE bepgointignpus with at
Fj - . Fi £ K, di.ags:
et SR 530 1 08 Sy B Rl
with tlixesacaer site) wdtidlanethold inbiedesriyediniting acirivier gubeing.a vehicle
DESCRI PTI ON OF PREFERRED ENMBODI NT The ?%paratus of .
attemping; a56esstp dhe Arsh asgacior efc e @i firshenspf thednipestign gones;

: cond{&ggﬁﬁéil&@t bie inkpdtiibh ghfééssggl? Bl hYel&fn the ?i%t:hasﬂe@tion zone;

1. The arrangenent apparatus accordi'ng to
whertinethe rdblodiabiendutadmds giithe 4t fessti omet ins@etionr poeess anthe first

. identification and psychol qgical profiting.zone 2, an
mspegion AAE CIIMSEelt g e Gﬂetlaﬁglga'ﬁﬁ OéaWﬁ?'ﬁEQPe F%B%’&Pil%ﬂcess

e e B R iRl Mo R SR pe T g Bion s o

(b) thpateh&le baing atlowedpolkent svithbut preceydsdgemid thetfivet momt andl (i1)

centre 13. Those, conponents include hi-onetri¢ apd
the vABAlE P4 (e pett (15 mSREPB PreaP I Pesi BEuGed 1o move

out of AiS&<E insﬁcctﬁ';atzroﬁre 6 o 48884 8ne BF tf@‘iﬁ%&%ﬁéﬁ? Soflil 864 {ABe
portal 11, undercarriage scanni ng apparatus 12, one

~vehiobr havestefddxihd sceomelr mspdcfionarvngl cndudBgaatd east pimgsing@dction

barr i Z‘[‘ 19, . The appar at u{i . of the present i.nventi o b

procgss, Py d0 vebisle i el sacpRd indRagtipBricong; pthescipnthe allowable
outconfkt 8 1 aPReast oné inspection process in the second inspection zone
comprise: (iii) the vehicle failing the or at least one inspection process and: {c) the
vehicle not being permitted to move out of the second inspection zone; or (d) the
vehicle being allowed to leave without proceeding into the first area; and (iv) the
vehicle passing the or all the inspection processes and being permitted to move out

of the second inspection zone.
BRIEF DESCRIPTION OF THE DRAWINGS

The invention is further described by way of non-limitative example with
reference to the accompanying drawings, in which:- |

Figure 1 shows an overview of apparatus according to one embodiment of the
invention;

Figure 2 is a flowchart illustrating the operation of the apparatus of Figure 1;

Figure 3 shows the logical architecture of the embodiment of Figure 1;

~



net worked so as to be controlled by a centralised
managenent system The benefits of a centralised
control include nore efficient admnistration, tinely
mai nt enance and a WO 2004/ 061771 PCT/ S&003/ 000287 5
reduction in security personnel required to support
the nultiple installation$ Further for facilities
having nultiple entry and exit points further data can
be recorded as to the time of visit and tinme of exit

i ncluding duration of the visit. Placing centralised

contkigpre§famnd$ are bleck iditgramapPrubagtel oF TGtk BY ad t h
i nci t instal | ations being managed and 5
cont rg‘lﬁl%zﬁdig t%f‘gggmﬁf’t T YeF inderéaceiof jhopmbodimentelFigere 1.
-avoi ding the potential for errors or redundancy.
ﬁﬁ&%ﬂﬂ to alternative preferred enbodi nents of the
N@F AREFERRED EMBODIMENT: dr awi ngs, spi ke
or other suitable barriers are also |ocated at either

or both 10 of the transition regions between: the

Thecpparafus aff thoninvedtips y chol ogi cal zone and the
automati c inspection zone; and the autonmatic
i nspection zone and the manual inspection zone. The

| ogi ' he . . f  Fi 1 .
I TR AREHER o ind brebOF i RVRBLRR s Splusifle ecampafeat tem 1
in Fightei g nunber plate recognition (licence plate

recognition - LPR) software 26, undercarriage inmage
processi ng software 27 and dat abase software 28. The

cenu‘h@hnﬁpg .user,interface 23 to a_, .
user. A pur?b}%?)t%faa@e rec%aﬁqujtijg%&hg fhimoent ofyFlapes 1 is in three
zonepeaid dentificating and psychobbgiaubprofiliag Z68@P Ml SutdySiis 'fﬁs?écti n zone
3@&9‘&9 e mEﬁts to the central server 22. 20 ki gure i

s a @%lrlgipg M YK ©f the architecture of the nunber

plate recognition system the software 26 of which

runs on the central server 22. The LPR software 26 is

usebhe appasatug wif tbe tpiesent ibention ikdledeseNicBhBoNMIRRY 13. Control
andﬂirasﬁ@ai ﬁ’héhCh' accor ding to the country, may be the
registt P 0FOBPY icemporenis of the systen) to Thd contyadteentre 13. Those
conmipoabmts afledeiBinkalc AR Heteafioh Mal:ch gray, or

not _be the same céfn‘put}géraﬁgg{ et%@“@@&%&@%\”ﬁ’é@“?ﬁa d console
7, a traffic light 9, an explosives detection portal 11, undercarriage scanning apparatus
12, one or more fixed cameras 17, an alarm 18 and a. physical barrier 19. The apparatus
of the present invention can be placed in multiple locations with each instaIlation
- hetworked so as to be controlled by a centralised management system. The benefits of a

pentrahsed. control include more efficient administration, timely maintenance and a
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Figure 3). The central conputer 37 interfaces by way
woboodMbizapl e hardware such as frame grabber

conmmuni cations port 39 and gigital 1/0 card 4?‘3%59%""3"’“"287

caneras and sensors 42 and 43. It will be appreciated

that, although these caneras and sensors are nunbered

S S AR o ook 5 RS R, Pt o
ﬁmgtléﬁlahngﬁhﬂlﬂip& énthyBard] HENFRRE Rirdlct Bta®hn BB ecorded as to the time
chitecture of the undercarriage scanning and driver

sk andfimeof exjinsindingrdnsatioanfithe vistimplacing @mtralised control yields

DIRUERTPBY o8 asetiy ol ARadl SR 36 o hoing gppmased and

Crmtrolilqnﬂ goveg WitB othdriseciirity @eavees hnd s aﬂﬁdiﬁgﬁﬁé péteRtial 38errors or
rcarriage scanning canera 56. It wll
‘E‘Hﬁ@’&q Yated that, although the driver veri f| cation
canmeras and undercarriage scan canera are nunbered as
items 54 and 56 in Figure 5, their physical
i mpl easarding métamﬁmgeMremﬂmﬂﬁnm of thoinveh@olf &hich are not

<A f P S, SR 959 Bphlecibaich i iad st iter or both

afewmem“bﬂwgametﬁeaﬁxenpl ary conputer display on a
screen as rmnltoredimé security personnel. The screen
P

i ncl $ddentificatipr and p logical zuge an&ﬂgaeautmnatrd imspection zone; and
vehr nber nd a current inmage of the
e 1 A BOtRE B e DU G 0B GihirERion Z01R

undercarr|age i mge 80 and a past, reference driver
i's

6? Ba(]entlflcatlon of the vehicle, as it

dr i vgh peeRl ianehitectise &l fithe pystemm of] Figimgi 1 isilbwtrated in Figure 3.
I F e

TS BhiGH] SRV 22:is it Hulithet Mot FPUoBhioR tiREHo e Secognition -

LR (Shﬁarhw&(i noidecasridgecimdst Grovesding soﬁwhﬁezﬂ mhd Qatabid software
zg eﬁéous %, rb% exit times gnd _dates. The current
ri Vet °F e'*’ T4 PESSEAI Sdvshf tRterfaee 28 Jioed usen. vé) number plate

récopiiof ydiah 315 driePemhid t ! sdaflfiin

same ti rr% t he act ual %e?%sgarﬁr |323aéﬂ|p%ad%}&%ag% 5 g system 33
als@hﬁ‘t’@ﬁﬁ@“@ﬂ@@lﬁh@ﬂ Slevvesﬁaw a conposite view on screen

is then conpared to the stored images 80 of the

vehi cl e undercarriage. Wiere abnormalities 75 are

| denFiguteed is khepfesertBiorP6f tHer drbidtecRd 3R KRS nﬁﬁ%ze:%lﬁ%‘ffecogmuon

detai | ed i nspection by the operator. 20 OPE
systqgm, Aheoeativans 26rof wikich RvENn topicentral server 22. The LPR software 26 is

- used to recognise the number on the vehicle number plate (which, according to the

country, may be the registration or licence plate, etc.). This system includes a central
computer 37 (which may or may not be the same computer as the central server 22 of
Figure 3). The central computer 37 interfaces by way of suitable hardware such as frame
grabber 38, communications port 39 and digital I/O card 41 with cameras and sensors 42
and 43. It will be appreciated that, although these cameras and sensors are numbered as
items 42 and 43 in Figure 4, their physical implementations include the LPR camera 17
of Figure 1.

Figure 5 is a representation of the architecture of the undercarriage scanning and

driver verification systems. The central computer 37 interfaces by way of a frame
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The follow ng description of the operation of the
wobRoei#p of the invention should be read in
conj ungtfon with the top-leyel flowchart of EF§§02003/000287
whi ch gives an overall view of that operation. 25 As
a vehicle such as that illustrated at 6 in Figure 1 is
driven into the inspection system11, the driver of
grabbey &hidie $witqhr Bsant mﬁﬂtm'ldmr &3 rveith diigdrtvehificatical fanteras 54 and
Light 9 (action 201 o Fi 30 Wen .t he ehlc ]
wptehieiet ARenniti PRI dh Yildb PRSI Biaf elitough (e driver
vBfififdtlon@n®ei%nd. unﬂ&rcaﬁrﬁﬁg §éﬁ%aﬁfér§xretﬁiﬁn&%ﬁteh¥s 54%nd 56 in

ot her detection neans is detection of the vehicle

Figurg §e their thy siealrimplenprdations dudyde canras I4 pednl 7 ShEigure 1 and the
. : Feure
oot Rafintog S0l s e A 1 2 B b0 00y

The detection of the vehicle 6 triggers the nunber
Iat%reco nition systemand at the sane tine the
dr i vEIENrE Spisomrprnaerchigtion 108 aaowempkay iomaier dismey ontaoscreen as

at j
w0 ey B PRl b g oo 70,
tl® wihicle hnnber plategrintbenanda dui‘remrltnagabéth&drm i6Bnas well as a past,
nsole 7. The placepent of the driver!s  hand on thj

iR Sndetearriaedmage 80 ARd & gaTh TeGPTRRCI AreBITMRS §5adigptification of
tHedQeHitlk] @atit ¥ dAVerf Yo BE aiﬁgk?eﬂﬁong%%t@m is ri%ﬁiaféﬁe{h% deameras

enmbodi ment, the driver e profmpted to spea
pryiding thegvahicle onmber nl@ﬂecnmd:wa mdd¢teappeaisdn the vahicle rdgtat image 60,

v‘&'earatl:ig L&?@% 5W ngbes Qghl?r‘&}’eitf EE%BIIE?%&%E%}‘%]%& exit times and

dixes.e-Thencuriot Sfivérdinfagd@Ris edifptired RANOHeVRbrel Qrivel nage 65 for
whet her or not the driver is exhibiting any

inspectins e sthe opsraten arAly theh gameitimee dherastiab rundercarriage image 70
“%ﬁ&ﬁeﬂ" 4 Jt@ﬁ'%' \krr}:tg(fo\fg%cFﬁ? gigetv@ Ipﬁ%gl%tengp ﬁ%egrén\é drcdoto the stored

etermn
u‘ntm r88r ob theneshidld endkfrcatﬁage S Wikiry absorndHitiEh st sk |1&¢Mﬁfﬂ:d these

I S s are th
% dnﬂl'?er en{xanced ? closer detailed inspection by the operator.,

|-.(|)

OPERATION OF THE APPARATUS OF THE INVENTION

The following description of the operation of the apparatus of the invention
should be read in conjunction with the top-level flow-chart of Figure 2, which gives an

overall view of that operation.

As a vehicle such as that illustrated at 6 in Figure 1 is driven into the inspection
system 1, the driver of the vehicle is presented with a red light by traffic light 9 (action
201 of Figure 2).

When the vehicle 6 enters the identification and psychological profiling zone 2, it
is detected by the camera 17, or other detection means. This detection of the vehicle
triggers the number plate recognition system. The number plate recognition functions

are then assigned to the camera 17.
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Based on the output of the nunmber plate recognition

WGY@)&)@@SW? decision is made as to whet her or %3:11‘15921?031000287

vehicle is authorised to enfer the secured zo
(decision 203 of Figure 2). If the vehicle is not
authorised to enter the secured zone, an alarmis
raised 20 (204 of Figure 2) or other alerting
mechani sm Based on the output of the bionetric

I eCoghd HQECtRU DB vehid Gitdhas i n'ﬁﬂ'ﬁ)%r Plai’!&%&%@ﬁn sgstem and at

not the driver is a person 0 I's aut
thp same dime thez driver @dmomtedrtomihdodovﬁl gw wirtow, Ilbok tmo the facial

' .1 S _not athorls nter, the secure.z )
e iRl A iadiess Ty chigle Pl mlste s GRS s o o Svpgor i the
biembaiti l‘émgnﬂﬂﬁ'ﬁﬂlcpﬁbahrﬁt@&&wfon%n%l@ qarﬁl%eﬁlﬁcement of the driver’s
detector, a decision is nmade whether or not
haod ey thlﬁjr, SERsAr 19101 #S @eray iggae ¢s agtivasnitthe rfagaltlualtlﬁcanon or eye
Sc%f gne (decision 212 of Figure 2). If the

rive | s exh| biti ng such nervousness, an alarmis
rai sed (213 of Figure 2) or other 30 alerting
mechgni sm V\D O’(_)‘[gb0 61771 PCT/ SG20031000287 8 If none
of t HBs® PLifegr imentthe; drives e alsosbe peasepted do speak so as
r 0
e ARl SCERA0R il UHERAR) @i of o
menmn, the heartimate alatar thahis oaptiiwd:m reoirpgeedswith ibasegline pulse rate data

T
Si@ﬁlﬁﬂjr KRNveIed El?draéténstﬁnis %loﬁﬁﬁfe'dsto g Jfgﬁ:a%ag abou® Wedriver to

2 other alertin mechani sm rriage
eﬁge idgotipyrafithe 313V¢roclam enfemmhhﬁhnr ar e dlse driyer &6 nidmarus,

above 10 ground or bel ow ground I evel, over which the

vehicle will travel. The undercarriage inmage is

cr eatiR@ following deoisins afetheh mag@®ges captured by the
area _scan camara whi | st the vehicle is traversing the

scanraer eqthegrimt offhemumber plate respgifion sysigs decision is made as
. | .
to %\F et 94 not h&g%tﬁaé %_%g{lﬁ-rlgggcé H}e ﬁrg(?,r e%egBEeS 288 596&1%1 203 of

ercarriage i na
nglile @).e Hitheevehivle lsamft dushoriBed & eterthicsebii@d iz0tk, an alarm is raised

arriage images, froma database 15 (215 of Fi gure
(%P%t{% ﬁ%&?@efglegmfﬁ@ﬁ‘i hapiskey or detected foreign

obj ects between the

Based on the output of the biometric recognition system, a decision is made

"whether or not the driver is a person who is authorised to enter the secured zone

(decision 207 of Figure 2). If the driver is not authorised to enter the secure zone, an

alarm is raised (208 of Figure 2) or other alerting mechanism.

Based on the output of a heartbeat detector, a decision is made whether or not the
driver is exhibiting nervousness at entering the secured zone (decision 212 of Figure 2).
If the driver is exhibiting such nervousness, an alarm is raised (213 of Figure 2) or other

alerting mechanism.



10

156

20

25

30

i mages an alarmis raised (217 of Figure 2) or other
wob&alos1¥g; mechani sm These foreign objects na

hi ghl i ghted and traced in hggh resolution on %"ﬁ:&‘%ﬁo&%oozsv

screen enabling the operator to zoomin for a nore

detail ed inspection. 20 In each case the alarm or

ot herlf aogé tdf rlﬂeiEeﬁlEﬁﬂé g ensls cfrﬂielalt'éj gg%sgnt%ﬂ CLv)f §I green light

al arm neans, while al so acti vat es eng

(Breeess209 of iignre2) ansk drines @hlddolﬁlthmdgh tireauxpliﬁldee B&sction portal
19T abl e of reventlngthe vehicle from
g?%nzpé ?ﬁlge%g?w%g{)lggg?m 9HRIMEY the installation

may i ncl ude physical protection nmeans so that in the

case an_expl osi on, the extent of the damage is

i mi tlgtf‘nyp\“éﬁl aaterepl | iisf detegter eropassege. of3hdhehicle 6 through the
further .m.ni e to the
cRIGNIE YOARERRTTN, ol ST el P SHHRun, D ph tver alertng

mgthamigmi nvention is further applicable to both fixed
installations and portable installations so as to
-establish an installation at a tenporary site for a
gi vVeThe ¥de¢ainiage é@%& 0237
If neither of these a@%%@gﬂ}a?ggg ﬁﬁé% 0“81“&%‘1“ above

grouRAd (grebqlqw arownd lescls averdwhizh8the lvathlegwilE tidyell hE’he undercarriage
is free t

pened .and..t he vehi cl
nill i Bfpared ot RBBRBRRLRT ey Fpiyed by Graren soan camera whils the
vahiele dsarve the! dcandiaki ! « »
of ~the | nvrsﬁ{g?on are réeégﬁlﬁpnil/ﬁép‘g‘grgémrﬁ B?% Phn&séﬁ?é%g stitched
tos%hhef tpforpy the wempletez\unéﬂngameges Thofmage ﬂlyisisempnned of the
for .an j mage of
:ﬁ E’é‘géé‘?%%‘rakiggsg%&g‘? Wit pgf:\élo € {erf agfegrpp&ea frop. A database
tof Rigirer2ytandrié eherel bt dRsR &r 4
. of the undercarrjages of veﬁlmg?gs whi %tﬁd gfrrg&ﬂ dH;?dﬂ?ﬁetween the
images af i1s gqiseélr@ 7 of Figure 2) or other alerting mechamsm These foreign

objects may then be highlighted and traced in high resolution on the screen enabling the

‘operator to zoom in for 2 more detailed inspection.

In each case the alarm or other alerting mechanism extends to audible and visual
alarm means, while also activates engagable physical barriers such as retractable
bollards, raised kerbs or spikes each capable of preventing the vehicle from proceeding
or retreating. Further the installation may include physical protection means so that in
the case of an explosion, the extent of the damage is limited, protecting life and property.
The protection means may further minimise damage to the security apparatus from the

explosion.

The apparatus of the invention is further applicable to both fixed installations and
portable installations so as to establish an installation at a temporary site for a given

event.
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means for conparing the captured i mage of the
i age of the vehicle being driven into the
wqj?“rég,tbgg?{ea with one or nore, of the stored i nefe¥/SER003/000287
the undercarriages of vehicles on the database neans.
2. System according to claim1l1, wherein the imaging
means__conpri ses an area- scan canmera for capturing a
ser i &4 ngtherpd dease gfarms i wisedt amiteage affthe hiehicle interior is saved (218
. rq : he vehicl e and neaps for stitching
HTIELEDD e Ui 10 1 ShshEiiahit e Rl oo Pmgeed into th sccured
facitigr.carriage, to form a conposite undercarriage
i mage. 3. System according to claim?2, wherein the
i ndi vidual inmages of the series of images are
over | ' ' 4 or di. o cl ai or .
3. ehadaTRAE RS ant RS iRk R e gforeicl e avention are
reasilyl apparentidehe skilledrgen. nage. 5. System according to
any one of the preceding clains, wherein the database
means fiuther stores vehicle identification data of
vehicles permtted into the first area in association
with the images of the undercarriages of those
vehicles. 6. Systemaccording to claimb5, further
conprising: . means for inputting an identification of
a vehicle being driven into the first area; and
wherein the nmeans for conparing is operable to conpare
the captured i mage of the wundercarriage of the
vehicle with one or nore of the stored i mages
associated wwth the Amended Sheet | PEAl AU 11
identification of the vehicle being driven into the
first area and to highlight discrepancies
t her ebet ween. '



7. System according to claim6, further conprising

means for triggering an alerting nechani sm when the

nmeans for conparing highlights di screpancies. 8.

System according to claim6 or 7, wherein the nmeans

for inputting an identificatiopgof a vehicle

. conprises neans for reading an identification nunber

on the vehicle. 9. System aCtaiMiSng to cl ai m 8,

wherein the nmeans for readi ng conprises nunber plate
recognition neans for readi ng the nunmber on the

vehilcl e AunhﬂﬂeamxﬁsmonuﬁngwﬁMﬁ&@ﬂnaﬁgprding to any one

of the ptecedin i ms, wherein the database

further H&a{ﬁ G SPOWHRHER g af he Wdlesarriogs;of gaielole as it s
perﬂhh@@ﬂnkﬁnﬂﬁawnmyﬁagcles into the first area. 11.
Systen1a§g L gg to claim10, wherein the database

‘means as eang for Horngimaggeaf thejundercammiages of vehickes which are

one pemu‘u@dmtyq{yﬁds@&eg 3@l 1 ndi vidual drivers are

permitted to drive into the first area. 12. System

accor di n§ieess &rompeoingthy eaptergdtimage of ther indenearriageanfdhe vehicle
for bein@p&k‘ii*rénnﬂltg rthé'eﬁrsf dRat ‘gﬁthcéﬁé gr Iﬁl&jeaof)ﬁh i git%red nnages of the

driver of a vehicle being driven into th

and VifkrraTiagesof viehisles onghe duabrse imegnd.s operabl e to -

conpare input driver identification data with driver
identification data contained in the database to

det &r mi nSysigrataseerdingtatclaim 1,ewhéreinpthe mag‘mg mm cbimpnses an area-

S RO ARRNRE S Gl 1 B o

to éhmpare identification data of the vehi cIe bei ng
dri fn the first area with driver identification
dat a cont alned in the database to determ ne whether

that dri weans forptitchirgt the sé@s@fﬁmagasmdﬁwéﬁw%mé whdercarriage,

I nt % i’or}l%érl;orn%os EggdercamAne‘ggg ldmagsgeet [PEATA

3. System according to claim 2, wherein the individual images of the series of
images are overlapping images.
4, System according to claim 2 or 3, wherein the composite undercarriage image

is a complete undercarriage image.

3. System according to any one of the preceding claims, wherein the database
means further stores vehicle identification data of vehicles permitted into the first area
in

association with the images of the undercarriages of those vehicles.

6. System according to claim 5, further comprising:
| . means for inputting an 1dent1ﬁcatlon of a vehicle being driven into the first
. area;and wherein
the means for comparing is operable to cdmparc the captured image of the
undercarriage of the vehicle with one or more of the stored images associated with the

Amended Sheet
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12 14. A vehicle access control system conprising:
dat abase neans containing: driver identification data
identifying drivers who are pernmitted to drive
vehicles into a first area; nunber plate data
identifying vehicles which are permtted into the
first area; and data identifying which driver is

per rilédtigidatich RFi e WHAH veal GhiSed ngfa i Girdil 8L &d€% highlight
meang for capturing identification data about a driver

who d¥rgpapeiehierchetweghi cle into the first area;

nunber plate recognition neans for capturing nunber

pl ate data about the vehicle being driven into the

firdt ar &ustemmtcomdingstoradaimi G tferthaganipriyinghecaatfabtiggering an

. nmea ' r .1 d i-fd.cat i .

it Arexille B Rneh ol oo Ry S BParnd RIS Bk @pancies.

the first area and on the basis of the captured

nu rp d . tgrm ther or .not that, . . :
ey [ STEnabartifle 15" G &7 phok Witrel 4% e iy imputing an
fi r ddengifieationldf a Sylsitle moapeisestinbghst for edadinp & identifidition number on
whergej n the nmeans for inputting driver identification

data conprises neans for capturing identification data
abowthitlke driver. 16. System according to any one of

clains 10 to 15, wherein the driver identification
data for a driver conprises information froma

pler‘sonal6 S'yﬁthem hgdo@dih% Otat claiad @l x&Her%r&SHﬁW@H RGdir@ comprises
Cla m en. ependen N Clalm or , ereln
t he n“ﬁ’??ﬁ'}%‘a%%&%@%s ?qaé?ﬂdmg the ppgheren the ypkigle nymber plate.

driver is operable to capture data froma driver's

persagnal jdentification card. 18. System according to
any Bne S¥stemupsegrding o anysong\pbthsi pregosing) elaimy, wherein the database

| defhdahk Gifttep Botaing dti%ér iderliflcGin ERNBF tififés PLATRLS todrive vehicles
data of the driver.
into the first area.

11.  System according to claim 10, wherein the database means associates the
driver identification data with one or more vehicles that individual drivers are
permitted | ¥

to drive into the first area.

12. System according to claim 10 or 11, further comprising:

means for inputting driver identification data of the driver of a vehicle
being driven into the first area; and wherein

the means for comparing is operable to compare input driver identification
data with driver identification data contained in the database to determine whether
that driver is permitted into the first area.

13.  System according to claims 11 and 12, wherein the means for comparing is
further operable to compare idenﬁﬁwﬁon data of the vehicle being driven into the
first area with driver identification data contained in the database to determine
whether that driver is permitted to drive the current vehicle into the first area.

Amended Sheet
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19. System according to claim 18, wherein the

bi onetrics data identifying drivers who are permtted

to drive vehicles into the first area conprises at

| east one of: Anended Sheet | PEA/AU 13 an imge of

the face of each such driver; ajprint of at |east a

portion of a hand of each such driver; an eye scan of
eachigsuchy dhidi€ho [ each such driver.

20. System accoroﬁg%?%gg al m%@r%lnglg, when dependent

-on at | edAtabasamepasroptainiag, wherein the neans for .
capturing i denfd fi i ' . rdver J s . .
operable to. %ﬁ%ﬁ@gh{éﬁ %&fé?td%}agﬁéét}wg Y5 whare permitted to drive
Syst em acebiddgsrigtoofisshgreane of clains 14 or 15 and 17

foelal d 18 to 2 1 dependent .
on at 1 east _crapeifiaicitadBighins faicles iR aReRged into the it

capturi nearéajendi fi cati on data conprises neans for

detecting phygsjol,ogical dat bout the_ drjver who, | ..
driving the v)é%aclldggut%ﬁ@ ‘F’ﬁ\pﬁ er {?d??ﬁ'ini'tg‘?dn@:b%\"@"ﬁ vehicle into
f or i nf erthe figst afeapm t he det ect ed physi ol ogi cal dat a,

i nformti about he current psychol ogi cal_ profile ..

o ¢ e s 198 capliiie Gty dei mepui s drises g is driving the
mec heshideinedthe firktardaaf erred current psychol ogi cal

profile of. tbgerp%i ver nptches specified criteria. 22. -

Syst em ad"EIPST Peie iTFcagniion, means; for gRpEKNg Humehss dilate elgta about the
cri twshicle by 8hGed MG the TGS el of the driver. 23.

System as cl aitgeq in cleai m 21 %1?22, in which the

physi ol odl¢3Rs 1ghatiptermeentingthe databasabocansepn tthe bosis ftthe captured
of tidentiitafin dath GboRtdhe & ibiRkihd L&

~driver. .24, System ggy%&g?n‘@%qlg%ﬁgﬁgit%g%?agﬁl&%ec%‘:ggmaﬂdon
t he §5 Gasis et thefogpiurs numbsr plase date 4o detenminetvindthxy or not that driver is

el t Nermttedi8dlive thl I8kicld il the first area.

15.  System according to claim 12 or 13, wherein the means for inputting driver
identification data comprises means for capturing identification data about the driver.

16.  System according to any one of claims 10 to 15, wherein the driver

identification data for a driver comprises information from a personal identification
card.

17.  System according to claim 16, when dependent on claim 14 or 15, wherein the
means for capturing identification data about a driver is operable to capture data
froma driver's personal identification card.

- 18.-  System according to any one of claims 10 to 17, wherein the driver
identification data for a driver comprises biometrics data of the driver.

19.  System according to claim 18, wherein the biometrics data identifying drivers

who are permitted to drive vehicles into the first area comprises at least one of:

Amended Sheet
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pul se rate data and voice characteristic data about
the driver; and the neans for inferring the current
psychol ogi cal profile of the driver from the detected
physi ol ogi cal data includes neans for conparing either
or both of the detected pulse gate of the driver with
the base-line pulse rate data for that driver, and

t he dete L E£2 r .Stig. of the driver with

t he storgﬁqgg%ggﬁ@ﬁ2?%5?%%?&%5%‘%3?% for that driver.
- Arended SHuit of pHEASt Apoitibn & hadsifeatlasachldaiveied i n
claim15 gr 0 chajns 16 to 24, when dependent
on at IeggfwgF%FHQ%Tagﬁﬁ%fg?mFﬁmﬂhich the apparatus is
ar r anged vioicetdatzeef caohewch didieng: an identification and
psychol ogi cal profiling zone, in which zone is | ocated
the nmeans for capturing identification data about the

ldr i V26X d ﬁ):mm avaiding iorxsamf:u'; ef 1g,o?ﬁez; Heéperiliérf Bnz9 [&?ﬂ' &aim 14 or
oc e i,magin ans for, capturing an i nage of

t he Lin iR FHETHeA foF shprurkig idpaistcatian 4w s drver is opersble to
I NS papturedriva dometfics gt em as clained in claim 25, _

further conprising neans, under the control of the
apparatus, for selectively preventing and all ow ng the

noveltent Sybteinh@cyRiMClotanyfdneBftlmbs 48 s 1fs! A1 17} 89 bne of claims
psychol %glkcal profiling zone into the automatic

i nsp](?’g"ﬂ orf to 28 véhengependpnt ematdeast tlaimd d or A5.cWkerein25 or .
26, furt BB nfeafPFdrSd o2 ¥enti 0 ‘ti

t he apparatus, for %a@ﬁ'}ar[cﬁtlvgfu)%ﬁ%\g}e%ﬁg gﬁgésa'{nfe%vrsvi t;?é 4Ctecung
t he Rhyvielagigal odata rbout) dhe odrivet reho t ise deivingntite wehicle; and further

i ns I;rg;h(ﬁ;o_ne into the manual "inspection zone. 28.
Systemas aimed in any one of clainms 25 to 27,

further desaps for inferriegfeom thndetected phesiolopizhl dftatibformation about
app f ctiv eventing,and allow ng the
rmvzlir%gh %I%tp?%@%&ﬁgaipgﬂl{g%ﬁgvﬁ%ﬁﬁgl i nspection

zone :c nt ondane for rteifrgeringaan %@ﬂiﬁgsm@ma’ﬁ&nﬁhﬂhe;ﬁeﬂﬁi hfeed

png c%rre%{ gslygﬁolgglcgloprgﬁléoq‘ﬂ\@ éiriver%)a&.gﬁer;es%ﬁgd c;ite?ia.

22.  System as claimed in claim 21, in which the specified criteria include the,
stress level of the driver. |

23, Systemas claimed in claim 21 or 22, in which the physiological data includes
* data about either or both of the pulse rate and voice characteristic data of the driver.

24.  System as claimed in ¢laim 23, in which:
- the apparatus further includes means for storing either or both of base-line
pulse rate data and voice characteristic data about the driver; and |
the means for inferring the current psychological profile of the driver from
the ‘detected physiological data includes means for comparing either or both of the
detected pulse rate of the driver with the base-line pulse rate data for that driver, and

the detected voice characteristic of the driver with the stored voice characteristic data
for that driver. - |
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apparatus that are located in at |east one of. the
identification and psychol ogical profiling zone; the
automati c i nspection zone; and the manual inspection
zone, are hardened agai nst the effects of explosive

bl ast. 30. Systemas clained in glain18, 14 or any one
of clains 9 to 13 when dependeng on at least claim8

and el ai 042 1en, dependent on at | ea ¢l ai

T2, Bhor oot sedie i CaRRS o 88k oRF o Yario o 4. when dependent
inclmncb_ékaat ciamiselrar@ 15t i which ¢ dpparn@&dsBirdnged In thRdeAoBM, being:
as clained i ai.m 30 .whe ?epe dent..on at | east .

ol ai m 25,4 {fenfiiciBh S Hrschocen rokipengnes in shich zone is located
vehi the endass farshptueing iehfifcaticAiag bodl Be GRFAINI ti ON

canera on_ent r%gof. the vehicle into the identification

and psycHS BYPREYC 15sRAchipR Zope; smphichrens is lesated thegmagipg means for
{ he caporiiy ool oo bECRAMILLARIAEBBRHR Whidke: WRAI C! €

entering into the identification and psychol ogi cal

profi | i n* PeRRAl imspection#Be. pl ate recognition rmeans is
triggered to capture nunber plate data about the

vehigcle. 32. Systemas clained in any one of the '

pr ec¥di nPYetem #hsclaimgd im elaing @ipfuirdiencpmprisimsmeans, under the control of
det qgd i Y a jated w th .
vohi oy cPEalS, R SAEER] bre VAR FIRRRE T bR gl e vehicle
sy s tfem theciderfifiegtion and psych@@gishkprofitipg momnintwihe atitomatic inspection
| easpyygl @i m 25, in which the nmeans for detecting the
presence of expl osives associated with a vehicle are

| ocated in the automatic inspection zone or the nmanual

inspecti QY stem claingd. in clai.m 32 or

a0 20 AR s clifined iy Bt 25 65 2h o il cpauging nchins, under the

gf exohtel ofithe appdrads fpﬂteﬂaltilvellyqx@d'h b, ﬁ@ﬁmf{iq dﬂ%ﬁﬁx it movement of the

evi tecti . portal throu I ch.the .

Vehi‘% el‘?ofs}“ r‘g‘?y 8}%‘.0‘"?@9 FHomZoRe S i%a@m%"%wmﬁ@n@ne-

the preceding clainms, wherein the vehicle is a
28.  System as claimed in any one of claims 25 to 27, further comprising means,
under the control of the apparatus, for selectively preventing and allowing the
movement of the vehicle from the manual inspection zone into the first area.

29.  System as claimed in any one of claims 25 to 28 in which components of the
apparatus that are located in at least one of*

the identification and psychological profiling zone;
the automatic inspection zone; and

- the manual inspection zone, _
are hardened against the effects of explosive blast.

30.  System as claimed in claim 8, 14 or any one of claims 9 to 13 when dependent
on at least claim 8 and claims 15 to 29 when dependent on at least claim 14, wherein

.the nm_n_ber plate recognition means includes a number plate recognition camera.

31. -~ System as claimed in claim 30 when dependent on at least claim 25, in which:

Amended Sheet
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vehicle. 36. System according to any one of the
preceding clainms, wherein the first area is a secure
site. 37. A vehicle access control system conprising a
plurality of sub-systemfor the automatic inspection
of vehicles being driven into different first areas,
wherei n each sub-systemis as défined in any of the
precedi ng clains and the apparatuses are networked

t oget her . a Séhicld iv efxilsle go ahe eﬁ&b@?ptaﬁd)fec@%ﬁﬁkﬁﬂ camera on ]gntry of the

conpli:si;ng., gapturing.an i e the undercarriage o

o veriifig it &}etld‘?‘?ﬁgg??fgmaf?sg@hﬁpﬁﬁ%l prolilng zope;ands

and Anendetldéitution by ltREAMber 2@ QR Edmera of a vehicle entering into
- PCT/ szigggé%oozm 16 conparing the captured i mage of

t he ApoRy @ndrpsyeologealc Profibiag rrgnelr the exnmbent plate recognition
the He&ﬁisﬁi@@rédtbha,ﬁﬁ&ﬁﬁnﬁbﬁﬁéﬁﬂ%ukﬁﬁ% icfd. the
| es ic

under carri ages of vehic are permtted’into
the first area. 5 39. A nethod according to claim 38,

whersi n téainR Bl Wdi COIPLE HESt urg | isi
series ofsygverl _appailnﬁgd |%rmedgl S&g%)E)%Ifl%f%rpgee??l{gagfggﬂs,g@rtpﬁrecompnsmg
undemgafisrioadetedting thepresenvieaifexplsicesissoaiitid grithrevehicle that is being
seri &veRfinb OGBSt QE, di fferent areas of the :

undercarriage, to forma conposite conplete
undercarriage i mage. 10 40. A nethod according to

“cl ai 38 . i Si o ti . . .
CtorD 7P SistetidacchHibd i BRI Fdcoint by BBIGR: ctaim 25, in which
fi (r]I stheanm for dﬁ‘paf ing @1&; _bsei‘semm_t Ui;] exblodivgeasebeihted with Oell vehicle are
un o) tpe.venicle wt one or_,. nor store

| nagosated iHE attomalis insbestion 20k of fhe dianug ingfectipm zone,

vehicl e being driven into the
34.  System as claimed in claim 32 or 33, in which the means for detectihg the

presence ofexplosives include portable explosives detection devices or a detecting
portal through which the vehicle is driven. |

35.  System according to any one of the preceding claims, wherein the vehicle is a
vehicle.

36.  System according to any one of the preceding claims, wherein the first area is
a secure site.

37. A wvehicle access control system comprising a plurality of sub-system for the
automatic inspection of vehicles being driven into different first areas, wherein each

- sub-system is as defined in any of the preceding claims and the apparatuses are
networked together.

38. A vehicle access control method comprising:

capturing an image of the undercarriage of a vehicle as it is being driven into a
first area; and
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15

20

25

30

15 first area; highlighting if there are discrepancies
bet ween the conpared captured i mage and one or nore
stored images; and triggering an alert when a
walt®aenepancy is determined. 20 41. A nethod acgerdici®s/onos?
to claim40, wherein inputttikng an identification of a
vehicle conprises reading an identification nunber on
the vehicle nunber. plate. 42. A nethod according to
any oduengating el iBiudd intagd bf theuiddeRuHQERYE HRIVabicle being driven
capturing driver identificatjion data of the driver %
lﬂtovt@ﬁ gyt @fséémﬂgo@rque istores! inpages obthe undercarriages of vehicles which
r.iver identification data with driver :
Ent P.C%V?gﬁ %ﬁg%Of drivers permtted to drive
vehlcles into the first area to determ ne whether that

rlve ermtted jnto the first area; and
|1?f‘éhngaéﬁ?l‘ﬂ+q8éﬁt°¥%‘ﬁ Hatvhersin the cantaring step pempgses:
dr| \Y; t .
[ dentedlal flj?ig? |agﬁﬁeg;(%f;0%tg%ﬁg et ér%g oggg% "1éé1¥ g{eﬁsa?f %’?i verr carriage of

the veldelmianded to drive the current' vehicle into the
17 .43.. A vehi access nmet hod

first traql
cormr T BPREE (6 Keie O ire<s &6 i Fr ik ol And s, to form a
campogteddmgale@uﬂﬂérmﬂg d fiRageehicl e into the first

area, reading the nu er on the vehicle nunber plate
of the vehicle being driven into a first area, and

ase Tl at a _about the driver
o A iR Bihe o B 4R 3P RetnBl SeliBifes o2 o
capt unpadtmgmbfd&ntﬁﬁcﬁh&n dh &chidlRbetip dHvied flito the first area;
identificatign data . identifyi rivers who are
per chF’é’aﬂ%g'arCFWedémaSP eétheﬁmgcqch@aw pEthe yekigle with one or
nfiE SR iites ARAAE whihing ldeK iy BPR Jehffe blnf iV o the
fiag@aeadi ng to claim42 or 43, wherein capturi ng

id b d
capt ERBAET 3% e aPtipoPics biieen i cormsarat mptused ippee and

ofi@bflmore stored images; and

triggering an alert when a discrepancy is determined.

41. A method according to claim 40, wherein inputting an identification of a vehicle

comprises reading an identification number on the vehicle number plate.

42. A method according to any one of claims 38 to 41, further comprising:

capturing driver identification data of the driver of a vehicle being driven into the
first area; '

comparing input driver identification data with driver identification data of
drivers permitted to drive vehicles into the first area to determine whether that driver is
permitted into the first area; and

comparing identification data of the vehicle being driven into the first area with
driver identification data to determine whether that driver is permitted to drive the

current vehicle into the first area.



45. A nethod according to any one of clains 43 to 44,
wherein capturing identification data about a driver
conprises capturing bionetrics data fromthe driver
conprising at |east one of: an imge of the face of
each such driver, a print of at;.east a portion of a
hand of each such driver, an eye scan of each such

driwvgr; ' f ch such.driver. 46. A

o Ve Al se R aach gl ver. 40 |
wher ei n: ceppting idegfificdiod ddta staviut @ drieta ivhoGOMNIASHS vehicle into the first
det [ ng physi ol ogi cal data about the driver who is

driving the vehicle; and further conpri sing;

i nf erri ngeadingthe hivabteinakd AshidddMshRr QitC et th€ddible being driven into a
e

i nfo tion about the current psychol ogical profil
of tﬁfgta%%ﬁ and triggering an alerting nechani sm

when t he Basddesi @Pues IBRIFASHEDRA G0 Me drRePlhd ?shéﬁvin the vehicle
t he .drlﬁgr mat ches specified criteria. 47. A nethod a5

cl ai THOqthe rfirsh atepn orb cantyredmueber iplates defai andkdn eriverideatification data

i nclidefiftie dri : -dr i P e . .

| PEA/ AU gzoggl% 8%%74715 ‘bE,Jng}% %deg&og’%%g%’g‘g? ﬁﬁﬂaﬁg %}Q& Hetermining
met hiietaes ta diivieeis pepmigpdiadris that valiclevintertle: first dren.
physi ol ogi cal data includes data about either or both

of the pulse rate and voice characteristic data of

t he “8r i vérmethad aggording o dlaifnetd omvtp, twtherein capaming identification data
ootk g e o SRR
of the detected pulse rate of the driver with a
he ot oot air b aBtrite iy B, b rdiR oty VB v coptcing
a stidendficationodatac laub atdrivies tompriss 2aptaring bitimettids\@ka from the driver
comprising at least one of

an image of the face of each such driver; .

a print of at least a portion of a hand of each such driver;

an eye scan of each such driver; and

voice data of each such driver.

46. A method according to any one of claims 43 to 45, wherein:
capturing identification data comprises detecting physiological data about the
driver _who is driving the vehicle; and further comprising; |
' inferring, from the detected physiological data, information about the current
psychological profile of the driver; and

triggering an alerting mechanism when the inferred current psychological
- profile of the driver matches specified criteria.

47. A method as claimed in claim 46, in which the specified criteria include the
~ stress level of the driver.

Amended Sheet
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49. A nethod as clainmed in any one of clains 46 to 48,
when dependent on at least 10 claim 38, wherein:
capturing identification data about the driver takes

wohemsiien the vehicle is in an identificati Geedshoosnoozsr

psychol ogi cal profiling zong, capturing an inage of
t he undercarri age of the vehicle takes place when the
vehicle is in an automatic i nspection zone; and 15

uber embhSd WiBhRicdJl i HRJH4G) Grober plate i's read

when a vehicle is etecte nterlnglntothe
i dent fikiphaisiotogicahdatp inchidel dgta@bbutmithés or tagh 2Hthe ;putsadate and

furt t hi cl t t
e PR e Bl SOl ogi cal profi11ng zone.
20 5Owhé’reﬂfﬁli&ﬂn?ﬁlefduﬁ'eﬁﬁﬁ&ybﬁbl%l@élrﬁréﬂe Jfid &ffer fﬁm the detected

conpri si ng sel ectively preventi n%e | ow ng t
jeal gtarineludesrdomiparing eithertor bethsof tbmdeteéted plise rate of the

Iti%?é}t\ﬂrlfﬂ fﬁ{)feﬁ%agenﬂxég Mg h%teo%dﬁ%?o tﬁaé ik nﬁ,ﬂ{l iancﬁatectedo voice

iC I NSpec

chasaoaristio of derRivienvitha seaed abick Bﬁe&@&&mﬁﬁ dafdor tiel @r1v@15
the nanual inspection zone into the first area. 51.

nmet hod as clained in any one of clains 38 to 50,

497 t hgI GREPL ﬁhﬁ&dqg%%‘; Bﬁ@gf tgi%n%ﬁeﬁ’ aﬁ?ﬁnﬁ%nt on at least

expl osi ves assocl at tha
clainy3®, whereint he first area. 30 52 A net hod of

| | h
contro mg glﬂ}ﬁc‘@g acc Sﬁgﬁ%ﬁ@ﬁﬁﬁgﬁét an le is in-an

iﬂ@ﬁlﬂioahﬁﬁﬁﬂd%%?ﬁ&ﬁ rgﬁnﬁ bg&idrg conti guous VVIth WO
2004/ 061771 /S /0002 7 19 at |east one other

i nspetAphBingAimage Gf &le undersarriage of thepebiclednkesqigcebehenthe
the Segur e Sit whi ch net hod
&%lé %%%Bé\f} %%tn?luﬁsé’e Oé'r%%&m{dg bring a vehicle
at t enphérdin the aembert o thi @chicleSiunitee platedis @8HdBWhen a vehicle is
detected entering into the identification and psychological profiling zone; and
further comprising detecting a vehicle entering into the identification and

psychological profiling zone.

50. A method as claimed in claim 49, further comprising selectively preventing and
allowing the movement of the vehicle from at east one of:

the identification and psychological profiling zone into the automatic inspection
zone;

the automatic inspection zone into a manual inspection zone; and

the manual inspection zone into the first area.

51. A method as claimed in any one of claims 38 to 50, further comprising detecting
the presence of explosives associated with a vehicle that is being driven into the first

area.

52. A method of controlling vehicular access to a secure site having at least one

entrance with a plurality of inspection zones, each inspection zone being contiguous with
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into a first one of the inspection zones; 5 conducting
at | east one inspection process on the vehicle in the
first inspection zone; wherein the allowabl e outcones

woofood/dsg7At | east one inspection process in thepétggémnmmns7
I nspection zone conprise: @) the vehicle failing t
or at | east one inspection process and: 10 (a) the
vehicle not being permtted to nove out of the first

 RSRSRE Bgctlo%rzoé;g )-néa Qﬁltegs? %hg kn%P?cFﬁ Elgz.oﬁle L& Wg?gfannguous with

eave Wlt O rocee

tbese):utdsaevw]mnhh&ﬂmﬁﬁclmdest he or all the |nspect| on
tted to nove out of the

processes.and bein

firstPeFRYtiRgs %YP"E% hléng ﬁtvsﬂglf*saé*@mpans Agcess tq g first area to enter
ihOSFRSE RO r N RSpecRBfl zbdest e vehicle has entered the
second I nspection zone conductl ng at |east one

i nspsondusting ableast ne msphationgirocdse on ithet vehicle aothe first inspection
I nspection zone; wherein the all owabl e outcones of the
“8P%| east one inspection process in the 20 second

| NS pegtekdin UM waBButdMes(dfithd atllbt Mﬁ@hﬁb&tﬁﬁ )drédess in the first
the or at |east one inspection process and:

inspRetianezone CoBRIisRy pernitted to nove out of the second

i nspectio he v | e being.allowe

| eave Wt 13{[? pe"rhclacg‘g"eea((‘:lﬁ“ﬁ%{h 8?{2’%%011%“5{”%% n%rpg%ssag 'd
(iv) the vehi cl(s) thaséhiolg robbeifig paihittedd & MASO 66t 6fARe first
processes  and bel ng permtted to nove out of the

second |ﬂ§‘_ﬂ§8€ﬂ°é‘r?°?6=rf§ 53. A nethod as clainmed in
claims2, in eg@lﬁcféf Hk’cefleJntl owesllto i’&%%\ﬁﬁf&ggproceedmg into the

i nspection 30 nes 1s an | cation
psychol ogifirstlargag mﬂdl ing zone in which at |east one of

the foll ?ﬁ\f the Vghl l%%%gélggs th%for% L e 1nspect10¥1lil)rr§c%sses and being
- permitted to move out of the first inspection zone into a second one of the
inspection zones; and
if the vehicle has entered the second inspection zone conducting at least one
inspection process on the vehicle in the second inspection zone;
wherein the allowable outcomes of the at least one inspection process in the
second inspection zone comprise:
(iii) the vehicle failing the or at least one inspection process and:
(c) the vehicle not being permitted to move out of the second
inspection zone; or _ _
(d) the vehicle being allowed to leave without proceeding into the
first area; and
(iv) the vehicle passing the or alf the inspection processes and being

permitted to move out of the second inspection zone.

53, A methodas claimed-in claim 52, in which one of the first and second inspection
zones is an identification and psychological profiling zone in which at least one of the
- following categories of data is captured: |
biometric data about the driver;

image data about the driver; and



bi onetric data about the driver; inmage data about the
driver; and WD 2004/061771 PCT/ S&003/000287 20 i nage
data about a nunber plate of the vehicle. 54. A nethod

wRegb@rfed i n claim53, in which the other ongeptaiddSoooas7
first and second inspectiegmp zones is an aut omat g

i nspection zone contiguous with the identification and
5 psychol ogi cal profiling zone, which autonated

nspe {0 e _incl udes ast ne of an expl osi ves
det ec%’ia H;bt F?ﬂt af‘B'Fn eﬁglag‘h%g ’c’x‘?hl &t ection of
expl osi ves associated w th a vehicle; and apparatus

for capturing an inmage of the undercarriage of a
Sdehi A method as claimed in claim 53, in which the other one of the first and second

inspection zones is an automated inspection zone contiguous with the identification and
psychological profiling zone, which automated inspection zone includes at least one of*

an explosives detection portal for the chemical detection of explosives associated
with a vehicle; and '

apparatus for capturing an image of the undercarriage of a vehicle.



