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DETECTION OF FILE LOSS IN A ONE-WAY FILE TRANSFER SYSTEM 

Abstract 

A system for unidirectional transfer of files between a sender network and 

a receiver network is provided. The system includes a data diode configured to 

provide a one-way link between the sender network and the receiver network. 

The data diode includes a data diode sender and a data diode receiver wherein the 

data diode receiver is communicably coupled to the data diode sender for 

unidirectional transfer of files from the data diode sender to the data diode 

receiver. Each file is identified using a file identifier. The data diode sender is 

configured to send a file list to the data diode receiver. The file list includes file 

identifiers of all the files to be sent through the data diode. The data diode 

receiver is configured to detect a loss of one or more files based on comparing the 

file identifiers of received files with the file identifiers present in the file list. 
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