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BACKGROUND ART

. It is desirable in mobile radio systems, and in TDMA-systems in

particular, to be able to maintain the security of calls so as to
prevent unauthorized persons from setting-up and making calls
over the network. In order to meet this reéuirement, it has been
suggested that the calls are ciphered:; see for instance
EP-A-27328S.

Calls between a base station and a mobile are cipheredby proces-
sing the speech message in a scrambler, which functions to convert
the speech signals into a random sequence in accordance with a
given key. For instance, the speech signals can be superimposed
with a random sequence of bits of relatively long duration
(several minutes). In this case, the ciplier key consists in the
knowledge of the total bit pattern of the sequence and also
knowledge of the time at which the sequence was commenced. An
authorized subscriber can plug into a circuit module in the
apparatus which stores this sequence and said starting time-
point, and is thus able to decode incoming calls.

between the base stations and the nobiles. The proposed
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15 fall-off of the synchronism of the actual ciphering key concerned,
thereby rendering deciphering impossible.

These problems also occur when setting up ciphered calls, although
said problems are most pronounced during "hand-off". '

‘The present invention is based on the time sharing in different
20 frames of the traffic flow (TDMA-principle) and also on the access
to a given ciphering sequence of relatively long duration (about
3 minui:es) in relation to the time during which coupling or "hand-

U . off" shall take place. The invention is also based on ciphering by
superimposing a bit sequence on the normal traffic flow (data or
25 speech and signalling). Prior to handing-off a call or during a

given time interval during hand-off where synchronization of the
ciphering sequence has ceased, non-ciphered signalling is effec-
ted and thereafter the traffic flow is ciphered with a periodic
bit sequency whose period is equal to a frame time interval. This

30 - enables synchronization data to be transmitted to a mobile from a
base station simultaneously with a ciphered traffic flow and
discloses when normal ciphering shall commence.



bit sequency whose period is.equal to a frame time interval. This 30
enabl es synchroni zation data to be transnmtted to a nobile froma base
station sinultaneously with a ciphered traffic flow and di scl oses when
normal ci phering shall comence. - 3:3Jhe object of the present invention
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indicates the tine inter -coun I n nunbers of :f.rame Interval s which
shal | pass thereon a ran omly se ected bit flow, and wherein, upon -
handing over the communication with the ‘mobile station ' et

from the first base station to a second base station

15 said ciphering is interrupted for a given period of
time counted from the start of said handing over of the
communication from the first to ‘the second base station
when synchronisation of the random bit flow is lost due
to the absence of said global time reference,

20 characterised in that, subsequent to completing said
handing over of said communication, a non-ciphered
signalling is effected from the second base station to
the mobile station “which indicates the time interval
counted in numhers of frame intervals which shall pass

25 until said ciphering is’ recommenced.

The invention ‘will now be described in more detail
with reference to the accompanying drawings, in which:

Figure 1 is a schematic illustration of two base
stations and a mobile unit; ' ' '

30 ' Figure 2 is a time diagram for transmitting and
receiving in accordance with the TDMA-principle,'

Figure 3 is a time diagram for ciphering in
accordance with the proposed method; and ' '
Figure 4 illustrates, in more detail signalling

35 during a given time interval in accordance with Figure

3. . _



25 until said ciphering is recomren'ced ‘Thé i nvehtion will now be
described in nore detail with reference to the acconpanyi ng drawi ngs, in

which: Figure 1 is a schematic illustration of two base stations and a
mobi l e unit; 30 Figure 2 is a terq_dl agram for transmtting and
receiving in accordance with the TDVA- nciple; Figure 3 is a time diagram
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astrates, tafiofs 847 hia 3685444 0 .ﬁémﬂgruegwﬁiawg LigEmbgt erval in
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a given radio channel Kl will fall-off. Switching of a
new radio channel K2 to MS from BSl is effected, by
\ measuring the field strength of the radio signal and
15 making calculations in accordance with known
~ principles. This new channel K2 is served by BS2.

During the actual switching sequence, which may have a
duration of about 100 ms, MS will not receive and the
_ receiving circuits in MS can lose the synchronism of
20 the traffic flow, i.e. the time position df frames and
time slots from base station BS1.



* duration of about 100 ns, M5 will not receive and the receiving circuits’in ¥
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posi ti @ of%‘tﬁ] nes, an e aI I OH ne .sl’ for the continued call ‘
conmmuni ¥&ei i@é FriRg '?1 %jp?“@? B8 ®Fts known manner by \J
means of a correlation process. in MB. 25 Thus at the tine [err], there
s fran&_a&g&hgoggzgt {:Qﬂef aiagram which 111ustrates application of the
method during "hand-off". It is assumed that the base statJ.on BS1
15 communicates with the mob:l.le MS. and that the communication (the
speech) is ciphered by means of a crypto key E2 up to the time
point t . Hand-off takes place at the t1me t

Upon termination of the "hand-off" process at time t2, MS has
synchronized with the new base station_ BS2. There is namely

20 transmitted from this base station on a 'given_' control channel (SY
in Figure 2) during the time tl tz a synehronizing' sequence which
denotes the time pos:l.tlon of the frames and the allotted time slot
for the continued call communication between, BS2 and MS. This is U
effected in a known manner by means of a co_rrelation process in MS.

25 Thus, at the time t=t,, there ' is frame synchronization for
speech/data transmission between BS2 and MS, but not for the
ciphering. At t=t2_, the base station BS2 tra'_hs_mits a non-ciphered

signal which denotes when ciphering in accordance with the key E2
shall recommence, i.e. BS2 announces the time point t,. The
30 traffic flow (speech/data) is ciphered in subsequent frames with
a key El which consists of a pericdic, random bit sequence having
a period equal to the frame ihterval. This enables the mobile MS
to count the number of frame intervals (announced by the non-
ciphered signal) until ciphering in accordance with the key E2 is
35 commenced by BS2. Possibly the ciphering, key El1 can consist of
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Speech/data transmission between BS2 and MS,” but not for the ciphering. At
[err], -the base station BS2 transmi ts<atgon-ci phered signal which denotes
when ci phering in accordance with the key E2 shall recomence, i.e. BS2
announces the time point [err]. The 30 traffic flow (speech/data) is
ci phered in Sszﬁ- uent frapes with a kﬁ%VEl whi.ch consists of a periodic,

random bPeroS QB ¥a ha®i-nkhe FERFSHCE in sYRsqquRt fRanes 1s frans-
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uncigpher gd¢§ tih\.’%e.[ééﬁl:%ol-réﬁaﬂﬁ@ilﬁl\ﬁ'cﬁ@'h@% i@BHBﬁ:'{:he number  of

frame intervals 1n spite of absence of the periodic Sequedce in the key
El, due to the presence of frane synchroni- 5 zation in the control

channel Slgurems! iElbstPakes theciéquente diering | he Wikle I nteaven]eghes
during the tlfren/éean&erval [err] nmore clearly. According to Figure 3, “at “tine

t the noBPF& gynchroni zed to 2 the new base station BS2 and the
normal traffic flow (data, 10 speech, synchronization) should have -

fo the phecPrling EB¥IQERAY, UERIGHR DS, nobTT8 B8 £L WVt AP RETT
been | ostheTmewbase gtiakiamcBs2 opnds &hes NOrREl 5 ta) c [Eley (Hata,

I ngpcat eégééﬁlﬂﬁé’ynéﬁfﬂﬁizﬁﬂibh) Fb’&f&;l&‘hhbe%@ﬂﬁéﬁéﬂd i@ﬁb@f&éﬁﬂ@hﬁ@z i's
to 15 This frafre nunber, i.S assu ure

42T ust PRERGRIDEAY 64 nchr SR AL OR ASH £EBRSPE 50 P BAEnELeY ¥ Ehbon
t he so- celiphdriAgCKeyFE2t ups tocithectimentt ol hohevesl,) hhar beednblostl.eTheved
F ' me sl op Wbt At fefoh AiEre fEFfe Hld S 2 il 3ignal S1 which indicates how
many frames shall pass until ciphering according to key E2 is to
15 be commenced. This frame number is assumed to be 13 in the Figure
4 illustration. This message can be transmitted in anon-ciphered
form on the so-called FACCH (Fast Associated Control Channel)
formed by a reserved time slot within a frame, see Figure 2. This
time slot is thus located in frame R1l. During the frames R2, R3,
20 .+« R6 following the frame R1l, the ciphered call information is
transmitted and ciphered with the key El. As before mentioned,
this key is a periodic bit sequence whose period equals one frame
interval and which can be superimposed on the call information by
W/ modulo-2 addition. Consequently, the mobile MS is aware of the
25 time at which counting shall commence and also of the number. of
frame intervals to be counted. When this is understood by the
mobile, a confirmation signal Al is transmitted back to the base
station BS2 and received in frame R6. When the base station BS2
receives this signal, the station will wait for a period of time
30 which equals the agreed number of frames, i.e. to frame R13 (t=t3)
where ciphering in accordance with the key E2 is commenced.

The base station BS2 thus waits a given length of time (in Figure
4 a time equalling 5 frame intervals) for receipt of the confirma-
tion signal Al. If, for some reason or other, this signal is not
35 received by the base station BS2 within a given period of time, a
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tinme slot |sthuslocated|nfrarreRl During the frames R2, R3, 20 3

. R6 following the frame Rl, the cipheredjcall information is transmtted and
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di fficulties, since the nDblle i's tocated on the border between two cells
Ll; C2 according to Figure 1, i.e. at a maxinumdistance 15 froma base
station. CLAI M5 1. A synchronising met hod, in a nobile radio system
whi ch | acks a global tine reference, in which communication of data
nmessages and signalling nessages 5 beL@Ebn a first base station and a
nDbllflstaI¢g§uH§ transferred in franes haV|ng time slots, said data and
signal li ng messages bging ¢ er.e superi sLn e random y

sel ected bit flogr ng ﬁ§ b nig Bﬁ Wgﬁg?ﬂgngge% gﬁémgénggﬁﬁgatlon with

t he frobil e systemwhichr backbeafl glebabasimet sefenencea &vcwhdchase station,
sai dti pher] iiALEChUBEC ke ndoBbuen BRA' adgRb1i1AE fRUGREAS T oM the

start of sa over he first to the
. second U&sdbstueebnamﬂéns§yhéﬁﬁoﬁtéﬁﬁpﬁnaﬁﬂ Ph@°P§ﬁGoﬁFBFP°PI&ﬁ is |ost due

15 to the a@féﬂ&fefi—eaam grahak thEngei;tﬁengtotghaéazaeaatedana that
subsequent to cogﬁietln sai d handi ng ni ¢

non- ci pher e33R Pgnﬂeﬁ§aSPFePPéﬂgfFgﬂﬁ?ﬁﬁdségoﬁﬂpﬁggﬁpgfgppon to the

PDbl|e Stattﬁ?re&ﬁlﬁhraﬂdbﬂayeSeubetédnbitnfmowalaﬁd whernedn,i mpomrber s of
rane i nterva

A method aciendiig ouef| Bhe BoRBHIkalaDf, 4 EhnBRR, RAvkTel SEATIRECE 2
i nterval0Q sﬂrdmnbheagérsarbasaasxﬂtipadtW|ahsacenéhbﬁﬁﬁgs§ G@ﬁoe whi ch
fg[‘;'ﬂjgls of s22a2cPphbfThg Q6! 1348420pelNes2 ROFioEn! pepdsal o0 a frame
: time counted from the sté% of said handing over of the

-\ communication from the first to the second base station

when synchronisation of the random bit flow is lost due

15 to the absence of said global time reference,
characterised in that, subsequent to completing said
handing over of said communication, a non-ciphered
signalling is effected from the second base station to
the mobile station, which indicates the time interval

20 counted in numbers of frame intervals which shall pass
until said ciphering is recommenced.

2. A niethod according to claim 1, characterised
in that, during said time interval, said messages are
transmitted with a ciphering sequence which consists of

25 a periodic bit sequence whose period is equal to a
frame interval.

3. A method éccording to claim 1, characterised
in that said non-ciphered signalling is effected during
a frame which immediately precedes the frames which

30 +transmit said messages and in the time slot assigned to
the mobile station in said frame; and in that the
mobile station when receiving said non-ciphered
signalling transmits a confirmation signal to the
second base station. |

35 4. A method according to claim 3, characterised
in that, if the second base station fails. to receive
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3. A nmet hod according to clai ml, “characterised in that said non-ci pher ed
signalling is effected during a frane which imedi ately precedes the franes

which 30 transmt said nmessages and in the tine slot assigned to the nobile '

station in said frame; and in that the fbile station when receiving said
non- ci phered si gnal ling transmits a confirmation signal to the second base
station. 35 said Qpnf makionosiaeal dpfiteroacgdvenitivaalapsesi sed in
that, if the ﬁf‘x@&@rtl?éﬁ-éi@ﬁéﬁé'dfé‘i%ﬁai]?z.ﬁ&c%Véfiéé%éélliréﬂal%ia?e
111111111111111 * onfirnmati on signal
after a gi verPR9INS 1RRRR STRF{oR o oHRe i BRRELS §F§'ﬁ§?¥‘| hgvingethect ed from

t he second ba;mn$t:a‘ifmaﬁi¢:heasmﬂnéeosiginan hant+ogphéeedame i nformati on

as the origi e n a onfirmation
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