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ATTACK PATH MONITORING AND RISK MITIGATION IN IDENTITY
SYSTEMS

TECHNICAL FIELD
[0001] The disclosure is generally related to cybersecurity, and more specifically to

attack path monitoring and risk mitigation in identity systems.

BACKGROUND

[0002] A computing environment (e.g., network) can include a number of objects.
Examples of objects of a computing environment include security principals and computing
resources (e.g., databases or applications). A security principal is an object that can be
authenticated by a computing environment. Examples of security principals include user
accounts, computer accounts, applications, etc. User account and computer accounts can be
grouped to create groups of accounts (e.g., groups of user accounts and/or groups of computer
accounts). Groups of accounts can be arbitrarily nested. Objects can be further divided into
respective containers. A container refers to a logical grouping of objects within the computing
environment. Objects of a container can be further grouped into respective sub-containers. A
sub-container can be created to provide a hierarchical and/or logical structure to objects within
a container for more precise object management. The behavior of a group of objects (e.g., a
container or sub-container) can be managed or controlled. For example, a group of objects can
be assigned a set of configuration rules, such as a set of group policy settings, for controlling
the behavior of objects grouped therein (e.g., static management or control). As another
example, configurationgroups can be dynamically managed or controlledbased on factors such
as, e.g., object properties.

[0003] A security principal (e.g., user account or computer account), or groups of
accounts (e.g., group of user accounts and/or group of computer accounts) can be identified by
a unique security identifier, which is a unique value typically assigned by the computing
environment. A security principal can be assigned permissions for accessing a computing
resource (e.g., a file system object such as a file or directory) and/or performing actions with
respect to the resource. For example, permissions for a resource of the computing environment
can be maintained within a resource-specific authorization policy. Illustratively, an
authorization policy can be implemented as an access control list (ACL), a role-based access

control (RBAC) policy, etc. For example, an ACL can include access control entries (ACEs)
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specifyingpermissions and security principals to which the respective permissions are granted.
Permissions can include read, write, execute, delete, etc.

[0004] User accounts identify respective users by respective user identifiers (e.g,
usernames or security identifiers). Computer accounts can identify which computers within the
computing environment are members of respective containers of the computing environment.
Computer accounts can be used to determine whether a computer can join a container, sub-
container, etc., and can be used for computer authentication. Groups of accounts include one
or more accounts and can be used to facilitate security permission management within the
computing environment (e.g., by granting permissions to a group of user accounts instead of
individual user accounts).

[0005] The computing environment can use at least one identity system. An identity
system is a computer memory system that stores identity data related to objects of the
computing environment. For example, user identity data for a user can include a username,
unique identifier, group membership, credential verification information, etc. An administrator
of the computing environment can use an identity system to add objects to the computing
environment, manage access privileges to objects within the computing environment, etc. An
identity system can function as a centralized mechanism to authenticate objects and may
authorize or restrict objects from performing certain tasks within the computing environment.
Ilustratively, when a user attempts to access an application, the application can use data from
the identity store to determine that the user has access privileges for the application. Multiple
identity systems can be used in a hybrid identity solution, for example, when a user
authenticates against one identity system to access resources in another identity system or

governed/bound to another identity system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The included drawings are for illustrative purposes and serve to provide
examples of possible structures and operations for the disclosed inventive systems, apparatus,
methods, and computer-readable storage media. These drawings in no way limit any changes
in form and detail that may be made by one skilled in the art without departing from the spirit
and scope of the disclosed implementations.

[0007] FIG. 1 is a block diagram of an example computing environment for
implementingattack path monitoringand risk mitigation in identity systems, accordingto some

implementations.
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[0008] FIG. 2 is a diagram of example representation of attack paths, according to
some implementations.

[0009] FIG. 3 is a diagram of an example representation of attack paths, according to
some implementations.

[0010] FIG. 4 is a flow diagram illustrating an example method for implementing
attack path monitoring and risk mitigation in identity systems, according to some
implementations.

[0011] FIG. 5A is flow diagrams illustrating an example method for performing static
attack path monitoring and risk mitigation in identity systems, according to some
implementations.

[0012] FIG. 5B is flow diagrams illustrating an example method for performing
dynamic attack path monitoring and risk mitigation in identity systems, according to some
implementations.

[0013] FIG. 5C is flow diagrams illustrating an example method for performing real-
time attack monitoring and risk mitigation in identity systems with behavioral analytics,
according to some implementations.

[0014] FIG. 6 is an example computer system operating in accordance with one or

more aspects of the present disclosure.

DETAILED DESCRIPTION

[0015] Described herein are systems and methodsto implement attack path monitoring
and risk mitigation in identity systems. A malicious entity (“attacker”) can attempt to gain
access to a target object of a computing environment. For example, an attacker can attempt to
gain access to the target object via an exploitable attack path (e.g, gain control over the target
object). An attack path refers to a chain of relationships from a source object (i.e., starting
objectorentry pointof the chain)to the target object. One example of a relationship is a control
relationship. A control relationship is a relationship in which an object (“controlling object”)
can perform certain actions (which can be specific to the target object type) with respect to
another object (“controlled object”). A control relationship ultimately allows the controlling
object to act on behalf of the controlled object (e.g., if the controlled object is a security
principal). Another example of arelationshipis an activity relationship. An activity relationship
represents some potential activity between objects. For example, if one object is a user and
another objectis a computer, then an activity relationship can be a log on eventin which the

user logs onto the computer. Further details regarding relationships will be described below.
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[0016] An attacker can hide malicious activity while traversing an attack path from
detection by avoidingany detection mechanism(s) implemented by the computingenvironment
fordetectingattacksinreal-time. Forexample, an attacker candisable a change tracking feature
by reconfiguring the change tracking feature, interfering with communications with the change
tracking feature, or otherwise modifying change tracking software in a way that renders the
change tracking feature nonfunctional. The attacker can then reenable the change tracking
feature after completing the malicious activity (e.g., gaining access to the target object).
Accordingly, the ability to hinder the ability of an attacker from accessing a target object can
be improved by determining, before an attack, if any changes can be made within the
computing environment that can progress along at least one attack path.

[0017] If multiple attack paths to a target object exist, an attacker launching an attack
to access the target object may choose to select an optimal attack path among the multiple
attack paths. With this assumption, makingit more costly to access such attack paths can help
to slow down or prevent the attack from happening in the first place. However, the attack path
landscape can actively change due to legitimate modifications to the computing environment.
For example, the addition of new objects within the computing environment or changes to
existing objects within the computing environment can, in turn, generate new control
relationships between objects that generate new attack paths, modify existing attack paths,
and/or remove existing attack paths.

[0018] Aspects of thisdisclosure address the above and other deficiencies by providing
technology that implements attack path monitoring and risk mitigation in identity systems.
Attack path monitoringand computing environment risk mitigation can be performed by an
identity system management server of the computing environment to protect at least one
identity system (e.g., identity store) from attack. Implementations described herein include
technology that enhances the ability of the management server to identify actual sources of
attack risk within a computing environment identity system (e.g., potential and/or actual
sources of attack risk), and takes measures to address the sources of attack risk.

[0019] In some implementations, a computing environment can be represented by at
least one identity graph. An identity graph is a data structure including a set of vertices
connected by directed edges. Each vertex can represent an object of the computing
environment, and each edge can represent a relationship between the objects represented by
the vertices connected by the edge. A sequence of edges can represent at least a portion of an
attack path connecting a source vertex to a target vertex. A source vertex represents an initial

object of an attack path (e.g., security principal) and a target vertex represents the object of the
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attack path subject to an attack (e.g., computing device). The vertices and edges of the identity
graph can have a Create, Read, Update and Delete (CRUD) lifecycle. Each vertex can be
uniquely identifiable and can have an inherent likelihood of initial compromise based on the
computing environment and/or vertex configuration. To implement attack path monitoring and
risk management, an identity system management server can generate at least one security
zone. A security zone refersto a grouping of objectsthatshare a set of characteristics. Examples
of objects can include users, computers, groups of users, groups of computers, applications,
etc. For example, the set of characteristics can include a criticality (e.g., importance) in the
computing environment. Criticality can be assigned to a security zone, and objects of the
security zone can inherit the criticality assigned to the security zone. The criticality of
individual objects within the security zone can be modified (e.g,, increased), if needed. Other
characteristics of the set of characteristics can include related functionality, physical location,
etc. In some implementations, at least one security zone generated by the identity system
management server includes the most critical objects within the computing environment.
[0020] To generate a security zone, the identity system management server can obtain
an initial set of objects having a set of characteristics (e.g., criticality within the computing
environment). For example, the initial set of objects can be a default list of objects defined
within the computing environment. As another example, the initial set of objects can be
received from an external system (e.g., via a graphical user interface (GUI)). Illustratively, the
initial set of objects can include at least one of a group of administrators, a group of application
servers, etc. After identifyingthe initial set of objects, a variety of different methods can be
used to finish generating the security zone. Examples of methods that can be used to finish
generating the security zones will be described in further detail herein.

[0021] After generating the at least one security zone, the identity system management
server can identify a set of attack paths. Each attack path of the set of attack paths leads into a
respective security zone, such that the target object of each attack path is an object within the
at least one security zone.

[0022] Theidentity system managementserver can perform attack path monitoring and
risk mitigation to determine which attack path(s) of the set of attack paths should be addressed
to reduce attack risk within the computing environment. For example, the identity system
management server can utilize a number of risk metrics (e.g., risk scores) forimplementing
attack path monitoring and risk mitigation in identity systems. One type of risk metric is an
attack path risk metric. An attack path risk metric is a risk metric (e.g., score) assigned to an

attack path quantifying a risk to the computing environment if the attacker successfully
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navigates the attack path to exploit the target object. An attack path risk metric can have a
number of components.

[0023] For example, one component of an attack path risk metric for an attack path can
be a cost of the attack path traversal (“attack path cost”). The attack path cost for an attack path
having a source object and a target object is a value indicative of a cost for an attacker to
proceed from the source object to the target object. A lower attack path cost means higher risk
of the attack path.

[0024] The attack path cost for an attack path can be determined from the cost of
exploiting the control relationships between the vertices of the attack path. A control
relationship cost for a control relationship between a pair of objects is a value indicative of a
cost for an attacker to progress from one object of the pair to the other object of the pair via the
control relationship. Each control relationship cost can be determined from a combination of
factors. For each factor, a numeric value can be assigned to each object to represent the factor
(e.g., relative numeric value representing relative impact of the factor on the object) Examples
of factors include difficulty of the traversal via the control relationship (e.g., ease of
exploitation and/ornumber of extra steps) and/or observability of the traversal via the controller
relationship. Observability can be determined by the number of changes and/or artifacts (e.g,
eventlogs) that are generated for the traversal. For example, a zero-cost traversal can be one
in which no change is required, and no artifacts are generated (e.g., group membership), while
a higher cost edge traversal can include one or more highly visible changes and/or artifacts.
Artifacts can include metadata tracking object changes (e.g., object property changes). For
example, artifacts can capture an addition of a user to a group, granting a user access (control)
of an object, etc.

[0025] As another example, another component of an attack path risk metric for an
attack path can be initial exploitability of the source object of the attack path (e.g., the security
principal). The initial exploitability of a source object refers to an inherent likelihood of initial
compromise of the source object. The initial exploitability of a source object can be determined
from one or more factors related to the computing environment and/or object configuration.
Examples of factorsinclude a set of configuration rules of an object(e.g., user/computer) based
on a central policy/configuration management system (e.g., some computersare more hardened
than others), a location (e.g., physical location) of the object, whether the objectis exposed to
the Internet or wide area network (WAN), user role as some roles may be more susceptible to
attacks than others (e.g., a user that receives data from many external parties can have a greater

susceptibility of receiving malware), an amount of security awareness training, and security
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solutions deployed with respect to the object (e.g, antimalware software installed on a
workstation). A numeric value can be assigned to each object to represent the initial
exploitability of the object (e.g., relative numeric value representing relative initial
exploitability).

[0026] Asyet another example, another component of an attack path risk metric for an
attack path can be criticality of the target object of the attack path. The criticality of the target
object of the attack path can relate to an importance of the target object to an organization or
enterprise. Generally, the criticality of an object can be inherited from the security zone(s) it
belongs to (i.e., a default criticality). However, the criticality of specific objects can be
overridden to a lower or higher value if needed. Relative numeric values can be assigned to
resources to represent their respective criticality. Further details regarding determining risk
metrics, attack path costs and control relationship costs will be described in further detail
herein.

[0027] In addition to the attack path risk metric, another type of risk metric is an object
risk metric. An object risk metric is a risk metric for an object derived from the attack path risk
metrics of all attack paths that include that object.

[0028] In addition to the attack path and object risk metrics, another type of risk metric
is a security zone risk metric. For example, the security zone risk metric fora security zone
represents an aggregation of the attack path risk metrics of all attack paths leading to the
security zone.

[0029] In addition to the attack path, objectand security zone risk metrics, anothertype
of risk metric is a computing environment risk metric. A computing environment risk metric
for a computing environment represents an aggregation of the security zone risk metrics for all
security zones of the computing environment.

[0030] In some implementations, performing attack path monitoring and risk
mitigation in identity systems includes performing static attack path monitoring and risk
mitigation. Static attack path monitoring and risk mitigation in identity systems involves
identifying at least one attack path of the computing environment that contributes the most to
the overall risk of the computing environment.

[0031] To perform static attack path monitoring and computing environment risk
mitigation, the identity system management server can obtain a set of attack path risk metrics,
a set of security zone risk metrics from the set of attack path risk metrics, and a computing
environment risk metric from the set of security zone risk metrics, as described in further detail

above.
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[0032] The identity system management server can then determine, for each attack
path, a risk impact of the attack path on the computing environment risk metric based on the
attack path risk metric. For example, the identity system management server can, for each
attack path, model the removal ormodification of the attack path and recalculate the computing
environmentrisk metric (i.e., a new aggregation of the security zone risk metrics for all security
zones of the computing environment) to obtain a modified computing environment risk metric.
[0033] The identity system management server can then identify, from each risk
impact, at least one attack path among the set of attack paths having the greatest risk impact on
the computingenvironment. For example, the identity system management server can, for each
attack path, determine an amount of risk reduction by subtracting the modified computing
environment risk metric from the original computing environment risk metric, and identify the
at least one attack path that, when modified or removed, has the greatest amount of risk
reduction.

[0034] The identity system management server can address the at least one attack path
having the greatest impact on the computing environment. In some implementations,
addressing the at least one attack path can include removing the at least one attack path. In
some implementations, addressingthe at least one attack path can include modifyingthe at
least one attack path (e.g,, altering at least one control relationship between at least one pair of
objects within the attack path or reducing initial exploitability of the source object).

[0035] Additionally or alternatively, in some implementations, performing attack path
monitoring and risk mitigation includes performing dynamic attack path monitoring and risk
mitigation (e.g., continuously or in real-time). For example, the identity system management
server can perform dynamic attack path monitoring and risk mitigation by detecting any
changes (including proposed changes that have not been applied to the computing
environment) with respect to a set of attack paths of the computing environment. The changes
can be detected by analyzing the input data (e.g., replication data, event logs or access
provisioning requests). In some implementations, the change can be a change that triggers an
update to at least one attack path risk metric of atleast one attack path. For example, a change
can be a change to a control relationship, a change to security principal exploitability, a change
to a security zone definition, etc. In some implementations, the change can be a change that
generates at least one new attack path.

[0036] The identity system management server can then determine, foreach change, a
risk of allowing the change, and determine, for each change, whether the risk satisfies a risk

threshold condition. In some implementations, determining whether the risk of a change
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satisfies a risk threshold condition includes determining whether the change causes an object
of a security zone to enter into a higher risk category (e.g., from high risk to critical risk). In
some implementations, determining whether the risk of a change satisfies a risk threshold
condition includes determining whether the change results in a significant or unacceptable
increase in risk.

[0037] If the identity system management server determines that risk satisfies the risk
threshold condition, then the identity system management server can address the at least one
change (otherwise the identity system management server can implement the at least one
change). Forexample, to address a change, the identity system management server can generate
an alert. The alert may be in the form of a notification on the dashboard of an administrator’s
account, an email to an administrator, a text message, a notification on a smartphone, etc.
Additionally or alternatively, to address a change, the identity system management server can
model the change before applyingthe change, and determine whether to prevent the change
from being applied. For example, if the identity system management server determines that a
change results in a significant or unacceptable increase in risk, then the identity system
management server can block or roll back the change to prevent the change from being
implemented. Additionally or alternatively, to address a change, the identity system
management server can deny access to an object (e.g., user access to a resource) if access to
the object would result in an unacceptable increase in risk.

[0038] The static and dynamic attack path monitoring and risk mitigation described
above can be used to identify and mitigate the risk of potential attack. To identify and mitigate
an actual attack, implementations described herein can also perform real-time attack path
monitoring and risk mitigation in identity systems with behavioral analytics. Behavioral
analytics refers to an anomaly detection technique that amplifies anomalous behavior over
variations of normal, legitimate activity. Examples of anomalous behavior can include a user
logging onto a computer that has never been used before, an abnormal number of failed logon
attempts, temporal anomalies (e.g., user activity at times when there is normally no activity),
migrating an atypical amount of data from one data store to another data store, accessto or
from the object that has never been seen before, etc.

[0039] Anomalous behavior can be considered an indicator of an attack or other
malicious activity. For example, multiple logon anomalies on a high-risk attack path can be
indicative of an attack in progress. However, it may be the case that a small number of objects
or security zones with a computing environment are considered highly critical. Since most

objects or security zones within a computing environment may have low criticality, it may be
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computationally expensive and/or impractical to address every single anomaly thatis detected
within the computing environment. For example, a large amount of anomalous behavior can
beirrelevant noise due to human error. Moreover, even if some anomalous behavior detectable
by the processing device is indicative of an attack, the risk of danger to the computing
environment due to the attack can below (e.g., the attack gains access to a low-risk object such
as a printer). Additionally, another impact of low risk events is on security analysts. For
example, a security analyst may overlook a high risk event alert within a large volume of low
risk event alerts.

[0040] To address at least the above-noted drawbacks of behavioral analytics, in some
implementations, the identity system management server can detect anomalous behavior
originating from an attack path of a set of attack paths of a computing environment. If the
identity system management server determines that a risk associated with the attack path
satisfies the threshold condition, this means that the anomalous behavior is sufficiently high
risk, and the identity system management server can address the anomalous behavior. The risk
can be determined from the attack path risk metric for the attack path. Otherwise, if the identity
system management server determines that the risk does not satisfy the threshold condition,
this means that the anomalous behavior is not sufficiently high risk, and the identity system
management server can ignore the anomalous behavior, therefore reducing false positives in
attack detection. Additionally or alternatively, the level of risk of a scenario can dictate the
urgency of the response. For example, a real-time alert can be generated for a high-risk
scenario, and a log entry can be generated for a low-risk scenario).

[0041] In some implementations, the identity system management server utilizes an
identity risk fabric to reduce false positives in attack path monitoring and attack detection. The
identity risk fabric can correspondto a static risk plane reflectinga current risk landscape. A
static risk plane can be defined by a combination of security zones with attack paths reflecting
a current configuration. Every object (e.g., security principal) in a static risk plane can have a
respective risk score determined by the attack paths that traverse the object. Activity data, such
as directory changes or login events, can be overlaid on the identity risk fabric to generate a
dynamic risk score which can be used to detect risk activities in near real time. The identity
risk fabric can modulate legitimate changes in the environment and notoriously noisy
behavioral indicators to reduce noise and prioritize (e.g., amplify) changes and anomalies
affecting high risk or critical objects, reducing false positives in detecting potential attacks.
[0042] There may be risk amplification along an attack path. For example, the attack

path risk metric for an attack path can be a function of the number of objects of which
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anomalous behavior has been detected (“anomalous objects”). For example, an attack path
including two anomalous objects can have a greater amount of risk than an attack path
including a single anomalous object, but a smaller amount of risk than an attack path including
more than two anomalous objects. There may notbe a linear relationship between the number
of anomalous objects and the amount of risk. For example, there may be an exponential
relationship between the number anomalous objects and the amount of risk.

[0043] The identity system management server can further analyze the intensity (e.g,
timing) of changes in the identity system affecting the attack path, which can amplify the
corresponding attack path risk metric. For example, many changes performedin a short period
of time can indicate a high risk, even if the changes themselves are not individually risky.
Further details regarding implementing attack path monitoring and risk mitigation in identity
systems will now be described below with reference to FIGS. 1-6.

[0044] Some computer systems only work with a single identity system, such as an on-
premises system or a remote system (e.g., cloud system). However, some computer systems
canutilize a hybrid identity system. A hybrid identity system refersto a combination of identity
systems used in an identity and access management infrastructure. A hybrid identity system
can leverage both on-premises and remote (e.g., cloud) identity systems to manage identities,
authentication, and authorization for a computer system. For example, a hybrid identity sy stem
can include a first identity system linked to a second identity system. The firstidentity system
can be, e.g., an on-premises identity system and the second identity system can be, e.g, a
remote identity system (or vice versa). Hybrid identity systems can be used to enable single
sign-on (SSO) in which a user can use on-premises login credentials to access remote services
to eliminate the need for multiple login credentials, centralized identity management (e.g., user
provisioning, user deprovisioning and access management), etc.

[0045] However, some computer systems may not be able to detect hybrid attacks in
which an attacker hijacks an identity in a first store to exploit resourcesin a second store linked
to the first store. Implementations described herein can be used to perform attack risk
monitoring and risk mitigation with respect to hybrid identity systems in which atleasta first
identity system is linked to at least a second identity system. For example, implementations
described herein can be used to trace attack paths across a hybrid identity system. In some
instances, a link between the first identity system and the second identity system is explicit
(e.g., an on-premises system directory system account linked to a remote system directory
system account). In some instances, a link between the first identity system and the second

identity system is not explicit. For example, a user can have a directory system account linked
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to an account that utilizes an authentication process to enable SSO, such as Security Assertion
Markup Language (SAML) authentication. In someinstances, a link between the first identity
system and the second identity system is completely distinct. In such situations, identities can
be correlated using some other scheme.

[0046] Implementations described herein can utilize an in-memory distributed large
graph processing engine. An identity-centric graph schema can be designed to facilitate
federated processing of individual identity systems with centralized analysis of inter-identity-
system relationships for hybrid identity system protection.

[0047] Implementations described herein provide for a variety of technical
improvements. For example, implementations described herein can provide for a top-down
approach that first identifies high-level targets, and then traverses control relationships to
identify security principals that can exploit these relationships to gain control of the
environment. Such a top-down approach can be more computationally efficient that other
approaches by reducing the number of vertices or nodes being analyzed. Such a top-down
approach is also defense-minded by identifying a security perimeter that is monitored and
protected.

[0048] As another example, implementations described herein can utilize cost models
for control relationships that are scored on multiple factors such as complexity (e.g., the level
of skills and effort needed for exploitation), artifacts (e.g., traces of exploitation left in data
items such as audit logs or configuration changes), extra steps (e.g., additional exploitation
steps that are needed), etc. The risk of a specific attack path can be inversely proportional to
the total cost of the relationships in the path. For example, group membership has zero cost as
it doesn't require any effort to exploit and doesn't leave any traces, so the risk is high.
[0049] As yet another example, implementations described herein can enable the use
of a default cost profile that assumes an attack with average attacking skills and average
detectability, or the use of a custom cost profile that customizes attacking skills and/or
detectability. For example, a custom cost profile can be tuned to focus on attackers with a high
level of sophistication who are attempting to perform a discreet attack, attackers who are
attempting to perform an attack without discretion (e.g., publicity attacks), etc.

[0050] Asyetanotherexample, implementations described herein can employ multiple
security zones. For example, the most critical components of a computing system can include
components that control security and identity infrastructure (e.g., Tier 0 assets). Such
components have to be protected atall costs. Implementations described herein employ various

approachesthat can beused to define such critical components of a computing sy stem, such as
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zero-cost attack path analysis, as well as to detect and risk-score security principals that have
control relationships over such critical components. Implementations described herein can
further enable users to define additional security zones that are each defined with a respective
criticality level.

[0051] As yet another example, implementations described herein can utilize an
efficient data collection format. For example, identity system data collection (e.g., directory
service data collection) can be limited by available bandwidth that cannot be significantly
improved without impact production operations. Implementations described herein can utilize
a compact data serialization format for storing data as compared to, e.g., XML (eXtensible
Markup Language or JSON (JavaScript Object Notation). For example, the compact data
serialization format can be a protocol buffers (e.g., Protobuf) data serialization format.
[0052] FIG. 1 is a block diagram of an example computing environment 100 for
implementingattack path monitoringand risk mitigation in identity systems, accordingto some
implementations. It should be noted that other arrangements for computing environment 100
are possible. The computingenvironment 100 can include objects. Examples of objects include
security principals (e.g., users and computers), groups of users and/or groups of computers)
and computing resources. The computing environment 100 can use at least one identity server.
Multiple identity systems can be used in a hybrid identity solution, for example, when a user
authenticates against one identity system to access resources in another identity system.
[0053] In some implementations, the objects of the computing environment 100 can be
represented at least one identity graph. As previously discussed, an identity graph is a data
structure including a set of vertices connected by directed edges. Each vertex can represent at
least one objectof the computingenvironment, andeach edge can representarelationship (e.g,
a control relationship or activity relationship) between the objects represented by the vertices
connected by the edge. A sequence of edges can represent at least a portion of an attack path
connecting a source vertex to a target vertex. A source vertex represents an initial object of an
attack path (e.g., security principal) and a target vertex represents the object of the attack path
subject to an attack (e.g., computing device). A number of different attack paths can exist
between the source vertex and the target vertex. Examples of attack path representations (e.g,
identity graphs) will be described below with reference to FIGS. 2-3.

[0054] The computing environment 100 can include an identity system management
server 110, at least one computing device 120 and at least one data store 130 communicably
coupled tothe identity system managementserver 1 10. The identity system management server

110 can communicate with the computing device 120 to implement attack path monitoring and
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risk management, as will be described in further detail below. Data generated by the identity
system management server 110 can be stored in a data store 130. Data store 130 may be any
data storage device or a combination of data storage devices that are capable of storing data.
[0055] Theidentity system managementserver 110 canutilize anumber of risk metrics
(e.g., risk scores) for implementing attack path monitoring and risk mitigation in identity
systems. Asdescribed above, examples of risk metrics include attack path risk metrics of attack
paths of the computing environment, object risk metrics of objects of the computing
environment, security zone risk metrics of security zones of the computing environment, and a
computing environment risk metric. An attack path risk metric foran attack path can have a
number of components (e.g., attack path cost, initial exploitability of the source object of the
attack path and/or criticality of the target object of the attack path).

[0056] To implement attack path monitoring and risk management, the identity system
management server 110 can include a security zone generation component 112. The security
zone generation component 112 can generate at least one security zone. Each security zone
defines a respective grouping of objects that share a set of characteristics (e.g., criticality in the
computingenvironment 100). Forexample, the atleastone security zone can include a security
zone of the most critical objects within the computing environment 100. It is possible for an
object to be included in more than one security zone.

[0057] To generate a security zone, the security zone generation component 112
initializes the security zone to include an initial set of objects having a set of similar
characteristics (e.g., criticality within the computing environment). For example, the initial set
of objects can include a defaultlist of objects defined with the computing environment. As
another example, the initial set of objects can be received from an external system (e.g., via a
GUI). Ilustratively, the initial set of objects can include at least one of a group of
administrators, a group of application servers, etc. After identifying the initial set of objects, a
variety of different methods can be used to finish generating the security zone.

[0058] In some implementations, the security zone generation component 112 can
generate a security zone by performing a number of object addition iterations. During each
object addition iteration, the security zone generation component 112 can, for each object
already assigned to the security zone, identify a set of candidate objects (outside of the security
zone) that have a control relationship with respect to the object assigned to the security zone.
For example, a control relationship can be a group membership, container association, specific
ACE, etc. The security zone generation component 112 can, for each candidate object,

determine whether the candidate objectis a valid object for inclusion in the security zone. For
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example, the security zone generation component 112 can apply a rule set, utilize a trained
classifier, request and/or receive input from an external system (e.g., via a GUI), etc. For each
candidate object thatis determined to be a valid object for inclusion in the security zone, the
security zone generation component 112 can add the valid objectto the set of objects to obtain
an updated set of objects. Candidate objects that are not included in the security zone (i.e,
invalid objects) can be marked as a security violation (e.g., by the identity system management
server 110 or the computing device 120). The process of identifying a set of candidate objects
canthen berepeated usingthe updated set of objects. The security zoneis generated when there
are no more candidate objects identified with a control relationship to the objects of the set of
objects.

[0059] Tllustratively, assume that the security zone to be generated is a Tier O security
zone. The objects of the Tier O security zone can include administrative objects that have
control over most, if not all, objects of the computing environment (e.g., global administrator
or administrative server). For example, the set of objects of the Tier O security zone in Active
Directory® can be initialized to include “Domain Admins” and “Domain Controllers”. During
the first object addition iteration, the security zone generation component 112 has detected
control relationships including “Tier 0 Admins -> Member Of -> Domain Admins”, “DC1 >
Member Of -> Domain Controllers”, and “DC2 -> Member Of -> Domain Controllers”. The
candidate objects “Tier 0 Admins”, “DC1” and “DC2” are determined to be valid objects that
are added to the set of objects. During a second object addition iteration, the security zone
generation component 112 has detected control relationships including “john_admin ->
Member Of -> Tier 0 Admins”, “jane_admin -> Member Of -> Tier 0 Admins” and “attacker
-> Write Owner -> DC2”. The candidate objects “john_admin” and “jane admin” are
determined to be valid objects that are added to the set of objects, while the object “attacker”
is determined tobe an invalid objectthatis not added to the set of objects. Duringa third object
addition iteration, the security zone generation component 112 has detected the single control
relationship “attacker -> Write Owner -> DC2”. Since no additional valid objects have been
identified duringthe third iteration to add to the set of objects, the process can conclude. In
some implementations, the identity system management server 110 can generate an alert (e.g,
to the computing device 120) indicating that there is an invalid control relationship “attacker -
> Write Owner -> DC2”.

[0060] In some implementations, the security zone generation component 112 can
generate a security zone by performing a zero-cost attack path method. A zero-cost attack path

is an attack path having an attack path cost equal to zero. To identify a security zone by
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performing the zero-cost attack path method, the security zone generation component 112 can,
after obtainingthe initial set of objects, determine a set of candidate zero-cost attack paths that
lead into the security zone. More specifically, an object of the initial set of objects can be a
target object of at least one candidate zero-cost attack path. The security zone generation
component 112 can then, for each candidate zero-cost attack path, determine whether the
source object of the attack path is valid. For example, the security zone generation component
112 can apply arule set, utilize atrained classifier, requestand/or receiveinput from an extemal
system (e.g., the computing device 120 via a GUI), etc. The security zone generation
component 112 can, foreach valid sourceobject, add all objects of the corresponding zero-cost
attack path to the security zone. Source objects of zero-cost attack paths that are not valid can
be marked as a security violation (e.g., by the identity system management server 110 or the
computing device 120). Further details regarding generating security zones will be described
below with reference to FIGS. 3-4.

[0061] A zero-costattack path method described above can be applied to any object,
regardless of objecttype (e.g., whether the objectis a security principal). For example, a zero-
cost attack method can identify an empty group that has a zero-cost path to a security zone as
a candidate for inclusion into the security zone, so that the empty group can be monitored for
the addition of a user that automatically provides the user with zero-cost control over the
security zone.

[0062] The identity system management server 110 can further include an attack path
monitoring and risk mitigation component (“component”) 114 to perform attack path
monitoring and risk mitigation.

[0063] The identity system management server 110 can receive input data from the at
least one data source to perform attack path monitoring and computing environment risk
mitigation. The input data can include data describing activity being performed within the
computing environment. For example, the input data can include data reflecting object activity
(e.g., user activity and/or computer activity), such as replication data, eventlogs, application
programming interface (APl activity data, etc. The identity system management server 110
can collect the input data using a suitable protocol for communicating with the directory
service. In some implementations, the protocol is LDAP. Data monitoring can be performed
usinga replication service in conjunction with event logs. In some implementations, at least a
portion of the input data is actively requested by the identity system management server 110

(e.g., pulled from the at least one data source 110). In some implementations, atleast a portion
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of the input data is passively received by the identity system management server 110 (e.g,
pushed by the at least one source 110).

[0064] From theinputdata, the component 114 canidentity a setof attack pathsleading
to the at least one security zone, and determine which attack path(s) should be addressed to
mitigate attack risk within the computing environment 100. For example, the attack risk can be
arisk of a potential attack within the computingenvironment 100. Additionally or alternatively,
the attack risk can include a risk of an actual attack occurring within the computing
environment. For example, a risk of an actual attack occurring within the computing
environment can be determined from the risk of a potential attack and a risk of anomalous
activity determined from behavioral analytics.

[0065] In some implementations, the component 114 can perform static attack path
monitoring and computing environment risk mitigation. Static attack path monitoring and
computing environment risk mitigation involves identifying at least one attack path of the
computing environment that contributes the most to the overall risk of the computing
environment.

[0066] For example, the component 114 can obtain a set of attack path risk metrics, a
set of security zone risk metrics from the set of attack path risk metrics, and a computing
environment risk metric from the set of security zone risk metrics, as described in further detail
above. The component 114 can determine, for each attack path, a risk impact of the attack path
on the computing environment risk metric based on the attack path risk metric. For example,
the component 114 can, for each attack path, model the removal of the attack path and
recalculate the computing environment risk metric (i.e., a new aggregation of the security zone
risk metrics for all security zones of the computing environment) to obtain a modified
computing environment risk metric. The component 114 can then identify, from each risk
impact, at least one attack path among the set of attack paths havinga greatest risk impact on
the computing environment. For example, the component 114 can, for each attack path,
determine an amount of risk reductionby subtractingthe modified computingenvironment risk
metric from the original computingenvironmentrisk metric, and identify the atleast one attack
path that, when removed, has the greatest amount of risk reduction. The component 114 can
address the at least one attack path havingthe greatestimpact on the computing environment.
For example, the component 114 can remove the at least one attack path, modifying the at least
one attack path (e.g., alter at least one control relationship between at least one pair of objects
within the attack path), etc. Further details regarding performing static attack path monitoring

and risk mitigation are described below with reference to FIG. S5A.
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[0067] In some implementations, the component 114 can perform dynamic attack path
monitoring and computing environment risk mitigation (e.g., continuously or in real-time). For
example, the component 114 can perform dynamic attack path monitoring and attack risk
mitigation by detecting any changes (e.g., proposed changes) with respect to the set of attack
paths. The changes can be detected by analyzing the input data (e.g., replication data and/or
eventlogs). In some implementations, the change can be a change that triggers an update to at
least one attack path risk metric of at least one attack path. For example, a change can be a
change to a control relationship, a change to security principal exploitability, a change to a
security zone definition, etc. In some implementations, the change can be a change that
generates at least one new attack path.

[0068] The component 114 can then determine, for each change, a risk for
implementing the change, and determine, for each change, whether the risk satisfies a risk
threshold condition. In some implementations, determining whether the risk of a change
satisfies a risk threshold condition includes determining whether the change causes an object
of a security zone to enter into a higher risk category (e.g., from high risk to critical risk). In
some implementations, determining whether the risk of a change satisfies a risk threshold
condition includes determining whether the change results in a significant or unacceptable
increase in risk.

[0069] If the component 114 determines that risk satisfiesthe risk threshold condition,
then the component 114 can address the at least one change (otherwise the identity system
management server canimplement the at least one change). For example, to address a change,
the identity system management server can generate an alert. The alert may be in the form of a
notification onthe dashboard of an administrator’s account, an email to an administrator, a text
message, a notification on a smartphone, etc. Additionally oralternatively, to address a change,
the component 114 can model the change before applying the change, and determine whether
to prevent the change from being applied. For example, if the component 114 determines that
a change results in a significant or unacceptable increase in risk, then the component 114 can
block or roll back the change to prevent the change from being implemented. Additionally or
alternatively, to address a change, the component 114 can deny access to an object (e.g., user
access to a resource) if access to the object would result in an unacceptable increase in risk.
Further details regarding performing dynamic attack path monitoring and risk mitigation are
described below with reference to FIG. 5B.

[0070] In some implementations, the component 114 can perform real-time attack path

monitoringand risk mitigation with behavioral analytics. For example, in responseto detecting
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anomalous behavior originating from an attack path, the component 114 can determine a risk
associated with the attack path. For example, the risk can be determined from the attack path
risk metric forthe attack path. The component 114 can then determine whetherthe risk satisfies
a threshold condition. In some implementations, the component 114 can determine whether the
risk is greater than a threshold amount of risk of the anomalous behavior. For example, the
component 114 can determine whether the criticality of the target object exceeds a threshold
criticality. If the component 1 14 determines thatthe atleast one attack path risk metric satisfies
the threshold condition, this means that the anomalous behavior is sufficiently high risk, and
the component 114 can address the anomalous behavior. Otherwise, if the component 114
determines that the at least one attack path risk metric does not satisfy the threshold condition,
this means that the anomalous behavior is not sufficiently high risk, and the component 114
can ignore the anomalous behavior. Additionally or alternatively, the level of risk of a scenario
can dictate the urgency of the response. For example, a real-time alert can be generated for a
high-risk scenario, and a log entry can be generated for a low-risk scenario).

[0071] There may be risk amplification along an attack path. For example, the attack
path risk metric for an attack path can be a function of the number of objects of which
anomalous behavior has been detected (“anomalous objects”). For example, an attack path
including two anomalous objects can have a greater amount of risk than an attack path
including a single anomalous object, but a smaller amount of risk than an attack path including
more than two anomalous objects. There may not be a linear relationship between the number
of anomalous objects and the amount of risk. For example, there may be an exponential
relationship between the number anomalous objects and the amount of risk.

[0072] The identity system management server 110 can further analyze the intensity
(e.g., timing) of changes per attack path, which can amplify the corresponding attack path risk
metric. For example, many changes performed in a short period of time can indicate a high
risk, even if the changes themselves are not individually risky. Further details regarding
performing real-time attack path monitoring and computing environment risk mitigation with
behavioral analytics will be described below with reference to FIG. 5C.

[0073] In some implementations, the identity system management server 110 utilizes
an identity risk fabric to reduce false positives in attack path monitoring and attack detection.
The identity risk fabric can correspond to a static risk plane reflecting a current risk landscape.
A static risk plane can be defined by a combination of security zones with attack paths
reflecting a current configuration. Every object (e.g., security principal)in a static risk plane

can have arespectiverisk score determined by the attack paths thattraverse the object. Activity
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data, such as directory changes or login events, can be overlaid on the identity risk fabric to
generate a dynamic risk score which canbe used to detect risk activities in near real time. The
identity risk fabric can modulate legitimate changes in the environment and notoriously noisy
behavioral indicators to reduce noise and prioritize (e.g., amplify) changes and anomalies
affecting high risk or critical objects, reducing false positives in detecting potential attacks.
[0074] In some implementations, theidentity system management server 110 performs
attack risk monitoring and risk mitigation with respect to hybrid identity systems in which at
least a firstidentity system is linked to at least a second identity system. For example, identity
system management server 110 can be used to trace attack paths across a hybrid identity
system. In some instances, a link between the first identity system and the second identity
system is explicit (e.g., an on-premises system directory system accountlinked to a remote
system directory system account). In some instances, a link between the firstidentity system
and the second identity system is not explicit. For example, a user can have a directory system
account linked to an account that utilizes an authentication process to enable SSO, such as
SAML authentication. In someinstances, alink between the firstidentity systemand the second
identity systemis completely distinct. In such situations, identities can be correlated using some
other scheme.

[0075] In some implementations, the identity system management server 110 utilizes
an in-memory distributed large graph processing engine. An identity-centric graph schema can
be designed to facilitate federated processing of individual identity systems with centralized
analysis of inter-identity-system relationships for hybrid identity system protection.

[0076] In some implementations, the identity system management server 110 utilizes a
top-down approach that first identifies high-level targets, and then traverses control
relationships to identify security principals that can exploit these relationships to gain control
of'the environment. Such atop-downapproachcanbe more computationally efficientthatother
approaches by reducing the number of vertices or nodes being analyzed. Such a top-down
approach is also defense-minded by identifying a security perimeter that is monitored and
protected.

[0077] In some implementations, the identity system management server 110 utilizes
cost models for control relationships that are scored on multiple factors such as complexity
(e.g., the level of skills and effort needed for exploitation), artifacts (e.g., traces of exploitation
left in data items such as audit logs or configuration changes), extra steps (e.g., additional
exploitation steps that are needed), etc. The risk of a specific attack path can be inversely

proportional to the total cost of the relationships in the path. For example, group membership
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has zero cost as it doesn't require any effort to exploit and doesn't leave any traces, so the risk
is high.

[0078] In some implementations, the identity system management server 110 utilizes a
default cost profile. The default cost profile can assume an attack by an attacker with average
attacking skills and average detectability. In some implementations, the identity system
management server uses a custom cost profile that customizes attacking skills of an attacker
and/or detectability. For example, a custom cost profile can be tuned to focus on attackers with
a high level of sophistication who are attempting to perform a discreet attack, attackers who
are attempting to perform an attack without discretion (e.g., publicity attacks), etc.

[0079] The identity system management server 110 can utilize multiple security zones.
For example, the most critical components of computing environment 100 can include
components that control security and identity infrastructure (e.g., Tier O assets). Various
approaches can be used to define such critical components of a computing system, such as
zero-cost attack path analysis, as well as to detect and risk-score security principals that have
control relationships over such critical components. In some implementations, the identity
system management server 110 supports user-defined security zones (e.g., additional security
zones) that are each defined with a respective criticality level.

[0080] In some implementations, the identity system management server 110 utilizes
an efficient data collection format. For example, the identity sy stem management server 110
can utilize a compact data serialization format for storing data as compared to, e.g., XML
(eXtensible Markup Language or JSON (JavaScript Object Notation). In some
implementations, the compact data serialization format is a Protobuf data serialization format.
[0081] FIG. 2 is a diagram 200 of an example representation of attack paths, according
to some implementations. In this illustrative example, the diagram 200 is an identity graph
representing relationships between objects of a computing environment implementing a
directory service. As shown, the diagram 200 includes a source vertex 210 corresponding to a
userand a target vertex 220 correspondingto a computer. As further shown, anumber of attack
paths exist between the source vertex 210 and the target vertex 220, including path 230A and
path 230B.

[0082] Path 230A includes an edge 232A connecting the source vertex 210 to an
intermediate vertex 234A representing a group, and an edge 236 A connecting the intermediate
vertex 234A to the target vertex 220. More specifically, the edge 232 A represents the control

relationship “Member Of”, which indicates that the user is a member of the group represented
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by vertex 234A. The edge 236 A represents the control relationship “Owner”, which indicates
that the group owns the computer.

[0083] Path 230B includes an edge 232B connecting the source vertex 210 to an
intermediate vertex 234B representing a security role, an edge 236B connecting the
intermediate vertex 234B to an intermediate vertex 238B representing a group, and an edge
239B connectingthe intermediate vertex 23 8B to the target vertex 220. More specifically, the
edge 232B represents the control relationship “In Role”, which indicates that the user is
assigned a security role. The edge 236B represents the control relationship “Take Ownership”,
which indicates that the user in the security role can take ownership of the group. The edge
239B represents the control relationship “Change Permissions”, which indicates that the group
represented by vertex 238B can change permissions with respect to the computer.

[0084] As mentioned above, each control relationship can have a cost for edge
traversal. The cost can be directly related to a variety of factors, such as difficulty (e.g., east of
exploitation and number of extra steps) and/or observability of edge traversal. For example,
observability can be determined by the number of changes and/or artifacts (e.g., eventlogs)
that are generated for edge traversal. For example, a zero-cost edge traversal can be one in
which no change is required, and no artifacts are generated (e.g., group membership), while a
higher cost edge traversal can include one or more highly visible changes and/or artifacts.
[0085] For example, the “Member Of” relationship can have a total cost of O (i.e., 0
cost for each of the factors), the “In Role” relationship can have a total cost of 0, the “Owner”
relationship can have a total cost of 0 (i.e., 0 cost for each of the factors), the “Change
Permissions” relationship can have a total cost of 1 (e.g, a cost of 1 for number of
changes/artifacts), andthe “Take Ownership” relationship can have atotal costof 2 (e.g., a cost
of 1 for the number of changes/artifacts and a cost of 1 for extra steps). These cost values are
purely exemplary,and any suitable costmetric can be used in accordance with implementations
described herein. In this example, Path A has a costof 0 (i.e., the “Member Of” and “Owner”
relationships each have zero-cost) and Path B has a cost of 3 (i.e., the “Take Ownership”
relationship has a cost of 2 and the “Change Permissions” relationship has a costof 1), then
Path A can be identified as the least-cost attack path since it has the lowest collective cost.
[0086] FIG. 3 is a diagram 300 of an example representation of attack paths, according
to some implementations. In this illustrative example, the diagram 300 is an identity graph
representing relationships between objects of a computing environment implementing a

directory service. As shown, the diagram 300 includes a source vertex 310-1 corresponding to
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a security principal (“Security Principal A”) and a source vertex 310-2 corresponding to
another security principal (“Security Principal B”).

[0087] As further shown, two attack paths start from the source vertex 310-1 (“Path A”
and “Path B”), and a single attack path starts from the source vertex 310-2 (“Path C”). Path A
includes an edge “A1” representing a control relationship between the source vertex 310-1 and
intermediate vertex 320A representing an object, an edge “A2” representing a control
relationship between the intermediate vertex 320A and an intermediate vertex 330A
representing an object, and an edge “A3” representing a control relationship between the
intermediate vertex 330A and atarget vertex 340A representinga target object. Path B includes
an edge “B1” representing a control relationship between the source vertex 310-1 and
intermediate vertex 320B representing an object, and an edge “B2” representing a control
relationship between the intermediate vertex 320B and a target vertex 330B representing a
target object. Path C includes an edge “C1” representinga control relationship between the
source vertex 310-2 and intermediate vertex 320C representingan object, and an edge “C2”
representing a control relationship between the intermediate vertex 320C and a target vertex
330C representing a target object.

[0088] Path A through Path C can each be assigned a respective attack path risk metric
it. As described above, an attack path risk metric for an attack path represents a risk of an
attacker choosing the attack path, and an attack path risk metric can have a number of
components. For example, the component of the attack path risk metric can be determined
based on the cost of the attack path (where lower cost means higher risk), an initial
exploitability of the source object of the attack path (e.g., the security principal), and the
criticality of the target objectof the attack path (e.g., the criticality of the security zone of which
the target object is a member). For example, the cost of Path A can be determined from the
cumulative cost of the control relationships represented by the edges A1 through A3. The cost
of Path B can be determined from the cumulative cost of the control relationships represented
by the edges B1 and B2. The cost of Path C can be determined from the cumulative cost of the
control relationships represented by the edges C1 and C2.

[0089] As further shown, the diagram 300 includes a number of security zones,
including Security Zone X 350-1 and Security Zone Y 350-2. More specifically, Security Zone
X 350-1 includes the objects represented by the target vertices 340A and 330C, and Security
Zone Y 350-2 includes the object represented by the target vertex 330.

[0090] A security zone risk metric can be determined for each of the security zones. A

security zone risk metric for a security zone represents an aggregation of risks of all attack
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paths leading into the security zone. For example, the security zone risk metric for Security
Zone X 350-1 can be determined atleast in part from the attack path risk metrics for Paths A
and C (e.g, the sum of the attack path risk metrics for Paths A and C), and the security zone
risk metric for Security Zone Y 350-2 can be determined atleast in part from the attack path
risk metric for Path B.

[0091] A computing environment risk metric can be determined for the computing
environment. A computing environment risk metric for a computing environment represents
an aggregation of the security zone risk scores for all security zones of the computing
environment. For example, the computing environment risk metric can be determined at least
in part from the security zone risk metric for Security Zone X 350-1 and the security zone risk
metric for Security Zone Y 350-2 (e.g., the sum of the security zone risk metric for Security
Zone X 350-1 and the security zone risk metric for Security Zone Y 350-2).

[0092] Attack path monitoring and computing environment risk mitigation can be
implemented usingthe risk metrics described above (e.g,, static attack path monitoringand risk
mitigation, dynamic attack path monitoring and risk mitigation and/or real-time risk mitigation
with behavioral analytics). Further details regarding implementing attack path monitoring and
risk mitigation are described above and will now be described in further detail below with
reference to FIGS. 4-5C.

[0093] FIG. 4 depicts a flow diagram of example method 400 for implementing attack
path monitoring and risk mitigation in identity systems, accordingto some implementations.
Method 400 may be performed by one ormore processingdevices thatmay comprise hardware
(e.g., circuitry, dedicated logic), software (such asisrun on a general-purpose computer sy stem
or a dedicated machine), or a combination of both. Method 400 and each of its individual
functions, routines, subroutines, or operations may be performed by one or more processors of
the processing device executingthe method. For example, the method 400 may be performed
by the identity system management server 110 of FIG. 1. In certain implementations, method
400 may be performed by a single processing device. Alternatively, method 400 may be
performed by two or more processing devices, each processing device executing one or more
individual functions, routines, subroutines, or operations of the method.

[0094] At operation 410, processing logic obtains input data from a set of data sources
associated with a computing environment. The computing environment can include a plurality
of objects. For example, the plurality of objects can include a set of security principals and a
set of computing resources. The set of security principals can include at least one of: one or

more user accounts or one or more computer accounts. The plurality of objects can further

24-



WO 2024/019893 PCT/US2023/027156

include one or more groups of accounts (e.g., one or more groups of user accounts and/or one
ormore groups of computeraccounts). The computingenvironment can use atleast one identity
system. Multiple identity systems can be used in a hybrid identity solution, for example, when
auser authenticates against one identity system to access resources in another identity system.
[0095] In some implementations, the objects of the computing environment are
represented by least oneidentity graph. More specifically, each object of an attack path can be
represented by a respective vertex, and each relationship (e.g., control relationship) between
objects can be represented by a respective edge. For example, a source object of an attack path
(e.g., security principal) can be represented by a source vertex and a target object of an attack
path (e.g., computing resource) can be represented by a target vertex. Thus, the source vertex
and the target vertex can be separated by one or more edges. Further details regarding identity
graphs are described above with reference to FIGS. 1-3.

[0096] At operation 420, processing logic generates, based on the input data, at least
one security zone. Each security zone canbe assigned a set of characteristics, and caninclude
a respective set of objects, of the plurality of objects, that share the set of characteristics. For
example, the set of objects caninclude one or more target objects of one or more attack paths.
The set of characteristics can include a criticality (e.g, importance) in the computing
environment. Objects of the security zone can inherit the criticality assigned to the security
zone. The criticality of individual objects within the security zone can be modified (e.g,
increased), if needed. Other characteristics of the set of characteristics can include related
functionality, physical location, etc. For example, the atleast one security zone can include a
Tier O security zone.

[0097] Generating a security zone can include obtaining an initial set of objects of the
security zone. For example, the initial set of objects can be a defaultlist of objects defined
within the computing environment. As another example, the initial set of objects can be
received from an external system (e.g., via a GUI). Illustratively, the initial set of objects can
include at least one of a group of administrators, a group of application servers, etc. After
identifying the initial set of objects, a variety of different methods can be used to finish
generating the security zone.

[0098] In some implementations, generating a security zone can include performing
one or more object addition iterations after obtaining the initial set of objects. Performing an
object addition iteration can include, for each object of the set of objects, identifying a set of
candidate objects (outside of the set of objects) that have a control relationship with respect to

the object. For example, a control relationship can be a group membership, container
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association, specific ACE, etc. Performing an object addition iteration can further include, for
each candidate object, determining whetherthe candidate objectis a valid object for inclusion
in the security zone (e.g., by applyingarule set, utilizing a trained classifier, orrequestinginput
from an external system (e.g., via a GUI)). Performing an object addition iteration can include
adding each valid object to the set of objects to obtain an updated set of objects. Candidate
objects that are not included in the security zone (i.e., invalid objects) can be identified as a
security violation. The next object addition iteration can then be performed using the updated
set of objects. The security zone is generated when there are no more valid objects identified
with a control relationship to the objects of the set of objects. Further details regarding
performing one or more object addition iterations are described above with reference to FIG.
1.

[0099] In some implementations, generating the at least one security zone can include
performinga zero-cost attack path method after obtaining the initial set of objects. Performing
the zero-cost attack path method can include determininga set of candidate zero-cost attack
paths that lead into the security zone. More specifically, an object of the initial set of objects
can be a target object of at least one candidate zero-cost attack path. Performing the zero-cost
attack path method can further include, for each candidate zero-cost attack path, determining
whether the source object of the attack path is valid (e.g,, applying a rule set, utilizing a trained
classifier, or requesting input from an external system (e.g., via a GUI)). Performing the zero-
costattack path method can further include, for each valid source object, adding all objects of
the corresponding zero-cost attack path to the security zone. Source objects of zero-cost attack
paths that are not valid can be marked as a security violation. Additionally, any non-zero-cost
attack paths that include an object of the security zone can be addressed. Further details
regarding performing the zero-cost attack path method are described above with reference to
FIG. 1.

[00100] At operation 430, processing logic identifies a set of attack paths leading into
the at least one security zone. More specifically, each object of a security zone can be a target
object of at least one attack path, where each attack path connects the target object to a
respective source object via one or more control relationships. For example, for each attack
path, the target object can be represented by a target vertex of an identity graph, the source
object can be represented by a source vertex of the identity graph, and the one or more control
relationships can be represented by one or more respective edges between pairs of vertices of

the identity graph.
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[00101] After identifying the set of attack paths, processing logic can perform attack
path monitoring and risk mitigation. Attack path monitoring and risk mitigation can be
performed to determine which attack path(s) of the set of attack paths should be addressed to
reduce attack risk within the computing environment. For example, attack path monitoring and
risk mitigation can be performed by utilizing a set of risk metrics derived from the set of attack
paths. Examples of risk metrics include an attack path risk metric, an object risk metric, a
security zone risk metric, and a computing environment risk metric. Further details regarding
the set of risk metrics are described above with reference to FIG. 1.

[00102] In some implementations, performing attack path monitoring and risk
mitigation includes performing static attack path monitoring and risk mitigation. For example,
static attack path monitoringand risk mitigation can be performedto reduce the risk of potential
attack with respectto at least one attack path of the set of attack paths. Further detailsregarding
performing static attack path monitoring and computing environment risk mitigation are
described above with referenceto FIG. 1 and will be described in further detail below with
reference to FIG. 5A.

[00103] In some implementations, performing attack path monitoring and computing
environment risk mitigation includes performing dynamic attack path monitoring and risk
mitigation. For example, dynamic attack path monitoring and risk mitigation can be performed
to reduce the risk of potential attack with respect to at least one attack path of the set of attack
paths. Further details regarding performing dynamic attack path monitoring and computing
environmentrisk mitigation are described abovewith reference to FIG. 1 and will be described
in further detail below with reference to FIG. 5B.

[00104] In some implementations, performing attack path monitoring and computing
environment risk mitigation includes performing real-time attack path monitoring and risk
mitigation with behavior analytics. For example, real-time attack path monitoring and risk
mitigation can be performedto mitigate an actual attack occurring with respectto at least attack
path Further details regarding performing real-time attack path monitoring and computing
environmentrisk mitigation with behavior analytics are described above with referenceto FIG.
1 and will be described in further detail below with reference to FIG. SC.

[00105] In some implementations, performing attack path monitoring and computing
environment risk mitigation comprises using an identity risk fabric to at least one of : amplify
risk for at least a first object or reduce risk of at least a second object. For example, the first

object can be a high risk object (e.g., critical object) and the second object can be a low risk
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object. The identity risk fabric can modulate the risk of dynamic changes and/or behavioral
anomalies to amplify the risk for the first object and/or reduce the risk of the second object.
[00106] FIG. 5A depicts a flow diagram of example method 500A for performing static
attack path monitoring and computing environment risk mitigation, according to some
implementations, in accordance with an aspect of the invention. Method 500A may be
performed by one or more processing devices that may comprise hardware (e.g., circuitry,
dedicated logic), software (such as is run on a general-purpose computer system or a dedicated
machine), oracombinationof both. Method 500A and each ofiitsindividual functions, routines,
subroutines, or operations may be performed by one or more processors of the processing
device executing the method. For example, the method 500A may be performed by the identity
system management server 110 of FIG. 1. In certain implementations, method S00A may be
performed by a single processing device. Alternatively, method S00A may be performed by
two or more processing devices, each processing device executing one or more individual
functions, routines, subroutines, or operations of the method.

[00107] At operation 510A, processing logic can obtain a set of risk metrics associated
with a computing environment. The set of risk metrics can include a set of attack path risk
metrics. Each attack path risk metric of the set of attack path risk metrics can correspond to a
respective attack path of a set of attack paths of the computing environment. The set of risk
metrics can furtherinclude a set of object risk metrics. Each object risk metric of the set of
objectrisk metrics can correspond to arespective object of the computingenvironment. Further
details regarding obtaining the set of attack path risk metrics and the set of object risk metrics
are described above with reference to FIGS. 1-4.

[00108] The set of risk metrics can further include a set of security zone risk metrics.
Each security zone risk metric of the set of security zone risk metrics can correspond to a
respective security zone of the computing environment. For example, each security zone risk
metric of the set of security zone risk metrics can be obtained as an aggregation of attack path
risk metrics of attack paths leadinginto the security zone. Further details regarding obtaining
the set of security zone risk metrics are described above with reference to FIGS. 1-4.
[00109] The set of risk metrics can further include a computing environment risk metric
corresponding to the computing environment. The computing environment risk metric can be
determined as an aggregation of the security zone risk metrics of the set of security zone risk
metrics. Further details regarding obtaining the computing environment risk metric are

described above with reference to FIGS. 1-4.
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[00110] At operation 520A, processing logic can determine, for each attack path of the
set of attack paths, ariskimpacton the computingenvironmentbased on the set of risk metrics.
For example, determining the risk impact of an attack path can include modeling, for each
attack path, the removal of the attack path and recalculating the computing environment risk
metric (i.e., a new aggregation of the security zone risk scores for all security zones of the
computingenvironment) to obtain amodified computingenvironment risk metric. Determining
the risk impact of the attack path can further include determining an amount of risk reduction
by subtracting the modified computing environment risk metric from the original computing
environment risk metric.

[00111] At operation S30A, processinglogic canidentify, from eachrisk impact, atleast
one attack path among the set of attack paths having a greatest risk impact on the computing
environment risk metric. For example, identifying the at least one attack path can include
identifying the at least one attack path that, when removed, has the greatest amount of risk
reduction.

[00112] At operation 540A, processing logic can address the at least one attack path
having a greatest impact on the computing environment. In some implementations, addressing
the at least one attack path can include removing the at least one attack path. In some
implementations, addressing the at least one attack path can include modifying the at least one
attack path (e.g,, altering at least one control relationship between at least one pair of objects
within the attack path). Further details regarding operations 510A-540A are described above
with reference to FIGS. 1-4.

[00113] FIG. 5B depicts a flow diagram of example method 500B for performing
dynamic attack path monitoringand computingenvironment risk mitigation, accordingto some
implementations, in accordance with an aspect of the invention. Method 500B may be
performed by one or more processing devices that may comprise hardware (e.g., circuitry,
dedicated logic), software (such asis run on a general-purpose computer system or a dedicated
machine), oracombinationof both. Method 500B and each of'its individual functions, routines,
subroutines, or operations may be performed by one or more processors of the processing
device executing the method. For example, the method S00B may be performed by the identity
system management server 110 of FIG. 1. In certain implementations, method 500B may be
performed by a single processing device. Alternatively, method SO0B may be performed by
two or more processing devices, each processing device executing one or more individual

functions, routines, subroutines, or operations of the method.
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[00114] At operation 510B, processing logic can detect at least one change with respect
to a set of attack paths of a computing environment. For example, a change can be a proposed
change that has notbeen applied to the computing environment. A change can be detected by
analyzingthe input data (e.g., replication data and/or eventlogs). In some implementations, a
change can be a change that triggers an update to at least one attack path risk metric of at least
one attack path. For example, a change can be a change to a control relationship, a change to
security principal exploitability, a change to a security zone definition, etc. In some
implementations, the change can be a change that generates at least one new attack path.
[00115] At operation 520B, processinglogic can determine, for each change, a risk for
implementing the change and, at operation 530B, processinglogic can determine whether the
risk for implementing the at least one change satisfies a risk threshold condition. In some
implementations, determining whether the risk of a change satisfies a risk threshold condition
includes determining whether the change causes an object of a security zone to enter into a
higherrisk category (e.g., from high risk to critical risk). In some implementations, determining
whether the risk of a change satisfies a risk threshold condition includes determining whether
the change results in a significant or unacceptable increase in risk (e.g., whether the risk is
greater than or equal to the threshold amount of risk for implementing the at least one change).
[00116] Iftherisk of at least one change satisfies the risk threshold condition, this means
that the at least one change can introduce an increased risk of attack. Thus, at operation 540B,
processinglogic can address the at least one change. If the risk does not satisfy the threshold
condition, this means that the change is suitable for implementation. Thus, processinglogic
can implement the at least one change at operation 550B.

[00117] For example, addressinga change caninclude generatingan alert. The alert may
bein the form of a notification on the dashboard of an administrator’s account, an email to an
administrator, a textmessage, a notification on a smartphone, etc. Additionally or alternatively,
addressing a change can include modeling the change before applying the change, and
determining whether to prevent the change from being applied. For example, a change
determined to result in a significant or unacceptable increase in risk can be blocked or rolled
back to prevent the change from being applied. Additionally or alternatively, addressing the at
least one change can include denying access to an object (e.g., user access to a resource) if
access to the object would resultin an unacceptable increasein risk. Further details regarding

operations 510B-550B are described above with reference to FIGS. 1-4.
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[00118] FIG. 5C depicts a flow diagram of example method 500C for performing real-
time attack monitoring and computing environment risk mitigation with behavioral analytics,
in accordance with an aspect of the invention. Method 500C may be performed by one or more
processing devices that may comprise hardware (e.g., circuitry, dedicated logic), software
(suchasisrun on a general-purpose computer systemor a dedicated machine), or a combination
of both. Method 500C and each of'its individual functions, routines, subroutines, or operations
may be performed by one or more processors of the processing device executing the method.
For example, the method 500C may be performed by the identity system management server
110 of FIG. 1. In certain implementations, method 500C may be performed by a single
processing device. Alternatively, method 500C may be performed by two or more processing
devices, each processing device executing one or more individual functions, routines,
subroutines, or operations of the method.

[00119] At operation 510C, processing logic can detect anomalous behavior originating
from an attack path associated with a computing environment. For example, the anomalous
behavior can be detected with respect to interaction with an object of the computing
environment. Detecting anomalous behavior associated with the attack path can include
analyzing activity data (e.g., log on data or access events).

[00120] At operation 520C, processinglogic can determine a risk associated with the
attack path and, at operation 530C, processing logic can determine whether the risk satisfies a
threshold condition. Therisk associated with the attack path can be determined from the attack
path risk metric for the attack path. In some implementations, determining whether the risk
satisfies the threshold condition can include determining whether the risk is greater than a
threshold amount of risk of the anomalous behavior. For example, determining whether the
risk satisfies the threshold condition can include determining whether the criticality of the
target object of the attack path exceeds a threshold criticality.

[00121] If the risk satisfies the threshold condition (e.g., the risk is greater than or equal
to the threshold amount of risk of the anomalous behavior), this means that the anomalous
behavior is sufficiently risky. Thus, at operation 540C, processing logic can address the
anomalous behavior. For example, addressing the anomalous behavior can include generating
an alert of the anomalous behavior, and sending the alert to a computing device notifying at
least one user (e.g., administrator) of the anomalous behavior. Addressing the anomalous
behavior can further include receiving an action from the at least one user to address the

anomalous behavior, which can cause processing logic to perform the action to address the
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anomalousbehavior. As anotherexample, processinglogic can automatically perform an action
to address the anomalous behavior (e.g., remove or modify the attack path).

[00122] If the risk does not satisfy the threshold condition (e.g., the risk is less than the
threshold amount of risk of the anomalous behavior), this means that the anomalous behavior
is not sufficiently risky. Thus, processinglogic can ignore the anomalousbehavior at operation
550C (i.e., not take any action to address the attack path). Additionally or alternatively, the
level of risk of a scenario can dictate the urgency of the response. Forexample, a real-time alert
can be generated for a high-risk scenario, and a log entry can be generated for a low-risk
scenario. Accordingly, method 500C can reduce the number of anomalous behavior alerts that
are generated, which can improve computer security efficiency and improve the ability to
respond to more high risk or critical event alerts.

[00123] There may be risk amplification along an attack path. For example, the attack
path risk metric for an attack path can be a function of the number of objects of which
anomalous behavior has been detected (“anomalous objects”). For example, an attack path
including two anomalous objects can have a greater amount of risk than an attack path
including a single anomalous object, but a smaller amount of risk than an attack path including
more than two anomalous objects. There may not be a linear relationship between the number
of anomalous objects and the amount of risk. For example, there may be an exponential
relationship between the number anomalous objects and the amount of risk.

[00124] The intensity (e.g., timing) of changes affectingthe attack path can be analyzed,
which can amplify the corresponding attack path risk metric. For example, many changes
performed in a short period of time can indicate a high risk, evenif the changes themselves are
not individually risky. Further details regarding operations 510C-550C are described above
with reference to FIGS. 1-4.

[00125] Attack path monitoring techniques described above can also be applied in
reverse, to identify security zones that control large parts of the computing environment. For
example, Tier O assets and associated attack paths can account for less than 0.1% of objects in
a computing environment. Attack path monitoring described herein is very efficient since it
allows analyststo focus on a small, buthighly critical part of the computing environment. There
might exist other groups of objects that, while not controlling the whole computing
environment, nevertheless have control over significant fractions of it. Examples are regional
and line-of-business administrative functions. While Tier O identification starts with a list of

well-known objects and the analysis proceeds top-down to detect attack paths leading to Tier
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0, we can also employ bottom-up approach to identify groups of objects that control large parts
of the environment, and create additional security zones around them.

[00126] FIG. 6 depicts a block diagram of an example computer system 600 operating
in accordance with one or more aspects of the present disclosure. In various illustrative
examples, computer system 600 may correspond to identity system management server 110 of
FIG. 1.

[00127] The computer system 600 may be included within a data center or external to a
data center. In certain implementations, computer system 600 may be connected (e.g., via a
network, such asaLocal Area Network (LAN), an intranet, an extranet, or the Internet) to other
computer systems. Computer system 600 may operate in the capacity of a server or a client
computer in a client-server environment, or as a peer computer in a peer-to-peer or distributed
network environment. Computer system 600 may be provided by a personal computer (PC), a
tablet PC, a set-top box (STB), a Personal Digital Assistant (PDA), a cellular telephone, a web
appliance, a server, a network router, switch or bridge, or any device capable of executing a set
of instructions (sequential or otherwise) that specify actions to be taken by thatdevice. Further,
the term "computer" shall include any collection of computers that individually or jointly
execute a set (or multiple sets) of instructions to perform any one or more of the methods
described herein.

[00128] In a further aspect, the computer system 600 may include a processing device
602, a volatile memory 604 (e.g., random access memory (RAM)), a non-volatile memory 606
(e.g.,read-only memory (ROM) or electrically-erasable programmable ROM (EEPROM)), and
a data storage device 616, which may communicate with each other via a bus 1108.
[00129] Processing device 602 may be provided by one or more processors such as a
general-purpose processor (such as, for example, a complex instruction set computing (CISC)
microprocessor, a reduced instruction set computing (RISC) microprocessor, a very long
instruction word (VLIW) microprocessor, a microprocessor implementing other types of
instruction sets, or a microprocessor implementing a combination of types of instruction sets)
or a specialized processor (such as, for example, an application specific integrated circuit
(ASIC), a field programmable gate array (FPGA), a digital signal processor (DSP), or a
network processor).

[00130] Computer system 600 may further include a network interface device 608
connected to a network 620. Computer system 600 also may include a video display unit (e.g,
an LCD), an alphanumeric input device (e.g., a keyboard), a cursor control device (e.g., a

mouse), and a signal generation device (not shown).
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[00131] Data storage device 616 may include a non-transitory computer-readable
storage medium 624 on which may store instructions 626 encodingany one or more of the
methods or functions described herein, including instructions for implementing methods 400,
500A, 500B and/or 500C of FIGS. 4-5C, and the identity system management server 110.
[00132] Instructions 626 may also reside, completely or partially, within volatile
memory 604 and/or within processingdevice 602 duringexecution thereof by computer sy stem
600, hence, volatile memory 604, and processing device 602 may also constitute machine-
readable storage media.

[00133] While machine-readable storage medium 624 is shown in the illustrative
examples as a single medium, the term "computer-readable storage medium" shall include a
single medium or multiple media (e.g., a centralized or distributed database, and/or associated
caches and servers) that store the one or more sets of executable instructions. The term
"computer-readable storage medium" shall also include any tangible medium thatis capable of
storing or encoding a set of instructions for executionby a computer that cause the computer
to perform any one or more of the methods described herein. The term "computer-readable
storage medium" shall include, but not be limited to, solid-state memories, optical media, and
magnetic media.

[00134] For simplicity of explanation, the methods of this disclosure are depicted and
described as a series of acts. However, acts in accordance with this disclosure can occur in
various orders and/or concurrently, and with other acts not presented and described herein.
Furthermore, not all illustrated acts may be required to implement the methods in accordance
with the disclosed subject matter. In addition, those skilled in the art will understand and
appreciate that the methods could alternatively be represented as a series of interrelated states
via a state diagram or events. Additionally, it should be appreciated that the methods disclosed
in this specification are capable of being stored on an article of manufacture to facilitate
transporting and transferring such methods to computing devices. The term “article of
manufacture,” as used herein, is intended to encompass a computer program accessible from
any computer-readable device or storage media.

[00135] The methods, components, and features described herein may be implemented
by discrete hardware components or may be integrated in the functionality of other hardware
components such as ASICS, FPGAs, DSPs, or similar devices. In addition, the methods,
components, and features may be implemented by firmware modules or functional circuitry

within hardware devices. Further, the methods, components, and features may be implemented
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in any combination of hardware devices and computer program components, or in computer

programs.
[00136] Unless specifically stated otherwise, terms such as “initiating,” “transmitting”
“receiving,” “analyzing,” or the like, refer to actions and processes performed or implemented

by computer systems that manipulates and transforms data represented as physical (electronic)
quantities within the computer system registers and memories into other data similarly
represented as physical quantities within the computer system memories or registers or other
such information storage, transmission or display devices. In addition, the terms "first,"
"second," "third," "fourth," etc. as used herein are meant as labels to distinguish among
different elements and may not have an ordinal meaning according to their numerical
designation.

[00137] Examples described herein also relate to an apparatus for performing the
methods described herein. This apparatus may be specially constructed for performing the
methods described herein, or it may comprise a general-purpose computer system selectively
programmed by a computer program stored in the computer system. Such a computer program
may be stored in a computer-readable tangible storage medium.

[00138] The methods and illustrative examples described herein are not inherently
related to any particular computer or other apparatus. Various general-purpose systems may be
used in accordance with the teachings described herein, oritmay prove convenientto construct
more specialized apparatus to perform method 300 and/or each of its individual functions,
routines, subroutines, or operations. Examples of the structure for a variety of these systems
are set forth in the description above.

[00139] The above description isintendedto beillustrative, and notrestrictive. Although
the present disclosure has been described with references to specific illustrative examples and
implementations, it will be recognized that the present disclosure is not limited to the examples
and implementations described. The scope of the disclosure should be determined with
reference to the following claims, along with the full scope of equivalents to which the claims

are entitled.
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CLAIMS

What is claimed is:

1. A method comprising;

generating, by a processing device, at least one security zone comprising a set of
objects of a computing environment using at least one identity system;

identifying, by the processing device, a set of attack paths leading to the at least one
security zone, each attack path of the set of attack paths comprising a respective target object
accessible via a respective source object through at least one control relationship, wherein
each target objectis comprised within the set of objects of the at least one security zone; and

performing, by the processing device based on the set of attack paths, attack path

monitoring and risk mitigation.

2. The method of claim 1, wherein generating the at least one security zone comprises:

obtaining an initial set of objects of the at least one security zone;

for each object of the initial set of objects, identifying a set of candidate objects that
have a control relationship to the object;

determining whether at least one valid object for inclusion in the at least one security
zone exists within the set of candidate objects; and

in response to determining that at least one valid object exists within the set of

candidate objects, adding the at least one valid object to the initial set of objects.

3. The method of claim 1, wherein generating the at least one security zone comprises:

obtaining an initial set of objects of the at least one security zone;

identifying, fromthe set of attack paths, a zero-cost attack path that includes an object
of the initial set of objects, wherein the object corresponds to the target object of the zero-cost
attack path;

determining whether the source object of the zero-cost attack path is valid for
inclusion in the at least one security zone; and

in response to determining that the source object is valid for inclusion in the at least

one security zone, adding all objects of the zero-cost attack path to the initial set of objects.
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4. The method of claim 1, wherein performing attack path monitoring and computing
environment risk mitigation comprises:

obtaining a set of risk metrics associated with the computing environment;

determining, for each attack path of the set of attack paths, a risk impact on the
computing environment risk based on the set of risk metrics;

identifying, from each risk impact, an attack path amongthe set of attack paths having
a greatest risk impact on the computing environment; and

addressing the attack path having the greatest risk impact on the computing

environment.

5. The method of claim 1, wherein performing attack path monitoring and computing
environment risk mitigation comprises:

detecting a change to an attack path of the set of attack paths;

determining a risk for implementing the change;

determining whether the risk satisfies a threshold condition; and

in response to determining that the risk satisfies the threshold condition, addressing

the change.

6. The method of claim 1, wherein performing attack path monitoring and computing
environment risk mitigation comprises:

detecting anomalous behavior originating from an attack path of the set of attack
paths;

determining a risk associated with the attack path;

determining whether the risk satisfies a threshold condition; and

in response to determining that the risk satisfies the threshold condition, addressing

the anomalous behavior.
7. The method of claim 1, wherein performing attack path monitoring and computing
environment risk mitigation comprises using an identity risk fabric to atleast one of: amplify

risk for a first object or reduce risk of a second object.

8. The method of claim 1, wherein the atleast one identity system comprises a plurality

of identity systems.
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9. A system comprising;
a memory; and
a processing device communicatively coupled to the memory, to perform operations
comprising;
generating at least one security zone comprising a set of objects of a
computing environment using at least one identity system;
identifying a set of attack paths leading to the at least one security zone, each
attack path of the set of attack paths comprising a respective target object accessible
via a respective source object through at least one control relationship, wherein each
target object is comprised within the set of objects of the at least one security zone;
and
performing, based on the set of attack paths, attack path monitoring and risk

mitigation.

10.  The system of claim 9, wherein generating the security zone comprises:

obtaining an initial set of objects of the at least one security zone;

for each object of the initial set of objects, identifying a set of candidate objects that
have a control relationship to the object;

determining whether at least one valid object for inclusion in the at least one security
zone exists within the set of candidate objects; and

in response to determining that at least one valid object exists within the set of

candidate objects, adding the at least one valid object to the initial set of objects.

11.  The system of claim 9, wherein generating the security zone comprises:

obtaining an initial set of objects of the at least one security zone;

identifying, from the set of attack paths, a zero-cost attack path thatincludes an object
of the initial set of objects, wherein the object corresponds to the target object of the zero-cost
attack path;

determining whether the source object of the zero-cost attack path is valid for
inclusion in the at least one security zone; and

in response to determining that the source object is valid for inclusion in the at least

one security zone, adding all objects of the zero-cost attack path to the initial set of objects.
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12.  The system of claim 9, wherein performing attack path monitoring and computing
environment risk mitigation comprises:

obtaining a set of risk metrics associated with the computing environment;

determining, for each attack path of the set of attack paths, a risk impact on the
computing environment risk based on the set of risk metrics;

identifying, from each risk impact, an attack path among the set of attack paths having
a greatest risk impact on the computing environment; and

addressing the attack path having the greatest risk impact on the computing

environment.

13.  The system of claim 9, wherein performing attack path monitoring and computing
environment risk mitigation comprises:

detecting a change to an attack path of the set of attack paths;

determining a risk for implementing the change;

determining whether the risk satisfies a threshold condition; and

in response to determining that the risk satisfies the threshold condition, addressing

the change.

14.  The system of claim 9, wherein performing attack path monitoring and computing
environment risk mitigation comprises:

detecting anomalous behavior originating from an attack path of the set of attack
paths;

determining a risk associated with the attack path;

determining whether the risk satisfies a threshold condition; and

in response to determining that the risk satisfies the threshold condition, addressing

the anomalous behavior.
15.  The system of claim 9, wherein performing attack path monitoring and computing
environment risk mitigation comprises using an identity risk fabric to atleast one of: amplify

risk for a first object or reduce risk of a second object.

16.  The system of claim 9, wherein the at least one identity system comprises a plurality

of identity systems.
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17. A non-transitory computer readable storage medium comprising instructions that,
when executed by a processor, cause the processor to perform operations comprising;

generating at least one security zone comprising a set of objects of a computing
environment using at least one identity system;

identifying a set of attack paths leading to the at least one security zone, each attack
path of the set of attack paths comprising a respective target object accessible via a respective
source object through at least one control relationship, wherein each target object is
comprised within the set of objects of the at least one security zone; and

performing, based on the set of attack paths, attack path monitoring and risk

mitigation.

18.  The non-transitory computer readable storage medium of claim 17, wherein
performing attack path monitoring and computing environment risk mitigation comprises:
obtaining a set of risk metrics associated with the computing environment;
determining, for each attack path of the set of attack paths, a risk impact on the
computing environment risk based on the set of risk metrics;
identifying, from each risk impact, an attack path among the set of attack paths having
a greatest risk impact on the computing environment; and
addressing the attack path having the greatest risk impact on the computing

environment.

19.  The non-transitory computer readable storage medium of claim 17, wherein
performing attack path monitoring and computing environment risk mitigation comprises:
detecting a change to an attack path of the set of attack paths;
determining a risk for implementing the change;
determining whether the risk satisfies a threshold condition; and
in response to determining that the risk satisfies the threshold condition, addressing

the change.

20.  The non-transitory computer readable storage medium of claim 17, wherein
performing attack path monitoring and computing environment risk mitigation comprises:

detecting anomalous behavior originating from an attack path of the set of attack
paths;

determining a risk associated with the attack path;
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determining whether the risk satisfies a threshold condition; and
in response to determining that the risk satisfies the threshold condition, addressing

the anomalous behavior.
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