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This invention relates to flash EEPROM nenory arrays, and nore
particularly, to nmethods and apparatus for providing error managenent

for such arrays. H story O The Prior Art Recently, flash
(flash EEPROM nenory) has been used as a new form ' of long term
storage. A flash EEPROM nenory array is constructed of a | ar ge
plurality of floating-gate netal -oxide-silicon field effect transistor
devi ces arranged gs.J1eqo : | [ [ cal. Low and. col ;f ashion
with circuitry f s SRS A5=ANE Rty

transistors of t . erent nmenory conditions. Such nenory
transi stors may FEep¥ toringacharge on the floating gate.
This charge renmai ns when power is renoved fromthe array. The char ge
| evel may be detected by interrogating the devices. These
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This invention relates to flash EEPROM memory arrays, and more
particularly, to methods and apparatus for providing error management

for such arrays.
, _ . Prior

Recently, flash (flash EEPR_OM memo_ry) has beéri used as a new form
of long term storage. A flash EEPROM memory array is constructed of a
large plurality of ﬂoéting-gate metal-oxide-silicon field effect transistor
devices arranged as memory cells in typical row and od_lumn fashion
with 'circuitry for accessing individual cells and placing the memory
transistors of those cells in different memory conditions. Such memory

| transistors may be programmed by storing a charge on the floating gate.
This charge remains when power is removed from the array. The
charge level may be detected by interrogating the devices. These
arrays may be designed to provide a smaller lighter functional
equivalent of a hard disk drive which operates more rapidly and is not
as sensitive to ph);si'cal damage. Flash EEPROM memory arrays are
especially useful in portable cdmputers where space is at a premium

and weight is extremely important.



arrays may be desi gned to provide a snall er- | ighter functional
equi val ent of a hard disk drive which operates nore rapidly and i s not

as sensi tJ hysi cal damage. Fl ash EEPROM nenory. arrays are-

especi al I%(Y in portable conputers where space is at FGIESHéT6L
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originally devised, each flash EEPROMjrenory device stores a single
bit of data. If a flash EEPROM nenory device is programed so t hat

charge is stored on the floating gate, the state is typically referred to
as a "zero" or programred state; while if I|ttIe or no charge I's stored on

the gate, thi i tly,
the gate ! s'o°'n MQII aé\!niégﬂfﬁg?ﬁﬁﬁﬁﬁEEPﬁO Mes 3 Sfor Arnalbaid

it has een overe e transrs fI ash
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di stinct I"evel s greater than the charge ve sa‘?]egeér}g st at e.

Essential |y, {iuticharge is sioredrohahdifivatingigateMakesstate @hﬁpﬁaﬂ)( ré\‘éh%ﬁ'tag the

erased | evel) may be stored on the floating gates of the devices :

during progr aasiantzenntior programmaed stateywhile ifilitige bhﬂoma'gewsmwbﬁd to the
“termnals of the devices .and the duration of application; and these

di fferent chathgegateydhis i typically consideredraifanelror erased state) Raneriﬂy it

detected. This allows flash EEPROM devices in nenory arrays to store '

nore t han onehpstbegardigeqvareddhat the tfaﬂ?ﬂ%‘@l’ glevicgsiuseddoar dash IRE B@Mge

capacity of such arrar\;'a A devi ce &1
memory arrays may be made to store charge at a number of dlstmct

levels greater than the charge level of the erased state. Essentially, four
or more distinct |évels of charge (including the erased level) may be
stored on the floating gates of the devices during programming and
erasing by vatrying the voltages applied 'to the terminals of the devices
and the duration of application; and these different charge levels (device
conditions or states) may be detected. This allows flash EEPROM
devices in memory arrays to store more than on'e'bit per device and
radically increases the storage capacity of such a'rrays; A device used

in this manner is referred to as a multi-bit cell.

~ There are a number of problems which arise from the storage of more
than one bit of data in a flash EEPROM cell. Becadse the maximum
charge which may be stored is essentially fixed for any particular
memory device, the differences between __chargele(rels "which_' indicate
the different data values stored by the cell are mu¢h smaller when a
number of levels are stored. The different charge levels are sensed by
comparison to charge levels on reference cells. Over time, charge tends
to leak from the floating gates of some of the memory devices. What |

would be relatively minor leakage from the floating gate of a device
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inthis manner is referred to as a nulti-bit cell. There are a

nunber of problens which arise fromthe storage of nore " than one bit
of data i n AVOBSIZM4EEPROM cel | . Because the maxi num c harREX/US9sa67600Yy
be stored is essentially fixed for any particul ar menory devi ce, the
di fferences between charge | evels which indicate the different data
val ues stored by the cell are much smaller_when a . nunber of |evels
are stored. The different charge | evels ar® sensed by conparison to
charge levels on reference cells. Over tine, charge tends to | eak
fromthe floati.ng gates of sonme of the nenory devices. Wat woul d be
relatively m nor | eakage fronlthiyfI2§tiq% ahe of a device WO |

96/ 20443 storing only a single bit of data ayg change the charge level of a muiti-
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level s. flash EEPROM cells arranged to store a number of different charge

levels.

It is desirable to be able to correct errors caused by leakage from the
floating gates of flash EEPROM memory devices so that those errors do

not affect the accuracy of data stored.



It is desirable to be able to correct errors caused by | eakage fromthe
floating gates of flash EEPROM nenory devices so that those errors do
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not affect the accuracy of data stored. . WD 96/ 20443 o _ :
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O The Invention It is, therefore, an object of the present

i nvention to provi de apparatus . and a nethod for assuring the

integrity of the data stored in flash EEPROM nenory arrays i n which
the nenory devices are each capabl e of storing nore than one bit of

dat a. These and ot her objects-qof the present invention are realized
utilizing - apparatus including €rror detecting and correcting
circuitry -and a ~method of utilizing this circuitry to detect and
correct errors which can occur in data stored in nulti-bit per cel
format in a flash EEPROM nmenory array before those errors can affect

t he accuracy

It is, therefore, an object of the present invention_ to provide appar'atus'
and a method for assuring the integrity of the data stored in flash
EEPROM memory arrays in which the memory devices are each

capable of storing more than one bit of data.

These and other objects'of' the presenf'invention are realized utilizing
apparatus including error detecting and correcting circuitry and a
method of utilizing this circuitry to detect and correct errors which can
occur in data stored in multi-bit per cell format in a flash EEPROM
memory array before those errors can affect the accuracy of data

provided by a flash EEPROM memory array.

These and other objects and features of the invention will be better
understood by reference to the detailed description which follows taken
together with the drawings in which like elements are referred to by like

designations throughout the several views.
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Brief Description OF The Draw ngs Brigure 1 is a block diagramof a
conput er system which may utilize the ' present invention. .

Figure 2 is a block diagramof a flash EEPROM nenory array

constructed in accordance with the present invention.
diagramillustrating a pair of menory chips and control

f Descri { The Dr

Figure 3 is a

- Figure 1 is a block diagram of a computer system which may utilize the

present invention.

Figure 2 is a block diagram of a flash EEPROM memory array

constructed in accordance with the present invention.

Figure 3 is a diagram illustrating a pair of memory chips and control

circuitry used in the memory array illustrated in Figure 2.

Figure 4is a diagram illustrating the arrangement of control information
and data in a portion of a meémory array constructed in accordance with

the present invention.

Figure 5 is a flow chart illustrating a method practiced in accordance

with the present invention.

Figure 6 is a diagram illustrating the use of error detecting and

correcting circuitry.



circuitry used in the nenory array illustrated in Figure 2. Figure
4 is a diagramillustrating the arrangenent of control information

and dat a tion of -a nenory array constructed in accqﬂgﬁa

t he presg¥?9?%§§%tlon Figure 5is a flowchart ill %&P

nmet hod practiced in accordance . With the present invention.

Figure 6 is a diagramillustrating the use of error detecting and
correcting circuitry. WO 96/20443
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Not ati on And Nomencl ature Sone gortions of the detail ed descriptions
which follow are presented in nms of synbolic representations of
operations on data bits within a . conputer nmenory. These descriptions
and representations are the means used by those skilled in the data
processing arts to nost effectively convey the substance of their

work to ot her sNetationd And t Nomenclature The operations are those requiring

physi cal mani pul ati-ons of physical guantities. LBuaIIy, t hough not
necessarily, these quantities take the :
Some portions of the detailed descriptions which follow are presented in
“terms of symbolic representations of operations on data bits within a
computer memory. These descriptions and representatidns_are the
means used by those skilled_ in the data processing arts to most
effectively convey the subétance of their work to others skilled in the art.
The operations are thbse requiring physical manipulations ef physical
quantities. Usually, though not necessarily, these quantities take the
form of electrical or maghetic signals capable of being stored,
transferred, combined, compared, and otherwise mahipulated. It has
proven convenient at times, principally for reasons of common usage, to
refer to these signals as bits, values, e'lements, symbols, characters,
terms, numbers, or the like. It should be borne in mind, however, that all
of these and similar terms are to be associated with the abpropriate
physical quantities and are merely cenvenient_ labels applied to these

quantities.

Further, the manipulations performed are often referred to in terms, such
as adding er comparing, which are commonly associated with mental
operations performed by a human operator. No such capability of a
human operator is necessary or desirable in most cases in any.of the
operations described herein which form part'of the present invention;

the operations are hachine operations. Useful machines for performing

“the operations of the present invention include general purpose digital

L)



formof electrical or magnetic signals capable of being stored,
transferred, conbi ned, conpared, and ot herw se nmani pul ated. It has
pr.oven conweowee44at times, principally for reasons of comorPCIVUSHS/16762
refer to these signals as blts val ues, elenents, synbols, characters,
terns, nunbers, or the like. It should be borne in mnd, however, that al
of these and sinilar terims are to be associated with the appropriate
physi cal quantities and are nerely convengent |abels applied to these

guantities. Further, the manipul ations perforned are often referred
to in ternms, such as adding or conparing, which are commonly
associ ated with nental operations performed by a hupan operator. No

such capabi | i ty eamputers or othesimiles devigesi dnralleases the sistinaionhptween rost
cases in any of the oper atiqns descri bed herein whjch ft?qo art of
the present i nvetie ®gthod operﬂneSdaammamMeaaﬁe tge dnathod Usef ul

machi nes for perform erations of esent .invention
i ncl ude gener al WBU@'O& 'Eﬁec"aﬁho“la e Resngdn Kﬁ’t'sh.?hg present invention
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conputers or ot h'ajat?ﬁrﬁ’ |aaF‘°&'é?ﬁ’ 5@9 aﬂﬂ?fﬂqs f85§’88’%‘H‘8 %"Sf‘?%?f '(51n bet ween
compurati on |t sePioSnsEABEEs! BE ofhér¥ehl MbcARcRl EHBRAERY phvsical
-:)rel)gteggl tng ZI gﬁt r Qcaf%ngréaé)'{p%g?é ?&éﬁeﬁ%ﬁﬁ%ﬂ% a$c ‘gér‘ngggle; :oﬂym cal
In this specification, a s1gna| which includes a "#" in its name is
" considered to be an active low signal. The term "assert" as applied to a
signal indicates that signal is active independent of whether the level of
“the signal is low or high. The térm "de-assert” indicates that a signal is

inactive.



signals to generate other desired physical signals. In this
specification, a signal which includes a "#" inits nane is ,
considered to be an active |low signal. The term"assert" as applied to a
signal iWO%20443 that signal is active independent of whet REF/USYRI6TElvel of
the signal is low or high. The term"de-assert" indicates that a signal is
I nacti ve. WO 96/ 20443
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Det ai | ed -Description - Referring now to Figure 1, there is illustrated
a bl ock diagramof a digital syst@&m configured in accordance with one
enbodi nent of the present I nvention. The present invention has
application in any systemutilizing fl ash EEPROM nenory arrays, such
as a conputer system A portion of .such a system 10 includes a
central processing uniit 11 which executes t he various instructions

provided to Wns of the system ~ 10. The central

processing u a bus 12 adapted to carry :
Referring now to Figure 1, there is illustrated a block diagram of a digital
system configured in accordance with one embodiment of the present
invention. The present invention has application in any system utilizing
flash EEPROM memory arrays, such as a computer system. A portion of
such a system 10 includes a central processing unit 11 which executes
the various instructions p_rovided to control the ope_ratio'ns_ of the system '
10. The central processing unit 11 is joined to a bus 12 adapted to carry
information between the various componenfs of the sYstem 10. Joined
to the bus 12 is main memory 13 which is typically constructed_of
dynamic random access memory arranged in a manner well known to
those skilled in the prior art to store information during a period in which

power is provided to the system 10.

Also connected to the bus 12 are various petipheral components such
és long term memory 16 and circuitry such as a frame buffer 17 to which
data may be written which is to be transferred to an output device such
as a monitor 18 for display. Rather than the electro-mechanical hard
disk drive which is typically used for long term memory, a flash EEPROM
membry array may be used as the long term memory 16. Such éf_lash
EEPROM memory array may be a single bit or a multi-level memory
system (a memory system in which a mémory cell may 'store more than

one binary bit) and may include ci'rcuitry for controlling the operation of -

»
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I nformati on between the various conponents of the system 10. Joi ned

to the bus 12 is nmain nenory 13 which is typically constructed of

dynam c rand¥m9s2e43s nenory arranged in a manner wel |l known tpcT/usesiehéiose
skilled in the prior art to store information during a period in which
power is provided to the system 10. : Al so connected to the bus 12 are
various peri pheral conponents such as |l ong term nenory 16 and
circuitry such as a frane buffer 17 to which data may be witten
which is to be transferred to an output device such as a nonitor 18
for display. Rather than the el ectromechanical hard di sk drive which
Is typically used for long termnenory, a flash EEPROM nmenory array
may be used as t hthe memonyramrayinolyding allxitheopdrations associa@aR@ith renor y
array may be a single bit or a multi-level nenory system (a nenory -
systemin which areadiagpogramming Jwsitiaghsrnd efaaﬁmg the mesperynamay.y bit) and
may include circuitry for controlling the operation of WO 96/ 20443
PCT/ US95/ 16761

nmenory array incl ﬁlﬂ”ﬁﬁ 2a||llpst5gtqug Rliock diagram fgggcﬁzmvﬁyﬁpm 16 such as
2711 st rates | Biendiutatened IR, 2 Tk AmeR Rertpintt € e to the bus O ©

12 through an interface 20. The interface 20 provides appropriate
circuitry for providing signals furnished on the bus 12 to a flash system .
bus 21. The flash system bus 21 transfers signals between the interface |
20 and a logic circuit 22. ln-on'.e embodiment, this logic circuit 22 is an .
-application specific integrated circuit (ASIC) which provides’ lbgic for
implementing and cooi'dinatihg the various operations of the flash
memory system 16 such as reading, writing, erasing, and determining
the statuslof the various portions of the flash EEPROM memory array.
The logic circuit 22 functions as a command center and controls
operatipns, occurring in a plurality of flash EEPROM chip pairs 23 via a
flash bus 24 so that those chips function together as a long term memory

~system. For the purposes of the present invention, it should be noted
that encoder circuit 55 and decoder and correction circuit 56 are
included within the logic circuit 22. As will be explained, these circqits
55 and 56 are utilized to accomplish a portion of the error detection and
correction utilized in the present invention. The logic circuit 22 is
assisted in its operations by a microprocessor 28 which is associated on
a microprocessor bus 25 with random access memory 26, and read only
memory 27. For the purposes of the present invention, the | N
_microprocessor 28, random access memory 26, and read dnly memory

27 function essentially as a general purpose prbce'ssor in a manner well



that illustrated in Figure 1. The nmenory system 16 is joined to the bus
12 through an interface 20. The interface 20 provi des appropriate .

. circuitr viding signals furnished on the bus 12 to %@Q stem
. bus 21. The ?Fggﬂ system bus 21 transfers signals betmeeniﬁ?iaj F

20 and a logic circuit 22. In one enbodinment, this logic circuit 22 |s an
application specific integrated circuit (ASIC) which provides logic for

i npl ementing and coordi nating the various operations of the flash

menory system 16 such as reading, witithg, erasing, and determ ning

the status of the various portions of the flash EEPROM nenory array.

The logic circuit 22 functions as a command center and controls

operati ons OC Qo {Hdse SNilldchini the 4. frha%aaé%?vwe%@ PPid ﬁu&%d«ha a

flash bus 24 so that those chips function together as a’long term nenory

system For t lyhegimbodRnent to Store agsrotbss WikAdd Rcontrolifg @ ﬁbtﬂ@nrlﬂttﬁé
that encoder circuit 55 and decoder and correction circuit are

i ncl uded wi t higrrdrrdeteotion andreorrdction. operatioh lused |n>qdra/mgadut tHéase circuits
55 and 56 are utilized to acconplish a portion of the error detection and
correction utiihvemibnn the present invention. The logic circuit 22 is
assisted in its operations by a microprocessor 28 which is associ ated on

a nlcroprocessor bus 25 with random access neng&g 26, and read only

menory 27. For ntqn@ embediraent, pach Paj; eifiash ERPREMomemary chips 23

n1croprocessor ndom acgces nory 26, and rea _ . 27
function esserffH pP§a@§YéWQeWQF§§ gﬁm%ﬁe@ HARRISIONS, g?ﬁ“&)ﬁﬂfhﬁﬂ&e PR |
\F/,%?glsggf'i’gmlzs includes one-half of the memory transistors of the: thlrt!ﬁwo blocks | own ‘

o those ski 1l gk bgkdi%iAbtry 1 etieRilg b diReY ifod, Tol! Wit

erase operations in the individual memory celis of the block‘s_ on that
chip pair 23. As is illustrated in Figure 3 which shows one pair of flash
chips upon which thirty-two blocks of the array may be situated, each
flash chip pair 23 is joined to the flash'bus 24 by a commiand user |
interface (CUI) 29. . The user interface 29 provides command signals to
the chip .pair 23 from the logic circuit 22 of the flash system 16 and
controls the transfer of data between the memory system 16 and the
chip pair 23. The user interface 29 is associated with a write state
m?chine 30 which is utilized to control write operations and certain
internal operations of the chip pair 23. In one embodiment, the write
state machine 30 includes a micrc-contro_ll'ef including 'thé typical '
registe'fs, call stacks, program counter, and code and data storage areas
to enable the execution of a number of commands which may be stored |

in the code storage area wi_thin the state machine 30.

The chip palr 23 of Figure 3 mcludes a fIash EEPROM memory array 31
which in the embodiment mustrated includes thxrty-two mdlvsdual blocks

each mcludmg snxty-four kilobytes of flash EEPROM memory cells. Asis



one enbodi ment to store a process utilized in controlling a portion of the
error detection and correction operation used in carrying out the
i nvention WO96/204d30ne enbodi ment, each pair of flash EEPROVI MGRGS95/16761psS

23 i ncludes thirty-two blocks of menory transistors. Each chip of the
pair 23 includes one-half of the nmenory transistors of the thirty-two
bl ocks and control circuitry for effecting, anpng other things, read,
wite, and erase operations in the Fdlvidual menory cells of the
bl ocks on that chip pair 23. As is illustrated in Figure 3 which
shows one pair of flash chlps upon which thirty-two bl ocks of the
array may be situated, each | ash chip pair_ 23 is joined to the flash

bus 24 by a comme$hpwadn the f'QUTQ,HFErﬂ"@Y@t inglydesyY gatmgég@}smgncgeamea&g
provi des commahd si gnal s.to air 23 fromthe | og| C circuyit

Zﬁ of the flash sipricomt "é?@'"fn'(ﬂ'e blﬂmesam{] PWP& Fﬂ@s'f'gzr?%’f‘@s Qfith 8&4’?&3?\/\/@(%

16 T 29
hssoctated w th abaeedd cicify 34 S adidss RigrmaRoR 38R N sed to o
pair 23" ﬁnipiqﬁﬁéﬁ’%éngﬂat‘ﬂ@wﬂ 33, white X BpEha8 oiffid Ssimihetice o ©
m cro-control | er é&g} e angﬁga%/ de&Aordlines dﬁﬁl'gsﬁfsrﬁme%rg é%%ggéﬁe

program count er, St orage area

execution of a numaﬁéges%ﬁm%é@i& érﬂasﬁ)ﬁhﬁ%?gzi a,t an ad e§§q ?ﬂgl gure

storage area within e state machi ne pair
3 includes a flaspuftsPRPWHIBRWIth 8h 'adidreds aueus ré@sféi smaﬁ@%neéamesgﬁnt

illustrated includes thirty-two individual blocks each i.ncludi ng
si xty-four kil obygesntet 30l gorirdiEBROaneiar of addréssesAe the chip pair 23.

Data is furnished to the chip pair és at a pair of input bufférs 40 and 41
from which it may be transferred to a data queue register 43 dr to a pair
of page buffers 44. Each of the data queue registers 43 and the page
buffers 44 provide a direct path to the array 31 under control of the write
state machine 30. The page buffers 44 allow relatively large amounts of
data to be accumulated and then written to the array 31 or to the host
more rapidly than would be possible using individugl read and write
operations. Data is read to the system from the array 31 through a pair
of output buffers 45 and 46 using an output muttiplexor 47 which is
controlled by the command user interface 29. The multiplexor 47 also

| allows the transfer of various system information from the page buffers
44, from an ID register, and from various other internal circuitry such as
status registers under control of the command user interface 29. The

* status registers (CSRs and ESRs in the figure)} may be read to
determine the status of an operation such as write or erase, whether the
operation ié complete, and whether it has been completed successfully.

These status registers also provide information of the state of each chip,
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in the fb@?&f the array 31 includes Y gating/sensing circuitry 33

for cont he bitlines and output sensing devices of RA&SISNEIL31. Y
decoder circuitry 34 furnishes address information to the Y

gating/sensing circuitry 33, while X decoder circuitry 35 furnishes
addresses used to select wordlines during flash nmenory accesses.

Addresses are furnished to the flash chip pair 23 at an address i nput
buffer 37 which with an address queue {Pegi ster 38 and an address

counter 39 controls the transfer of addresses to.the chip pair 23.

Pf‘é?n i fc‘ﬁfr :{ 58 o BReBApoR & 5 ho St ofe epfitbond fyelip eda e 1
but Fors 44 pr o fds i Boi Cerige ofRalnd, PA T combhrBli 4 MelBS. i (o
data to be acSural EHRRIGBHNS Wi e borthane dber 1olped e RoR RS O
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operations. Data is read to the systemfromthe array 31 through a pair

of output buf acireskesion edth iiocigotitheothip Paimsd thatl £iogiicat adife$d miay
controlled by the command user interface 29. The nul tipl exor 47 al So
al l ows the tr besfapidipfaccesseds system informati on fromthe page buffers
44, froman ID register, and fromvarious other internal circuitry such as
The command user interface 29 of the mef_nory chip pai'r.2_3 receives a | (
number of commands from the flash system logic circuit 22. These may
be categorized as read commands, write commands, and memory
system maintenance cor"n'mands. The read commands are executed
within the chip pair 23 entirely under control of the interface 29. The
write commands and many of the maintenance commands are éxécuted
by the interface 29 using the write state machine 30. This is especially
true in embodiments in which the write state machine 30 includes a

programmable micro-controller.

U. S. patent application Serial Number 969,131, entitled A Method and
Clrcuitry For A Solid State Memory Disk, Wells and Hasbun, filed
October 30, 1992, and assigned to the assignee of the present invention
provides a further description of oné._arfangemeni for controlling the

operation of a flash EEPROM memory array.

As is shown in Figure 3, the array 31'is divided into a plurality of blocks
_of memory. In general, a flash EEPROM memory array is divided into
blocks which are connected so that eéch entire block of memory cells

may be erased simultaneously. With N-type complimentary metal-
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status registers under control of the command user interface 29. The
status registers (CSRs and ESRs in the figure) may be read to :
det er mi ne t [WO96R0M43 of an operation such as wite or erase, VIMEE/KSIS/IET6
operation is conplete, and whether it has been conpleted successfully.
These status registers also provide information of the state of -each chip,
WD 96/ 20443 .
PCT/ US95/ 16761 - 13 12 the state
of each block in a chip, the state of the command queue, and t he
node in which the chip is operating. A data conparator 48 includes
circuitry which functions with the command user interface to conpare
addr esses f ur ni s/fidesticon{CPMOSImemely davces, thisaraswe isyricallye
addresses on each bl ock of .the chi ir so that a |ogical address nay
be rapidly accesfggomplished %@H&'ﬁﬁﬁﬁﬁgﬁyﬂuq ﬁPB‘FQ‘Lﬁ&“@@W‘{S%tQ@ﬁ)r y
chip pair 23 receives . u r. of comands, fromt | as St em
ogr c el rouit 22 Somiga fbrmipas o dIfge Bariny FEbsiers WA Bock Wik BE 4R, .
commands, and me . ' : mrands
are oxecutod | TBmiingls of tTRSBAERS IS oFOGRR ARETGE Whain eEpIBR AR he
i nterface 29. Th jnt ggmg éggde- ' seamands
are execut ed _ Gﬂoa[t)?/d.t F?ycll"n er6 ace g%aum n%af %ﬂ{ﬁ?é\gcs g[]{ﬁng@ﬁiﬁr@%o.
This is especial ltfe erased condition. When in the erased condition, a device may be
programmed'to place a particular charge level on the floating gate.
Historicaily, only one charge level greater than the erased level was
utilized; and this level has been referred to as a "zero" or programmed
condition. The erased state has been called a “"one" or erased |
condition. A cell used to store charge at only these two charge levels is
capable of storing a single bit of data. More recently, it has been found
that a number of levels of'charge in addition to the erased level may be
stored on the floating gate of a flash EEPROM cell. With three charge
levels in addition to the erased condition, a cell can store two bits of

data.

Whether one br more bits are stored in a cell, since all of the source
“terminals of the memory transistors of a block of the array are joined
together, a cell in a charged state cannot be switched to the erased state
until the entire block of the array is erased once again. Thus, while'an
electro-mechahical hard disk drive typically stores information in a first
area of the disk énd then rewrites that same area of the disk when the
information changes, this is not possible with a flash EEPROM memory
array without erasing all of the valid information that remains in that

portion of the array along with the invalid (dirty) information.



true in embodiments in which the wite state nmachine 30 includes a

programmabl e m cro-controller. U S. patent application Seria
Nunber a&w%%&g*entltled A Met hod and Circuitry For A Solid State
Merory Di 3's and Hasbun, filed Cct ober 30, 199FCTASESIE gned
to the assignee of the present invention provi des a further
description of one arrangenent for controlling the operation of a

fl ash EEPROM nenory array. - As.is sfgown in Figure 3, the array 31 is
divided into a plurality of bl ocks. of menory. In general, a flash
EEPROM nenory array is divided into bl ocks. which are connected so
that each entire block of nenory cells may be erased sinmultaneously.

Wth N-t (A igar=y ' - 6 1 . .
eI USo 5}’2273?%%6@@&@ YnEééthe arrangen{éhiSSivHdhRe information at a data

oxi de-si | i congfipMeR gem aﬁugéasanfdrmamoﬁn@wm o élgﬁg\fééétbr ona

acconpl i shed by a high voltage value applied sinultane y-to

source ter ni nplogk@f thé lartayecartaining ey éémbd) cbligrdtheethawriftehne gate

termnals of the devices are grounded and the drain termnals are

f1 oated. Suchower theaaidrdata) and thecaldhdath is inearkediasciavakd.t Theh| aftér ant o

the erased condition. Wien in the erased condition, a device may be

progr armed t OSWIGE@'I aupher of sesiorsion g dlock bave beshdnatkedtinvaiidythe
entire block is erased. Typ|ca|ly, a flash array writes data to be stored in
the array to some block of the array which contains erased cells. The
write operation progresses sequentially in the block with empty sectors,

sector by sector, until the block has been filled with data.

" Because of this_ arrangernent_by wﬁich data is réplaced, each block of
the array will after some time have a number of entries which are
marked as invalid a.nd cannot be used for storage. | Consequently, the |
array fills with data as the data previously stored is changed; and a point
will come when it is necessary to clear the invalid information from a
block in order to provide space .for new or changed information to be
stored. When erasure of a block occurs, all of the remaining valid data
stored in the block to be erased is written to a new block; the space from
which the data was read is marked invalid; and then the entire invalid
block is erased (cleahed up) an_d put back into use as a clean block of

memory.

it typically takes as much as a second to erase a block of an advanced
flash EEPROM array. However, because erasure need not occur with
each entry which is rewritten, erasure may be delayed until a block
contains a sufficient amount of ihvalid information that cleanup is

feasible. This reduces the number of erasure operations 'to a minimum



H storically, only one charge | evel greater than the erased | evel was
utilized; and this |evel has been referred to as a "zero" or progranmed
condi tion. ™M@92M43J state has been called a "one" or erased PCT/USIS/16761 . -
condition. A cell used to store charge at only these two charge levels is
capabl e of storing a single bit of data. Mre recently, it has been found
that a nunber of |evels of charge in addjgion to the erased | evel may be
stored on the floating gate of a flash EEPROM cell. Wth three charge

l evel s in addition to the erased condition, a cell can store two bits of

dat a. Whet her one or nore bits are stored in a cell, since all of

t he source c&ﬁqﬁr t t he
array are’joi nedanapd’" aéo%gpfr {cpsa ce the Hﬁk@t@r@@“@b tﬁg%gﬁﬁ?ﬁ?
switched to the g ﬁqﬁﬂ eddd rray is
erased once agai n. ﬁb‘%%"ay are H&tbtlhe?‘ggsterorred an cal %grﬁcé]gf@k drive
typically storeswﬁﬁhgrnatlon ina first area of the disk and then
rewites that same area of the di sk when the i nformati on changes,
this is not possible with a flash EEPROM nenory array w thout erasing
all of the vali dBecaoserof this drfamgemnent byswhich deth is replacd!in tive apla

array along with the invalid (dirty) information. WO 96/2044

PCT/ US95/ 16761 writing it to a different physical posmon the physical addreist at which
data is stored varies constantly To indicate where specific data is
stored, a logical sector number is assigned to and accompanies the
data. Depending on the system implementation, t_his logical sector
number may be the same sector number as. is used by the host

| computer. The controlier then searches for each logical sector number

when the data in the array 10 is accessed.

Figure 4 is an idealized drawing which illustrates one embodiment of an
individual block of the array and is useful in describing the way data is
“stored. A typical block is illustrated as a large rectangular area. The -
~area is divided into two individual physical'_ chips in one embodiment.
One of these chips adapted to function with sixteen bit words stores all
of the low byte data for all of the blocks while the other ehip stores all of
the high byte data for all of the blocks. In one embodiment, each chip
has its own individual control circuitry including a separate control user
interface 29 and a separate write state machine 30. The area assigned
on each chip for one bl_ock of the array includes a plurality of transistor
‘devices rypically arrarrged in rows and columns to provide the desired
storage. The individual transistors and the various column and row

select lines and other conductors for operating the block are not



Consequently, in a sone arrangenents, when the information at a data
entry changes, the changed information is witten to a new sector on a

bl ock of the array containing enpty (erased) cells rather than witten
over theWO%2M8a: and the old data is narked as invalid. RRENSISN6?E ,
sufficient nunber of sectors on a bl ock have been narked invalid, the
entire block is erased. Typically, a flash array wites data to be stored

in the array to sone bl ock of thegarray which contains erased cells.
The wite operation progresses sequentially in the block with enpty
sectors, - sector by sector, until the block has been filled wth data. -

Because of this arrangenent by which data is replaced, each bl ock of

the array wi lih et 1A ¥iGulel M ub BHE Wl 1oPthoRB! diifedt Bl Lf

mar ked as i nva e use or "storage. Cconsequently,

array fills V&ééﬁ?ﬂf‘?q'a%ﬁ tEPREGIMEMS 'Y*gmggg storéd i s changed; and a poi nt

wi |l conme when necessary to clea invalid information froma
bl ock in order to provide space for new or changed information to be

stored. \Wien &s asay be Seen ihlRiglireos dnfarmanioh igfstdred in@achrdhig of the d dat a
stored in.the block to be erased is witten to a new bl ock; the space from

whi ch t he datblock $Ortzeginningratithedop of dhe blockrahd bentiriuing ¢o tihe Bottorml i d

bl ock is erased (cleaned up) and ﬁUt back into.use as a clean bl ock of
menory. At the topofaadhychipiafthadbloakch0 ate identification fieldsasbich areock of
an advanced flash EEPROM array. However, because erasure need not
occur with referred o asgacionifransiation tables of cheadsrssuf besejdenificatian ed

until a bl ock, cont ai,ns, a, sufficient anpunt -of invaljd information
that cl eanup fields store %tagnﬁ'f@!ngﬂhes‘osmfh&eetqmmkﬁrﬁé#s agagddresses (

operations tg_a,m ni . . n _
P for the Ga{‘é% rr]=or example, in one embodiment, a logical sector number

is stored as three bytes in the header _portioh of the lower byté chip asa
part of the first header at the top. In the figure, the logical sector number
of the first sector stored in the first header is shown as “"LSN1" although
it might be any number within the range of the array. The same:logical

. sector numbef is stored as three bytes arran_ged in a different order in
the header portion'of the high byte chip. 'A set of attributes and data for
cheéking the validity of the header may aliso be included in the header

- area of the chips. These attributes include bits indicating whether data

- is-stored in the data area below the header, whether the block is to be
considered bad and unusable, a revision humber. and the mode of

.stoiége. These fields allow the accurate retrieval of data in the sector.

Immediately below the first header for logical sector LSN1 are stored
header data for each of thg other sectors stored on the particular block

_ | of the array. Typiéally, approxirhately five hundred sectors are stored in
a blbck of the array. Below the portibn of the block including the | _ |
headers on each -chip of the block are stored the 'dat_é for each of the

logical sectors with headers at the top. This data includes error



WO 96/ 20443 _ ' ‘

PCT/ US95/ 16761 : . 15 and
al | ows eraswe9é/zodaxcur in the background when the faciliti es POINUS9S/16761
controlling the array are not otherw se occupied with readi ng and

writing. Because of this arrangenent by which data is replaced in
the array by witing it to a different physical position, the
physi cal address at which ~ data is stgred varies constantly. To -
i ndi cate where specific datais . . stored, a |logical sector nunber is
assigned to and acconpani es the data. Dependi ng on the system

I npl enmentation, this |ogical sector n be the sane sector

e o, e i ool ekl e e
accessed. ’ aﬁag'@gg_‘%f Egﬁgﬁ in the,figurey 19,008 ﬁg‘%ﬁ'ﬂeﬂ"ﬁ' |*'P%9??%f s one
e i e e
hyei cal chi ps-i ROBISE e ket Tnen #i6 BaisiioH se R hkder Hom hdn S
function with si g&ﬁ%ﬁ' géétﬁg’?ﬁi{?gﬁé %Fl&%daﬁéxt above thé fda?é’ féquFLbéi ﬁlegﬁ?a for

all of the bl ock chip stores all o byt e

data for all of LPMP"PﬁiESforrh_ﬁt EORIMIERORrOEGHout 276 BIGHK. PArrows in IFiguret4$ own

I ndi vidual control circuitry 1ncluding a separate control user
interface 29 andijlgstrarptd ghysdicdlpositisreatwhithithe 3ist Byte olidata foreaphest

on each chip for one block of the array includes a plurality of transistor

devi ces typicall ;healcgwajséc_totsrimstnr'add In tiheicase ©b lqgicalistetarisSN et swhich is
the first sector on the block, the data is written from the byte at the
position indicated by the arrow from the header for the sector number
LSN1 in the héader to a point at the bottom of the eniire_ data siorage
area. Figure 4 also shows a segénd arrow from the header for the

~ logical sector labeled LSN2 to a physical position on_the block which

storés the first byte of the daia for Iogigal sector LSN2. As may be seen,
since the sectors of data for the headers stored above are written from
the bottom of the block up, an erased area is left bétween the headers
and data which if read pro_dUces all "one” values which may be
interpreted as the hexadecimal .values FF, FF. These vaiues nriay be

‘used in managing the array.

At the very bottom of the block is stored additional staius information
dseful in maintaining the array. In this area ma).v'be stored an indication
réferred to as “questionable” which indicates whether problems have
occurred in accessing the blo_ck, an indication that lthe bloc_k‘ is bad and

is removed from service, and certain other data.



storage. The individual transistors and the various colum and row

sel ect lines and other conductors for operating the block are not WO
.96/ 20443

PCT/ US95/W@ 96/20443 1 PCTIUS9S6761
illustrated in Figure 4 but are well known to those skilled in the art of
desi gning flash EEPROM nenory arrays. As may be seen in Figure 4,
information is stored in each chip of the bl ock 50 begi nning at the
top of the block and continuing to the ttom At the.top of each
chip of the block 50 are identification Tields which are referred to

?s fgctor transl ation tables or rheadersf" These-identification i
for the data. TEBmatint fLaRich e Ak ncfat AUt S5 iR U c
part of the r PPREGRERsihgle bR ey nBBritbod by cotieiton ° C0 £, °° °

nunber as
PUERES al ¢ nouipUres I il TRALRS BS ath bwidodhe ﬁ“{ﬁ%’@’ s frdiafpl 2° oy,
The sane' | ogi t‘@bontamahe‘aﬂéfroé ag és?h@éWdﬁtatfbféﬁcﬁ’!bé@r@?'meged in
a different order in. the header portion of the high byte chip. A set
of attribut esbgtes which thetblock is able e storeg dntia stiltis atea.oMdsheof tessger nay
al so be included in the header area of the chips. These attributes

i ncl ude bits seciotgin m atray 133 areanumbered when initially formatted with
logical sector numbers in serial order, but a few blocks are formatted as |
unused and have no sector information in the header areas. In one
embodiment, when data is to be written to the array 31, the data is
furnished to the page buffers 44. A starting éd_dress for the data to be
written is furnished to the page buffers 44 'o'f the low byte chip of the
array 31. The data in the page buffer is written to the data area of an
unused sector of a block having empty space. The header area of this
un'used sector is written by the write state machine with the logical

sector number furnished as the address.

With either a read or a write operation, a command word is also
furnished to the interface 29 to be used iﬁ a search for the sector
cbntaining the data being updated. _This command word includes
information regarding a search for the header including whether one or
two words are sought, whether the search is in single-bit or mutti-bit

B moda, and how many words to increment. The interface 29 conducts a

| search for the sectbr in the arréy by searching each block from the top of |
the header area down until the logical sector number is found or is
found to be absent from the block as is signified by the return of a data

-value "FF, FF" from the area immediately below the header area of the



is stored in the data area bel ow t he header, whether the block is to be
consi dered bad and unusabl e, a revision nunber, and the node of

storage. Thewo 9%i20443s al | ow t he accurate retrieval of data in POBUS16261.
| medi ately below the first header for |ogical sector LSNL are stored
header data for each of the other sectors stored on the particular block
of the array. Typically, approximately five hundred sectors are stored in
a block of the array. Below the portion ofgqthe bl ock including the
headers on each chip of the block are stored the data for each of the

| ogi cal sectors with headers at the top. . This data includes error WO

96/ 20443 - ,
PCT/ US95/ 16761  block. The intertace 29 uses the circuitry of the data comparator to

Lol o e o RS A BR5R AT b, SER R e o8
o0, cal sector Ll o3 Fif s BB S4EH Rlobr'cl g 5P irSenbRFug &
(1 ogi cal sector ltﬁ ﬁ'bﬁ"%isa{’ﬁ%g%g'ﬁh&t o KW cggé%a or | ogi cal sector

LSN1. This format continu rrows in Figure 4
illustrate the physical position at which the first byte of data for each

5k, i WA 0PI St Aber 61607 o 8190 SRS e
fromthe byte at dgrthe block of the sector are transferred back to the page buffer with an
indication that the sector has been found. For a read operation, the
interface 29 uses this address to accomplish the read operation. For a
write operation whether an initial write or an update ot data, the write
“state machine 30 looks for the indication that the sector has been found
and uses the address to determine where the sector is stored in the
array 31. Since the new data has been furnished to an unused sector
and a new header constructed, the write state machine 30 marks the

sector with the old data found on the block as invalid.

This operation occurs each time data in a particular logical sector is
changed. The sector number is furnished to the page buffer 44 using
the input address buffer 37. The interfaée 29 conducts a search to find
the physical position of the logical sector. The sector found is marked
' invalid, and the header and data are written by the write state machine

30 to an emptyi sector somewhere on one of the blocks of the array 31.

‘When data is to be read,-the logical sector number is furnished to the
_page buffer. The search is conducted; and, when a sectdr is located, the
validity of the header is tested. If the header is vaiid, the data may be

read. If these do not compare, the data is invalid and is so indicated.



position indicated by the arrow fromthe header for the sector nunber
LSNL in the header to a point at the bottomof the entire data storage
area. Figure 4 also shows a second arrow fromthe header for the

| ogi cal WE2630443abel ed LSN2 to a physical position on the BCPAISISNE76N
stores the first byte of the data for |ogical sector LSN2. As may be seen,
since the sectors of data for the headers stored above are witten from
the bottom of the block up, an erased area is left between the headers

and data which if read produces all "on20 val ues which may be
interpreted as the hexadeci mal val ues FF, FF. These val ues may be
used in managing the array. At the very bottom of the block is
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removed from é@t‘éﬁ’h%ﬁnétaﬁt fiGMbak bf Sbbers dAltRe block na\\/@b%%?@gﬁéd as

manner in ml.ﬁthnwesaeéaye to asseémkeunhmndeﬁ@ ﬁBék‘ﬁ’éQhSt be

operations in single bit node may be understood by considering
Figures 3 andelbasBaffer aseumtil trisBntire bibek i erded)eabhdIGEN aythesarray mat t ed

The

will after some time have a number of entries which are marked invalid
and cannot be used for storage. Thus, the amount of invalid space in |
the array will mount as the array is used to store data. After some period
of time, a sufficient number of blocks will be filled that it will be desirable
- to release space by moving the valid information from some especially
dirty block to some other block and erasing the entire block from which
the valid information has been removed. The process of writing valid
data to other blocks and erasing a dirty block is referred to as "cleaning
up a block™ and has the effect of freeing an additional number of sectors
equal to all of the sectors on the erased block which have previously

been marked as invalid.

‘An arrangement has been devised which allows the individual memory
celis of a flash EEPROM memory array to be operated in either single or

- multi-bit mode. The essence of such an arrangement is the provision of
a first reference cell which is arranged in an arrangement similar to the

| arrangement of each bltlme The charge value stored by the reference
cell is compared by a sense to the charge value stored by any selected
memory cell Iif the charge stored by the memory cell is less than that
stored by the reierence cell, the sense amphfrer prowdes an output

~ signal to indicate that the cell is erased. If the charge stored by the



to contain a header, enpty storage space for data for each sector of 512
bytes which the block is able to store , and a status area. Mt of these
sectors i n wb®6ro44ay 31 are nunbered when initially fornmattedP@I/UBIS/16761

| ogi cal sector numbers in serial order, but a few bl ocks are formatted as
unused and have no sector information in the header areas. In one

enbodi nent, when data is to be witten to t@ array 31, the data is
furnished to the page buffers 44. A starting address for the data to be
witten is furnished to the page buffers 44 of the |ow byte chip of the
array 31. The data in the page buffer is witten to the data area of an -
unused sector of a block having enpty space. K The header are E this
unused sector i neMPLY eall g rihangha %FP@%EKF%&GW?WFQG L tpgiseqse
sect or number furnlﬁhed as .t he ad

h d '
write operationampl Yidgs an 9&"9?&9"3' to '"df‘iﬂ‘ﬂqg {'i' X 'ﬁﬁ;e?nt g;fgce 29

to be used in a _search f t he sector cont ai ni ng the data bei ng
updat ed. This c Kipgram i ncl udes i nformati on regarding a search
for the header including whether one or two words are sought, whet her

[0 Srone o IR o8, it g e SRR SA” |

sear c sector’in the

array by sear chip, ﬂar&ﬁé@c@h@ né ﬁwwrﬁ&wsidiesafcharge atfaf‘&ffbﬁﬁfﬂ%vélrﬂﬁn@ﬁém

until the Ioglca sector I's found 1S found to be absent

fromthe bl ock 3ipst igvél. gﬂhé chédrgdystoféd b taﬂyf‘méfnoiy d:aufmay be convpéred ByFF,
FF' fromthe area I medi ately belom/the header area of the

96/ 20443 sense amplifiers to each of these reference levels to determine the level
PCT/ US95/ 16761 -
of charge stored by the memory cell. In one embodiment, three
- reference levels are provided so that four different charge levels on the
floating gate of a memory cell may be sensed. In order to operate the
array in single bit mode, a signal is provided to switch the first reference
cell into operation. In order to operate the array in multi-bit mode, a
signal is provided to switch the second set of a plurality of reference

cells into operation.

‘As has been pointed out above, error detection and correctioh code is
stored with the data and allows the detection and correction of up to five
" bit errors in one embodiment. As has been described, a problem which
- occurs when operating the system in _multi-bif mode is that_leakage from

the floating gates of some of the flash memory transistors can cause

errors. This leakage is time related so that when memory cells have nht
_been written within some period of time, leakage is more likely to occur;

j and some data may be lost. Whether leakage occurs in a short time or
over a period of years; loss of data cannot be tolerated. For this reason,

arror detection and correction code is included with the data. In one



19 bl ock. The interface 29 uses the circuitry of the data

conparator to rapidly conpare an address furnished with any command
to the ngﬁ pair 23 with the addresses on each bl ock of the chip
pair seqith?I2e3, <o that a |ogical address may be r ®TAISISAEI6Essed.

When the | ogical sector nunmber is found on a block, the block and of fset
on the block of the sector are transferred back to the page buffer with an
i ndi cation that the sector has been found. For a read operation, the
interface 29 uses this address to acc@@plish the read operation. For a
wite operation whether an initial wite or an update of data, the wite
state machine 30 | ooks for the indication that the sector has. been found

and uses the t d |n t he
array 31. S n@;@%ﬁﬁﬁeﬁ@*%?biﬁ? ﬁ?&ﬁ?@%@@ irdchio @idtisL 0. or

and a new he ITB.ChI ne 30 marks the
sector with t dfgg@fg%ndéton t deé%f as i nval i d. Thi s
operation occurs each time data in a partlcular | ogi cal sector is
changed. The Fivgetror detéction and comeetien chdelis storadawith 6A&H séétor Bf NI

the input address buffer 37. The interface 29 conducts a search to find
the physical gataistored iof theHiashoGEPHONeatay (reEl'Eseméd by EDAGChrea iAar ked
invalid, and the header and data are witten by the wite state nmachine
30 to an enptRigueedpr Thisremoe deteglionrand totraetian cods aliowsidetectiaryand.

When data is to be read,the |logical sector nunmber is furnished to the
_ correction of single and multiple bit errors. Error detection and

correction code of this type is well known to 'th_os'e skilled in the art and is ‘

widely used in protecting data stored on eleCtrOQme'chaniCal hard disks.
Examples of error correcting code and the operation such code
performs are detauled for example, m Wmﬂn
Eor Engineers, Revised 2d Edition, Glover and Trent, pubhshed by
Cirrus Log|c Press, copynght 1990.

Figure 6 illustrates a simplistic method of error detection and correction
which rﬁay be utilized for errors in the two storage arrangements
described above. The method is illustrated to explain the problems
associated v'vith'detectih'g and ¢okrecting errors in row and 'c'alumn
organiZed merﬁor'y arrays. For this pukpdse, only four rows and four
columns of memory cell positions are shown. The method utilizes a
parity checking arrangement in which each row and each column are
assign_ed values dépehdi'n' on whether the t'o;t'al of one values stored in
the particular row or column is an even or odd number. If thé total of one
values is odd as in the first, third, and fourth rows, a one is. stored with
the detectio_h and correction code to bring the value to an even number.
| If the total is even as in the second, third, and fourth columns, a zero is

stored with the detection and correction code' so that the total remains

L]



page buffer. The search is conducted; and, when.a sector is |ocated, the
validity of the header is tested. If the header is valid, the data may be
read. |If theXNOMRME conpare, the data is invalid and is so i ROTAINSUG761
WD 96/ 20443 ' . o

PCT/ US95/ 16761 : ' . 20 _
Whenever a sector is marked invalid after tE? data has been witten to a
new area, the invalid sector is left to be cCleaned up at sone later tine
when a sufficient nunber of sectors on the block have been marked as

i nval i d. Because the space marked invalid on a bl ock cannot be '

rel eased for use until the enti bl ock is erased, each plock of the array
Wil after some tAMEVRAVIITDRKNEBRSS ErioRCheekinghis are ypically storeda the

?ES array W-bﬁ :iﬁ%ﬁ%&ﬁﬁb@f@}%@%ﬁ ié‘%ﬁ?ia_r 3n &g'rﬁl’?&‘hgi"ﬁg'ﬁ%énﬁeri od
dest o o ™" CHBBVACR Ao Bt I b bRttt B,
o} bek T om whi ch Stordd. Ve i SaES a8 iroth et s 80, Shaeffly bREEBIS Bthe,
of writing valid etectiéﬁta'?hd&ﬁé&ﬂfn})ﬁ%ﬁb&gﬁ@é‘@E&?%d‘eﬁgg}deéﬁﬁ%ya r‘ékofitﬁe

referred to as "cleaning up a gel ng an

addi tional nunbergafa feel Ot will be seenURbt & SthgleWit &R6r RAS 0REErred, thecpaitgsed
bl ock whi ch have previously been marked as invalid. _

bits for a single column and a single row will not match the total of the

(@]

values read. For example_, if the dne value stored at the inte_rsection of
the third-row and the third coldmn is read.as a zero, then the parity value
for the row will be zero while the stored patrity bit for the row‘is one; and

~ the parity value for the column will be one while the stored parity bit is a
zero. These two failures during an errof checking comparison show that
the bit at the intersection is incorrect and allow that bit to be corracted to

the proper one value.

As may be seen from 'Figure 6, it is also possible with the simple parity
checking error corréction and detection scheme i_lmstrated to detect
multiple errors which“ oécur ina sirigle row and muitiple errors which
occur in different fows. it may be possible to correct some of these
errors bht others will be ,Unca_rrectable with the s_cheme'illdstrated. For

| example, if two bits fail in the third column, each of the rows in which the

 bits fail will exhibit an incorrect parity bit while the column will have the

correct parity bit. Corisequently. even though' it is clear that errors have
occ.urred.in particular rows, it is not known which bits. in'_ the rows are in
‘error so a correction cannot be made with this simple scheme. Various

'~ more complicated error detecting and correcting schemes are available,



An arrangenent has been devised which allows the individual nenory

cells of a flash EEPROM nenory array to be operated in either single or
nul ti-bit node. The essence of such an arrangenent is the provision of

- a first WOWWHE cell which is arranged in an arrangenment POTIS9SH676b t he
arrangenment of each bitline. The charge value stored by the reference
cell is conpared by a sense to the charge value stored by any sel ected
menory cell. If the charge stored by the nmenory cell is |less than that
stored by the reference cell, the seng4 anplifier provides an out put
signal to indicate that the ceII Is erased. If the charge stored by the
WO 96/ 20443
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mermory cel | |§"%ﬁHﬁF§Ph?m§$ ‘f’“‘eﬁo ﬂ%ﬁ'wrﬂ'hQBM'QQ@%%EPW"Q he sense

S?‘égi%ﬁ%dprfv' OR> AR e¥plafiga b8V, it nrPoci88 1fat e chmmiiated no udes a

2l Teren 1 dnaries than théteéh%wifﬁrffbrZ«r??%@ih*ﬁi%ﬁtie‘?ﬁmi ay

menory cel | 9? ﬂg.‘.mé‘ﬂ)ﬁ‘ referred?@%%%@éﬁ"(‘bﬁ%iﬂh%ﬁ%tﬁac“ of these
s o ternmne th

reference | eve e leve arge stored by the

menory cell . I®a Pt OVi ded
| . l'c-f ?ﬁﬂ?‘; gt char i BOMY codd Whfich are weil%ﬂiuﬁ?ﬁ\etﬁeepﬁoisaﬂ e

so that four . | evel s. on the loating gate of a nenory
cel | may be sgggsdsally osefutias the e@mrdetemiripand correctifig @0des t6ibadlsedi t

node, a S|gnal Is provided to switch the rst reference
in the present invention. Thts is because the type of errors most likely to
occur.a're rando'rn and separate in nature, and the BCH codes are
powerful random error-correcting codes. For this reason, these codes
are preferred in the present invention. A description of BCH codes and
the methods of rmplementmg these codes is provnded in a number of
_ references mciudmg. for example mmmnmm
and_App_[mamns, Chapter 6, Shu Lin and D. Costello, Jr., Prentice-Hall,

1983.

In one embodiment, the' coding and deooding circtJitry of the error
detection and oorrection circuitry is a portion of the logic circuit 22 which
controls the operation of the fiash sy_stem 16. This includes the
enooding circuit 55 and the d_ecoding and correction circuit 56. The
-encading circuit 55 receive_s the data to be written to the flash memory
array and generates the EDAC code to be stored with each sector of

. data. The decoding and conecti'ng circuit 56 inciudes circuitry through
which data read from the'-'tl_as_h_arra'y' is processed to provide a second
EDAC code, a corhparator for determining that the codes match so that
there is no error, and correction circuitry. In one embodiment the

correction circuitry detects in hardware errors up to two, determines the



cell into operation. In order to operate the array in nmulti-bit node, a
signal is provided to switch the second set of a plurality of reference

cells into DiR9620443. _ As has been pointed out above, ePEBUSI¥IIEL| on
and correction code is . stored with the data and all ows the detection
and correction of up to five bit errors in one enbodi ment. As has .
been described, a probl em which occurs when operating the systemin
multi-bit node is that |eakage from 29 he floating gates of sone of
the flash nenory transistors can cause errors. This | eakage is tinme
rel ated so that when nenory cells have not been witten within sone

period of tine, |eakage, is nore likely to occur; \ and so dat a, may
be | ost . Vihet herPQSIIMRGEIASR ArEors, aAd.garacts fim @il in @ mangeg well KOWRIP of
years, loss of data cannot,be tqlerated. For this regason, er.ror. -
det ecti on and cdﬁ?éﬂqr@ﬁt'c%ﬂéorf’;}hFHSYvﬂoeéﬁorﬁqrﬂq?W g%ﬁg_prﬁprgn@e circtiit \\p
96/ 20443 . ' . .

PCT/ US95/ 16761 56 transfers the operation to the error conectlon process stored in read

appended to t he Gy TefionEa”? THiE RS Lolits B hGfoer Bt BRORs etermines
correction code thairyd¥iishs)and Gitfetts 8fio?s which may be detected. Thus, the

entire error detecting and correcting process makes use of this circuitry
and of firmware stored in the read only memory 27 to carry out various
portions of the operation discussed herein. In one embodiment of the
array, the code 'utilizqd has been optimized to provide for detgction of up
to six efrors and correction of five errors. This requires the generation of
ten bytes of coded data by the error detection and correction circuitry for
each sector of data stored in a block of the array. This coded data is
stored with the data in the data portion of the sector. In order to make
sure that the data stored is not lost over long periods of time, a method
has been devised to assure that the sectors of a disk are checked using
the error correction code so that the number of errors which build up in a
sector of data does not reach the level at which complete correction
cannot be accomplished. This may-be accomplished by running the

- program of the present invention at some regular interval. For example,

~ the program may be run each time the flash EEPROM array is read in
order to check for sectors which .are being used. Alternatively, the
_program may be run each _fime the array is cleéned up, each time the
afray is placed in the “on” condition, or.at sdme other interval which will
assure that..the array is consténtly checked so that a buildup of errors
does not occur. in order to assure that sectors which are not used

frequently are checked, an indication of last use may be stored with the



data stored in the flash EEPROM array (represented by EDAC area in

Figure 4). This error detection and correction code allows detection and
-correction of single and nultiple bit errors. Error detection and
correcti P W4T this type is.well known to those skil | e®@CTAIOHEIEEt and
S wi dely used in protecting data stored on el ectromechani cal hard

di sks. Exanpl es of error correcting code and the operation such code
~perforns are detailed, for exanple, in Practical Error Correction Design
For Engineers, Revised 2d Edition, G oversand Trent, published by

Crrus Logic Press, copyright 1990. igure 6 illustrates a sinplistic
nmet hod of error detection and correction which may be utilized for

I e e A R A
pur pose, onl PRSP rﬂmﬁ*‘*%f’w%"éﬂ&‘detesgm%{n%@wﬁe%ﬁrf%%éﬁe. ons are.
P oo TeBfr thedi° A altematiV8 Théth ot 16F Helidific) IRGART Beded 29 o1, S20

row and each cgfim are ng on-whe he total
of one val ue%&h%mdtmq\m little UseRd m&h'dflihérar 536 previdem | Fﬁoc%%s%?“ or odd

nunber. |f the total one -values is odd as in the first, third, and

fourth rows, gheeRing farkiont sdcdrisiof the arriae withithetprograan bf the beesermn code to
bring the value to.an even nunber ; If the total is even as in the

second, t hi r dnventibrf each timeopowesis appliethto the systemtaratcsome bthére det ection

and correction code so that the total renains ' WO 96/ 20443

PCT/ US95/ 167a:pponuqe time. | 23 P
It will occur to those skilled in the art that data related to certain N
application prbgrams which are utilized ofteﬁ is of a type which will be
most subject to this data loss problem. A program is written to the flash
EEPROM array and then used only infrequently for unusual operations.
After some period, some of the data begins to be lost as leakage from
floating gates of some of the individual cells occurs. I a'secto.r which
has been stored for some period without rewriting is tested using error
éorrection code before the error level is allowed to reach more than five
errors, then all of the errors can be corrected; and no data will be lost.

- However, if too long a period passes and leakage causes more than five

errors to occur in a sector, then the err@r correction code cannot be used
to correct the data. | |

Figure 5 is a flow chart illustrating a method in accordance with the
present invention for correcting errors in a ﬂa_sh EEPROM memory array
| utilizing multi-bit sfbrége. The method begins whenever a sector of the
array is read or cleaned ',up. This method .r'n':ay also be instituted at some
regular interval (such as system start up) to check little used portions'of

the array in some organized or random pattern in order to detect



an even nunber. These error checking bits are typically stored in the
sector with the data as the data is witten. In one enbodi nent of the
invention, tW098904d3 of this type of error checking and corre®CIMSISAETS1ar €
stored. When the data is read fromthe sector, the parity check bits of the
detection and correction code may be checked against the values of the

data read. It will be seen that if a single bit errqr has occurred, the
parity bits for a single colum and a single roww |l not match the
total of the val ues read. For exanmp%, if the one value stored at the
I ntersection of the third row and the third colum is read as a zero,
then the parity val ue for the rowwill be zero while the stored
parity bit for tBaccumwlatingereorsara the first 33% opthe En,eﬂ%ﬂ dhedata imthecggalan
will be one while the stored parity bit is ro. These two failures

during an error @MWWQH@WQWW‘Q%Q@U”W OfthQ g¥stem agd thee
e o o e S o el e é%e;rég rfr el b
Schere 111 ust r at DiPTeQvle.p erforS and fif it caish s biiiaflb BBYB 0 Be
schene il lustrat Sl 8 f Rgle
bossi bl to cor ?aﬁ?fhi%f@%ﬁmgtecﬂf’ﬂ‘b‘?“é A (<t T e i AneA
uncor ect bl e, i b ial, SFIFE arbls o 8 in tho SBCRFPIHBN 1hb fréfic

fail in the thir each o rows I n which

will exhibit an |mpsés e eRBF dbibdioh AW E6rrbBfort erelmseiillustizded it Fryure 2

correct parlty bit. Consequently, even though it is clear that errors have
occurred in part e gbfrect theSerrbis verymabidiynand tedminktdy; agalm). the datawmaycbe i n
error so a correction cannot be nade with this S|nple schene. Vari ous
more conpl i cat edread at thiattpoint. nbheuhardwired circuitryds lutilized forcamredtingliess

| than three errors because it is relatively economical to build circuitry for

to correct this many errors.

if ihere are greater than two errors in the sector,‘the. program moves {0 a
step in which a retry of the error detection process is initiated and the
errors are again counfed. it has been estimated that a majority of the
errors which are likely to occur are caused by noise in the system. it has
been predicted that this will occur less than once in each 450,000
sectors which are read so a retry operation overcomes this problem.
Consequently, providing a retry operation after a first detection
operation in which a number of errors are encountered is quite
advantageous in eliminating other steps of ihe process. Typically, such
a retry oberation is conducted by the process stored in read only
memory 56 which carries out the same algorithm in firmware as was
carried out by the original operation. it should 'be noted that it is also
possible to retry the operatibn and provide a longer period for the

memoty devices to latch before the comparison with the reference



VO 96/ 20443 ' '
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schemes will go nmuch further in detecting and correcting errors. As
expl ai neWaAs20443 it | s expected that nore conplicated PCTAISASIB6361 han

t hat shown woul d be used with the present invention. Mor e '
particularly, codes referred to as Bose, Chaudhuri, and Hocquenghem
(BCH) code which are well known in the prior art are _ especially
useful as the error detecting and correcting codes to be used in the

present invention. This is because the2$ype of errors nost likely to
occur are random and separate in nature, and the BCH codes are
power f ul randon1error;corrﬁftin'-codes. For this reason, these codes

are pref er r edlevicasiis padecithis slowarirstry elimjaates erorsrom these solies and

t he met hods of..ijpl enentin hese codes is provideéd in a nunber of

ref erences i M'ﬁﬁ?ﬁ'{agﬁ'f@@gfgﬁpﬁﬁ'@ﬁtﬁﬁwﬂ rol Coding: Fundanentals

and Applications, Chapter 6, Shu Lin and D. Costello, Jr., Prentice-Hall
1983. ock ] [ i ' jtyy of the
error- %‘@Eﬁ @%a%&“?o%%%@ﬁﬂg.%ﬂﬁﬁpﬁgg %gr%'%"ﬂg@#t he | ogic
circuit 22 | § : ' f 16. This
i ncl udes th\é@ﬁh' Tgrelcfg I ng cé] éﬂﬁ?ﬁggggﬁgtﬁbﬂgygéeg% [ %5‘@%@@%@%@ i on

circuit 56. Ew'rectﬁveomésiéeao@.rmare%}ersﬁnwﬁ&ew@ﬁﬁé@emréée written

to the flash nenory array. and generates the EDAC.code to be stored

Wi th each sedrfgrsaiot due to sykém. ndibe ate probalsly Prosaritt AAG AN Errsf r cui t 56
i ncludes circuitry through- which data read fromthe flash array is

processed t o correctida is pesformad using thdAiftneaie errorcoomettioh@rotess.det er mi ni rﬁ
that the codes match so that . ' _ .
. After the correction, the program moves to a step at which a system
refresh is implemented. Such a refresh applies the steps of the original
process being described to all of the sectors of the array in order to |
determine if any sectors are in fact failing due to charge loss of the

‘memory devices.

If on the other hand, there are from four to five errors detected in the
sector, the block is marked as “guestionable” in the status area beiow
the position at which data is stored on the re‘lévant biocks of the chip.
After the block has been so marked, the correction is performed to the
data at each position which has occasioned the errors. 'Then the sector
is rewritten 1o a new position on the arréy. _At'this point, the block is
tested to determine whether the block has been marked “questionable” |
twice. If not, then the program moves to a step at which System refresh
is enabled. If the block has been marked as questionable previously,
then the block is marked “bad” iri the status area of the block so that it
may be taken from service. After the block has been marked bad, a

system refresh is enabled..



there is no error, and correction circuitry. In one enbodi nent the
correction circuitry detects in hardware errors up to two, determ nes the

WD 96/ 20443WO 96/20443 , PCT/US95/16761
PCT/ US95/ 16761 - 25
position of those errors, and corrects themall in a manner well known to

the prior art. If nore than two errors are found to be present, the circuit
56 transfers the operation to the error cor2®ction process stored in read
only nmenory 27. This process counts the nunber of errors, determnes
their positions, and corrects errors which may be detected. Thus, the
entire -error detecting and correcting process makes use of this circuitry
and of firnware ithe sumberofermoss is giealenthap fivey thamthedata gannol Bei ous
portions of the operation discussed herein. |In one Qdi nent. of the .
array, the code ¢arrectedy Grnsequentiy thebiog is B‘%Qﬂ/ggg 'me%ﬁ%bﬁpéham up
to six errors and cqrrection ﬁ_f five.errors. This rfgu'_r.es.t{le generation
e§ sd

of ten byt@ayhe rameyed iem servige.and Asysiemde IS W8 ect i on

circuitry for ~ each sector of data stored in a block of the array.
sector . In or dorARoYgl e bRESEM hietipthahEen ek ibef a6, oot over
ong peri ods of bigfEed dfbdkifhent, it willB8 dififtacfud el Jetioh SHoGinkRRdNS e
sectors of a disk are checked uslng e error correction code so that

the number of erjgg H}P@ﬁhs%idrﬁ béPmialley those sKiRRS i thefarfldithodpes not

reach the | evel at conplTete correct’ion cannot be acconplished.

This may be accoggparingdrdi the Bpiritaridscope of theringeaiom’ Thednpsmiomt
invention at some regular interval. For exanple,

should therefore be measured in terms of the claims which foliow.



the program may be run each tine the flash EEPROM array is read in

order to check for sectors which are being used. Alternatively, the
program fay be .run each tlne the array is cleaned up, each_tine the )
array IS“B¥ n the "on" condition, or at sone other i|n®PCTUIISRFBEL will °
assure that the array is constantly checked so that a buildup of errors

does not occur. In order to assure that sectors which are not used
frequently are checked, an indication of |ast use may be stored with the

WD 96/ 20443 ‘
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stored in a sector and some nunber of |east frequently used . sectors

run through the error detection and correction circui fTy at Sone

regular interval. An alternative nethod for detecting
accunulating in little used areas of the array is to pr 'mmmwgmor
asSen * )

checki ng ran .the array with the program
i nvention ea s applied to the systemor - at sone other'

opportune tine. It will occur to those skilled in the art that data
related to cqufahn. A Mefod-el maRagirPaaEsn 4 flash %Iéttﬂéélly-é%aﬁfé en is
of a type which wll be nost subject to this data loss pro

program i s WirbgRimirabld fedd anly memorEEEPROM)amay thollising Eepratly

i nfrequently for unusual operations.
~ erasable biocks of memory devices arranged to stored data in sectors, |

the method comprising the steps of:
detecting errors p're'seht in a sector of an array being read,

" terminating the detection process if no errors are detected,
correcting the errors if less than a first number of errors are detected,

retrying the detection of errors in the sector of an array if greater than the

first number of errors is detected,

correcting the errors after the retrying if less than a sécond number of

errors greater than the first number of errors are detected,

‘marking the block of the array questionable if more than the second
number of errors but iess than a third number of errors is detected,
which is the greatest the error detection process is able to correct, is

detected; and then
correcting the errors which are detected,

rewriting the sector of data to a new position,



Af'ter some period, sone of the data begins to be |ost as | eakage from
floating gates of sone of the individual cells occurs. If a sector which
has been st WOPRM4Isone period without rewiting is tested usPEEUSASET6L
correction code before the error level is aIIovved to reach rmre than five
errors, then all of the errors can be corre be | ost.

However, if too long a period passes and | eaka han five
errors to occur in a sector, then the gfror c E‘“ HEB% nnot be used
to correct the data. Flgure5|s aflo L ng a nethod

I n accordance with the - present invention for correcting errors in a

fl ash EEPROM nenory array multi-bit stora The net hod

begi ns whenever a sectcbecwgmaether thg,b,l has pesn 'Bﬁf'iﬂdea‘l‘l%ﬂ'%@ blerh s

met hod may al so be instituted at sone regul ar interval (such as system
start up) to check |iPreWOUSVd portions of the array in sone

organi zed or random pattern in order to detect . WO 96/ 20443

PCT/ US95/ 16761

accumrul ating errors. I'fnthph%‘oﬂ‘ PéF %? lbnﬁrk?glgurersp?‘%%bletqtggléggg 'ﬁ"‘PNé‘g

sect or Is read ik rection circuitry of the system
and the nunber t(%Qéerrorirg&:i}'n he éaﬂ{j is detected using the circuit
56. Typically, there will be no errors, and this will cause the
program (o mve imaréitih the tmrdlrtumbepbf SRBreeIsT it StBHE FdrhBVinB tREHAGRH S
term nated. The ta may t - be read. If there are I esS than two

errors in the segiom sehice! the pr ogram

Claim 2. A method in accordance with Claim 1 further comprising a
step of enabling a system refresh after any error correction or removal of

a block of the array from service.

Ctaim 3. A method in accordance with Claim 1 in which the each
step of detection or correction is carried out using Bose, Chaudhuri, and

Hocquenghem (BCH) code.

Claim 4. A method in accordance with Claim 1 which is enabled at
~ regular intervals in sectors of an array which are used infrequently in

order to detect and correct errors due to leakage in such sectors.

Claim 5. A method in accordance with Claim 4 which is enabled in

random sectots of the array.



utilizes the error detection and correction circuit 56 illustrated in
Figure 2 to correct the errors very rapidly and term nates; again,
the data _may be . read at that point. The hardwired circuitry is
utilized 2043 ecting | ess than three errors becauRCTAUSI/K761
relatively economcal to build circuitry for to correct this many
errors. |f there are greater than two errors in the sector, the
program noves to a step in which a retry of the error detection
process is initiated and the errors are again _counted. 1t has been
estimated that a majority of the 3grrors which are likely to occur are
caused by noise in the system It has ﬁmmmﬁﬂnnmu t this will
occur |ess than once in each 450, 000 sec ad so a

" retry operation overcones this problem consequentt y,* providing a
retry operation after a first detection operation in which a nunber

gI ph "o "t he GBI, 78 methofjh'gorpance WHATLERS ] 1B yuhlaf the sfep ¢ B%‘JE[‘Z&
shme 4l Séfffﬁat'?fﬂtﬁ?n%}?éﬁ%ﬁ’°f’%s s accdfifnea’ah d BloWardlphigRelt |1
oper ati on. 3 prow% %@qsb?éétekyérﬁtrt@ﬂ&number possible to retry the

operation an onger ~peri o menory devices to |atch

before the conparlson.mnth the reference WO 96/ 20443
PCT/ US95/ 16761 28
Claim 7. A method in accordance with Claim 1 in which the step of |

detecting errors present in a sector of an array being read and the step
of correcting the errors if less than a first number of errors are detected -

~ are each accomplished by hardware, and

the remaining detection and correction steps are accomplished by a

computer implemented software process.

Claim8. A method in adcordance with Claim 1 in which each step of

detecting errors present in a sector of an érray includes the steps of:

detecting the number of errors present in a sector of an array being
read; and

determining the position of each of the errors detected. .

Claim 9. A method of managing data in a flash electrically-erasable

programmable read only membry (EEPROM) array inclu'dinlg' separately



devices is made. This slower retry elimnates errors fromthose cells

which sinply react at a slightly slower rate. After this retry of

t he operati ONOIR¥M43unber of errors are cal cul ated "~ agai RCT/USRS/16761
firmvare algorithmhas the ability to detect six errors and to

correct five of those errors. If there are still fromzerotothreeerrors,

errors not due to system noi se are probably present;
correction is performed using the firmvare error corldﬂm.lmgmﬂﬂ@iﬁm
After the correction, the program noves 3% a step at icChia ®YS

refresh is inplenented. Such a refresh applies the steps of the original
process being described to all, of the sectors of the array jn order to
deternine if any fesablpIRekS otmemaryidavicer,aanged to slared data in sectors,
menory devi ces. | f, on the o&her hand, there are fromfour to five
errors detected ithe{mgthod comprsipgthe SIgPSPf, .k i's marked as "questionabl e”

in the status area below “the position at which data is stored on the
rel evant bl ocks ' . o marked, the
correction is pe%&é@@g P%raﬁ]gresentmégegwgfofgargﬁﬁggﬁgﬁ i ch has
occasioned the errors. Then the sector IS rewitten to 'a new position
on the array. At ddiéfmibfigthe h¥MbBY 8F brrofs and th eSO

whet her the bl ock has bee% narﬁ@gb"questlfsonagl eﬁ-pbgﬁbﬁd?fvﬁ:e._ﬁp@néo@rst hen
t he program novesgedtéctedst ep at which systemrefresh is enabled. If

t he bl ock has been marked as questionabl e previously, then the bl ock
I's marked "bad" in the status area of the block so that it may be

t aken from servi dermipitiag thedebéction procels énorerroesiabmdetetted, system

refresh i s enabl ed.

cbrrecting the errors if less than a first number of errors are detected,

inarking the block of the array questionablé if more than the first number
of errors but less than a second number of errors is detected is detected:;

and then
correcting the errors which are detected,
rewriting the sector of data to a new position,

checking whether the block with errors has been marked

questionable previously;

if the block has been marked questionable previously, removing

the block from service; and

if more than the second number of errors is detected, removing the block

from service.



WO 96/ 20443 )
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nunber of errors is . greater than five, then the data cannot be

correct edWOo@oR®3uent |y, the block is marked bad i mredi at elmusstsha‘tsll t
may be renoved from service and a systemrefresh is initiated.

Al t hough the present invention has been described in terns of a
preferred enbodinent, it will be appreciated that—varirous Tnodificatt ons

and alterations mght be made by thgge skilled |n
departing fromthe spirit and scope~of the |nvent| WAMIM\H y/",t
iC

shoul d therefore be rreasured |n terms of the clalrrs* WO
96/ 20443 PCT/ US95/ 16761
30 Wedaim 40Q aanmﬁth@d in aOGObe'\ﬁ;BrWllh ClalervAmndeUheeranagl ng data
in a flash electrically-erasabl e

includes be?ere any of the steps recited, the steps of

detecting errors present ina sector of an array bei’ng read,'
terminating the detection process if no errors are detected, and

correcting the errors if less than the first number of errors are detected.

Claim 11. A method in accordance with Claim 10 in which the initial
steps of detecting errors present in a sector of an erra_y being read and
correcting the errors if less than the first number of errors are detected

are each accomplished by hardware.

Claim 12. A method iri accordance with Claim 9 in which each of the

steps is accomplished by a computer implemented software process..

‘Claim 13. A method in accordance with Claim 9 further comprising a
step of enabling a system refresh after any error correction or removal of

a block of the array from service..

Claim 14. A method in accordance with Claim 8 in which the each
step of detection or correction is carried out using Bose, Chaudhuri, and

Hocquenghem (BCH) code.



pfogrannable read only memory (EEPROM array including separately
erasabl e bl ocks of nenory devices arranged to stored data in sectors

t he met hod NM1%44hg the steps of: detecting errors pr&€T NS”P’HWQI
sector of an array being read, term nating the detection process if

no errors are detected, correcting the errors if less than a first
nunber ‘of errors are detected, retrylng the |n

the sector of an array if greater than St nunber of errors

det ect ed, correcting the errors é#ier t he ret um uu#ﬂﬁl&uﬂ

second nunber of errors greater than the first are

det ect ed, mar ki ng the bl ock of the array questlonable it roré than

t he second nunber of errors but less than a third nunber of errors is
det ect ed, which is the greatest the error detection process is able to .

correct, is (e‘.ga?he‘féed’ ARt acc%ordan?%wuh é i O?Jhg&} édlé&ra?

whi ch are detect rewr | e secC new

position, i i rs of an which are used infre uenﬂ in
DO o 7y '6QuiY iRféHdAls in sectors of an array ] quently i

order to detect and correct errors due to leakage in such sectors.

Claim 16. A method in accordance with Claim 15 which is enabled in

random sectors of the array.

Claim 17. A method in accordance with Claim 9 in which the second
step of detecting errors is accomplished at a slower read speed if the

number of errors is greater than the first number.

Claim 18. A method in accordance with Claim 9 in which each step of

detecting errors present in a sector of an array includes the steps of:

det‘ecting the number of errors present in a sector of an array being

read; and

determining the position of each of the errors detected.



checki ng whet her the bl ock has been marked questi onabl e

previ ously, if the block has been marked questionabl e
previ ousl y, W@ne20443) the bl ock fromservice; and PCT/US95/1676br e
than the third nunber of errors is detected, renoving the bl ock from
servi ce. Claim 2. A method in accordqp e wwth Claim1l further
conprising a step of enabling a systemrefresh after any error
correction or renoval of -a block of the array from service.
Claim 3. A nmethod in accordance with C ai m-l—a-which the each step
of detection or correction is carried out u$ing Bosgs | Chaudhyri, andco
Hocquenghem ( BCH) - code. Claim4. A nmeghod (n accordancéﬁMﬂrh
Claim1 which is enabl ed at regul ar inferv&s injsectory of am arrjay
which are used infrequently in . order to déﬁect'and corriect ggrors due
to | eakage in such sectors. D o -] N
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Cl'ai m 5. A method i n accordance W|th Caim4 which is enabl ed in

random sectors of the array. WO 96/ 20443 B
PCT/ US95/ 16 M9 2612044 3 PCTUSISNGHEY 5 m
6. A method in accordance with aim1 i8/&hich the step of
retrying the detection of errors is acconplished at a slower read speed if
the nunber of errors is greater than the first nunber. Claim?7.
A nmethod in accordance with Claim 1l in which the step of detecting
errors present in a sector of an array bei ng read and the step of
correcting the err s et f—efgjor sarpydet ect ed
are each acconpli she pod o nai miing {dat edfti on and
correction steps ar y5a r5i ngl eneft ed| sof t war e
process. = = ~
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Cl"ai m 8. A method:in accordance with Claim1 in which each step of
detecting errors present in a sector of an array includes the_steps of:
detecting t REOMRME of errors present in a sector of an arraych Sa316761

read; and determ ning the position of each of the errors detected.
Claim9. A met hod of managing data in &/l ash electrically-erasable
programuabl e read only nenory (EEPRO\/) array |ncI udi ng seg_zfra! ;1
96/ 20443 XS} @595/ 16761
33 erasabl e bl ocks of nenory devi ces__ _@’r ed to stdrell ddta in
sectors, the nmethod cop ’ﬁél ng the st dgtegting errors
present  in a sector of an arg >'ls)el ng read, determ ngng t he nunber
of errors and the position ojl ach of the err detlestgf,
termnating the detectlonpwe&‘s if no err re det ect ¢ :g‘
correcting the errors if legs than a first of errors§ale detject ed,
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mar ki ng the block of the array questionable if nore than the first nunber
of errors but |ess than a second nunber of errors is detected_i ed;
and then  WO9620483  .orrecting the errors which are detect e&“éﬂgg&,ﬁ%l

rewiting the sector of data to a newggsition, checki ng

whet her the block with errors has been marked guesti onabl e
previ ously; I f the bl ock has been marked questionabl e

previ ously, renoving the bl ock from service; and i f nore

than the second nunber of errors is detected, renoving the bl ock

from service. WO 96/ 20443

PCT/ US95/ 16761 Claim10. A nethod in accordance with Caim?9
whi ch further .includes before any of the steps recited, the steps of
detecting errors present in a sector of an array being read,
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térmnating the detection process if no errors are detected, and
correcting the errors if less than the first nunber of errors sg%x;kq&ted.
Cl.,ai m11. o in accordance with Claim10 in which the rnitra

steps of detecting errors present in a sector of an array being read and
correcting the errors-if |less than the firéz)6 nunber of errors are detected

are each acconplished by har dware- gaim1l2. A nmethod in
accordance with Claim9 in whi¢h eaddsedséctarhe steps is acconplished by
a conputer inplenmented sof twar¢ priceghsizcoder Caim13. A nmethod in

accordance with daim9 furthe step of enabling a

systemrefresh after any error corr renoval of a bl ock of

the array from service. C v%tg}\c]ﬂtger Al met hod in accordance with

Claim9 in which the each stePyQf;pdet ect{ on or correction is carried

out using Bose, Chaudhuri, and ' Hocquenghbm (BCH) code. WO

96/ 20443 U PCT/ US95/ 16761
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35 Claim15. A nethod in accordance with Claim9 which is
enabl ed at ular intervals in sectors of an array whigh d
i nfrequent| ?"?%‘“J“sﬁ order to detect and correct errors due ?g'r%gﬂgfagl in

such sectors. - Claim16. - A ppthod in accordance with Caim15
which is enabled in random sect of® of the array. Claim17.
A nmethod in accordance with daim9 in which the second step of
detecting errors is acconplished at a slower read speed'if the nunber
of errors is greater than the first nunber. . Cl ai m 18. A et hod
in accordance with Claim9 in which each step of detecting errors
present in a sector of an array includes the steps of: detecting the
nunber of errors present in a sector of an array being read; and

determ ning the position of each of the errors detected.

Parity
1101 |1
1111 |0
0010 |1
1000 |1

Pority 1 0 0 O

Figure 6
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