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SPECI FI CATI ON- DATA COVMUNI CATI ON METHOD AND SYSTEM
TECHNI CAL FI ELD [0001] 5 The present invention
relates to a data conmunication method and system
that use public-key cryptography. BACKGROUND ART
[0002] Wth the current dramatic inprovenents in the
processing capability of 10 information processors
such as personal conputers, and noreover, the
acconpanyi ng expansi oSPHCIFIGATHDNuUNI cati on
infrastructure, opportunities are increasing for
usi ng a MAWMCORMINGATION MEBHOE AND SYa8iEMt and
receive personal information or conpany information
esult security technol ogy has becone

TE&!‘N‘&AM IELD nport ant for conceal i ng such 15

|nforrmt|on to prevent disclosure to a third party.
3] Conmon- key crypt ography is known as one typi cal
d for conc

a H}@%aretra smttﬁ}ﬂoa
rec Fayesent Inye Q“yf& "6? SEFEpyicalQl mefgd and
i t ansm_t ndr ceive data wth each other
s@s&%?@%gu@%%[ﬁc E@ﬁcfy@ %‘H@P@bt and decode the dat a.
Wth t he expansion of electronic comerce such as
W[? &8t 0 Business) and BtoC (Business to
nsume ransactions in recent years, PKI (Public
[060y] |nfrastructure) is also receiving attention (for
exanpl e, see Japanese Patent

With the current dramatic improvements in the processing capability of
information processors such as personal computers, and moreover, the
accompanying expansion of the communication infrastructure, opportunities
are increasing for using a network such as the Internet to transmit and
receive personal information or company information. As a result, security
technology has become increasingly important for concealing such

information to prevent disclosure to a third party.
[0003]

Common-key cryptography is known as one typical method for

concealing data that are transmitted and received. In this typeof

| cryptography, terminal devices that transmit and receive data with each other

use a common key to encrypt and decode the data. With the expansion of

electronic commerce such as BtoB (Business to Business) and BtoC

(Business to Consumer) transactions in recent years, PKI (Public Key
Infrastructure) is also receiving attention (for example, see Japanese Patent

Laid-Open No. 2001-216270).




Lai d- Open No. 2001-216270). [0004] In public-key
cryptography that is known as the basic PK
technol ogy, a public key is used to encrypt
transm ssion data, and a secret key that is a pair
with the public key but that is not published is used
to decode the 5 received data. This public key
cryptography uses different keys on the transm ssion
m@dqi and reception side and therefore increases the
evel of security over that of the above-described
comon- key cryptography. However, the public-key

Cry it pabReREy cepragraghytialigknowhasl the pasiceKFechndlegy, a
processes of encrypting and decodi ng data, and

pablivrRey leeysedt pparayy@Eptanshiission data, efruk 2 sgenet kay thati®ee
appropriate for data comrunication with a specific
pasmitrethe fuolioKey but thatfimngtipublishedris Lsadita decede they el
of conceal nent achi eved by the above-described public
regejvethdatee cThis public keweryrisgrapBy uses Hiflesent keysasy thes
exanpl e, Japanese Patent Laid-Open No, 2001-357371. gn
trensissiomaidgand recaptiens sideand heeelgre increasasdha Iyl o
random nunpber that is 8bt aj,ned fromthe fingerprint
seeUIily et inal of I ebeYRsdpRINNEE CoPONFkey YRR t he
bove- i - K t , .
BN er Be e ket Srnaraay aedid s RBat sl Ry ARG Btine
e . .
fthesuas of RERRATaRY YohEiq Nl oBF i RotREy bR Rohy
isk ﬁ@@mig?ﬁ%w ﬁiéor@%p?épr?at@ ebM@Ats dorshuARbliyE Withne

conmmon
specific partner.

[0005]

A technigue for increasing the level of concealment achieved by the
above-described public key and secret key (PK! key) is disclosed in, for
example, Japanese Patent Laid-Open No. 2001-357371. In this technique,
~ the user’s fingerprint is read and a random number that is obtained from the

fingerprint is used to encrypt the PKI key itself.

[0006]

In the above-described common-key cryptography, both the
transmission-side terminal device that encrypts data and the reception-side
terminal device that decodes the data must have a common key, and a user
| that transmits data by way of a network must deliver the common key to the

communication partner by some method. In data communication systems in
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communi cation partner by sone nethod. In data

comruni cation systens in 2 recent years, the
above-descri bed public-key cryptography is used as a
nmeans for nore safely delivering a common key. [0007]
However, in a nmethod for transmtting a comon key by
public-key 5 cryptography, the comon key itself,

al t hough encrypted, is rel eased onto the network, and

S A At RS T
BT mihé SERA) BiingdheBmRTay e trans tted and

recei ved using only public- 10 key cryptography, the.
secret key nust simlarly be delivered to the
nication partner, and as a result, there is a
danger that the secret key nay be stolen by a third
party having malicious intent when the network is
us e tiovevee| in\eemethoel foe traesmiiting 4 Googion Key hynpualicekey
words, data conmuni cati on systens of the prior art
cryptdgraphly, the sonmren ey iibelh alitughrencryrdds released onto
i nterception of a conmon key or secre

the DlyoVIbENRLe dan g HIBTo S @ ate Rt Gy kBArOBR malcious
i

0010] 20 It js an object of the present invention to
%W%ﬁéaapmﬂf@t%a}ﬁm#mn K3 nmethod and system t hat
use public-key cryptography that can raise the |evel
[0008]

Alternatively, when data are transmitted and received using only public-

"key cryptography, the secret key must similarly be delivered to the

communication partner, and as a result, there is a danger that the secret key
may be stolen by a third party having malicious intent when the network is

used to deliver the secret key.
[0009]

In other words, data communication systems of the prior art suffered
from the problem that the risk of interception of a common key or secret key

must always be kept in mind.

DISCLOSURE OF THE INVENTION
[0010]
It is an object of the present invention to provide a data communication

method and system that use public-key cryptography that can raise the level
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3 of conceal nent of data that are transmtted and
received by way of a network and thus inprove the
| evel of security. [0011] 1In the present invention
for achieving the above-descri bed object, 5

bi ometrics data in which biological information of
users is converted to nunerical values are used to
aut henti cate users that transmt and recei ve data,

| . . ‘ 3
of@%n;ﬁrﬁggg@fr%ﬁg@y@%tgé@l fek %nﬁr@@e:%é&%yﬁf&* ﬁf aKey

i
generated at each e user

nb&YdFk Rl tﬁﬁé’irﬁﬁg\/ﬁgtgg |é\yeu¢$gé§um¥[ 0012] 10 The data

conmmuni cat 1 on and system that use the
publ i c-key cryptography of the present invention
[@)1i1pi nate the need to rel ease commbn secret keys onto
the Internet and thus reduce the risk of interception
of secret keys. In particular, the bionmetrics data

ar e lnltfd preseht inventiayterraphievimg thessiziveedesaibiedobjecnd
the common secret keys that are generated based on 15
bidmeethice detar inoghidabiologisakintaranadios ®f gisefsis danvedad ito

i nstance and thus have -validity only as one-tid"re )
niepsicalnalies akunsed inautheplicatgisgesiat trangmit ana receive
communi cati.on realized, by public-key cr ogr,aphy t hat
05 SNAIEE0 COMRGDIOBERIG A4ty e SEreS PR oY HegrRinon
DESCRI PTI ON OF TH 20 [0013] FIG 1 is
SERBEReY G oL oR O ACHA o LIS clstiopfalspy users.

enbodi nent of the data conmuni cati on system of the

[CfH‘I%Tem i nventi on.

The data communication method and system that use the public-key
cryptography of the present invention eliminate the need to release common
secret keys onto the Internet and thus reduce the risk of interception of
secret keys. In particular, the biometrics data are different bit sequences for
each extraction, and the common secret keys that are generated based on
the biometrics data therefore also differ for each instance and thus have
validity only as one-time keys. As a result, the level of security of
communication realized by public-key cryptography that uses these common

secret keys is improved.

BRIEF DESCRIPTION OF THE DRAWINGS
[0013]
FIG. 1 is a block diagram showing the configuration of the first

embodiment of the data communication system of the present invention.
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9 FIG 2 is a block diagram show ng an exanple of the
configuration of the PKlI server device shown in FIG
1. FIG 3 is a block diagram show ng anot her exanpl e
of the configuration of the first user termnal
device shown in FIG 1. 5 FIG 4 is a flow chart
showi ng the succession of processes of the first
enbodi ment of the data conmmunication system of the

P Lo HiaL 2 iUtk dagrd Shopirlcar ek 87hb oYL Pdioh
tﬁé‘pKﬂ?éﬁeFﬂggEEis‘eﬁwgqﬂ fq@S?em of the present

Invention [ ow chart showi ng the
succession of processes of the third embodinment of

t he Figt 8 is aPIBEK @lagram shp®irR amdthehexarhpRestithe configuration
invention. FIG I's a flowchart showi ng the
of thecfrssusar tefmprwdesleeshoﬁvntuh@IGomrt h enbodi ment of

the data comuni cati on system of the present

i nvention. BEST MODE FOR CARRYI NG OUT THE | NVENTI ON

15 F@14]s Etiomacrart showisgtthe syacessiomef pragesses of the first
invention with reference to the accorrpany| ng fi gures

embodipent of thedatarsemminieatiorosysiemc inventign.

systemof the first enbodi nent reali zes publi c-key

cry graphy by neans of PKI w t hout easin re
ey EIG 05 g tonletiat Rhognadhe sesei o hpite kS e
whi ch_bi ol,0gi cal,.jnformati on of

secon embodlrﬁen’c of the data eomMmunication system of the present

invention.

FIG. 6 is a flow chart showing the succession of processes of the third

embodiment of the data communication system of the present invention.

FIG. 7 is a flow chart showing the succession of processes of the fourth

embodiment of the data communication system of the present invention.

BEST MODE FOR CARRYING OUT THE INVENTION
[0014]
Explanation next regards the present invention with reference to the

accompanying figures.

[0015]
(First Embodiment)

The data communication system of the first embodiment realizes
public-key cryptography by means of PKI without releasing secret keys to the

network by both using biometrics data in which biological information of a
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5 user such as a fingerprint, iris, veins,
handwiting, signature, hand or face shapes is
converted to nunerical values to authenticate users
that transmt and receive data and, based on the
bi onetrics data, generating the sane secret key
(common secret key) on each of user term nal devices
that are 5 used by the users. [0016] Bionetrics data
user sakh \ascafingdrpfnt, i) veias hhkdiviieng aigndilie, fRAUIGEce
with each extraction, and the determ nation of whether
shapiesds converted ® numéded! valuessterautbenticaité uedrsttatansmit
of the simlarity between bionetrics data that 10 have
anskieceierdajaend; hased ab ¢hehioreéleics eldta, gemeratingthersame
data") and bionetrics data that have been registered
sesreldeyrisemmnen seerebkeny areeach etiuserdersinat dgyices that @re
dat Q Accordi ngly, when inquiry data are used that
Lﬁ?@@) theyiseréequence that is absolutely identical to
that of inquiry data that were wused in the past,
[ng]eéle is a high possibility that a third party havi ng
cious 15 intent is posing as a user. [0017] In

bi oriapiTcs SRR, e ARLob R it Tute s R FelisiRe

VAR égﬁc&i‘on‘f E¥d tr‘g\@ggigé#@&iono&%étﬁsﬁﬂndg%pﬁl eig%ﬂact

conmuni cation W C partner ere
I lj i t Ikt
B oP el e A2 IIGREIc e B0

haive e efetety (Hrginbel ayerbd &6 a8 inghry bats) and
biometrics data that have been registered in advance (hereinbelow referred
to as “registration data”). Accordingly, when inquiry data are used that have
a bit sequence that is absolutely identical to that of inquiry data that were
used in the past, there is a high possibility that a third party having malicious

intent is posing as a user.
[0017]

In the present embodiment, each user terminal device uses biometrics
data having these properties to generate a common secret key, which is a
one-time key, with each communication with a specific partner, whereby the

level of concealment of data that are transmitted and received is improved.
[0018]

FIG. 1 is a block diagram showing the configuration of the first

embodiment of the data communication system of the present invention, and
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enbodi nent of the data conmuni cati on system of the
present invention, and 6 FIG 2 is a block diagram
showi ng an exanpl e of the configuration of the PKI
server device that is shown in FIG 1. [0019] As
shown in FIG 1, the data communication system of the
first 5 enbodinent is of a configuration that
includes: first user termnal device 1 i and second
FIEY is%?@l%ﬁ Hadig é‘fﬁ)v@igg.taﬂaéxﬁﬁ&elb?% B¥nfith@agor 6f the PK!
transm tting nd recelving data, these user term nal
s&i54} 88%icd haANsHdwi i PIGPYOvi ded  with bionetrics
acqul si ?I on device for acquiring bionetrics data of
the users; and PKI server device 4 that inplenents:
[opgg] stration of biometrics data that 10 are
transmtted fromfirst user termnal device 11 and
second user term nal device 12, authentication of
eacAsshewntihdIGu$ cthetdatamonmsnigatian sysetent okikeifsat  of
the validity of registration data and inquiry data
embedimentdsiohacontiguiation taaldncludaashirstuseiednimal device 14
reception of data that have been encrypted am)nl%qs e.%ch
and second usenrterraingl dayicadeiti@largdissg QyukIars fgdjansmitting
cryptography realized by PKI. 15 First user.term nal
b {1 Oae dorRe URTIOHBINA HaYioas 1 28913 DeltraPraicd

SR el G AR D S e
ol RN BB L B R B i Wk

<R RABRIE AR oy ducl 1, g aakagutsiemmina
d&liks aL] duthehtictilioR Wt eaichdRer &est-useb MigiRibtrics data, verification
of the validity of registration data and inquiry data used in authentication, and
transmission and reception of data that have been encrypted among each of
the user terminal devices using public-key cryptography realized by PKI.
First user terminal device 14, second user terminal device 12, and PKI server
device 4 are connected so as to allow intercommunication by way of network
5 such as the Internet. A configuration is shown in FIG. 1 in which one PKI
server device 4 is connected to network 5, but PKI server device 4 may be of

a configuration that realizes various functions by means of a plurality of

server devices.
[0020]

PKI server device 4 is an information processor such as a
workstation/server computer that is provided with communication capabilities

for connecting to network 5, and is managed' by, for example, a service
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PKI server "device 4 is an information processor such
as a workstation/server conputer that is provided with
-comuni cation capabilities for connecting to network
5, and is managed by, for exanple, a service 7 _
provi der that manages the data conmuni cati on system of
the present invention, or by a third party that is
entrusted by the conpany with the operation of the

REM hGges t hicaltioh $f&tehPofineabredEi ce
p%ﬁﬁ@ear‘r‘t] seggggééu%ré%%r%@ﬁhg%b?c§91% are information
iEREGS 3BT R 1S ERRliste 8 By UhE cdmpalSwith the
:rié?/gﬂﬁc?ﬁsd% @Dégﬁ{baﬁé? usted by

er sonal ta) Assistants) or portable

oP&'a@iBHQJWﬁe Ea@/ééiﬁﬁmﬂidahioﬁcagewmc Firsbisarapahinal tedse 14
or .

connecting to network lometrics acquisition

af@seeend Uséorermirillidevice i avadniormatictaproasissorssuch 4%
connected to first user term nal device 11, and

pbisonat compuiesUPBAsI(Berstenal Digital (Datay Assistards) ercportable
second user termnal device 12. j 10 [0021] As shown
téleptior@s @ovibkkd veity soemmimicationicapabiitiea feroeannasting iten
that- includes: processor 10 for executi ng, proc,esse?
netwetk SorBigmssrica aenyisitign seyice 3ifplacqing iospetrigs data of
~applying input such as commands, and datg .to processor..
users igcanaestpdio destiuser tyymigal Cﬁ%’ﬂﬁet p iaﬁaaqlﬂ@e 1G5ccaLis{ion
results of processor 15 10. [002 .Prqcessor 10 is
dSY'CﬁzéﬁF?@fﬁcg?ﬁ?g%sﬁﬁ)%ﬁBH%ﬂ TW@?@Yﬁcé%?‘ main menory
device 12 for tenporarily holding data necessary for

[@({% processing of CPU 11, data storage device 14 for
|]| ng information such as PKI keys

As shown in FIG. 2, PKI server device 4 is of a configuration that
includes: processor 10 for executing processes in accordance with prqgrams,
input device 20 for applying input such as commands and data to processor
10, and output device 30 for monitoring the processing results of processor

10.
[0022]

Processor 10 is of a 6onfiguration provided with: CPU 11, main
memory device 12 for temporarily holding data necessary for the processing
of CPU 11, data storage device 14 for storing information such as PKIl keys
and biometrics data of each user, recording medium 13 in which are stored
control programs for causing CPU 11 to execute processes of the present
invention, memory control interface unit 15 for controlling the transfer of data

between CPU 11 and main memory device 12, recording medium 13, and

- data storage device 14, I/0 interface unit 16 that is the interface device with
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20 and bionetrics data of each user, recordi ng nmedi um
13 in which are stored control prograns for causing
CPU 11 to execute processes of the present invention,
menory control interface unit 15 for controlling the
transfer of data between CPU 11 and nmain nenory
device 12, recording nedium 13, and data storage
device 14, I/Ointerface unit 16 that is the interface

. iCe Wi ' ' . j ice 17
i} BTk At bR gRFKE R, S BByl B E A Elice
| i if ﬁlﬂ’i{!Fﬂ i by Wal)Yof WY nefwdrke
tﬁnﬁﬁﬁr{eﬁ]ﬁ%rf%sfgpgéﬁr%@mﬁ? g eac S%tgﬁng?co nected by way
t ebtﬁﬁn ert§@88h behd ESHREIY by Wa§ S ilser8.pr ocesses
%St e %‘?’ésent inventdloon t hat a%e a?o be descri bed
her ei nbel ow i n accordance with a control programthat -
[¢w] been recorded in recording medium 13. Recording
medium 13 may be a rmagnetic di sk, a sem conductor
menory, an optical disk, or another recording nedium
10 [FOOQeYsoFi1 Dxixeoatms processes ofdbeipresarnt imventivagbatare to
user termnal device 12 are of a configuration that

 bedesadbed heseinbrlowdn@ccardanse vibn cgotrat prearasn thayhas

server device 4 with the exception of: the ovi sblon
been seenred i seqrdinodnediym §éy Resording Megi@olpmay be a

TR R e D R R
co ation is here omtted. [0025] As shown in

nf.i qur
r?;q%d'n%,m?‘?dfm%erver device 4 is of a configuration
provi ded

[0024]

First user terminal device 1, and second user terminal device 12 are of
a configuration that is basically the same as the configuration of PK! server
device 4 with the exception of: the provi‘sion of biometrics acquisition device,
and moreover, differences in the information stored in data storage device.

Accordingly, detailed explanation of this configuration is here omitted.
[0025]

As shown in FIG. 1 PKI server device 4 is ofa configuration provided
with authentication unit 6 for implementing a user authentication process |
using data received from first user terminal device 14 and second user
terminal device 1,5, and PKI processor 7 for transmitting and receiving data
that have been encrypted between user terminal devices using public-key
cryptography by meahs of PKI: the functions of authentication unit 6 and PKI

processor 7 being realized by the above-described processor 10. Data




10

15

20

with authentication unit 6 for inplenmenting a user

aut hentication process wusing data received fromfirst
user term nal device 11 and second user 20 term na
device 12, and PKI processor 7 for transmtting and
receiving data that have been encrypted between user
term nal devices using public-key cryptography by
means of PKI; the functions of authentication unit 6

STy AP ch B PSR B omorice
O SR YA P Se s PE R el ardy e

b\i%nﬁectﬁﬁg datLhpdednst %ﬁh%’ﬁ&lﬁ lafs 'ré@ét@récaﬁi@mbthwﬁa@a‘or n

are regi stered bionetrics data for whic
whigH hilidity has Heeenostagid thad thidratort anabobe usedintbls detabase
used, this database 5 and |ist being used in the
apbdigebeiagarsicdan taiabeve-tdeatribeu anthenticatondinit & t ory
71 in which are stored PKI public keys used when
repamitony 71 innghioh are stored iRk pidlia keys bsed whendegnsmitting or
term nal device, and PKI secret key storage unit 72
regeiving dataawish seeh agepiarmingldavigesad RIF; secretdey sterage
and storage unit being used in the above described .
UPRIT2 i BIIS@E StoresP K OBRRset ey SUE FRRRRYOrY ang Storags unit
f oregoi hg .expl anati on, bj trics acquisition devices
bﬁf[‘gd%(fcg'g tﬁg,abggagpppf%ed ngﬂf‘?ﬁ‘?é??ﬁ gs data of users
are connected to first user term nal device 11 and
@gﬁ nd user term nal device 12, respectively; and in
[ ry devices 31 and 32 in the bionetrics acquisition
devices are 15 stored, for exanple: inquiry data,

regigd éé’édrf%dgﬁ‘ﬂ?e TR oiﬁ&?ézgtdﬁ@tioﬁ! Siokcs #bfUisition

transmiting data to an elving data froma PKI
defick8 2, @AM L&or 884Liring the biometrics data of users are connected to

first user termina! device 11 and second user terminal device 12,'respectively;
and in memory devices 31 and 3z in ihe biometrics acquisition devices are
stored, for example: inquiry data, registration data, PKI keys that are used
when transmitting data to and receiving data from a PKI server device, and
the common secret keys that are used when receiving data from the user
terminal device that is the _communication partner. The inquiry data,
registration data, PKI keys and common secret keys may also be stored in
the data storage devices that belong to first user terminal device 11 and

second user terminal device 1,.
[0027]

As shown in FIG. 3, biometrics acquisition devices 21 and 2; may also

be incorporated in first user terminal device 1, and second user terminal

10 .
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the common secret keys that are used. when receiving
data fromthe user termnal device that is the
communi cation partner. The inquiry data, registration
data, PKI keys and comon secret keys nmay al so be
stored in 20 the data storage devices that belong to
first user termnal device 11 and second user

term nal device 12 [0027] As shown in FIG 3,

OB, A P i oy e
aﬁﬁ%‘i’r‘ﬂnUﬁ %bcutneg {l}?}/@ ﬁ*daar;lge dR¥EE fh fremd ﬁ%gfc‘ae's\iﬁ IYomé&tiics

i's case, | registratio PKI keys

aléﬁéisﬂi%mmjc%%% Hnd<BY BN B (D) braflay BeRomRIdYin @i ces

biometrics acquisition devices 21" and 22 (see FIG

stdrage deVice BthabbeRings ed first Ldet torntihalrdeyicedbyane s8cdritht
bel ongs to first user term nal device 11 and second 5

useeteriinatidesicedevsee FIG. 8k FIGE 3 Sty onlylaGmaglifigatian of
only a nodification of first user term nal device 11.
firsia@el terimalideyiveris. dat a, regi stration data, PKlI keys,
and common secret keys may al so be stored on anot her
external recording nmediumthat can be 10 connected to

user term nal device such as: an IC card, a hard
di sk device, a floppy disk, a CD (Conpact Disk), a

T 0 Sy ek PRl B ol
n?ayrrglggrb% ss'(})}e%(cjn Larqg%%]r external recording medium that can be
connected to each user terminal device such as: an IC card, a hard disk
device, a floppy disk, a CD (Compact Disk), a fnagne’to-optic disk, a DVD
(Digital Video Disk), a USB (Universal Serial Bus) memory, an SD memory

card, or a memory stick.
[0029]

In this case, PKI public key A is the public key that is used when
transmitting data from PKI server device 4 to first user terminal device 14
used by user A, PKI public key B is the public key used when transmitting
data to second user terminal device 1, used by user B, and PKI public key S
is the public key used when transmitting'data to PKI server device 4 from

first user terminal device 1, and second user terminal device 1,. In addition,

" PKi secret key A is the secret key used when decoding data that have been

transmitted from PKI server device 4 to first user terminal device 11 thatis
used by user A, PKl secret key B is the secret key used when decoding data

that have been transmitted from PKI server device 4 to second user terminal

11
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15 In this case, PKI public key Ais the public key
that is used when transmtting data from PKI server
device 4 to first user termnal device 11 used by
user A, PKlI public key Bis the public key used when
transmtting data to second user term nal device 12
used by user B, and PKI public key S is the public
key used when transnitting data to PKI server device 4

- %v18<5”1 %gFé tus\é?’ B ahﬁ IrF‘P(I 'y°§ Ehﬁezééécérr i dibRhen

erm |ce ey Als

%r ans@ﬂﬁ?@ tgﬁfﬁa\lf@ g@?wﬂ%ﬂsﬁﬁﬁéﬁitwsKﬂ%@eF BaticB avpomerst

rom server device 4 to first user

uéttBhAmkl é@\m:@q hhdiderbni useHteRfhikddl désRe B PKI secret
ey Bis the Selret key used when decoding data that

have been transmtted from PKI server device 4 to
[o9s0pnd user terminal 11 device 12 used by user B, and
PKI secret key S is the secret key used when decoding
data that have been transmitted to PKI server device 4
f r oFfufthess commen seemarkeyKAlisthe secret &gy usedomprudeeoding
term nal device 12. 1_[0030] 5 Further, co n. secret
daigytharhave been Yapsmittagijomisasondaises trarnalgievicg o Wafist
have been transmtted from second u%gr &’?)é &%&) devi c
uger tegning} device der aRdEAMAIN %Qﬁf?tc'éeyl 80P SerrebleY UsSd

W R R 5 R eSS bl St YRS e iR
d %fma?)%e&ndn@%’térhﬁafﬁﬁ\?eeO%.Ss;m termi nal device 12

regards the succession of processes of the data
[mnmuni cation nethod of the first enbodi nent shown

" Using FIG. 4, the following explanation regards the succession of
processes of the data communication method of the first embodiment shown

in FIG. 1.
[0032]

As shown in FIG. 4, in the first embodiment, before the transmission
and reception of data between user A and user B, one user such as user A
carries out operations for transmitting a request to produce a common secret
key from first user terminal device 14 to second user terminal device 15 that
belongs to user B (Step A01). At second user terminal device 1z, upon
receiving the request to produce a common secret key from first user
terminal device 1+, user B implements operations to respond with an

acceptance of the request to first user terminal device 11 (Step A02).
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in FIG 1. [0032] 15 As shown in FIG 4, in the first

enbodi nent, before the transm ssion and reception of
data between user A and user B, one user such as user
A carries out operations for transmtting a request
to produce a common secret Kkey fromfirst user
term nal device 11 to second user term nal device 12
that belongs to user B (Step A0Ol). At second user
[dp‘fjéﬂ] nal device 1 Z, upon 20 receiving the request to
duce a common secret key fromfirst user term nal
device 11, user B inplenents operations to respond

Wit e St e xt §rAplehidiits bp@rations to
ter%tﬁ'at \?)l ce q&ede%{cgpﬂAgg)SﬂAQ% 08 At 9f| rlst

ude Yiorh itk PRQUBRIINCEVide 2mcq%nweemtamem¢seamtcﬁ user A, and
operations to use bionetrics acquisition device 21 to
bisHastrics dat (BguinhcdatdpMa ale bithrstéreddnd presornited mesnory
data (inquiry data) Ma are both stored in a prescribed
dewine randStrasmitiedao dPKi sensrideviod 4 withkdppendedrinfoevnatien of
w th appended informati on of user A and the
userAnamdctaei commpanication pageer @sef 8) d5ter0A93). A(N thlﬁ tyme, first
time, first user termnal device 11 may use
Upebtarmm@;de&qed 1gnay ype Pidmabiinkey &1 19 e'ﬂ%lﬁfsfﬂﬁt@tﬂéﬂ a8
conceal inquiry data Ma o ser A, [0034] 10

tranamitiad 1 conceab oY deta R’lae‘?frh'“"f?c’\IA device 12 that has
accepted the request to produce a commopn secret Kkey,
ASEL B i npl enents operations to use bionetrics

[ L‘f[ll sition device 22 to acquire the bionetrics data

of user B,

Similarly, in second user terminal device 1, that has accepted the

request to produce a common secret key, user B implements operations 10
use biometrics acquisition device 2; to acquire the biometrics data of user B,
and the biometrics data (inquiry data) Mb are stored in a prescribed memory
device, and further, the biometrics data (inquiry data) Mb are transmitted to
PKI server device 4 with appended information of user B and the
communication partner (user A} (Step A04). At this time, second user
terminal device 1, may use PKI public key S to encrypt the data that are

fransmitted to conceal inquiry data Mb of user B,

[0035]

Upon receiving the biometrics data of user A from first user terminal
device 1, (Step A05), PKI server device 4 first determines whether the

received data have been encrypted or not. If the received data have been

13




and the bionmetrics data (inquiry data) M are stored
in a prescribed nenory device, and further, the

bi onetrics data (inquiry data) Mo are transmitted to
15 PKI server device 4 with appended information of
user B and the conmunication partner (user A (Step
'A04). At this tinme, second user termnal device 12
may use PKI public key S to encrypt the data that are

Lt _ . . . .

e R 8 Sty R LB P SP R AN IS B giile fRereceived
tdromfirst user termnal device 1, (Step A0S), PKI
server device 4 first determ nes whether the received
data have been encrypted or not. If the received data

been 13 encrypted, PKI server device 4 uses PKI

secret key S to decode the received data. [0036]

Upon acquiring inquiry data Ma of user A by decoding,

PKI hsonvacquiritieingairy datee Misofr essr A bptdeoodidgt RKReever

user A that have been registered in bionetrics )

desicebhmmds Iegistratien data Raofusgr dtthat have beermragistaradin

inquiry data M that have been received (Step A06), _
binrdeties slatahase Guheemparasiipiagisteatignaiate Ra with inquiry data

absolutely identical or not (Step A07). [0037 10 |f
Mathat E'givg%ﬁe'&mreﬁéw St %Q@f end %l%m%"a% wgﬁﬁ%h%.bg
absol ut el identi.cal. . bit se nce PKI server device
sRAuereh ieaksqnay fiduiadl b 3ol IRERMLT have been
transmtted fromfirst user termnal device 11 as

_[%ﬁri bed

If the registration data Ra and the inquiry data Ma are absolutely

“identical bit sequences, PKI server device 4 determines that inquiry data Ma

that have been transmitted from first user terminal device 1 as described

above are data that have been stolen in the past, i.e., determines that this is
an access from a third party other than user A, and therefore stores the
registfation data Ra of user A to biometrics data lapsed list 6, (Step A08)
and ends the process. If registration data Ra and inquiry data Ma are
different bit sequences, PKI server device 4 matches inquiry data Ma with

registration data Ra (Step A09).
[0038]

PKI server device 4 also uses PKI secret key S as necessary {0
decode for inquiry data Mb of user B that is received from second user
terminal device 1». PKI server device 4 then compares inquiry data Mb and

registration data Rb to determine whether these bit sequences are absolutely

14
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above are data that have been stolen in the past,
i.e., determnes that this is an access froma third
party other than user A, and therefore stores the 15
regi stration data Ra of user Ato bionetrics data

| apsed list 62 (Step A08) and ends the process. If
registration data Ra and inquiry data Ma are
different bit sequences, PKI server device 4 matches
. I t i I: r i .

et o 5 R i 2re REGHEL QEIQcBMALTA oy £ GitRer B
1 BnRtASs ARRAESSEY 1§15, HRFONR therprbosst. ' Kirsiraaval, iof
user B that is received fromsecond user termna

rélaur@ttonldata B an@ inkfliryd@ith 08 4rd Higferarmtegerfucnogs Pi
ata Mo and registration data Rb to determ ne whet her

' sbhes debick 4smatuhireasceaived dpiyudath Wil with degistration data Rb.

not, and if they are identical, stores registration
data Ro of user B to bionetrics data | apsed |ist 62
[@088]ends the process. Alternatively, if registration
data Rb and inquiry data Mo are different bit
sequences, PKlI server device 4 matches,_receiv

i nqdfi thg raichingofsen A @gHES MSYeSsesadie, Rinquiry Cf&%@é@q is
g B o B BOH) AU gt
STl B ebipteR S A Ry s ceeg LBl nitdd of) ' Y
st dpa T g s i MaPr i A EGRALET R ©
it Tendls maErE; PRPSRR; GpGBeE T PETFBESSS e
chlbBIRIbARR sBWIdrRY §ifbAfafich may use values (hereinbelow referred to
as “score inforrhation”) obtained by adding up the “pairing strengths” for each
prescribed feature point disclosed in, for example “Automated fingerprint
identification by minutiae-network features — Matching process,” in

Transactions of IEICE D-Il, J72-D-l, 5, pp. 733-740, May 1989 (in Japanese).

[0040]

More specifically, where SA1rr is the score information for the
registration data Ra of user A compared to itself, SAtmm is the score
information for inquiry data Ma of user A compared to itself, and SA1rm is
the score information for registration data Ra and inquiry data Ma of user A,
the similarity information SA1 of user A is calculated using a prescribed

function F1 by:

SA1 = F1 (SAtrr, SAimm, SATrm)
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as "score information") obtained by adding up the
"pairing strengths"” for each prescribed feature point
di scl osed in, for exanple "Autonmated fingerprint
identification by mnutiae-network features - Matching
process,"” in 15 Transactions of IEICE DI, J72-D- 11,
5, pp. 733-740, May 1989 (in Japanese). [0040] More
specifically, where SAl1 rr is the score infornmation
@qy1the regi stration data Ra of user A conpared to

[ sélf,_SAl mmis the score information for inquiry
data Ma of user A conpared to itself, and SA1 rmis 20
t he THeARBtHIRS &F dEdUIAhd SimilAg) infdratdtion SIRt & met liatitbd to
inquiry data Ma of user A, the simlarity information

ifefdb&le-HESkErivRd mefid; uhdishtlilatity ifoanatiars SA1hedy be also
function F1 by: SA1 = F1 (SA1 rr, SA1 mm SAl rm) 15

chROlktdd uding thetrbgidtrafiorc daimRanddheiimyuinrdata Ma of user A
information SAi Is not |[imted to the above-descri bed
bysinotiter kaevrsimethath iang the veluesthabhasheendgunsbmayd further
cal cul ated using the registratjon data Ra and the
convgrted/toanethpavaie wsing apwessyibad demeionknown net hod,

and the value that has been found may be further
converted to another value using a prescribed

4Q#<dti on. [0042] PKI server device 4 simlarly
calculates simlarity information SB1 based on the

registration,data, Ro and | nguj .

e stV s el sehileled I nlets sB1
bABER ohMAY b YisfBich Bhta' Bb and inquiry data Mb of user B when
matching of user B results in success, i.e., when inquiry data Rb is
recognized as that of user B. When matching results in failure, PKI server

device 4 terminates the process.
[0043]

As with the above-described method of calculating similarity
information SA1 of user A, similarity information SB1 of user B is calculated '

using a prescribed function F1 from:
SB1 = F1 (SB1rr, SB1mm, SB1rm)

where SB1rr is the score information for registration data Rb of user B
compared to itself, SBimm is the score information of inquiry data Mb of
user B compared to itself, and SB1rm is the score information of the

registration data Rb and inquiry data Mb of user B.

[0044]
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recogni zed as that of user B. When matching results in
failure, PKI server device 4 termnates the process.
[0043] As with the above-described nethod of
calculating simlarity 15 informati on SAL of user A
simlarity information SB1 of user B is calcul ated
using a prescribed function F1 from SBl1 = F1 (SB1 rr,
SBl1 mm SBl1 rm) where SB1 rr is the score i nformati on

0T HAMEEBhRR SRtRARAmah Shy a@gﬁq:nm%e;ver
dggl*c?ﬁg@%é(g) PK?B ubIRok mf QSQH?F@ﬁ ré@sﬁéﬁﬁi éataqji‘é’ofsﬁﬁerr%nd

tion o eglstratlon data Rb

sﬁ‘ﬁ‘i ri Db atf ?B'Vlbf Qe BeAnBirankRté4he osuieto first user
ated simlarity information SA1 and SB1, PKI

téﬂ’ﬂﬁ@lrdev@i@/ 1 £ elndadtitsn, M qamr deviay 4 st RO @uphie key B to
regi stration data Ra of user A and sinil arity

enoiypt registeaticsRdatafRiustusds, B and simiarityiinformaton 84U of user
first user termnal device 11. In addition; PKI

Asand Bansiwits the reautide SERDN@ uBET terkdyal Bevises! (Stey Al 2).
registration data Ro of user B and sinmlarity

i nformati on SAl of user A and transmts the result to
[@248nd user terminal device 12 (Step Al2). [0045]

First user termnal device 11 uses PKI secret key Ato

decode the data that have b recei ved m PKI
sor Vet HEGH leBminal dRMoe aéxssé?i{‘rs@gf%é@y %F %P4<%fé‘e data

thqiqlgf’tﬁaqaqtelgﬁrég%@teaffrq% gKI 8 ?\Ferpde%%% g éﬂd ﬁl‘ij'été(:quires each of

the registration data Ra of user A and similarity information SB1 of user B

(Step A13). First user terminal device 1, then uses registration data Ra of
user A and the inquiry data Ma of user A that have been stored in a

prescribed memory device to calculate similarity information SA2 (Step A14).

[0046]

Similar to PK| server device 4, similarity information SA2 is calculated

using a prescribed function F1 from:
SA2 = F1 (SA1rr, SATmm, SA1rm)

where, for example, SA1rr is the score information for registration data
Ra of user A compared with itself, SATmm is the score information of inquiry
data Ma of user A compared with itself, and SA1rm is the score information
for registration data Ra and inquiry data Ma of user A. Common secret key |
KA, which is used in the transmission and reception of data with second user

terminal device 15, is generated based on this similarity information SA2 and\
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(Step A13). First user ternminal device 11 then uses
registration data Ra of user A and the inquiry data
Ma of user A that have been stored in a prescribed
menory device to calculate simlarity information SA2
(Step Al4). [0046] 15 Simlar to PKI server device 4,
simlarity information SA2 is calculated wusing a
prescribed function F1 from SA2 = F1 (SA1 rr, SAl nmm

sﬁ%%&gﬁ%élgiﬁ?ﬁ%ﬁbﬁ%&%\@é&é@éﬁﬁ@?&?&ﬁ PKIl server
JBFEBY ol Cafhon SBprefReb oA BB S BRIy
WS §% 381 50t PEpRABelInLAN P2 19AE0RET)
key KA, which is used in the transm ssion and
[d ption of data with second user termnal device
12, i s generated based on this simlarity information

SA2 and 17 simlarity information SB1 of user B that

hav esipgiary,'seeehd edef tepmimidldesiver by usaseRKkseote( I8heR to
Al5). Conmon secret key KA is generated using

detodé datd that hate beah irecei®#e frandPEBsetyypr deviog 4oandhacquires
prescribed function F2 (SA2, SB1). [0047] 5

eSthiof sedigtratincdatd Ris of user Biamgl similarity dnfopmatiers SPK) of user
secret key B to decode data that have been recei vgd

A (Sep PRI) s Sesend gsor tsminal sieviceqlsi thes uses fpgigiration data Rb
regi stration data of use dsimlarity.

of Hber Francnaent daie Mo usat Bfiefaye bgen Hored i fser

BT R P RS
stored In a
[0048]

Similar to PKI server device 4, similarity information SB2 is calculated

using a prescribed function F1 from:
SB2 = F1 (SB1rr, SB1mm, SB1rm)

where, for example, SB1. rr is the score information for registration data
Rb of user B compared with itself, SB1mm is score information for inquiry
data Mb of user B compared with itself, and SB1rm is the score information
for registration data Rb and inquiry data Mb of user B. Common secret key
KB, which is used in the transmission and reception of data with first user
terminal device 14, is generated based on this similarity information SB2 and’
similarity information SA1 of user A that has been received from PKI server
device 4 (Step A18). Common secret key KB is generated using similarity

information SB2 and SA1 from a prescribed function F2 (SA1, SB2).
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- deslioss wiard b icognmomBeciehkey KASE2d gaNNEXIL Seere

10 prescribed nenory device to calculate simlarity
information SB2 (Step Al7). [0048] Simlar to PK
server device 4, simlarity information SB2 is
cal cul ated wusing a prescribed function F1 from SB2 =
F1 (SBl rr, SBL mm SB1 rm 15 where, for exanple, SBl1
rr is the score information for registration data Rb
of user B conpared with itself, SBlL nmis score
[bohgr mation for inquiry data M of user B conpared
wth itself, and SB1 rmis the score information for
registration data Ro and inquiry data Mo of user B
Conmigeres #ahe saliryfunisiion Whid fusictioeB2igretused in each of user
transm ssion and reception of data with first user 20
teemimahdévices it cand 1,, arsd geneo\ar eid tHexe ddisdreerhne corruption of
simlarity information SB2 and simlarity information
daté thedt haverbegnt thansnhifted emelreceived ire datih ofrubed tesminadr
device 4 (Step Al18). Commpbn secret key KB is generated
g-kgy KB will
prescribed function F2 (SAl, S132). 18 [0049] Here, -
he equpd. deperdingly: @ 6AMMORecel key isaenerateddhatern pg used

each of user termnal devices 11 and 12, an reoyver,
Gy PUSLUTRISetSBOR) Hevies 1 ape SsRons UoaaiEianAl daiseas
been transmtted and received in each of user term na
|§ @@vices 11 and 12, common secret key KA and conmmon
% et key KB wll be equal. Accordingly, a comon
secret key is generated that can be used only in

fir: Cigéf?%ér fe?@?&ag]@ev%%viq%b%qaéﬁlysﬁ&?&ﬂité‘8§fa fhat Aave!

devi
been encrypted using common secret key KA to second user terminal device

12, and second user terminal device 12 uses common secret key KB to

decode the received data. Similarly, second user terminal device 12
transmits data that have been encrypted using common secret key KB to first
user terminal device 14, and first user terminal device 11 uses common
secret key KA to decode the received data. As a result, first user terminal
device 1y and second user terminal device 1, are able to wansmit and
receive data by means of a public-key cryptography that uses a common

secret key that is concealed.
[0051]

According to the data communication method and system of the
present embodiment, user terminal devices that transmit and receive data
both use each of the items of similarity information that are obtained from

biometrics data to each generate a common secret key, whereby the
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First user term nal device 11 subsequently transnits
data that have 10 been encrypted using comopbn secret
key KA to second user term nal device 12, and second
user term nal device 12 uses commpn secret key KB to
decode the received data. Simlarly, second user
termnal device 12 transmts data that have been
encrypted using conmon secret key KB to first user
chRIHbA 8hoflf bf AieblndtBE rbleb3ba s nbidtk B2 THEPHSICE! 11
uses conmon secret key to decode the received

iﬂ@k%l%ieﬁ o?ttﬁ@ﬁé?nbn Hetweik 8 aetheteford rjucedevi ce 11 and

Seco user termnal device 12 are able to transmt
and receive data by nmeans of a public-key
wmyatography that uses a common secret key that is
conceal ed. [0051] 20 According to the data

communi cati on net hod and system of the. present .
embddiauelition, tise bioneetrics dhtadsanieckit setuenaesdhahdiffeawdh each
receive data both use each of the itens of simlarity
extrotiomtarshthiehcammos sestetikeydhakisgensrajrdtiased Mat a t o
each generate a_ common secret key mhereb¥ t he &g
hiomewisssista shemeioye isqdifisrs With eack £oBMEBRCatioR 20K MRS 5.
The risk of interceptign of the k on, net wor k 1S
veHlain:pol a4 2 aDeds KBsapbiGker anPtiaRPnY TAtssats; oo
data have hit se nces that._diff | e
ORman eearet Ko danBe ettt phiRpigYeleFaed seBurty in
(%Fnera@g&Pbased on bionetrics data therefore al so

PEp Ph each communication and has vali di ty only
as a one-tinme key. Public-key cryptography that uses

(bO5%]
(Second Embodiment)

Explanation next regards the second embodiment of the data
communication method and system of the present invention with reference

to the accompanying figures.
[0054]

Thé second embodiment is of a configuration in which biometrics data
(registration data) have been registerec_i in advance not only in the PKI server
device, but also in each of user terminal devices 14 and 12 or in biometrics
acquisition devices 24 and 2,. As a result, the second embodiment differs
from the first embodiment in that registration data are not transmitted from

PKI server device 4 to each of user terminal devices 11 and 12. The
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common secret key can therefore realize an inproved

| evel of security in communication. 10 [0053] (Second
Enbodi nent) Expl anati on next regards the second

enbodi nent of the data comunication nmethod and
system of the present invention with reference to the
acconpanyi ng figures. 15 [0054] The second enbodi nent
is of a configuration in which bionetrics data

c&@ﬁ@ﬁﬁtibﬁﬁfﬂﬁgéﬁa@orﬁﬁ%ié&ﬁéﬂ sy8eint isLsialal th MEAYanaR first

only in e PKI server device, but also in each

ePhbotfiffent,&ind dllataoncsiaha hgamh itherefore hérenmhitieds
acqui sition devices 21 and 22. As a result, the second

enmbodi nent differs 20 fromthe first enbodinment in
[00B8t registration data are not transmitted from PK
server device 4 to each of user term nal devices 11
and 12. The 20 configuration of the data comruni cation
systRIf. i5sis i fiiv ghart showing thle sussessips of peeagsaesehihe
and expl anation of the systemis therefore_ here
sespnd enbodimesbef thedats cpgnaunicatipr Method ablieRjesart
~.succession of processes of the 5 second enbodi ment of
YROY@R: a communi cation nethod of the present
i nvention. [0056] As shown in FIG 5, in the second

[86@éﬁdi ment, before the

As shown in FIG. 5, in the second embodiment, before the
transmission and reception of data of user A and user B, a user such as user
A implements operations to translmit a request from first user terminal device
1, to second user terminal device 1, that belongs to user B to produce a
common secret key (Step B01). Upon receiving the request to produce a
common secret key from first user terminal device 14, user B implements
operations in second user terminal device 1, to return an acceptance of the

request to first user terminal device 1, (Step B02).
[0057]

User A next implements operations in first user terminal device 14 such
that biometrics acquisition device 21 is used to acquire biometrics data of
user A, and biometrics data (inquiry data) Ma are both stored in a prescribed
memory device and transmitted to PKI server device 4 with information of
user A and the communication partner (user B) appended (Step B03). At
this time, first user terminal device 14 may use PKI public key S to encrypt

data that are transmitted to conceal inquiry data Ma of user A.
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transm ssion and reception of data of user A and user
B, a user such as user 10 A inplenents operations to
transmt- a request fromfirst user term nal device 11
to second user termnal device 12 that bel ongs to user
B to produce a comon secret key (Step B01l). Upon
recei ving the request to produce a commobn secret key
fromfirst user term nal device 11, user B inplenents
Kg%@iations in second user ternminal device 12 to return
cceptance of the 15 request to first user termna
device 11 (Step B02). [0057] User A next inplenents
OPeRhlIANE il BebarcPlisdttmire Befige 1) @¥atdfisldoobpedt tehat

bi ometrics acquisition vice 21 is used to acquire
réURERtd brodiuedlafcdthmonsficrét keydsdi Bripldneentd ajperations
(tnquiry data) Ma are both stored in a prescribed 20
SUETENAY bitenéities asduisitipnsaeviced, isaudeld tosequie te bianeelics
wth information of wuser A and the communication
dpgr ofneser By sed Bymepijosndid (rGuep dBeg)Vb are both storedrin a
first user termnal device 11 may use PKlI public key S
ptescehed ypemorydevieshand easmited id PKbsever devea4 with
inquiry data Ma of user A. 21 [0058 imlarl [
infeEaatior @fciser & angihe a%mmn@*an%ﬁrlf}%i%c@pﬁ&eﬂd@
request totgiro,duce a cgmmn secret ke

,,user B .
(Ptop) BHBnA toigding.issieon: é{;@ﬁtqrﬂg@alkq%%t 15 may use PKI public
SR LN S8 8 OB LR B g1 e

(inquiry data) Mo are both stored in a prescribed

. ry device and transmtted to PKI server device 4
iicitd

informati on of user B and the communi cati on
partner (user A) appended

Upon receiving the biometrics data of user A from first user terminal
device 1+ (Step B05), PKI server device 4 first determines whether the
received data have been encrypted or not. If the received data have been
encrypted, PKI server device 4 uses PKI secret key S to decode the received

data.
[0060]

Up'on acquiring inquiry data Ma of user A by decoding, PKI server
device 4 reads registration data Ra of user A that have been registered in
advance in biometrics database 61, compares this registration data Ra with
inquiry data Ma that have been received (Step 806), and determines

whether the bit sequences are absolutely identical or not (Step B07).

[0061]
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(Step BO4). At this tinme, second user term nal device
12 may use PKI public key S to encrypt the
transmtted data to conceal inquiry data Mo of user B.
10 [0059] Upon receiving the bionetrics data of user A
fromfirst user termnal device 11 (Step B05), PKI
server device 4 first determnes whether the received
data have been encrypted or not. If the received data

CeontoRdooBREoR LR e FRNEY OB VaGs A4E 2rbBligy

RREBSb L SBA LA A8 12 8k aigion s e

tﬂéler'ia\é bk trQﬁé’rﬂit@%e@ci’ Efg%ﬁfs%rr eEé’miaiﬁal &&M@é“?fa& Previously

fometrics dat abase npares this registration

' b AGWA Vi fheadadiave, g ihis |
cﬁ%&:@?éﬁg\’l‘% Bs?tgg)@lggg)g% gﬁgﬁgie?eer m nes a\/\het her thlg Isb??

feayshonta died phaplotia!thah aeat Acstores repistratidheatB&Y of
[0061] 22 When registration data Ra and inquiry data
Uder &rte Hiemetridssdatatiapsed lisi€atSiep BOB); asd@reisdbe provdss.
server device 4: determnes that inquiry data Ma that
When registratiormdata Raeumdfinguiry datetMasse dthér&ﬂhbllf SEQNENGES,
11 as previously described are data that have been
Ritlsesvern devicr4 pagiches insiuirytdeda Manard regigifatiprydalad3a (Step
froma third party other than user A, stores

BQi stration data Ra of user A to bionetrics data

l apsed |ist 62 (Step B08); and ends the process. Wen
é&&stration data Ra and inquiry data Ma are different
[ ]sequences,

PKI server device 4 also uses PKl secret key S as necessary to carry
out decoding for inquiry data Mb of user B that have been received from
second user terminal device 1. PKI server device 4 then compares inquiry

data Mb with registration data Rb to determine whether these bit sequences

- are absolutely identical, and if the bit sequences are the same, stores

registration data Rb of user B to biometrics data lapsed list 62 and ends the
process. Alternatively, if the bit sequences are not identical, PKI server
device 4 matches inquiry data Mb that has been received with registration

data Rb..

 [0063]

When the matching of user A resuits in success, i.e., when inquiry data
Ra are recognized to be that of user A (Step B10), PKI server device 4
calculates similarity information SA1 from registration data Ra of user A and

inquiry data Ma (Step B11). At this time, similarity information SA1 of user A
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PKI server device 4 matches inquiry data Ma and
registration data Ra (Step Bog). 10 [0062] PKI server
device 4 al so uses PKlI secret key S as necessary to
carry out decoding for inquiry data Mo of user B that
have been received from second user term nal device
12. PKI server device 4 then conpares inquiry data M
with registration data Ro to determ ne whether these

'%E%'Cﬁfég%@ﬁi%%‘@ ARSI ENGh 1, G, S S Tpd e
ti'?é’ daﬁethé%bBEﬁgg' Wh@ﬁh?atbﬁuﬂgereﬁu&s;;h fARurRNBKI

roce rnativel t sequences
s%h%r%ud&&@hd@%e pritksser ver deV' ce 4 matches
inquiry data Mo that has been received wth
registration data Ro. 20 [0063] Wen the natching of
[0GB4] A results in success, i.e., when inquiry data Ra
are recogni zed to be that of user A (Step B10), PKI
server device 4 calculates simlarity information SAi
f r orBimdlgilgt when arateting résultsf insecess, ded wheryinguiry dateaRb
Ma (Step Bl1l). At this time, sinmilarity information
issreroghizeside be detaiof usar BuPii sarsy devicedt paleglate%mliaﬂty
function F1 (SA1 rr, SA1 mm SAl1 rm), as in _the fir
nfeaation 861 fwragegstptiondata ﬁﬁtca‘mﬁg Brand inggiry gata Mb: At

WS e S S SR B B

S¥EH fm) 0 %\cWatg %%malaF?Ry information SB1 of user B as in the first

“embodiment. When matching results in a failure, PK| server device 4 ends

the process.
[0065]

PKI server device 4, having calculated similarity information SA1 and
SB1, uses PKI public key A to encrypt similarity information SB1 of user B,
and transmits the result to first user terminal device 14 (Step.B12). PKi
server device 4 further uses PKI public key B to encrypt similarity information

SA1 of user A and transmits the result to second user terminal device 1..
[0066]

First user terminal device 14 uses PKI secret key A to decode the data
that have been received from PKI server device 4 and thus acquires
similarity information SB1 of user B (Step B13). First user terminal device 1,

then uses registration data Ra of user A that have been stored in advance in
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.simlarity information SB1 of user B (Ste

is recognized to be data of user B, PKI server device
4 calculates simlarity information SB1 from

regi stration data Ro of user B and inquiry data M. At
this tinme, PKI server device 4 uses a prescribed
function F1 (SB1 rr, SB1 mm SBl1 rm to calculate
simlarity information SBl1 of user B as in the first
10 enbodi nent. Wien nmatching results in a failure, PKI

et EliogPerford RUER and PR Ress il ottt [AaieBEtE,
sﬁﬂﬂ’aritﬁaﬁﬁprﬁm BKb (&) Baakey A to encrypt simlarity

information SB1 of user B, 15 and transnmits the result

‘to first user ternminal device 11 (Step Bl12). PKI

[e@¥er device 4 further uses PKI public key B to
encrypt simlarity information SAl of user A and
transnmits the result to second user term nal device
12- A9ina6E fisstrerhbodierert esimiiladty idforination BAB isscafulated
secret key A to decode the data 20 that have been
usinged peebcribechfmmationdr 1 ¢BAHY BAG M a4 1l sCaanen secret
i 1| er p B13). First
keydfA thatt g Weed trsdiansmittingianshregebing @awﬁasew%w

tgramgék dpce ﬁ@%%&%&&%ﬁﬁ ﬁﬁﬁ?gipigjf%aigfi\é?cﬂ'y&eqﬂoﬂéég 3nd
Sﬁfﬁib%ﬁi’ itadhor hE' 'fqa*ﬁ:@t?}[ 1 bhas heh ooisyed rplp it B
81, Y Sy s

SA2 and SB1 are used to generate common secret key KA using a

‘prescribed function F2 (SA2, SB1).

[0068]

Similarly, second user terminal device 1, uses PKI secret key B to
decode data that have been received from PKI server device 4 and thus
acquires similarity information SA1 of user A (Step B16). Second user
terminal device 13 then uses registration data Rb of user B that have been
stored in advance in a prescribed memory device and inquiry data Mb of

user B to calculate similarity information SB2 (Step B17).
[0069]

Similarity information SB2 is calculated using'a prescribed function F1
(SB1rr, SB1mm, SB1rm) as in.the first embodiment. Common secret key KB
that is used in the transmission and reception of data with first user terminal

device 11 is generated based on this similarity information SB2 and similarity
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key KA that is used for transmtting and receiving
data with second user termnal device 12 is generated
based on this simlarity informati on SA2 and
simlarity information SB1 of user B that has been
received fromthe PKI server device (Step B15). As in
the first enbodinment, simlarity information 10 SA2
and SB1 are used to generate conmopn secret key KA

i@‘i%irrnrﬂﬁg&n SA1EH e PtHa ﬂi% IR EFC%@@@ froﬁfgkl sbRRP %Ibvice 4

ri'y, second user termnal device uses PK

(§§gf BigkeNs B {2 fifdespBadmsem, thdlarifareoriafipn’ SBEianatA 1

m PKI server device 4 and thus 15 acquires

&b Wskd i Genkriie chRirhem s&ékt Rby KBRusifg @SireBctiddd function F2
Second user term nal device 12 then uses registration

(8at1asSB2).of user B that have been stored in advance in
a prescribed nmenory device and inquiry data M of

user Bto calculate simlarity information SB2 (Step
[@70]. [0069] 20 Simlarity information SB2 is

cal cul ated using a prescribed function F1 (SBl rr,

SBl1 mm SB1 rnm) as in the first enbodi ment. Conmo
Secrherex BfhEaMeranClin i @nd fnelien 2318 wsediia Raan@f user
ept i f  dat ith first t 1 nal devi 1
TRl S ARG st kS Pl AR el o e

d simlarjty 25 inf. ti SAL of t. h
AP o BRTSCT b SN el OB o3
ot £i . g . e ! SR
bl ke RS T B b KU 8. ¥
ARGy PESRRTIPEEERG)S 8 deherdt8@thaiiB be used only in

first user terminal device 11 and second user terminal device 12, as in the

first embodiment.
[0071]

First user terminal device 11 subsequently transmifs data that have
been encrypted using common secret key KA to second user terminal device
12, and second user terminal device 15 uses the common secret key KB to
decode the received data. In the same way, second user terminal device 1.
transmits data that have been encrypted by common secret key KB to first
user terminal device 14, and first user terminal device 14 uses common
secret key KA to decode the data that have been received. As a result, first
user terminal device 11 and second user terminal device 1_2 can transmit and
receive data by means of pubﬁc-kéy cryptography using common secret keys

that have been concealed.
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5 [0070] Here, if the same function F1 and function F2
are used in each of user termnal devices 11 and 12,
and noreover, there is no corruption of the data that
are transmtted and received in each of user term na
devices 11 and 12, common secret key KA and common
secret key KB will be equal. 10 Accordingly, conmon
secret keys are generated that can be used only in

' [66?@ user term nal device 1, and second user terminal
de

vi‘ce 12, as in the first enbodinment. [0071] First
user term nal device 11 subsequently transmts data

t hatadayding %o BREAaRCINPIATLaHEH MeRBaTRI SRteRlof iy KA
to second User termnal device 12, and second user

dr@setit RMbatinvient bldmeRs da1g (egmieition RitE) ofueerKard o
decode the received data. In the sane way, second user
registoredin advanoe ifhset tamsdinaltdevitatsaortbiametrinscadopisition
encrypted by common secret key KB to first wuser

dewices haelinkindte éha beedar feleasingieagistration deip ante Agwtwaerk,
uses common 20 secret key KA to decode the data that
whejeby de additioaito dbe spmesefiea wff the first smbagieent, dheaager of
.device 11 _and second user term nal device 12 can
IRIPESHHPD o4 A0S PR Jaidclat @tfmgﬂn i 1§AUBER1 i c- key
cryptography usi ng common secret keys that have been
@ eal ed. 26 [0072] According to the data

[ ni cati on net hod and system of the present

- enbodi nent, bionetrics data (registration data) of

(PRF Enddiment)

Explanation next regards the third embodiment of the data
communication method and system of the present invention with reference

to the accompanying figures.
[0074]

In the third embodiment, biometrics data of users (registration data) are

registered in advance in first user terminal device 1 and second user

~ terminal device 15 (or biometrics acquisition devices 24 and 25), inquiry data

are matched with registration data in each of user terminal device 14 and 15,

“and registration data and inquiry data are transmitted to PKI server device 4

when matching is successful. PKI server device 4 then, based on the bit
sequences of inquiry data and registration data that have been transmitted
from user terminal devices 1 and 1,, authenticates the users that have

transmitted these data. The configuration of the data communication system
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regi stered in advance in user term nal devices or

bi onetrics acquisition 5 devices to elimnate the need
for releasing registration data onto a network,
whereby, in addition to the sanme effect of the first
enbodi nent, the danger of interception of
registration data by a third party is reduced. [0073]
(Third Enmbodi nent) 10 Expl anati on next regards the

I hi j t C ' I :hod and
Pl Befip O he et b Bhbrovei RO BBRUALRTEN'S he
: Is ' In the third enbodi nent,
%ﬁggg{é?pééggﬁrg%é(F%geeg)&we?dégi stration data) are 15
regi stered in advance in first user term nal device 11
[@@gssecond user term nal device 12 (or bionetrics
acqui sition devices 21 and 22), inquiry data are
mat ched with registration data in each of user

t er rFIGRI6 idevilee chartahdwing theasudcresion tof procussdeof tranthird
inquiry data are transmtted to PKI server device 4

entzodiment bf the datasaocoeasitation Rigthee b e psenkingentiem,

based on the bit 20 sequences of inquiry data and
reg'stration data that have been transmitted from
[0@€8] terninal devices 11 and 12, authenticates the
users that have transmtted these data. The
confjguration the data co jcation system27 is
ok siw &1 Flta(6.JF i v oD Reiord Tangmiting and
EAPVREH B ot Alafid OB, BAEAUdePRLER SR HOR S iR
operations to transmit a request from first user terminal device 14 to second
user terminal device 1, that belongs to user B to produce a common secret

key (Step C0O1). When second user terminal device 1, reéeives the request

 from first user terminal device 14 to produce a common secret key, user B

implements operations to return an acceptance of the request to first user

terminal device 1, (Step C02).
[0077]

In first user terminal device 14, user A next implements operations 1o
use biometrics acquisition device 24 to acquire the biometrics data of user A
(Step C03), whereby biometrics data (inquiry data) Ma are both stored in a
prescribed memory device and matched with registration data Ra that have
been stored in advance in the memory device (Step C04). If matching
results in success, i.e., if inquiry data Ma are recognized to be of user A
(Step C08), first user terminal device 1 transmits registration data Ra,

inquiry data Ma, and the information of user A and the communication
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FIG 6 is a flow chart show ng the successi on of
processes of the third 5 enbodi nent of the data
comuni cation nethod of the present invention. [0076]
As shown in FIG 6, in the third enbodi nent, before
transmtting and receiving data of user A and user B,
one user such as user A inplenents operations to
transmt a request fromfirst user term nal device 11

RIS Bt Rie 438 obR, ATt RR Bt Lser

-tmma?ﬁ&%? 1Ry L gggph?fg(fb&éyﬁgt% ?;gﬁ't @ﬁafahﬁat

reques 1to pro uce

tParfPARBA 16 B6A&Sal Hifeke MRS o$|nfbrmét%f?fé|§tur@%r@erWS|ft 0

return an acceptance of the request to first user

rhafchirntptesdRy irfRildre, fititaRePRSmindtddVisy 71 ehds frer soceser

term nal device 11, user A next inplenents operations
to wuse bionmetrics acquisition device 21 to acquire
[0b@8bi onetrics data of user A (Step C03), whereby

bi onetrics data (inquiry data) Ma are both stored in a
prescri bed nenory device and nmatched with registration
dat aSwilariyain sesoad 26ebtermisalgiasica e that has accepterdhe
menory device (Step C04). If matching results in
requesiste, prodice a cpmmefubegrelkey, waer & Enplemsgin orerations o

Grehimatdos e an fbHonze 0 AR3GTe hFRTYoudRE REse R
(53R G0eT alE botEs By ke WaRincaiiuraiay iy Wadard o
APl ok HBICH b oo v RS
been stored in advance in the memory device (Step C07). If matching
results in success, i.e., if inquiry data Mb are recognized to be data of user B
(Step C10), second user terminal device 1, transmits registration data Rb,
inquiry data Mb, and information of user B and the communication partner

(user A) to PKI server device 4 (Step C11). At this time, second user

- terminal device 1, may use PKI public key S to encrypt these data that are

transmitted to conceal the information that relates to user B. If matching

resuits in failure, second user terminal device 1, ends the process.
[0079]

Upon receiving information that contains inquiry data Ma and
registration data Ra of user A from first user terminal device 14 (Step C12),
PKI server device 4 first determines whether the received data have been
encrypted or not. If the received data have been encryptgd, PKI server

device 4 uses PKI secret key S to decode the received data.
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transmtted to conceal these itens of information
relating to user A. If matching results in failure,
first user term nal device 11 ends the process. 5
[0078] Simlarly, in second user term nal device 12
that has accepted the request to produce a conmmon
secret key, user B inplenents operations to use
bi onetrics acquisition device 22 to acquire bionetrics
[gggﬂeof user B (Step C06) and both store these

trics data (inquiry data) Mo in a 10 prescribed
nmenory device and nmatch with regi stration data Rb that

- havejpdieaiyunig RS TatRAVARERA Bnd RRyUFSTRRA Mt aser A by

(Step CO7). If " matching results in success, i.e., if

del@gdingyPlatabérvub devieerefigpseareties didrectdas datd lagsed liBt 65
(Step C10), second user term nal device 12 transmts

(Bt G 8 andrieternaingd whetherudaty edist thavihaverdt sequences
information of user B and the communication partner 15
apsskutelpjdanticaktio reeeived inguitycdata NS(Slepcl14). Adatagxist in
time, second user termnal device 12 nmay use PKI
binrhetries kieja Bpsed dist by baving bl sequeacemabsalutely identical to
transmtted to conceal the information that «rel es to
ingrdty data Ma, rFHﬂo‘lfﬁfH@r devieg fdetermipes that inquiicdaia

t er.m 2 ends  the roce 0.y
o Mg et GsarderBInel Havce dndis ?@Uﬂh'&a Ahd & 5&5 the

e
id hBtS;Breg 11&’[? oK '%%f\’e%\rﬁ%rct Féﬁ et?a\?/éé@' A \é\g%l%aen

RSHREYRE Bta B ﬁgbea%tféitc? @%\fléﬁteaécésmoﬂ% ) $128 U8ks KRseS

to decode t recel ve ta. 29
inquiry data Ma (Step C15).

[0081]

PKI server device 4 next searches within biometrics database 6, (Step

- C18), and determines whether data in which bit sequence absolutely

identical to the received registration data Ra is present (Step C17). If data in
which bit sequence absolutely identical to registration data Ra do not exist in
biometrics database 61, PK| server device 4 determines that the access from
first user terminal device 11 is not access of user A (failure of personal

authentication) and terminates the process.
[0082]

If data in which bit sequence absolutely identical to registration data Ra

is present in hiometrics database 64, PKI server device 4 determines that the
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[0080] Upon acquiring registration data Ra and
inquiry data Ma of user A by decoding, PKI server
device 4 first searches bionetrics data | apsed |ist 62
(Step C13), and determ nes whether data exist that
have bit sequences 5 absolutely identical to received
inquiry data Ma (Step Cl4). |If data exist in

bi onetrics data | apsed list 62 having bit sequences

rézsa@édi@iégrét%raétaﬁa ﬁgg *’?‘ﬂw data 4 ardvihe dith oF EEUPA

devi ce etermnes t quiry data Ma receive
(SUcRBsE of phrdévRl alifieRticationd @NdCdlasSimilauy uhefhation

term nates the process. [f data in which bit sequence
Sosef werl A ab Getid et efndodmaentr (BrepCasha 10 i s not
present, PKI server device 4 registers these inquiry
data Ma in bionetrics data |apsed list 62 to prevent
@@83ss (posing) that uses these inquiry data Ma (Step
Cl15). [0081] PKI server device 4 next searches within
bi onetri cs dat abase 61 (Ste 15 C16), and determ nes
whetRi€rsetieeradavicehicatridsi QUtégq Semsepriceases as described
identical _to the received registration data

fosc
alopue (Hten( @1 2pSten 5 18)Tor datethatara pacelyes) o sgaeRd eser
G Ge! devicey o ete oo e pdsvasttedi Bl olR FEaRdinapiry

o, AR ek CRlyebr ARG 3o pefiBng) elieritpliof Sieilh,

oA BRI Lot 46010948 aHIF FE IR S
registration data Ra is present in biometrics

[@tygqbase 61, PKlI server device 4 determ nes that the

PKI server device 4, having calculated similarity information SA1 and
SB1, uses PKI public key A to encrypt similarity information SB1 of user B
that has been caliculated and transmits the result to first user terminal device
1; (Step C19). PKI server device 4 further uses PKI public key B to encrypt
similarity information SA1 of user A and fransmits the result to second user

terminal device 1..
[0085]

First user terminal device 1, uses PKI secret key A to decode the data
that have been received from PKi server device 4 and thus acquires

similarity information SB1 of user B (Step C20). First user terminal device 14

~then uses inquiry data Ma of user A and registration data Ra of user A that

have been stored in advance in a prescribed memory device to calculate

similarity information SA2 (Step C21).
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30 received registration data Ra and inquiry data Ma
are the data of user A (success of personal

aut hentication) and calculates simlarity infornmation
SAl of user A as in the first enbodinment (Step C18).
[0083] 5 PKI server device 4 carries out the sane
processes as descri bed above (Step Cl2-Step C18) for
data that are received fromsecond user termninal
[6Gsg)ce 12, determ nes that received registration data
Ro and inquiry data Mo are data of user B, and if the
personal authentication succeeds, calcul ates

si mSimvilatity inforovatoh iSAR ﬁaibmﬂallesiejsirﬁb aprescribee fuhctdn F1
enbodi nent. 10 [0084] PKI server device 4, having

(8AH oy BAtienms BAil ra)f as yn thef firsstramibodin®#iit. dbemnéBlseastdsy KA
PKI public key Ato encrypt simlarity information SBl
thdat issised B fitsh asehtesmired deviseclylisgederaied based ontthist he
result to first user termnal device 11 (Step Cl19)
siprilarity infermalian SA2ardgimierityistsmagion B DEUSR%'yB Ehatdslas

encrypt. 15 simlarity |nforrmt|on SAI_of user A and

| b@feaﬁgﬁe'vgd fieen thesliKt Seryesdevire %@&02%@@&?0%@%%@

K s Grmaralpd oy Beals ol deabAd fuyCiiondr2 fSad §R) Sing
SIf eIt oy AR phaerish & 28dn e tehpidigefEs) "5 ot

user termnal device 1 then uses inquiry data Ma of
%ﬁgﬂ A and registration data Ra of user A that have

een stored in advance in a prescribed nenory device
to calcul ate

In the same way, second user terminal device 1, uses PKi secret key B
to decode data that have been received from PKI server device 4 and thus
acquires similarity information SA1 of user A (Step C23). Second user'
terminal device 12 then uses inquiry data Mb of user B and registration data

Rb of user B that have been stored in advance in a prescribed memory

device to calculate similarity information SB2 (Step C24).

[0088]

Similarity information SB2 is calculated using a prescribed function F1
(SB1rr, SBimm, SB1rm) as in the first embodiment. Common secret key KB
that is used in second user terminal device 1, is generated based on this
similarity information SB2 and similarity information SA1 of user A that has
been received from PKI server device 4 (Step C25). Common secret key KB
is generated by means of a prescribed function F2 (SA1, SB2) using

similarity information SB2 and SA1, as in the first embodiment.
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simlarity information SA2 (Step C21). 31 [0086]
Simlarity information SA2 is cal cul ated using a
prescribed function F1 (SAL rr, SAi mm SAlL rm as in
the first enbodi ment. Common secret key KA that is
used in first user termnal device 11 is generated
based on this 5 simlarity informati on SA2 and
simlarity informati on SB1 of user B that has been
[g@g?i ved fromthe PKI server device (Step C22). Conmobn
seciet key KA is generated by neans of prescribed
function F2 (SA2, SBl1l) using simlarity information
SA2 {ratiis SBde,dfthiersantiefurioctish Finded furstibn H208@ ]sedlid dach
the sane way, second user term nal device 12 uses PKI
obeseraerrkienl Bevites deand d » dandimdradveradatatbanaredcansraitted
fromPKI server device 4 and thus acquires simlarity
andfreceived oreailofossanderminal ddgeschrand $ebaveingtbeen
term nal device 12 then uses inquiry data M) of user B
caliepiedg Femman srerelkiey KAk corgmonesacrghkay 442 il bR

BB BoGSA co 5E5 G5 BB b oo °
oA CERBh. Rl B R BBk B g 1.
LK f [ . Co k KB th [
ab G L EbeEME: T or vi nal devi ce 12 1o generated

based on this 20 simlarity informati on SB2 and
[Cﬁjgfﬁll arity informati on SAl of user A that has been
rec

ived from PKI server device 4 (Step C25). Common
secret key KB

First user terminal device 1, subsequently transmits data that have
been encrypted using common secret key KA to second user terminal device
1, and second user terminal device 1 » uses common secret key KB to

decode the data that have been received. Similarly, second user terminal

“device 1, transmits data that have been encrypted using common secret key

KB 1o first user terminal device 1 1, and first user terminal device 14 uses

common secret key KA to decode the data that have been received. As a
result, first user terminal device 14 and second user terminal device 1, are
able to transmit and receive data realized by public-key cryptography that

uses common secret keys that have been concealed.
[0091]

According to the data communication method and system of the third
embodiment, in addition to the same effects as the first embodiment, the

authentication accuracy of users can be improved and posing by a third party
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is generated by neans of a prescribed function F2
(SAL, SB2) using simlarity information SB2 and SA,
as in the first enbodinment. 32 [0089] In this case,
if the same function F1 and function F2 are used in
each.- of user term nal devices 11 and 12, and npreover,
data that are transmtted and received in each of
user term nal devices 11 and 12 have not been 5

BRI bus AP EaR BE! Rbrd ki) AOfkAEHHRRaBES RS KoY

equl val ent.. conmmon secr et

aﬁtﬁ)éﬁtléét%ngcﬁ;q%r i RA-4rhad o%?fh PRI séﬁ@ﬂd@\ﬂbé{ 4 t5hsfédr c%t the bit

user termn device 1 and second user term nal device

_ sé@.aencé@ of Pegibteatidr é&taﬂiﬁtpi@huﬁwﬁata{ $aPRhve beefitrarismined

term nal device 1 subsequently transmts data that

fromvigserheeninandswgeset, aisd ng conmon secret key KA to
second user term nal device 12, and second user

term nal device 12 uses commopn secret key KB to
[0f8€bde the data that have been received. Sinmlarly,
second user termnal device 12 transmts data that
have been encrypted using conmon secret key 15 KB to
(Frauridy Eb @?"”t@”tt%t nal device 11, and first user terninal
device 11 uses common secret key KA to decode the

Lor B algﬁattws@b@w Sdbonn eﬁ%tqdémsn?@?ntbp i ce 15
c%nmltni‘%zigp "o phRTL iR L 56 hideMElRhion WifideNiepee
tﬂ@taclaeﬁt%a%?@ ffg%?&@.al ed. 20 [0091] -

[0093]

In the fourth embodiment, as in the third embodiment, biometrics data
{registration data) of users are registered in advance in firét user terminal
device 1; and second user terminal device 1, (or in biometrics acquisition
devices 2y and 2p), inquiry data are matched with registration data in each of
user terminal devices 11 and 1, and the registration data and inquiry data
are transmitted to PK! server device 4 when matching is successful. PKI
server device 4 authenticates users for which these data have been
transmitted based on the bit sequences of the inquiry data and registration

data that have been tfransmitted from each of user terminal device 11 and 1.,

[0094]

The fourth embodiment is an example of a configuration that enables

operation similar to the third embodiment for cases in which the registration
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According to the data conmuni cati on nmet hod and system
of the third enbodinment, in addition to the sane
effects as the first enbodi nent, the authentication
accuracy of users can be inproved and posing by a
third party 33 having malicious intent can be nore
reliably prevented because the authentication of
users is carried out in PKI server device 4 based on

dafetHal have BRBANEsBtbd it 8het bRLsMefAlndl 8BHcEO9VRRY 1, are
data that have been transmtted from user term nal

daey otcgsorlduaindihb? cabndt@Paded inavbatohingYbib theérdstermination of
Expl anati on next regards the fourth enbodi nent of the
whetizer the daten aeabf poommpidiitis asricy stk forodxdnnsle paethertime of
invention with reference to the acconpanying figures.
ra@istr sy binmetrcs datatth fiestiuser kerminaladevice thand becahd
enbodi ment, bionetrics data (registration data) of
ugektesminas dexigiest-ec nad ifi anflaglinginadingrpaar ceielityse eppendech to
devi ce 11 and second user term nal device 12 (or in
regisiralion datadbatihaye bepn delermined t@lb%ﬁHPQ(Z)qUQHS%G ine y
data are tched with registratiopn data ipn each of 15
P[Pé‘&SSPSrfﬁ{naﬁ?erMF%@eiﬁeg'ﬁsﬁﬂ ae ohpaot fealinegRch Hians 15R

PR R o ST i b e

e ST L P e B,

ekBiHkfich Betr GaliuRoH i #hdrBRore 48 ohfitbghave been

ransmtted from“eac user term nal evice 11 and
12.

[0095]

FIG. 7 is a flow chart showing the succession of processes of the fourth
embodiment of the data communication method of the present invention.
FIG. 7 shows only the processes of first user terminal device 11 and PKI
server device 4, but second user terminal device 12 executes the same
processes as first user terminal device 14 with the exception of the process

of first responding to the request to produce a common secret key from first

- user terminal device 1;.

[0096]

As shown in FIG. 7, in the fourth embodiment, before the transmission
and reception of data of user A and user B, one user such as user A
implements operations to transmit a request to produce a common secret
key from first user terminal device 1, to second user terminal device that

belongs to user B (Step D01). Upon receiving the request to produce a
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20 [0094] The fourth enbodi nent is an exanple of a
configuration that enables operation simlar to the
third enbodi ment for cases in which the registration
34 data that have been registered in each of user
term nal devices 11 and 12 are data of poor quality
that cannot be used in matching. If the determ nation
of whether the data are of poor quality is carried
comimon SEcreXREPIrem bt s tbirfihaPlevit€di SlisartB Phpiements
bi ometrics data to first user term nal device 11 and
openiods Sugh enattsscond alsedtarivteal Rvicant), rebpandd fofirst user
I ndicating poor quality is appended to registration
tetativaltdevicenbveitio as mcdeptance o the ceuesbingisbownpal i ty,
the processing for determ ning whether data are of
Eoor guality each tinme the registration data are read
[ 1be reduced. The configuration of the data

comuni cation systemis the same as in the first
embodi nent and 10 exg_l anation of the configuratign is

t helfist dspeiesmingl dewige 11f Beersh nexgmplements epesatiensiq

oG BT 2oRUSHEn s 1&%@%@@%@%@% b A f
(PP P it Homelrics ool Yoie) e 2B RPEFATER, O
pftgeRtibd FRTABH AR Hd Hle Rt bt Fin R RTb T Sfbq

ab{Eh @ RARE emBfy ddlicd s RTRed Qété‘g DG&).H‘F?@&E‘&% d&a Ra

the request to produce a common secret’ key Tromfirst
ates 8t quidityitalaliewy iuee id Md89RY, inquiry data Ma that have been
acquired by biometrics acquisition device 2, are matched with the

registration data Ra (Step D05). If matching results in success, i.e., if inquiry

data Ma are recognized to be data of user A (Step D08), first user terminal

device 1, transmits registration data Ra, inquiry data Ma, and information of
user A and the communication partner (user B) to PKI server device 4 (Step
D07). In the present embodiment, moreover, even when registration data Ra
are data of poor quality and thus cannot used in matching, the first user
terminal device proceeds to the process of Step D07 and transmits
registration data Ra, inquiry data Ma, and information of user A and the
communication partner (user B) to PKI server device 4. At this time, first
user terminal device 14 may use PKI public key S to encrypt the data that are

transmitted to conceal these data that relate to user A.

[0098]

36




10

15

20

20 As shown in FIG 7, in the fourth enbodi nent,
before the transm ssion and reception of data of user
A and user B, one user such as user A inplenents
operations to transmt a request to produce a common
secret Kkey fromfirst user termnal device 11 to
second user term nal device that belongs to user B
(Step DO1). Upon receiving the request to produce a 35
com@imilardc ireseda@y Ggertefminal dedes 1t étatihaglacdepiecethél,
-user B inplenents operations such that second user
request togprodecd accah@mos seoenetkeyousén B impeerents epataimoins to
device 11 with an acceptance of the request (not

use biometric® eoqyisitign Idevicer 2t tournguire diomeatics dieda otugar, B, and

user A next inplenments operations to use bionetrics
th@c@gmirﬂqsﬁataéméﬁy g@ta)dvla@q@ stasediinths pressrikrd mesnory
user A hese biometrics data (inguiry

d%\a%ﬁnﬂxﬁh%ﬂea@v é%gfstﬁatépn deiadfb thaidavehsep deddie and
iR ghoh S 8 Rt Shabhos fald o e
qveﬁm{?fe iehe ?%@ﬁr%a%&@ mq"q'w"rt%%%s@itfw@@hv%%ﬁﬁ
aﬁ:u r@dqmi‘ﬁé ﬁsygégalbga&n%\om%e éTQ{C?‘P .é%aldan

reglrs ratlon

dé@%tﬁm%lcﬁhh@%§ Its i oceb§ 'é‘q?f!gfqg Y%gl e rst user

recogni zed to~be ata user
relcBbAizBalas digy iof BsdrlB! éé’é&fﬂ L§§errt§ﬁhlﬁhf éﬁ\hé&‘ 1 Qﬂhﬁslﬂﬁs
|an|ry data Ma, and information of user A and the

phQRta B, frRjuigiatd wrara)mf@nﬁlﬁbnsﬁm@r Bdgid e 4
Step DO7). I'n the present enbodi nent, noreover, even

covhmunicagion tpastnieo (usta ) t8PKlayeevetadevicy 4 pMemati&bM gven
and thus cannot used in matching, the first user

when registration data Rb are poor quality data that do not have quality for

use in matching, second user terminal device 1, transmits registration data

Rb, inquiry data Mb, and information of user B and the communication

partner (user A) to PKI server device 4. At this time, second user terminal

device 1, may also use PKI public key S to encrypt the data that are

transmitted to conceal the information that relates to user B.

[0099]

The subsequent processes are equivalent to the processes of Steps
C12-C25 of the third embodiment shown in FIG. 6, and explanation of these

processes is therefore here omitted.

[0100]
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term nal device proceeds to the process of Step DO7
and transmts registration data Ra, inquiry data M,
and informati on of user A and the 20 comruni cati on
partner (user B) to PKI server device 4. At this tine,
first wuser termnal device 1 may use PKlI public key S
to encrypt the data that are transmtted to conceal
these data that relate to user A [0098] 36 Simlarly,
i n $ecording tethet dataicoatmdeicatien hikthddtnd aysteat epthediourth
the request to produce a conmon secret key, user B
emipodiment, 8. aptheathirdrembodimerd, BKbserver deviee guauthentmates
device 22 to acquire bionetrics data of user B, and
thenideptiyrafer iy hsed qn thebit seqleneps b the egisteation data and
.the prescribed rrerr'gﬂ%/ 5 device and the quality of
inaely slatarthad ere easmiilachiemmeach oluserdemainal devicesiiannd 1z,
in the nmenory device is checked. If registration data
Whﬁr%{?yeth@faccbl[%w Qfﬁ%”i‘%’!t'c\%lﬁn 5 U§§E500aﬂ1b$rﬁ'f‘lé'lﬂVﬁQ,and posing
inquiry data M that have. been cquired in th
at BIRer Y G TSGR, it H B Bantart AR PeEare feliAblY

' [ . dat | . ' N S,
pfe¥ghfed, S ARGt Befhiopt iRt EtRRnhg Hdnenf e B8;

q . I, . .

rSAREEd Brel F R R o R B A Byt feaE hiciching

e&th aﬁ@éerﬁeﬁﬁmaw@vic@@mfaﬂaqg_t!on partner (user A) to
PKI 4. t

server device ernatively, even when

registration data Rbo are poor quality data that do not
[onavg quality for use in matching, second user

term nal device 12 transmts registration data 15 Rb,

inquiry data My, and information of user B and the

c oAithouglaekxamplgsawénesshawrs gy thd)abiove Ri€iscabed érst de vourth

4. At this tine, second user term nal
embodiments in which each of PKI server device 4, first user terminal device
14, and second user terminal device 1, were of a configuration realized by a

processor that included a CPU for carrying out processing in accordance
with programs, PKi server device 4, first user terminal device 14, and second
user terminal device 1, are not limited to this configuration and may be of a
configuration for realizing the same functions as described above by means

of a plurality of LS| that include, for example, logic circuits and memory.
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device 12 may al so use PKlI public key S to encrypt the
data that are transmtted to conceal the information
that relates to user B. [0099] 20 The subsequent
processes are equivalent to the processes of Steps
Cl12-C25 of the third enbodi nent shown in FIG 6, and
expl anation of these processes is therefore here
omtted. [0100] 37 Accorq#Q%P{ the data comruni cation
nmet hod and system of the enbodi nent, as in the
third enbodi ment, PKI server device 4 authenticates

e hdont o3l by O bl ERRGROR'
ASPOLS 6PRS e B SGph FE  at
uSéerd that tr&@érﬁn%da{eee:ree%awby fUSR Wk anbhtbr Endtopting

with malicious intent can re reliably prevented.

shial duldifdn t@&hsrﬁi@@fo&%@re@bﬁb@%d@dhfaecdfhhfﬁlc%ifbﬁdhémﬁﬁ
can be realized even when registration data cannot be
cospdsing theatepeofmat ching in  each of user term nal
devices 11 and 12 10 [0101] Although exanples were
shown in the above-described first to fourth
enbo8tawining biamelics Watmohsaid LIBETS By usiag albiomasrias
first user term nal device and second user
ap@yipiting deyisgi feragquitiag @iqmetﬁlca data @uwlalphchmlpg@al zed by
pcessor,  that included a CPU for carr out
InfPrgRAtion oA USeisdiambean senvaTiad tomspenadl VAkIES er ver

device 4, first user term nal device it, and second
transmitting biometrics data, that have been acquired as inquiry data

for authenticating said users from user terminal devices used by said users,

to a server device;

determining by means of said server device whether the bit sequences
are absolutely identical for the inquiry data and registration data, which are
biometrics data of said users that have been registered in advance in a

database;

when the bit sequences' of said registration data and said inquiry data

are different, matching said inquiry data with said registration data; and

when said matching is successful, authenticating the user of the user

terminal device that transmitted said inquiry data as actually said user.
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user termnal device 12 are not limted to this
configuration and may be of a configuration for
realizing the sane functions as described above by
nmeans of a plurality of LSI that include, for exanple,
logic circuits and nenory. 38 ---- -- --- -- CLAIM
1. A data comunication nethod, said data

communi cation rmethod bei ng of the public-key -

Cryphogr aphy d*a¥é)80|fnﬂ’furﬁ(94tfbgq'%m ) CREHIRE 16 claiArs wiHErEin,

transmt and recelve data by way of a ne?vvork and for

WwABR NP bitR@qusatss grdad r&distrafdls FaRSas&8dnG e Rith e
sai d data conmuni cation rethod conprising the steps

defermir@by meankiciald servsedaévcoto baiathsoheslg idpntical, tige a
bi ometrics acquisition device for acquiring
regisirationi datadditiee Usenthatbsds thieoggarabrmihl denice thetti on of
sai d users has been converted to numerical val ues;
transm et saich incpliyrdata s sthaed jn a tiapsaddlisé inpwbicheaniaingd
as inquiry data for authenticating said users from
stgerd bioseirias dateeiniat eann@de wsetai d users, to a server
devi ce; determ ning by neans of said server device
whet her the bit sequences 15 are absol utely identical
for the inquiry data and registration data, which are
bi onetrics data of said users that have been

: . q .. dat abase: -~ N
Cequinces b defH HoPEGri Ry B RS riRGle Hifngh rprein:
data are different, matching said inquiry data with

sal gaifeRirdr @VidE) HAREE on®Hild inquiry data and said registration
data that have been received from said user terminal devices, uses a
prescribed function to calculate for each said user similarity informatiqn that
indicates the degree of similarity between said inquiry data and said
registration data; and said server device transmits to each user terminal
device the registration data of the user that uses that user terminal device

and the similarity information of the user that is the communication partner;

said user terminal device, based on registration data that have been
received and inguiry data that have been acquired using said biometrics
acquisition device, uses the same function as said server device to calculate
its own user's similarity information that indicates the degree of similarity

between said registration data and said inquiry data; and

said user terminal device, based on its own user's similarity information
that has been calculated and the similarity information of the user that is the

communication partner that has been received from said server device, uses
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20 when said matching i s successful, authenticating
the user of the user termnal device that transmtted
said inquiry data as actually said user. 39 2. The
data communi cati on nmethod according to claim1,
wherein, when the bit sequences of said registration
data and said inquiry data are determ ned by neans of
said server device to be absolutely identical, the

al @Bhmbhahh@broal 8ah of BRIdUAR téidhalé@icdd® deiRirate a
termnal device that 5 transmtted said Inquiry data

cemencn se&ret key forldeieddihg dath that dueChedgipan@iyped aidr ed

bi onetrics data that cannot be used. 3. The data
transmitte - fromathe mseh tendnaliafalicegot said lcammudnicaiiter panner.
sai d server device, based on said inquiry data and

said registration data that have been received from
said user term nal devices, uses a prescribed

function to calculate for each said user simlarity
information that 5 indicates the degree of simlarity .
bet wden sang qaﬁﬁq gomw@%tlcah@emehacwgmgtw Slaign d’&fﬁ%e'"
and said server device transmts to each user tern na

C habidaehts G RSistre Hhed sad Gedh Brminad pevioes are

SR TR el e iR A b b BTRE 4 Bvic i
séﬁ%s%trrt gﬁ%ﬁg%aeshhat have _been_ 10 recei ved_ and

rnquiry ave been acquired using said
bi onetrics acquisition device, uses the sane function

as $AldlseroENVEvicke \HaR8d Ich Sab Gidiyedath lahd Wi Pégiétrénon
simlarity information that indi cates the degree of

dstanhbahavey bebe rowsved AUsdsL@icstriibéd Ainctiah o eatukas d
inquiry data; and said user term nal device, based on
sinikarippimforseation indicating theydegrieerofeimiarity between said inguiry
data and said registration data for each of said users, and transmits to each

user terminal device similarity information for each of the users that are

communication partners;

each of said user terminal devices, based on régistration data that
have been stored in advance in said memory device and inquiry data that
have been acquired using said biometrics acquisition device, uses the same
function as said server device to calculate its own user’s similarity |
information that indicates the degree of similarity between said registration

data and said inguiry data; and

each of said user terminal devices, based on its own user's similarity
information that has been calculated and the similarity information of a user

that is the communication partner and that has been received from said
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15 that has been calculated and the simlarity
informati on of the user that is the conmunication
partner that has been received fromsaid server
device, uses 40 a comon function for each of said
user term nal devices to generate a conmmon secret key
for decoding data that have been encrypted and
transmtted fromthe user term nal device of said

SEVBHEVIEA st PRIHCHBH thaﬂ@ cémrﬁbﬁ’ t6l8héh 6PSANiseRteraiinal
met hod according to claimi, wherein: bionetrics data

debicéd® geredratd Aabnimen setikt ke fortdaovdirg datethaelsave been
stored In advance as registration data in a nmenory

edavypted dritbtransmitiedirahadhe mises tErchined elevicerafisaid
devices; 5 said server device, based on said inquiry

comtrwnicadiopgadinesgi strati on data that have been
recei ved, uses a prescribed function to cal cul ate
simlarity information indicating the degree of
simlarity between said inquiry data and said
registration data for each of sai d users, and
transmts, to each user termna |ce sim | a%n

| nf opmat | A8t FORUTIGRIN el SAIE data gogpynicat

i B 6 s i BT RGY coblid eﬁ&ai\t ol 3 FEh{iGno

oA A B B TR B A b
s&aHS T&J t%sﬁﬁgétﬁﬁ eHnBSr%Eebt"% %%‘fﬂ“—‘datfatﬂb?ﬁmgﬂméﬁoﬁ C”I‘hé‘»’thod

server evice to cal culate its own user simlarit

cam Hgﬁﬁﬁﬁ@%{éﬁg gfhat indicates the degree of simlari ty
bervee said registration data and said |an| ry data;

and
storing in advance biometrics data in which biological information of

said users has been converted to numerical values as registration data in
memory devices that are provided in user terminal devices used by said

UsSers;

using biometrics acquisition devices to acquire biometrics data of said

USEers;

transmitting said registration data and inquiry data, which are
biometrics data that have been acquired for authenticating said users from
user terminal devices, that are used by the users, to a server device by way

of a network;

determining by means of said server device whether data in which bit

sequence absolutely identical to inquiry data that have been received from
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each of said user term nal devices, based on its own
user's simlarity information that has been
calculated and the simlarity information of a user
that is the communication partner and that has been
received fromsaid 41 2 0 server device, uses a
function that is common to each of said user term na
devices to generate a common secret key for decoding
sdidtis el hermiRaMde ViR is Resantih edapsst fistavtsion cbathidg om
the user term nal device of said conmunication
rqyisterezt biohetAcsidata thatoanmictdld usedyet hod, said data
comuni cation rmethod bei ng of the public-key
cryptography type for both authenticating users that
t r amdventdaiadn mdvicki bib sequendsyabepjutely ideniicalde theainguiry data
encrypting said data for transm ssion and reception;
isgmtdaraaelﬁ e saidiapsed listh detarmining svhedhgrrdajr iy w&hl@ Bit eps
storln? i n advance biagnetrics data in whic
S%ﬁﬂéﬁﬂf@i ahnolytalyddnaiica to maistesedidatadhat hae Béé'ﬂ Peceived is

FRBRGH ) @i0aDeso R Aa: biogreiuaaa ot 6ach ber Rrfapeen
d d 10 usi bi t
reﬁ%}éf%qswr%ﬁ'aagéi %%% touzgaal re biuzlrrggri Icgnga{ Iaczf said

users; transmtting said regi stration data and inquiry

dat '
! ot i RS i e ot
dh@l i§ipaderdty bﬁﬁﬁia’chﬁ%e %&ﬁhéﬁﬁ;@nhg tﬁé‘ BsH6f the User derminal

server device y way of a network
device that has transmitted sald registration data and said mqulry data as

actually said user.

6. The data communication method according to claim 5, wherein,

when data in which bit sequence absolutely identical to inquiry data that have

been received from said user terminal devices is not present in said lapsed
list, the inquiry data is stored in said lapsed list by means of said server

device.

7. The data communication method according to ¢laim 5, wherein:

each of said user terminal devices matches inquiry data that have been
acquired by using said biometrics acquisition device with registration data that

have been stored in advance in said memory device; and
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determ ni ng by neans of said server device whether
data in which bit sequence absolutely identical to
inquiry data that have been received from 42 said
user termnal devices is present in a |apsed |ist
whi ch contains registered bionetrics data that cannot
be used; 20 when data in which bit sequence absol utely
identical to the inquiry data ‘is not present in said
| apgiesh tHestiserdsties Wker RemiMae tBeIceda hatHamtivhiceiadtually
sequence absolutely identical to registered data that
saithvsertigemenns of vaid matching sall registmtidatddia sedisaidvrigairy
bi onetrics data for each user have been registered in
datalarentrensraited26 saicbsemvat devioewhi ch bit sequence
absolutely identical to the registration data is
present in said database, authenticating the user of
the user termnal device that has transmtted said
registration data and said inquiry data as actually
sai d_user., 6. The data copmuni catjon f hod [

_ h ?Qcorglng
to cBaim3he EPMMURERIIOTYREEN QhasRAre AP ClalddHERer
iLdentical to inquiry data that have been
C%@ﬁ%@@&%rsg%sséﬁd user term nal devices is not
present in said |apsed list, the inquiry data is

Stoﬁgg—::rir@?iﬁairt])g rh%?ﬁ?gf ééiabs@’%m vig itﬂatc’:edgi‘l’sqrat%n

devi a conmmunt catl on e accor ng to

d&izathat ﬁavé’"ﬁ@éﬁisfbged Wﬁﬁ\é%{%esiﬂi iy ﬁ‘?émg@a dB\f@ds zgr%"daﬁ& of

mat ches 1 nquiry data t ave peen urre Yy using

8 GuAlitP Rt chfRoBISEIUbSd tri Nice wWith registration
pdatéiahth}gt have been stor@??ﬁ %’dvance in said nmenory

devi ce; and |
when said registration data are not said data of poor quality, matching

inquiry data that have been acquired by using said biometrics acquisition
devices with registration data that have been stored in advance in said
memory devices; and when the user of a user terminal device has been
-authenticated as actually said user by means of said matching, transmitting

said registration data and said inquiry data to said server device;

when said registration data are said data of poor quality, transmitting

said registration data and said inquiry data to said server device.

9. The data communication method according to claim 5, wherein:

based on said inquiry data and said registration data that have been

- received, said server device uses a prescribed function to calculate for each

of said users similarity information indicating the degree of similarity between
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43 5 when the user of the user term nal device is

aut henticated as actually said user by neans of said
mat chi ng, said registration data and said inquiry

data are transmtted to said server device. 8. The
data communi cati on nmethod according to claimb5,
further conprising the steps of: determ ning by neans
of said user termi nal devices that registration data

shitiihquify 8al2esid saidregdistratias datcand frapsinits 18 @REN user
devices are data of "5 poor quality that cannot be

tersretalidevice ibei sigilariyenfosmation ef usérsathabaredihbacommunication
sai d data of poor quality, matching inquiry data that
phexersheen acquired by using said bionetrics

acquisition devices with registration data that have
been stored in advance in said nenory devices; .and
whehasad ondbe registatiersdatecthat have Been storegdn pevanceoin said
aut henti cated as actually, said user Qé/q nmeans of sal .d

n?%ﬂ‘é’h(ldﬁj’”&@%gmth@|'W'VY§Bt%Ith¥dlaé@r noAcqities ysing
AR et Bt o ad Bt oo
tt

ol SRR aS P S e AR o et A3

iR PSP Ites heauBhy PRy e e RAS,
d bed

BB PRI IATe Tor cach of ""32{ Ssﬁé'eri

simlarity information indicating the degree of

si Mphasd by ke WE eBerdd sinikaityinforatation Wat Bagbeen abitulated

registration data and transmts to each user

and the similarity information of the user that is the communication partner

that has been received from said server device, each of said user terminal

- devices uses a common function for each said user terminal device to

generate a common secret key for decoding data that have been encrypted

and transmitted from the user terminal device of said communication partner.

10. A data communication system, said data communication
system being of the public-key cryptography type for both authenticating
users that transmit and receive data by way of a network and for encrypting
said data for transmission and reception, said data communication system

comprising:

user terminal devices: that are used by said users, that are each

provided with a biometrics acquisition device for acquiring biometrics data in
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termnal device the simlarity information of users
that are the comunication partners; based on the
registration data that have been stored in advance in
said nenory device and on the inquiry data that have
been acquired by using 10 said bionmetrics acquisition
devi ce, each of said user term nal devices uses the
same function as said server device to calculate its

whigh bisiegical ifefmaaiontof saidlisemeidbedrhesnventdidctatrasétical
degree of simlarity between the registration data
valuds,ithgueach dse saiddriomeaiscaauisitien dewicesequise biometrics
simlarity informati on that has been cal culated 15
datadbftusers iand that egch ransmiitthe biahetrice dateethat have ibeerihe
communi cation partner that has been received from
aciedsay ingrinyg datector agthantieptisgisgidgears:@idr nal
devi ces uses a common function for each said user

e g S0 R T RaBSEL 1 Wi
SEHRE e A B o
oS B gAY O B B AP Bl
d%ﬁ@e&%ﬁh%@@sﬁﬁt%hggﬂi z{]egﬁ:%h)ﬁs Q%?igt}%giﬁéﬁ?p&ﬁ data and the

rk an encr sal d da ansm ssSi on

ingg He A beol&@iﬂd&%cﬁl;%ﬁ@ﬁ’ HeBi Fﬁgttjéﬂ’cﬂsedﬁsaﬁi

nprising: user terninal devices: at are used by
regRitchtidhiata aht dhickingurRelta Breodiffdasht Wnabchrestizadreiquings
acqui sition device for acquiring bionetrics data In
data with said registration data; and when said matching is successtful,
authenticates the user of the user terminal device that transmitted said

inquiry data as actually said user.

11.  The data communication system according to claim 10,
wherein said PKI server device is provided with a lapsed list in which
biometrics data that cannot be used are registered; wherein, when the bit
sequences of said registration data and said inquiry data are determined to
be absolutely identical, the registratioh data of the user that uses the user
terminal device that transmitted said inquiry data are registered in said

lapsed list.
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whi ch bi ol ogi cal information of said users has been
converted to nunerical values, that each use said

bi onetrics acquisition device acquire biometrics 10
data of users, and that each transmt the bionetrics
data that have been acquired as inquiry data for

aut henticating said users; and a PKlI server device
that: is provided with a database in which are

regi geer ethiniatal campsurieglicrt syatémnaodatding W climarg

bi ometrics data of said wusérs; upon receiving said
whegeinry data from said user term nal devices, 15

det ernmi nes whether or not the bit sequences of said
registration data and the inquiry data are absolutely
i desaidcBKI seinendeviee hasaskon saiddequiry datacand said registration
registration data and said inquiry data are different,
datg baébava baen reraysd framt saidiuser taiminal sgvinesatisesn a

dat a; d when said matching is syccessful, . . )
PERRCHIRRE MUnGLOB tojca el T6F sarl of saf Usernpimileribeipfergnation

e T T

Il P ol PR eSSl RGO fRta SF e

uE&Rat ubss ﬂ‘%‘?ﬁs@f fermitdl %‘e@[c%dand"ﬁ’\%rs‘?rhﬂ%ritWIﬁ@rﬁﬁﬁoﬁ ok the
sequences of sard registration data an ard inquiry
regi stration data of user that uses the user
degesisad device that transmtted said inquiry data are
registered in said l|apsed list. 46 12. The data
comuni cation system according to claim10, wherein:

each said user terminal device: based on registration data that have

US@ Pafisand %bﬁgﬁﬂ]megﬁérfﬁgnﬁ@r 08l e by tHASRE} E#hindihe

been received from said PKI server device and on inquiry data that have
been acquired using said biometrics acquisition device, uses the same
function as said PKI server device to calculate its own user's similarity
information that indicates the degree of similarity between the registration
data and thé inquiry data; and, based on its own user’s similarity information
that has been calculated and the similarity information of a user that is the
communication partner that has been received from said PKI server device,
uses a function that is common to each of said user terminal devices to
generate a common secret key for decoding data that have been encrypted

and transmitted from the user terminal device of said communication partner.

13.  The data communication 'system according to claim 10,

wherein:
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said PKlI server device: based on said inquiry data and
said registration data that have been received from
said user term nal devices, uses a 5 prescribed
function to calculate for each of said users
simlarity information indicating the degree of
simlarity of said inquiry data and said registration
data; and transmits to each user termnminal device the

r egisald PKI serveatiavieé: bdied ofs saidlinglinte8& éﬁtﬂ&a@&@@ustraﬂon
termnal device and the sinmlarity information of
dateethat have beeh ecaioaartroncedid asep tartrimdl deviddse uss@a of
that user term nal 10 device; and each said user
preschbad furidioinde: catedate foneastysaitruser simiftritya infoanaticoy e
_been received fromsaid PKI server device and on
indigaiingythe gegreeat simikasty betweensaid inswiny siatgy asdisaid

bi. ometrics acquisition device, uses the sane function

registeation datp, aud Wrapsinisite each usar taiminal devicedhe sirailarity

.simlarity 15 informati on that i ndi cates the degree of
oA OB AL LI e B iaaton payines ok e Vs of that

and, based on its own user's simlarity
u#%c% 'hé@?@%wb?h%'?d has been cal cul ated and the
simlarity information of a user that is the

congyg) saga|gma%¢&émaa;tmc4},unc R SRS ALY

PKI "server device uses a ion

fo?%?d“rir%f, ir?éﬂ@ar\iegés Fﬁgéﬂdﬂ;co Eﬁmtt 5283%%%}&@*[ use

comon secr et at a t ave been
thenedey I@érﬂ@inaﬁd@héésﬂ bRk td?ﬂe@ fs%’@hbﬁ Qs ﬁ‘iat‘i'\%rv@ Ué%'n stored
devi ce of said cormunicati on partner. 13. The data

T e a PR Seruer devi eepasLqoy ot rﬁ‘?&’?fb?e?;{‘a
aequiresidhydusingisaid hibnweirics acquisition device, uses the same function
as said PKI server device to calculate its own user’s similarity information
that indicates the degree of similarity between the registration data and the
inquiry data; and based on its own user’s similarity information that has been
calculated and the similarity information of a user that is the communication
partner that has been received from said PKI server device, uses a function
that is common with each of said user terminal devices to generate a

common secret key for decoding data that have been encrypted and

transmitted from the user terminal device of said communication partner.

14, A data communication system, said data communication
system being of the public-key cryptography type for both authenticating

users that transmit and receive data by way of a network and for encrypting

48




10

15

20

25

data that have been received fromsaid user term nal
devi ces, uses a 5 prescribed function to calculate for -
each said user simlarity information indicating the
degree of simlarity between said inquiry data and

said registration data, and transmts to each user
termnal device the simlarity information of the

user that is the conmunication partner of the user of
stidalata fereradgphigsionlandeecegiionyhid BarRAedmaiuntditien &ysfem
termnal devices: is provided with a nenory devi ce
comprisingr i ng, in advance as registration data,

bi ometrics data of users that use the user term nal
devi ces; based on registration data that have been

st oueer termirsd devicesi thakaicdeachmosgd by sakuserd; that are each
i nqui ry data that -have been acquired by using said
prgvidhast witl & biemetrigstacsiisitéan deyice fersaaduésingabientatines data in
15 as said PKI server device to calculate its own )
whighybiglogiaal idermatiqnafsaiditsens havedeeemepraried toqwmerical
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server device, usSes a func
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have been encrypted and transmtted fromthe user
t er gipAl sefear dicd: tivaiisl prvidad WaR! b QR taRIdenA whiditthed
data conmuni cati on system said data comruni cation

. bisysitdes datang ezichtidieaplibéérs-dee Yegisipeo df atlundesy padfor

both authenticating users that transmt and receive
lagaea listyinwetyiclo bicmetatswlata tat chonotdree uyed Bregretfistered; that,

upon receiving said inquiry data and registration data from said user terminal
devices, determines whether data in which bit sequence absolutely identical
to inquiry data that have been received from said user terminal device is

present in said lapsed list; that, when data in which bit sequence absolutely

identical to said inquiry data is not present in said lapsed list, determines

whether data in which bit sequence absolutely identical to registration data
that have been received from said user terminal device is present in said

database; and that, when data in which bit sequence absolutely identical to

- registration data is present in said database, authenticates the user of the

user terminal device that transmitted said registration data and said inquiry

data as actually said user.
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said data for transm ssion and reception, said data
comruni cation system 5 conprising: user termna
devices: that are each used by said users; that are
each provided with a bionetrics acquisition device

for acquiring bionetrics data in which biologica

i nformati on of said users have been converted to

nuneri cal values, and a nenory device for storing the
bi omgkr i cYhdalada ebrithgisatich é%ét@ﬂvmiﬁg 6 eipt 14t 1 on
data; and that each use said bionetrics acquisition
wirreiogwhen aladau i whichebibsequenceabsdaitely ddentivat to imgdiry data
transmt bionetrics data that have been acquired as
thatchaveybadat received drarh said usdritegminal devise issnotardsentRkisaid
server device: that is provided with: a database in
lagsiecHist,said BiKb setver devidatsiorels thadiquify dedd dn asgigrispsedlist.
regi stered in advance, and a 15 lapsed list in which

bi onetrics data that cannot be used are registered,
that, upon receiving said inquiry data and
registration data fromsaid user term nal devices,
deter i nes, whether data in which bit sequence.

absol'ft ol y PAER FRamuRigaion SYSTom ARCardiHaTo FEYE Heen
mﬁ%ﬁ%hved fromsaid user termnal device is present in
saild | apsed list; that, when data in which bit

sequence absolutely 20 identical to said inquiry data

s %%Fedr @éﬁﬁgﬂ'ﬁlﬂb\%?@hé’%hém Rihtbh ﬁﬁuirg?a?éljfﬁarls%ve been

whet e \ bi't sequence’ a e
ab&ﬁi?éd Gﬁh?ts@id Bidhidified ‘a@cﬁhigiﬂbﬁ deV%@twiﬂﬁBé%ié%%ﬂﬁm data that
received fromsaid user termnal device I's present in

hagé beefateredse adaancd medaid Wiemopadevidd).anghi ch bit
sequence absolutely identical to registration data is

present in said database, authenticates the user of

t he wienuberusiee ohanesier temiinal ddvide hasbsen auteerdiaated as

registration data and said inquiry data as actually
aghiadly saisk user by means of said matching, the user terminal device
fransmits said registration data and said inquiry data to said PKI server

device.

17.  The data communication system according to claim 14,

wherein each of said user terminal devices:

determines whether or not registration data that have been stored in
advance in said memory device are data of poor quality that cannot be used
in matching; when said registration data are not said data of poor quality,
matches inquiry data that have been acquired using said biometrics

acquisition device with registration data that have been stored in advance in
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49 15. The data communi cation system according to
claim 14, wherein, when data in which bit sequence
absolutely identical to inquiry data that have been
received fromsaid user term nal device is not present
in said |apsed list, said PKI server device stores
the inquiry data in said lapsed |list. 5 16. The data
comuni cation system according to claim 14, wherein
saRi MehRey dbeicE Aad wihewi the BiseAsNtheRisah teidinkl dewed B
that have been acquired using said bionetrics
aathmtisatiedars aietuhl@ct?esaiﬂmer byinsédras ofognid atatching] trafsrhiy e
been stored in advance in said nenory device; and when
salteregistration dataiaad saet imgoey detviccsaidh #4<I lseerer device; and
aut henticated as actually said user by neans of said
mat chi ng, the user termnal device transmts said

" r eghien=aaid regisratiomdaieaare saithdateyofdana qualityatransits said

server device, 10. 17. The data conmuni cati on system
registrtiandataand saichinquiry dagie te paideserrersiedes-d user

term nal devices: determ nes whether or not

regi stration data that have been stored in advance in
said nmenory device are data of poor quality that
cannot be used 5 in matching; when said registration

¥ naui By " Tfie R Poibighich e Besbiiund TP £8F 14,

trics acquisition device with registration data
that have been stored in advance in

said PKI server device, based on said inquiry data and said registration
data that have been received from said user terminal devices, uses a

prescribed function to calculate for each of said users. similarity information

~ that indicates the degree of similarity between said inquiry data and said

registration data, and transmits to each user terminal device the similarity
information of the user that is the communication partner of the user of that

user terminal device; and

each of said user terminal devices: based on registration data that
have been stored in advance in said memory device and inquiry data that
have been acquired using said biometrics acquisition device, uses the same
function as said PKI server device to calculate its own user’s similarity
information that indicates the degree of similarity between the registration

data and the inquiry data, and

based on its own user’s similarity information that has been calculated

and similarity information of a user that is the communication partner that
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50 said nenory device; and when the user of the user
termnal device is authenticated as actually said
user by means of said matching, transmts 10 said
registration data and said inquiry data to said PK
server device; and when said registration data are
said data of poor quality, transmts said

regi stration data and said inquiry data to said server
hesbieen.reddived rendadid RIdsBvércddvicy) LBes leecormeopr fdhodpr for
claim 14, wherein: said PKI server device, based on
eael daidugeritgrnoiatbdevick Bageherats atcoatmom sedat ey fart
have been received fromsaid user term nal devices,
daeeding datpthet bave bgenencrypded enddeansmitied frioor theadserof
said users simlarity information that indicates the
teyainal deyfceseimaid eomypieatioanpariial. i nqui ry data and
said registration data, and transnmts to each user
term nal device the simlarity information of the
user that is the comunication partner of the user of
that wuser term nal device; and 10 each of said user

term gal Vi ces, S . registrati a t .
e AR R A Gl s Ble pc
DM ; [ .
B et B itBhioatEl sl et R CH P LR e o
AP . . s
OF kI 7 PHE Rl <6f dfatdl FahiRsldria fedhfbn.
s&idr¥eradr davidesomapiisingle regi stration 15 data and the
inquiry data, and based on its own user's simlarity
informati on that has been calculated and simlarity
I nf ardaia istovage davige @rovided with 4 Hatabasemiwdddh wgistration
partner that
data are registered in advance, these registration data being biometrics data
in which biological information of said users has been converted to numerical

values; and

a processor for: upon receiving inquiry data, which are biometrics data
for authenticating a user, from a user terminal device used by a said user,
determining whether the bit sequences of said registration data and the

inquiry data are absolutely identical; when the bit sequences of said

~ registration data and said inquiry data are different, matching said inquiry

data with said registration data; and when said matching is successful,
authenticating the user of the user terminal device that transmitted said

inquiry data as actually said user.

20.  The server device according to claim 19, wherein:
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51 has been received fromsaid PKI server device, uses
a common function for each said user term nal device
to generate a common secret key for 20 decodi ng data
that have been encrypted and transmtted fromthe user
term nal device of said communication partner. 19. A
server device for realizing data conmuni cation of the
public key type for both authenticating users that

t r angd Hawora?@edewcéi%tfanhér providedf with BeapEEigtigr f or

encrypting said data for transm ssion and reception,
registérisgrbiemethiisi data SutivaindonBe Used; giad a st orage devi ce
provided with a database in which registration data
are registered in advance, these registration data

bei nhdsi eaidtprocssseateaterininethihat the bit sgiuencasrdfaaitht i on
of said users has been converted to nunerical val ues;
regigtratigt datesant saiginquipodatasreiabsatytelyddgnticati said

which are bionetrics data 10 for authenticating a
PiREassof pighethes@gistiation sata @éthe-eserdbat usesdhedisgr igraninal
det erm ni ng whether the bit sequences of said
dﬁgﬁ’@§glﬁhﬁr?'%?f”'§§9§%@qf‘ﬂ¥ dai*@]ﬁlﬁ@'a?%%ﬁeﬁl liste absolutely
‘identical; when the bit sequences of said

regi stration data and said inquiry data are different,
matching said inquiry data with said registration
data; and when said matching is successful, 15

aut hegt i cai,| d .t j : hce

t hat @?fang?nbﬁ%é&dé}?al ﬁ ?‘%’6%@ tﬁ% e{ma?’%ﬁgﬂd%{gai d
pHSRissor0. The server device according to claim 19,
wherein: 52

based on said inquiry data and said registration data that have been
received from said user terminal devices, uses a prescribed function to
calculate for each of said users similarity information that indicates the

degree of similarity between said inquiry data and said registration data; and

transmits to each user terminal device the registration data of the user
that uses that user terminal device and similarity information of the user that

is the communication partner of the user of that user terminal device.

22.  The server device according to claim 19, wherein said

processor:

- based on said inquiry data and said registration data that have been

received from said user terminal devices, uses a prescribed function to
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- said data storage device is further provided with a

| apsed list for registering bionetrics data that
cannot be used; and when said processor determ nes
that the bit sequences of said 5 registration data
and said inquiry data are absolutely identical, said
processor stores the registration data of the user
that uses the user terminal device that transmtted

carufhié feHedch dfadeid U@e@%nﬁﬂhﬁﬂ?ﬁ%rr’néﬁén el lncT Bstesqhyer
devi ce according to claim 19, wherein said processor:

degssdofosimilaily between saltbinquinp daseast s&idi reblskiation dded; and
that have been received fromsaid user tern na

devi ces, uses a prescribed function to 5 calculate for
eac rapbmitaitd easbuses terivlinalideyiderthersimtlanty infoathation of the

i ndicates the degree of simlarity between said
upeiitie is thatcemmunication pagnet otthearsed af thatasér terminal
transmts to each user term nal device the
dpwgbstration data of the user that uses that user

. terminal device and simlarity informati on of the user

that is the conmmunication partner of the user of that
user term nal device. 10 22. The server device
according to claim19, wherein said processor: based

nave2eer oGRS BEleAR B8 A RARORSF B0t
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simlarit
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said registration data;
receptlon said server device comprising:

a data storage device provided with a database in which are registered
in advance registration data, which are biometrics data in which biclogical
information of said users has been converted to numerical values, and a

lapsed list in which are registered biometrics data that cannot be used; and

a processor for: upon receiving, from a user terminal device used by a
said user, inquiry data that are biometrics data for authenticating the user
and registration data that are biometrics data that have been registered in
advance in said user terminal device, determining whether or not data in
which bit sequence absolutely identical to the inquiry data that have been
received from said user terminal device is present in said lapsed list; when

data in which bit sequence absolutely identical to the inquiry data is not

“present in said lapsed list, determining whether or not data in which bit

sequence absolutely identical to registration data that have been received
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transmts to each user termnal device the simlarity
information of the wuser that is the comunication
partner of the user of that user term nal device. 10
23. A server device for realizing data comruni cation

of the public- key cryptography type for both

aut henticating users that transmt and receive data
by way of a network and for encrypting said data for
fronaesidi ussr dernaingl devicetpresentdaisdiccéatabaseieand®hen data in
conprising: 5 a data storage device provided with a
wihi¢habih sequenaehalodolatety idegiice éo etk rdgisteatioardada is present in
regi stration data, which are bionetrics data in which
spiddaigbase, authentioating dine usersefi the wser terrdsaldiesice that
converted to nunerical values, and a lapsed list in
tranpRtas saif dgaistratien dateomd saigdnauinadataas actualy sajd user.
used; and a processor for: upon receiving, froma user
termnal device used by a 10 said user, .inquiry data
that are bionetrics data for authenticating the user
and registration data that are bionetrics data that

i el i e
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sequence absol ufe enti cal nquiry

p%ssﬂﬁé%th@ﬂné@rﬁdéﬁﬂﬁ%ﬁ:d lebbed fist er m ni ng whet her
or not data in which sequence absolutely

identical to regist ratl on data t hat have been received
54 fromsaid user term nal device is present in said
dat abase; and when data in

25.  The server device according to claim 23, wherein said

processor:

based on said inquiry data and said registration data that have been
received from said user terminal device, uses a prescribed function to
calculate for each user similarity information indicating the degree of

similarity between said inquiry data and said registration data; and

transmits to each user terminal device the similarity information of the
user that is the communication partner of the user of that user terminal

device.

26. A program for realizing, by means of a computer, data

communication of the public-key cryptography type for both authenticating
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whi ch bit sequence absolutely identical to the
registration data is present in 20 said database,

aut henticating the user of the user term nal device
that transmtted said registration data and said
inquiry data as actually said user. 24. The server
devi ce according to claim 23, wherein when data in

whi ch bit sequence absolutely identical to the inquiry

udatsathiah tranbaiteandereseive elzta b dvdy o asivwbri e drxypting said
device is not present in said |lapsed list, said

dpteotos SamsnEssior and heceptipn, mhetdeinasaich peajraml ceused shidst .

5 25. The server device according to claim 23,

campuemosxegutepprocessas of: based on said inquiry data

and said registration data that have been received

fromsaid user term nal device, uses a {)rescri bed _

f unNESHSaig compaterierpve ororaeser ietaringl drvieas wsed by said

informatiop.indjcating,the degree,of simlarit )
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. aism.t.s to.each user termnal device. the )
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V@ggguni cation partner of the user of that user

erm nal device. 10 26. A program for realizing, by
means of a conputer, data communication of the
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reception, wherein said program causes sai
that have been registered in advance in a database;

when the bit sequences of said registration data and said inquiry data

are different, matching said inquiry data with said registration data; and

when said matching is successful, authenticating the user of the user

terminal device that transmitted said inquiry data as actually said user.

27.  The program according to claim 26, wherein said program

causes said computer to further execute processes of:

when the bit sequences of said registration data and said inquiry data
are determined to be absolutely identical, storing the registration data of the
user that uses the user terminal device that transmitted said inquiry data in a

lapsed list in which are registered biometrics data that cannot be used.
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5 conputer to execute processes of: when said conputer
recei ves, fromuser term nal devices used by said
users, inquiry data, which are bionetrics data for

aut henticating the users in which biologica
informati on of the users has been converted to

nunmeri cal values, 10 determ ni ng whether the bit
sequences of the inquiry data is absolutely identica
to tB&t off heagiogtarataceording to claim @8, aherdin eait piogsam
data of said users that have been registered in
Cauisesnsaid comgputirttafatieer eleouie prodestes efjluences of sai d
regi stration data and said inquiry data are
different, matching said inquiry data with said

r egP3sedon Saiciiaayiry date asd apishregigtiationdela thatihave been
successful , authenticating the uyser of the user
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to further execute processes of: based on said inquiry

deldtea and said registration data that have been
received fromsaid user term nal devices, using a
prescribed function to

29. The program according to claim 26, wherein said program

causes said computer to further execute processes of:

based on said inquiry data and said registration data that have been
received from said user terminal device, using a prescribed function to
calculate for each of said users similarity information indicating the degree of

similarity between said inquiry data and said registration data; and

transmitting to each user terminal device the similarity information of
the user that is the communication partner of the user of that user terminal

device.
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5 calculate for each of said users simlarity
information indicating the degree of simlarity
between said inquiry data and said registration data,;
and transmtting to each user term nal device the
regi stration data of the user that uses that user
termnal device and the simlarity information of a
user that is the comunication partner of the user of
t hat 3gser Atgbgiarakor rbRligiaY ] BEmedds of Recdhpdiefata
according to claim 26, wherein sai d program causes
comimlricationt efrthe public-kbg crptegtaphy pyses 25 $xth alithahtisatihg
on said inquiry data and said registration data that
usersdhacitansmit ant veceie dats by svaysdra netwairk ahd devérarypting
using a prescribed function to 5 calculate for each of
saididata fertsanamissianiang receptiomtsaithpraglamatausing seid
degree of simlarity betmeen said inquiry data and
C%P%*é@l%@@‘&@lmﬁc%?aﬁ% ofand transnmitting to each user
termnal device the simlarity information of the user
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received from said user terminal device are present in a lapsed list which

contains stored biometrics data that cannot be used;

when data in which bit sequence absolutely identical to the inquiry data

is not present in said lapsed list, determining whether or not data of a bit

sequence absolutely identical to the registration data that have been

received from said user terminal device is present in said database; and

when data in which bit sequence absolutely identical to the registration
data is present in said database, authenticating the user of the user terminal
device that transmitted said registration data and said inquiry data as actually

said user.

31.  The program according to claim 30, wherein said program

causes said computer to further execute a process of:
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by a said user, inquiry data that are bionetrics data
of the users and registration data that are
bi onetrics data that have been registered in advance
in said user term nal devices, determ ning whether or
not data of 10 absolutely identical bit sequence as
the registration data that have been received from
said user termnal device are present in a |apsed |i st
whi @fhencddithah dicH Bit 88gbeihbddgteflAiddntitatto ‘t’ﬁ’é‘ ﬁﬂhlrp%lata
used; when data in which bit sequence absol utel
thaimavedmlentreceivedlfmnl isald usdraermipan@évies @@é&ehﬂm&ﬁildi
| apsed |ist, determ ning whether or not data of a bit
lapseddigt) @&Umgawdllmmmtwdatden saicklapsed tistby mgiant oésaioh
data that have been received fromsaid user term nal
S@Rer gevice. present in said database; and when data in
whi ch bit sequence. absolutely identical to the
registration data is present in said database,
aut henticating the user of the user termnal device
that transmtted said registration data and said

a_as actua ser.

raumpy ThE riowat BoaineiecTaim el Sihersin seidiasam
.saj f h f:
oG Bt filinb DoX e BladRSERbE, 5 Br o0ess ©

identical to the inquiry data that have been received

| LoBLSEY Bn $3R] bl UBR o bakFielofRliBA Wita R then

| apsed |1 st, stor sal ta 1n sal

rédeﬁﬁedh‘Vmﬁ%@tibSué?ér t&ﬂhﬁl\al aevikes, q gepreé”@nbe%n%&gf@m
according to claim 30, whereln sa program causes
caleuldtecfomeathof said usdrb @imBARe WierRasie FRRSatPly the degree of

similarity between said inquiry data and said registration data; and

transmitting to each user terminal device similarity information of the
user that is the communication partner of the user of that user terminal

device.

33.  Aterminal device used by a user for transmitting and receiving
data that have been encrypted by means of public-key cryptography by way

of a network, said terminal device comprising:

a biometrics acquisition device for acquiring biometrics data in which
biological information of said user has been converted to numerical values;

and

59




10

10

15

based on said inquiry data and said registration data
that have been received fromsaid user term na

devi ces, using a prescribed function to 5 cal cul ate
for each of said users simlarity information

i ndicating the degree of simlarity between said
inquiry data and said registration data; and
transmtting to each user termnal device simlarity

i nf a1 prRIdeeBoOfor UBMgUSHE bidiabtrics abHﬁisﬁ%%Uizﬁ%f\ﬂ égégquirf 0

partner of the user of that user term

B@methicsedata ohthalayécend Beasmittiey tHeehiohRitridd daaniHst hade
and receiving data that have been encrypted by means
hefenmdojuirediesyinquiyy tater fap aytHeywtiestingbaid useir \Wwor&kservat device.
term nal device conprising: a bionetrics acquisition
device for acquiring bionetrics data in which 5

bi ol ogi cal information of said user has been converted
‘to nunmerical values; and 59 a processor for using
said_hbio rics acquisition device to acquire ]

bi om&ftr i cs NgdeEMBRl dRwce SeFoisiing to elanidt: whgreinsaid

©bio rics data, that have been acquired as inquiry
PRRERp

br aut henti cat | ng said user, to a server device.
10 34. The term nal device according to claim 33,
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t hat have™been
received from said server device and inquiry data that have been acquired

using said biometrics acquisition device, uses a prescribed function to

calculate its own user’s similarity information that indicates the degree of

~similarity between said registration data and said inquiry data; and

based on its own user's similarity information that has been calculated
and similarity information of a user that is the communication partner that
has been received from said server device, uses a function common to each
of said terminal devices to generate a common secret key for decoding data
that have been encrypted and transmitted from the terminal device that is

used by said communication partner.

35.  The terminal device according to claim 33, further comprising a
memory device for storing in advance as registration data biometrics data of

its own user that uses said terminal device, wherein said terminal device:
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5 received fromsaid server device and inquiry data

t hat have been acquired wusing said bionetrics

acqui sition device, uses a prescribed function to
calculate its own user's simlarity information that
indicates the degree of simlarity between said

regi stration data and said inquiry data; and based on
its own user's simlarity information that has been

cal dasatiesh refistentionata kieatiHavel éer setddif Rivatct$€6aid
that is the communication partner that has been

mayoerywaevice and saquirysiata dhatdenieciseeniaeguired weing saidl
conmon to each of said terminal devices to generate a
bicineisias aequisitioneleviar, uses adiregcdaedfurictien thaaleulzte its own
encrypted and transmtted fromthe term nal device
ugais sindilarily isdonsyation that indinates the degneerafsimilarity bebveen
The term nal device according to claim 33, further
sgigseistiatign sataang spiciieauine dats; andori ng i n advance as
regi stration data bionetrics data of its own user
t ha said term,nal .deyic erejn said term nal
o padBa g Gt TSP S b o aiircinah Bas Peob cBiaipted
b - S0 ' . vice and inquiry
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cal c ted 10 and simlarity information of a user

devies that is beed bymsaid c@hhmmimrdnrkﬁrtrté?at has been
recei ved fromsaid server device, uses a function that

IS commmon
36. The terminal device according to claim 35, wherein said

processor:

determines whether or not the registration data that have been stored
in advance in said memory device are data of poor quality that cannot be

used in matching;

when said registration data are not said data of poor quality, matches
inquiry data that have been acquired using said biometrics acquisition device
with registration data that have been stored in advance in said memory

device; and

when the user of the terminal device has been authenticated as
actually said user by means of said matching, transmits said registration data

and said inquiry data to said server device.
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to each of said term nal devices to generate a common
secret key for decoding data that have been encrypted
and transmitted fromthe term nal device that is used
by said comunication partner. 36. The term nal device
according to claim35, wherein said processor:

determ nes whether or not the registration data that
have been stored in advance in said nenory device are
dat a3@f pohe tewaihial devibaaceanigg tdosaim B6e@herein when said
mat chi ng; when said registration data are not said
refistratn gatarare said tata ofgiotheialityn qaidrprodedsor tifamisiiaveaid
been acquired using said bionmetrics acquisition device
registraticegdiatarend said daguiryt data thsaie dereer déviced in
advance in said nenory device; and 10 when the user
of the term nal device has been authenticated as
actual ly said user by neans of said natching,
transmts said registration data and said inquiry
data to said server device. 61 37. The term nal device
according to claim 36, wherein when said registration
data are said data of poor quality, said processor
transmts said registration data and said inquiry
data to said server device. 62
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