1 APR 2005 A SYSTEM FOR ENSURI NG ENCRYPTED COMVUNI CATI ON  AFTER HASBOZER
FI ELD OF THE | NVENTI ON The present invention relates generally to an
integrity protection in a tel econmunications network. BACKGROUND OF THE

| NVENTION A third generation nobile comunications systemis in Europe 10
- nanmed UMIS (Uni versal Mbile Tel econmuni cations Systen). It is a part of
the International Tel ecommuni cations Union's | MI-2000 system UMIS/ | M-
2000 is global wireless multinedia systein which provides higher transm s-
sion speed (2 Mit/s) than the existing nobile networks. FIG | shows with
a sinplified block diagrama GSM (d obal Sys- 15 tem for Mobile

communi cations) net A SYSTEMaFORTENSIURING. ENCRYRTED COMMUNICATHONt wor k

are user _teﬁt%ni@gﬁ??gha network part that com prises the GSM base
station subsys and the UMIS terrestrial radio access network
UTRAN 101 (which is a wideband nultiple access radio network currently

bei ng specified in FH@@PTHFIN\?EIS?@QM i on Partnership 20 Project)) and
o Interfa

a core network CN 104. The ra | ce between a user . term pal ,and the
UTRAN is2cal'l ed Uu ah8 Rrgeentinentireraidenasnerally tommniatesiy R’ﬂ‘@cg@ Hore
network is gakeleedmmunicéitonshetiorke bet ween the GSM base station subsystem
BSS and general packet radio service GPRS core network is called Gb and
‘interface between the GSM base station subsystem BSS 25 and GSM core
networks is call ed BACKERMINDIQF HRINVENTION nul ti-node  termnal s,

whi ch can operate ugi t radi s~ EC Oi<e ] hi s
exanpl e UMIS and GS% H%ﬁ:bﬁh‘%&ﬁ%%??@?@%?hgn t\/\%@kiss,u E’ugo s%em;
RNS 1021€ hatnafmad HMTS gdeiversal MobilggTeJepempmications, aystemrNids 8028 8hd one

or nore nodese téMRitioRAIOTEetdmMMURidationdrUhidhey IMIT-200et syaedin! WNTSINERS i s
called Iur.égﬁ i nt rflaci? bet we&\lg trae user terrin nal ag sthri\% M l?ﬁa.lsg
station sub d i %‘Fﬁf)l@ TG99 SYR& 5‘"\% SreYess . Base
- .station subsistspadaS3 Mbivs) than thie exigtirnganebie actveorksontrol | ers BSC 106 and
Ry 2" L FhPRs R eSS RS S ot Byt
node SGEN, & 86 M@tﬁ%op@mur@@aﬂqr@)mwo%taﬁdt%@W& NERRTS. dbEeldimet -
works - UTRANASNS BeShetVerk 2pe RFtehhmaleton nd enhbBbR pAD that eaipb
‘prises the GSM base station subsystem BSS 105 and the UMTS terrestrial
radio access network UTRAN 101 {which is a wideband muiltiple access radio
network currently being specified in the 3GPP (Third Generation Partnership
20 Project)) and a core network CN 104. The radio interface between a user
terminal and the UTRAN is called Uu and the interface between the UTRAN
and the 3G core network is called /u. The interface between the GSM base
station subsystem BSS and general packet radio servi(:e GPRS core network
is called Gb and interface between the GSM base station subsystem BSS
25 and GSM core networks is called A. The user terminals can be multi-mode
- terminals, which can operate using at least two radio access technologies, in
this example UMTS and GSM. The UTRAN consists of a radio network sub-
systems RNS 102 that further consists of radio network controller RNC 103
and one or more nodes B (not shown in FIG.1). An interface between two
30 RNS is called lur. The interface between the user terminal and the GSM
‘base station subsystem BSS is simply.calléd "Radio InterfaCe". The GSM
base station subsystem BSS consists of the base station controliers BSC 106
and the base transceiver stations BTS 107. The core network nodes, e.g. the
(GSMI) Mobile Switching Center MSC and the (GPRS) serving GPRS support
35 node SGSN, can be capable of controiling both types of radio access net-.
- works - UTRAN and BSS. Another possibie network configuration is such




1 APR 2005 2 that each radio access network (UTRAN and BSS) haz K}Eg ?%
controlling core network node, MSC and SGSN, respectively -

SGSN and 3G MSC, 3G SGSN - but all these core network el enents are
connected to one and the same hone | ocation register HLR (not shown in
FIG 1), which 5 contains all static user information, e.g. the billing of
users can be controlled fromone |ocatien even when the user termnals are
able to operate via sev- eral different radio access networks. The radio

i nterface protocols which are needed to set up, recon- figure and rel ease
the radi o bearer services are discussed shortly in the 10 follow ng. The
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Al tel ecommﬂicmata on the WM Be madio dntentacpr callashPOICHR dRacketn@kta Conver-

“gence Protocol), BMC (Broadcast Multicast Control protocol), RLC (Radio

Link Control protocol), and MAC (Medium Access Control protocol). In the

20  GSM/GPRS radio intefface, the layer 2 protocols are LLC (Logical Link Con-

' trol), LAPDm (Link Access Protocol on the Dm channel}, RLC (Radio Link

‘Control), and MAC (Medium Access Control protocol). The physical layer is

only one 'protocol’, which has no specific name. Ali the mentioned radio inter-

face protocols are specific for each radio access technique which means

25 that they are different for the GSM radio interface and the UMTS Uu inter-

face, for example. :

‘Inthe UMTS, the RRC layer offers services to higher layers i.e. to

a non access stratum NAS via service access points which are used by the

higher protocols in the user terminal side and by the lu RANAP (Radio Ac-

- 30 cess Network Application Part) protocol in the UTRAN side. All higher layer

signaling (mobility management, call control, session management, etc.) is
encapsulated into RRC messages for transmission over the radio interface.

All telecommunication is subject to the problem of how to make

sure that the information received has been sent by an authorized sender

35 and not by somebody who is trying to masquerade as the sender. The prob-

- . lem is particularly evident in celluiar telecommunication systems, where the



.sure that the informati on received has been sent by an authorized sender

35 and not by sonebody who is trying to masquerade as the sendet | KRB 6b
lemis particularly evident in cellular teleconmunication systens, where
the 1 APIRI 2005 3 air interface presents an excellent. platformfor
-eavesdroppi ng and replacing the contents of a transm ssion by using higher
transm ssion levels, even from a distafce. A basic solution to this-
problemis the authentication of the com nunicating parties. An

aut henti cation process ains to discover and check the 5 identity of both
the communicating parties, so that each party receives infor- mation about
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t he case rocess aut entlcatlon o] ssages . 1s of en call ed
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val ues matc trus nessage I's I ntact, and has
been sent N Agresd-on hipigallydn sarpectigowithdhe @U’thrl%@g%@ agoq%lr%ah&@ ation
of a nessageeginiiRgNéf & tBAnection. In some cases the algorithm that is used to
calculate the MAC-| based on the secret key and on the message is also
20 secret, but this is not usually the case.
The process of authentication of single messages is often called -
~ integrity protection. To protect the integrity of signaling, the transmitting party
computes a MAC-| value based on the message to be sent and the secret
key using the specn“ ied algorithm, and ‘sends the message with the MAC-|
- 25 value. The receiving party recomputes a MAC-I value based on the message
-and the secret key according to the specified algorithm, and compares the
" received MAC-I and the calculated MAC-I. If the two MAC-! values match, the
recipient can trust that the message is intact and has been sent by the au-
thorized party. , -
30 o FIG. 2 illustrates the computation of a message authenticatlon :
code in the UTRAN. The length of the MAC-I used in UTRAN is 32 bits.
The UMTS integrity algorithm used in block 200 is a one-way cryp-
‘tographic function for calculating the Message Authentication Code (MAC-l)
" based on the input parameters shown in FIG 2. The one-way function means
.35  that it is impossible to derive the unknown input parameters from a MACH,
even if all but one input parameter are known.
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I s inpossible to derive the unknown input paranmeters froma MAC I even if
all but one input parameter, are known. 4 The input paraneters for :
calculating the MAC-I are the actual sig- naling nessage (after encodi ng)

to be sent, a secret integrity key, a se- quence nunber COUNT-I for the
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FIG. 3 illustrates a message to be sent over e.g. a radio interface.
20 The message is a layer N protocol data unit (PDU) 300, which is transferred
. as a payload in layer N-1 PDU 301. In the present example, layer N repre-
- sents the Radio Resource Control (RRC) protocol in the radio interface and
layer N-1 represents the Radio Link Controi (RLC) layer. The layer N-1 PDU
normally has a fixed size, which depends on the physical layer (the lowest
- 25 layer, not visible in FIG 2) channel type used and on the parameters, e.g.
moduiation, channel coding, interleaving. If layer N PDUs are not exactly the
size of the payload offered by layer N-1 as is normally the case, layer N-1
can utilize functions like segmentation, concatenation, and padding to make
layer N-1 PDUs always a fixed size. In the preseht application we are con-
30 centrating on a layer N PDU consisting of the actual signaling data and the s
"~ Integrity Check Info. The Integrity Check Info consists of the MAC-l and the
message sequence number SN needed at the peer end for the recalculation
of MAC-!. The total length of the message is then a combination of the signal-
ing data bits and the Integrity Check Info bits.
35 ‘ FIG. 4 illustrates intersystem handover from a radio access net-
work to a GSM base station subsystem. For simplicity only one mobile '
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and the nmessage sequence nunber SN needed at the peer end for the
recal culation of MAC-1. The total |ength of the nessage is then a
conbi nation of the signal- ing data bits and the Integrity Check Info bits.
35 FIG 4 illustrates intersystem handover froma radi o access net- work to
a GSM base station subsystem For sinplicity only one nobile - | APR 2005 5
switching center is shown in the FIG 4. Actually it consists of a GSM (2G
or ‘second geitehingicamiers shioersinithe Gy 4c AntwailyNBQasidtsaofl AN 3BGoer t hi rd
generation) ' L SMd-kG A : ki VS i dts Y38 -pne or
two separ at %%égeﬁyﬁ{t%m@ﬁ@% e%c\z/\r}é C%E‘é@?\'ﬁ\tgaﬁrgbﬁsle S%VI('[SC ?ﬂg{izde)nt ers

-5 (if they 9BUe@tBE) Mabilsepuitching eantari wjch sayobe qwsiaaliyieither @Neweo! t he
?ﬁt Ug' 1 NVE béﬁa@@M%‘@"’s?frﬁé@c%ién 'tl):fét\ﬁ@én @ﬁéér Wﬁwdﬁﬂeté?ﬁtclf\md @é(!jﬂtt@ﬁa Atd'

e beginni a connection exists between the user. term nal_  an radi o
access ribr wit IS PLR 6 R SSPREIEITUNED SR peSatah UMY tiheetief
vari ous par mvehtors and tigerefdre inieirgh descritsed i thel folelwingf or mat i on, 10
measur ement s f 1 om t e s geo kil 2 conBBid S xBH BERISE: The G- Gelhifal 1 TN
near by geographi cal” area as wel? as existence 0l the user term na
capabi | i- ta8eg the sadigmnsess diebyorssmhiet &) this particudaroexaropiesis e G ANy

Cinitiate angabdd ¥rs Yahsos ardmetsrst @ Hagke frge@qﬁmingueéw%ganiﬁ%aﬁbh,st, t he
UTRAN requests the I#S r term nal to.Start in erastemg& reEent on GSM
carri 19 er TERFURIRGT JM NEASSREIGERINA ORI SISIenRe 9 GEas ﬂ’t?

i nt er syst enmegreyi Jeagragiiankeiretsas Welinast distunckeasf the(@serdesminabedpalsilit he
MEASUREMENT,,

the user t el ol ARG Sao ERN A TR oD R Pl il rdover
deci si'on i sintersystentdandover ta/TRAR. statioar subrystripi BESa Eirstp theryTRAN adi o
10K oo S er i el iR sopi GRACEAT
(36 VeGP, HrEeby: seningcai MEASURRMENE CoaTREE maseressabe TANigNith: er
(26 MQ)  seintarspstefiNIpEERcRE&kdntStere swiaagehd O&ritbfiaa(dsardgstribed ansttag i on
SubsySt e GRS REVUT AL, Ak sy Sl SRSl A i 2
- fulfilled, the user terminal sends a MEASUREMENT REPORT(s) 401. Inter-
: system handover decision is then made at the UTRAN. After the decision a
20  serving radio network controller SRNC, which is Iog:ated in the UTRAN,
'sends a RELOCATION REQUIRED 402 message through iu interface to the
mobile switching center (3G MSC). Once after receiving, the message the
‘mobile switching center (2G MSC) sends a HANDOVER REQUEST mes-
sage 403 to a target base station subsystem, cbntaining information, such as
25  the ciphering algorithm and ciphering key to be used for the connection, and
- the MS classmark information, indicating, for example, which ciphering algo-
rithms are supported by the user terminal. Thus, it is possible that either the
- mobile switching center MSC selects the ciphering algorithm and indicates
- only the selected algorithm to the base station subsystem BSS, or that the
30 - mobile switching center MSC sends a list of possible ciphering algorithms to
the base station subsystem BSS, which then makes the final selection. The
- MS classmark information was sent by the user terminal to the mobile switch-
- ing center MSC at the beginning of the (UMTS) connection. It is also possible
that the MS classmark information is sent-from the user terminal to the UMTS
- 35 radio access network (UTRAN) at the beginning of the (UMTS) connection.
When an inter-system handover from UMTS to GSM is triggered, the MS




the M5 classmark information, indicating, for exanple, which CTﬁhﬁPRngm5
algo- rithns are supported by the user termnal. Thus, it is possible that
either the nobile switching center MSC sel ects the ciphering algorithm and-
indicates only the selected algorithmto the base station subsystem BSS,

or that the 30 nobile switching center MSC sends a |ist of possible
ciphering algorithns to the base stati@&n subsystem BSS, which then nakes
the final selection. The M classmark information was sent by the user
termnal to the nobile switch- ing center MSC at the beginning of the

(UMTS) connection. It is also possible that the M5 classmark information
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sends four }-EAIQBE)\;\'QQ COMMAND 406 message including channel information for the
20 target GSM. In addition, other information may be included, such as the GSM
“cipher mode setting information, which indicates at least the ciphering algo-
rithm to be used in the GSM connection. After having switched to the as-
-signed GSM channels, the mobile station normally sends four times the
- HANDOVER ACCESS message 407 in four successive layer 1 frames on the
25 main DCCH. These messages are sent in GSM access bursts, which are not
ciphered. In some situations it may not be necessary to send these HAND-
OVER ACCESS messages, if so indicated in the INTERSYSTEM HAND-
' OVER COMMAND 406. The terminal may receive a PHYSICAL INFORMA-
TION 408 message as a response fo the HANDOVER ACCESS messages.
30 - The PHYSICAL INFORMATiO_N message contains only the GSM Timing
Advance information. Reception of a PHYSICAL INFORMATION message
causes the terminal to stop sending access bursts. The HANDOVER AC-
CESS messages, if used, trigger the GSM base station controfler in the base
station system to inform about the situation to the mobile switching center

35 (2G) with a HANDOVER DETECT message 409.
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current spec* fr} %%térgmseetd%%niga ees%bcteg atbove %R%%M ciphering algorithm to be
used after the intersystem handover is selected either by the MSC or by the
BSS and informed to the mobile station (in messages 405 and 406). The _
© 20 GSM Ciphering algorithm capability (included in the GSM MS classmark
information elements) is in current specifications transparent fo the UTRAN.
However, the GSM MS classmark information elements are sent from the
mobile station to UTRAN during the RRC Connection Establishment proce-
~ dure, to be later forwarded to the core network during the inte}f—system hand-
25 overio GSM. .
: FIG. 5is a sugnaltng dlagram showing the basm connection setup
“and security mode setup procedure used in the 3GPP UTRAN. FiG. 5 shows
only the most import‘ant signaling between a mobile station and a serving
- radio network controller residing in the radio access network on the one hand
- 30 and the serving radio network controller and a mobile switching center or a .
. serving GPRS support node on the other.
- Establishment of a radio resource control (RRC) connectlon be-
tween the mobile station and the serving radio network controller is per-
~ formed through Uu interface 500. During RRC connection establishment, the
35 mobile station may transfer information such as the user equipment security
~ capability and the START values, which are required for the ciphering and




However, the GSM Ms cl assmark information el enents are sent fronlth% R 2005
nobi | e statlon to UTRAN during the RRC Connection Establishnent pro g
dure, to be later forwarded to the core network during the inter-system
hand- 25 over to GSM FIG 5 is a signaling diagramshow ng the basic
connection setup and security node setup procedure used in the 3GPP UTRAN.
FIG 5 shows only the nost inportant sifnaling between a nobile station
and a serving radio network controller residing in the radio access
network on the one hand 30 and the serving radio network controller and a
mobil e sw tching center or a serving GPRS support node on, the other.
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radi-o net has to be selected 504. Then, at stage 505, the mobile switching center
~ sends a SECURITY MODE COMMAND message to the ser{}ing radio net-
20 work controller, in which it informs the used ciphering key CK, integrity key
IK, and the set of permissible UlAs and UEAs.

On the basis of the user equipment security capabilities stored at
stage 501 and the list of possible UiAs and UEAs received from the mobile
switching center at stage 505, the serving radio network controller selects the

25 algorithms to be used. during the connection. It also generates a random
' " value FRESH to be used as input par'ameter for the integrity algorithm (Fig.
" 2) and for the ciphering algonthm It also starts deciphering and the integrity

protection 506. 7 .
' A first integrity protected message SECURITY MODE COMMAND
30 -507 is sent through the radio interface from the serving radic network control-
ler to the mobile station. The message includes the selected UIA and UEA
together with the UE FRESH parameter to be used. In addition, the SECU-
RITY MODE COMMAND contains the same UE security capability which was
received from the user equipment during the RRC connection establishment
'35 500. The reason for replaying this information back to UE is to give the user
equipment a possibility to check that the network has received this informa-




20 work controller, in which it inforns the used ciphering key CK
integrity key 1K, and the set of perm ssible UTAs and UEAs. ¢h7tﬁ€RbamEs
of the user equipnment security capabilities stored at stage 501 and the
i st of possible UTAs and UEAs received fromthe nobile swtching center
at stage 505, the serving radio network controller selects the 25
algorithns to be used during the connecPion. It also generates a random
val ue FRESH to be used as input paranmeter for the integrity algorithm (Fig.
2) and for the ciphering algorithm It also starts deciphering and the
integrity protection 506. A first integrity protected nessage SECURI TY
MODE COVVANEGn 3@rie@fly his enechidmisoon g netessanyi sincenther neseagew senthduriyg vi ng

di t o j i on ' th
el eoted U R3GODRRCTor, ShietlshiiBn B0Y, oFe ik clflhred HEr TREBARSpicRECHATS 110
‘addi tion, t Remessage RAUlenmatiocawdaNdAoht Bsers fomihes itgoriy elatiepyis
capabi l'ity whbehedVtsthd SEEURTYIMODH COMBRING Ghddazats0duri ng the RRC

connection establishnent 3 00. The.reason for replayi this inforpation
back to UE is to gi (¥ Staee L%Qgrt%ee'ﬁ’&g%é tiop ﬁB@’@?B‘% P“%‘S?%%c'f e ECH t he
net \r,:m k hasUresetwiitg dapiabilityfsosarae lasAPBt 200¢h Bas ibeencsentaluring thEhRRC
mechani smig_necessar ce t a ry don
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aut hent i cat naricit,dbie mpiglq statisadandrust thatithe egtwerk hasoraseiveshthe secusift ached
to the SEw&'%?ih?ﬁgowl\@tH&ﬁ%%%héwE reldfses! fee RIS ddihie®Bbh| gnet at i on

conpar es_ whet . eceived UE security capability is sanme as that which
has beel’ sefbtedsiqlBdn@dR RRC connection establishment procedure 500. |f
the two UE security|fcepnpalisdn & sugbéssiul tHee niabiiel etatibat feaponds withist  t hat

e, met or ks RESPAIGHE BEATBELTE Nes GRIESRY! SHs"RAES Y ety e, e
successful tevtedmirdsagst Hitisopefors pamtisg #his tmessagedtrl mybilgoBiaticoNRIFeTE
Temrae o SRR UACHEPIIIRMEGEL 1) PLO | Cc2d TERse0g, (e beTore
nmessageld 15 Wien t h¥Vha thengenving redipeteiiork eantrplisn "@Pe'l"éggk‘%é%eﬁsﬁ’@ ssage
it verifiegefifies Al atsdtage 5900frst by shidatied el edpesid nessagpe autibrieasage
authentica- . o ode XMACH and then comparing the calculated XMAC-! with the re-
ceived MAC-. If the values match, the serving radio network controller sends
-a SECURITY MODE COMPLETE message 511 to the mobile switching
.20 center including e.g. information of the selected UIA and UEA.
In the UTRAN radio interface integrity protection is a function of
the radio recourse control protocol between the user terminal and the radio
- network controller. All higher layer signaling is integrity protected by the radio
resource control protocol layer because all higher layer signéiing is carried as
25 a payload in specific radio recourse control messages {e.g. INITIAL DIRECT
TRANSFER, UPLINK DIRECT TRANSFER, DOWNLINK DIRECT TRANS-
FER). The problem is that no authentication can be performed before the first
higher 'Iayer message is sent, which is carried in the INITIAL DIRECT
" TRANSFER. This leads to a situation where the very first higher layer i.e. the
30 non-access stratum message 502 cannot be integrity protected.
' A maijor problem arises from the fact that integrity protection is not
yet in effect when the first messages are sent during RRC Connection Estab-
fishment (step 500 in the FIG. 5). Without integrity protection there is always
a risk that an intruder changes the encryption algorithm information included
35 in the messages at step 500 into the value “GSM encryption aigorithms not
available”. In the case of GSM, the core network receives this information,




tion code XMAC-1 and then conparing the calculated XMAC-1 with +hepp F 2005
ceived MAC-1. If the values match, the serving radi o network control l-er
sends a SECURI TY MODE COVPLETE nessage 511 to the nobile switching 20
center including e.g. information of the selected U A and UEA. In the UTRAN
radio interface integrity protection is a function of the radio recourse
control protocol between the user term @l and the radio network :
controller. Al higher layer signaling is integrity protected by the radio
resource control protocol |ayer because all higher |ayer signaling is
carried as 25 a payload in specific radio recourse control nessages (e.q.
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encryption algorithnms not available", In the case of GSM the core network
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mobile station, and at least one core network. The muitimode mobile station

20 sends, during connection setup with a first radio access network, at least one

~ unprotected signaling message; including information about encryption algo-

rithms supported by the muitimode mobile station in a second radio access

network. The core network receives information about the encryption algo-

rithms via the first radio access network when a handover to the second radic

25  access network is triggered (message 402 in FIG 4). The first radio access

- network has inventive features. Namely, in receipt of a command message

from the core network instructing the multimode mobile station to cipher

- further communication in the first radio access network, the first radio access

network composes an integrity protected command message that includes

30 information about the encryption algorithms supported by the multimode
mobile station in the second radio access network.

The protected command message comprises a payload and a
message authentication code. The information about the supported algo-
rithms in the second radio access network is located either in the payload or

35 the information is used as a parameter when computing the message
authentication code. *



. SETUP COWPLETE. The system conprises at |east two radi o access._ mep$%{§§
provid- ing nobile stations with access to at | east one core net 05
mul ti node nobile station, and at ‘| east one core network. The mul tinode
nobil e station 20 sends, during connection setup with a first radi o access
network, at |east one wunprotected signaling nessage; including information
about encryption algo- rithns supported1by the multinode nobile station in
a second radi o access network. The core network receives information about
the encryption algo- rithnms via the first radi o access network when a
handover to the second radio 25 access network is triggered (message 402 in
FIG 4). The first rNadiath acasess then stulliméda asobiley etdtioneisf abieutcesonplalel y, i n
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or 35 the i on i s use en conputi ng nmessage
aut henti cati on code. APR 2005 11 In both cases the nultinode nobile station
is able to conclude fromthe protected nmessage recei ved whether the

i nformati on enbedded_in tg the informati on sent by
the mullPi node nobi IRRIES Q%ﬁlﬁﬂéoﬁ%ém P i ng nessage. |If the
informati on sent arithe inwention 65 destried avee \thskady withereferencetdethends- e
station differ fr is likely that a fraudul entintruder has
changed thé M%WETQ g%‘%'ﬁﬁ% ﬁa“?h 8’& Then the mul ti node nobile station
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- The invention is describeqypse, :@Sﬁc&sw Adtwo RS cte&y ttc!')‘ethécsrzlme
corrpan)ﬂlfﬁng drawi ngs, in which Fl I'Tustrates wth a sinplified bl ock

di agr anfa GSM and a UMTSCP%PSW&SS net wor ks, connected to the sane
FIG.2 depicts the computation of a message authentication

code;
FIG.3 shows the contents of a message;
_ FIG.4 isa signaling chart illustrating intersystem handover from
20 _ the UMTS network to the GSM network; '
' ' FIG. 5 s a signaling chart showing the basic connection setup
and security mode setup procedure used in the 3GPP
'UTRAN,; _ _ :
FIG. 6 shows as a flowchart of the first example of the imple-
- 25 mentation of the method according to the invention;
FIG.7 shows as a flowchart of a second example of the imple-
mentation of the method according to the invention;
FIG.8 shows as a flowchart of a third example of the implemen-
tation of the method according to the invention; -
30 FIG.9 shows as a flowchart of a fourth example of the imple-
. - mentation of the method according to the invention;
FIG. 10 shows a fifth example of the implementation of the
method according to the invention;
FIG. 11 shows a sixth example of the implementation of the
3% . o method according to the invention. -




15 core network; FIG 2 depicts the conputation of a message auth e/pif\s O@p?l on
code; FIG 3 shows the contents of a nessage; FIG 4 is a signaling ch
illustrating intersystem handover from 20 the UMIS network to the GSM
network; FIG 5 is a signaling chart showi ng the basic connection setup

and security node setup procedure used in the 3GP°P UTRAN, FIG 6 shows as
a flowhart of the first exanple of the1Bnple- 25 nentation of the nethod
according to the invention; FIG 7 shows as a flowhart of a second exanple
of the inple- nmentation of the nmethod according to the invention; FIG 8
shows as a flowhart of a third exanple of the inplenen- tation of the

met hod accordi ng: tODE'TWLEDeDE'B@RIPET@OH@F'ﬂ-lE'PREFERREEﬁ'EMB@EJWENT a
fourth exanple of t nt at i on of ccordln to the

npl e me a
invention: FIG 10 s P&ﬁm"@t'a%ﬁ@seﬂb%%@ It%?(ﬁ%mpgtq & Bedshe
et hod ‘accoseld:utgytiu té1ecmmmm1ﬂma?tmnsFln6twd:k seupasizlys satlrite xpendiningf td he

I npl enent at g to the invention. 12 DETAI LED :
DESCRI PTI Oﬂggﬂaﬁ%hﬁgﬁg%%% The i dea of the method descri bed
in the 91 ow ng islti®te hernated tbatall the terms Yeooivaliuhiserteoninalietmor k,
especi al |y BREHHbK" Eﬁcﬂ“‘é‘éé\*é‘tﬂm%ﬁlen?‘&?@tbﬂﬁe%@nﬁ%’@@upﬁferﬁad' o interface. 5

It |sto be notedt term terminal", "no- bile

station" and "user &t § ing rPegpages saat ?&%e%lﬁ Hﬁ%"nierm%ﬁ'ta@ il i ng
messages sengtwaekWeenex@rupiel rhestnbe ahtedfity bRstected! \E){almpléé)rof@(@l’ﬁpﬂr@s- mJSt

be i [ . h

ond W ess il B S, MR oehing i SNiomeSSie, hed e priebial i ot n
i n t he User applied atdthe RACilayer dotteinibekuseriemoinat gngimothechetenri.s usual ly -
performed for all RRe %‘giretéﬁﬁ)ncﬁuﬁ%@oﬁéﬁﬁrﬁe&"ﬁls%ﬁeﬁRO"’(ﬁQleﬁoﬁs

exceptions. These exc
. course Contr ) messages, with some exceptions. These exceptions can be:

1. messages assigned to more than one recipient,
- 2. messages sent before the mtegnty keys were created for the con-
15 nection, and '
3. frequently repeated messages, including information not needing
integrity protection.
Due to security, it is especially important to integrity protect the ini-
tial messages mentioned in alternative 2, or at least critical information ele-
20 ments in them. As already mentioned, without integrity protection there is
' always a risk that an intruder changes the encryption algorithm information
included into message 500 to the value “encryption algorithm is not avail-
able”. '
There are several different ways of implementing the functionality
25 required to increase security but only some of solutions are shown.
The invention is now described in detail with four examples by re-
feiring to FIG. 6 -9,
In the beginning a connection is established between a user ter-
“minal.and a UMTS network. Afterwards a handover is carried out from the
30 "UMTS network to a GSM network. ' o .
FIG. 6 shows as a flowchart of one implementation of the method
according to the invention. It is assumed. that signaling corresponds to the
situation shown in FIG. § until the core network receives message 503.
In addition it is assumed that the user terminal is a dual mode
35 (UMTS/GSM) terminal, which on the UMTS mode sends the first non-access-
- stratum message over the radio interface in a radio resource control INITIAL




‘1. messages assigned to nore than one recipient, 2. nessages senf hefopm P
the integrity keys were created for the con- 15 nection, and 3. frequently
repeat ed nessages, including information not needing integrity protection.
Due to security, it is especially inportant to integrity protect the ini-
tial nmessages nentioned in alternative 2, or at least critical information
ele- 20 nents in them As already nentlﬁhed W thout integrity protection
there is always a risk that an intruder changes the encryption algorithm
i nformation included into nmessage 500 to the value "encryption algorithm
IS not avail- able". There are several different ways of inplenenting the
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16  controller through the /i interface. The serving radio network controlier adds
this information about encryption algorithms supported-by the mobile station,
including information about supported encryption algorithms,“to'a SECURITY
COMMAND message before encoding 601. A 32-bit message authentication
code MAC-l is computed and added {o the encoded message.

20 Besides the encoded message the MAC-I code is also based on
several other parameters. The following input parameters are needed for
computation of the integrity algorithm: the encoded message, the 4-bit se-
quence number SN, the 28-bit hyper-frame number HFN, the 32-bit random

" number FRESH, the 1-bit direction identifier DIR, and the most im'portant
25 parameter - the128-bit integrity key IK. The short sequence number SN and
- the long sequence number HFN together compose the serial integrity se-

© quence number COUNT-1,
When the message authentication code is computed using the in-
“tegrity algorithm and the above parameters, it is guaranteed that no one

30 other than the actual sender can add the correct MAC-I code to the signaling

message. COUNT-Il, for example, prevehts the same message from being
- sent repeatedly. However, if the same signaling message for some reason or
other is to be sent repeatediy, the MAC-l code differs from the MAC-| code
that was in the previously sent sighaling message. The aim of this is to pro-

35 tect the message as sirongly as possible against eavesdroppers and other

fraudulent users. Thus, for this particular invention, it is important to note that




stood as GSM specific; another termmay be used in other systens. iTheR 2005
nobil e swtching center in the core network adds information about encryp-
tion algorithnms supported by the nobile station into the SECURI TY MODE
COMVAND nessage 600. The nessage is sent to the serving radi o network 15
controller through the lu interface. The serving radi o network controller
adds this information about encryptioniad gorithns supported by the mnobile
station, including information about supported encryption algorithns, to
a SECURI TY : COMVAND nessage before encoding 601. A 32-bit nessage

aut hentication code MAC-I is conputed and added to the encoded nmessage. 20
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-bit direct ent. t most i mportant paraneter - the .
128-bit int J‘Iﬁ%r}?‘%)‘d‘i%“ %d@?{g?ﬁe@sﬂﬁﬂﬂr@é&ence nunber SN and the |ong
sequence5nurrber 'HFN Nexdeahetageobfdsehendhe endbile statiegriecgives-thqueR€d)-nunber
COUNT- 1. Whggpih cagssewmgwrmégﬁgeonhgq%m@.smaa&ﬁderm i Bfgd-n-

tegrlty al gorlthm and t he above uar ant eed t hat no one
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eavesdr oppe USers.
i nvention, icePaBilibhpararaatert b hodh @ommrlspmSa@rgosqqﬁes@th%mm sigicabout

encryption @b@@ptstthéscoﬁn@@@csﬁ 804 hytheRGis8Bhe BbhSe&lontis pBlchSc@@d8d to the
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an i ntritdler methidxt , at stage 602, when the nobile station receives the

SECL- R TY MODE a[%;%@e the Nobill OLRbA OQeﬁ%‘i‘%rmRﬁfW | RECYO-

rithms supported he i'e station fecelved nessage 1S com
pared with ] Mmﬁ%%m%ﬁga&me@mdm o mesisgee iS0Rns R ortedhersorene
network via the serving radio network controller in the radio access network.
The message consists of two main parts: a RRC part and a non-access stra-
20 tum part, which is seen by the RRC as a transparent payload. Moreover, the
payload part includes one of the following messages: CM SERVICE RE-
QUEST, LOCATION UPDATING REQUEST, CM RE-ESTABLISHMENT
REQUEST or PAGING RESPONSE.
When the serving radio network controller receives the message it
25 stores the message 701 and forwards the payload part or the NAS part
- through the lu interface to the core network 702. The core network responds
with the normal SECURITY MODE COMMAND message 703. As in the
previous example, the message authentication code MAC-I is computed to
protect the message to be transmitted to the mobile station. The code is then
30 added to the message. The message authentication code depends in a
- specified way on the message that it is protecting. Here computation is car-
- ried out using the following concatenated bit string as a MESSAGE parame-
ter: - S ' -
MESSAGE = SECURITY MODE COMMAND + RRC CONNEC-
35 _ TION REQUEST + RRC INITIAL DIRECT TRANSFER. '




mobile station sent earlier fromthe nobile station to the netwprkppndhe
|n|t|al 10 nessage 502. Correspondi ngly, according to prior art, the
received UE (UMIS) security capability paraneter is conpared with the sent
UE security capability paraneter. |If both conparisons are successful the
nobil e station accepts the connection 84 ot herw se the connection is
rel-eased 603. FIG 7 shows as a flowchar't” of the second inpl enentation of
the 15 nethod. At stage 700 the nobile station sends an | N TI AL DI RECT
TRANSFER message (corresponding to message 502 in FIG 5) to the core
network via the serving radio network controller in the radi o access

network. The nmessaddetenftarsihe sitegrity pratastegrh SECURITRRMIGRE CANIMAND
non-access shedaAR SWBNPR he mhbMIsiatiohe®a. Dy he RRC as'a transpar ent

essages: O Servi it saeEheiotell Satinis poions iReossesSaAts indude

RE-. ESTﬁ\BLI SI’thENlIE (lﬂmﬁ&‘éconty%@mut?&&?ma&r iteethet ﬁﬁo\ﬁea msssggéaali%ui |
network gont es..t he age an

ot var dsSene B RingBEhY Sttt pRRRAREs o i L i PR Rl e

core networIIGW@Bd mee(iﬁjvleciaesmark pagsmetaiswend tinputh paramenters SEIGEJRIHW IMODE

COMVAND rresmg;?&_,%e W8s tBmblied.previ ous exanpl e, the nessage
aut henti cation co eﬁAC—I ]S conputed to protect the nessage to be
transmtted to the ro6iTeEeVing ﬁBﬁ Lenthe: ppbile statiey s g identisat plgo-

message. Thmthrrasfsa@enmuhgrtheqabsgahes:@dmeﬂﬁ@gm cbBedn SrAeEtd ivedfyvaton t he

ol T owi 10, cdne meshaBea iR ol "ERiAgnd? sad 35 o FomiplkallZpdd

SECURI TY I\/DZE5C@MND8+H’INR(E QEHNE(D&SB@GV’E@NBRE@S@E%M@ BaihiT ithe RBRRECT

' TRANSFER. 1 ,

rressage i S gdﬁr:;fﬁfiw REEb@PeESQ: g’ﬁgéon W%fﬁﬂt%%%% nOWtw this
solution it %"‘ ERcEesE90e d5p3}:I%d’éde't ke calcufatrrSy|Adet der the dapeivedi ty
paramet er i SECURFMAMOEETCTMNANDOWesSa®y eWhehofhe RO ivalué ebasiogd
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conput ed. - network has received correct mformatlon as to the security capability and the
‘GSM classmarks, and the connection is accepted 707. Otherwise the con-
nection is released 706. .
_ There is one drawback of this solution, which is that the encoded
20 messages RRC CONNECTION REQUEST and RRC INITIAL DIRECT
TRANSFER must be stored in the memory of both the serving radio network
controller and the mobile station until the SECURITY MODE COMMAND
-message has been sent/received. But on the other hand, this solution makes
it possible to omit the UE SQCurity capability from the prior art SECURITY
25 MODE COMMAND message and in this way to save 32 bits space in the
message. _ .
FIG. 8 shows as a flowchart of the third implementation of the
‘method. 7 |
. This solution differs slightly from the second solution, i.e. only
30  blocks 801, 804 and 805 differ from the blocks in FlG 7. Therefore, these
two blocks are now described in detail. .
A At stage 801, instead of storing the whole message the serving
-radio network controller stores only the payload part of the message for later
use. In other words, it stores one of the following messages: CM SERVICE
- 36 REQUEST, LOCATION UPDATING REQUEST, CM RE-ESTABLISHMENT




The receiving end, i.e. the nobile station, has the identical -allgafRrpam
for conputing the nessage authentication code in order to verify that 10
t he nessage aut hentication code received is the sane as the conmputed code
705. Thus, the nobile station has saved the nessages earlier sent, the RRC
CONNECTI ON REQUEST nessage (500) and the RRC I NI TIAL DI RECT TRANSFER
nessage (502) in order to calculate XVMAG-I for the received SECURI TY MODE
COMWAND nessage. When the MAC-1 val ue received 15 and the conputed XMAC I
val ue match, the nobile station assunes that the network has received
correct information as to the security capability and the GSM cl assnarks,

~and the co W i [ I eased
706, Ther o L O T o R s A T S ey e 50

messages RAG CORREEY othREEEAA SARAORRC | NI TI AL DI RECT  TRANSFER nust be
stored in .the menorat $hgda04, tdpratesvinedmeadage e wisdsageanithenticatioand t he

bi | t at h S % ,
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onit thé UBAGELUsforynehipathid ¢ase &3 fotlotwse prior art SECURITY 25 MODE COMVAND

d hi Efry8 sh
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as a flowhart of t atrton of "the tion

differs slightly f@%?&ﬁ&iwcdndﬂé& messiage part ol ifhestﬁ\"EWek@l@é@ 804
and 805 differ frompARskEsCiestagé! G 7. Therefore, these two blocks are

now descri bed in detail storing the whole nessage
the serving radio W%@%E& M&DQ@&W%@%%& P 550t B4 rt%g t he
messagaof oruil &iterfaceitethd mobild atatioor. dhis eagksdheasbaotiethef saduetyf panamw ng

EE-S SEg-grisBU %@&%%@ %R@%%@W%W SO t I on saves

nMenory spag@mpidingoiifgamegsage Ehtheﬁl@ﬁh@ﬂ sodetMag-1, Autdharreissoa need 19r ot ect

the ”ES5ag%élh&egﬁ@ﬁ%%@%@@@é%ﬁﬁb%vermﬁ% ¥z hot n aPYPMEEdcbiedss Ng the
previ ously E%ore ayl oad. The GEis fornmed in this case as

fol | ows: SECURI TY MODE COVWAND + UE SECURI TY
15 At stage 805 the mobile station computes the XMAC-! by using the

same MESSAGE parameter as the network used at stage 804, i.e. the pa-
rameters, which were saved earlier of the UE Security Capability and the
NAS message part of the INITIAL DIRECT TRANSFER message. '
FIG. 9 shows as a flowchart the fourth implementation of the
20 method. This solution is a combination of the first and the third solutions.
During connection establishment between the mobile station and
“ the serving radio network controller in the radio access network, the latter
receives and stores the user equipment capability information UEC in its’
memory for later use 900. After that the mobile station sends the first non-
25 access stratum message containing e.g. information about encryption algo-
rithms supported by the mobile station, as a payload in a RRC INITIAL Di-
RECT TRANSFER message to the radio access network, which forwards the
NAS message to the core network 901. The mobile switching center in the
_ core network adds the information about encryption aigorithms supported by
30 the mobile station parameter to the SECURITY MODE COMMAND message .
' and sends the message through the /u interface to the serving radio neiwork
- controller in the radio access network, at stage 902 and 903.
At stage 904 the serving radio network controller computes the
MAC—I code in the previously described way, adding to the earlier described
35 parameters the MESSAGE parameter, which is formed as follows: -




‘GAPABI LI TY + NAS nessage part of the INITIAL DI RECT TRANSFER ng mgsgage Giply
the SECURI TY MODE COMMAND nessage is sent over the 10 Uu interface tg e
nobil e station. This nmeans that both the security paranme- ters for the UE
security capability and the GSM M5 cl assmarks are used in conputing the
nmessage aut hentication code MAC-1, but éﬂere s no need to include themin
t he message. However, this does not in y way decrease the security. 15
At stage 805 the nobile station conputes the XMAC-1 by using the sane
MESSAGE paraneter as the network used at stage 804, i.e. the pa- raneters,

whi ch were saved earlier of the UE Securi tg) Caﬁ?abl lity and the NAS nessage
part of the I'N TI ALMBITEABETRARBEAURHDS MOPE @MMANRows Uss SEGUBINOAar t
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network, at stage QIGJm!amnOﬂB)n Ands eagedifiént ld Her \dregemtaifiventien weak
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is no need embodurlherdedescnbed is to be considered illustrative but not restrictive.

* Therefore, the invention should be limited only by the attached claims. Thus,
alternative implementations defined by the claims, as well as equivalent
implementations, are included in the scope of the invention.

20 For example, the source radio access network can be, for exam-
ple; the UTRAN, the GSM base station subsystem, the GPRS system (Gen-
eral Packet Radio Service), the GSM Edge, the GSM 1800, or some other

. system. Correspondingly, the target radio access network can be, for exam-

ple, the UTRAN, the GSM base station subsystem the GPRS (General

. 25 Packet Radio Service), the GSM Edge, the GSM 1800, or some other sys-
© tem. - L

Furthermore, information about GSM security algorithms (A5/1,

A5/2,-A5/3, etc.) that are supported by the multi-mode mobile terminal can be

added as a part of the UMTS “UE Radio Access Capability”. Alternatively, the

- 30  information can be a separate information element or even a part of the UE

security capability parameter. In practice this information must be added to

the RRC connection establishment procedure (see stage 500 in FIG. 5), as

well as to the SECURITY MODE COMMAND message (see stage 507 in

FIG.5). Like in the other possible implementations described earlier, also in

35 © this case adding the actual "Inter-RAT Radio Access Capability” (including
information about supported GSM security aigorithms) information element to




themin the nmessage. The advantage of this solution is that no agdltlonal
menory is needed in the nobile station or in the radio network ¢ ntP8I Pass.

It is essential that in the solutions described above the core net- work is’
a 3G network el enent, thus controlling at | east UMIS Radi o Access 10
Network and optionally also the GSM Base Station Subsystem | nplenentation
and enbodi nent of the present inventioniBas been expl ai ned above wth sone
exanpl es. However, it is to be understood that the invention is not
restricted to the details of the above enbodi nent and that nunerous

changes and nodifications can be made by those skilled in 15 the art
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capabi lity paraneter t he
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t he ot her %3'{3 |6{TE Latlons described earlier, also in 35 "' this

case addingt PrOGHP,r - RAT Radi 0 Access Capabl lity" (including

i nf or mekd on aboEiGsd@paihtsmateESMeemm Exaaipforoft thes implenoemtatioonofetiearent t o
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Aiethos. Bﬁ%@%&l N@Dﬁne Sne @ﬁér@f andl dﬁfé%&n%ﬂf’eé\hfcﬁ ,

and |ntroduces sone_ ov since oes not
neces- mation received (RRC 1nformat|on element " nter-RAT UE radio access ca-

pability" 1001), together with the "UE Security Capability” 1002 (containing
information about supported UTRAN security algorithms), are used for calcu-
20 lating MAC-I (and XMAC-|) for the RRC SECURITY MODE COMMAND
message 1000. This is essentially the same solution as in FIG 9 with the
exception that the GSM Classmark information (from the mobile station and
not from the core network (902)) has already been received and stored in the
serving radio network controller during the RRC Connection Establishment
25 phase (800). The SECURITY MODE COMMAND to be sent to the mobile
' - station does not contain "UE security capability" nor "Inter-RAT UE radio
access capability”; these information elements are only used when caiculat-
ing the MAC-I for this message. o :

-~ The drawback of the sixth implementation is that the coding of the extra

30  information elements ("UE security capability" and "Inter-RAT UE radio ac- v
cess capability") used for the MAC- caiculation has to be explicitly defined. If
“this is. not acceptable, a more straightforward implementation is shown in
FIG. 11 (a seventh implementation of the method). Here the entire encoded
RRC_CONNECTION_SETUP_COMPLETE message is used when calculat-
35  ing MAC-I (and XMAC-}) for the RRC_SECURITY_MODE_COMMAND mes-
sage 1000 (instead of the two information elements only as in the sixth im-




-.sarily need this information el enent, but only a confirmation LWatAPtRh%
network has received it correctly. Three alternative solutions, i.e. p%-e
fifth, sixth, and 5 seventh exanple inplenentations of the nethod are
described in the follow ing. In-the fifth exanple of the inplenmentation of
the method, a new RRC in- formation elenent, including only the GSM
ci phering algorithmcapability, is defl®ned. This requires 7 bits. This
information elenment is then added to the 10 RRC SECURI TY MODE COVIVAND
nmessage. The drawback of this solution is that to encode this new
information elenment into the said nessage, UT- RAN RRC protocol first has
. to decode tplemesMtoindsknpraktice dnd nodarssthat kKlugng it BR@coonediamesad- whose
encodi ng/d i e t t:he N\j}ﬁ% | . FIG 10
illustrat eggﬁﬁ{eéﬁgi EH]C%%U% qs'é% fspﬁée él’ﬁo I'ﬂngln(?gt I"on o %%d?ﬁrgt hocli.ﬁem t he

exanple o
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that the corors s BEACRYE <Dy La ARG veRenf i St b HRS8bY 38 1 ©
capabi | i 1 ytherecoger &I TRAN site) Jiius, MAC- &ySEGHRITY | MPDE LS OMIAAND he

MAC- | cal cylqilili e Bagulafed By eRind tHd MEBEAGEANpU parafieterf forAb iAkgept abl e,
a nore, stra] h}forward i nmpl ementdation is shown in FIG 11 (a seventh

i mpl equat at Y AGNtHMAS et hod). Here the entire encoded
RRC_CONNECT| ON_SEMPSSAGE ETE rsEsuiaTYsMGRE_oamiadzel at 35 i ng MAC |

the two i nfbr mati on el ement s ortyCat THERE N U -CoMRE 6005 -
' The drawback here, as compared to the sixth example of the im-
plementation of the method, is that this solution requires a bit more memory,
20 both in the mobile station and on the network side. The GSM classmark
information includes the encryption algorithms supported by the mobile sta-
tion. '




19 plenentation). In practice this neans that during the RRC coanegty
e AR 2005

estab- |ishnent procedure (see stage 500 in FIG 5), when sending
RRC_CONNECTI ON_SETUP_COVPLETE nessage . the nobile station nust save a
copy of the encoded nmessage in its nmenory until it receives the 5

SECURI TY_MODE_COWMAND nmessage and has ¢hecked its integrity checksum On
the network side (in the case of UTRAN in the serving radio network
controller) a copy of the (non-decoded) RRC _CONNECTI ON SETUP_COWPLETE
nmessage r@Eeeisved nmust be kept in the nmenory until the MAC-1 code for the
SECURI TY- MODE- COVWAND 10 nessage has been cal cul ated. From the standpoi nt
of inplenentation, it is probably quite easy to save the entire encoded
UE.side) or just after receiving

nessage in the r’r%gﬁeryeecgeforecait.t i s %entéﬁg )

it and before U I's passed to  tHe dECoUEPINFFRAN side). Thus; MAG| for
SECURI TY- MODE-aGRAYRIND T rattis! bebelendtabidd lpadvedin® Ynob8E bianst wigh MeSsaAGE: leRRut
paraneter for the integ- 15 rity algorithmas: MESSACE =

SECUR! TY-MVOBLELCofiKIkD + RRC_CONNECTI ON_SETU SETUP- COMPLETE The drawback
nere. (2. comarfduhBat Rteat o SATRL offnd {b%nécr{fonﬁ'%e”fv@fhaé bRl the-

met hod, is that I's solutron requir nor e
mobi | e staatdsenetamdk, ahlehftonn ehportdctesliitgial SihealioPMoskas $iohiding HfenmbA ON

i ncl udes the encryption al gorithms supported by the nobile sta- tign. - 1
APR 2005 eutdnaiyﬁég ?lgﬁe@ﬁtﬁ SuBPQriaddyshein teaedegnebilasiqtiom i dsprondiraie a

pl ural it yac@dss hadiop;access networks providing nobile stations with access to
at least one core network; a nultinode nobile station sending, during
connecti on setwporemetionk re¢aiwing irfoinmtioacbestshaetontion algorittenst one

unprotected i it'aL ignal ing nessage including information about
encryption a|3%?$? ﬁ@“%ﬁﬁ%ﬁngﬁﬂg§mgﬁ§dﬁﬁﬁfpnnde_nDbiIe station in a second
radi o access réRiwerdomndarkiahessAgt feh thd @ hMivotk inbd- et ihOoRuRRide t he
encryption algorithms, the first radi o access network being adapted to
mobilestation to cipher further communication:
compose and send the multimode mobile station an integrity protected command
message including information about the encryption algorithms supported by the
multimode mobile station in the second radio access network, the protected command
message comprising a payload including a message authentication code, and
the multimode mobile station being adapted to conclude whether the information
about the encryption algorithms received in the integrity protected command message
corresponds to the information sent by the multimode mobile station in the initial signaling

messages.

2. A system as in claim 1, wherein the first radio access network attaches information
about the encryption algorithm received in the command message to the payload of the
protected command message and applies the payload to an algorithm computing the

message authentication code.

3. A system as in claim 1, wherein the first radio access network saves the unprotected
initial signaling message received from the multimode mobile station and uses said

message in computing the message authentication code.
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receive from a multimode mobile station via a radio interface an unprotected

signaling message including information about encryption algorithms supported by the
multimode mobile station in another radio access network, and save this information for
future use,

receive a first command message from the core network instructing the multimode
mobile station to cipher further communication;

compose a second command message comprising of a payload including a message
authentication code,

compute the message authentication code by using as one of the computing
parameters information about the encryption algorithms supported by the multimode
mobile station in another radio access network, and

send the second command message to the multimode mobile station.

8. A radio access network as in claim 7, wherein information about the encryption

algorithms is attached to the payload of the second command message.
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payload is used in computing the message authentication code.




