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"I DENTI FI CATI ON | N CONTACT AND CONTACTLESS TRANSACTI ONS Field of Invention 5
This invention generally relates to a systemand nmethod for conpleting a
transaction, and nore particularly, to conpleting a financial transaction
using Radio Frequency ldentification (RFID) in contact and contactl| ess
transactions. Background of the Invention 10 Li ke barcod® Nowermasr280%at a
entry, RFIDis a contactless information acquisition technolo gé RFI D
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contai ned on any portable formfactor. In sone instances, a battery may be
i ncl uded W|th the fob to power the transponder. In which case the internal

circuitry ,f,@gfm@m,}émfgg the transponder) may draw its operating
power fro urce. Alternatively, the fob may exist
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Of . late, companies are increasingly embodying RFID data acquisition
technology in a fob or tag for use in completing financial transactions. A typical fob ™
20 includes a transponder and is ordinarily a self-contained device which may be
contained on any portable form factor. In some instances, a battery_ may be
included with the fob to power the transponder in which case the internal circuitry
of the fob (including the transponder) may draw its operating power from the battery.
power source. Altematively, the fob may exist independent of an internal power
25 source. In this instance the internal circuitry of the fob (mcludmg the transponder)
may gain its operating power directly from an RF interrogation signal. U.S. Patent
No. 5,053,774 issued to Schuermann describes ‘a typical transponder RF
mterrogatlon system which may be found in the prior art. The Schuermann patent
describes in general the powering technology surrounding conventional transponder
30 -structures. U.S. Patent No. 4,739,328 discusses a method by which a conventional
‘transponder may respond to a RF interrogation signal. - Other typical modulation
techniques which may be used include, for example, ISO/IEC 14443 and the like.




30 Novenber 2005 In the conventional fob powering technol ogi es used, the
fob is typically activated upon presenting the fob in an interrogation
si.gnal .. In this regard, the fob may be activated irrespective of whether
the user desires such activation. - Inadvertent presentation of the fob may
result in initiation and. conpletion of an 5 unwanted transaction. Thus, a
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A need exists for a transaction authorization system whlch allows Fob
20 transactions to be authorized while eliminating the cost associated with using third-
party servers.

In addition, conventional fobs are limited in that they must be used in
proximity to the Point of Saie device. That is, for fob activation, conventional fobs
must be positioned within the area bf transmission cast by the RF interrogation

25 signal. More particularly, conventional fobs are not affective for use in situations
where the user wi'shés to conduct a transaction at a point o_f interaction such as a |
computer interface. . |

Therefore, a need exists for a fob embodying RFID acquisition technology,

_ which is capable of use at a point of sale device and which is additionally capable of

30 facilitating transactions via a computer inter'féce' connected to a network (e.g., the
| Internet). | |

Existing tfansponder—reader payment systems are also limited in that the
conventiona! fob used in the systems is only responsive to one interrogation sigrial.



Exi sting transponder-reader paynent systens are also |limted in that the
conventional fob used in the systens is only responsive to one
interrogation signal. 2 30 Novenber 2005 Thus, where nultiple interrogation
signals are used, the. fob is only responsive to the interrogation signal
to-which it is configured. If the RFID reader of the system provides only
an interrogation signal to which the fob is inconpati bl e30 Novenbkss 28051 not
be properly activated. 5 Therefore, a need exi sts for a fob which Is
responsive to nDre t han one |nterro tion sig ﬂﬁﬁh of the I@yentron

Descr i bed sy wihgre @”&’E‘:?M‘%’ﬁ?%ﬁ'&nrﬁq atediseds H%'r%\g%/tq
I nitiate ;AR gsﬂg‘éscr Ie{)'tﬂ%ﬁibﬁht i RBARSUEON S tﬂémﬁlmwo@frmee em

paynent syst herein may include a RFID rea&gﬁdgg e to
provi de aJrRFIde$ obramniperegation signal iowhish ke fakyisdngarapat %R/w'le"r\?
receivin system RF signal, and providing transponder system
account g) ap?opaﬁgt@?g%%?o t he transponder system RF signal. The

t ransponder-r é’dt@eefomymdswsterfon@]fomwhml iSESSROREIVG Tor Glofﬁ:é'ﬂa%étﬁ'ﬁence

~controll e I n %@f%‘ §f1 comuni cation with one or nore interrogators for
provi di nd"§H°P 95 ion signal to a transponder, a RFID authentication
circuit for authenticating the signal received fromthe transponder,. a
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devi ce, $ L | interface for use in personalizing the RFID
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authorized to operate within the transponder-reader paynment system
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more interrogators for providing an interrogation signal to a transponder, a RFID

authentication circuit for authenticating the signal received from the transponder, a
serial‘or parallel interface for interfacing with-a point of interaction device, and an
'USB or serial interface for use in personalizing the RFID reader and/or the
20 transponder. The transponder-reader payment system may further include a fob
including one or more transponders {e.g., modules) responsive to the interrogation
signal and for providing an authentication signal for verifying that the transponder
and/or the RFID reader are authori?ed to operate within the transponder-reader
'payment system.‘ In this way, the transponder may be responsive to multiple
25 interrogation signals provided at different frequencies. Further, the fransponder may
include a USB or serial interface for use with a computer network or with the RFID
reader. .‘ '
The RFID system and method according to the present invention may include
a RFID-ready terminal and a transponder which may be embodied in a fob, tag, card
30 or any other form factor (e.g., wristwatch, keychain. cell phone, ‘etc.), which may be
capable of being presented for interrogation. In that regerd, although the
transponder is described herein as embodied in a fob, the invention is not so limited.
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30 or any other formfactor (e.g., wistwatch, keychain, cell phone, etc.),
whi ch may be capabl e of being presented for interrogation. In that regard,
although the transponder is described herein as enmbodied in a fob, the -
‘invention is not so linmited. 3-30 Novenber 2005 The system may further.
include a RFID reader configured to send a standing RFID recognition
skgnal which may be transmitted fromthe RFID reader vi @0fgiemn ef?@@fijency
(or electromagnetic) propagation. The fob nay be placed within proximty
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device (e.g., POS or computer interface) for transaction completion. The mutual
authorization process disclosed herein aids in ensuring fob transponder-reader
payment system security.

20 -in another exemplary embodiment, the fob according to the present
invention, includes means for completing transactions via a computer interface. The
fob may be cbnnecte_d to the corriputer using a USB or serial interface fob account
information may be transferred to the computer for _use in completing a transaction
via a network (e.g., the internet).

25 These features and other advantages of the system and method, as well as
the structure and operation of various exemplary embodlments of the system and
method, are described below. | '

Brief Desgrlpﬁon of the Drawings )

| 30 " The accompanying drawings, wherein like numerals depict like elements,
ilustrate exemplary embodiments of the present invention, and together with the
description, serve to explain the principles of the Invention. In the drawings:




Brief Description of the Drawi ngs 30 The acconpanyi ng draw ngs, wherein

li ke nunmerals depict |like elenents, illustrate exenplary enbodi nents of
the present invention, and together with the description, serve to explain
the principles of the invention. In the drawi ngs: 4 30 Novenber 2005 FI G

1A illustrates an exenplary RFID-based systemin accordance with the
present invention, wherein exenplary conponents used for30fNdvembeng@@i i on
‘tonpletion are depicted; FIG 1B illustrates an exenplary personalization

systemin acEg¢ diﬂq'ﬁﬁﬁ% e%‘%ﬁp@ﬁ’eaccor Eé’c?%étg{i‘hin':%&or@aric% witseRemat i c

Il lustration ance W resent invention;
FIG 3 pﬁes@n{sciﬁﬁanumm MHevanrakemplaqf componemts ausedrFbD fo@ad@nsaﬁhon
accordance wth t ent invention; 10 FIG 4 is an exenplary flow

di agr aﬁ%pﬁﬁ'o@%ﬁﬂ%gﬁi;e‘iut hentication process in accordance with the

present invepjdonB iflskatés &R e@(én?m'lﬂequafnidnmdstnnc&fccardamerwpltrar y
deci sion process for.a protocol/sequence controller in accordance with the

present thennresen'JRverliass.  6A-B are an exenpl ary flow di agram of a fob
personal i zat -gf ?'isPSE‘s%ﬁeméﬁc IRiSRETGN SPES exdinplary fb I Sccurdardevwith iten;  FI GS.

7A-B are an exenplary flow di agram of a RFID reader personal i zati on :

pr ocesspieseatinyeti®rte wi t h the present invention; FIG 8 is a flow diagram
of an exenpl SnpiBry REPFELY ¢ Whédrdbhiee pr esent
i nventi on; ﬁggz%%%éﬁ’é@@@ﬁ% tfebrli)I c'Bs}c emat | c | I lustration of an exenplary

fob in wﬁhdh@lprmntmvehhmme present invention. Detailed Description The
Dorinent Bl LB BB R oS4t RS Shrehia ekt 20
SUCh f insddopdariceblvitis ke pregeritanverdibnzed by any nunber of hardware and/or -
e PORREIEI Sn GxBipfby Fw'dladiSin 8f SR bReBRF) WeBiidr Bitick8l for 4"
protocollsequence controller in accordance with the presenti invention;
FIGS. 6A-B are an exemplary flow diagram of a fob personalization process
15. in accordance with the present invention;
FIGS. 7A-B are an exemplary flow diagram of a RFID reader personal:zatuon
process in accordance with the present invention; *
FiG. 8 is a flow diagram of an exemplary paymentltransacuon process in
accordance with the present invention; and ' 7
20 | FIG. 9 is another schematic illustration of an exemplary fob in accordance

with the present invention.

Detalled Descrigtio
The present invention may be described herein in terms of functional block

25 components, screen shots, optional selections and various processmg steps. Such
functional blocks may be reallzed by any number of hardware andfor software
components configured to perform to specified functions. For example, the present
inventioh- may employ‘ various integrated circuit components, e.g., memory
elements, processing elements, logic elements, look-up tables, and the like, which

30 may camy oul a variety of functions undér the control of one or more

" mircroprocessors or other control devices. Similarly, the software elements of the
present invention may be implemented with any programming of scripting language
such as C, C++, Java, COBOL, asse'mbler.‘ PERL, extensible markup Ianguage
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I nvention may enpl oy various integrated circuit conponents, e.g., nenory

el ement s,

processing elenents, logic elenents, |ook-up tables, and th

i ke, which 30 may carry out a variety of functions under the control
ohe or nore mrcroprocessors or other control devices. Simlarly, th
software el enents of the present invention nay be inplenented with any

programming or scripting |anguage such as C, Ct+, Java,30dERemben 28l er
PERL, " extensi bl e markup | anguage 5 30 Novenber 2005 (XM.), JavaCard a
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Appl et al kandiféle computer (e.g., Palm PI|Ot®. BIueberry@) cellular phone and/or the like.
Similarly, the invention could be used in conjunction with any type of personal
computer, network computer, work station, minicomputer, mainframe, or the like
20 running any operating system such as any version of Windows, Windows NT,
| Windows 2000, Windows 98, Windows 95, MacOS, 0S/2, BeOS, Linux, UNIX,
Solaris or the like. Mareover, although the invention may frequently be described as
being implemented with TCP/IP communications protoco!, it should be understood
that the invention could also be implemented using SNA, IPX, Appletalk, IPte,
25  NetBIOS, OS! or any number of communications protocols. Moreover, the system
contemplates, the use, sale, or distribution of any goods, serwces or mformat:on
over any network having similar functionality described hereln
FIG. 1A illustrales an exemplary RFID transaction system 100A in
_ accordance with the present invention, wherein exemplary components for use in
30 completing a fob transaction are depicted. In general, the operation of system 100A

may begin when fob 102 is presented for payment, and is interrogated by RFID
reader 104 or, alternatively, interface 134. Fob 102 and RFID reader 104 may then
engage in mutual authentication after which the transponder 102 may provide the
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25 NetBI GS, OSI or any nunber of communi cations protocols. Moreover, the
system contenplates, the use, sale, or distribution of any goods, services
or information over any network having simlar functionality described
herein. FIG 1A illustrates an exenplary RFID transaction system 100A in
accordance with the present invention, wherein exenplary corrponents for use
in 30 conpleting a fob transaction are depicted. |n gerférfigvembes B%ratlon
of system 100A may begin when fob 102 is presented for payment, and is
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to a ne(pokk de¥fceandot 6r o RBmputer interface (e.g., user interface) 134. In one
exemplary embodiment the transaction completion system may include a merchant
‘system 130 including the POS device 110 in communication with a RFID reader 104
| 20 (via data link 122). As described more fully below, the transaction completion
system may include the user interface 134 connected fo a network 136 and to the
transponder via a USB connector 132, -
Although the point of interaction device is described herein with respect to a
merchant point of sale (POS) device, the invention is not to be so limited. Indeed, a
25 merchant POS device is used heréin by way of example, and the point of interaction
device may be any device capable of receiving fob account data. In this regard, the
POS may be any .point of interaction device enabling the user to comptete a
ifansaclion using a fob 102, PQOS device 110 may be in further commu_nication with
a customer interface 118 (via data link 128) for entering at least a customer identity
30 verification information. In addition, POS device 110 may be in communication with
é merchant host network 112 (via. data link 124) for processing any transaction
request. In this arrangement, informa'tion provided by RFID reader 104 is provided
to the POS device 110 of merchant system 130 via data link 122. The POS device
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transponder via a USB connector 132. Although the point of interaction

- device is described herein with respect to a nerchant point of sale (PQOS)
device, the invention is.not to be so limted. Indeed, a 25 merchant POS
~device is used herein by way of exanple, and the point of interaction

devi ce may be any device capable of receiving fob account data. In this
Tegard, the POS nay be any point of interaction devi ce 3&hkblembgr 20@5 user

to conpl ' 115 ' L ;

further TSy e S I6c it Jafia bbmbively iy FEpYYE i ierliy VPR,
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interface 118 via data |link 128) and provide the informatiaon to host -
syst em kpmmunicgtions S¥eng.logal yeen asyis dypiealusad neenneshan Wit stepRartedi a
and prot : OEP& LRk 1 i for
exanpl e,rﬂéé)l%@ %@i%ﬁﬂlfgbiel : md&b’izﬁet&n’é& sbé%?rw ' _%’fgeltra ﬂersti'I blé%rﬁe(iace

Pr ovi derLif¢sSPPSLandr @nyewireless sesinmmusicatior: anediai c b iaddidiopy dhe gnergbant | oop

as i, typical Ly.u | t] ] r d | I QN,
cabilD mavstam dorERelR: f8 POS e 1§ U R P2 RTRAE Y
Wi r el esqoealnareni metivook wihich interfacesdid &iremoté metwenkc (rattshbem et eemo@0

i ncluding the POS device. 110, and host, . net kK 112 resi a cal
ar ea netZMHAZAYPE O n-f"érf"i% 3’%‘.5?8%-e Mﬁmﬁ%ﬁ& {’%ﬁﬁ) q?%r "?Jé'ormte
aut hori wﬁrﬁmi@%teaﬂith nhé nemotel nemmk visoa .leaFw Imdﬁ, lcsmntwas:lﬁe rBSLBﬂt_T_.rlmy s
comuni cate with the renote network via,a lLeased line, s as_a ,
line,  orhe dike. | SHeh CRMEPNICRIRDR Ines RUISSFHRES 17 @ YRIEly ) daFySUC &1 ory of
texys, SupBeRtandifg " OBGE COMMGhiBStdR"a bFOGiTbEl CRBId NWhichbls (Adobsdratddel d,
which is incorporated herein by-reference. An account nunber, as used
her ei n, hesginibydefgfene®y i dentifier for an account (e.g., credit, charge

‘debi t, checkiapthectht ROsber, A8aisdd HerdiR! indy iREludE an identinehior BnEacount
(e.g., credit, charge debit, checking, savings, reward, loyalty, or the like) which may
be maintained by a transaction account provider (e.g., payment authorization

20 center) and which may be used to complete a financial transaction. A typical
account number (é.g., account data) may be correlated to a credit or debit account,
loyalty account, or rewards account maintained and serviced by such entities as
American Express, Visa and/or MasterCard or the like, Fof ease in understanding,
the present invention may be described with respect to a credit account. However, it

25 should be noted that the invention is not so limited and other accounts permitting an
exchange of goods and services for an account data value is contemplated to be
within the scope of the present invention.

In addition. the account number (e.g., account data) may be associated with
any device, code, or other identifierfindicia suitably configured to allow the consumer

30 to interact or communicate with the system, such as, for example,
authorization/access code, personal identification number (PIN].' Internet code,
digital certificate, biometric data, and/or other identification indicia. The account

.number may be optionally located on a rewards card, charge card, credit card, debit
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be mai ntained by a transaction account provider (e.g., paynent

aut hori zation 20 center) and which may be used to conplete a financial
transaction. A typical account nunber (e.g., account data) nmay be
correlated to a credit or debit account, |oyalty account, or rewards
account maintai ned and serviced by such entities as. "Anerican Express, Visa
and/ or MasterCard or the |ike. For ease in understandi ng0 Ndveeber 28@nt
invention may be described with respect to a credif, accoynt. However,, it 25
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charge cRifricsh cBkpressr d Egthbicbimpany's Nersditb eard Giimbersr domphewitrd that d,

tel ephone card, snart card, nmagnetic stripe card, bar co)&e Cﬁrgﬂ, and/ or-
the | kecompanyis sERsErdizarbiammansugh. thal dbe CRMPARY YSNG:2 SPaser-AIal el m of
| asti c,u A ' o, i : mber “0000

Fr ansm 1T e e e e O e oney Ancount
numdér r@BOMRQ0G BP0E. drantypisal examnplecbs-ustdive tesenep digiisPreUueseved 40% hough
each credi . OV P! ¥ S e i

711t eon aiobr Pl Ebosta®ahd Saefty MEUTEING Larks B (HE Brifelie o W o

credit caamnple thedastsbiesnthwigitis used ascosymeheck for dhel shdrersdioit Gumkersuch
et R TR o3 s el o ol R A bSonaE Tt
0000". latcauhl pumber storelas, Trable 1 and Tradkv2 data aevdefinedgnt ISQUIES 7848+ ved
180 ek e Mok B e Spletla KB 1, 17 e e ldy EfbOanaf. Y TL.C
si'xt een-gHcauht AURiBRF mayl itclidy ar umiduerfpb eepial numbeerand gises identificatn t o '
Track 2 THiREETags el eperc Splen AP 51 A e PRt UPPREy B3 28 En que
t-o fob %RFob ! fh20omeidexs Hakstasecron digreescribelemore fully below. Database 214
may be configured to store multiplé account numbers issued to the fob 102 user by
20 the same or different account providing institutions. Where the account data
corresponds to a loyalty or rewards account, the database 214 may be configured to
store the atténdant loyalty or rewards points data. | 7
FIG. 2 illustrates a block diagram of the many functional blocks of an
exemplary fob 102 in accordance with the present invention. Fob 102 may be a
25 RFIb fob 102 which may be presented by the user to facilitate an exchange of funds
or poihts, etc., for receipt of goods or services. As described herein, by way of
example, the fob 1'02 may be a RFID fob which may be presented for facilitating
'bayn"nent for goods and/or services. '
Fob 102 may include an antenna 202 for receiving an i’nterfogation signal
30 from RFID reader 104 via antenna 106 (or altematively, via external antenna 108).
Fob antenna 202 may be in communication with a transponder 114. In one
exemplary embodiment, transponder 114 may be a 13.56 MHz transponder
compliant with the ISONEC 14443 standard, and antenna 202 may be of the 13 MHz
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account nunber may include a unique fob serial nunber and user
‘identification nunber, as well as specific application applets. The
account nunber may be stored in fob 102 inside a database 214, as
.described nore fully bel ow. Database 214 nmay be configured to store
mul tiple account nunbers issued to the fob 102 user by 20 the same or
different account providing institutions. Were the accd@@Nouwsmbger 2005

correspoa%#e P X@nsYord rrqrwﬁ@ ase:anéomHaﬁlmbnbwﬂﬁ a8 lamEponaer
configure tt ?;Hore the atet endant a@% or. rewards points data. FIG 2
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conpliant wth the SO IEC 14443 standard, and antenna 202 may be of the 13

Mz 9 30 NoveMpevlaasiiemadulater y206hEayr hes eattpled 11 ?rayr%ecqﬂ equence
conmgni @cﬁit%e?"’zbg f8r ?arcﬁﬂﬁtﬂ%n@&‘itrglcd?qpé‘tahmeﬁtlm ot ﬂfc-f Q@ﬂ?ﬂ#ﬂo@td&i g6

COﬂfIgUI’ to receive the si rom transpon er confi ured to

modul at eRF e readena104;, and fer famlttatlng cortead |G the seaﬁ@gl%fttbe f@brﬂt@@c@%@um
Cor o e (SR BSCCIRTROLIY Sl 704 12 6 AU LABEBGY | e
a for rratorctmgnahdnbée mncuhm cwﬂﬂemfefaciljiaftlngodetermmmntthn!j'let aeqaﬁrerm:er ehder
var ot SHRSROREIE e 8 00 IR Groutie Pl SRRRRROS Blockl Seberle oot 5© M
Modylsat czdmpabel cinfiguiitbtordeferbrine ovinettasnt th@s:@nar proviteld thethedRIEID reader
b ovi dediif s mebEniicEe: 208 shedny Hovidingt o NS FFIG BaNer 304 dReCaredBiai g
of the frRimbddasteedastifob 10g1ber. In this regard pr ot ocol / sequence
controller .Zor-grotoc%llseqt?en ceSUI tt?cEHer %Bglmay be further in communication with
authentication circuitry 210 for facmtatmg authentication of the signal provided by -
20 RFID reader 104. Authentication circuitry may be further in communication with a
non-volatile secure memory database 212. Secure memory database 212 may be
any suitable elementary file system such as that defined by ISO/IEC 7816-4 or any
other elementary file ‘'system allowing a lbokup of data to be interpreted by the
application on the chip. Databaée 212 may be any type of database, such as
25 relational, hierarchical, object-oriented, and/or the like. Common database products
that may be used to imblement the databases include DB2 by IBM (White Plains,
NY), any of the database products available from Oracle Corporation (Redwood :
Shores, CA), Mucrosoﬂ Access or MSSQL by Microsoft Corporation (Redmond,
 Washington), or any other database producl Database may be organized in any
30 suitable manner, mcludlng as data tables or Iookup tables. Association of certain
data may be accompllshed through any data association technlque known and
practiced in the art. For example, the association may be accomplished either
manually or automatically. Automatic association techniques may include, for
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or logic driven circuitry capable of facilitating determ nation of the
sequence of operation for the fob 102 inner-circuitry. For exanple,

pr ot ocol / sequence controller 15 208 nmay be . configured to determ ne whether
the signal provided by the RFID reader 104 is authenticated, and thereby
providing to the RFID reader 104 the account nunber stored on fob 102.
Protocol / sequence controller 208 may be further in conmmadi Nevember v08Hh

aut henti cat i n Ci for n n si gnal
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tabﬁg ar%':f]‘l eldsicggté tdg%)gpg%?% §;sné\'et he two da'?a tg‘ﬂjlgs may tcﬁ%n be

mer ged @End/dradesagptiononf signalssenddo eafram theFFIDIegde In this
St TSt 1B, RIEIORISL0 Al Apndi i crgaancstor e
t hough riztabase 214 for storing at least a fob 102 account data, and a unique &b 10
identification code. Protocol/sequence controlier 208 may be configured to retrieve
20 the account number from database 214 as desired. Database 214 may be of the
same configuration as database 212 described above. The fob account data and/or
unique fob identification code stored on database 214 may be encrypted prior to
storage. Thus, where'protocollsequénce controller 208 retrieves the account data,
and or unique fob identification code from database 214, the account number may
25 be encrypted when bemg provided to RFID reader 104. Further, the data stored on
database 214 may mclude. for example, an unencrypted unique fob 102
identification code, a user identification, Track 1 and 2 data, as well as specifi c
application applets.
Fob 102 may be configured to respond to multiplé interrogation frequency
30 transmissions provided by RFID reader 104. That is, as described more fulrly below,
RFID reader 104 may provide more than one RF interrogation signal. In this case,
fob 102 may be configured to respond to the multiple frequencies by in'cludihg in fob
102 one or more additional RF signal receiving/transmitting units 226, RF signal
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10 identical, data in the key fields may al so be nerged by using AGREP, for
“exanple. The data may be used by protocol/sequence controller 208 for data
~analysis and used for managenent and control purposes, as well as security
purposes. Authentication circuitry may authenticate the signal provided: by
REI D reader 104 by association of the RFID signal to authentication keys
stored on database 212. 15 Encryption circuitry nay use 3Rdywesiter @8d0mn

dat abase Ebﬁmmglpaﬂmﬁhinganoitﬂﬂﬁi may iaclude andantenps i218 and diagsporsdere220.t o or

fromthe a 0 ddi t ot ocol /s nt ol ler 208 may
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controller ma beggqaé)ag?r ed to . retrieve 20 the acc%‘lint nunber from

dat abase ¢TRO sitP Wadielude; 3ai34eKide eptenngakd 8. saniigired: fdn as
dat abase &Jrﬁm@ﬁﬁﬁ[é WAt gy 12TRndoRRE 0901 i 1S BGRBIERY coifor O

identification code stored on database 214 may be encrypted prior to

st or age. BRUEC {44Aa- %p@mwt/r@@qdamféewﬁumn Ray 108 bieequué’eés Ingleadccount .
data, a o t r e count
T
e data ( i e
uni que fo%gg)oa nurﬂﬁ %&h lgtal ﬁ@@ ﬁ ser identification, Track | and 2
data, as f"tas sp% é 38%5 %B ov}ppl ets. Fob 102 may be configured
to regpond to |mdnaﬂpéreembb¢menga1bbomz heURINMGEr lrﬂﬂudé anamvérshbssnairmm ded
20y, oM 1 o RS bRl Mot 0 e s,
104 may 0]
102f rrEy u&cmylthfmmérQnrmPﬁmclémF?F b.ﬂhrwlptosﬂd@vfcbeﬂuf?m anét?b?rl@QBEdl tng
info e nor e ona S receiving/transmtting units
256, Re Nenark 196 g m Hiroimtergbien nisaasl, oh e ik &% 15 dessg baAboys ilfny
i ncl ude &ésﬁéﬁte!%n%em&kaﬁdﬂ r FFpRRdMe A4er intdHice 4B ﬁﬁyeBBas%féraﬂﬁ

transponder 220 are conpatible with at |east one of the -additional RF
si gndbPs FEpSYURlPNbORMANY reoaMentional. innyt dRWReS cand/er oFEMPHERG| SYstems
embodi MeRorefaintided W&émit.HQQnéoskgfe’ernK%sﬁrq i c?J\ﬁhClﬂEf§XGl€rﬁd 1h b

comunicate wth a 134 KHz tr I s exenpl }/
conf i gur gxeowlandrempadinrEot, 1&:19430 aeiipbe aonfigeied o dadilitate @uliae dnteragt not

be requi pedmehtSt $2USB converter 222 may be in communication with a USB connector
232 for facilitating the transfer of information between the modulator/demodulator
20 206 and USB connector 132. Alternatively, USB converter 222 may be in
communication with protocol/sequence controller 208 to facilitate the trahsfer of

information between protocollseqdence controller 208 and USB bonnect_or 132.
Where fob 102 includes a USB connector 132, fob 102 may be in
communication with, for example, a USB port on user inteface 134. The
25 information retrieved from fob 1,02' may be compatible with credit card and/or smart
card technology enabling usage of interactive applications on the Internet. No RFID
reader may be reqdired in this embodiment since the connection to POS device 110

may be made using a USB port on user interface 134 and a network 136.

Fob 102 may include means for enabling activation of the fob by the user. In
30 one exemplary embodiment, a switch 230 which ‘may be operated by the user of the
fob 102. The swiich 230 on fob 102 may be used to selectively or inclusively
activate the fob 102 for particular uses. In this context, the term “selectively” may
mean that the switch 230 enables the user to place the fob 102 in a particular
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the 134 KHz transponder may be configured to communicate directly with the
prtot ocol / sequence controller 208 for transm ssion and recei pt of

‘aut hentication and account nunber signals as described above. | n another
enbodi nent, fob 102 may further include a universal serial bus (USB)
coennector 132 for interfacing fob 102 to a user interface 134. User
interface 134 may be further in communication with a PGS Nwember 2006 vi a a
net wor k Tperational weede. 1501 fxpmple.tthe user enaeplacarthenfobah@? in g mede o ke as

i s descr ieﬁ%gﬁﬁﬁr&}ﬁ%ﬂgstehof CgoHL br 1P zf'?%uc Kudifg-a Saldchéd ackdlfntUnfthber.

interface e simlar 1n cons ion Yo any conventlona |npu-t
devi ces aitimativebmthe fahgmay be@haceddih er mode s suchl thatthe éorizeedung numbesy st em

t i nt it I; ' 102
b cont | i PEaded By Oshiiod X328 st Ol 1V BRy N BB Wdnsiifber 128120 T5Y
may bfe i mi?m@nlma?@iiﬁm,\ém?hem U?ﬁusioely‘e?mtqrme/a%iﬁma‘écﬂre m:'no% ﬁaglgmgdngSB -
t er o I NT Qr I O e en u or enndul, at,or a
connect oPRERETapAL MHS RETRG s i todke tesponaye 18 U RF dnfetiosBlite o
W th proagGhierRs2EbA &iF U IUBE ebnrdttort $32.a4h ldneapatithiar embddirentofthe -

i nformati on between protocol/sequence controller 208 and USB connector 132.
Vhere folwitoh 23RdTeN EamaIniBen Qfrfneestion ensuringihatene RRIORe apglications of

communi C%EE&thWa%roiB@? WWJ @b fo2he rB:fN allive I REANY BbMMdMas idsifed BPpe 25
information retrieved fromfob 102 nmay be conpatible with credit card
and/ 80 sREID reader 184hAn vesd baegin.i thg QR Restion; mex bectermed 4h3s1 ‘nelons on
t he | nternet (DI r € sk8quU I N S nBHRgM i t he
connect i @?B]gﬂ[ilgn E&R@Igviagge%% ﬂtfhbgérsrh;gelfhggmgoyy{lsgsport ;:{)Bﬁ;ﬂit&g%r aré

i nt er f aceont@mpdatéda net work 136. Fob 102 mmy include neans for enabling

et en 530 onlrRREP by S, e TR RHGRR 200/ FRSG RIb 08,
230 on f QFFlpdsitiary the fats €02 maybe desmedagtivated h}CthﬁSl;lllsm‘l yrhahis, 'rllw?‘switc!tne' fob
102 187 38 v b gt bt BBk Db £ 0B b TetpaBle oo
12 30 NoweRPaigriid fe.gqpefmaraisdfrorTRIAD réaderctGd)plie this veay seftcir@gophage t he
(o0 102 paleymoSsniiion B Sh %o TS Sled OB e, T657 S Gy 10 2,
such t hajncrdiaebahe agstetdeditity®y preventing inadvertent or illegal use of the fob 102.

in one exemplary embodiment, switch 230 may be a simple mechanical

20 device in communication with circuitry which may electrically prevent the fob from
being powered by a RFID reader. That is, when switch 230 is in its normal position,
switch 230 may provide a short to the fob 102 internal circuifry, preventing fob 102
from being responsive to interfogation by RF or via the USB connector 230. In this
arrangement, the switch 230 ma-y be, for example, a “normally closed” (NC).

25 configured switch, which may be electrically connected to the antenna 202 at the
interface of the antenna 202 and the transponder 114. The switch 230 may be |
depressed, which méy open the switch 230 fully activating _thé antenna 202.

In yet another exemplary embodiment, the fob 102 may include a biometric
sensor and biometric membrane configured to operate as switch 230 and activate

30 the fob 102 when provided biometric signal from the fob 102 user. Such biometric
signal may be the digital reading of a ﬁngefprint. thumbprint, or the ‘Iike. Typically,
where biometric'circuitry is used, 'lhe biometric circuitry may be powered by an
internal voltage source (e.g., battery). In this case, the switch may not be a simple
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I's provided by USB port 132 (or serial port) only and the fob transponder
114 is 5 disabled. In addition, the term"inclusively" nmay nean that the
"fob 102 is placed in an operational node permtting the fob 102 to be
responsive to the RF interrogation and interrogation via the USB connector
132. In one particular enbodi ment, the switch 230 may remain in an OFF
position ensuring that one or .more applications or accSOriaenbeozdlf ed

with the frfébhé:fﬁaaladthnenbUE@twueh twehictnyis qmwaneds IrsseEémmeIOeR?hﬂar)eader

o e anebadranto el 20rmBg e batlhe danered D o hiomahE dreai’ R {1 "

cont enpl apdent if tRE®StNED2 exenpl ary enbodi nent, when the swtch 230 is noved
fromthe " OFF position, the fob 102 may be deemed acti vat ed bi/pthe user.
That is, the s'WYtha"OEbeQQU‘bﬁﬂW%t mﬂaﬁ‘é{“‘Pm?@Pd'&?Y&er aupsicyswitch:. JNhew 1 or

per 1§ | NP2 901 o SVERRORE B Yfich I CHAIALwbFe Shay 6OFERIHon fran RE D

,reader swtch acilitate control of the active
and i nactswwcat@@trgﬂert 7e8 toseleoivelsaentre dhe rastivationcpbtieevariaus fohst@an

security ting inadvertent or illegal use of the fob 102. I n one
exenpl aryg%ﬂ’g%rge\ﬁ?r%nt switch 230 may be a sinple nmechanical - 20 device in

conmuni cat i on FiG. M3 dilustrates yvanwexernplamy bbdakc diagearh| of ar RFdletre‘aUer fi&d frr om
bei ng poweredb a RFID read That .i s n swtc Q,.ls Lt mal
posi L1 on. SBiaes with ooy maoambnt 8f B RFcPElintaRuor, HFb|2até!

ci rcuiot r yio4oineiiels| fig é)@bnpi@2an fahwmbaoayccmﬁﬁéwtw BVRF tracdule 8020 gafidiols by RF
or via the USB cwgiééor 230, this arr%‘nﬁ] rrﬁ%_L t he Sﬁnach 230 be,
for exanpHEhercoyple Pf%'l"@'s@@d”tq\ia“ oM bl e@'@ﬂdﬁ: 04\ FRR¥: I be

el ectri Caéd ant@ﬁﬁa%B%svt@nbheeﬁﬂmﬁﬂard\{hetrzmbereaueﬁ ¢04 aa8 celipledaodREIPNNa
.202 and the transponder 11 switch 230 may depressed, which may

open t he readectdgp &%H'@'%@Qh'?é?gr@' ather wire ehwaemz °°F'He9‘§-'t" anot her
exenpl ary enbqgt FRédule (32 faﬁg érﬂgnr’iHWOB“ﬁ\b G duiths] n‘ﬁ%ure?lefbg‘?écu

‘é }
bi onetric nmenbrane configured to operate a swtc d activate 30 the
fob 162 mrnmaoah%mtbufohetorz c\ﬂéhegmwb f108ris tfwa\attﬁ@l tpo@%@ra si@angh at a

bi onet ri Icqgﬂlaqgjpl B etn\%ﬁechlg }nghm%e%ﬂbn f b TcoRfiGhRY Ip_llrogﬁigjnet (i c |

or the | re bironetric utryls used
circuitr yntnapgatmrpcsrmaidatbwansamatfeemncyo| tFag eexaroplee i(leOlge exemplaryy ) .

this casgl Afimai, 568 18 v b %oRngirdl' 6 rk8pdfy M LR ReEmEdiivn signal of
| about 13.56 MHz. In this case, RFID antenna 106 may be 13 MHz and may be
20 configured to transmit an interrogation signal of about 13.56 MHz. That is, fob 102

may be configured to include a first and second RF module {e.g., transponder)

where the first module may operate using a 134 kHz frequency and the second RF

module may operate using a 13.56 MHz frequency. The RFID reader 104 may

‘include two receivers which may operate using the 134 kHz frequency, the 13.56

25 MHz frequency or both. When the reader 104 is operating at 134 kHz frequency,

oniy op'eration‘with the 134 kHz module on the fob 102 may be possible. When the

reader 104 is operét;‘ng at the 13.56 MHz frequency, only operation with the '13.56

MHz module on the fob 102 may be possible. Where the reader 104 s_upports'bofh a

134 kHz frequency and a‘ 13.56 MHz RF module, the fob 102 may receive both

30 signals from the reader 104. In this case, the fob 102 may be cohﬁgured to prioritize

" selection of the one or the other frequency and reject the.remaining frequency.
Alternatively, the reader 104 may receive signals at both frequencies from the fob
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mechani cal device, but a switch which is powered., In yet another exenplary
enbodi nent, switch 230 nay be battery powered though no bionetric circuitry
is present in the fob 102. In yet another enbodinment, the switch 230 may
be a logic switch. Wiere 5 switch 230 is a logic switch the switch 230
‘control software may be read fromthe sequence controller 208 to

sel ectively control the activation of the various fob 182 Nowmbeni0s.

FIG 3 illustrates an e errtB! ary bl ock di agram of RFI I'r) reader 104 in

accor danEBOW'@tﬁ”é’Hag% Pnip %ﬁ%dh%ﬁ?d%fm"n@?}’r Becsan IBH(RS{Q BRI D
reader ' fRoGER i8R fémdi fféﬁ”ﬁ to a RF

modul e 3%%&&%2?6?%6??&‘%2? coupl E%a?g%é@éﬁgrpl r?oﬁ\gul e 3(')1?19 I n addition,
RFI D reader 16uthely Prefordiiequencescertraier 804 rpays indusieean optiond)| feedbaak t he
RFID re [ Al r ' |t 120,
-or ot he?m\?]vidr'éqﬁor W Pgﬁg@sgg%érﬁbgcﬁﬁ gﬁ.tu%@dﬁaﬁ@élagB%ngﬁéwgh%ﬁ%ﬁm&my be
sui t &bl ytheortiopat teedback may lbetintthe farth af @mbED cED seredn and/obothep visWler e f ob

102 is f t ' ignal at, i.cular RF f RF
moaul o 5Bk Witlch % LBAFArEA T ROANG: ofiuidiey S e sBiala, weSBE ERtyor
sarr]?_ f r esthen eyessage aamimpls@nal Ittloonfermnﬁepfoa_rym ;ﬂsb]?dh@temet tr‘égba%t@a i@‘,ayl be
contiqgureq 1O es Lo .an.i.nterr.ogat.l o Sl gn (0] ou el . n
CoL! 9u intaled {57tk 5B ety Someds e et St 878 siheniteleds.o
transni ttrgnisachb®is denig procesgn| (e, BOskcolst RBMIEY is DRl fead bPIRFIB2 may

be caonfigured to include a first and second RF nodule (e.qg., transponder)

wherl@ t Heagden and/gdhedransacipibissaccepiad.or denied (R trar&asﬂgwpameﬂm second
RF duds St \ . 104
mMod i gapBryvae SHch aff gﬁt%nr% :F%ediﬁck/"r’ﬁa b?%é’gﬁﬁdtlg% f{tﬁZBE*aane%aslﬁ%n may

‘include two recei'vers perate using the iz Trequency, the
13. 56 23udiple indigatengr may msesent e Audible indigator siogly) fordpterminantheaob134 kHz
frequen kO3 WA h t f y be
possi ol coR/HET ¥, 8 rhiiholt et Ing ShdtlE R fBYERE o SRR,

onl y opdnultiplentores hmusisal imdpgtorvandion dolce iodicators dopigue?l toesighify pbesi bl e.

Vhets i 07168 iing ARSI A Ansgln b SBT3, 12, 58 M
this case, tIRFIDoante0Bantl6 aycbefingcommiuhication witht &z ranspdnelet i308 for t he
O " Py RG o MR e oPB s B PaRPAl ol BESH Hibnisatos 1. om
the fobrequest signal and/or an account data from fob 102. Transponder 306 may be of
similar description as transponder 1‘14 of FIG. 2. In particular, transponder 306 may
20 Dbe configured to send and/or receive RF signals in-a format compatible with antenna
202 in similar manner as was described with respect to fob tranéponder 114. For
example, where transponder 306 is 13.56 MHz RF rated antenna 202 may be 13.56°
MHz compatible.  Similarly, where transponder 306 is ISO/IEC 14443 rated,
antenna 106 may be ISO/IEC 14443 compatible. |
25 RF module 302 may include, for example, transponder 306 ih communication
with authentication circuitry 308 which may be in communication with a secure
database 310. Authenticétion circuitry 308 and database 310 may be of similar
description and operation as described with respect to authentication circuitry 210
and secure memory database 212 of FIG. 2. For example, database 310 may store
30 data comesponding to the fob 102 which are authorized to transact business over
system 100. Database 310 may additionally store RFID reader 104 identifying
information for providing to fob 102 for use in authenticating whether RFID reader
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14 30 Novenber 2005 wupon interrogation. In this case, the reader 104 may
be configured to prioritize selection of one or the other frequency and
r.ej ect the renmmining frequency. Further, protocol/sequence controller 314
may include an optional feedback function for notifying the user of the
status of a particular transaction. For exanple, 5 the optional feedback
may be in the formof an LED, LED screen and/or other vi39NavembepPagh which

' fi d t t at d/

ot hor et Gesufaresb Lo BB roviged b ol eheours B blee hn o8 MBS on
is initppged (e.g., fob is being interrogated), the fob is valid (e.g.,
fob t hent ted t t b b t
GV AR IIRAE s SRR (o o #cept ed
or deni &g ihéntiation ﬁ:ﬁl@ﬁﬁrgtmn ‘ﬁ%ﬁ@%éﬁtncaﬁbrﬁélm?%eéb BB CoRfi nal

f eedback may or may not” be acconpani ed 5 | cator (or may
pr esént toraa:tlmrdlr:ateethrerﬁig@%ltmwded@w?b 82 in ﬁf@!ﬁhlﬁ@"’%?{éhabeuthfoﬁcai@@r of

e {1 ORGAOhBY IR\ PLENERGLHE e SRYohBRURBY REIOTEscer

Si gnlhf yl‘mienAsJE adseribed mn}e fulty lbegmg foht1@2ra1g‘ht¥dl3 neiader r’lﬂﬂs%ftﬂaQ@nlnsgat us,

306" or ™iPah SRRTRRER B R, » MR Iy e IR CEL

$n auth SRin ohthe' egsleat 1eﬂg~nay rmndékur plaveaontiuiob tea2 autraeynrcet]ez tnezi:I . |
t ,

2. A p g tioa REY cacfs 108 nsh BF R gessler B cbptishylsn B s et mu/PB:

recei ve 4g signals in a fornal corrpatl ble with antenna 202 in simlar

manner as was_described wth respect to f ob tranwﬁgnder 114. For exarrpl e,
where transpbitiet iszadiawched gfsamigxemplanyatheny PERRESSH]) REOTdANGE

compat | Rl il plelsit thvelis. TiizraaReRMRIIOAQSobesd BOULAEIeL4d brietiasd.

ant enna may be 4443 conpati bl e dul e 302 nmay i ncl ude,
for exarmhabis, rh%rﬂewrﬁreﬁerage tha preerasfdhe READ rﬁﬁ#w 104 authentigatingthe
“Cirggit rﬁ?;n h t 992310.
Aut gnt F%%ﬁb%hvggﬂlhrsg g tr % gr{bﬁo bEase 9}”&@‘ gge 0 s’:ié‘n? Itgé‘ ﬁgﬁscrl ption
and opemﬁhmmsdﬁﬂ&fﬂbda 1@4.h respect to authentication circuitry 210

gtn gr Zeggr garg‘%dr{r&éigép%g | nggi%"%eﬁ{;’%bs{c&f%?ﬁ%ﬁg@? 'ﬁg ?ﬁ?%tgr ansact
busi nessignats received from RFID reader 104. In an exemplary authenticatlon process,
where RFID reader 104 is authentieating fob 102, RFID reader 104 may provide an
20 interrogation signai to fob 102 (step 402). The interrogation signal may include a
random code generated by the RFID rea_der authentication circuit 210, which is‘
provided to the fob 102 and which is encrypted using an unidue encryption key
corresponding to the fob 102 unique identification code. For example, the
protocollsequence controller 314 may provide a command to activate the
25 authentication circuitry 308. Authentication circuitry 308 may provide from database
310 a fob interrogation sugnal including a random number as a part of the
authentlcatuon code generated for each authentication signal. The authentication
code may be an alphanumeric code which is recognizable (e.g., readable) by the
RFID reader 104 and the fob 102. The authentication code may be provnded to the .
30 fob 102 via the RFID RF interface 306 and antenna 106 (or altematively antenna
- 108). o - ' - ,
Fob 102 receives the ihterrogation signal (step 404). The interrogation signal
including the authorization code may be received at the RF interface 114 via
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system 100. Dat abase 310 nmay additionally store RFID reader 104 identifying
I nformation for providing to fob 102 for use in authenticating whether RFID.
rreader 15 30 Novenber 2-005 104 is authorized to be provided the fob
account nunber stored on fob database 214. Authentication circuitry 308
may be of simlar description and operation as authentication circuitry
210. That is, authentication circuitry 308 may be confi glrNayembep2005

aut henti Gabent B82S GRAL (e gafoﬁ’%g iPcthvaled He inteFbFato siGRANAEILEAG the

authenticatiron circulrtry ray be configured to authenticate the signal
pr ovi decauthomEtionrensigemay be provided to theJaedulator/demedulatoncitsuit 26 whare102 and

RFI D reader_.10 el . tiucati i -hi ~amut ual
hut hent DEsignA TaY HEakpqHted pudt Ab TRV 8 sighdl folhrpidelitégilence T

pl ace ur%ddtrdlebZQBZhatmmwséMrﬁe ¢drl¢rolltls.r 208 mady fecopnize ther intefeogation, and
"RFI D_reader 104 aut henti cates . .the signh I ' S

[T owBharsiigl 2 tut o AEnEATo R0 R 0h 108, 688 proide uid Shundnbicain |

, present dd@i\éQBtéLmWenﬁBaﬁoﬁutrtLﬁMimaTh@fbmi ()12 then éaprypt thk austhenticatioded.
That is, the flowhart dg@l cts the proces the REID regder. 104,

aut hent i Gosle; (ster406)4 4n paBISulas 2NCRYRIOR TBRY S'Fmapva%@twa OREIredt 2ed i n

the instaneg shi\ptedede HelautRentitanbn ¢alie anBRerymane icoliefpriofto ppdvding
dat abase 212 ndy store security keys for encrypting or degr ptlj__rlg él gnal s
r ecei vedhereneryed sulhertication cogde, iamf@wwnsetmpﬁl%gﬁn P de¢s |

wheng RELR, %Qfﬁfoﬂ@él tﬂéeﬁé&ﬂ%ﬂtétﬁﬁédg@%@%ﬁ@?o e R |DeReser 104 (sRp

provide an’- errogation”signa . step 402). The interrogation
si gnal m08)i nThaldis, 4he rencoiplted cuthepdination sadeynan berpravidegatgethe RFID

aut henti e | reui ' ' PL:oNjd o] 0 n ichis
encrypt d ggﬁgri mg&a n‘ﬁﬁ nm@%é%%ﬁ%’%% dc!)%lok e{:llpaﬁéto ?érbeeté poR ?1:3 ﬁngQ%Sét ,ﬂgaf gﬁwl]o 2
uni que itcspohderat 14)randahtenrfao202xanpl e, the protocol / sequence control |l er

L6 B OV SR gy T66h Yol s BRGPMIAEBLIBALR Loyl 20°
i Nt qEr ogRicHARioAIO(EMEP 410). Thal s, the emctppted wutiesntisation pade mal beweceived
Ut hont 18 2SS N BuSTinceatos AR Aet B BEuoth b ACTEN el Forst .
(e.g., rspedafiinenidationircuit 308 may be provided a security authentication key (e.g.,
transponder system decryption key) from database 310. The authentication circuit
may use the authentication key to decrypt (e.g., unlock) the encrypted authorization
20 code. The authentication key may be provided to the authentication circuit based on
the fob 102 unique identification code. For example, the éncrypted authentication
code hay be provided along with the unique fob 102 identification code. The
authentication circuit may receive the fob 102 unique identification coc_le and retrieve
from the database 310 a transpdnder system decryption key correlative to the
25 unique fob 102 identification code for use in decrypting the encryptgd' authentication
code. : ‘ :
Once the'authentiqation code is decrypted, the decrypted authentication code
is compared to the authentication code provided by the RFID reader 104 at step 402
(step 412) to verify its authenticity. If the decrypted authorization code is not
30 readable {e.g., recognizable) by the authentication circuit 308, the fob 102 is
deemed to be unauthorized (e.g., unverified) (step 416) and the operation of system
100 is terminated (step 418). Contrarily, if the decrypted authorization code is
recognizable (e.g., verified) by the fob 102, the decrypted authorization code is
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RFI D reader 104 and the fob 102. The authentication code nmay. be provided
to the 30 fob 102 via the RFID RF interface 306 and antenna 106 (or
alternatively antenna 108). Fob 102 receives the interrogation signal
(step 404). The interrogation signal including the authorization code may
be received at the RF interface 114 via 16 30 Novenber 2005 antenna 202.
Once the fob 102 is activated, the interrogation signal 30ridgvedibey200f

aut hori Z@‘deﬁibdlmdbe rmuhém:preuvusmmz) @nd thed:anaa@imd@n@imeat o paceedi t 206

brot ocol ASequiiibe etne ParialrBbSarin) e ol RsptRyrhdidhesl
;ggogglz zegé]tgmérgﬁaggg?ﬂ%y ;ﬁlﬂtﬁ%ﬁcﬁgm%fmrmmﬁﬂDﬁpaithﬂnmm |sd:!au!dohet)z t he
210, Theamrqnmpeﬂen Tenan i e Sutherbieie e O TOLBHEPRLPEBHOBY |

partigul a4 ,ﬁq HERERY rdd@eF 90§, by authentication circuit 210, which
may recei ve ent 1 catlon code and encryﬂ%g the code pri or tozagr ovi di ng

t he encrypt ed Itaahdh%bemiﬂd)ﬁhlatm Exeppieno¥e! prRGese e theR2a388.  Fop -
102 10 t"ét ga%ggé%?e@ﬂﬁ? Wﬂeﬁtﬁn@ GHibcket a ﬁéﬁﬁiuoﬁoétfuet% idaAtiEHT 1o

reader he "encr g aut henti cati on code may be
pr ovi ded the aUthoriBSidh coda providelinvstap #6@ul lhther sagleswara) nat ddenticalthen t996 RF

i nterfac 1 a 2 SATicE 04 may
t hen recg‘?’l?/éégg\%nghé?'% ggég%?ﬁ%ﬁs %%elr@ﬁgoogae'ﬁ{gﬁgh %‘c’iecr yﬁ?‘? |tsg(step
410) 40 Thig db%craﬂétﬁuﬂhcrreﬁpeadtoaidehﬁcmlty;aﬂemrcaht;dls mtyretqylrechDvaxa .
antenna 106 and RF inte ce 306 n
circuit aythentisglionriryl qa%'ﬁ‘a&"%ﬁﬂﬂ %WR%FP etﬂﬁﬂ:éy Wé@Z%d# %&b&

aut henti gt Pﬁs&ekeyfdredetermuﬁrﬁganap@wéerthsyslbewpm ropdei @orresponds dm aat abase
310. The authentication-circuit may use the authentication key to decrypt

(e.q. uﬁl@lﬂ@z dieb d@2s ypt ed aut hori zation 20 code. The authentication key

My be provi dagdntitifort EreaNYi S66 i Ray GiddRignailpaeeth eomrhivichtidn 1R ani que
identification code. For exanple, the encrypted authentica ctll on, code S8y be

pr ovil Bed padtong/spiauanee c convelles 394 100 SIEUAL | PPRANPR ) AN JESFARton

t hent feb idevizecod
ond ot PRGEBEgLEticd diRtroliec DY ol B! o0 THAL 1! prefocdlsthiénen §|523 °

corr el at icoatrokert3t aGyue goefigused 10 Dateranne the grdas Plceraraten
decrypti ngaé D& " 65BLAShBY RPN SAPIEFIG. 5 illustrates and exemplary decision
process under which protocol/sequence controller 314 may operate.
20 Protocol/sequence controlier 314 may command the different components of RFID
reader 104 based on whether a fob 102 is present (step 502). For example, if a fob -
102 is not present, then protocoi/sequence controller 314 may command the RFID
reader 104 to provide an uninterrupted interrogation signal (step 504). That'is, the
| protocol/sequence controller may command the authentication circuit 308 to provide
25 an unmterrupted interrogation signal until the presence of a fob 102 is realized. If a
fob 102 is present, the protocollsequence controller 314 may command the RFID
reader 104 to authenticate the fob 102 (step 5086).
| As noted above, authentication may mean that the protocol/sequence
controller 314 may command the aethentication circuit 308 to provide fob 102 with
30 an authorization code. !f a response is received from fob 102, protocol/sequence
- controller may determine if the response is a re,sponSe to the RFID reader 104
provided authentication code, or if the response is a signal requiring authentication
(step 508). I[f the ‘signal requires authentication, then the protocollsequence
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code. Once the authentication code is decrypted, the decrypted

aut hentication code is conpared to the authentication code provided by the
RFI D reader 104 at step 402 (step 412) to verify its authenticity. If the
.decrypted authorization code i's not 30 readable (e.g., recogni zable) by the
authentication circuit. 308, the fob 102 is deened to be unauthorized

fe.g., unverified) (step 416) and the operation of syst & Naveobies 2005

:gzz‘gﬂs;ssuséf 1 mayaetvatgdfe pythenlicatsl S 2issuRbd BBbE RemS0555r on
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transaction is all owed procee (step 414). In one.p
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*RFID rea | cate the prior to the fob 102
aut hént i(stepi 630). heTHEY I3, rféadewotq@wsequer@ﬁogmmrq;@r rfé)vednampmrna% tEﬁerrpl ary

verificat bg tlgaﬁ‘ﬁ@sam [ hﬁoé‘%h%hé\?et Ic?%nt il l%t?%et 33&83@ gkﬁg"‘het her
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provi dedranspstdgr dgfﬂemldecrymlmm unlecintite sigeal, iapd| carngaretthe signad 1002 i s
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For jCxampbg. If n hsphalc |redoghized)! thedfoloapi/seuehys! banlaer yp1 bameyde
dec Dt eteraus dsbe on 02 1o aulonze o pross PeisYSesn 1 i SEPTdR
g Ir g tC g 'C E) lrn)ét 38BogYedidttichi H2akdt id@ohsideRMTWBL Githdrzedl Ih whicAScase, the

equence controller 314 of mlar o on .a
pr ot ocolpfét@g&éﬁﬁﬂé'eﬁéﬁtcﬁmfﬂlﬂr Igemay qsqlnﬁﬁ."aﬂd hg%ﬁb!sco%'i‘ﬂFB e|S é’tﬁqﬂ%geas
d f d to det th d f ‘
oper at | (07 ShGiad oL =B EGEF 100 L%ﬁ;ﬁneni’s “Eor exangl e, ELG 5
| I I ust rat es Qngeetkerppratocotisequenca contorlies sd elaeeinesnthat H!eotf%o??%éauence
| A d
0L 58 ho?}%écbrm (BRIl Saquel T LBARARY %8 PE8ei RNGERphAE iBaddifiByalcomman

the rea ased on whether a fob 102 is
pr esent sigriatspatelging ent by fotph 82 ($tepH1Hdb lf no addigionak signalde provided Ry

[protocollSearenas g ’b%t%l:&nfsfeqﬁéﬁcé@éfn&éi@%‘iﬂ hd§ pFvide all the components
of RFID reader 104 {o remain idle until such time as a signal is provided (step 516).
Contrarily, where an additional fob 102 signal is provided, the protocol/sequence

20 controller 314 may determine if the fob 102 is requesting access to the merchant
point of sale terminal 110 (e.g., POS device} or if the fob 102 is attempting to
interrogate the RFID reader 104 for retum (e.g., mutual) authorization (step 518).
Where the fob 102 is "requesting acce‘ss' to a merchant point of sale terminal 110,
the protocol/sequence controller 314 may command the RFID reader to open

25 communications with the point of sale terminal 110 (step 524). In particular, the
protocol/sequence ‘conlr.oller may command the point of sale terminal

- communications interface 312 to become active, permitting transfer of data between
the RFID reader 104 and the merchant point of sale terminal 110. '
~ On the other hand, if the protocollsequehce controller determines that the fob

30 102 'signal is a3 mutual interrogation signal, then the protocol/sequence controller
may command the RFID reader 104 to encrypt the signal (step 520). The
protocollsequenée controller 314 may command the encryplion authentication circuit
318 1o retrieve from database 320 the appropriate encryption key in response to the
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reader 104 to provide an uninterrupted interrogation signal (step 504).
That is, the protocol/sequence controller may command the authentication
circuit 308-to provide 25 an uninterrupted interrogation signal until the
presence of a fob 102 is. realized. If a fob 102 is present, the

prot ocol / sequence controller 314 may command t he RFID reader 104 to
duthenticate the fob 102 (step 506). As noted above, aut3fiveswer ety

mean t hajod fig> m&aaqﬁdéﬁggmagnauc ?Q{er Qﬂokcf‘dfggé@ém CRATFBRE R 14 ay then

aut hentication circuit rov wth 30 an authorization
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protocol/sequence controller 314, encryption/decryption component (e.g., circuitry
20 318) may retrieve the appropriate security key, decrypt the fob account number and
forward the decrypted account number to protocol sequence contfoller 314 in any
format readable by any later connected POS device 110. '_in one exemplary
embodiment, the account number may be forwarded in a conventional magnetic
‘stripe format cohﬁpatible with the ISO/IEC 7813 standard. Upon receiving the
25 account number in magnetic stripe format, protocol/sequence controller 314 may
forward the account number to POS device 110 via a communications interface 312
and data link 122, as best shown in Figure 1. POS device 110 may receive the
'decrypted account number and forward the magnetié stripe formatied account
number to a merchant network 112 for processing under the merchant’s business as .
30 usual standard. In this way, the present invention eliminates the need of a third-
party server. Further, where the POS device 110 receives a response from network
112 (e.g., transaction authorized or denied), protocol/sequence controller 314 may
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20 controller 314 may determine if the fob 102 is requesting access to the
‘merchant point of sale termnal 110 (e.g., POS device) or if the fob 102
is attenpting to interrogate the RFID reader 104 for return (e.g., nutual)
aut hori zation (step 518). \Wiere the fob 102 is requesting access to a
nerchant point of sale terminal 110, the protocol/sequence controller 314
may command the RFID reader to open 25 conmuni cations vm&OI‘NQ%mtpm?ﬂ% of

sal e ter rprBdde 1th@ ﬁm %sé o RﬁétRF Uhédule (302 fdPr SptRENY /aPaMH eluklibly

controller may command |{) int of sale termnal conmmunications interface
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Encrypt i enényptedygcoant oumpement 318 may be further i'n.communication wth
FiG. 1B illustrates an exemplary personalization system 100B, in accordance
with the present invention. In general, typical personalizatioh system 100B may be

20  any system for initializing the RFID reader 104 and fob 102 for use in system 100A.
With reference to FIG. 1B, the similar personalization process for fob 102 may be
ilustrated. Fbr example, personalization system 116 may be in communication with
fob 102 via RF ISO 14443 interface 114 for populating fob database 212 with the
'security keys for facilitating authentication of the unique RFID reader 104 identifier.

25 In addition, personalization system 116 may populate on database 212 a unique fob
102 identifier for use by RFID reader 104 in determining whether fob 102 is
authorized to access syéiem 100. Personalization system 116 may populate (e.g.,
inject) the encrypted fob 102 account number into fob database 214 for later
provi'ding {o an authenticated RFID reader 104. .

30 In one exemplary embodiment, personalization system 116 may include any
standard computing system as described above. For example,‘personaiization
system 116 may include a standard personal computer containing a hardware
security module operable using any conventional graphic user interface. Prior to
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a secure account nunber database 320 which stores the security keys
necessary for decrypting the encrypted fob account nunber. Upon
appropriate request from protocol/sequence controller 314,

encryption/ decryption conponent (e.g., circuitry 20 318) may retrieve the
appropriate security key, decrypt the fob account nunber and forward the
decrypted account nunber to protocol sequence control | el30Navembeng0S f or mat

readabl e dyp fiing! mé%rseeemeﬁé;ﬁ%fa’u%tﬁﬁvaé&&&%um@eﬂaﬁdemaué ad¥ntifying.
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may prepare a personalization file to be provided to the device to be personalized
20 (step 606). If the personalization system is operated manually, the pérs_onalization
file may be entered into the personalization system 116 using any suitable system -
interface such as, for example, a keyboard (step 608). Where the personalization
system 116 operator elects to delay the preparaﬁon of the personalization files, the
éystem 116 may abort the personalization process (step 610). In this context, the
25 personalization file may includ,e'the unique fob 102 or RFID reader 104 identifier,
security key for Ibading into database 212 and 310, andf/or security keys for
decryptnng a fob account number which may be loaded in database 320,
| Fob 102 may be personalized by direct connection to the personallzatlon
system 116 via RF ISO/IEC 14443 interface 114, or the fob 102 may be.
30 personalized using RFID reader 104. Perscnalization system 116 and RFID reader
104 may engage in mutual authentication and RFID reader 104 may be configured
to transmit the fob personalilzatioh file to fob 102 via RF. Once the fob 102 is
presented to RFID reader 104 (steps 608, 614) for personalization, fob 102 and

22



15 unique identifier (e.g., serial nunber) which may be used by fob
authentication circuitry 210 to determine if RFID reader 104 is authorized
td receive a fob 102 encrypted account nunber. FIG 1 B illustrates an
exenpl ary personalization system 1008, in accordance wth the present

i nvention. In general, typical personalization system 100B may be 20 any
systemfor initializing the RFID reader 104 and fob 102 30dvovgswer g0y st em

100A. . Wtrirlbeffe%as 94tfﬁafb§gadF e B multRl %uménaeatl%r BiZpt WhHere e sy for
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fob 102 nd/ or REID reader 104. Although the follow ng description
di scusse ﬁ’éﬁﬂ%}abﬁé’&onal i zation of fob 102, RFID reader 104 may be

per spgal i zed Oat&@dha mrmriaﬁtatn:rnoﬁlesrs pa’mﬁatpernamme fobi 1108, theopepalatedhi ch
O e ERo S rEEIeralg B B Dl ok A e oL e B
at step @%thbﬁ&éﬁco@@é feﬁep i62a}.1 PerdoRuiiAtion syBRinta88 rhd\etHer cresrl & Iy i on
system lgf6 tﬁg dpctarggngl?z\ghgr? ﬁlg information for later access and analysis by the
personalization system 116 user (step €26). ) ‘

20 It should be noted that in the event the personalization system 116 process is
compromised or interrupted (step 628), the persohalization system may send a
security alert to the user (step 630) and the personalization pi'ocess may be aborted
(step 612). On the other hand, where no such compromising or interuption exists,
the personalization system may be 'prepared to begin initialization on a second

-25  device to be personalized (step 632).

FIGS. 7A-B llustrate another exemplary embodlment of a personalization
process which may be used to personalize RFID reader 104. RF ID reader 104 may
be |n communication with a personalization system 116 via RFID reader USB
connectlon 316 (step 702). Once connected personairzatlon system 116 may

30 - establish communications with the RFID reader 104 and RFID reader 104 may
provide personallzation system 116 any RFID reader 104 identifl cation data
presently stored on the RFID reader 104 (step 704). In accordance with step 708,
where the RFID reader 104 is being personalized for the first time (step 706) the
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be authenticated in nuch the sanme manner as was described above with regard
to fob 102 nutually authenticating with RFID reader 104. That is,
personalization system 116 may transmit a personalization system 116
identifier to the device to be 15 authenticated which is conpared by the
devi ce authentication circuitry 210, 308 against personalization system
identifiers stored in the device database 212 310. Wh&0dNevembes B0Ges not

occur (StEl#lﬁﬂi‘éadérh%@eéxﬁmﬁé'ﬁééﬂ?éhz?ﬁ eﬂ?mbemayg Q]SBe il ﬁﬂ.@re .
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per sdifal |reatieon1®$/sasee'p 12f0)ray Ifc aedichtiastioch i§ Dﬂéﬁcdéfssﬁme(éléé S?ﬂlﬁ%lﬂ?élon
file, aunlguejd ntifier for to the fob 102 (step 616 The

di
i dent i fi HEPANRIFAURIL SYSiemIRRY Bﬁ@? tlbeehg nelizatian pﬂ%"@ﬁ\l%ﬁ?%‘l@ to a single
fob. That i s,wnereo:hhqferwmaaﬁbmwwerhhﬁts SRfhel REID iéddé'% 104RRickedsfy then

be contl iy Suthenfasio tng personaization system 116 mey upt update the RFID reader
104 secunty keys (step 716). Updating the security keys may take place at any time
20 3s determined by a system 100 manager. The updating may take placé as pért of a
routine maintenance or merely to install current security key data. The updating
may be performed by down;oading firmware into RFID reader 104 (step 718). Inthe |
event that the personalization system determines in step 706 that the RFID reader
104 is undergoing an initial personalization, the firmware may be loaded into the
26  RFID reader 104 for the first time. In this context, “firmware” may include any file
which énables the RFID reader 102 to opefate under éystem 100 guidelines. For
examp!e such guidelines may be directed toward the operation of RFID reader
protocol/sequence controller 314, '
Personalization system 116 may then determine rf the personahzat:on keys
30 (e.g. security keys decryption keys, RFID identifier) need to be updated or if the
"~ RFID reader 1Q4 needs to have an initial installation of the personalization keys
(step 720). If so, then personalization system 116 may download - the
personatization keys as appropriate (step 722).
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The encrypted fob 102 account nunber may be populated into fob 102 in the
10 sanme manner as is described with respect to the fob 102 uni que
identifier. That is, personalization system 116 may pre-encrypt the
.account data (step 640) and inject the encrypted account into fob database
214 (step 622). The encrypted account data may be | oaded (e.g., injected)
i'nto the fob 102 using RFID reader 104 as discussed abd@Novembeneels he
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FIG. 8 illustrates an exemplary flow diagram for the operation of system
100A. The operation may be understood with reference to FIG. 1A, which depicts
20 the elements of system 100A which may be used in an exemplary transaction. The’
process is initiated when a customer desires to present a fob 102 for payment (step
802). | Upon presentation of the fob 102, the merchant initiates the RF payment
procedure via an RFID reader 104 (step 804) In particular, the RFID reader sends
out an interrogation signal to scan for the presence of fob 102 (step 806). The RF
25 3|gnal may be provuded via the RFID reader antenna 106 or optionally via an
“external antenna 108. The customer then may present the fob 102 for payment
(step 808) and the fob 102 is activated by the RF mterrogatlon signal provided.
- The fob 102 and the RFID reader 104 may then engage in mutual -
authentication (step 810). Where the mutual aulhent:cahon is unsuccessful, an
30 error message may be provided to the customer via the RFID optical and/or audible
indicator (step 814) and the transaction may be aborted (step 818). Where the
mutual authentication is successful (step 814), the RFID reader 104 may provide the
customer with an appropriate optical and/or audible message (e.g., “transaction

25



determining if the RFID reader will accept predeterm ned default settings.
That is, the personalization system 116 nay then provide the RFID reader,
104 a set of default settings (step 708) and determine if the RFID reader
104 accepts those settings (step 712). |If RFID reader 104 does not accept
the default settings, 10 personalization system 116 may abort the

personal i zati on process (step 714). |f the personali zat i3Neemnben20d%s
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104 10 dBiGuidB 1 For' ehdftple?Pin' Ghe! €5Bnbldry" mBofintett FECHELdU SRBY" bbY keys
' established such that purchases above $X (ie., the spending limit) must be verified -
by the customer. Such veriﬁcati‘on-may be provided using a suitable personal
20 identification number (PIN) which may be recognized by the RFID reader 104 or a
payment authorization center (not shown) as being unigue to the fob 102 holder
(e.g., customer) and the correlative fob 102 transaction account'number. Where the
requested purchase is above the established per purchase spending limit, the
-_'custpmer may be required to provide, for example, a PIN, biometric sample and/or
25 similar secondary verification to complete the transaction. . _
Where a verification PIN is used as secondary verification the verification PIN
may be checked for accuraéy against a corroborating PIN which correlates to the
fob 102 transaction account number. The corroborating PIN may be stored locally
(e.g., on the fob 102, or on the RFID reader 104) or may be stored on a database .
30 (not shown) at the payment authorization center. The payment authorization center
database may be any dalabase maintained and operated by the fob 102 transaction
account provider.
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updated or initially |loaded (step 724). If no updating is necessary the
personal i zati on system may end the personalization procedure (step 732). 5
Gontrarily, if the personalization system 116 determ nes that the fob 102
identifiers and correspondi ng keys need to be updated or installed, the
personal i zati on system may downl oad the information onto RFID reader 104
(step 726). The information (e.g., fob security keys ard® Newsmber280%) nay

be downl oaded_ . | 1 th
e, doun! oadedyy0 SERGEN TBRE ol BB or b ﬁ%aﬁ’%sf‘?‘g‘p‘i?%g‘?ra?ﬁ" g o)
The, per ggmaintizatl marchpst g . ROS)RIN keydmde! 1@ in aommurication with 3855 -
tal for |at | th 116
Cat ! 09 Bdhioa 04 InOREUERIG T 0 B ke Vi RPESRRRhIGRbhaln BESkem 110
may be t giahePFiord qureyﬁaa)may beshaonmbsicatisredith e, P(DB deyice fhH@ances it
b | the RFLD read
Y o poicma s BFID 2escdre 8 iaund anw copverinpt a8 i peiibhe BB e 25
FI GS. 7Ap§ %@ér%é tI'?é’veﬁ%%ﬁ‘FqN ﬁb@rr& rebherswetresy seekemmram,e PINow

*di.agram ration system 100A. The oper at may. er st ood
with reftr meceorrobcrratmg PiN smreﬁhosaélﬂ# ®RD rzedemé&é r&@i@r}éass@@)y?{ g%”iOOA

when o CHUPRLPEY, L BRREARIPPR] el iR 9'%82*?0P*§?f?%%?“?§'ﬁ‘g;3%?em por

pr esent atd detenhiniehehdtbbr tt'EezPlN matohes dhe RiNisinred andbepaymant

procedure via a RELD . r reader
sendt@ E?“tﬁ‘hd? FFo"E}H?ﬁgﬁF’E\%S% fo{h%pf&ﬁ:gfazr %érd?}tu g Eﬂ%ﬁéﬁé’é IéorB% d?: g

(step 80fdrchadbe rivky Ab Ishgermbe mastribiedpandi the dransactidre MRy be dawed thh%nna
10.6 or optionally via an external antenna 108. The custoner then may -
present EPEBPIEKA-102 for paynment (step 808) and the fob 102 is activated by

the RF interrpgadd caterhgtealenitioaitdetd. vdrification &0 purcbagdse EREe\Edlngam 104
may t hen en e i n nutual authentrctro ste 10
aut hentr@%i?g gdsSRERSINGIHBE MAY ‘”é?r've ff-’"@“r’ figs cl @%1 l"f%eé%%lﬂgvr e to t he

custyrerg YéésfcherrBer&rktdrg anPBCAPExém abrmum@nem'nrwememmdesm t he
transactron may be aborted (step 816). ere t he U%.rrau&}%aut hentlrgﬁ% on is

successf bulon'(estmerf»@mayy SV#G”'RIQP@) r EHQIBRtricORSTHIY S &2 (RTHAR® wi th
an appr opihifc SBhidrd0LRA sehsiRl dh& iRgERFinferthedoB. 102" s SEE biomelilc

sensor 802 may be in communication with a sensor interface/driver 806 for receiving

the sensor fingerprint and activating the operation of fob 102. In communication =
20  with the biometric sensor 904 and sensor interface 906 may be a battery 903 for

providing the necessary power for operation of the biometric security system

components.
in one exemplary application of the fob 102 mcludtng the biometric security

'system 902, the customer may place his finger on the biometric sensor to initiate the
25 mutual authentication process between the fob 102 and the RFID reader 104, or to
_ provide secondary verification of the user’s identity. The sensor fingerprint may be |
drgmzed and compared against a digitized fi ngerprint stored in a database (e. g-
security database 212) included on fob 102. Such companson step may be
controlled by protocol/sequence controller 208 and may be validated by
30 authentication circuit 210. Where such verification is made, the mutual -
authentication beMeen fob 102 and RFID reader 104 may begin, and the
transaction may'proceed accordingly. Alternatively, the comparison may be made
with a digitized fingerprint stored on a database maintained by the fob 102
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30 Novenber 2005 processing” or "wait") (step 818). The fob

prot ocol / sequence controller 208 may then retrieve from database 214 an
encrypted fob account nunber and provide the encrypted account nunber to
the RFID reader 104 (step 820). The RFID reader 104 may then decrypt the
account nunber and convert the 5 account number into magnetic stripe
(I'SO' I EC 7813) format (step 822) and provide the unenc@mmmam

number to t%a&ﬁéﬁ%@&éur&%bﬁﬂbﬂ%téﬁtﬁﬁt %3&0«1 IThe argmzieatﬁ ferp! t?ré\ﬁ%‘é”“t

nunber may be provided to the PGS 110 device or ansm s
mer chant rvefified in mhftbe spmeMRysesi§ desgabedabaye with respect ta therRIbkt i on

T anaact  on o AF anecexifary SpiRUuI BLORERD, 162 BARL AEHihor? B ©

comruni catsystem 802hther systeme903 mag;béiﬂﬂ?d th tauthorizieda lpelrmm!sedexdeedmlghme

such o8, POPRTSENE]dt" BBALALE naoile' Ui ainghs Pee. ek rbel bRk o0

day. of wealended mﬂmaenemedsame spmdmgllmmt tthe l:makOmeMmaszlﬂb 23kéd to
addi tional verification.i ui red when usmg the fob outside of the
i

Festri ot i BrOviee@ssiranee thalithe Suretiass s SUINGERES) (Mesotdinalidthg, CUSRMELEEY 02

user, or pRsvide SR verifiéaiondsy platiig mwﬁgbeovemtr@nﬁomhéﬁyoregﬁmdrrﬁent
the account may be established such that purchases above , the

spendi ng Piametsic fansohS0demay bgn @)‘ﬁft'?ﬁe‘hgu@!gﬁmm @ﬂférpf%'ﬂﬁfﬁ aﬂlsmzeﬁay be
provi ggd Hﬁ%&ﬁgﬁtﬁﬂ'vbﬁﬁ#éiuoﬂ%é&&&hsiﬁ’aw@é‘t Dhice ¥khRéd, H%fz rﬁg%h%\)({a\ﬁrﬁ gh may

be recogni z D reader or a ayrrent aut orizati
(not shovvﬂ;in%éﬁtlbel aghonnegisignal te fRF trebsrlcmzlenaoaéor al(tamgtnyelmetranapc)nctand t he
correl ati e
ur chace L2OLRR SRERLIRLRARFID eBiG0H0N, KINDCFeadth R08 185 bl BIGTLE dhe

. cust omer tramadtenras.qhbmm sngnalmvtheePOSodewoeaM)Om siniidNinabnemas iis dosenpl e

and/or 2 [ aLi e e transact |

Tror o o S8R ryBhuse BN BEVery SRERRTRAS Tnd BOS RIS 110 rhrBREERE Ae e o
PIN 18y transdvtiokemdeptheamerchany's bgsiness aﬁuswﬁlrsté?rﬁfa@m ng PI N whi ch
correlates to fab 102dt8%a]5§act|on account nunber. e corrobotr ating

PIN may be sto-h%%l preeefing dsscrintions of @xBPiarY ﬂ‘é‘”ﬁﬂ% ol dber

104) or nipyeditfors talest Tefeteded abatite Shcdoifia h@M&raaftngshewnﬁ.wr%nbw the
aut hori zation cente The aynent b’fllut hor i zat| center database nmay be any

~dat abase SETRI ﬁWn%'H[’Qﬂ V Yayof ?tfﬁi'oﬂotwm thqsgn%@wlaw embodiments

are described in sufficient detail to enable those skilled in the art to practice the
20 invention, it should be understood that other embodiments may be reélized and that
logical and mechanical changes may be made without departing from the spirit and
scope of the invention. Thus, the preceding detailed description is presented for
- purposes of iilustration only and not of limitation, and the scope of the invention is
defined solely by the appended claims and their legal equivalents when pfope'riy
25 read in light of the preceding description. For example, the 51eps-recited in any of
the method or prdcess claims may be executed in any order and afe not limited to
the order presented. | |
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account provider. 26 30 Novenber 2005 The verification PIN nay be provided
to,the PCS device 110 using a conventional nerchant (e.g., POS) PIN key pad
118 in communication with the POS device 110 as shown in FIG 1, or a RFID
keypad in comunication with the RFID reader 104. PIN keypad may be in
conmmuni cation with the POS device 110 (or 5 alternatively, RFID reader 104)
usi ng any conventional data |ink described above. Upon 3Pdé@eiibey200e

verification PIN, the RFID reader 104 seek to match the PIN to the
corroborating PIN stored on the RFID r r 104 at dat abase 310 or 320.
Alternatively, the verification PIN may be provided to a paynent

aut hor | zaWestiment er to deternine whether the PIN matches the PIN stored
on the paynment authorization 10 center database which correlates to the fob
102 accouht. |A transpandsn-reasierpaygient systemggmphAsiv® nmay no | onger be restricted,
and the transaction nmay be allowed to be conpleted. In an alternate

enbodi ment, verifi eRddanFrefuanty bleasfmtiox FdID) nepdermperablsttapravideadadipendi ng
limt may involve biometrics circuitry included in fob 102. FIG 15 9.is a
schenst i Chrdyuendy (RFpdtarogafionasigrak fxrpbaenng oivarkfdh daheyseim rdcelyingaransmindetes  a
bi onetric security system 902. Bionetric security system 902 may include a

bi onet ri GySemIOT siPhl, frovidie as end@yitbdsifnad gesapd traispaidet ystefofor i@Znuser. The
bi onetric sensor 902 may be in comrunication with a sensor

i nt er f acefutehN@king 9 d RFID r@Qei MedBicatidie aseasafurdicalige b prahsponddirdyaeani vat i ng
~the operation of fTob 102. In comunication 20 with the biometric sensor 904

and sensofcdit 8hth AdaedRG YN RHondeiPbtbARE 981 {04 melRh@ sehidif, saldRFIBCESSAry
power for operation of the bionmetric security system conponents. In one

exenpl ary, Q&PLﬂcfhﬁHgO” of the fob 102 including the bionetric security
system 90r§ the customer may place his finger on the biometric sensor to

initigte the 25 mytual a"i’iﬁjét?}ggﬁ'd.sggﬂ:trif r@u‘i&’iﬁﬁﬁ%r@%ﬁﬂogﬂﬁnfs%aﬁoz and the

RFI D reader 104, or to prov con Q)ry vefification of the user's

oy egernsal T ARETA bbb dTob i iftmmeilcAR wABRR BinBgaLDS!

digitized fingerprint stored in a security database 212)
il e, on 10D 108, USRIt SRR CATKEH btiarin
circuit, said database operable to store atleast one of a RFID reader identifying data, a
transponder system decryption security key, a RFID reader encryption security key and a
15  transponder authentication key;
| iv. a RFID protocol/sequence controller in communication with at least one
of said first interrogator, said RFID authentication circuit, said RFID database, and a reader
USB interface, said RFID protocol/sequen_ce controller ’conﬁguxed to facilitate control of the
order of operation of said interrogator, said RFID authentication circuit, said RFID database,
20  and said reader USB interface.
2. A system according to claim 1 further comprising:
a a transponder system operable to receive said first RF interrogation signal,
authenticate said first RF interrogation signal, and transmit said fransponder system account

data, said transponder system comprising:
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30 authentication circuit 210. Where such verification is made, the nutual
aut hentication between fob 102 and RFID reader 104 may begin, and the
transaction nmay proceed accordingly. Alternatively, the conparison nay be
made ‘with a digitized fingerprint stored on a database mai ntained by the
fob 102 27 30 Novenber 2005 transaction account provider system (not
'shown). The digitized fi ntg_erpri nt may be . verif I(ﬁ(-efd in Navegibea@0day as
i s described above iwi t h afEstfeesponder Rpopsivg tosaid SHemislrg P°5'r3§/gn§1)pl i cation of
the fob 102 including the bionmetric security system 902, the,syst 902
may be used to aut Hori ze firstjransvader systemanichun ¢onbigunsd totesgry ?‘fiﬁrsbﬁn
purchase spending limt. In this case, where the custoners intended

pur chase mtetregsiontsigmakpending imt, the custoner may be asked to provide
assurance that the purchase is authorized. Accordingly, the custonmer may
provi de such veri fiitiat i arsetondptaagiondermespofisivegera soscad Rihiatemosstionsignak 844 or
.904. The bionetric sensor 904 may then digitize the fingerprint and

provi de tfaet KF gitéird@bod ghdl Agsran ifvin fatt severd RE edriogatiassigiascr i bed above.
Once verified, fob 102 may provide a transaction authorized signal to RF
transponder 202 (orjyal t @rsa@drd\ehipondertsyaag poenierconfirpd torecdivr seid gicong t o
RFI D reader 104. RFID reader 104 may then provide the transaction

aut hori Zeﬂngt atibPsystien; POS device 110 in simlar manner as is done wth
convention PIN driven systens and the POS device 110 may process the 15

transaction under the merehanings HUSAGHEnRHLoSHiRduitsh snemuticatidnevir sicedi ng
detail ed description of exenplary enbodi nents of the invention nakes

ref erence gsgo}nbgf & usfg&@eﬁiﬁ%ﬂ fé(lzon\ﬁ/@liaﬁéboﬁﬁléiy\éﬂdhe exenpl ary

Q -
enbodi msn]’[e y Wway of i ration. Wiile these exenplary enbodi nents are

descrjbed in sufficjent a%ﬁ?é&ngﬁ%aﬁgﬁ%ﬁb%%%@orﬁxlﬁﬁﬁil:zﬁfbnivﬂitﬂJ&ﬁit@éﬂsp&r@ler

practtce the 20 invention, be understood that other enbodi nents
may be real {szed and that. I.pgi cal and nechani cal changes nay be nade
Wit hout d¥f '

SEP U HEBIORERE S i rit and scope of the invention. Thus, the
precedi ng, detajl ed descri.ption.i LESE : SeRrfér théthatsi ration
only and Hot O#SY%Q?W?%QOF%% {oacﬁﬂ“fzhg’ hgﬁegg%?%?%ﬁ%nﬁgﬁ%%tl on s defined
solely by the appended clains an ei.r .l eqgal, equi val ents when property 25
read in iight df t 9 Bﬁﬂéte@qu%ﬁ?lﬁ?ﬁfagﬁ’. or exanple, the steps recited

;Peaﬂgt Or i mt P ga n?ghaot(rjan%dn%reros%gfélsn p%t%ic(%eqr{z%c,ebc%n?réﬁ&% ggmﬁ\ﬂpﬁwon%ﬂ%t and
15 least one of said first transponder, said second transponder,. said transponder system USB
interface, said transponder system authentication circuit, and said transponder system database,
said transponder system protocol/sequence controlier configured to cont;ol the order of

operation of said first transponder, said second transponder, said transponder system

authentication circuit, said transponder system databas_e, and said transponder system USB

F

20 interface.

4, A system according to claim 1, wherein said RFID reader further includes:
a a second interrogator, said second interrogator operable to send a second RF

 interro gation signal distinct from said first interrogation signal; and
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the order presented. 28 30 Novenber 2005 Clains W claim 1. A

t ransponder -reader paynent system conprising: a. a Radio Frequency
Identification (RFID) reader operable to provide a radio 5 frequency (RF)
nterrogation signal for powering a transponder system receiving a
transponder system RF.signal, providing an encrypted signal to said

“transponder systemfor use in_ authentijcati Hg s(?i d RFI D3§£‘&Yﬁﬂ1ber2005t
i dentificatior and RURmoRTEEIGaHNSANCFATSoB RGP W copupmicale With p meRghan
related to said transponder system RF signal to a_nerchant system said
RFID reagystemi said catimuypicaions inderface eperalbie frnreyide sid Faﬁpmswﬁ?/%a%mtr st RF
Interrogation signal; ii a RFID authentication circuit in conmunication
with sai ddatnterrogator; iii. a RFID database, in conmunication with said
RFI D authentication circuit, said database operable to store at |east one
of a RFI B.r eadesystedendcofdiigty cthihd, wherersaiddid Pdeades fisthermngdlydesygpfifsbantenna
security key, a RFID reader encryption security key and a 15 transponder
aut hent i GalbRmukRYtion With SailRFsDinperaizawe hidespuentatanna in @inrewni¢ation with said
conmuni cation with at |least one of said first interrogator, said RFID

aut hent i g@@grﬁqn@ﬁb%u&,ﬂ; whérgindaidHirR sahabRoperabledo proveiedeid firdSF intrneghtane,
said RFI D protocol/sequence controller configured to facilitate control of

the ordeg QPRI Bt (P Ind&aing shil s&IH AERIpatos & sheRblelo pruidrsaldtdran
circuit, esg%l%toRFl D dat asbﬁgge, 20 and said reader USB interface. 2, A system

accor di ngy g &t&%ﬁ%ﬂl?arristiﬁx’éyoﬂ%fds@mrtia%'bﬂlﬂaf?@’ a transponder system operable

to receive sal I nterrogation signal, authenticate said first RF

-interrogaf | Ondiéﬂ&% cc éf%%ﬁ%ﬁ"ﬂ wﬁ&%ﬂﬁgfmﬁ%@ﬁﬁseﬁy%@ﬁﬁl@mta dat a,

sai d transponder sys:tlem C rrsing. 2 Novenber 2005 i. a first
transponder responsi b0 RBE f gpn signs ; ii a first
trans@ong‘é@%‘&’@%e%ﬁ%t%g#ﬁgag%ér%lltllﬁg?ﬂlroggﬁLﬂ(i)) r cejljve said first RF

7. A system according to claim 5, wherein said RFID reader further comprises at least one

of a RFID internal antenna, and a RFID external antenna, said RFID internal antenna and said
RFID external antenma configured to provide at least one of said first RF interrogation signal
and said second RF interrogation signal
15 8. A system according to claim 3, wherein said transponder system protocol/sequence
controller is responsive to at least one of said first RF interrogation signal and said second RF
interrogation signal, said transponder protocol/sequence controller controlling the sequence of
operation at least one of said transponder system authentication circuit, said transponder system
! database, and said transponder sjrstem USB interface in response to at least one of said first RF
20 interrogation signal and said second RF interrogation si;nal
9. A system ac;cording fo claim 3, wherein said transponder system protocol/sequence
controller is configured to activate said transponder system authentication circuit in rés'ponse to

said first RF interrogation signal, said transponder system authenticating circuit configured to

provide an encrypted RF interrogation signal, said transponder system authentication circuit
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interrogation signal; iii. a second transponder responsive to a second RF
interrogation signal, said 5 first RF interrogation signal different from
-said second RF interrogation signal; 10 iv. a second transponder system
antenna configured to receive said second RF interrogation system v. a
‘transponder system authentication circuit in comunication wth at | east

one of said first transponder and_said second trans d{@ﬂ'NQif 2009

t r anspondeenfigyred Enpraxida said engrypte ?%O(ﬁa}i?}hsﬁﬁaﬁﬁ’if‘gf@‘s ‘F%ﬁ%%‘?f%{é’rr system
authentication circuit. 3. A systemaccording to claim2, wherein said

t r anspondwevidipgtesaid BFIMesademc] udes: a a transponder system USB interface;
and b. a transponder system protocol/sequence controller in comuni cgti on
With at 19| ealssystaveacsbrding @ daims; wherginspidRIIP, readsr i coptigiied 1o 5erFodler |
sai d transponder system USB interface, said transponder system

aut hent i cmtiypted ®F Mtertogationcsigral, daid transppudet systany Brotapolseaneieg sontralley
-transponder system protocol/sequence controller configured to control the
or der sof aceipeingtshidnranipondérdystematthentaaspositeit in wapahse bowibencrpiesgdhder

sai d transponder system authentication circuit, said transponder system
dat abase, inRRggadndighaansponder system USB 20 interface. 4. A system
according to claim1l1, wherein said RFID reader further includes: a. a
second i njer r Qgakfim acdidingSO M 10N Riréingait RFID platabincds tanfigered tapseiiond RF
interrogation signal distinct fromsaid first interrogation signal; and 30

$0 Novepnhet, 2305 ysttm RciFplibh REOURE RFM D QiGet e dfitdorspgise edsad
conmmuni cat e RNI th & nmerchant system said conmunications interface operable

to provi i Ve si , SRdYr de iof k&Y fdrait Acdeorygiing t o
claim.4, de\%ﬁ@?{eegrﬁigﬁlra%F Ds;géﬁé%"g? fur§ her is%sg?%decgﬁ); fi r?slt lrantenna 51 ign

co | cat| bled R fbrfolhiidn sidhaf DR RE Gioéebgatibiesipiali said

com% cgstta#dgér%c%%p.{eﬁ sal gzr;ogétgf)nn%éﬁ%ﬁ%grrogé;%g%?)q)\fﬁergi n szf’iad fi ?1?[ Sfant enna i s
oper abl e Gt‘ga‘,;’mrgahg¥ﬂssgﬁgﬁladeggfﬁﬁ5ﬁ?@?°ﬁﬁéﬁ5 I QHFIBReads} B38d oh &n ek fi 1St

-transpon [ I'd sec _ rogator 1s operable to provide said second
RE I nter rt?a%?ﬁdn%é‘r iatlelgﬂl%latit)tnoco%g' d second transponder.

12. A system according to claim 11, wherein said RFID authentication circuit is configured

to compare said decrypted RF interrogation signal and said RF interrogation ;ignal to detenpine
15  whether a match exists. |
13. A system according to claim 12, wherein said RFID protocol/sequence controller is
configured to activate at least one of a USB interface and said RFID communication interface
where said RFID authentication circuit matches said decrypted RF interrogat@on signal and said
RF interrogation signal
| 20 14. A system according to claim 13, wherein said trz:nspondcr system protocol/sequence

controller activates said transponder system authentication circuit in response to at least one of
said first RF interrogation signal and said second RF interrogatioﬁ signal

15. A claim according to claim 14, wherein said transponder system authentication circuit is
configured to provide a transponder authentication code to at least one of said first transponder

25  and said second transponder for providing to said RFID reader.
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6. A systemaccording to claim1, wherein said RFID database is operable to
store a 10 transponder system personal identification nunber (PIN. 7. A
system according to claim5, wherein said RFID reader further conprises at

| east one of a RFI'D internal- antenna,” and a RFID external .antenna, sai-d
RFID i nternal antenna and said RFID extérnal ‘antenna configured to provide
at | east one of said first RF interrogati.on sighal  and @ﬂwem%o&
interrogation signal 15 8. A systemaccording to claim3, wherein said
transponder system protocol/sequence controller is responsive to at |east

one of. sai d§irsh sRireh M QEAQORLEN 151 \GRAn aRIRFED rﬂeﬁ&qorbd.rgﬁed 'td‘rte@eWe%Qﬁlt Lon

si gnal , sald transponder pro ocol / sequence controller controlling t

sequence of ., aRECAL ) nﬁtnatadog%te, 9ﬂ@R?i::Pe gnloqotseﬁqt%e@rd%uéxlﬁterrtgssm RFID

authentication circuit, sald transpon syste dat abase

Lr ansponder , SKahEMSBbhEEARE o Bid BIRRNRE hheflich 8RELa0NR Rirpal d i r st

RF 20 interrogation signa Sal d seco interrogation signal. 9. A

system accol g} N8 LRy ctr?l i %ﬁgt‘l’tf@% &lcH ?@n@tr%&%%@ro ‘i’l% ioNiSh £

pr ot ocol/sequence con Fs” €6nPi gur e ac e sar%ﬂtransponder

system aut hg‘f': L ; gﬁg %aéécroccﬁ-ég[ g ﬁﬁgﬂﬁﬁ RMErein %a?d REA geaderrrsséonfzguxjed' eéf{)f'g@;""d) n

si gnal, sai icallhg circuit con

provi de an enc i.nter nal , said transponder system

aut hent i cat F'bcﬁy%%"d“ﬂ'letﬁ“ﬁ'(’%ﬁc’ "1 Ofgﬁ%s YSIE%n | gur ed to provide sal d
encrypt ed i nterrogation,.si sai d f| St tr onde |ng
Co sar d Rl 81 ouhersrens oS B im A2 DR d BonepatRr BRRaab: i Gleipt
reader is configured to receive a| d ted nal ,
e L R T, ﬁ%s'ati RRia g

t ransponder SX m authentication circuit .in response to said encrypt ed RF
i nterrogat i SV ARG iir‘msR"%‘{st)@Fﬁ“htc&%‘F'dfl‘H@ to claim 10, wherein said RFID
dat abase is configured to provide a transgaédnder ‘'system de &ﬂl on I[(\ea/r&
sai d RFID al hent S grrordmeda clim 48 vaefrdhzald rapse dar SYétffE‘r%Cﬁ% iggontigure
interrogation signal, said transponder system decrypti on key for use.in
decrypting 1o Rsod w«%&@ﬂm@admtmfew d‘éﬁ%ﬁ“%'iréﬁ nde Y&%Wﬂl@n%camn
decrypted RF interrogati.on si.gnal., said transponder system decryption key’

provi ded t oCiEGtdn FERTDSE WhdideneTpied ahengieationicqde saif REHS paderdecnpamthey if¥fat i on

code. 12. A system according to:claim 11, wherein said RFID authentication-
circuit is @gm{ ﬁmg sgid encrypted transponder authentlcatlon code and prowdmg adecrypte .

transponder authenticatior code.

15 20. A system according to claim 19, wherein said transponder system authentication circuit
is configured to compare said decrypted transponder authentication code and said transponder
authentication code to determine if a match exists.

21. A system according to claim 20, wherein said account data is in magnetic stripe fortnat.
22. A system according to claim 21, wherein said transponder system transaction account

20  datais pre-encrypted
23. A system according to claim 22, wherein said transponder system database is configured
to provide said pre-encrypted transponder system account data to said RFID reader where said
transponder system authentication circuit matches said decrypted transponder authentication

code and said transponder authentication code.
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to conpare said decrypted RF interrogation signal and said RF interrogation
signal to determ ne 15 whether a match exists. 13. A systemaccording to
claim 12, wherein said RFID protocol/sequence controller is configured to
activate at |least one of a USB interface and said RED comuni cati on
interface where said RFID authentication circuit nmatches said bd(raléé ted RF
interrogatjon signal and,sajd, .RF.in oQadtd [ . em
accor di ngﬁ‘{'o c‘?é?%‘ﬁ‘&é?‘?%ﬁ |ﬂa1?eﬁsdwﬁl%%s%@n%grﬁ %ﬁ@%ﬁ%%ﬁaﬁsequence
controller activates said.transponder s em aut henti cat i [ ol d '
response ?Q?ﬁg?reﬁé%grlo"@ﬁéalgﬁa“?ﬁﬁ FYﬁ‘?F}é%a?n‘}rﬁaé I?TS'gfﬁWﬁtﬁhgr{aﬁ%gf’&aﬁ%stéslgi d
second RF interrogation_signal. 15. A claim ccorﬁii n%i to clai.m 14 %/rr]erei n
sai d t r anasgew datagyhsrespidiAnseandeicanhegticatiop code matghes sgiddecsypied "PBBBPLY i de a
transponder authentication code to at |east ong of said fl[{ g.trans onder
25 and. s akuhestioniog cpie B SHIAFETYRI IOF STEREAHOR HEnA PiichE 1 RE Jpriomon o
Novenber 2005 16. A system according to claim15, wherein said RFID reader
is conffigugmdl to receive said transponder authentication code, said RFID
protocol / sequence controller activating said RFID authentication circuit
in responxe t oA switehn brcandipptoddaimeddt whereinsaidi tanspovder, sysamdutmr gomprises a
authentication circuit configure to encrypt said transponder authentication
code. 5 Iskvitch siybivdrchapenbito gndble al dsable bferatidresisaidl tsanspprde Iysteaader | s
configured to provide said encrypted authentication code to said
transpondgy sy&t@mem hccordingtosdlaim 28¢ wherdinngidtsevitch i configyrediveplederths ai d
transponder system database is operable to store at |east one of a

t r ans pondesnsgotabessicHeintat fehst dté 0Na shdctivitpmblid Md amadeosivigemygde.i on security
key, and a transponder system account data. 10 19. A system according to

cl ai mgl8, amher £k RtSRhcotdiRNQRAAMES, FYetRTidahabR Seméchanionlf i gured to

provi de said RFID reader decryption security key to said transponder
system aujdent 4 catdr®Rccordihd ©Uildimi 23, WRELRNAR svitch & ddnfifired i spond to a logic

-aut henti cation code, said RFID reader decryption key for use in decrypting
sai d encrypfgd transponder authentication code and providing a decrypted

t ransponder aut hentication code. 15 20. A system according to claim 19,

erein sy d'lé gﬂ;ﬁg@%ﬁ%& %%Wﬂ%hﬁ G tr@BpdildeCHbiem fufth&andladigagd t 0

conpare said sponder authentication code and said transponder
aut hent i cﬁehpapp&gg%ome.det ermne if a match exists.

15 30. A system according to claim 29, wherein said switch is in communication with said

internal power source, said switch responsive to said internal power soﬁrce.
| 31. A system according to claim 29, wherein said transponder system further includes a

biometric circuit, said biometric circuit in communication with said internal‘powér source.
32, A system according to claim 25, wherein said switch is a biometric circuit, said

20  biometric circuit operable to enable or disenable operati’on of said transponder system.
33. . Asystem according to claim 32, wherein said biometric circuit is configured to place
said transponder system in one of a selectivity mode and an incluéivity mode.

34 A system according to claim 7, wherein said RFID reader includes a RFID PIN keypad,

said RFID PIN keypad configured to receive said transponder PIN, said RFID reader

25  configured to compare said transponder PIN to said received transponder PIN, said RFID reader
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21. A system according to claim 20, wherein said account data is in
magnetic- stripe format. 22. A systemaccording to claim 21, wherein said
transponder systemtransaction account 20 data is pre-encrypted 23. A
systemaccording to claim22, wherein said transponder system database is
configured to provide said pre-encrypted transponder- system account data
to said RFID reader where said transponder system aut héfthevemben200% cui t
mat ches swiedblide pyayidscht deastronp ofishid regeiverbimanspendenRIN, syd rapspgndes PN, or a
transponder authentication code. 33 24. A system according to claim 23,
wher ei n setificdfioh B fsaidneceived tramspsnder BRI fvetifieation of gsivedbarispenderbIN propidedi de
sai d transponder system PIN and said pre-encrypted transponder system '
account ditese RERPITS pdadertriactep saidl eanspundee RIN cedaiidrecaoaidranspaikdesP1dai d
decrypted transponder authentication code, and said decrypted RF

i nterrogasi on AShafea ad¥bidalzas chiah d, Whereitseid RRIBtresder isTosfigned to pévidesasd/st em
according to claim 24, wherein said transponder system further conprises a

SWi t ch, SaheoadiriFN 0RPaARER ahBoRNAEh Cerdér B} eriflcRicINETsAMitRAsphdadIN.
transponder 'system 26. A system according to claim25, wherein said switch

I.s configyred g %s&h@&%oﬁdlﬁm% to AR SPOPRSEIn SM8 hRFHaRt StteaRhd@AendEhadt

selectivity node and an inclusivity node. 10 27. A system according to

claim 25’sy P ri(egﬁd,dsa%’\fngﬁﬁmﬁ Systerit AOKERad cotfigufedih 36k 3618 HafipdaadrO

cl ai m 25, erein sard swtch 1s” configur to respond to a logic circuit.

29. A ' [ ' ' th
et udos F BORF S Sl ARl b AE Kol R RSBt i aRERARIRG O P AT SM Dor

wher ei n %%hg@@%?ﬁg" gﬂ%lgayglgﬁqtgglﬂhcr%ahaﬁcp.térr}oxs&ir{ﬁcatiomernal power source,

said swt iV ntern ower source. 31. A system
according_to ¢laim?29, erein.sajd . trans fur L S a
b1 ordbr 1 971 r AE R PR Al or R SRRt GHeaR S I froue
internal power .squrce.. 32. A system.according.to ¢laim?25. . .ein said
ARt T e et A T S R
or disenable gperation qof said transponder .sy 33. A.system.accordin

to cl ai mbmemﬁﬁtéfﬁlf&ép?f‘ m?ﬁ%?%ﬁtr%iolf Sﬂfv@h@ﬁ%f?aaﬁfﬁé‘& S%% anrg@@{: sai dg
transponder systemin _one of a selectivity node a% an i ncl usj viié node.

34. A sysraemarkessiasag biometriadai V?flﬁﬁﬁ%?fbﬁ%l?%‘f 1§ 2pifeptificatign verificatigh data, rr p

PIN keypad, said RFID PIN keypad configured to receiye said transponder
PIN, sai @8RFI B sysigticcording to claim 3, further comprising a personalization system opetable to

15  initialize at least one of said transponder system and said RFID reader to transponder-reader -
payment system parameters.
39. A system according to claim 38, wherein said peréonalization system is in
communication with said tranéponder system using at least one of a USB connector and RF

communications.

»

20 40. A system according to claim 39; wherein said personalization system is in electrical
communications with said RFID reader. |
41. A system according to claim 40, wherein said personalization system is operable to
populate at least one of said RFID reader identiﬂing data, transponder system decryption

security key, RFID encryption security key, and transponder PIN on said RFID database.
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25 configured to conpare said transponder PIN to said received transponder
PIN, said RFID reader 34 30 Novenber 2005 operable to provide at |east one
of said received transponder PIN, said transponder PIN, or a verification
of said received transponder PIN, verification of received transponder PIN
provi ded where said RFID reader matches said transponder PIN to said

recei ved transponder PIN. 35. A system according to cl ai3®hNgovenber 8006 sai d
RFI D reader i % systefiagoordihgtto clpinodl, cehersin shid persanalizabion siesterpisNpesbls tBay ment
aut hori zation center for verification of said transponder PIN. 36. A system
accor di ngojtate helemst 3de ofait teinspesidercsystemadantificationtdatm # REIR sraderdesplipmnt
system PI N keypad, said nerchant system PIN keypad configured to receive

sai d t r aRsReERdesy, a Bhi¥pbideresayplionanthbsivhtisysteniy Re) adepspoidersystdmmer chant
system configured to provide said transponder PIN to said paynent

aut hor i Z@thQRiGRNARburk @atay &1d o trmatdnasr. sydiem3idthedticayist ssuritydey dntogsaido cl ai m
31, wherein said bionetric circuit is configured to provide a bionetric

data yerificab i 00 HESANIGRe Said bionmetric circuit configured to provide
sai d gbi tt)lfr?he{prflc gégta verification response to at | east one of said RFID

reader apd SaiAdsyggﬁu%Qfd}HinF%/élﬁm, WL Ed1d KRR rRbeEbpreble el RitibEd fiicat | on
|1 C

response is an rdenti alion verification data 38. A systemaccording to
claim 3, fusrtlkll 18 conprising a personalization systemoperable to 15
initiali 28 RP™%ast one of said transponder systemand said RFID reader to

L ransponger - 2a06km RENTRN% SYRE £RIRALATRE RERD reller AP bohARRAIGH 0fh | O

cl ai m 38, "whe sala personall Ion systemis in communication with
communi cathgRePopdet SisPa S Blrer R Bles I e op Bl RRIREOY Rlia Bl Ditey
Fenddp . B ey iGHPR e D B a0 TRy B B ehlerd B T 0 o
TUant ty oAl ep i GBIk ey SRRyt BHOSBkcur  ty key.  RFI D
encryption security key, and transponder. PIN on said RFID database. 35 30
Novenber 430054 traasponfersipades RRgeds sty Ueldme R Wﬁ"ﬁﬁ?ﬂgﬂfﬁtgﬁc’pg 5;1}8?? 0 .
[ ans panseeive g i GiTRENBHETEh SbE A CHE S Fioh B RGEF B0 Figpes id
transponder system comprising: |
i5 a a first transponder responsive to said first RF interrogation signal;
b. a second transponder responsive to a second RF interrogation signal, said
first RF interrogation signal different from said second RF interrogation signal,
c. a first transponder system antenna configured to recei{r'e said first RF
interrogation signal; and
20 d a second transponder system ante:malconﬁgured to receive said secoﬁd
RF interrogation signal |
46. A system according to claim 45, wherein said transponder 'system further includes at
least one of a transponder system USB interface, transponder system authentication circuit, and
a transponder system serial interface.

25 47. A transponder-reader payment system comprising:
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security key, a transponder encryption authentication security key, a
transponder system transactional account data, and a transponder system
authentication security key onto said 5 transponder system database, 43. A
system according to claim2, wherein said RFID reader is operable to
initialize said transponder. 44. A systemaccording to claim2, wherein
'said RFID reader is in RF communication with . said ‘tranéggﬂmm y20@9 said
RFI D. reader offer abl2dREIP igedsupegreblato pravide 2 B dntgrogatiog SEpal I ROSEENE 210
systemidentification data, a RFID reader decryption securjty key, a

t r ans pondemspydersysterna rsaymgaritinspendessteR R s igh dnd SeHMPRIGHEEAnder syst em
dat abase. 45. A transponder-reader paynent systemincluding a transponder
syst em opemajineer systemeaseount data félated torpidi transponderasystem R pgnal to apgrchant
authenticate said first RF interrogation signal, said transponder system
conpri si ngstedpsaid RAID readér incladisponder responsive to said first RF o
interrogation signal; b. a second transponder responsive to a second RF

i nterrogation signal, saiffst FRIDStadRFantéinein egahideatonguid a fitsf iierregatof foom
said second RF interrogation signal; c. a first transponder system antenna
confi gur gﬁoﬁ@ing%qeétwﬁleérﬂ)gatidn%ﬁgnaﬁah@t errogation signal; and 20 d a second
t ransponder system antenna configured to receive said second RF
interrogation signg . 4sedndRHERAGCAkND G dodnrfliAdatiod withwhetdridn sai d
transponder systemfurther includes at |east one of a transponder system

USB i nt ezj%@ﬁ?%aﬁﬂ ?d}?g&ﬂ@taéa%%h&ﬁm%ﬁ@ jof8fhaln circuit, and a

t ransponder stémserial”interface. 25 47. t ransponder - r eader paynent

system conpriging: 4 onder' M&ﬁ}%ﬁ?raglgQérecﬁy@aﬁgdspoﬁ&ﬁqﬁiﬁ RRAABBnd RF

provide a RF interrogation signa or powering a transponder system
receiying a tr | rﬁ%g iGOAPANI Ana tlaRGnita uhisposRender
systel\rél aggtgﬁﬂgaq@gl{g %ﬂ?@@gﬁ%@c@g‘s gglré}le_tg’rggklst%o té((r}lpsystem RF silgarl]arl ? 0 a
merchant _ syste iid REILD re rod.ncl uding: i, a first RFID reader

ant enna i Wrﬁ?g%ﬁﬂggﬂt?’cfﬁldvtﬁwog&%isyés@ﬁicﬁ {r]gg jator for providing a first

RE interrogation Slignal 2 qu(granspondet antenna in communication with a first transponder,

said first transponder responsive to said f:1rst RF interrogation signal; and
i a second transponder antenna in communication with a second '
15 transponder, said second transponder responsive to said second RF inte}'ro gation signal.
48. A system according to claim 47, wherein said RFID reader includes at least one ofa
RFID reader authentication circuit, a RFID reader serial intcrface and a RFID reader USB
interface, and said transponder system includes at least one of a transponder system USB
interface, transponder system authentication circuit, and a transpondér system serial interface.
20 49. A method of transponder-reader payment compr’lrsing the steps of:
a providing a transponder system, the transponder system responsive to a plurality
of interrogation signals, the transponder system storing at least one of an account data, an
account name, and account expiration date, the transponder system including at least a first

-~ transponder responsive to a first interrogation signal and a second transponder responsive to a

25 second interrogation signal; and 47



ii. a second RFID reader antenna in comunication wth a second
interrogator, for providing a second RF interrogation signal; b. a
transponder system operable to receive at |east one of said first and
second -RF 10 interrogati.on signal, authenticate said received interrogation
signal, and transmt a‘transponder system account-data, said transponder
systemconprising: i a first transponder antenna in com¥@Naemben20pah a
first transporder, preddidgfiRFED readsm szié reader configipdionsoyide afdeast pre afitherr
interrogation signal; and ii a second transponder antenna in conmunication
W th a seaenrdgatibnsignasponder, said second transponder responsive to said
second RF interrogation signal. 48. A systemaccording to claim47, wherein
sai d RFl Bor eademettivdladelesingto ¢igiasdg, direcheotoraprisiRlg the stepsttelr  aut hent i cati on
circuit, a RFID reader serial interface and a RFID reader USB interface,
and sai d trangpondeqcsysd RS bR spterh &@6ntalag;, of a transponder system
USB interface, transponder system authentication circuit, and a

transgonder syst em;sighliAlg th0hL8hdpoRdr sierdd. A nethod of transponder-reader
paynent conprising the steps of "a. provi di ng a transponder system the

transponder syst emiﬁiﬁﬁ%{?ﬁﬁ!ﬁﬁ]@r&dw;ur ality of interrogation signals; the
transponder system storing at |east one of an account data, an account

nane, - and account Gupl il Aydalfe ENGTbTAREPARIRE uBKBHE LRI ng at

| east a first ~transponder responsive to a first interrogation signal and a
second transponder responsiv CERNE, th ST MO s e idD e RARA 37
30 Novenber 2605 lg)'rov%?u? |l§ie§8 teéﬁ%%uﬁte(ga er(,nhséci reader ygonfi guer ed to
provide at | east one of the interrogation signals. 50. A nmethod according
to clai mE¥further conprising the steps of a. encrypting the transponder

system account_ data; 5 b. initializin tg\g transponder system c.

ini tilizing the RQFW%E? Fncaypt?ﬂﬁ?ﬁﬁgﬁlqt t&iﬁrﬁenti cating the RFID reader
and the transponder s _terﬂe e. providing Ahte enc(r;l}gﬁésedteaccount data from
‘the transpondd syPfEHEHt ﬁ’@‘“l’-’ﬁtf: acqounfifa 1o AT\t i ng t he encrypted

account data; and _g. 'providing the dec t ed account. dat 0,.a chant
syst gm 51. A meth%d acc%rgix\{lg toI cla%m 50, W?ICI'C!]:IP/ rgutugl au%heanatimg mc?ucfes ud KF1b

=

reader authenticating the transponder system, and the transponder system authenticating the
RFID reader.
15 52. A method according to claim 51, wherein mutual authentication includes:
| a providing an interrogation signal from the RFID reader to the transponder
systemy, |
b. encrypting the interrogation signal at the transponder system to form an
encrypted authentication interrogation signal;
| 20 c. providing the encrypted authentication il:terrogation signal to the RFID reader;
d decrypting the encrypted authentication interrogation signal at the RFID reader,
decrypting including using a transponder system decryption secufity key;
e matching the interrogation signal to the decrypted interrogation signal;

f providing an authorization code from the transponder system to the RFID reader;
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51. A nethod according to claim50, wherein nmutual authenticating includes
the RFID reader authenticating the transponder system and the transponder
system aut henticating the RFID reader. 15 52. A nethod according to claim
51, wherein nutual authentication includes: a providing an interrogation
signal fromthe RFID reader to the transponder system b. encrypting the
interrogation signal at the transponder systemto form &&Noyambgp2QQb

aut hentication interrogation signal; 20 c. providing the encrypted :
aut hentication interrogation signal to the RFID reader; d. decrypting the

encrypted authengi catdneofifl Gk LRHGHZa08h &iddhathe RFID RGdERTS RriBAMRErypled

decrypting including using a transponder system decryption security key; e,

mat ching th imﬁ{' ion signal to the decrypted interrogation signal; f
provi di ng aﬁuléut 5{"?%?%1 on code fromthe transponder systemto the RFID

reader; 38,30 Noyerbego AR08 R SRSHUBLIAGANG AUk IRk EalaREadRA ( he RELD

reader to form an encr aut i'zat1on code; h. providing the encrypted
aut hori zation code ta . , 1, by, AVAe) encrypt ed
aut hori zati on code atdc%ﬂﬁtlﬁgﬁgl%gﬁggd@ég%‘g%h co{}'e %iglgerct?/pt dﬁggﬁ%'@ﬂdl ng using
a RFID readegr decr 0N urd key; . .Chi.D. he aut hori zati on
code to Sh_e %fé@?@lﬁﬁh‘d%&%%%iazﬁalilpgﬁ%&@%f@&?%ﬁ&ﬂ’g&g&accprdi ng to 52,

of & transponder aystBTIEAERRTEIET G aareie geiines RERHEAIAEL  O0°1 1
security ke a fransponder. systemtransacti onal data, and an rypted
trans po%der g%—’l N %r’ﬁe °§ acqgydipg g“n@p%ﬁ@ﬂ“@@?ﬁ"@%%ﬁ?ﬁ%%@g Syg4m 'Kdr&}(ge? hgg
according to claim53, wherein initializing the RFLD r r _include

ooyl at i ng. BRaDag et Eirs tora Csabndss Sraekh REpEHRT e R IB e AR Eon

RFI D reader decryption. security key, a transpopder systemtrans i onal
dat o, and aFFeRIRSDEtRCRG SHHR MR ogHl i Bnd e SO B3 BbRBas .
15 55. A net hod accor di n‘%@o claim49, wherein initializing the RFID reader

i ncl uded® pBAPHdERYStEM 4% one of a RFID reader identifying data, a

t ransponder system decrypti on . .. ‘ .
P 54.y A method a%&rding to claim 53, wherein inifializing the RFID reader includes

popuiaﬁpg at lease one of a‘transponder system 'idéntiﬁcati‘bn data, a RFID reader de.cryptiOn.
security kef, a transponder system transactional data, and an eﬁcryptcd tiansponder PIN onto a
transponder systern database. |
15 55. A method according to claim 49, wherein initiﬁlizing the RFID reader includes
populating at least one of a RF[D reader identifying data, a transponder system decryption
security key, a RFID encryption security key, and a transponder PIN onto a RFID database
using a USB interface.
56. A method according to claim 53, wherein initializing the transponder system includes
20  populating at least one of a transponder system identifying data, a RFID reader decryption
security key, and a transponder system transaction data using a USB interface.
57. A method according to claim 49, wherein initialing the transponder system, includes

initializing said transponder system using a RFID reader.



security key, a RFID encryption security key, and a transponder PIN onto a
RFI D database wusing a USB interface. 56. A nmethod according to claim53,
Wherein initializing the transponder systemincludes 20 popul ating at
Least- one of a transponder systemidentifying data, a RFID reader
decryption security key, and a transponder systemtransaction data using a
US B interface. 57. A nmethod according to claim49, whe38iNoveniber 200hg t he
transponddr systethodiapwirditety claim 4, dicludinggisipgiadwitch fsgrshledhe §9‘§P%ffﬂe£|5| ng a
RFI D reader. -39 30 Novenber 2005 58, A nethod according to claimb54,

i ncl udi ngysteinnthe awitvh taisting efiva bdast anbefs necispaabsyitchys logiv switeb, andiat ch
consisting of at |east one of a nechanical switch, a logic swtch, and a

bi oret r i @iewkttiebwité®. A nethod according to claim58, including provi ding a
secondary identification in 5 response to a request from a nerchant

system 43 A method according to claim 58, including providing a secondary identification in

5  response to arequest from a merchant system.
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