




























































31 

CLAIMS 

1. A method of managing physical layer security in a wireless device, comprising: 

receiving, by a processor of the wireless device, downlink control signaling that includes a 

first signature from a base station across a physical downlink control channel (PDCCH), wherein 

the PDCCH is a downlink control channel that carries downlink control signaling; 

determining, by the processor, a second signature based on the first signature received from 

the base station; 

receiving, by the processor, a communication from the base station across a physical 

downlink shared channel (PDSCH), wherein the PDSCH is a downlink data channel that carries 

downlink data signaling and the communication, and wherein the communication was modified 

using the second signature from the base station; 

performing, by the processor, a matching operation to determine whether the second 

signature determined by the processor matches the second signature used to modify the 

communication; and 

enabling, by the processor, communication with the base station in response to determining 

that the second signature determined by the processor matches the second signature used to modify 

the communication. 

2. The method of claim 1, wherein the communication that was modified using the 

second signature comprises a data communication and the second signature. 

3. The method of claim 1, wherein the communication that was modified using the 

second signature comprises a data communication that has been scrambled using the second 

signature. 

4. The method of claim 1, wherein performing the matching operation to determine 

whether the second signature determined by the processor matches the second signature used to 

modify the communication comprises: 

determining, by the processor, whether the second signature determined by the processor 

matches a second signature received in the communication. 
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5. The method of claim 1, wherein performing the matching operation to determine 

whether the second signature determined by the processor matches the second signature used to 

modify the communication comprises: 

determining, by the processor, whether the communication can be unscrambled using the 

second signature determined by the processor. 

6. The method of claim 1, wherein determining the second signature based on the first 

signature received from the base station comprises: 

determining, by the processor, the second signature based on a function applied to the first 

signature. 

7. The method of claim 1, wherein determining the second signature based on the first 

signature received from the base station comprises: 

determining, by the processor, the second signature based on the first signature and a third 

signature. 

8. The method of claim 7, further comprising determining the third signature by 

determining an access security key. 

9. The method of claim 8, wherein determining the access security key comprises the 

processor obtaining or deriving the access security key based on a key shared between the wireless 

device and the base station during a security establishment procedure. 

10. A wireless device, comprising: 

a memory; 

a wireless transceiver; and 

a processor coupled to the memory and the wireless transceiver and configured with 

processor-executable instructions to perform operations comprising: 

receiving downlink control signaling that includes a first signature from a base 

station across a physical downlink control channel (PDCCH), wherein the PDCCH is a 
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downlink control channel that carries downlink control signaling; 

determining a second signature based on the first signature received from the base 

station; 

receiving a communication from the base station across a physical downlink shared 

channel (PDSCH), wherein the PDSCH is a downlink data channel that carries downlink 

data signaling and the communication, and wherein the communication was modified using 

the second signature from the base station; 

performing a matching operation to determine whether the second signature 

determined by the processor matches the second signature used to modify the 

communication; and 

enabling communication with the base station in response to determining that the 

second signature determined by the processor matches the second signature used to modify 

the communication. 

11. The wireless device of claim 10, wherein the communication that was modified 

using the second signature comprises a data communication and the second signature. 

12. The wireless device of claim 10, wherein the communication that was modified 

using the second signature comprises a data communication that has been scrambled using the 

second signature. 

13. The wireless device of claim 10, wherein the processor is further configured with 

processor-executable instructions to perform operations such that performing the matching 

operation to determine whether the second signature determined by the processor matches the 

second signature used to modify the communication comprises: 

determining whether the second signature determined by the processor matches a second 

signature received in the communication. 

14. The wireless device of claim 10, wherein the processor is further configured with 

processor-executable instructions to perform operations such that performing the matching 

operation to determine whether the second signature determined by the processor matches the 
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second signature used to modify the communication comprises: 

determining whether the communication can be unscrambled using the second signature 

determined by the processor. 

15. The wireless device of claim 10, wherein the processor is further configured with 

processor-executable instructions to perform operations such that determining the second signature 

based on the first signature received from the base station comprises: 

determining the second signature based on a function applied to the first signature. 

16. The wireless device of claim 10, wherein the processor is further configured with 

processor-executable instructions to perform operations such that determining the second signature 

based on the first signature received from the base station comprises: 

determining the second signature based on the first signature and a third signature. 

17. The wireless device of claim 16, wherein the processor is further configured with 

processor-executable instructions to perform operations comprising determining the third 

signature using an access security key obtained or derived based on a key shared between the 

wireless device and the base station during a security establishment procedure. 

18. A non-transitory processor-readable medium having stored thereon processor-

executable instructions configured to cause a processor of a wireless device to perform operations 

comprising: 

receiving downlink control signaling that includes a first signature from a base station 

across a physical downlink control channel (PDCCH), wherein the PDCCH is a downlink control 

channel that carries downlink control signaling; 

determining a second signature based on the first signature received from the base station; 

receiving a communication from the base station across a physical downlink shared 

channel (PDSCH), wherein the PDSCH is a downlink data channel that carries downlink data 

signaling and the communication, and wherein the communication was modified using the second 

signature from the base station; 

performing a matching operation to determine whether the second signature determined by 
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the processor matches the second signature used to modify the communication; and 

enabling communication with the base station in response to determining that the second 

signature determined by the processor matches the second signature used to modify the 

communication. 

19. The non-transitory processor-readable medium of claim 18, wherein the stored 

processor-executable instructions are configured to cause a processor of a wireless device to 

perform operations such that the communication that was modified using the second signature 

comprises a data communication and the second signature. 

20. The non-transitory processor-readable medium of claim 18, wherein the 

communication that was modified using the second signature comprises a data communication that 

has been scrambled using the second signature. 

21. The non-transitory processor-readable medium of claim 18, wherein the stored 

processor-executable instructions are configured to cause a processor of a wireless device to 

perform operations such that performing the matching operation to determine whether the second 

signature determined by the processor matches the second signature used to modify the 

communication comprises: 

determining whether the second signature determined by the processor matches a second 

signature received in the communication. 

22. The non-transitory processor-readable medium of claim 18, wherein the stored 

processor-executable instructions are configured to cause a processor of a wireless device to 

perform operations such that performing the matching operation to determine whether the second 

signature determined by the processor matches the second signature used to modify the 

communication comprises: 

determining whether the communication can be unscrambled using the second signature 

determined by the processor. 

23. The non-transitory processor-readable medium of claim 18, wherein the stored 
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processor-executable instructions are configured to cause a processor of a wireless device to 

perform operations such that determining the second signature based on the first signature received 

from the base station comprises: 

determining the second signature based on a function applied to the first signature. 

24. The non-transitory processor-readable medium of claim 18, wherein the stored 

processor-executable instructions are configured to cause a processor of a wireless device to 

perform operations such that determining the second signature based on the first signature received 

from the base station comprises: 

determining the second signature based on the first signature and a third signature. 

25. The non-transitory processor-readable medium of claim 24, wherein the stored 

processor-executable instructions are configured to cause a processor of a wireless device to 

perform operations further comprising determining the third signature using an access security key 

obtained or derived based on a key shared between the wireless device and the base station during 

a security establishment procedure. 

26. A wireless device, comprising: 

a processor; 

means for receiving downlink control signaling that includes a first signature from a base 

station across a physical downlink control channel (PDCCH), wherein the PDCCH is a downlink 

control channel that carries downlink control signaling; 

means for determining by the processor a second signature based on the first signature 

received from the base station; 

means for receiving a communication from the base station across a physical downlink 

shared channel (PDSCH), wherein the PDSCH is a downlink data channel that carries downlink 

data signaling and the communication, and wherein the communication was modified using the 

second signature from the base station; 

means for performing a matching operation to determine whether the second signature 

determined by the processor matches the second signature used to modify the communication; and 

means for enabling communication with the base station in response to determining that 
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the second signature determined by the processor matches the second signature used to modify the 

communication. 

27. The wireless device of claim 26, wherein the communication that was modified 

using the second signature comprises a data communication and the second signature. 

28. The wireless device of claim 26, wherein the communication that was modified 

using the second signature comprises a data communication that has been scrambled using the 

second signature. 

29. The wireless device of claim 26, wherein means for performing the matching 

operation to determine whether the second signature determined by the processor matches the 

second signature used to modify the communication comprises: 

means for determining whether the second signature determined by the processor matches 

a second signature received in the communication. 

30. The wireless device of claim 26, wherein means for performing the matching 

operation to determine whether the second signature determined by the processor matches the 

second signature used to modify the communication comprises: 

means for determining whether the communication can be unscrambled using the second 

signature determined by the processor. 

31. The wireless device of claim 26, wherein means for determining the second 

signature based on the first signature received from the base station comprises: 

means for determining the second signature based on a function applied to the first 

signature. 

32. The wireless device of claim 26, wherein means for determining the second 

signature based on the first signature received from the base station comprises: 

means for determining the second signature based on the first signature and a third 

signature. 
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33. The wireless device of claim 32, further comprising means for determining the third 

signature by obtaining or deriving an access security key based on a key shared between the 

wireless device and the base station during a security establishment procedure. 


