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ABSTRACT OF THE DISCLOSURE 

 

PREVENTION OF TOKEN AUTHENTICATION REPLAY ATTACKS 

SYSTEM AND METHOD 

 

A method including receiving, by a server computer, a request message 

from a token requestor computer on behalf of a user device.  The request message 

comprising a first current token tracking value and a first function index value.  The 

server computer can determine a second function index value.  The server computer 

can then compare the first function index value to the second function index value.  If 

the first function index value and the second function index value match, the server 

computer can determine a function based on the first function index value and a stored 

function table associated with the user device.  The server computer can then 

determine a second current token tracking value based on the function, then compare 

the first current token tracking value to the second current token tracking value.  The 

server computer can generate a response message in response to the comparing. 
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